10

15

20

25

DESCRI PTI ON  COVMUNI CATI ON CONTROL SYSTEM <Techni ca
Field> 5 [0001] The present invention relates to a
comuni cation control systemfor controlling

conmuni cations in an industrial application such as
process control. The invention in particular relates
to a comuni cation control systemto which 10 a device
has been applied for providing real tinme
conmuni cati ons by thg) Et hernet (registered
trademark) and a standard connunlcatlon prot ocol such

as UDP/I P (US [Eﬁ} gt Pr ot ocol ).
<Backgr ound A«t f@g%gggar(%%nnunlca i'ons in an

i ndustrial application includes, for exanple,
communi cations in process control. Process control is
de.by_a_distributed control system A distributed
<TgHﬁP}8¥ls§§? f7is used for plant operation control in
a wde 20 range of fields such as petrol eum cheni stry,
[0QP&&I, paper pulp, and electric power. Communications
in an industrial application wll be described by
t aki Hge &3 HFrex aRPrBLaondi st 3 Dut-eda CORGIL cafsitgnfontrol
[0003] 25 Fig. 1 shows an exenplary configuration of
syatgenefar comimstkiig edcaomniglatsyatemin an  industrial

application such as process control. The invention in
particular relates to a communication control system to which
a device hasbeenapplied for providing real time communications
by the use of the Ethernet (registered trademark) and a standard
communication protocol such as UDP/IP ({(User Datagram
Protocol/Internet Protocol).

<Background Art>

[0002]

Communications in an industrial application includes,
for example, communications in process control. Process
contrel is made by a distributed control system. A distributed
control system is used for plant operation contrel in a wide
range of fields such as petroleum chemistry, steel, paper pulp,
and electric power. Communications in an industrial
application will be described by taking as an example a
distributed control system.

[0003]

Fig. 1 shows an exemplary configuration of a general
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In Fig. 1, an operation nonitoring apparatus 1 and a

controller 2 are connected to a control bus 3. The

controller 2 controls a plant 4 under the nonitoring

of the operation 5 nonitoring apparatus 1. The

operation nonitoring apparatus 1 is in charge of

pl ant operation and nonitoring. The operation

noni t ori ng apparatus 1 displays a screen for contro
dl%cafgﬁ£oga grgpnggg an In accordance with the

p an urallty of controllers is

distributed in the n The 10 .operation npnitorjn
o] hngarneBelfish aonﬁtogfa%rﬁpc%%%th Fnd a
each_other via athe control bus 3 to control . th

conthnt LT 00G4F LRAEBFEEEVIREsCBNEEOL P ERe pl ARE ﬁontroner
detect process values 15 of tenperature, pressure,

2 eeubralPedePland fhancere thsegiaedonngpehi Hig eperation
valves 7, 8 are controlled by way of an operation

morsrgfhalnpr avbdedtEsom t HEhe ome v T &en 2noht ahbn@gappraratus
signal of 1 to 20mA and 1 to 5V output fromthe

1 isensohadeei ceplBntenarat npuantomarhiec ¢omg ol [Téve @peration
Based on this input, the control 20 unit (not shown)

monit dhéngatgaatdters 2 ¢gespbays aconteoh arr thmetriod operation
operation and obtains an operation quantity. The

an®pesat t oninguantn tacd s @t eltwash ath@natoge sbgnal poéint, a
to 20mA and 1 to 5V. This output is used to contro

plihgl degree ebnepeniegsofis thieswvalesed,i8. thi®rplant. The
exanple, by controlling the degree of 25 val ve opening

op@Pa i b8aGh PN OVERy A PFrOcess Yuand tic@s OfonBroller 2
tenperature and pressure are controll ed.

communicates with each other via a¥the control bus 3 to control

the plant.

[0004]

Sensor devices 5, 6 in the plant 4 detect process values
of temperature, pressure, liquid level and the like. Degrees
of openings of valves 7, 8 are controlled by way of an operation
signal provided from the ceontroller 2. An analog signal of
1 to Z20mA and 1 to 5V output from the sensor devices 5, 6 is
input to the controllier 2. Based on this input, the control
unit (not shown) in the contrceller 2 performs control arithmetic
operation and obtains an operation quantity. The operation
gquantity is output as an analog signal of 1 to 20mA and 1 to
5V. This output is used to conrtrcl the degree of opening of

the valves 7, 8. For example, by controlling the degree of

valve opening on a reacticn oven, the process quantities of
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[0005] A control bus in a conventional distributed
control system is dedicated to process control. The
protocol used by the 5 control bus has been dedi cated
to process control. Recently, with the remarkabl e
progress in the IT (Information Technol ogy) and
web-rel at ed technol ogi es, an open architecture has
been demanded of the control bus of a distributed

teﬁggkggb éygkgnbrgégﬁr%hbieb%gﬂl(%f¥%dlt i's under 10

am nat r on neral - purpose bus and a
Ogb Edard protocol to a control bus. In order to apply
g neral-purpose bus and a standard protocol to a
cont bus, IS necessar tf sati s
Liee

t he
r eq Fé’ﬁ&ﬁt"& k&HS BTN 6t A &0 T g“ﬁi&dr"r%ﬁtml system
plication. 15 [0006] Patent docunent 1 descrlbes a

1Scéﬁﬁﬁﬁ%§f~‘h &R SFSIERT IRt er Miltfe PRI Rl aped by the

identifier attached to receive data takes priority
Coﬁﬁﬁoéebﬂérhﬁsppﬁéﬁlﬁ?dé@ﬁﬁﬁﬂ tef FeGfaRT ¢l tgimst 4 n

accordance wWith the determ nation result thus assuring

t he Reagnt2p, tivwetlpr dper t remagkacdmmupi earesns i the IT

priority data. [0007] Patent docunent 1. Japanese
(IpatenttNon BASUE86> g )0008wComveltiahakbiinologies, an open

communi cations in an existing industrial 25
arapptecatiren Hdmt besnbasedhoned he fEt tiee netor(iredi sbasedhf a

trademark) 3 and TCP/IP (Transm ssion Contro
diPreiboekildiet nel sPisekeacol §ith this background, it is under
examination to apply a general-purpose bus and a standard
protocol to a control bus. In order to apply a general-purpose
bus and a standard protocol to a control bus, it is necessary
to satisfy the requirements of communications in an industrial
application.
[0006]

Patent document 1 describes a communication system that
determines whether an identifier attached to receive data takes
priority and performs priority control of communicaticns in
accordance with the determination result thus assuring the real
time properties of communications of priority data.

[0007]

Patent document 1: Japanese patent No. 3457636

[00081

Conventionally, communications inanexisting industrial

applicationthat isbasedon the Ethernet {(registeredtrademark)
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I mpl ements cyclic scan transm ssion on the UDP service
in order to provide real tine comunications. This
comuni cation system (conventional contmunication
system) assures sone degree of real 5 time properties
al though it does not sufficiently satisfy the
scalability and flexibility. This is described bel ow
[0009] In order to performdata exchange in a

I ; | e system. su S istribyted contro

ang LOE7PE N R St triealt Yr EsmiAneaano Eyetaney)

. _requires a large-capacity storage area. Since a .

MG L QPR b SO CFOR 53t HRT pet os EbF SUdcASE Y ce in order
communj cati ons, exchange of |arge anmount of data, nay

Lo peRderie 2R3 ek NGO It S on TBdPCPHEUR F ¢ &t &k SygLem
conventional communi cation system Thus, the

(cepWoBRLPBAAICEWHRI et YDA Y S5 8y A% &S e degree of real
advant ageous in application to a | arge-scale system

tipe rxghargee ofaltdrgegamiufresf ndatsi ahid doesineatisfy the
sufficiently neet the need of industria

scappbitativoasd [fQexGpbilldtiyvhe Tbhwensi dralcrdbmuutiedatd-on
system data exchanged 20 between comruni cation

[0ogoajions is fixed. For exanple, given comunication
stations A B, C and D, conmunication station A s

set 110 @xkhange cat@rivobit aconphinhgatiron 1siafd-ons 1B sGstem
and D. Commrunication station Ais not designed to

suéKchangeqdat aipwtbh eenwpuBiCcaykeBnst akkoBrCaak8A®entional
Communi cation station A 25 nust change its setting in

co@ﬁ%ﬁéc&@i@ﬁcgﬁé‘g&ﬁdﬁéﬁlﬂég a 4 LB FHALIQN $lakig@N aCea .
Since a distributed contrel system performs broadcast
communications, exchange of large amount of data may render
a receiving communication band insufficient in cenventional
communication system. Thus, the conventional communication
éystemisnotadvantageousinapplicationtoalarge—scalesystem
or exchange of large amount of data and does not sufficiently
meet the need of industrial applications.
[0010]

In the conventional communication system, data exchanged
between communication stations is fixed. For example, given
communication stations A, B, C and D, communication station
A is set to exchange data with communication stations B, C and
D. Communication station A is not designed to exchange data

with communication station C alone. Communication station A

must change its setting in order to exchange data with



10

15

20

25

Fromthis, it is not possible to selectively acquire
necessary information fromlarge anount of information
on a network. Even when this is possible, the user
needs tinme and 5 workload for changing the setting.
Thus, the conventional communi cation system does not
sufficiently nmeet the needs of industrial applications
interms of flexibility. [0011] 10 The invention has
Cobeeg.acco Iighgd to.solve the problens. An object of
2 RYERCT oRCF5 P8 br8vPBEa communi cation contro
systemthat neets the needs of, industriqi aEPIi ations,
in terME SotSredf (PMEhr HESATIRS 4 viRF oGkt vely acquire
scalabilitﬁ?and flexibility Db inplenenting@a rea

. y . .
NeEFHBAEYUh? €8 F A7 pF BPBCHI I 98I AGCRN UDPE 151 S8FRFRELOBNON @

the Ethernet (registered trademark) and a standard
nefedpdkini dataroim thdel L1surhs asb UpP/tiPe uay B dlcesis &ige and
the I nvention> [0012] In order to solve such

wopkbbi@nort feanavent bba Bstt209confi gured as fol |l ows:
[0013] (1) A communication control system for causing
a Ccdnmuni tlag i onngtatiionapecommmig agomrurs cat¢rondoas not
accordance wth a standard protocol to perform
sufrtd ¢1 gt eky eermnun € akieals @6 ibalsed rdm 1t Apel dest $o0p iof tarms
communi cati on band, the communication 5 contro
of SyséemLONPYL SI NQ:
[0011]
The invention has been accomplished to solve theproblems.
An object of the invention is to provide a communication control
system that meets the needs of industrial applicaticns in terms
of real time properties as well as scalability and flexibility
by implementing a real time communication protocol using a UDP
service on the Ethernet (fegistered‘trademark) and a standard
communication protoccl such as UDP/IP.
<Disclosure of the Invention>
[0012]
In order to solve such problems, the invention 1is
configured as follows:
[0013]
{1) A communication control system for causing a
cemmunication station performing communication in accordance

with a standard protocol to perform multiplex communication

basedontimedivisionofacommunicationband, the communication
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a time slot assignnent section which divides a

communi cation cycle as a basic cycle of tine division
into tinme slots, and assigns a set of communi cation
stations and a type 5 of a communi cation section to
each of the time slots; and a time-division nmultiplex
comruni cati on section which perforns conmunication
within a period of the tinme slot in accordance with

cog@goﬁeg gﬁeﬁoggmggggghgg stations and type of

onnun daton settion S|gned by the tinme slot
assi nent ction e

r co ni_cati
stat on %@eeqﬁ%%ﬁedaaﬂﬂn%enf. nafeELef ORAARE e bides &
chrono ni cati on. section, the t 3 .

COFHBH&S ﬁPé&Ffeha§e% E%H‘iﬁ%F&Se tﬂFﬁbd%Wh%h¥ghBU§°tlme

connunlcat|on 15 the tinme-synchronous conmnuni cation
s1gbgt | A Rt igHHS 2 EPireC S yFAFORbERT Eotmiim tht Ry @ type

using the tinme slot in which the time-synchronous
of canftfNEaLFaR1PE a§stdREdLtCardhhef e time slots; and

ti me-synchronous conmmuni cation section transmts a

t i neasyhoéronousieomuht éalesncemappicatéashsegpion which

comuni cation station, tine of the timer section of
pepfchmeommmmniicatindnost atiitdrinard pdrel dd nef stlot st oheaklot in

communi cation stations are synchronized. [0014] (2)
acThedsonauni clattiten seanbfotomysth oz atoordi agi dos (dh)d tyde of

wherein the set of communication stations is generated
colpunbcgtoupi Bgcthencerminreat ikon Hatt Ons basedadBignment

addresses of the

section,

wherein each communication station is equipped with a
timer section and a time-synchronous communication section,

the type of the communication section includes
time-synchroncus communication,

the time-synchronous communication section performs
time-synchronous communication by using the time slot in which
the time-synchronous communication is assigned, and

when the time-synchronous communication section
transmits a time-synchronous communication frame to each
communication station, time of the timer section of each
communication station and the time slots of all communication
stations are synchronized.
[0014]

(2) The communication control system according to (1),

wherein the set of communication staticns 1s generated by



10

15

20

25

respective comuni cation stations. [0015] (3) The
communi cation control system according to (1) 5 or
(2), wherein the type of the conmunication section
i ncludes at |east one of, 1-to-N non-cyclic data
communi cation, 1-to-N cyclic data comuni cati on,
1-to-1 non-cyclic data communication and 1-to-1
cyclic data conmunication. [0016] 10 (4) The
gr?ﬁ%& c%[ﬂim%%q acélo %tt%[pl%%%oﬁg!sgg &9 .a(d"'a ea‘@éegr QN he
to-1 non-cyc ata communicatron is a
re cgfveagcgﬁhnggggd e t¥p%l%%gnun|cat|on which is the
ip? NoN-cyc at'a®commini cation and in which a
éfgﬁyving station returns an acknow edgnent to a
smtting station when the receiving 15 station
nornally recei ves data, and a negatlve acknow edge
type! 3L oMfrf R SHCHhi oR FeNERe 13¥%t§mn%ﬁC€§€FPE to (1)
data communi cation and in which the receiving station
or rlglur hEegehBghl ¢ e/Pafknbt SRIFBHL 335~ MHe SEFAASH] RFhgdes
station when the receiving section cannot receive the
at dgtas hengabfy . 1 200 a7]-(8)} Theladenmomineat cekh ieont FoFo—N
system according to (1), wherein the comunication
cyskiti ondataa commmmtattdbansect 1oho-1or penfoyaihg data
1-to-N non-cyclic data conmmuni cation, and 25 the
coronmuoa tadnoandetttonli ngkudesdat?d. camtatd cation.
transm ssion section for broadcasting data packets
[0C16]

(4) The communication control system according to (3), wherein
the 1-to~1 non-cyclic data communication is at least one of
an acknowledge type communicaticonwhichisthel-to-1non-cyclic
data communication and in which a receiving station returns
an acknowledgment to a transmitting station when the receiving
stationnormally receives data, and a negative acknowledge type
communicaticnwhichis the 1-to-1non-cyclicdata communication
and in which the receiving station returns a negative
acknowledgment to the transmitting station when the receiving

section cannct receive the data normally.

(00171}

{5) The communicatiocon control system according to (1),
wherein the communication section is a communication section
for performing 1-to-N non-cyclic data communication, and

the communication section includes:
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to a group address as destinations of a plurality of
communi cation stations; and a data reception section
for receiving a transnmtted data 5 packet when a
destination address of the transmtted data packet is
a group address to which the home conmuni cati on
station belongs. [0018] (6) The conmuni cation contro
systen1according to (1), 10 mherein t he conmuni cati on
sectio S_a_ conmuni cation.sec per.f or m.n
1ot fc‘ilf%“%%%%sjc%%%?ﬁt&gﬂ o Brag Al inY Bl Ppackets
conmuni cati on section ingludes data transm_ssi
togaty 1A by P RTEhs PG BAr B iBALRBES OF n b PLRsGLLEY of
cycle to a group address as destinations of a
CoOpibParRty P15t 1e8muATCati on stations; a plurality
of receive buffers each of which stores reception
ti ne2skta reeePléan ddcs ipar ket ik thie datta Puakidttegdata
a pair; a packet reception section which attaches the
paﬁé@ép\thajna de@ Utiingd iton: adéreee eifvidte tapaspatker dafdr packet
sequentially stores the data packet one by one into
ist hegpbupakiddyesfs rteceiniethuffersonahermaugesat bati ehation
address of the received data packet is a group
bedddgess to which the hone conmunication station
bel ongs; and 25 a receive buffer reading section
[owbBEh reads the data 8 packet fromthe receive buffer
having the | atest reception tine

(6) The communication control system according to (1),
wherein the communication section is a communication section
for perferming l-to-N cyclic data communication, and

the communication section includes:

adatatransmission section for broadcastingdata packets
ina fixedcycle toagroup address as destinationsofaplurality
of communicaticn stations;

a plurality c¢f receive buffers each of which stores
reception time of a received data packet and the data packet
as a pair;

a packet reception section which attaches the reception
time to the received data packet and sequentially stores the
data packet one by one intc the plurality of receive buffers
when a destination address of the received data packet is a
group address to which the home communication station belongs;
and

a recelve buffer reading section which reads the data
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among the plurality of receive buffers, conpletes
readout in a period shorter than the cycle of the
broadcasti ng, and sends the data packet to a

hi gher-1evel side. 5 [0019] (7) The conmuni cati on
control systemaccording to (1) wherein the

communi cation section is a conmunication section for
perform ng 1-to-1 non-cyclic data comruni cati on and an

| i at e-response t co ni cation, and 10 the :
Pa BT St PO Sae TOHDT ACPUGEE N E LAt b2 L Shémasdiigypn time
section for transmtting a dat acket tog a single X
AMUGMLHT ERY G Statd ok & er%ﬁ%&%ﬁirt §ORe Cd§tareadout 1n
packet in a case where a normal acknow edgnent is not
a Feetiiichéderednt-aar dded wivitd SsPat Hlon Riiaafigisring, and sends

predetermned tinme; and 15 a data reception section
theodatprapsaketi A9 a RoPhelr—la¥RAowle@gnent when a data

packet is normally received. [0020] (8) The
[0@bPhuni cati on control system according to (7),

wherein the data transm ssion section retransmts the

dat a{7 R0rlpacicetmurnidepeinde ntdnt rafl tshyes tame csloatding0021) 1) ,

(9) The comuni cation control system according to (7),
whahet ei thd heordairal ¢eciept isancisieet iiegnat cansthtisathen section

normal acknow edgnent i ndependently of the tine slot.

fo25pe0032hiflg( 10k oThe neemayiilcat It £ udi@hn BySt 80 and an
according to (1) ,
immediate-response type communicaticn, and

the communication section includes:

adatatransmissionsection fortransmittingadatapacket
to a single communication station, and retransmits the data
packet in a case where a normal acknowledgment is not returned
from a receiving station within a predetermined time; and

a data reception section for transmitting a normal
acknowledgment when a data packet is normally received.
[0020]

(8) The communication control system acccrding to (7),
wherein the data transmission section retransmits the data
packet independently of the time slot.
f0021]

{9) The communication control system according to (7),
wherein the data reception section transmits the normal

acknowledgment independently of the time slot.

[0022]
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wherei n the comuni cation section is a conmunication
section for performng 1-to-1 non-cyclic data

comuni cation and a negative acknow edge type

conmuni cation, and 5 the conmmuni cati on section

i ncludes: a data transm ssion section for transmtting
a data packet wth a sequence nunber being attached,

t he sequence nunber being changed for each

transm ion; a_r i.on i an i ¢
checigﬁg%gghﬁgﬁggn%&%%é%n'%éggéﬁggsg§?%%ﬁ%ﬁﬁggﬁguﬁgfb(1)’
acket, .each tine %ﬂg.data acket. is _receive

wh 111 o Commund 1.0 eCh 10 1 dtiagdsection
Tandits @HEGR G Vet AEKiow Sdymént FaEREFLEET Y
transmttin tatioqn when detecting a | ost sequence
For HBer O TRENY Peci Tl GIOCHEtkE i, SARar GG i pr and
reception sectiqn attaches a sequence 15 nunber
negHety t y? AR PHECdaE al PREKELTIHAE RS Hodc e nor mal |y
at the latest to the negative acknow edgnent packet,
when-hheceatan t FahsaT sSPBhisBcEN6RALAEES ves the
negati ve acknow edgnent packet, the data transm ssion
sectd dptadeguentission peckans Morst vt Anphckey & data packet
starting with an 20 undelivered data packet being
witlpecdddwhdyntuhbesdmiercethanbed, EHid achednto riimber being
negati ve acknow edgnent packet, when the data
chdngednissi @eacsettenamdessonot ahtdlansmt a subsequent
data packet for a predeterm ned tine on conpletion of

t he 4 ransnrsskpnioh thetdahavipacketisscidhe datj@ence number
transm ssion 25 section transmts a delivery

be BEKNOW Ldga@ o RAGKAL: RcKketlQABCRIIWeNghSt ahit@NpadRdt is
when a sequence nunber specified by a

received, and transmits a negative acknowledgment packet to
a transmitting station when detecting a lost sequence number
as a result of checking,

wherein the data reception section attaches a sequence
number-épecifying the data packet that is received normally
at the latest to the negative acknowledgment packet,

when the data transmission section receives the negative
acknowledgment packet, the data transmission section
sequentially retransmits data packets starting with an
undelivered data packet being specified by the sequence numbker
attached to the negative acknowledgment packet,

when the data transmission section does not transmit a
subsequent data packet for a predetermined time on completion

of the transmissicn of the data packets, the data transmission

section transmits a delivery acknowledgment packet to a

10
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returned acknow edgnent packet does not indicate the
last transmtted data packet, the data transm ssion
section sequentially retransmts data packets
starting with an 5 undelivered data packet specified
by the returned acknow edgnent packet, and when the
data reception section receives the delivery

acknow edgnent packet, the data reception section

re(r:§£§£1$8t %!Lgﬁ trr?%%drﬂetrtll n%eStu Igllog? %mb%%kngjvédcel%qnedqu a

seguence Specif

d .dat ket tt h .
RERE AN {GioAS s B Bt dll%tﬁjojtcc%t(elo%)'e tast
wh he dat t t fo
ETTRERLEF R IR e Slegnl Vo BokRout EARBRE SpackeFection

and t he_acknow edgnent packet independently of the
segpaRtspbEY [mtzaﬁm%@ysm@%mﬁﬁﬁ@m oftédittirg with an

system according to (1), 20 wherein the conmunication
undetivercfls daohmuRBedeiton 8BeEi&hedf orbper e ngeturned

1-to-1 cyclic data communi cati on, and the
ackopvuniigaenbnrseketfonaidcl udes: a transmi ssion

requesting section for requesting cyclic transm ssion

of avldert atlpacketa adkragssednt scat specrécedvelbthe delivery

communi cation station by a start request packet, based
ackmowal eddmdat gpackei sithonriatequesieptd dmakkecregueskitngns to

section for requesting a halt of cyclic
the transmitting station an acknowledgment packet to which a
sequence number specifying the last received data packet is

attached.

[0023]

(11) The communication control system according to (10),
wherein the data reception sec£ion performs transmission of
the negative acknowledgment packet and the acknowledgment
packet independently of the time slot.

[0024]

{(12) The communication control system according to (1),
wherein the communication section is a communication section
for performing l-to-1l cyclic data communication, and

the communication section includes:

a transmission requesting section for requesting cyclic
transmission of a data packet addressed to a specified

communication station by a start request packet, based on a

11
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transm ssion of the data packet by a halt request
packet; a data transm ssion section which, when
receiving the 5 start request packet, starts

transm ssion of a data packet being specified by the
start request packet to a comrunication station of a
requesting source in a cycle specified by the start
request packet, and halts transm ssion of the data

da@%fgf%ufgi E&Siygggesg;halt request packet; and 10 a

eception section for receiving the data packet,
wherein.the data receptiaon_section includes: .
ol urar ey S TesiE S are T bem e i h 2 D et evelic
reception ti of the received data cket and the
CrQAPA patRRL OL a5h8 HAFF: D15 FECpa¥KEL PPdEeErON “Lelridh
which attaches the reception, tine to the received
dat & ittt FARPTEEHRMt FF PRt Bt HEheyafeCphtky the
one by one into the plurality of receive buffers; and
styry EeaLes tRAT Rt r 88dIrk§ Settior it AL redasa Pre kgat e ing
20 packet fromthe receive buffer having the |atest
speeteptd o tieetaafompudat phakatitioya ebmpgadiopd 1on station
buffers, conpletes readout in a period shorter than
of ehecqyetelispecidricediby thelstardcirfoigubbly tlpacketrt amguest
sends the data packet to a higher-level side. [0025]
pa@bef 13)ndrhelcenmuam eat $ ohoc et bk $yist emcaecondi ngeddving
(1) , 12 which performs tinme-division nmultiplex
a leonunégad s Onphy kst ngndthe time slots , the
comruni cati on control system conpri sing:

a data reception section for receiving the data packet,

wherein the data reception section includes:

a plurality of receive buffers each of which stores
reception time of the received data packet and the data packet
as a pair:

a packet reception section which attaches the recéption
time to the received data packet and. sequentially stores the
data packet one by one into the plurality of receive buffers;
and

a receive buffer reading section which reads the data
packet from the receive buffer having the latest reception time
among the plurality of receive buffers, completes readout in
a periocd shorter than the cycle specified by the start reguest
packet, and sends the data packet to a higher-level side.

[0025]

(13) The communication contrcl system according to (1),

12
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a plurality of transm ssion queue sections which

exi sts between predeterm ned | ayers of an OGSl | ayer
nodel, is provided 5 for each type of communi cation
and constitutes a queue of transm ssion packets; a
plurality of reception queue sections which exists

bet ween predeterm ned | ayers of the OSI | ayernodel, is
provi ded for each type of the conmunication and

' ! . of . 10 [ kets: .
oL PR, 8 SO Bl OSSR P BRRKLEs 8oy win

lurality of transm . ssion queue sections in accordance
el PHIC £ 30 Set 6Rm REUT BT OF F 157 ordar o o Pritbrory e - oings
i nfor ion .corresponding to the transnission_ gueue .
Sect o Bt ht ST aehad =184 PeBOBL PO Serth o T cxists
distributing and stqring received__packets in the )
belPGER RESADFCFRERPE LGy fifedé Hebbl oy s hmodedoraRggvided
with the priority information; and a reading section
foRhiecs r dathe dat aCePBrRBYCRR1PRe 3pIduredna i twicy egepipbp of
gueue sections in accordance with a predeterm ned 20
trpnisadistyoor derckedsd sends the data to a higher-1|evel
side. [0026] (14) The conmuni cation control system
raccordpAgred it¥3)pt, ramwrteion tdecte apgot ssnenwhéchi emists
executes transm ssion processing of specific
betwapam ssiore quewsd $egtirero Attha@IThea 28r plodiedl, i 1y pebvided
transm ssion queue sections in a case where data 13
fodtoeschotyeXicst the tbamthaRsfiss endquete: Seeteomn thatie of

has higher priority over the specific transm ssion
reddgdecpeghic®Ri s ;

a transmission section for transmitting packets in the
plurality of transmission queue sections in accordance with
a predetermined priority order with priority information
correspeonding to the transmission queue sectionbeingattached:;

areceptionsection fordistributing and storing received
packets in the plurality of reception queue sections in
accordance with the priority information; and

a reading sectionwhich reads data stored in the plurality
of reception queue sections in accordance with a predetermined
priority order, and sends the data to a higher-level side.
[0026]

(14) The communication control system according to (13),
wherein the transmission section executes transmission

processing of specific transmission gueue section among the

plurality of transmission gueue sections in a case where data

13



10

15

20

25

[0027] (15) The conmunication control system according
to (13), 5 wherein the reading section executes
readi ng processing of specific reception queue
section anong the plurality of reception gqueue
sections in a case where data does not exists in the
recepti on queue section that has higher priority over
the specific reception queue section. 10 [0028] (16)

The jcatjon contral system accor
dogf IS AL oL oy BE RHEPETE ST f UGS o yb a6 Ras RlSner
section and he reception %yeue section exist bhetween
pr%\°§éE8n8V?5yE SRECA I FA PSP SoPTafYEsS (ST on -
nodel . 15 [0029] (17) The communi cation control system
O%%Ebrdlng to (1), wherein the standard protocol is
UDP or [0035] As understood fromthe discussion,
t he Kh@bﬁ?ﬁbﬁoﬁ@§n@ﬁét120 qQﬂﬁ%ﬂM-ﬁgS§GVhﬁ@%@é@ln€I¥>A@3)r
real time conmunication protocol using a UDP service
whe¢seinptbaencediong tsies tEdve ravstcrasyi st at e tpadesdas kipg of
and a standard communi cation protocol such as UDP/IP
spéciCoomud@gtt iom cyokeei sseliviaed among tine gllotrsility of
Each tinme slot 25 is assigned with a set of
recoOpUOhCai¢h statiqans iand aatypeheid dft £ advamnoat erhsts
section and conmuni cations are perfornmed. In this

inWelye waedpiide glate issassignetvhbl aiphepepriority over
conmmuni cat | on

the specific recepition gueue section.

[0028]

(16} The communication control system according to any
one of (13} to {15}, wherein the transmission queue section
and the reception queue section exist ketween a second layer
and a third layer of an OSI layer model.

[0029]

{(17) The communication control system according to (1},

wherein the standard protoccl is UDP or IP.
[0035]

As understood from the discussion, the invention has the
following advantages:

(1) Areal time communication protocol using a UDP service
is implemented on the Ethernet (registered trademark} and a
standard communication protoco}l such as UDP/IP. A

communication cycle is divided into time slots. Each time slot

is assigned with a set of communication stations and a type
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systemin accordance with the characteristics of
informati on. This provides a conmmuni cation contro
systemthat 5 satisfies the needs of industria
applications in terms of scalability and flexibility.
(2) Multiplex communications are made using tinme slots
on a tinme division basis, so that respective
comuni cation systens do not influence each other. 10
( Wﬁt 0 ' [ taf i rf. icatd
R e R A L A e
£ PEGES egthghhaaségguces the d ta,qgantiéaéhandled.b
a a [ e

conTfuni cation St fﬁ%asfﬁgge éﬁﬂ% ﬁé”i_ %ﬁﬁg@yn&Fégion
os Pl TR 0 B L TS, BB e o

stations or | arge anbunt of communi cation data, thus
sat i $PyFnPEhel d$ of OTRHUS AT AP appPT Pt oy Shem that
terms of scalability._<8rieflDescri tion of the
sapi gt fgs She2@geo36)t Finfustshvhsin! bxehppagyin terms of
configuration of a general distributed contro
SCé&ébégﬂtFigﬁdzfﬂ§Xé }1ddk -di agr am showi ng an
enbodi nent of the invention; 25 Fig. 3 is an
expl anatide it dp dgr arewhion. gt hows torassEdm usifig time slots
assigning information to tinme slots; Fig. 4 is a block
ondeagriam shioviisigranetdier, enbodharentegbect heei neentinanation

necessar

systems do not influence each other.

(3) Acommunication station performs communications with
another communication station only when necessary. This
reduces the data quantity handled by a communication station
thus reducing the memory area of the communication station,
This configuration readily supports a larger number of
communication stations or large amcunt of communication data,
thus satisfying the needs of industrial applications in terms

of scalability.

<Brief Description of the Drawings>
[00361]

Fig. 1 shows an exemplary configuration of a general
distributed control sysiem;

Fig. 2 is a block diagram showing an embodiment of the
invention;

Fig. 3 is an explanatory diagram showing how to assign

15
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Fig. 5 is a block diagram show ng anot her enbodi nent
of 5 the invention; Fig. 6 is a bl ock diagram show ng
anot her enbodi nent of the invention; Fig. 7 shows a
connection exanple of a comunication station; 10
Fig. 8 is atinme chart show ng the comuni cati on
procedure of the communication station in Fig. 7;

Fig. 9 is a block diagram showi ng anot her enbodi nent

f -. Lon. Fig. .1 lains th tion of
=l L ot ERR = ERgan 15 M B Y T Fi'g. *11 oxpl ai ns

1271 P8 B ddkeedrhgr Bt SHOu hg SO LTS HERCTBETT of

the invention; 20 Fig. 13 shows an exenplary

the ohfYGUFAPT6n of the data reception section shown in
Fig. 12; and Fig. 14 is a block djagran1shomﬁn% ,
anot he? - ehBEdPeheCk o aRed T it i h 2o hege spomsld@ent of
for Carrying Qut the Invention> 16 [0037] The

the nieyenbhow | | be detailed referring to draw ngs.
[0038] (1) First enbodi nent

Fig. 6 1s a block diagram showing another embodiment of
the invention;

Fig. 7 shows a connection example of a communication
station;

Fig. 8 is a time chart showing the communication procedure
of the communicatien station in Fig. 7;

Fig. 9 is a block diagram showing another embodiment of
the invention;

Fig. 10 explains the operation of the embodiment shown
in Fig. 9; |

Fig. 11 explains the operation of the embodiment shown
in Fig. 9;

Fig. 12 is a block diagram showing another embodiment
of the invention;

Fig. 13 shows an exemplary configuratien of the data
reception section shown in Fig. 12; and

Fig. 14 is a block diagram showing ancther embodiment

of the invention.

<Best Mode for Carrying Out the Invention>
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5 Fig. 2 is a block diagramshow ng an enbodi nent of
the invention. In Fig. 2, a comrunication station 10
is connected to a comrunication path 20. The
communi cation path 20 is for exanple a control bus in
a distributed control system 10 The comruni cation
station 10 perforns comuni cations in accordance with
a standard protocol. A standard protocol is for
Oggngle UDP or |IP. The conmunication station 10 is in
charge of multiplex commnications by a time division
of %ﬁ&”{‘%ﬂ{?éﬁéi 8”w19‘i‘”g &é 9933 %@ek'ﬁﬁn to drawings.
conmuni cat 1 on s F sl 6t "assignne
0@ gﬁlon 101 divides into tlne slots a connunlcatlon
e having a certain tinme length and serving as a
base ﬁy g lelSlon and assigns a set of
comll ffﬁﬁ 96W§n5nd a type of 20 communication
section to each time slot. A set of conmunicat.ion
st at f bs ?slﬁé%éﬂéFEﬂCﬁﬁﬁﬁ%ﬂuﬁqﬁfﬂ%%ﬁﬁhﬁpégﬁﬁﬂﬁnt of the
stations based on the address of each conmunication
in¥eBtiBR: G oupi ng methods include grouping based on a
net wor k address and groupi ng based on a MAC (Media 25
Access Tbdt rol)aaddnessicayipoosddptThe 19pés epnnected to
communi cation section include time-synchronous
a communiicatiions paltht @-ON n@ec yinimpirdiatast 1 onmairmi caf i oas for
(N being an integer equal to or nore than 2),
example a control bus in a distributed controcl system.

The communication station 10 performs communications in
accordance with a standard protoccl. A standard protocol is
for example UDP or IP. The communication station 10 is in charge
ofmultiplex communicationsbyatimedivisionof a communication
band.

[0039]

In the communication station 10, a time slot assignment
section 10l divides intotime slots a communication cycle having
acertaintime lengthandservingasabasecycleof timedivision,
and assigns a set of communication stations and a type of
communication section to each time slot.

A set of communication stations is generated by grouping
communication staticns based on the address of each
communication station. Grouping methods include grouping
based on a network address and grouping based on a MAC (Media

Access Contrel) address.
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5 1-to-N cyclic data conmuni cations, 1-to-1 non-cyclic

data communications, and 1-to-1 cyclic data

comuni cations. 1-to-1 non-cyclic data comuni cations

i ncl ude acknow edgnent type communi cation and negative

acknow edgnent type communication. 10 In the

acknowl edgnent type conmuni cation, a receiving

station returns an acknow edgnent to a transmtting
ro8hdfion on successful receipt of data. In the

negative acknow edgment type communicati on,

recekying i.on retur v ac gne

to a %ans%&?%lng s?%tlgﬁxgﬁﬂfgﬁg%rénln %%%ﬁ?%? Ekc%ude

041] Stora e sect on 102 g_% aSS|gnne
t

t.
SR SYREET R CTOs RO ACrRg PN sot U8 TcoRlnfdatgn data
stati,on _and t 2 t conmmuni cati on section
coREEPAfEH 08 % E‘hb¥5ﬁa 2 ot E D T FRIRH VA S 1 TS (BPEx2) -
conmuni cat.ion_section 104 erf orns conmuni cati ons
-HeeHi ﬁy%%ﬁ%%%peﬁﬁﬁnﬁﬁleﬁﬁéceeot it ode coprranee! i t Hata
the set of communication station and the type of
CoOpBHALRPEALRSn S8t ilok Cads lcg’ﬁ‘éd-cb)fiattr?e QqEBITs| Gt ions .
assi gnment section 101. In the tinme-division
mul t Eptexlcommoniredclon 25dséet i onomoUnaretpprogi dednclude
communi cation section for performng 18 all types of
acepmalrdgatinonsyge icowssyncitcmouand orraatiica aohspwledgment
1-to-N non-cyclic data comruni cations, 1-to-N cyclic
tygat aomooniuaitdati.ons, 1-to-1 non-cyclic data
communi cations, and 1-to-l cyclic data
cCOMMIAi €Réi @8Bhowledgment type communication, a receiving
station returns an acknowledgment to a transmitting station
on successful receipt of data. 1In the negative acknowledgment
type communication, a receiving station returns a negative
acknowledgment to a transmitting station on failure in receipt
of datsa.
[0041]

Storage section 102 stores assignment information 103
indicating the set of communication station and the type of
communication section assigned to each time slot.

Time-division multiplex communication section 104
performs communications within the corresponding time elot in
accordance with the set of communication station and the type
of communication section assigned by the time slot assignment

section 101. In the time-division multiplex communication

section 104 are provided communication section for performing
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5 [0042] Each conmunication station is provided with
ti me- synchronous conmmuni cation section 105 and tiner
section 106. Wen the tine-synchronous comuni cation
section 105 10 transmits a tine-synchronous

conmuni cation frame to each station, the tiner
section 106 of all conmunication stations are
synchroni zed. This synchronizes the tinme slots of al

alf ‘%mfa"é%' %%tclo%gnuﬁi%a{toin s .[( 99?’{1%]— Sy%llsch@o%?ouss ESmfinications P
explramat ory” di agr am shHow 'ng how't'0 assi gn “assrgnr fig

jnformation to ti slots. In Fig. 3, assig nt .
L-Hoif Br HRETGRC108 19661 VeI ECE hOPBS: 1 dr ket N TeLic data

vertical ,axis of the table represents the sets of
CORBARLAP EAPT BN STAPTOnE BT Mo iaG? Wit et 1ons, and

hori zontal 20 axis represents the sets of
1-eomufyYeat FoA28acEPBRVEL CRRAGHGH - C4. A communi cati on

cycle 111 in a comunication franme 110 is a basic
[0@¢¢l e having a certain |length. The commrunication

cycle 111 is divided into tinme slots 112. Each tine .

sl otEdash 25 aewignedatiget oftabbhrhuni casi onpstatieds with

and a type of 19 communi cation section. For exanple,
timefsysthtomeus| otmmgni@ssigneskeat sat 10f5 ampminmeat sention

stations G and a set of communication section . A
106econd tine slot is assigned a set of conmmunication

stations & and a set of conmunication

When the time-synchroncus communication section 105
transmits a time-synchronous communicaticon frame to each
station, the timer section 106 of all communication stations
are synchronized. This synchronizes the time slcts of all
communication stations.

[0043]

Fig. 3 is an explanatory diagram showing how to assign
assigning information to time slots.

In Fig. 3, assignment information 103 is given in a table
format. The vertical axis of the table represents the sets
of communication staticns G1 through G4 while the horizontal
axis represents the sets of communicaticn section Ci through
c4.

A communication cycle 111 in a communication frame 110
is a basic cycle having a certain length. The communication

cycle 111 is divided intc time slots 112. FEach time slot is

assigned a set of communicaticn stations and a type of
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5 section C2. Each tine slot perfornms conmunications
in accordance with the assigned set of communication
stations and type of comunication section. In this
way, a communi cation franme is divided into time slots
for multiplex comunications. 10 [0044] According to
t he enbodi nent shown in Fig. 2, a comunication cycle
is divided into tine slots and each slot is assigned
a_proper .conmuni,cati on stem.in,accaordanc ith the
o P B B TR G i o PR AT o Joria et g st 8
communi cation caontrol systemthat, satisfi t he, needs
aSER O g bt 75 Al CApEITERTTIGHE TG &V AR QF° r 611 i oSt of
roperties, scalability and flexibility, [0045] %2)
CO%@Bgﬁ&aéﬁ‘S&diSﬁEﬁtl%cﬁi-g.A4S?§°8db|tb@ﬁ ditagr & sRGWIRGY 2
anot her enbodi nent of the invention. Fig. 4 shows an
segxehpFaryuesRfitdGPratiteh 16 st Re 2@eniuiréaPfofAcBBERL6AT1OD
provided in the tinme-division nultiplex comunication
seggébpont104. Feclri gimg esdafunverf RS secimmiz@gtilpns in
communi cation 25 section for performng 1-to-N
acpomndeycki ¢l dattdiccomrughedtsohel c@gnbataat kansitiasiors and
section 301 broadcasts data packets to a group
tyaggréssoasunieadesin ratdtdns1.of a plurality of
comruni cation stations. A group address nay be
generatedi § oy, & petmwank caddoes s ramne MAE diddidss$.into time

is

slots for multiplex communications.
[0044]

According to the embodiment shown in Fig. 2, a
communication cycle is divided into time slots and each slot
is assigned a proper communication system in accordance with
the characteristics of informaticn. This provides a
cemmunication control system that satisfies the needs of
industrial applications in terms of real time properties,
scalability and flexibility.

[0045]

{2) Second embodiment

Fig. 4 is a block diagram showing ancther embodiment of
the invention. Fig. 4 shows an exemplary configuration of the
communication section provided in the time-division multiplex
communication section 104.

In Fig. 4, communication section 30 is communication

section for performing 1-to-N non-cyclic data communications.
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5 When the destination address of a transmtted data
packet is the group address the honme comruni cation
station belongs to, the data reception section 302
receives the transmtted data packet. An address file
303 stores a group address 304 used for 10

communi cations. [0046] (3) Third enbodinent Fig. 5 is
a bl ock di agram showi ng anot her enbodi nent of the

invention. Fig..5 shows ap,exe ry cagnfiguration of
the DS ChRAAIESE TR SeeriEh B bvpteacrrtERedatS bkt s
time-division nultiplex communication section 104, In
LO FRg 99 UR AT Tat Pon et Fon- HeR FsoRBnflnicat torpl ity of
section for performng 1-to-N cyclic data
CORBALAP EAPT SIS TN | e %QE%M%%ﬁ%Wagt%$ i96A SFiad-afo f rom
shown in Fig. 5 for the 20 purpose of clarity, the
2 pofmankcaddoasseeti YAC4eddgsesgeated in a
comuni cation station. [0047] Data transm ssion
sectWom 40t d¢ vadeablen datva qackétest ransalifigddladychacket
to a group aggress as the destinations of a 25
is pthue abrdye ciddoassint icat hane st atrmonscalicReseavéon belongs
buffers 402a and 402b stores the reception tine of a
to/) ecied vethk dlat ecpacket avdtibe dararpacketsasha pabrsmitted
When the destination address of a data packet received
dath apgerpauNi cation path 20 is the group address to
whi ch the

An address file 303 stores a group address 304 used for
communications.
[0046]

(3) Third embodiment

Fig. 5 is a block diagram showing another embodiment of
the invention. Fig. 5 shows an exemplary configuration of the
communication section provided in the time~division multiplex
communication section 104.

In Fig. 5, communication section 40 is communication
section for performing l-to-N cvclic data communications.
While a communication station sis not sheown in Fig. 5 for the
purpose of clarity, the communication section 40 is located
in a communication station.

[0047]

Data transmission section 401 broadcasts data packets

in a fixed cycle to a group aggress as the destinations of a

plurality of communication stations.
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5 home communi cation station bel ongs, the data
reception section 403 attaches the reception tine to
each of the received data packets and stores the data
packets into the receive buffers 402a and 402b
packets by packets. The reception tine is acquired
fromtimer section 404. 10 [0048] An address file 405
stores a group address 406 used for comrunicati ons.
Recej ve buffer ead| sect 407 reads ,.a data packe
1 ont e SRR dheq028 0 DAB2S: Whi & Hever SEoMaics Lime
the latest 15 rece tion time. The recei ve buffer ‘
of r alffig ¥&et ﬁ@ﬁ%@?%@ﬁd@”@hé%éﬁ%t@%é% ddE T
hi gher-1evel PC 430 via a conmunication path 420. In

t hi s"ippRactiedetthidaet@r EbigTerch cadithg peckiesnregezved
conpl etes a readout procedure within a tine shorter
vighapmmynéceyipbe phthrdldéastheomnanbcatddenssbyot heich the
data transm ssion 20 section 401. Data packets stored
honatapnhe iredsi e sbatfienscelPag and he402ba areecerioige section
transmtted from anot her communi cation station via
40 Br wadealst s clomerure ogb i oms . £ {1049] 25 Qiertatl orcefivekedata
enbodi mrent shown in Fig. 5 will be 22 described. 1In

pafkgtsSandassiune=4 hate didten packeitss dntly tGe deadkéve buffers
transmtted fromthe comuni cation path 20 in this

4028 ded 201h pakRet 8CEI YREKkHYs I herrpagketpt €68RLINRNY s acquired
section 403 and that the

from timer section 404.

[0048]

An address file 405 stores a group address 406 used for
communications.

Receive buffer reading section 407 reads a data packet
froma receive buffer 402a or 402b whichever contains the latest
reception time. Thexreceive buffer reading section 407 sends
the readdatapacketstoahigher-level PC430 via a communication
path 420. In this practice, the receive buffer reading section
407 completes a readout procedure within a time shorter than
the cycle of broadcast communications by the data transmission
section 401.

Data packets stored into the receive buffers 402a and
402b are those transmitted from another communication station
via broadcast communications.

[0049]

Operation of the embodiment shown in Fig. 5 will be
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5 destination address of each data packet is one the
comruni cation section 40 belongs to. The data packets
a, b, c, daretransmtted over broadcast
conmuni cations fromthe data transm ssion section 401
| ocated i n anot her conmunication station. The packet
reception section 403 attaches reception tines 10 t1,
t2, t3, t4 to the data packets a, b, c, d. [0050] The
' ecei ved data packet a and the reception tine
de%%féﬁiﬁstored in the receive buffer 402a. The second

recei ve dat packet b an ge recep ntim_ 15 t2
are%sri ?Je tﬁ"lgsuéq: |©éa FEF & %Inaa’s]i)mlar d are
sto s are aIternateI, chan 0the dat a
R O e s SRR AT £3 00 & s%BrEBlF'nO’Eﬂ%r and
receive buffer 402a_and t he data packet d and th
arg éf@é:pﬁ%"(ﬁ?‘ Pivnehesragkel sterd1on t3RE Hiedeidde Baft EPat the
402b, respectively. 20 [0051] The receive buffer
de%@m%%ééﬂmaﬁsm@eaéadﬂ@t@ pat ke pdekere thegramrunication
receive buffer 402a or 402b whi chever contains the
sedtat@st 0 bedoagtsi on. t [Tine dafta pheket ma, poi it dwhrent tdesmitted
data packet a and the reception 25 tine tl are stored
ovgm bheareeeitvedpuffrercatOPlen s t Heomecehaedbuff erra@8nission
readi ng section 407 reads the data packet a and the
sedgteoaptd ®h lédcaeed| ifiramvtberr eceinveibutien 402aion.
[0052] At the tine point when the data packet b and
the MeCPRL kOB reception section 403 attaches reception times
tl, t2, £3, t4 to the data packets a, b, ¢, d.
[0050]

The first received data packet a and the reception time
tl are stored in the receive buffer 402a.

The second received data packet b and the reception time
t2 are stored in the receive buffer 40Zb.

In a similar way, storages are alternately changed; the
data packet ¢ and the reception time t3 are stored in the receive
buffer 402a and the data packet d and the reception time t4
are stored in the receive buffer 402b, respectively.

[0051]

The receive buffer reading section 407 reads a data packet
froma receive buffer 402a or 402b whichever contains the latest
reception time.

At the time point when the data packet a and the reception

time tl are stored in the receivebuffer 402a, the receive buffer
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5tine t2 are stored in the receive buffer 402b, the
reception tine t2 is the latest tinme. The receive
buf fer readi ng section 407 reads the data packet b
and the reception tine t2 fromthe receive buffer
402b. In a simlar way, the data packet c/reception
time t3 10 pair and the data packet d/reception tine
t4 pair are read in this order. The receive buffer
readin ecti 407 _conpl et es_ a _readqut r.ocedur e .
re LI o5 T T 1ORoF L8PS AR THE EFEIE dat &) Pagket e Cogon
ctr 1tted (cycle of broadcas onmuni cati ons by the
bl 18 4 et SeS o SRt f b 400 Dat a packets & b
c,.d areread in this order. [0053] The receive
[OOo'?t?f]f er reading section 407 transmts the read data
packets and reception tinmes to the higher-level PC _
430 At Phe|tinst Red ot threda i s B angd §Batragertion
the PC 430. [0054] According to the enbodi nent shown
tinen ] gresstireidsiposhebreceiverkabifar| 4 dst tdat aeception
packet, which allows a higher-level side to nonitor
tintehée?| iat éb batast Famaexaipeeredeive bpddsirtbteatddong5section
~ monitor the latest state of a switch at the nonitor
40 paieatisf tha d2¥a it lghel- bedethsideep{ 0O 5]indhikPef tow the
receive buffers are provided in this enbodi nent,
reddiree wif fr elsBeei ve buffers nmay be provi ded. Wien
t hree
In a similar way, the data packet c¢/reception time t3

pair and the data packet d/reception time t4 pair are read in
this order.

The receive buffer readingsection 407 completes a readout
procedure within a time shorter than the cycle data packets
are transmitted (cycle of broadcast communicaticns by the data
transmission section 401). Data packets a, b, ¢, d are read

in this order.

[0053]

The receive buffer reading section 407 transmits the read
data packets and reception'times to the higher-level PC 430.
In other words, the latest data is sent to the PC 430.
[0054]

According to the embodiment shown in Fig. 5, it ispossible
to read a latest data packet, which allows a higher-level side
to monitor the latest data. For example, it is possible to

monitor the latest state of a switch at the monitor point from
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5 receive buffers A, B, C are provided, received data

packets are stored into the receive buffers Al B, C

one by one in this order. [0056] (4) Fourth

enbodi nent 10 Fig. 6 is a bl ock di agram show ng

anot her enbodi mrent of the invention. Fig. 6 shows an

exenpl ary configuration of comunication section

provided in the tine-division rmultiple conmunication

ection. 104. In Fig. 6, conmunication section 50 is
a Eb Ar¢&VFonS198 section for performng 1-to-

non-cyclic i nmedi ate response data conmmuni cati ons.
[CPle” a conmuni cation station sis not shown in Fig. 6

for the purpose of clarity, the communication section

50 i 4P} b Aed 7 B T B ATEa Y DR SY P8 flobsypbodgment,

Data transm ssion section 501 broadcasts data packets
threeaosi Agire demRiviecdtyoress didvnbandreetdadsm ¥henhghree

data packet in case a normal acknow edgnent is not
reretuenbdffeom £heB, récerei pgostdeilonracehivadadata packets

predeterm ned tine. The data transm ssion section 501
areesogned esittchathet hecpiedebeffienedht ibe C2bnhasy elrapsedthis

based on the tinme count of the tinmer section 502. 25
ordbe.data reception section 503 transmts a nor nal

acknowl edgnent on normally receiving a data packet.
i0p88%8] The data transm ssion section 501 retransmts a

dat a

(4) Fourth embodiment

Fig. 6 is a block diagram showing another embodiment of
the invention. Fig. 6 shows an exemplary configuration of
communication section provided in the time-division multiple
communication section 104.

In Fig. 6, communication section 50 is communication
section for performing 1-to-1 nen-cyclic immediate response
data communications. While a communication station sis not
shown in Fig. 6 for the purpose of clarity, the communication
section 50 is located in a communication station.

[0057]

Data transmission section 501 broadcasts data packets
toasinglecommunicationstationandretransmitsthedatapacket
in case a normal acknowledgment 1s not returned from the
receiving station within a predetermined time. The data
transmission section 501 recognizes that the predetermined time

has elapsed based on the time count of the timer section 502.
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5 packet independently of a tinme slot assigned to the
home comunication station. The data reception
section 503 transmts a nornmal acknow edgment
i ndependently of a tine slot assigned to the hone
communi cation station. 10 This is descri bed based on a
specific exanple. [0059] Fig. 7 Fig. 7 shows a
connection exanple of a connunication station In
Fi g. nication stations 1A
connBis i Scspgaf%ﬁun?%%*ﬁ%fh SSch booriHgks 2 mormal
0 ni.cati on station 1C are respectlvely
acggﬂﬁéamﬁpﬁe% BPsT g ormnTiCa PoR et B 1A
1C uses the conmuni cation path 20 to perform
[09 ﬁ% di vi si on- based comruni cati ons. The comruni cati on
stations 1A, 18, 1C are respectively referred to as
Cbnn%%?cﬁﬁFéntZ@ngﬂéﬁﬁéﬁﬂASagﬁﬁﬁnu i Bt SiEE T bhs B2 data
and Communi cation Station C [0060] Fig. 8 is a tine
pachart iskenengartd ycorfruai dameors vlocedatenedf tichethe home
communi cation station in Fig. 7. 25 As shown in Fig.
cogpubarbapoatitenisnati on A, Communi cation 26 Station
B, and Commruni cation Station Care respectively
assi gned dadarerskepsid®A, d&B;t 6 ( TO3I st netsshown)a harmal
the tinme slot TA, Conmmunication Station A transmts a
aclabalpagkehtt ondaptheencogmuti aating stati aBsibActiheo the

shown
home communication station.

This is described based cn a specific example.
[0059]

Fig. 7TFig. 7 shows a connection example of a communication
statiocn.

InFig. 7, communication stations 1A, 1B, 1C are connected
to a communication path 20. These communication stations 1A,
1B, 1Care respectivelyassigned time slots. The communication
stations 1A, 1B, 1C uses the communication path 20 to perform
time-division-based communications. The communication
stations 1A, 1B, iCarerespectivelyreferredtoas Communication
Station A, Communication Station B, and Communication Station
C.

[0060]
Fig. 8 is a time chart showing the communicaticn procedure

of the communication station in Fig. 7.

As shown in Fig. 8, Communication StationA, Communication
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5 exanpl e, Communication Station A transmts a data
packet 1 to Communication Station C Conmunicati on
Station Creturns a normal acknow edgnent 510 to
Communi cation Station A even in the time zone of the
time slot TA. Communication Station C returns a
nor mal acknow edgnent 510 i ndependently of a tinme 10
sl ot of the honme conmunication station. Arrows in
Lidlines_in the figure, show conmunications na .
St PR AT PO G o Lo O oS P oL L Hp P signed
broken lines in the figure shoms conmmuni cati ons nmade
tigpsanAtre 1A hdk alt gt TFt tH"Home communi cat i on
station. 15 [002%3 Simlarly, Comrunication Station B
and G| eHEs ohl otstldt i &r@ﬂ@%la?r?émqn & tgdtipdckeanisRits
the tinme slots TB and TC. [0062] Assune that
a i Pt drv Shathen pomaynicafdant sedtion20 battde shown
packet 2 to Comruni cation Station Cin the tinme slot
exFAP landCammen ek & ackndiwk edgnehtt danemiComaudatatpanket 1 to
Station Cis lost and a nornmal acknow edgnent is not
Comstininedibnot aCormuni.caCbonust.attdnnCsabtépnaC returns a
predeterm ned tine has elapsed. |In this practice,
no GaAMuAL kALY DBdShahit0R1 A T etTansut Sz el chat st 251 pagkelven in
i ndependently of the tinme slot TA In the figure, 27

th&oam4Bi €a8hk0BrStaki @AMA eltansi t sofh@ndakaipackettdon ¢
inthe time slot TB to Communication Station Cin

re§h§95530nokﬂaEe§@ﬁﬂ§§leﬁgmbﬁksBlgoﬁﬂﬂg?%%Hb%Ql§t%E'%ntlme
C returns a normal acknow edgnent he time sl ot

s1dB of the home communication station.

Arrows 1n solid lines in the figure show communications
in a time slot of the home communication station. Arrows in
broken lines in the figure shows communications made elsewhere
than a time slot of the home communication station.

[0061]

Similarly, Communication Station B and Communication
Station C transmit a data packet in the time siots TB and TC.
[0062]

Assume that Communication Station A has transmitted a
data packet 2 to Communication Station C in the time slot TA
and a normal acknowledgment from Communication Station C is
lost and a normal acknowledgment is not returned from
Communication Station C after a predetermined time has elapsed.
In this practice, Communication Station A retransmits a data

packet independently of the time slot TA. In the figure,
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5 [0063] According to the enbodinent in Fig. 6,
retransm ssion of a data packet and nor nal

acknowl edgnent are made i ndependently of the tine
slots of the comrunication stations involved. This
prevents an increase in the response delay tine of
communi cations 10 even in an environnent where there
are a larger nunber of comunication stations. It is

Cc&urr?llilsi 9 %é}{qlgtégig{lo%lrde J?anscnqn%@ncl}%:g.tdaot?? %%r}:t}{eocl 2 in the
system at Ts suitable for a arge-si ze

., CO ni i an system_ [ 00 4% 15 5% Fift nbgfinent
tLfE G193 118 Ly it o S ROk hctiist o 2ibodiTheRpponse
of ., the invention. Fig. . 9 shows an e§ggplary
toEBﬁFir&MWW%”%BE‘%—EHPB&JF%W%%%% T 0¥ feg i fdgment
_the time-division nultiple comunication section 104.
inoph¢ ntPrg. sH0tcERnuni cati on section 60 is
conmuni cation section for performng 1-to-1
[0®0Al cyclic negative acknow edgment data
conmuni cations. [0065] Data transm ssion section 601
trarsmhiesdangata paeckanbo@bnanthia sequehceraunbesmission
attached, the sequence nunber changed 28 each tine
of brdatsmsskonand noate ]l Dat@ow beepheoh ageciddniblpendent ly
checks the sequence nunber attached to a data packet
of eaeht tmas Itthe dattacpacketiniigateoaimet i @nd ihvans@d.s @his
negati ve acknow edgnment packet to a transmtting
preventsan increase inthe responsedelaytime of communications
even in an environment where there are a larger number of
communication stations. It is thus possible to provide a
communication control systemthat is suitable for a large-sized
communication system.
[0064]

(5) Fifth embodiment

Fig. 9 is a block diagram showing another embodiment of
the invention. Fig. 9 shows an exemplary configuration of
communication section provided in the time-division multiple
coemmunication section 104.

In Fig. 9, communication section 60 is communication
section for performing 1-to-1 non-cyclic negative
acknowledgment data communications.

[0065]

Data transmission section 601 transmits a data packet

with a sequence number attached, the sequence number changed
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5 station when detecting a | ost sequence nunber as a
result of checking. Storage section 603 stores a
sequence nunber 604 used for conmunications. [0066]
10 On such comuni cation section 60, the data
reception section 602, on detecting a | ost sequence
nunber, transmts a negative acknow edgnent packet
with a sequence nunber specifying the latest normally
received _data packet attached. Data transm ssion
eaggcfﬁgﬁ 56T PRLENS OFr st ing station, 15 on
recei ving a negative acknow edgnent packet,
sequeitfaf F§<P é?Paﬁ%ﬁHQndﬁsg EEEREFStE?a??HHSnﬁFt fumber
the undelivered data packet specified by the sequence
e

atharber & Caghbd RaE- iHe cAcdat ive thac RAbM Rfghentis received
packet. [0067] 20 The data transm ssion section 601

ang tygyAid se2 geppléry a aelaroMd EHpRihpaple k& aheanABL tting
transmtting subsequent data packets for a

stpkédet ehenneet et hengna compt etd@renfe datdqrackets result of
transm ssion. In case the sequence nunber indicated by

chankingknow edgnent packet returned fromthe receiving
station in 25 response to the delivery acknow edgnent
packetodaes netti28 Gepresentst hesktasbnteansmbeked0d used
data packet, the data transm ssion section 601

foseguanthakhyipakransnmts data packets starting with
t he undelivered data packet specified by the returned

[oaeknow edgnment packet.

On such communication section 60, the data reception
section 602, on detecting a lost sequence number, transmits
a negative acknowledgment packet with a sequence number
specifying the latest normally received data packet attached.

Data transmission section 601 inthe transmitting station,
on recelving a negative acknowledgment packet, seéuentially
retransmits data packets starting with the undelivered data
packet specified by the sequence number attached to the negative
acknowledgment packet.

[0067]

The data transmission section 601 transmits a delivery
acknowledgment packet when not transmitting subsequent data
packets for a predetermined time on completion of data packet
transmission. In case the sequence number indicated by an
acknowledgment packet returned from the receiving station in

response to the delivery acknowledgment packet does not
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5 The data reception section 602, on receiving the
delivery acknow edgnent packet, returns to the
transmtting station an acknow edgnent packet to

whi ch a sequence nunber specifying the last received
data packet is attached. [0068] 10 Fig. 10 is a

fl owchart showi ng an exanpl e of communi cation
procedure in the enbodi mrent shown in Fig. 9. The data

fransm.ssion sectjon_601 in.the trapsmiti station
regbUeNt al by ¢ranem FEaL8 heSRectrbTng 8t ReTon dAFa date
ackets,with seque nunbers attached. The, da
tr R aont 481 Gt oTe SRV s Gif B ot L han SBhanter e packets
nunbers to be attached to data packets each tine
SLRFLhsHi ¥F8nthe madel geresh dadiid Ry Spestheet nay the
dat a packets havi ng sequence nunbers Si through S7
rehayeeBeRkPPHASAPIERE Batkgata corresponding to the
sequence nunber S6 is not received. In this case, the
dat alh@datacepttphlereEicdn 0207 n arheegetBivpy idie delivery
station detects the |oss of the sequence nunber S6
achnohledgnentiparidie dattanfs thetlequensenl tiumies t8T iiog an
recei ved. [0069] The data reception section 602 in the
ackecelwvfiogestapaochet RS ehickcei veagebhbe seguencepecifying
nunber S7, immediately inforns the 30 transmtting
thst ahsonracaegati vetackaewkedgreat: tpatiet. S6'
including the informati on on the sequence nunber S6 of
[otbeil ost data. Receiving this notice, the
transmtting station retransmts data packets in the

ordefi Of 186is %1 ot SRoRng an example of communication
precedure in the embodiment shown in Fig. 9.

The data transmission section 601 in the transmitting
station seguentially transmits to the receiving station data
packets with sequence numbers attached. The data transmission
section 601 changes the sequence numbers to be attached to data
packets each time transmission is made: 381, S2, and soa on.

Assume that data packets having sequence numbers Sl
through S7 have been transmitted but data corresponding to the
sequence number S6 1s not received. In this case, the data
reception section 602 in the receiving station detects the loss
of the sequence number S6 with the timing the data of the sequence
number S7 is received.

[0069]
The data reception section 602 in the receiving station,

on receiving the sequence number S7, immediately informs the
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5 staring wth the sequence nunber S6. [0070] In this

case, the data packet of the sequence nunber S7 is

received twice by the receiving communi cation station

al t hough duplicate data is overwitten on a received

data file 10 so that no problens occur. In this way,

communi cations in the enbodinent in Fig. 9 are

negative acknow edgnment type communications where a

receivin part .notifies a_sending part ,
tr%ﬁ%ﬁ%ﬁﬁ? r?ffl alo%?g?E%:‘é?v@C%él dgf?“[todﬁﬁket S6

Fig. 11 is a flomchart show ng the communi cation

l“‘ﬁ%éé’a%r@e FBifoéméEIlWe?% %&(ﬁ%%%ﬁ@ﬁé’rﬂm%% RétOhridreahost

acknow edgnent packet in the enbodi nent shown in Fig.
daba.|n 8§§@1Vh€gde¢h%%ry“EbHﬁ?etﬁéﬁfséaééﬁ@étﬁ&ﬁEErStatlon

fromthe 20 transmtting station is S7, a delivery
repeinofl bdghde pukets éirhdclh@dpﬁgleymfssﬁr anbmidd edd so on

fromthe transmtting station to the receiving
starangowitiheheesegviengestambenr &tknow edges reception

of S7 and transmts an acknow edgnent packet S7
[0DMe)uding information on S7 to the transmtting

station. 25 [0072] 31 According to such a

commumittaitd @ ser,0eddudier adpatkansdi tiHangesi@tnicennandea S7

recei ving station know the | atest

ist FaRSASS om:@@émb?t & I&LqHens ev DHL oS J=ati@imi 8ation

the equival ency of the sequence nunber of next data
a1PREKEE duplicate data is overwritten on a received data file
so that no problems occur.

In this way, communications in the embodiment in Fig.
9 are negative acknowledgment type communications where a
receiving party notifies a sending party an abnormality of any
lost receive packet.

[0071]

Fig. 11 isa flowchart showing the communicationprocedure
for a delivery acknowledgment packet and an acknowledgment
packet in the embodiment shown in Fig. 9.

In case the delivery completion sequence number from the
transmitting station is S7, a delivery acknowledgment packet
including S7 is transmitted from the transmitting station to
the receiving station. The receiving station acknowledges
recepticn of 87 and transmits an acknowledgment packet S7

including informaticon on 87 to the transmitting station.

[0072]
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5 transm ssion. [0073] In the conmunication procedure
usi ng sequence nunbers between a sensing station and
a receiving station described above, both stations
own common i nformation on sequence nunbers. 10 For
exanpl e, a comon rule is owned by a transmtting
station and a receiving station that sequence nunbers
are incremented from1 and the nmaxi mumvalue is

fol Il pwed 1. _Sequence nunbers may not be
| Dor SNEHE LR oRPT SEOT e G L leHb RFBEFUREy
be even, nunbers or odd nunbers that are 15
LrapErehbht8dS T ak 1an r 3MdG LY SR I & HRdningy &noys tigngatest
as a comon rule is owned by a transmtting station
CrapgmasS e eeR GPRE LTSt i HFIVCTHe OOMRSH eS| Fedwied By the
the transmtting station and the receiving station in
eqgt vrhgecEecdy ofthe03seqoerad rmbFRe @4t 1e¥cepliiten packet
section 602 nmay transnmit a negative acknow edgnent
trpagkessand. an acknow edgnent packet independently of
a corresponding tinme slot. The communi cation
[Cp¥dtedure used in this case is simlar to the
conmuni cation procedure shown in Fig. 7. 25 [0075] 32
The 1wolilow aguadyand ages precobtiaenediby td€uence numbers
enbodi nrent shown in Fig. 9. The receiving station

bethesksat hen seflyeneet DUADERd 04 £aedivdayaspacket addcribed
transmts a negative acknow edgnent packet to
above, bothstations own common informationon sequence numbers.
For example, a common rule is owned by a transmitting
station and a receiving station that sequence numbers are
incremented from 1 and the maximum value is followed by 1.
Sequence numbers may not be incremented from 1. For example,
sequence numbers may be even numbers or odd numbers that are
incremented, or a randomly variable numbers, as long as a common
rule is owned by a transmitting station and a receiving station.
The common rule is owned by the transmitting station and the
receiving station in storage section 603.
(00741
The data reception section 602 may transmit a negative
acknowledgment packet and an acknowledgment packet
independently of a corresponding time slot. The communication
procedure used in this case is similar to the communication

procedure shown in Fig. 7.

[0075]
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5 the transmtting station on detecting a |l oss of a
sequence nunber. This provides the follow ng
advant ages: (1) There is no need to nake a nornal
acknowl edgnent each tine transmssion is nmade. It is
thus possible to keep the maximum throughput of data
packet transm ssion. 10 (2) A negative acknow edgnent
packet is transmitted to a transmtting station when
a lass seqguence n nber s etecte rece
packet® ?Eféi o q}%ﬁ‘dP’é‘B &ﬁe&narSe‘%ﬁ%‘W% aélment
after predgtern1ned nunber of packets are
Sh?W%n§%1?f%d This allows real time detection of fault.
15 [0076] (6) Sixth enbodinment Fig. 12 is a bl ock
di agrnSIGivid af bR Ré PR eriidfe fréfte SBAUERES MyEtT af each
Fig. 12 shows an exenplary configuration of
datgpmaiictatnent saasmdhspr VAR Vo aka avilipslaiaritsipeg ket to
multiple 20 communication section 104. In Fig. 12,
the brADAINGALion sectionontldts commuaileats oha sentdore honber .
performng 1-to-1 cyclic data communications. [0077]
This prgvid@s thansoildswongr equestiaggssecti on 701
requests 25 cyclic transm ssion of data packets
addr gssetctre s speakbbeth m3&kecamumLbictfostlaldg@ziyeach
way of a start request packet based on a data

time ot ShémDOsfeguest makiBlt TEQUEStHNG 5864100 7028 keep the
requests halt of cyclic transm ssion of data packets
naP¥mWRYt Rfcdghght hedquest paeket; transmission.

(2) A negative acknowledgment packet is transmitted to
a transmitting staticn when a loss of a sequence.number is
detected 1iIn a received packet rather than reception
acknowledgment is made after a predetermined number of packets
are transmitted. This allows real time detection of fault.
[0076] |

(6) Sixth embodiment

Fig. 12 is a block diagram showing another embodiment
of the invention. Fig. 12 shows an exemplary configuration
of communication sectionprovidedinthe time~-divisionmultiple
communication section 104.

In Fig. 12, communication section 70 is communication
section for performing l-to-1 cyclic data communications.
[GO77]

In Fig. 12, transmission requesting section 701 requests

cyclic transmission of data packets addressed to a specified
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5 Data transm ssion section 703 starts transm ssion of
a data packet specified by the start request packet to
a requesting conmunication station in a cycle
specified by the start request packet on receiving
the start request packet. The data transm ssion
section 703 stops transm ssion of the data packet 10
on receiving a halt request packet. Data reception

section,704 receives, t he dat acket.. 007 Fig. .1
o e Cah Benbr b ORI TR o o O FERR PAcket Pased
recggtion section 704. 15 In Fig. 13, receive buffers
On73082t22669Up ke EEEFESIN  section 721, ti mer
section 722 and reception buffer readin% section 723
has FaspectrvEsy ife S&fifel Wonf Puradvestas g of cyctic
receive buffers 402a, 402b, packet reception section
trapgmigphep cEctatdPUlE Eh Y Bagpef oh Ut ecduesdi rgcket;
section 407. 20 The data reception section 704 al so
att abhbs arareepssoan ieqkien W ¥ edeinvet tdarsnpackiem of a
and stores data packets into a plurality of receive
dabaffeerks: tomee by f oné byThe: dasatmecepdtopackettticonr@@desting
reads a data packet with the |atest reception tine
coamhtiadhedibnan dtheophurakivicy cofpeetéivad utherscaandrequest
sends it 25 to a higher-level side. 34 [0074] In the

paerbedidientesBowWingN theg. si2rtt heefamunpgaked®N The data
station does not transmt data packets on its own

trhAkhi abi YA sdditidh NSt SpdatdnPacked Sod @ rat heQUAS! bAG ket
conmmuni cat1 on station
on receiving a halt request packet.

Data reception section 704 receives the data packet.
(0078]

Fig. 13 shows an exemplary configuration of the data
reception section 704.

In Fig. 13, receive buffers {ZOa, 720b, packet reception
section 721, timer section 722 and reception buffer reading
section 723 has respectively the same configuration as the
receive buffers 402a, 402b, packet reception section 403, timer
section 404 and reception buffer reading section 407.

The data reception section 704 also attaches a reception
time to a received data packet and stores data packets into
a plurality of receive buffers one by one. The data reception
section 704 reads a data packet with the latest reception time

attached from the plurality of receive buffers and sends it

to a higher-level side.
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5 on receiving a data acquisition request. On
receiving a halt request, the communication station
stops transm ssion. That is, the comunication
station conmuni cates with anot her target
conmuni cation station only when necessary. This
reduces the overall communication vol une conpared
with 1-to-N broadcast 10 comuni cati ons thus reducing
ﬁﬁ%nenvry area of the comunication station. This
configuration is particularly effective fora |arger

gﬁ§h1§£ co Jcatlo tatjoqf orsgs qﬁh annuntrh%fﬁtlon
enth erfgut

i . 14 is a block dlagran1shomn anot her enbodi nment
ot P elGan T SREMS i G0 5 Pok FCORBRI Cabi O St | G Lve
80 is connected to a communication path 20. The
butebAATIATE BEIdeT R AEKORS Herd braae s DOng SRMININESEItd RS st ion
accordance with a standard protocol such as UDP or
on RCeHvARsNiasgibA Yerewes Seton oreBOESE + hiCougkc8dydngre halt
present between the second and third | ayers of an QOSI
req@eEn Syst evsmumtertcamectckitdon Bapes todesmandion. That
constitute a queue of 25 transm ssion packets. Such
is t tapsmmesioicaueoe ssedtiiconc8fihanidatehraugha8btbearearget
provi ded per communi cation type. Reception queue

cor@Rod 1 @t 862 & 1Ay oug o862 &hahe npreseatryhet neep t&fuces the
second and third | ayers of an OSI (Open Systens

ovd A Br Wi@é\&l&@yﬁlme&om@@nﬁﬁﬁ ut-er & uste: ®fast
reception

communications thus reducing the memory area of the
communication station. -This configuration is particularly
effective for a larger number of communication stations or large
amount of communication data.
[0075]

(7} Seventh embodiment

Fig. 14 is a block diagram showing another embodiment
of the invention.

In Fig. 14, a éommunication station 80 is connected to
a communication path 20. The communication station performs
communications in accordance with a standard protocol such as
UDP cr IP.

Transmission queue section 801a through 801lc are present
between the second and third layers of an 0SI (Open Systems
Interconnection) layer model and constitute a qgueue of

transmission packets. Such transmission queue section 801la
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5 packets. Such reception queue section 802a through

802c are provided per communication type. [0081]

Transm ssi on section 803 has functions of the first

and second layers of an OSI |ayer nodel and transmts

the packets 10 in the transm ssion queue section 80la

through 801c in a predeterm ned order of priority,

with priority information corresponding to the

transm,ssion_queue section 801la thr.ough 8Qlc
e AR nh AT R e B PrOT 108ct PR SOTIAL AR CHPSf ¢ he

first and second 15 |ayers g an OSI | ayer nodel and

di vi YeseRhy 8t Breserécelved E%eka?goa%ngf}@ﬁeare present

recepti on queue section 802a through 802c in
behreshdaiteSaFPRIt ARt bhEReda R dr PEy2RnPoE mAPPBR. Systems

Readi ng section 805 reads data stored in the reception
Ingaetensection) de2e nhedahRNgTRR 9 tdtcor dasye af racaprtion

20 predeterm ned order of priority and sends the data
patbehs . hi Yheh -deavadt RQ 486 uq GE82A]1cThE OPramdmriosgihoR02c are

gueue section 80l1la, 801b, 80l1lc have priorities in
prohidedeseendomguoideriohntylpe .t ransm ssi on queue 25

section 80l1la, 801b, 801c are respectively provided
ogdeues for 36 high-priority data, nmediumpriority

data and lowpriority data. The reception queue

sect04n $028s i 8024k c802¢ MWV BasPEuRELibBS P tHY First and

descendi ng order. In the reception gueue
second layers of an 0SY layer model and transmits the packets
in the transmission gueue section 80la through 80lc in a
predetermined order of priority, with priority information
corresponding to the transmission queue section 80la through
80lc attached.
Receptionsection804 has functionscfthe first andsecond
layers of an 0SI layer model and divides and stores received
packets ameng the reception gqueue section 802a through 802c
in accordance with the attached priority information.
Reading section 805 reads data stored in the reception
queue section 802a through 802¢ in accordance with a
predetermined order of priority and sends the data to a
higher-level PC 430.
[0082] |
The transmission gueue section 801a, 801b, 80lc have

priorities in this descendingorder. Inthe transmission gueue

section 80la, 801ib, 80lc are respectively provided queues for
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5 section 802a, 802b, 802c are respectively provided
gueues for high-priority data, nediumpriority data
and lowpriority data. [0083] Wen such priorities
are given, the transm ssion section 10 803 executes,
for exanple, transm ssion processing of the
transm ssi on queue section 801lb when data is absent in
the transm ssion queue section 80la. The reading
.section 805 executes the reception precessing, of the .

1 FECRBEP B ducis HedlT SHUBUSE Bhehy darL o & bObRY PhicTLEY
the 15 reception queue section 802a, 802b. [0084]

da%f ne- di vi si on mul ti pl ex comruni cations using the tine
slots of the enbodi nent shown jn Fi

.. 2 may_be
per { SR Red SHRPICRE oRBBHPIEHC sHohn (ORI 048, #g2c have
[ 0085] According to the enbodi nent shown in Fig. 14,
Prboftetss b?ﬁéﬁﬁn@ﬁﬁQ%ﬁ@%ﬁﬂeﬂ%ﬁ%ﬁovﬁ@e&heTﬁ?§eﬁﬁR@§ Hpeue
possible for priority data to surpass non-priority
sedhtanoh) 22 1 Bddm §8enarpateerel i vebnintey ideg duemes for
properties, thereby allowing real 25 tine o
higbhnpuhpcatyonstef, prédiintyedatai t37dpee86ind nlohepriority
enbodi nents descri bed above, a communication station
dats.present on an operation nonitoring apparatus or a
controller of a distributed control system
[0083]

When such priorities are given, the transmission section
803 executes, for example, transmission processing of the
transmission queue section 80lb when data is absent in the
transmission queue section 80la.

The reading section 805 executes the receptionprocessing
of the recepticn queue section 802c when data is absent in the
reception queue section 802a, 80Zb.

[0084]

Time-division multiplex communications using the time
slots of the embodiment shown in Fig. 2 may be performed in
the embodiment shown in Fig. 14.

[0085]

According to the embodiment shown in Fig. 14, buffers
given proprieties are provided. This makes it possible for
priority data to surpass non-priocority data on a transmission

path that requires real time properties, thereby allowing real

time communications of priority data.
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5 10 15 20 25 38 CLAIMS 1. A communication
control system for causing a conmrunication station
perform ng conmuni cation in accordance wth a
standard protocol to performmultiplex conmunication 5
based on tinme division of a conmunication band, the
comruni cation control systemconprising: a tine slot
assi gnment section which divides a contmunication

[0dpBElle as a basic cycle of tinme division into tine
slots, and assigns a set of conmunication stations and
a tyge kheofeabeaimunteatdegtrsesid obdee gagh cobnidte cation
time slots; and a tinme-division nultiplex

5 tGQTHMN| Gablr@R c$@C bhoBn Wb SHa t DEA A6 IBL SHIMYINI SR # Dus or a

within a period of the tinme slot in accordance with

cdrite Aale 07 £ UMRHL €AY 0N $1 LA ORS] aBgs type of

comuni cation section assigned by the tine sl ot

assi gnment 15 section, wherein each comruni cation
station is equipped wwth a tiner section and a

ti me- synchronous commruni cati on section, the type of
t he conmuni cati on section includes time-synchronous
comuni cation, 20 time-synchronous comruni cation
section perforns
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ti me-synchronous conmuni cation by using the tine sl ot
in which the tine-synchronous communi cation is
assi gned, and when the tine-synchronous communi cation
section transmts a tine-synchronous communi cation
frame to each 25 communication station, tinme of the
timer section of each 39 communication station and
the tine slots of all comrunication stations are
synchroni zed. 2. The commURBALHEEi on control system
according to claiml1, 5 wherein the set of
1.commani cabiuauin Stations icongendr at edsbym griaupi ngatibéng a
comuni cation stations based on addresses of the
con@RREGd e et icgab 0 AoshahoRSmm3nidAtion in accordance
conmuni cation control systemaccording to claim1 10
wiGh 2 SthelRiry thedaRa eb bhe reemmuniicati 1k @& cation
includes at |east one of 1-to-N non-cyclic data
bd§§H%WtQﬁéHﬁ@dS%dﬁ%f%(fMﬁEMQd$¥faﬁ%EW@PEﬁ@@dﬂ%unication

1-to-1 non-cyclic data conmunication and 1-to-

cdHdldic dataf icatipn. 15 4. The conmuni cation
control “system accor |ﬁg to claim3, wherein the

1't0%} QRQ@FV%QB% d%%%#?%ﬁ&%ﬂC%Qéylds.%%ﬂkﬁﬁs%ié¥qes a

of an acknow edge type conmuni cation ich™is the

1-to-.1 t:non-cycbjic dat,a connunicatiaﬁ.an%éin mhich_g L
CHEMNNAHG Lt ¥ COR 2F &t U7 5C S Ack Rdwt By et Sty nte time

transmtting.station mh%p the 20 receiving station
SIRSaPTY PERLFUES BHn® TaRETE RGGAEIOR ShekABRFedld 2 type

type comruni cation which is the 1-to-1 non-cyclic
Oﬂkﬁz¥QRﬂHﬂhﬁ%§ﬁ9Qn§%ﬁﬁP?Q1Wﬁﬂ%ﬁ?@tﬂir%@%i@%%% 3takppnand

returns a negative acknow edgnent to the transmttin
st at ifof 1Migel VA ion multiplex communication section which

performs communication within a periocd of the time slot in
accordance with the set of communication stations and type of
communication section assigned by the time slot assignment
section,

wherein each communication station is equipped with.a
timer section and a time-synchronous communication section,

the type of the communication section includes
time-synchronous communication,

time-synchronous communication section performs
time-synchronous communication by using the time slot in which
the time-synchronous communication i1s assigned, and

when the time-synchronous communication section
transmits a time-synchrcnous communication frame to each

communication station, time c¢f the timer secticon of each

39



10

15

20

25

recei ving section cannot receive the data normally. 25
40 5. The comruni cation control system according to
claiml, wherein the comunication section is a
conmuni cation section for performng 1-to-N
non-cyclic data communi cation, and 5 the comuni cati on
section includes: a data transm ssion section for
broadcasti ng data packets to a group address as
cottesin inattii@ns sobtaopl andl thy tdine sdpmynd€adli brommunication
stations; and a data reception section for receiving a
stiatdrey Ered daichrakl fagket when a destinati on address
of the transmtted data packet 1is a group address to
whi ch the home conmuni cation station belongs. 6. The
conmuni cati on control systemaccording to claim1, 15

2 Wher e EBRnGATRHRLGAl EBAL$8EL LB kS Q%GQP"HH%C@& IOim 1,

section for performng 1-to-N cyclic data

wHQITYNIGAL | 00, éfdcbmu%qmpggaté@&df&&é! e gg;ﬁ%ﬁ%%%a by

a data transm ssion section broadcasti ng

t LN [ e e
o BAEHRE e AR EYEh L8 By BR8P oo of cne
resl aetcitoqfsé; a Il{,lr.aclitjy nOf gegeévsg buf fers each of which

SE5ES VS SCFMTOT R oF - LR ved data packet and

the data packet as a pair; a packet reception section

whi ch attaches the reception 25 tine to the received

dat a %acket and sequentialhy stores the ) ,
3. The communication control system according to claim 1

or 2, wherein the type of the communication section includes
at least one of 1-to-N non-cyclic data communication, 1-to-N
cyclic data communication, 1-to-1 non-cyclic data

communication and 1-to-1 cyclic data communication.

4, The communication control system accoerding tc claim 3,
wherein the 1-to-1 non-cyclic data communicaticn is at least
one of an acknowledge type communication which is the 1-to-1
non-cyclic data communication and in which a receiving station
returns an acknowledgment to a transmitting station when the
receiving station normally receives data, and a negative
acknowledge type communication which is the 1-to-1 non-cyclic
data communicetion and in which the receiving station returns
a negative acknowledgment to the transmitting station when the

receiving section cannot receive the data normally.
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41 data packet one by one into the plurality of
receive buffers when a destination address of the
recei ved data packet is a group address to which the
home conmuni cation station belongs; and 5 a receive
buffer readi ng section which reads the data packet
fromthe receive buffer having the | atest reception
time anong the plurality of receive buffers,
conpl etes readout in a period shorter than the cycle
of the broadcasting, and sends the data packet to a
5.hi ghéhd evelnusiidet ith ¢onthelicegrupicattonddanttolclaim 1,
system according to claim1, wherein the
wheenmittat conmaad k@ oS sa ceABhUNE Catd dungetdd ©lon fction
performng 1-to-1 non-cyclic data comuni cation and an
£JrmMpR Bl 8 1185 PONSE- 1 Vikén COPILNE Cadt ONeodmdnisathen, and
conmuni cation section includes: a data transm ssion

sect it fQmuidransatdd nge @ O3t & packeds: to a single
conmmuni cation station, and retransmts the data

packel gk 3 GASR 1 WRELS &@9{5@%@%&%@&{;&% dhfaMUckets

returned froma receiving station w

to]?“éde epibneshdiag; and %%sgg%%gt%og%;egg o Z[ﬁf&ali.‘ Aty of

or transmtting a nornal ment wh

t i.S normally received. 8. The conmunication
© coﬁﬁiﬁéégéhe§g%§§éﬁ%ﬂrﬁﬁ o claim8, wherein the data

transm,ssi on se%tion re ran%gits the data , 25
f

t
indeﬁ%ﬁ% %gpfeg EReveRi 1> ogl6¥2r%%e1v1ngaatrangggggeddata

packet when adestination address of the transmitted data packet
is a group address to which the home communication station

belongs.

6. The communication control system according to claim 1,
wherein the communication section is a communication section
for performing I-to-N cyclic data communication, and

the communication section includes:

adata transmission section for breoadcasting data packets
ina fixedcycle toagroupaddress as destinations of aplurality
of communication stations;

a plurality of receive buffers each of which stores
reception time of a received data packet and the data packet
as a pair;

a packet reception section which attaches the reception

time to the received data packet and sequentially stores the
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9. The conmuni cation control system according to claim
7, Wwherein the data reception section transmts the
normal acknow edgnent independently of the tinme slot.
5 10. The conmmuni cation control system according to
claiml, wherein the comunication section is a
communi cation section for performng 1-to-
non-cycl i c data conmuni cati on and a negative
dadek powikedgeneybg coenimicathenylamdl 1y tdfe receive buffers
conmuni cation section includes: a data transm ssion
wheectd e sftamattriams siddriensy & fdathe packdtvedMddta packet is a
sequence nunber bei ng attached, the sequence nunber

greiphgddebabges wheeheaed HomansbneahoRatabd @ gatan belongs;
reception section which checks a sequence nunber 15
ankei ng attached to a data packet each tine the data
packet is received, and transmts a negative

acknew edgment bﬁ%‘%%‘?ct Adidd rRsMdd g 3 E_’:telaQﬂs WARN data
detecting a | ost sequence nunber as a resul

pa“c’%%ctkaQm E’P‘féeggb&%@%u%& %13%%' tﬁrﬂe E‘Ete's‘E” g&%ﬁ?‘h‘&ﬁ time

a sequence nunber specityingt ata pac
[ n h to. . the n tive
e SR e PRerb rbRE i Bib sy BB AEES fifout i
sectiqgn .recei v th at t packe
= PR T St et Bhecetr | St SBa anerarry ing, And sends
retransmts data pa kets startl th an 25
E0n A8 TR dAST St %a ﬁea%ed by the
sequence nunber 43 attached to the negative
acknow edgnent packet,

7. The communication control system according to claim 1,
wherein the communication section is a communication section
for performing 1-to-1 non-cyclic data communication and an
immediate-response type communication, and

the communication section includes:

adatatransmissionsectionfortransmittinga datapacket
te a single communication station, and retransmits the data
packet in a case where a normal acknowledgment is not returned
from a receiving station within a predetermined time; and

& data reception section for transmitting a normal

acknowledgment when a data packet is normally received.

8. The communication control system according to claim 8,
wherein the data transmission section retransmits the data

packet independently of the time slot.
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when the data transm ssion section does not transmt a
subsequent data packet for a predetermned tine on
conpletion of the transm ssion of the data packets,
the data transmission 5 section transmts a delivery
acknow edgnent packet to a receiving station, and
when a sequence nunber specified by a returned
acknow edgnent packet does not indicate the | ast
transmtted data packet, the data transm ssion section
sequentially retransmts data packets starting with an
9.10 undeki yefedn tles B packeit Specifdies: By cbheingt Honethim 7,
acknow edgnent packet, and when the data reception

whe@elinonthecejames thecgelb¥ersgecardknowredgiBil Pag&etnormal
the data reception section returns to the

ackn@Re et Stifd Rh R acknom edgnent. packet to which
a 15 sequence nunber specifying the |ast received data

packet is attached. 11. The conmunication contro
system according clains 10, 20 wherein the data

_ ng clair herein the |
e A e S O T

k i nd dently.of h i . S , 2. .The . ,
W e BRI p K 8h AP Er  RTChT o Tt bR Ghon sesg ton

£ wherein the communi cation section is a connunicgtion d
oL AP THAY of ~ pRr f oPMNGYES- Lathyiel FRMpgE Hcation and a
communi cation,. and the comruni cati on section

NEGACHIFe SC R THAMIR LoiRfh TUYUESIFHY FectI¥h for

requesting cyclic transm ssion of a data packet
addr é88§eFOPFIUR 1§FédioR &fctlon includes:

adatatransmissionsection for transmittingadatapacket
with a sequence number being attached, the sequence number being
changed for each transmission; and

a data receptibn section which checks a segquence number
being attached to a data packet each time the data packet is
received, and transmits a negative acknowledgment packet to
a transmitting station when detecting a lost sequence number
as a result of checking,

wherein the data reception section attaches a sequence
number specifying the data packet that is received normally
at the latest to the negative acknowledgment packet,

when the data transmission section receives the negative
acknowledgment packet, the data transmission section
sequentially retransmits data packets starting with an

undelivered data packet being specified by the sequence number

43



10

15

20

25

5 communi cation station by a start request packet,
based on a data acquisition request; a halt
requesting section for requesting a halt of cyclic
transm ssion of the data packet by a halt request
packet; a data transm ssion section which, when
receiving the 10 start request packet, starts
transm ssion of a data packet being specified by the
atstaarhted eguedie paoketit® aclomimdgméndnpstihetpon of a
requesting source in a cycle specified by the start
requesiten paekdatiraandahahissioansacssbnondods tihet datsansmit a
packet on receiving a halt request packet; and 15 a

sulliedyuee e phit@nps ekt Of o f @r peaeivirid nklie: dak o adkgilet ion
wherein the data reception section includes: a

ot HEat b VsiRf s & e6€Ie L BUfdor $ Rrck tof, Whkcla©i @@ ismission
reception time of the received data packet and the

sedalia Packeh sm@g s@ Pahki 389 %ﬁ?&wi@&ﬁr@éﬁ@np%%détonto a

whi ch attaches the reception tinme tot receive

refldlid, RACKEL ang, s %%ﬁeflfh'éﬁ' LYs é%?éﬁée%‘&nb f‘%f%e?cgﬂ‘f%% pv 2

one by one into the plurality receive bu
. ¢ : . whi ch :
ol SRSl VP PHLLETARAL TRoSREL) o et epatcLEE ke 1o
SR e, S3aTR00 BRI AIEL! AL REIR, sotion

the cycle specified hy the start request acket, an
s e e e tEeteat fo. Saprghererare shaating’ with an

undelivered data packet specified by the returned
acknowledgment packet, and

when the data reception section receives the delivery
acknowledgment packet, the data reception section returns to
the transmitting station an acknowledgment packet to which a
sequence number specifying the last received data packet is

attached.

11. The communication control system according claims 10,
wherein the data reception section performs transmission of
the negative acknowledgment packet and the acknowledgment

packet independently of the time slot.

i2. The communication control system according to claim 1,

wherein the communication section is a communication section
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13. The communi cation control system according to
claiml1l, which perforns tinme-division nmultiplex
communi cation by using the tinme slots, the
comuni cation control systemconprising: a plurality
of transm ssion queue sections which exists 10
bet ween predeterm ned | ayers of an OSI | ayer nodel, is
provi ded for each type of communication and

fooonstr flamneisica Igueuel of yel fangat s stampacket §ona and
plurality of reception queue sections which exists

bet weer poadeirdrodadiec |ayarisoofiddeld®: | ayer nodel
is provided 15 for each type of the comunicati on and

consty ¢ 45 @Smads HUEHEr Muec s ELePldedit iRACKBYStequesting cyclic
transm ssion section 1or transmtting packets In the

t Rl LY6rPf o T ANSR3SI 0P GHEHE REHId NSy | B ACLOILHANGE 1 o g
with a predetermned priority order wwth priority

cdnhe{ B 10, %Qa%%frﬁét%?%dié’c%}to Eé@éé@%lﬂéﬁ,giba%%l%n a

sectlpn elng attac ( a repeptl n se !
déﬂéﬂéqéﬁgéfga§Hu¥é§égé@g received packets in the

plura y "of Teception ‘queue sections in accordance

with the priority .information; and a reading,section .

whi off P Ehbe SRS (S 8HCT hORNE prUFAFELy 1928 hgp. ¢ OF Cyelic

recepti on queue sections i ccordance with a
EASRHRSITGT S 0T | R9FE darY ntr SbntedaRet dapaket

to a higher-level side. 14. The canmmunication contro

syst @nPaEEordPRGES oA Mep3 ionwid &y ¢fien receiving the

transm ssi on section executes transm ssion_ 5 _
Sﬁ@ﬂéb%%%?%@téﬁc§ﬁéoi$?%r¥$5ﬁ§ﬁ§@§ﬁ§ﬁOQUé@é‘%%%%P@ﬁKEtJOElng

anong t he lurality of transm ssion queue sections in
sp@cbia‘_g'@dmﬁ:ge@;@rt request packet to a communication station
of a requesting source in a cycle specified by the start request
packet, and halts transmission of the data packet on receiving
a halt request packet; and

a data reception section for receiving the data packet,

wherein the data reception section includes:

a plurality of receive buffers each of which stores
reception time of the received data packet and the data packet
as a pair;

a packet reception sectiocon which attaches the reception
time to the received data packet and sequentially stores the
data packet one by one into the plurality of receive buffers;
and

a receive buffer reading section which reads the data

packet from the receive buffer having the latest reception time
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does not exist in the transm ssion queue section that
has higher priority over the specific transm ssion
gueue section. 10 15. The comruni cation control system
according to claim 13, wherein the reading section
executes readi ng processing of specific reception
gueue section anong the plurality of reception queue
sections in a case where data does not exists in the
anrcece pthicop louede tyeoti nacthat haSfdrgheroqmpletes yrovdsut in
15 the specific reception gueue section. 16. The
a pemiwdl sadtodr alrdn aheSy st oot £l 1) otaBrys 0Lt fquest
claims 13 to 15, wherein the transni ssion gueue

pa8Gdt O Gerddie H1RC e t Ko siteste 6€C4 1 BDgR¥ESt chet Weehe .
a second layer and 20 a third layer of an OSI |ayer
nodel . 17. The communi cation control system accordi ng
to claiml1l, wherein the standard protocol is UDP or
| P. 47

13. The communication control system according to claim 1,
which performs time-division multiplex communication by using
the time slots, the communication control system comprising:

a plurality of transmission queue sections which exists
between predetermined layers of an 0SI layer model, is provided
for each type of communication and constitutes a queue of
transmissicn packets;

a plurality of reception gueue sections which exists
between predetermined layers of the OSI layer model, is provided
for each type of the communication and constitutes a queue of
reception packets:

a transmission section for transmitting packets in the
plurality of transmission queue sections in accordance with
a predetermined priority order with priority information
corresponding tothe transmission queue sectionbeing attachead;

areceptionsection fordistributing and storing received
packets in the plurality of reception queue sections in
accordance with the priority information; and

a reading section which reads data stored inthe plurality

of recepticn queue sections in accordance with a predetermined
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priority order, and sends the data to a higher-ievel side.

14. The communication control system according to claim 13,
wherein the transmission section executes transmission
processing of specific transmission queue section among the
plurality of transmissicon queue sections in a case where data
does not exist in the transmission queue section that has higher

priority over the specific transmission gueue section.

15. The communication control system according to claim 13,
wherein the reading section executes reading processing of
specific reception gueue section among the plurality of
reception gqueue sections in a case where data does not exists
in the reception queue section that has higher priority over

the specific reception gqueue section.

la. The communication contreol system according to any one
of claims 13 to 15, wherein the transmission gqueue saction and
the reception queue section exist between a second layer and

a third layer of an 051 layer model.

17. The communication control system according to claim 1,

wherein the standard protocol is UDP or IP.
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