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5 INFORMATION MODULE

TECHNICAL FIELD
The present invention relates to a communication
method capable of managing attributes of communication

10 between communication apparatuses, a communication
system, communication apparatus, management apparatus,
storage medium, and user information module.

BACKGROUND ART
For example, when providing a variety of services to

15 users via a communications network such as the Internet,
the users are charged in accordance with the service
content and a variety of information is given, so a
function for identifying users who utilize the services
is necessary.

20 Most information services on the Internet are of a
client/server system wherein a terminal of a user
accesses a specific server to obtain the services. The
WWW (World Wide Web) is a typical system of the same.
Further, the case of users being introduced to service

25 providers by a so-called portal site and connecting from



also be referred to as a client/server system In a client/server system
as above, a user has to connect his termnal to a server via a network and
regi ster when 5 starting to utilize the service or when purchasi ng goods.
After that, the user nay use the user ID information or an e-nail address
I ssued at the tinme of the user registration to receive the service. On the
other hand, the server can identify usefs registered on the Internet 10
and obtain a grasp of the trends in use of the users. 1In a system conbined
wi th nobile phones etc., user identification is possible because

I nformati on of the telephone subsgribers can be autpnptically.o I ned by
usage of tePefRFE-NAINdL aif?%‘(/%’flé?if ’Ee‘?gl?‘gl’p‘égo?h? ni”g? ?l(-i:ﬁ ge?%igces

using the Internet in recent years is not lLimted to g casg wher e
term nal s oplgsche Fefearnade Pt A HRRY/ SAEYRY \SYPEMM ndPs®of users are
increasingly directly connecting wth each other to exchange infﬁ[nation.
In this caselientisenvam System @s iapeYer bk BSeF HyRJtP sceBnerh AyS
provi ded by specific information service providers, that specific
i nf or mat i on tieermenalanget watar vire avretwerk ard regiskeyi vBeBrovi ders.
Accordingly, it beconmes difficult for the service provider side to
accuratel y 3radiiaign to griashizd the sexwvidce odbr sehen cpupebasingngoPas - 3
exchanged information includes indirect information

After that, the user may use the user ID informatien or

an e-mail address issued at the time of the user

registration to receive the service. On the other hand,

the server can identify users registered on the Internet

10 and obtain a grasp of the trends in use of the users.

In a system combined with mobile phones etc., user
identification is possible because information of the
telephone subscribers can be automatically obtained by
usage of telephone lines.

15 However, the type of information services using the
Internet in recent years is not limited to a case where
terminals of users are connected to servers. Namely,
terminals of users are increasingly directly connecting
with each other to exchange information. In this case,

20 when the information to be exchanged is something
provided by specific information service providers, that
specific information is exchanged without the awareness
of the service providers. Accordingly, it becomes

difficult for the service provider side to accurately

25 obtain a grasp of the trends of service provision. The



relating to transactions of goods etc. besides direct information such as
mutual | y exchanged data itself. Also, in the case of an information

comunity 5 providing communi cati on neans between users even for services
provi ded on a server, information is directly exchanged between the users

and sonetines it
content of the

Is not easy for the server to obtain a grasp of the
i nformati on exchange. "W |® the above described the case 10

of obtaining a grasp of the state of use of individual users, it is also
difficult for the server to determne the trends in collective use of
i nformati on by users. DI SCLOSURE OF | NVENTI ON. 15 The géesengﬁinvention was

made in consiebangesh iFformatiam insudnt frdireehst

CHAR5bPRct t her eof

to provide a comunication nethod enabling a server to obtain grasp of
trends in useleftimgerte diransankinne 2T FROGRIASF k RYBHIGR A ESEFs

conmmuni cate vi a

20 the conmuni cati ons network w thout goi ng_through the

server and dnfommatiicat isorehsyas amtushiy pxchanged Gabd ot B8l fmnagenent
apparatus, storage nedium and user information nodule for the same. To
sol ve the above piei,enm dthd lmage iof antinfeomation gemmpnit¥e above

obj ect, a conmunication nethod according 4 to a first aspect of the present
i nventi @ i providify Weddimitaetdnduedres detweqh Lnsetrs yeveéncEaruni cati on

services provided on a server, information is directly

exchanged between the users and sometimes it is not easy

for the server to obtain a grasp of the content of the

information exchange. While the above described the case

10 of obtaining a grasp of the state of use of individual

users, it is also difficult for the server to determine

the trends in collective use of information by users.

15

DISCLOSURE OF INVENTION

The present invention was made in consideration of

the above problems and has as an object thereof to

provide a communication method enabling a server to

obtain a grasp of trends in use of users on a

communications network even when users communicate via

20 the communications network without going through the

server and a communication system, communication

apparatus, management apparatus, storage medium, and user

information module for the same.

To solve the above problems of the prior art and to

25 attain the above object, a communication method according



apparatuses and a managenent apparatus comruni cate via a conmuni cations
network, conprising the steps of: holding 5 by the comuni cati on appar at us
a user information nodule including user attribute information indicating
an attribute of a user of the comunication apparatus; sending by the
comuni cati on apparatus the user attribute information of the user of that
comuni cation apparatus 10 to other of 4Hhe communication apparatus,
receiving and holding by the comunication apparatus the user attribute

i nformati on of a user of the other communi cation apparatus fromthe other
communi cati on appar atus when an of the comuni catj on apparatus; and

sendi ng by &gyaofimss: a3 Ehe BFeRfRT AL Pk Attribute
information of the user of the other communicatjon apparatus fo %he
nmanagenent sppauaigatien aghhadethenmin 2 il?ll"!‘%i’c i CHPPERFRERBE of
the first aspect of the present invention, when any of 20 the .
comuni cat | eppappduEEas and Gnmanaganen ) apparpthe cRuRRHr e Bha 2
apparatus, the user attribute information of user of the other_ .
comuni cat i eomanpdcations retmnkd coprriting ke stePstA&i RetAERPcati on
apparatus and sent to a managenent apparatus. Therefore, the nanagenent 25
appar at 155 ChYy @i loomuirdicatiidorappaatisra obsesr i nformatienspodrlene
behavi or of users on the comuni cations network. _
including user attribute information indicating an
attribute of a user of the communication apparatus;
sending by the communication apparatus the user attribute
information of the user of that communication apparatus
10 to other of the communication apparatus, receiving and
holding by the communication apparatus the user attribute
information of a user of the other communication
apparatus from the other communication apparatus when any
of the communication apparatus; and sending by any of the
15 communication apparatus the user attribute information of
the user of the other communication apparatus to the
management apparatus.
As explained above, in the communication method of
the first aspect of the present invention, when any of
20 the communication apparatuses communicates with another
communication apparatus, the user attribute information
of user of the other communication apparatus is received
and held from the other communication apparatus and sent

to a management apparatus. Therefore, the management

25 apparatus can easily obtain information for obtaining a



Further, in the comunication nethod of the first aspect of the invention,
preferably the user attribute 5 infornmation contains at | east
identification information of the user information nodule of a
correspondi ng user. Further, in the comruni cation nmethod of the first
aspect of the invention, preferably any of the conmmuni cati on apparatus
stores the user attribute 10 i nformatT on Tecei ved fromthe ot her

comuni cation apparatus in the user information nodule of the user of the
comuni cati on apparatus. Further, in the comunication nethod of the first

aspect of the invention, preferably the managenent appatatus tains an 15
attribute oﬁﬁﬁﬂﬂnﬂﬁ(ﬁﬂ?(ﬁéﬁﬁﬁ*?ﬁrﬁ%'w?%r?H%n g%ﬂnﬁﬁ?ﬁg %8églﬁ§?mnrk based
on the user attribute information received fromany of the communi cation
apparatus. PRYMRFK: in the communication nethod of the first aspect of the

i nvention, preferably the attribute 20 of comunjcation is_the contents of
a transaction [xﬁqRﬁhﬂiﬁtﬁﬂvﬁkﬁl?@ﬁﬁ%ﬁ%ﬁaﬁ?ﬁPu?ﬁ#P?é 8? tgﬁn%ﬁFggtion

apparatuses |inked by comunication via the _ conmuni cati ons, ne rk.
Al t er nat i velaspeat tQ% thenyerbienn preferably Fher pper é's"p'ﬁ&p‘g%‘P the 25
I nvention, preferably the attribute of communication is a 6 group fornmed by
users of5 a pinfiamiatiari ¢dntaimsnatcheash idephificatiop; hrégrpption
conmmuni cation via the
of the user information module of a corresponding user.
Further, in the communication method of the first
aspect of the invention, preferably any of the
communication apparatus stores the user attribute
10 information received from the other communication
apparatus in the user information module of the user of
the communication apparatus. Further, in the
communication method of the first aspect of the
invention, preferably the management apparatus obtains an
15 attribute of communication performed via the
communications network based on the user attribute
information received from any of the communication
apparatus. Further, in the communication method of the
first aspect of the invention, preferably the attribute
20 of communication is the contents of a transaction
performed between users of a plurality of communication
apparatuses linked by communication via the
communications network. Alternatively, in the

communication method of the first aspect of the

25 invention, preferably the attribute of communication is a



comuni cati ons network. The managenent apparatus figures out trends of the
users based on the attribute of 5 comunication. Further, in the

comuni cation nethod of the first aspect of the invention,

when t he user

of that any comunication apparatus and the user of the other

communi cati on apparatus comuni cate concerning a 10 transaction, any of the
conmmuni cati on apparatus stores transatt®onh contents information I ndi cating
the contents of the transaction in the user information nodule and sends
the transaction contents information to the nanagenent appar atus.

et t | omont | SO FRTRAE R RSE | O S0 e”@lﬁfﬁfﬁﬁﬁ%?
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comuni cati on nethod of the first as ectf of.the Eregﬁ i nventi on,
Vi2hefse

preferably @mParatusqsrhinkad hy ‘én:bﬁﬂﬂa?ﬂs

informati on, user identification information, transaction

r attrlbute 20

tents

i nf or mat | on doRBUNREGAQTHR REFHRFE s ?HeepaF?%ﬁ§%BFlﬁﬂpﬁ§aFH§ gbﬁﬂﬁﬁ?cation
performed with the other wuser, and the user attribute |nfornat|on of the
user of thewk Hwrenstmhi the | wrens jarsedsor okhanatiribuket Af 25 Furt her,

I n the communication nethod of the first 7 aspect of the present |nvent|on,
preferaldy tdommgeicatidgror mati on nodul e identification information is

i ssued

Further, in the communication method of the first

aspect of the invention, when the user of that any

communication apparatus and the user of the other

communication apparatus communicate concerning a

10 transaction, any of the communication apparatus

transaction contents information indicating the

stores

contents

of the transaction in the user information module and

sends the transaction contents information to the

management apparatus. Preferably, the management

15 apparatus performs processing concerning settlement based

on the transaction contents information.

Further, in the communication method of the first

aspect of the present invention, preferably the

information module contains: the user attribute

user

20 information, user identification information, transaction

contents information indicating the contents of

transaction by the communication performed with

a

the other

user, and the user attribute information of the user of

the other communication apparatus communicated with.

25 Further, in the communication method of the first



by the user or the managenent apparatus. Further, in the comunication

nmet hod of the first 5 aspect of the present invention, preferably the user
attribute information further contains: inmage information on the user and
profile information of the user. Further, in the conmunication nethod of
the first aspect of the present invention, preferably at least a 10 part
of the information stored in the user tnformation nodule is encoded by
public key information of the managenent apparatus; and the nmanagenent
apparatus decodes the encoded information by using secret key information
corresponding to the public key information. 15 Further, in the

comuni cat | @FRasth®f dthe rresent inveption; PFRLarakiw: thAyBALFon
preferably when a first user provides a service froma first conmunication
appar at us_ t dnfcgmatiicdor aradimle stdentbfibeation bnformatben igsdpsyprd the
comuni cati ons network, electronic noney 20 informati on or voucher

i nf or mat i onbiys theansfear raxd thee ieasmagement i apparatme@ni cati on apparatus and
the second comunication apparatus via the comruni cations network to have
the first user p@urdthex heirsetheé ceontmunieaticnmethedr of Fehehfirsthe fir st
communi cati on apparatus stores 25 the user attribute information received
from t hes sea@péct GEMElv qRteHen & pieven tison p phefasablyntbemaseon nodul e of

the first user.
attribute information further contains: image information
on the user and profile information of the user.
Further, in the communication method of the first

aspect of the present invention, preferably at least a

10 part of the information stored in the user information
module is encoded by public key information of the
management apparatus; and the management apparatus
decodes the encoded information by using secret key
information corresponding to the public key information.

15 Further, in the communication method of the first
aspect of the present invention, preferably when a first
user provides a service from a first communication
apparatus to a second communication apparatus of a second
user via the communications network, electronic money

20 information or voucher information is transferred between
the first communication apparatus and the second
communication apparatus via the communications network to
have the first user pay for the service to the second
user. Further, the first communication apparatus stores

25 the user attribute information received from the second



A conmmuni cati on system of a second aspect of the present invention is a
communi cation systemwhere a 5 plurality of communi cati on apparatuses and a
managenment apparatus conmuni cate via a conmuni cations network, ‘wherein

t he conmmuni cati on apparatus holds a user information nodul e containing
user attribute information indicating ap attribute of a user of the
comuni cati on 10 apparatus, any of the” confuni cati on appar at us

comuni cating with another communi cation apparatus sends the user
attribute information of the user of the conmmunication apparatus to the

ot her communi cati on apparatus and hpl ds, by recei yj S bl blgute 15
infornationQﬂmmHﬂ9QEﬁ%£hﬁaﬁ?ﬁF%'%%rlﬁoﬁhﬁhvﬁg i%%fgg%%EEE#u§BF?%n1the
ot her communi cati on apparatus, and any of the conmuni cation apparatus

sends the hdhe Jerst #4%9F pute informati on of the user of the other
communi cati on apparatus to the managenent agparatua. 20 A cogngggpation
apparatus of a t B reprmprieation haysEemsehtaj A9EAPAASPECY C5mtiini cati on
apparatus for comuni cating with other comunicati on apparatuses and a
nanagenentanqaﬂqntuinW%nt#@@nﬁﬂnﬁcﬂ?ﬂ%ﬂglﬁéFﬁBPksYEBﬁBrgg?ﬁ&:aa st or age
means; a conmunication interface; 25 and a control neans, wherein the
st or age Sreapsluwtaitity of ccommunicatient APRAKBLNPES.BRHANFARAFERE it ri but e
information indicating an attribute of a user of the

apparatus communicate via a communications network,

wherein the communication apparatus holds a user
information module containing user attribute information
indicating an attribute of a user of the communication

10 apparatus, any of the communication apparatus
communicating with another communication apparatus sends
the user attribute information of the user of the
communication apparatus to the other communication
apparatus and holds by receiving the user attribute

15 information of the user of the other communication
apparatus from the other communication apparatus, and any
of the communication apparatus sends the held user
attribute information of the user of the other
communication apparatus to the management apparatus.

20 A communication apparatus of a third aspect of the
present invention is a communication apparatus for
communicating with other communication apparatuses and a
management apparatus via a communications network
comprising: a storage means; a communication intexrface;

25 and a control means, wherein the storage means storing a




communi cati on apparatus the comrunication interface, when

means, sending the user attribute information to the other

apparatus and receiving the user attribute information of

conmuni cat i ng
W t h anot her conmuni cati on apparatus based 5 on control fromthe control
conmuni cati on

a us

er of the

ot her communi cati on apparatus fromthe other conmmunication apparatus, the
control neans witing 10 the received us@r-attribute information in the

storage neans, and the comruni cation interface sending the

re

cei ved user

attribute informati on which the control neans read fromthe storage neans.
invention is a

A managenent apparatus of a fourth aspect.of the
3

managenent ARGH HNECTRAELHPOLEHALT

15 LeSENL
REMBIRGPOF RHCEIDRCR |
conmuni cation apparatuses through a communi cations network
communi cat | dmfommatien Indicabingi sy, aFrsibute.8fn@nreEgri g8

R B

rality of
npri sing:
Bar at us,

user attribute information 20 indicating an attribute of a user of another
conmuni cat | cemappEica tom PPty the connuRieatieh iBpPEfaces yhren
conmmuni cati on between the communi cation apparatus and the other

comuni cat | eonappeiea ting aith canether spemnenicatippgaPRArALUS Pagetser
attribute 25 information; and a processing neans for managing an - 10
attribut® oforc wenttakhtfoom pehé ocomtrbbtmeanst heengingaktheyugpr

comuni cati on appar at uses based on the user

attribute information to the other communication

apparatus and receiving the user attribute information of

a user of the other communication apparatus from the

other communication apparatus, the control means writing

10 the received user attribute information in the storage

means, and the communication interface sending the

received user attribute information which the control

means read from the storage means.

A management apparatus of a fourth aspect of the

15 present invention is a management apparatus managing

communication performed by a plurality of communication

apparatuses through a communications network, comprising:

a communication interface for receiving, from a

communication apparatus, user attribute information

20 indicating an attribute of a user of another

communication apparatus obtained by the communication

apparatus by communication between the communication

apparatus and the other communication apparatus; a

storage means for storing the received user attribute

25 information; and a processing means for managing an

a



attribute information stored in the storage neans. A storage nedium of a
fifth aspect of the present 5 invention is a storage nedium storing a user
i nformati on nodul e used by a comuni cati on apparatus comunicating wth
anot her commruni cati on apparatus via a conmuni cations network, wherein the
user information nodule includes: identification information for

i dentifying the user 10 informati on nmoddi%;- attribute information
indicating an attribute of a user; identification information for
identifying a user; transaction content information indicating a content

of a transaction perforned with a user of _the gtger connggication
appar at us; a@tktrikite pheonpirics hioR ReFEPrBed LALEPSBr “PRe ot her

conmuni cati on apparatus_communi cated with. A user infornmation nodule of a
si xth aspecPloiralicty peeonmuniestion arParatuses Pasrd: PBnthEd458%used by
a conmuni cation apparat us connunicating wi th anot her 20 comuni cati on
appar at us viattridomarinteimatiort sberedwhnchhenetagage P8aALI-fication
information for identifying the user information nodule, attribute
i nformation i ndi dats orage atediwntef ob Hifithraspegbneff that PsRsERtor nat i on
for indicating a user, 25 transaction content infornmation indicating a
content ®»f dnvehtidn aisaststorpge fmediumwstoringsar ugért hinformation
comuni cati on apparatus, and the user attribute
module used by a communication apparatus communicating
with another communication apparatus via a communications
network, wherein the user information module includes:
identification information for identifying the user
10 information module; attribute information indicating an
attribute of a user; identification information for
identifying a user; transaction content information
indicating a content of a transaction performed with a
user of the other communication apparatus; and user
15 attribute information of a user of the other
communication apparatus communicated with.
A user information module of a sixth aspect of the
present invention is a user information module used by a
communication apparatus communicating with another
20 communication apparatus via a communications netwoxrk
which includes: identification information for
identifying the user information module, attribute
information indicating an attribute of a user,

identification information for indicating a user,

25 transaction content information indicating a content of a



I nformati on of the user of the other communi cation apparatus comuni cated
with. 5 BRI EF DESCRI PTION OF DRAWNGS FIG | is a view of the overal
configuration of a comunication system of an enbodi ment of the present
invention. 10 FIG 2 is a view for explaining a cyber passport information
nodul e used in an enbodi nent of the present invention. FIG 3 is a block
di agram of functions of a nanagenent'aﬂﬂaratus showmn in FIG 1. 15 FIG 4
is a view for explaining functions realized by a processing unit shown in
FIG 3. FIG 5 is a block diagramof functions of a managenent apparatus
shown in FIG 1. FIG 6 is a view for explainin %unct' ns realized 20 by
the processitF@nfaatignRerirmesd ?ﬁt¢4Q3“§°?s°g. W%mftﬁgft for expl ai ni ng
a case where a user generates a cyber gassport i nformati on nodule. FIG 8
is a view f Gommunigatiinp ARRTEAHY, AR e'%ﬂa‘ﬁﬂ?ﬁgawgg\)’?ﬁ?or mati on nodul es
bet ween comuni cation 25 apparatuses shown in FIG 1 when they comunicate
bet ween - lZnfidrmaticnGod the usenpEhthe ¢therxprEPrRRAGatRERpr ocessi ng

apparatus communicated with.

5
BRIEF DESCRIPTION OF DRAWINGS
FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present
invention.

10 . FIG. 2 is a view for explaining a cyber passport
information module used in an embodiment of the present
invention.

FIG. 3 is a block diagram of functions of a
management apparatus shown in FIG. 1.
15 FIG. 4 is a view for explaining functions realized

by a processing unit shown in FIG. 3.

FIG. 5 is a block diagram of functions of a
management apparatus shown in FIG. 1.

FIG. 6 is a view for explaining functions realized

20 by the processing unit shown in FIG. 5.

FIG. 7 is a flow chart for explaining a case where a
user generates a cyber passport information module.

FIG. 8 is a view for explaining processing of
exchanging view information modules between communication

25 apparatuses shown in FIG. 1 when they communicate between



shown in FIG B. FIG 10 is a flow chart for explaining a case where 5 a
communi cati on apparatus shown in FIG 1 requests a user query to a
managenent apparatus. FIG 11 is a flow chart for explaining a case where

t he conmuni cati on apparatus shown in FIG 1 requests issuance of

el ectroni c noney to a managenent apparatus. 10 FIG 12 is a flow chart for
expl aining a case where the conmuni cat ildn “apparatus shown in FIG 1
requests paynent of electronic noney to anot her conmunication apparatus.
FIG 13 is a flow chart for explaining a case where 15 a communi cation
appar atus sends check information to another conmunication apparatus and a
managenent ratus perforns settlenent based on the check information.

FIG 14 is a flow chart for expl aini ng processing. of 2g a communi cation
appar atus and a ffgetett %pfyg?‘ét%%a eﬁ°rtﬁ’ép£‘ghﬂﬁﬂgc PPoRTEFEEPAPTS

shown in FIG 1 accesses the nmanagenent apparatus. FIG 15 is a view of a
schematic r dbeWroAghiFX®f 8 conmmunities formed by a plurality of users on a
25 communi cations network shown in FIG 1 for providing - 13 nutual
i nformati on servikk®. ¥ s nuntlewepkanbpiest @3Pladpindnagrage: Hoere

5 a communication apparatus shown in FIG. 1 requests a user
query to a management apparatus.

FIG. 11 is a flow chart for explaining a case where
the communication apparatus shown in FIG. 1 requests
issuance of electronic money to a management apparatus.

10 FIG. 12 is a flow chart for explaining a case where
the communication apparatus shown in FIG. 1 requests
payment of electronic money to another communication
apparatus.

FIG. 13 is a flow chart for explaining a case where

15 a communication apparatus sends check information to
another communication apparatus and a management
apparatus performs settlement based on the check
information.

FIG. 14 is a flow chart for explaining processing of

20 a communication apparatus and a management apparatus when
the communication apparatus shown in FIG. 1 accesses the
management apparatus.

FIG. 15 is a view of a schematic relationship of
communities formed by a plurality of users on a

25 communications network shown in FIG. 1 for providing



FIG 16 is a view for explaining a case where a regularly held English

| anguage class is provided as an 5 information service by using the
comuni cation systemshown in FIG 1 and a conmunity for |earning English
is fornmed by users participating at any tine. FIG 17 is a view for

expl aining a case where users having video caneras for videotaping forma
comunity for 10 the purpose of inprdvﬂﬁb'Videotaping skills by using the
comuni cation systemshow in FIG 1. FIG 18 is a view for explaining a
case of formng a conmmunity by encounters of users on the comrunications
networ k (network) using the, communi ¢cation aysten1shomn i

: . n LGs 1- FIG
19 is a vi emutBraleIREPFRAELAN BPEVEFes A0fP PARRISEPPY AP %rgnralgt 'on modul e
SPIM FIG 20 is a view for explaining a case of storing a cyber passport
i nf or mat i on fARIMANRHLRG FRSBf an 1C card 20 in a conmunication system of
an enbodi nent of the present invention. FIG 21 is a_viewfaor explaining
an 1C card shown FEG. F16 i90a view $or| exRlpinfrgor E25PaYREXS &h exanpl e
of 25 writing a cyber passport information nmodule SPIMby XM - 14 FIG
23 is a vi ewdgulaxly sheldgEnglashnbragsagenclapfigis BYFREidess &b AR
i nformati on nodule SPIM by XM. . _
5 information service by using the communication system

shown in FIG. 1 and a community for learning English is

formed by users participating at any time.

FIG. 17 is a view for explaining a case where users
having video cameras for videotaping form a community for

10 the purpose of improving videotaping skills by using the
communication system shown in FIG. 1.

FIG. 18 is a view for explaining a case of forming a
community by encounters of users on the communications
network (network) using the communication system shown in

15 FIG. 1.

FIG. 19 is a view for explaining a role of a cyber
passport information module SPIM.

FIG. 20 is a view for explaining a case of storing a
cyber passport information module in an IC of an IC card

20 in a communication system of an embodiment of the present
invention.

FIG. 21 is a view for explaining an IC card shown in
FIG. 20.

FIG. 22 is a view for explaining an example of

25 writing a cyber passport information module SPIM by XML.



FIG 24 is a view for explaining an exanple of witing a cyber passport

I nformation nodule SPIMby XM.. 5 FIG 25 is a view for explaining an
exanple of witing a cyber passport information nodule SPIM by XM.. BEST
MODE FOR CARRYI NG OQUT THE | NVENTI ON Bel ow, a preferred enbodi nent of the
present invention 10 will be explained with reference to the draw ngs.
FIG 1 is a view of the overall config‘ur"‘éti'on of a comunication system 1
of the present enbodinent. As shown in FIG 1, a conmunication system1 is
conprised of comruni cati on apparatuses 31, 32, and 33 and 15 a nmanagenent

apparatus 5 connected via, a conmuni gations,network_2. Th ni cation
appar at uses 31 t &S5 & 1%s%d"b?"u§31:se’ﬁl?bnﬁ§? Ao 8xF’§Pg'r8ng¥pl ai ned

cyber passport jnformation nodul es. SPI to, SPIMB gorre LN o the
users 4, an®drififhi2 AEPPRHIRRAFIRPER 18 ﬂﬁm?‘ﬁé°§0m8§ﬂé.e $ﬁgﬁg%¥%ﬁ#’dat i ons
network 2 is not particularly limted, but may be for exagple _a public

t el ephone net\AorH'<I,GV\A'?%Ib%sac%ﬂ‘ﬂnfeﬁt?iﬁﬂlﬁirni‘ﬁgrﬁPeﬁxFﬁ?gg c. In FIG
1, the communication system 1 corresponds to the conmunication system of
the present wriging on, cyber 2sasspenhi énfesnatienBerudec SPIMsPIn R0 the -
15 comuni cations network of the present invention, the conmunication

appar at Uses 31, FIGnAR33igoareiewnfor cexpdainhngatPoR*xappParatises of the

present invention, and
writing a cyber passport information module SPIM by XML.

BEST MODE FOR CARRYING OUT THE INVENTION
Below, a preferred embodiment of the present invention
10 will be explained with reference to the drawings.
FIG. 1 is a view of the overall configuration of a
communication system 1 of the present embodiment.
As shown in FIG. 1, a communication system 1 is
comprised of communication apparatuses 3,, 3,, and 3; and
15 a management apparatus 5 connected via a communications
network 2. The communication apparatuses 3; to 3, are
used by users 4, to 4;, hold later explained cyber
passport information modules SPIM, to SPIM, corresponding
to the users 4, and communicate information using the
20 same. The communications network 2 is not particularly
limited, but may be for example a public telephone
network, wireless communication by infrared rays, etc.
In FIG. 1, the communication system 1 corresponds to
the communication system of the present invention, the

25 communications network 2 corresponds to the



t he managenent apparatus 5 corresponds to the managenent 5 apparatus of the
present invention. Also, the cyber passport information nodule SPIM
corresponds to the user information nodule of the present invention.
Bel ow, the cyber passport information nodule SPIML w || be explained. Note
that the cyber passport 10 information nodules SPIM2 and SPI M3 basically
have the sane data configuration of that of the cyber passport
i nformati on nodule SPIML. FIG 2 is a view for explaining the cyber
passport information nodule SPIML. As shown in FIG 2, the cyber 15
passport information nodule SPI ML stores a header | nforrrationtgrodul e 21, a
Vi ew i nf or MRMRPTHARATECDD network af i the PEPARRFAPKBREE 23 5 8
association information nodule 24, and a burying function dgl e 25.
Here, the vicommumigaikdon APRALREUSeSs 31y ehpdRds 3p COHTEEPPPAULER
informati on of the present invention. The header information nodule 21 is
conpri sed ofconmsieratidnrappavatuspanefiathe Rreprati sRvepsirgy and
i nformati on, and brand information. The header information is information
di spl ayed attlmn nemidgementcappardhest huabnaesppndsr kot the PanpgeRand i on
for displaying - 16 the fact of being a cyber passport information nodul e
SPI M at ®in edparstwgeof Tekefpranéntniovention.i 31spnf sheacybex ndi cating
the format of the cyber passport
passport information module SPIM corresponds to the user
information module of the present invention.
Below, the cyber passport information module SPIM,
will be explained. Note that the cyber passport
10 information modules SPIM, and SPIM; basically have the
same data configuration of that of the cyber passport
information module SPIM,.
FIG. 2 is a view for explaining the cyber passport
information module SPIM,. As shown in FIG. 2, the cyber
15 passport information module SPIM, stores a header
information module 21, a view information module 22, a
property information module 23, an association
information module 24, and a burying function module 25.
Here, the view information module 22 corresponds to
20 attribute information of the present invention.
The header information module 21 is comprised of
header information, thumbnail information, format
information, and brand information. The header

information is information displayed at an early stage.

25 The thumbnail information is information for displaying



i nformati on nodul e SPI M used. the brand information is 5 information for

di splaying a brand mark. The view information nodule 22 is conprised of
user inmage information (image information regarding a user of the present
i nvention), passport IDinformation P_ID (user information nodule
identification information of 10 the present invention), and user profile

i nformation (profile information of thé-buser 4 of the present invention).
The user inmage information is image information regarding the user 4 of

t he cyber passport information nodule SPIM for exanple, image information
15 of the face of the user 4. The user image information is _image
infornnlicn1thQnEQEtrRFEPP*ESc%fﬂwbﬂﬁnﬁaﬁégﬂFtefE£°rTﬁglﬁﬁs?88%? | D
information P -IDis information for identifying_the cxber. assport

i nf or mat i on SAEMIat SM \earlyiespagepofhe| Errnpbr HBEPEMAELOPDYPs | ssued by
the user 4 20 or the managenent apparatus 5. The user profile infqrmation
i s basic i nfiorfirtmation iddicating therfopmakpPE thRecYRRE PRIFPESS

t el ephone nunber, e-mail address, URL, etc. of the user 4. Note that the
user profi limformstidn onoduye h8PIMchaddd thet hzandeinfrEgatssen dSor mati on
as a part of the image. - 17 The property information nodule 23 is

conpri sesl ofinftuiatidn nfor nal sphaytingDa(bsandi gewki-fi cati on i nfornmation
of the present invention) and account infornmation
The view information module 22 is comprised of user

image information (image information regarding a user of
thé present invention), passport ID information P_ID
(user information module identification information of

10 the present invention), and user profile information
(profile information of the user 4 of the present
invention) . The user image information is image
information regarding the user 4 of the cyber passport
information module SPIM, for example, image information

15 of the face of the user 4. The user image information is
image information simulating an ID card, name card, etc.
The passport ID information P_ID is information for
identifying the cyber passport information module SPIM.
The passport ID information P_ID is issued by the user 4

20 or the management apparatus 5. The user profile
information is basic information on the user 4, for
example, the name, address, telephone number, e-mail
address, URL, etc. of the user 4. Note that the user

profile information may be included in the user image

25 information as a part of the image.



(transaction content information of the present 5 invention). The user ID
information U -IDis issued by the nanagenent apparatus 5 and is
information for identifying the user 4. The user ID information is encoded
for exanple by public key information of the nmanagenent apparatus 5. Note
that the cyber passport information 10 nodule SPIM nmay be used before the

i ssuance of the user ID information U 4™y the nmanagenent apparatus 5.
The account information is information regarding a voucher (private check
and receipt) regarding electronic noney and electronic business

transactions. The account 15 information is Sniodgg for exanRIe béﬁpublic
key information Bfe (PECRPRREYcHRieraabien madule A3 18 5PPRELERY Sfor nmat i on
modul e 24 is conprised of a view information nodule 22, a_g%ss ort, 1D
i nf or mat i on y=eD I} infewpabien YnfRh(vper.idansdfiapbingt Foh° 8N s
sent, and a passport ID information P -ID of the other party wth whom a
voucher i nf efirdtherprésentkinveéntior) oandnaceeBetpinfAFBAMPRON etc.) was
exchanged by conmunication. The view information nodule 22 is sent froma
comuni cat i oftEppEcticn oitenbt imforBatien afwkha PsRRBRALCating with the
ot her user 4. - 18 Furthernore, the passport IDinformation P -IDis
obt ai neds agrpaastion) | (fhafwsent IDnikforMabion UsEP 4s( psstiedably the
i ncludes information for enabling identification of
management apparatus 5 and is information for identifying
the user 4. The user ID information is encoded for
example by public key information of the management
apparatus 5. Note that the cyber passport information
10 module SPIM may be used before the issuance of the user
ID information U_ID by the management apparatus 5. The
account information is information regarding a voucher
(private check and receipt) regarding electronic money
and electronic business transactions. The account
15 information is encoded for example by public key
information of the management apparatus 5.
The association information module 24 is comprised
of a view information module 22, a passport ID
information P_ID of a user 4 to which the view
20 information module is sent, and a passport ID information
P_ID of the other party with whom a voucher information
(check information and receipt information etc.) was
exchanged by communication. The view information module

22 is sent from a communication apparatus 3 of another

25 user 4 when communicating with the other user 4.



anot her user 4 such as user IDinformation U -1D and enail 5 address of the
ot her user 4) to whomthe view information nodule 22 is sent at the tine
of comunicating with other user 4. The burying function nodule 25 is used
in the case of incorporating a function of performng processing 10
regardi ng a cyber passport information module SPIM The function is, for
exanple, to realize an exchange of the ]é&bér passport information nodul e
SPI M bet ween users 4 and access to a nanagenent apparatus 5 when using the
WAV (Vbrl? VVﬁe Vég) browser as a user interface of the cyber 15
passport. In the cyber ass ort info I on_nodul e SP. a

i nf or mati on rﬂﬁﬁh%ﬂﬂreg 9}? WRAFB? n?% 1%8H‘§L 193 k’vzl;/!np?r (:)_Be%?@%:.ned

i nformati on nodul e 23, an assgciation infornmation ?

function nod# @35PRRFEr P jERfeEmation oRefDsp uEtHP8§ gf PRE fﬁ@i%é‘ly
information nodule 21. Note that _in the present inyention, for —exanple,
t he vieM/irﬁanﬁndQﬂ1*ﬁﬁkﬁ@ﬁ?2°%n§°5een?hngSoFg?Eal hephdRBn ST

i nformati on of the header information nodule 21 and the view informgtion
modul e 22 2@mnwshdke wsed 4nsuchi apl ugest IRnivfprpasiageU_I01§ndRE 3oy e
descri bed cyber passport information nodule SPIMis structured and

Wi tten,s f oraddiwegs eof byhe usther Xhset ekl ehoi shem thekupewaigFaF@rtian t he
structure

buryi ng

module 22 is sent at the time of communicating with other
user 4.
The burying function module 25 is used in the case
of incorporating a function of performing processing
10 regarding a cyber passport information module SPIM. The
function is, for example, to realize an exchange of the
cyber passport information module SPIM between users 4
and access to a management apparatus 5 when using the WWW
(World Wide Web) browser as a user interface of the cyber
15 passport.
In the cyber passport information module SPIM, a
header information module 21, a view information module
22, a property information module 23, an association
information module 24, and a burying function module 25
20 are defined as lower structures of the header information
module 21. Note that in the present invention, for
example, the view information module 22 may be
incorporated in thumbnail information of the header
information module 21 and the view information module 22

25 may be used in a display at an early stage.



of the cyber passport information nodule SPIM JPEG 5 (Joi nt Phot ographic
Experts Goup) or GF (Gaphic Interchange Format)i mage data nmay be used
as the user inmage information and information other than that may be
stored in a JPEG and G F additional data region. [Comrunication Apparatuses
31, 32, and 33] 10 FIG 3 is a block dia%ran1of functions of the

communi cati on apparatuses 31, 32, and-332 As shown in FIG 3, the

comuni cati on apparatuses 31, 32, and 33 each conprise a conmuni cation
interface wunit 30, an operation unit 31, a display unit 32, a user 15

i nformati on nodul e storage unit 33, a storage unit, 34 and,a _processing
unit 35. Here, ttﬂthﬁﬁﬁNﬁcﬂﬂ??ﬁ#b?ﬂt%¥?%£égﬁﬂ?P°§5 +BFPERREAGE to the
communi cation interface of the present invention, the user 'nfoLnation
nodul e st or ageluie SEBBM sl 3treucteredcand vrikten, rggﬁoﬁﬂamﬁget'o ¥he
storage neans of the present invention, and the processing unit 35

cor r esponds dsi i eXMIpn{eXtemetinke pfMatkep phangnagehvehpi She phzucture
conmuni cation interface unit 30 transfers information with other

comuni cat i @F aipRreghse passpott itSormatienemedupeafBiMs JPESC t he
communi cations network 2. - 20 The operation unit 31 is a keyboard, nouse,
etc. whisxh @@8ine PlestepesphicnEzspgnts GnouptordaBEE WBEAPRAC operation by

a user 4 to the processing unit 35. The
Interchange Format)image data may be used as the user
image information and information other than that may be
stored in a JPEG and GIF additional data region.
[Communication Apparatuses 3,, 3,, and 3,]
10 FIG. 3 is a block diagram of functions of the
communication apparatuses 3,, 3,, and 3,.
As shown in FIG. 3, the communication apparatuses
3,, 3,, and 3; each comprise a communication interface
unit 30, an operation unit 31, a display unit 32, a user
15 information module storage unit 33, a storage unit 34,
and a processing unit 35. Here, the communication
interface unit 30 corresponds to the communication
interface of the present invention, the user information
module storage unit 33 and the storage unit 34 correspond
20 to the storage means of the present invention, and the
processing unit 35 corresponds to the control means of
the present invention.
The communication interface unit 30 transfers
information with other communication apparatuses and the

25 management apparatus 5 via the communications network 2.



di splay unit 32 displays an image in accordance with a 5 display signa
fromthe processing unit 35. The user infornmation nodule nenory 33 stores
t he cyber passport information nodule SPIMshown in FIG 2. The storage
unit 34 stores predetermned informati on and prograns to be executed by
the processing unit 35. 10 The processing unit 35, for exanple, perforns

| ater expl ai ned processing in accordaneg With an operation signal from
the operation unit 31. FIG 4 is a view for explaining functions to be
realized by the processing unit 35. As shown in FIG 4, 15 the processing

unit 35 executes a programread fromthe storage unit 34 % r Lge a
browser fun@heo®PRAFARRPY ANt Hp)dd &y ?ﬁb"‘?ﬁ%bt’?%‘hs?rbﬁ %'4‘%35'% SPI'M
managenent function nodule 43, an electronic no i%.nanﬁgﬁnent function
nmodul e 44, euEPRtEhadk QREERfeRMIS IR e“215?°%‘=€ PRgEhENt #Rppar at us 5]
FIG 5 is a block diagramof functions of the managenent gppaﬁatus 5. As
shown i n Fl epexatilen fahayamer Ao the PrecesFRd sirlt 23mbffcati on
interface unit 50, an operation 25 unit 51, a display unit 52,  a storage
unit 53, andispladl umpirpd®siieplays & inege im hRCeRFARRAFEaYibR Rnterface
unit 50 corresponds to the communication interface of the present
inventi @n, idispliay agegnal t£58 cthe geyoreissing tweit 35. The user
information module memory 33 stores the cyber passport
information module SPIM shown in FIG. 2. The storage unit
34 stores predetermined information and programs to be
executed by the processing unit 35.
10 The processing unit 35, for example, performs later
explained processing in accordance with an operation
signal from the operation unit 31.
FIG. 4 is a view for explaining functions to be
realized by the processing unit 35. As shown in FIG. 4,
15 the processing unit 35 executes a program read from the
storage unit 34 to realize a browser function module 41,
a SPIM editing function module 42, a SPIM management
function module 43, an electronic money management
function module 44, and a check management module 45.
20 [Management Apparatus 5]
FIG. 5 is a block diagram of functions of the
management apparatus 5.
As shown in FIG. 5, the management apparatus 5

comprises a communication interface unit 50, an operation

25 unit 51, a display unit 52, a storage unit 53, and a



storage neans of the present invention, and the 5 processing unit 54
corresponds to the processing neans of the present invention. The
conmmuni cation interface unit 50 transfers information between
comuni cati on apparatuses 31, 32, and 33 via the conmunications network 2.
The operation unit 10 51 is a keyboard, nouse, etc. which outputs an
operation signal in accordance with an2bperation by a manager to the
processing unit 54. The display unit 52 displays an inmage in accordance
with a display signal fromthe processing unit 54. The storage unit 53
stores prograns 15 to be executed by the processing unit 54, user
managenent pretessindomngdn St dens, tthe SEBELGAELRR (1neTrEaCe The
processing unit 54, for exanple, perforns |ater explained processin% in
accor dance whtilt 50 cpersspondssitmdihe aammund eadeion jterfice 1oL obhe G 6
is a view for explaining functions to be realized by the processing unit
54. As showpreseRtGinfentilon prijeessionpgemiunisd & cenresrepidgeantiead
fromthe storage unit 53 to realize a user ID information issuance .
functi on noditbeaghk, meamse/ofiretheggresdernthfigrvarttion uphd et?® f uncti on nodul e
62, a user query function nodule 63, a - 22 wuser trend analysis function
nmodul e 64, ProeessineuUmniit 5y reidsmands dto othd (pwdcens inguheans, ofin
el ectronic noney managenent function nodule 66, a check information
the present invention.
The communication interface unit 50 transfers
information between communication apparatuses 3,, 3,, and
3, via the communications network 2. The operation unit
10 51 is a keyboard, mouse, etc. which outputs an operation
signal in accordance with an operation by a manager to
the processing unit 54. The display unit 52 displays an
image in accordance with a display signal from the
processing unit 54. The storage unit 53 stores programs
15 to be executed by the processing unit 54, user management
information generated by the processing unit 54, etc.
The processing unit 54, for example, performs later
explained processing in accordance with an operation
signal from the operation unit 51.
20 FIG. 6 is a view for explaining functions to be
realized by the processing unit 54. As shown in FIG. 6,
the processing unit 54 executes a program read from the
storage unit 53 to realize a user ID information issuance

function module 61, a user management information update

25 function module 62, a user query function module 63, a



processi ng nodul e 67, and an information guide function 5 nodul e 68.

Bel ow, an exanple of the operation of a communication system1 will be
explained with reference to information in the cyber passport information
nodule SPIMin FIG 2 and function blocks shown in FIG 3 to 10 FIG 6.

[ First Exanple of Operation] In the present exanple of operation, a case
where a user 41 generates a cyber passpért information nodule SPIMw ||
be explained. Note that in the present exanple 15 of operation, a case
mhe[e_usgr IDinformation of the wuser 41 is not yet issued wll be
explained. FIG 7 is a flow chart for, explainjn he exanpl e of operation.
Step ST1: 2@sere tpand AnakEsis e%uﬁ%%gv%éﬂﬁug%i t234S9F FHEWP P

comuni cation apparatus 31 shown in FIG 3 to generate the cyber passport
i ssuance r edadsrmation grnerakiqnrfuneiien Wi @3t - LREEFPBAFt he
comuni cation interface wunit 30 of the communication apparatus shown in
FIG 3 to 2money mamgemantt fynetien moduke t 6@, c@nﬂhﬂ?@aﬂﬁﬁmﬁémﬂrk - 23

2. Step ST2: The cyber passport issuance request sent at step ST1
processing module 67, and an information guide function

5 module 68B.

Below, an example of the operation of a
communication system 1 will be explained with reference
to information in the cyber passport information module
SPIM in FIG. 2 and function blocks shown in FIG. 3 to

10 FIG. 6.

[First Example of Operation]

In the present example of operation, a case where a
user 41 generates a cyber passport information module
SPIM will be explained. Note that in the present example

15 of operation, a case where user ID information of the
user 41 is not yet issued will be explained.

FIG. 7 is a flow chart for explaining the example of
operation.

Step ST1:

20 The user 4, operates the operation unit 31 of the
communication apparatus 31 shown in FIG. 3 to generate
the cyber passport issuance request. The cyber passport
issuance request is sent from the communication interface
unit 30 of the communication apparatus shown in FIG. 3 to

25 the management apparatus 5 via the communications network



I's received by the conmmunication interface unit 50 of the 5 managenent
apparatus 5 shown in FIG 5. Step ST3: Based on the user ID information
i ssuance function nodule 61 shown in FIG 6 obtained by executing a
program read fromthe storage unit 53 by the processing unit 54 10 of the
managenment apparatus 5, user ID information U -1D, wunique to the user 41
is issued. Note that the passport |D7i #Pormation P -1D shown in FIG 2 may
be issued by the nanagenment apparatus 5 at step ST3 or may be issued by
the user 4 by hinmself. Wien the user 4 issues the 15 passport ID
information P -1D, passport IDinformation P -1D issued by the user 4 and
user IDinférmation U-1D issued by the nmanagenent apparatus 5 are
connected when the user 4 accesses the nmanagenent apparatus 5. Step ST4:
20 The user 1D i it@®#%%n Vv IDL i ssued at step ST3 is sent fromthe
communi cation interface unit 50 of the nanagenent apparatus 5 shoyp.in
nﬁﬁﬂ?cﬁ?iﬁﬁﬁpnégiork 2.

FIG 5 to the cGheusyhey RprssRATEIIESUANGS regeh
25 Step ST5: - 24 The user IDinformation U -1D, sent at step ST4.is
recei ved by isheemeived & ithe icammunication Doterfage ua%Fmﬁﬁi ekt tbR
apparatus 31 shown in FIG 3.
5 management apparatus 5 shown in FIG. 5.
Step ST3:
Based on the user ID information issuance function
module 61 shown in FIG. 6 obtained by executing a program
read from the storage unit 53 by the processing unit 54

10 of the management apparatus 5, user ID information U_ID,
unique to the user 4,; is issued. Note that the passport
ID information P_ID shown in FIG. 2 may be issued by the
management apparatus 5 at step ST3 or may be issued by
the user 4 by himself. When the user 4 issues the

15 passport ID information P_ID, passport ID information
P_ID issued by the user 4 and user ID information U_ID
issued by the management apparatus 5 are connected when
the user 4 accesses the management apparatus 5.

Step ST4:

20 The user ID information V_ID, issued at step ST3 is
sent from the communication intexrface unit 50 of the
management apparatus 5 shown in FIG. 5 to the
communication apparatus 31 via the communications network

2.

25 Step ST5:



In the processing unit 35 of the communication 5 apparatus 31 shown in
FIG 3, a cyber passport information nodule SPIML shown in FIG 2 is
generated by wusing the user IDinformation U -1D, received at step STS,

i nformation input by the user 41 by using the operation wunit 31, etc. 10

[ Second Exanple of Operation] In the present exanple of operation, a case
of exchanging a view information nmoddl é4b&t ween the communi cation
apparatuses 31 and 32 shown in FIG 1 when the two comrunicate will be
explained. 15 FIG 8 is a view for explaining a flow of information in the

present exanple of operation, while FIG |s a _flow chart expl ai ni ng
the present exanpi® W% é‘t'iv%fm%fecﬁ' ttﬁzlﬂdoﬁﬁﬂrﬁ &3 is%ﬁpapsjplg a’tgljses 31
and 32 comuni cate, .they perform_the processi ng descrijbed 20_bgl ow. Step
ST11: In théeeaﬁm?&i%‘r? SAPRURiRation LK °i‘m’o€n€?i%ﬁ %ﬁul e 22 in
the cyber passport information nodule SPIML stored in the user information
modul e nenpepmMmNdEatd ofe APHATHE Y 31c SRR dB FFF i Merface unit 30 to -
25 the communi cation apparatus 32 via the comunications network 2 as
shown in FIG 8. In dhe ipradesssggninihiIDrE pharedrpuabcatignj oy
I nformati on nodule 22 in the cyber

5 apparatus 3, shown in FIG. 3, a cyber passport

information module SPIM, shown in FIG. 2 is generated by
using the user ID information U_ID, received at step ST5,
information input by the user 4, by using the operation
unit 31, etec.

10 [Second Example of Operation]

In the present example of operation, a case of
exchanging a view information module between the
communication apparatuses 3, and 3, shown in FIG. 1 when
the two communicate will be explained.

15 FIG. 8 is a view for explaining a flow of
information in the present example of operation, while
FIG. 9 is a flow chart for explaining the present example
of operation. When the communication apparatuses 3, and
3, communicate, they perform the processing described

20 below.

Step ST11:

In the communication apparatus 3;, the view
information module 22 in the cyber passport information
module SPIM, stored in the user information module memory

25 33 is sent from the communication interface unit 30 to



passport information nodule SPIM2 stored in the user 5 information nodul e
storage unit 33 is sent fromthe comunication interface unit 30 to the
comuni cation apparatus 31 via the conmunications network 2 as shown in
FIG 8. Step ST12: 10 The communi cation apparatus 31 stores the view
i nformati on nodul e 22 received fromthe conmunication apparatus 32 at step
ST11 in the association information mnod®l2 24 shown in FIG 2. Step ST13:
15 The conmuni cati on apparatus 31 stores the user ID information U ID2 of
the user 42 of the communi cation apparatus 32 which sent the view
information nodule 221 of the user 41 at step ST11 in the association
i nf or mat i onthedgrampnicatige APHSTAFNSS A% (Viiah PEPRIA YL e SPI ML
Step ST14: The comuni cation apparatus 32 stores, the view inforpation
nmodul e 22 reetwesl 2re® shewodmuFilSat ifon Alifarkdt JhS CHREFEI in the
associ ation information 25 nodule 24 showmn in FIG 2 of the user 42. - 26
Step ST15: appacetmwsnidgattbe wpewr anforpatiepr medude d<2cin She §¥RSHati on
U IDL of the user 41 of the communi cation

passport information module SPIM, stored in the user

5 information module storage unit 33 is sent from the
communication interface unit 30 to the communication

apparatus 3, via the communications network 2 as shown in

FIG. 8.
Step ST12:
10 The communication apparatus 3, stores the view

information module 22 received from the communication
apparatus 3, at step ST1l in the association information
module 24 shown in FIG. 2.

Step ST13:

15 The communication apparatus 3, stores the user ID
information U_ID, of the user 4, of the communication
apparatus 3, which sent the view information module 22,
of the user 4, at step STl1ll in the association
information module 24 of the cyber passport information

20 module SPIM,.

Step ST14:

The communication apparatus 3, stores the view
information module 22 received from the communication
apparatus 3; at step ST1l in the association information

25 module 24 shown in FIG. 2 of the user 4,.



apparatus 31 which sent the view information nodule 22 of 5 the user 42 at
step ST11l in the association information nodule 24 of the cyber passport

i nformati on nodule SPIM2. [Third Exanple of Operation] in the present
exanpl e of operation, a case where the comunication apparatus 31 requests
a user query to 10 the nmanagenent appar tus 5 will be explained. FIG 10
iIs a flow chart for explaining the pres@ exanpl e of operation. Step
ST21: The user 41 operates the operation unit 31 of the 15 comunication
apparatus 31 shown in FIG 3 to for exanple specify contents of his own
cyber passport informati nodul e SPI ML or contents of the view

i nfor mati on moduf&eP2® the user 42 received fromthe comunication
apparatus 32 and _generate g user gue e Q St ST user
query request ge {COFR 15 %’T?Pﬁl?a@% zfrs(‘fl%rﬁ?e%g‘oemn% c]ai-'-{ﬂa
interface unit 30 of the connunl tion a par 31 shown |Q.FIG. 3 to the
managenent &pgeraatdon W Lihe cil} HP@&tlén?; Eﬁﬂo?ﬂm'ﬂunlﬁg éf’gp ST23: -
27 The user query request sent at step ST22 s receiyved
comuni cat | eppaFesUsace whichsgest the yds¥gdREArmatyen gﬁ%ﬁﬁfln
FIG 5.

5 the user 4, at step ST1l in the association information
module 24 of the cyber passport information module SPIM,.

[Third Example of Operation]

In the present example of operation, a case where
the communication apparatus 31 requests a user query to

10 the management apparatus 5 will be explained.

FIG. 10 is a flow chart for explaining the present
example of operation.

Step ST21:

The user 4, operates the operation unit 31 of the

15 communication apparatus 3; shown in FIG. 3 to for example
specify contents of his own cyber passport information
module SPIM, or contents of the view information module
22 of the user 4, received from the communication
apparatus 3, and generate a user query request.

20 Step ST22:

The user query request generated at step ST21 is
sent from the communication interface unit 30 of the
communication apparatus 3, shown in FIG. 3 to the
management apparatus 5 via the communications network 2.

25 Step ST23:



Step ST24: 5 In the processing unit 54 of the managenent apparatus 5 shown
in FIG 5, the user managenent information stored in the storage unit 53
is referred to based on the user query function nodule 63 shown in FIG 6
obt ai ned by executing a programread fromthe storage 10 unit 53. A query
result is obtained by judging whether the contents specified by the user
query request are correct or not, wherédpon a user query response
including the query result is generated. Step ST25: 15 The user query
response generated at step ST24 is sent fromthe comunication interface
unit 50 of the nanagenent apparatus 5 shown in FlG

comuni cati on apFheafaper3 HUSRY t’?ﬂﬁ‘lﬂﬂﬁnﬁﬁ’t%ﬁ%r%t?%tgﬁéi }derﬁﬁegt’gﬂ ST26:
The user query response sent at step ST25 is received by the comunication
i nterface ubyt the commvaicatdnmiistexfacepinit 20 1f the magagewgntser
guery response is processed in the processing unit 35 and 25 di spl ayed on
t he di spl ay appiatra3is 5 2Zhown-guy tRLGxdhpl e of Operation] In the present
exanpl e of operation, a case where the comunication apparatus 31 shown in
FIG 1 requests Step ST24:
5 In the processing unit 54 of the management
apparatus 5 shown in FIG. 5, the user management
information stored in the storage unit 53 is referred to
based on the user query function module 63 shown in FIG.
6 obtained by executing a program read from the storage
10 unit 53. A query result is obtained by judging whether
the contents specified by the user query request are
correct or not, whereupon a user query response including
the query result is generated.
Step ST25:
15 The user query response generated at step ST24 is
sent from the communication interface unit 50 of the
management apparatus 5 shown in FIG. 5 to the
communication apparatus 3, via the communications network
2.
20 Step ST26:
The user query response sent at step ST25 is
received by the communication interface unit 30 of the
communication apparatus 3,. The received user query

response is processed in the processing unit 35 and

25 displayed on the display unit 32.



I ssuance of electronic noney to the managenent apparatus 5 5 wll| be

explained. FIG 11 is a flow chart for explaining the present
operati on.

comuni cation apparatus 31 shown in FIG 3 designate the anount of the

el ectronic noney which is required to be
nmoney i ssuance request.

generated at
30 of the conmunication apparatus 31 shown in FIG 3 to the managenent
apparatus 5 via the communi cations network 2. Step ST33: 20 The el ectronic

noney i ssuance r dfeasths &xamplesqf, Operat
interface unit 50 of the nanagenent apparatus 5 shown in F

15 step ST31 is sent fromthe comunication interface unit

5. Step

exanpl e of
Step ST31: The user 41 operates the operation unit 31 of the

10

I ssued and generate an el ectronic
Step ST32: The28| ectroni c noney issuance request

3k ecei ved by the communication

G
ST34: The proces3nndhenprenensi exmnnieh Rfc RRATAHIRE at<a9s WRTR in FIG

5 perforns processing for issuing a - 29 designated anount of electronic

noney to théheseomhinilcadddn mpHaratustoshevwioisy Finhade f@Fussiitti on

66 shown in FIG 6 obtained by executing a programread
issuance of electronic money to the management apparatus

nodul e

10

15

20

25

5 will be explained.

FIG. 11 is a flow chart for explaining the present

example of operation.

Step ST31l:

The user 4, operates the operation unit 31 of the

communication apparatus 3, shown in FIG. 3 designate the

amount of the electronic money which is required to be

issued and generate an electronic money issuance request.

Step ST32:

The electronic money issuance request generated at

step ST31 is sent from the communication interface unit

30 of the communication apparatus 3, shown in FIG. 3 to

the management apparatus 5 via the communications network

2.

Step ST33:

The electronic money issuance request sent at step

ST32 is received by the communication interface unit 50

of the management apparatus 5 shown in FIG. 5.

Step ST34:

The processing unit 54 of the management apparatus

shown in FIG. 5 performs processing for issuing a



fromthe storage unit 53 and thereby generates an 5 el ectroni c noney

| ssuance response. Step ST35: The el ectronic noney issuance response
generated at step ST34 is sent fromthe conmunication interface unit 50
of the managenent apparatus 5 shown in FIG 5 to the 10 conmuni cation
apparatus 31 via the conmunications network 2. Step ST36: The el ectronic
noney i ssuance response sent at step -S%35-i s recei ved by the communi cation
interface unit 30 15 of the conmunication apparatus 31. Step ST37: In
accordance with an el ectronic noney issuance response received at step

ST36, the processing unit 35 (shown .in FIG éﬂ i q?retses thg nount of the
el ectroni c designared, amaunyy 19f HPAEFAMEG MW FON-NMORTE SP ML based

on the el ectroni c noney managenent function nodul e 44-%@ pwn in E#Gi 4)
obt ai ned bybeseduomdEhe eleFtHanichMoRen Managaient, funstion modpte,
Exanpl e of Operation] 25 In the present exanple of operation, a cage where
- 30 the c6fmshiowa iion FffparGtaktainadkih 9eRing 3 RERITE™ HEPftent of

el ectronic noney to the comunication apparatus 32 will be expl ai ned.
from the storage unit 53 and thereby generates an

5 electronic money issuance response.
Step ST35:
The electronic money issuance response generated at
step ST34 is sent from the communication interface unit
50 of the management apparatus 5 shown in FIG. 5 to the

10 communication apparatus 3, via the communications network

2.
Step ST36:
The electronic money issuance response sent at step
ST35 is received by the communication interface unit 30
15 of the communication apparatus 3,.
Step ST37:
In accordance with an electronic money issuance
response received at step ST36, the processing unit 35
(shown in FIG. 3) increases the amount of the electronic
20 money in the cyber passport information module SPIM,
based on the electronic money management function module
44 (shown in FIG. 4) obtained by executing a program read
from the storage unit 34.
[Fifth Example of Operation]

25 In the present example of operation, a case where



FIG 12 is a flow chart for explaining the present 5 exanple of operation.
Step ST41: The user 41 operates the operation unit 31 of the conmunication
apparatus 31 shown in FIG 3 to, for exanple, specify an anmount of

el ectronic noney to be paid 10 and generate an el ectroni ¢ noney issuance
request. Step ST42: The el ectronic noney paynent request generated at

step ST41 is sent fromthe comuni cat FodY% Rterface unit 30 of the

comuni cation apparatus 31 shown in FIG 3 to 15 the comuni cati on
apparatus 32 via the conmunications network 2. Step ST43: The el ectronic
noney paynent request sent, at step .ST42 is recei.veg.I y ga%,co | cation
interface uthe gommupication ARRARATYS idnsBBERr APUETESNOWFSTHRE 3).
Step ST44: In accordance with an el ectroni c noney paynent. request received
at step ST4Raympotpedced@ciFoniia mpne¥stRuvFheh FIMRUMRATIR communi cati on
apparatus 32 25 executes a programread fromthe storage unit 34. Based -
31 on the appsretbus Sedwilicbeoakpladned.nanagenent function nodul e 44
(shown in FIG 4), the amobunt of electronic noney indicated in account
information in t F&Gpr d@ertsy a £low chart for explaining the present

5 example of operation.

Step ST4l:

The user 4, operates the operation unit 31 of the
communication apparatus 3; shown in FIG. 3 to, for
example, specify an amount of electronic money to be paid

10 and generate an electronic money issuance request.

Step ST42:

The electronic money payment request generated at
step ST4l is sent from the communication interface unit
30 of the communication apparatus 3, shown in FIG. 3 to

15 the communication apparatus 3, via the communications
network 2.

Step ST43:

The electronic money payment request sent at step
ST42 is received by the communication interface unit 30

20 of the communication apparatus (shown in FIG. 3).

Step ST44:

In accordance with an electronic money payment
request received at step ST43, the processing unit 35
shown in FIG. 3 of the communication apparatus 3,

25 executes a program read from the storage unit 34. Based



I nformati on nodul e 23 of the cyber passport information 5 nodule SPIM is

I ncreased. Step ST45: In accordance with the transm ssion of the

el ectroni c noney paynent request at step ST42, a program read fromthe
storage unit 34 is executed in the 10 processing unit 35 shown in FIG 3 of
t he communi cation apparatusl. Based on the el ectronic noney managenent
function nodul e 44 shown in FIG 4 obtadhed thereby, the arount of

el ectronic noney indicated in the account information in the property

i nformati on nodul e 23 of the 15 cyber passport information nodule SPIM is

decreased. [ Sixth Exanple of eration] |In theypresent exaaﬁée g%i
operation, @nckbe Wh¥seohtad "t'%ﬁ‘;"dﬁ: RN RPN TR TS 1
sends check information to the conmunication apparatus 32 and 20 nakes
settl enent badudeod 4t Hehewacidn FIG ndb)iorfhe anpun RHRAEE®RHAr at us 5
will be explained. FIG 13 is a flow chart for explaining the exanmple of
operati on. SbepySibticatethdropacauingh infarmatian e ERARFPREY F¥n
apparatus - 32 31 shown in FIG 3 is operated by the user 41, then the
processi ng Linfbriatdoncmosle R efmheaybdenpasaport oinfermatrion4. Based
on the thus obtained check
5 module SPIM, is increased.
Step ST45:
In accordance with the transmission of the
electronic money payment request at step ST42, a program
read from the storage unit 34 is executed in the
10 processing unit 35 shown in FIG. 3 of the communication
apparatus ;. Based on the electronic money management
function module 44 shown in FIG. 4 obtained thereby, the
amount of electronic money indicated in the account
information in the property information module 23 of the
15 cyber passport information module SPIM, is decreased.
[Sixth Example of Operation]
In the present example of operation, a case where
the communication apparatus 3, shown in FIG. 1 sends
check information to the communication apparatus 3, and
20 makes settlement based on the check information in the

management apparatus 5 will be explained.
FIG. 13 is a flow chart for explaining the example
of operation.

Step ST51:

25 The operation unit 31 of the communication apparatus



managenent function nodule 45 shown in FIG 4, check 5 information

speci fying an anount of noney for the user 42 to pay by a check is
generated. Also, the check information is stored as account information in
the property information nodule 23 shown in FIG 2 of the cyber passport
i nformati on nodule SPIML of the user 41 by 10 the processing unit 35. Step
ST52: The check information generated'a?zsfep ST51 is sent fromthe
conmuni cation interface unit 30 of the communication apparatus 31 shown in
FIG 3 to the 15 communi cation apparatus 32 via the comuni cati ons network
2. Step ST53: The check_information sent af s ST52 i,s rggcelv by the
conmuni cat i 8n $BRER{ LR FEG; ¢ 3388 oPPRRATSE %XH%EEiEﬁffoﬁlapgg?%t§§e32yshomn
in FIG 3. Step ST54: The processing unit 35 of the co ni cation

appar at us 3ProgeRsing mpdt 35 exaaudes, HRRAEAD e‘%ﬁ?‘fr%‘?ﬁy’“t ®storage unit
34. Based on the thus obtained check 25 managenent function nodul e 45 shown
in FIG 4, shkerebecknit334. Mameshiarorthes thus qPtALinRd ¥ nf or mation in
the property information nodule 23 shown in FIG 2 of the cyber passport
infornationmandgbmesmlZunqtign1mqgule 45 shown in FIG. 4, chéck

5 information specifying an amount of money for the user 4,
to pay by a check is generated. Also, the check
information is stored as account information in the
property information module 23 shown in FIG. 2 of the
cyber passport information module SPIM,; of the user 4, by

10 the processing unit 35.

Step ST52:

The check information generated at step ST51 is sent
from the communication interface unit 30 of the
communication apparatus 3, shown in FIG. 3 to the

15 communication apparatus 3, via the communications network
2,

Step ST53:

The check information sent at step ST52 is received
by the communication interface unit 30 of the

20 communication apparatus 3, shown in FIG. 3.

Step ST54:

The processing unit 35 of the communication
apparatus 3, shown in FIG. 3 executes a program read from
the storage unit 34. Based on the thus obtained check

25 management function module 45 shown in FIG. 4, the check



processing unit 35 generates receipt information 5 regarding reception of
the check information. Step ST55: The receipt information generated at
step ST54 is sent fromthe comrunication interface unit 30 of the

comuni cati on apparatus 32 shown in FIG 3 to the 10 comuni cati on
apparatus 31 via the conmunications network 2. Step ST56: The check

I nformation received at step ST53 is seA® ~from the communication interface
unit 30 of the 15 conmunication apparatus 32 shown in FIG 3 to the
managenment apparatus 5 via the conmunications network 2. Step ST57: The
check information sent fromthe conmuni cati,on aratus 32 at_step ST55 is
recei ved bylPﬁBIQGtGGHn&ﬁi€$ﬂ§ﬂ4iﬁﬁ6599ﬂﬂ?ﬁuﬁqégg%§ﬁqum§%d@ﬁinicgtion
apparatus 31 shown in FIG 3. Step ST58: The recejpt_info qﬁéi n received
by the conRERPeEt¥odniesmatieh Prdnle; 33, sheyn | sFeTrﬁ'f#o tﬁ‘ée 25

communi cation interface unit 30 shown in FIG 3 of the - 34 communication

appar at us 3¢ybert passpexde dimformatdion wednle,i$PEheALEut&at i ons net wor k

2. Step ST59: _
processing unit 35 generates receipt information

5 regarding reception of the check information.

Step ST55:

The receipt information generated at step ST54 is
sent from the communication interface unit 30 of the
communication apparatus 3, shown in FIG. 3 to the

10 communication apparatus 3, via the communications network
2.

Step ST56:

The check information received at step ST53 is sent
from the communication interface unit 30 of the

15 communication apparatus 3, shown in FIG. 3 to the
management apparatus 5 via the communications network 2.

Step ST57:

The check information sent from the communication
apparatus 3, at step ST55 is received by the

20 communication interface unit 30 of the communication
apparatus 3, shown in FIG. 3.

Step ST58:

The receipt information received by the
communication apparatus 3, at step ST57 is sent from the

25 communication interface unit 30 shown in FIG. 3 of the



The check information sent by the communication 5 apparatus 32 at step
ST56 is received by the comunication interface unit 50 of the nanagenent
apparatus 5 shown in FIG 5. Step ST60: The receipt information sent by the
comuni cation 10 apparatus 31 at step ST58 is received by the
conmmuni cation interface unit 50 of the nmanagenent apparatus 5 shown in
FIG 5. Step ST61. Wen the check inforAfitfon i s received at step ST59, 15
a programread fromthe storage unit 53 is executed in the processing unit
54 of the nanagenent apparatus 5 shown in FIG 5. Based on the thus
obt ai ned check information processing anﬁLe 67 _shown i G

t

settlement FPEENEICAFLCD APFEFARP Faskd ﬁé“éﬁ&&‘?“ﬁo%;a&ra#aﬁ Sh
received at step ST59 and the receipt. information received at step ST60.
On the ot heViRat®e cpf@wmndcations fetvn tion is received at step ST60,
the settlenent processing is perfornmed based on the receipt information.
25 Step ST62: - §$eRAQE§h@nt verification notice regarding contents of
t he account settlenent perfornmed at step ST61 is generated by the
processi ng unit Sheofchelek dmfoymatiion sent by the communication
5 apparatus 3, at step ST56 is received by the
communication interface unit 50 of the management
apparatus 5 shown in FIG. 5.
Step ST60:
The receipt information sent by the communication
10 apparatus 3, at step ST58 is received by the
communication interface unit 50 of the management
apparatus 5 shown in FIG. 5.
Step ST61:
When the check information is received at step ST59,
15 a program read from the storage unit 53 is executed in
the processing unit 54 of the management apparatus 5
shown in FIG. 5. Based on the thus obtained check
information processing module 67 shown in FIG. 6,
settlement processing is performed based on the check
20 information received at step ST59 and the receipt
information received at step ST60. On the other hand,
when the receipt information is received at step ST60,
the settlement processing is performed based on the

receipt information.

25 Step ST62:



apparatus 5 shown in FIG 5. Then, when settlenent is 5 performed based on
the check information, the content verification notice is sent to the
comuni cation apparatus 3Z. On the other hand, when settlenent is
performed based on the receipt information, the content verification
notice is sent to the comunication 10 apparatus 31. Step ST63: The
content verification notice sent fronrtB@ -managenment apparatus 5 at step
ST62 is received by the conmunication interface unit 30 of the

comuni cation 15 apparatus 31 shown in FIG 3 and the content is displayed
on the display unit 32. Step ST64: The content verifjcation not%geagent

fromthe managefesondendr yMerdfHoatignepodime jregqantiRE LR
conmruni cation interface unit 30 of the conmunication apparatus 32 shown in
FIG 3 and the eccoemt isetdilsyientepenfionmad k8P Lﬁﬂp§013’25 Step ST65: The
managenent apparatus 5 stores the receipt 25 information and the check
i nf or mat i ongene?@a tethbyc ek prdfamsmsimomnit 54 f sthe managemremtused in
t he account settlenment processing are stored in the storage unit 53 of the
nanagenent appakatus 5 Jhwan iin FIG. 5. Then, when settlement is
5 performed based on the check information, the content
verification notice is sent to the communication
apparatus-Bz. On the other hand, when settlement is
performed based on the receipt information, the content
verification notice is sent to the communication
10 apparatus 3,.
Step ST63:
The content verification notice sent from the
management apparatus 5 at step ST62 is received by the
communication interface unit 30 of the communication
15 apparatus 3, shown in FIG. 3 and the content is displayed
on the display unit 32.
Step ST64:
The content verification notice sent from the
management apparatus 5 at step ST62 is received by the
20 communication interface unit 30 of the communication
apparatus 3, shown in FIG. 3 and the content is displayed
on the display unit 32.
Step ST65:

The management apparatus 5 stores the receipt

25 information and the check information.



FIG 5. 5 [Seventh Exanple of Operation] In the present exanple of
operation, processing of the comunication apparatus 31 and t he managenent
apparatus 5 when the conmuni cati on apparatus 31 shown in FIG 1 accesses

t he managenent apparatus 5 will be 10 expl ai ned. The processing descri bed
below is for exanple automatically perfornmed when the communi cation
apparatus 31 accesses the managenent -aP®aratus 5 for sone reason. FIG 14
is a flow chart for explaining the exanple of operation. 15 Step ST71:
When the comruni cati on apparatus 31 accesses the nanagenent apparatus 5

via the conmuni cations network 2,  as described_belom%ggée eterningﬂ
i nformation in tkhe shegk prEpFration (2nd: FeFesBHULE 18P PR&user 41

20 stored in the storage unit 34 shown in FIG 3 is sent fromthe
conmuni cat i ém itherdegeuntpi settlemerkPragnagiRgntrapphiraetds 18 &R& t he
comuni cations network 2. The information to be sent is_ for exanple, user
ID i nfornatstoradgd Dimit thd of ckhe imapagemert apparabHAnbi SAO¥D BO. | D,
account information, and passport ID information - 37 P -1D to which the
vi ew i nf or m®i®n Bwodul e 22 of the user 41 is sent, etc. Step ST72:

5 [Seventh Example of Operation]

In the present example of operation, processing of
the communication apparatus 3, and the management
apparatus 5 when the communication apparatus 3, shown in
FIG. 1 accesses the management apparatus 5 will be

10 explained. The processing described below is for example
automatically performed when the communication apparatus
3, accessés the management apparatus 5 for some reason.

FIG. 14 is a flow chart for explaining the example

of operation.
15 Step ST71:

When the communication apparatus 3, accesses the
management apparatus 5 via the communications network 2,
as described below, predetermined information in the
cyber passport information module SPIM; of the user 4,

20 stored in the storage unit 34 shown in FIG. 3 is sent
from the communication interface unit 30 to the
management apparatus 5 via the communications network 2.
The information to be sent is, for example, user ID

information U_ID of the user 4,, passport ID information

25 P ID, account information, and passport ID information



The information sent fromthe conmmunication 5 apparatus 31 at step ST71 is
received by the communication interface unit 50 of the managenent
apparatus 5 shown in FIG 5. Step ST73: In the nanagenent apparatus 5 shown
in FIG 5, the 10 information received at step ST72 is witten in the
storage unit 53. Step ST74: The processing unit 54 of the managenent
apparatus 5 shown in FIG 5 executes-a3drogramread fromthe storage 15
unit 53 and uses the information received at step ST72 to wupdate user
managenent i nformation based on the user managenent information update
function nodule 62 shown in FIG 6 obtained thereby. Step ST75: 20 The
processing|Hn1DEﬁP(ﬂhi¢heh%mag%ﬁ%n%nﬁﬂ¥%35ﬂ°6fm°FHien§ﬁa§5nﬁhF 45F6%r atus 5
shown in FIG 5 generates SPIM wupdate information for updating the cyber
passport i odisasewt,meddH.e SPI ML of the user 41 based on the user
managenent i nformation update function nodule 62. 25 Step ST76: - 38 The
SPI M updat e i nf orSteep 3T YRnerated at step ST75 is sent fromthe

comuni cation interface unit 50 of the managenent apparatus 5 shown in
FIG 5 to the The information sent from the communication

5 apparatus 3, at step ST71 is received by the
communication interface unit 50 of the management
apparatus 5 shown in FIG. 5.

Step ST73:
In the management apparatus 5 shown in FIG. 5, the

10 information received at step ST72 is written in the
storage unit 53.

Step ST74:
The processing unit 54 of the management apparatus 5
shown in FIG. 5 executes a program read from the storage

15 unit 53 and uses the information received at step ST72 to
update user management information based on the user
management information update function module 62 shown in
FIG. 6 obtained thereby.

Step ST75:

20 The processing unit 54 of the management unit 54 of
the management apparatus 5 shown in FIG. 5 generates SPIM
update information for updating the cyber passport
information module SPIM, of the user 4, based on the user
management information update function module 62.

25 Step ST76:



communi cation apparatus 31 via the comunications network 5 2. Step ST77:
The SPI M update information sent at step ST76 is received by the

comuni cation interface unit 30 of the comunication apparatus 31 shown in
FIG 3. 10 Step ST78: The processing unit 35 of the comunication

apparatus 31 shown in FIG 3 executes a programread from the storage unit
34. Then, based on the thus obtained -SB8M-editing function nodul e 42 shown
in FIG 4, it edits 15 (updates) the cyber passport information nodul e
SIPML of the user 41 stored in the user information nodule storage wunit

33 in accordance with the SPIMupdate information received, at stgg ST77.
Step ST79: 20 Th&he REN yrdate tinfoppratien FPRREAEad abparaPusTZ> shown

in FIG 5 executes a programread fromthe storage unit 53. Then, based on
the thus obtis reshtusizron rehel commuyitatiomcinberfagal unss 5AoRE theri G e,
It uses the information received at step ST72 to anal yze the trends 25 of
users and gerarafemennialapparatisrfoshown im FE.-53%0 &healysis, for
exanple, it analyzes trends in consunption of users such as personal
tastes in CeumkEieit has eapparatype3, ofiztdienessemngications cngtwatriier s
(havi ng cyber

5 2.

Step ST77:

The SPIM update information sent at step ST76 is
received by the communication interface unit 30 of the
communication apparatus 3; shown in FIG. 3.

10 Step ST78:

The processing unit 35 of the communication
apparatus 3, shown in FIG. 3 executes a program read from
the storage unit 34. Then, based on the thus obtained
SPIM editing function module 42 shown in FIG. 4, it edits

15 (updates) the cyber passport information module SIPM, of
the user 4, stored in the user information module storage
unit 33 in accordance with the SPIM update information
received at step ST77.

Step ST79:

20 The processing unit 54 of the management apparatus 5
shown in FIG. 5 executes a program read from the storage
unit 53. Then, based on the thus obtained user trend
analysis function module 64 shown in FIG. 6, it uses the

information received at step ST72 to analyze the trends

25 of users and generate analysis information. In the



passport information nodul es) used by the users. The 5 analysis information
IS witten in the storage unit 53 shown in FIG 5. Step ST80: The
processing unit 54 of the managenent apparatus 5 shown in FIG 5 executes
a programread fromthe storage 10 unit 53. Then, based on the thus
obt ai ned user group information generation function nodule 65 shown in FIG
6, it uses the information received at- st%p ST72 to anal yze the
interrel ati onships between a plurality of users and generate group
i nformati on obtained by grouping 15 users having strong relationships. The
group information is witten in the storgge un}:t 53 shown in FI\(%O%.
Bel ow, an ex@nRt¥si?, tFRr SHABPLRpl LF nRR2LBARENFESPFEN 1By PR TIPS ei n a
variety of communities can be fornmed on the comuni cations petwork 2 by 20
comuni cat i & WEexheseShmaMi RaFPOR3l nERfERR QnugPﬁa"{“ﬁEmByg@Tseﬁ‘a??port
i nformati on nodul es expl ai ned above will be explained, [Comunity Form ng
Met hod] Fl Gtykes ©of husinessescofcaenvire PEP¥LABKSHI(BA¥ANI25YDST N ti es
conprised of pluralities of users 4 offering - 40 nmutual information
servi ces on gamspontuimfetnahiononedukes? uaddabyathgenertsapflatus 5 for
managi ng them In FIG 15, the nanagenent apparatus 5, as expl ai ned

5 analysis information is written in the storage unit 53

shown in FIG. 5.

Step ST80:

The processing unit 54 of the management apparatus 5

shown in FIG. 5 executes a program read from the storage

10 unit 53. Then, based on the thus obtained user group
information generation function module 65 shown in FIG.
6, it uses the information received at step ST72 to
analyze the interrelationships between a plurality of
users and generate group information obtained by grouping

15 users having strong relationships. The group information
is written in the storage unit 53 shown in FIG. 5.

Below, an example of the above explained
communication system 1 wherein a variety of communities
can be formed on the communications network 2 by

20 communication via the communications network 2 using the
cyber passport information modules explained above will
be explained.

[Community Forming Method]

FIG. 15 is a view of the schematic relationship of

25 communities comprised of pluralities of users 4 offering



above, conprises a user nmanagenent function nodule 100 5 conprised of a
user ID information issuance function nodule 61, a user nmanagenent

i nformati on update function nodule 62, a user query function nodule 63, a
user trend analysis function nodule 64, a user group information
generation function nodul e 65, an el ectronic noney 10 nmanagenent function
nodul e 66, a check infornmation proceSBVHb'hndule 67, etc. and an

i nformati on guide function nodule 68 for introducing comunities to users
4. The user 4 connects froma conmuni cati on apparatus 3 to the nmanagenent

apparatus 5 by using his cyber passport 15 ipformation dul e SPI M t
utilize the M Ahatrforratien PRFRELFER ﬂﬂdﬁﬂﬁ ngBanﬁg%ﬁﬁﬁéggﬁgﬁPéi

apparatus 5. Communities Cl, C2, and C3 include comunities wherein an
i nf or mat i on Z&and cd PRRATeRenhr BBPRERLYS Pr EGEt BARRHLRISEPGce and users 4
suitably participate in 20 the comunity to utilize the service and
comuni ties suit ain FI@r nk%, byheseanagemant appArakugnSi nfsr fEPLGINekr vi ce
provider participates in accordance with need. Alternately, there are
non-profit cdmmei t¢wwpFbsesdabyseyananagegentsefyngtipnapedulee 10the
expl anation will be 25 given classifying these comunities in accordance
wWith - 4 tdemmhisettefiastusertIDpibfoshahionviasuange funeldon es,
participation event type conmunities, and creative private type
comuni ti esmodule 61, a user management information update function
module 62, a user query function module 63, a user trend
analysis function module 64, a user group information
generation function module 65, an electronic money
10 management function module 66, a check information
processing module 67, etc. and an information guide
function module 68 for introducing communities to users
4. The user 4 connects from a communication apparatus 3
' to the management apparatus 5 by using his cyber passport
15 information module SPIM to utilize the information guide
function module 68 of the management apparatus 5.
Communities C,, C,, and C, include communities
wherein an information service provider provides a
predetermined service and users 4 suitably participate in
20 the community to utilize the service and communities
suitably formed by users 4 and in which an information
service provider participates in accordance with need.
Alternately, there are non-profit communities formed by

gathering users 4 at any time. The explanation will be

25 given classifying these communities in accordance with



In the comruni cation system 1, an information 5 service provided by an

I nformati on service provider is used by an information service user in a
comunity or information fees and service fees relating to direct
exchanges of information between information service users are collected
and received by the communi cation 10 apparatuses 31, 32, and 33 using an

el ectroni c busi ness transaction funcfi&ﬂ-(Tor exanpl e, a function based on
t he account information and association information nodule 24 shown in
FIG 2) of the cyber passport information nodule SPIM 15 Note that the

managenment apparatus 5 is run, for e, by fees for intr s users
to informati éhﬂﬁﬁ?ﬁ?fﬁiﬁ+ﬁ%r€°éﬂ€ég$g€fﬁgnévfﬁ oFﬁB?iSﬁkgggggﬁ%%dg
characteristics of users obtained by user mapagenent . inforpati on and fees
col | ected alRAFFIFIRAEIRR1PERRE SYP ug?ﬂﬂgglgigﬁsaﬁPFoﬁ§eP§F§Fing to use in

an information comunity. <Publishing Event Type Community> FIG 16 is a
view for exmzivate) twreseommerttdescomunity is fornmed where a suitably
hel d English 25 | anguage class is provided as an information service - 42
usi ng the connunilnuthﬂl@ﬂmm@miqatggnnsYﬁtﬁmcif1a§nénf8§EP§i$“participate
at any time for learning English. In FIG 16, a teacher 110, a testing
or gani za i orselhiicarprovided by an information service provider is

used by an information service user in a community or

information fees and service fees relating to direct

exchanges of information between information service

users are collected and received by the communication

10 apparatuses 3;, 3,, and 3, using an electronic business
transaction function (for example, a function based on
the account information and association information
module 24 shown in FIG. 2) of the cyber passport
information module SPIM.

15 Note that the management apparatus 5 is run, for
example, by fees for introducing users to information
service providers and providing information concerning
characteristics of users obtained by user management
information and fees collected along with electronic

20 business transactions relating to use in an information
community.

<Publishing Event Type Community>
FIG. 16 is a view for explaining a case where a

community is formed where a suitably held English

25 language class is provided as an information service



students 112 respectively have cyber passport information 5 nodul es SPI M
and access the managenent apparatus 5 by wusing their conmunication
apparatuses 3. The teacher 110 and other infornmation service providers
gain profit from community participation fees (tuition), content fees
(teaching material fees), and evaluation and 10 certification fees by tests
and correction. In a comunity of this4dmd, the testing organization 111
may furthernore forma conmmunity as an information service provider in
whi ch teachers can participate at any tinme and use test materials or test

anal ysis services. 15 <Participation Event Ty Comunity> EIG_ 17 is a
vi ew for emﬂ%ﬁ?ﬁrﬁp%.%%&%“ﬂh%gﬁlﬂﬁe?¥5tﬂﬁv1n8ﬁevae6ncgkérag f

vi deotaping forma conmunity for the purpose of i rrgr QVi n% vilde%'lt___ag ng
skills by uMsers nt PeehhchPebe; 8k ¥ Eie fRswheprPEpg Epglfshe &P 17,
the 20 user 120 and the certifier 122 respectively have cyber passport
i nf or mat i on F&#ul b6, SPI teaskencttls ehteskinggerganrigpfirdt ddls ®Pusing
their communication apparatuses 3. Here, users 120 participating at any
time refer dtmdéentest kb2 ngespeetivelivebaveosybhy pagspokithiafprrmtion and
bring their own videotaped works for mutual - 43 review by the users 120.
Al so, the caiddiiesl SPPM andt actpaseshat managemeptapppasatss b dartifies
the skills of the users 120.
using their communication apparatuses 3. The teacher 110
and other information service providers gain profit from
community participation fees (tuition), content fees
(teaching material fees), and evaluation and
10 certification fees by tests and correction. In a
community of this kind, the testing organization 111 may
furthermore form a community as an information service
provider in which teachers can participate at any time
and use test materials or test analysis services.
15 <Participation Event Type Community>
FIG. 17 is a view for explaining a case where users
having video cameras for videotaping form a community for
the purpose of improving videotaping skills by using the
communication system 1 shown in FIG. 1. In FIG. 17, the
20 user 120 and the certifier 122 respectively have cyber
passport information modules SPIM and access the
management apparatus 5 by using their communication
apparatuses 3. Here, users 120 participating at any time

rafer to videotaping case studies from the video library

25 121 and bring their own videotaped works for mutual



Such a community 123 may be branched off into a use 5 instruction
comunity where users 120 having higher skills provide instructions on
vi deot api ng nethod to beginners. Alternatively, the present conmunity
itself may be subdivided in accordance with the contents of the

vi deot aped works to a famly video connunlty 125, a 10 sports video
comunity 126, etc. Also, it is possiblé3to introduce the users 120 to a
rel ated accessory conmunity 127 when accessories beconmes necessary in
videotaping a work or to introduce themto a nnvie comunity 128 assuned
to be desired by the users 120. The infornation er%iﬁg%provider can

gai n profi t TEVEAW &8 e u9eRT JRRi R 2ha 'élb?m%%ﬂ" rs to
communities of related information services in addition to community
parti ci pat | partdcipptes atany tine and reektably cexbifies ofhand
certification fees. The fees for 20 introduction and connection can be
col | ected viskillls afartduyemmarsiplédldatus 5. <Creative Private Type
Community> FIG 18 is a view for explaining a case of formng a community
by encounters of Sisdr sa crorawontgirii23tnagnsb@ brmeed ¢AEt WDER) a2ugsi ng t he
comuni cation systeml1l - 44 shown in FIG 1. In FIG 18, users 130 and
astronony faastriuttital ddrainigvwieterupsss pb2® havingebighenodul es SPI M
and access the managenent apparatus 5 by using their
skills provide instructions on videotaping method to
beginners. Alternatively, the present community itself
may be subdivided in accordance with the contents of the
videotaped works to a family video community 125, a
10 sports video community 126, etc. Also, it is possible to
introduce the users 120 to a related accessory community
127 when accessories becomes necessary in videotaping a
work or to introduce them to a movie community 128
assumed to be desired by the users 120. The information
15 service provider can gain profit from fees for
introducing and connecting up users to communities of
related information services in addition to community
participation fee by the users, content fees, and
evaluation and certification fees. The fees for
20 introduction and connection can be collected via the
management apparatus 5.
<Creative Private Type Community>
FIG. 18 is a view for explaining a case of forming a

community by encounters of users on a communications

25 network (network) 2 using the communication system 1



communi cati on apparatuses 3. As shown in FIG 18, users 5 130 having
astronony, photography, and nountain-clinbing as hobbies tenporarily form
a conmunity 131 to jointly clinb a nountain to photograph stars.
Furthernore, an astronony fan 130 having a picture participates in an
astronony fan community 133 to get an eval uation of the 10 picture and
further participates in an astrononicél44053ervatory or academ c neeting
comunity 134 with the result. Such communities are not participated in by
profit-oriented information service providers for nmaking profits. However,

due to access to the nagenent %f apparatus_5 the usgLs égg bgsed on
infornationsnﬁﬂﬂuﬂﬁﬁé5§hgfeiﬂ? Glsfgbsg?ﬁf% %oaﬁ§?y§§ and oBt ai n
rel ati onshi ps_and conmon,  topi cs of the users, 130.b tEe user. agenent
function 100-3# QQkﬁrﬁhﬁhkdgﬁT %%H%Fé?ﬁ%sP%FtTﬁgﬁ?%?ﬁ ﬁﬁ?i%ﬁngg urt her nor e
used in the information 20 gui de functi on nodul e 68 o% #he nanagigpnt
appar at us 5.SPIM @nd jaceessokhe jranagenant apParatiger P¥ BLRE £ 5inner
advertisement so that participants in the community can |ogk at the
advert i senemomnunida tiemsapparatuseandt cAsj sheunpdasFife £8r ¥SHFSvi der of
an 25 advertisenment to pay an advertisenent commi ssion to the - 45 user
who browght 1t30e hetiand | ssbeonony, sphotdgnaphwi t andhwountabarcdAmbifgs ot her
comunity participants |look at the advertisenent. Paynent of the
adverti senenis (sBbiss Otemporarily form a community 131 to jointly
climb a mountain to photograph stars. Furthermore, an
astronomy fan 130 having a picture participates in an
astronomy fan community 133 to get an evaluation of the
10 picture and further participates in an astronomical
observatory or academic meeting community 134 with the
result. Such communities are not participated in by
profit-oriented information service providers for making
profits. However, due to access to the management
15 apparatus 5 by the users 130 based on information
exchanges therein, it is possible to analyze and obtain
relationships and common topics of the users 130 by the
user management function 100 of the management apparatus
5. The information is furthermore used in the information
20 guide function module 68 of the management apparatus 5.
Also, it is possible for a specific user to bring a
banner advertisement so that participants in the
community can look at the advertisement. In this case,

for example, it is possible for a provider of an

25 advertisement to pay an advertisement commission to the



made by the el ectronic business transaction function of 5 the cyber
passport information nodul es SPIM of the users. Also, information of users
can be exchanged between the wusers and paynent for the sane can be made by
the electronic business transaction function of the cyber passport

i nformati on nodules SPIMin the sane way. Each 10 of the above communities
can be attained by using personal commﬁﬁwk on the Internet and by using
nobi | e phones and PDA (Personal Digital Assistants). Wien a PDA is used,
a creative private type comunity can be particularly easily realized by
di rect communi cation 15 functjons getme n PD,

en P Ag._<RoIe of C%ber.P S rt
| nf or mat | on WRKIHhasRReugl the | adyertfgenent, in acraFdap FoVﬁ&?i%%%hDdule
SPIMin the above expl ained conmunities will be _sunna%izgd. 20 FE 19 is
a view for @YRRenicl times Peher cemmuni by PAEELIGHPRREA! SPRE: Aln tR8dul e
SPIM The above explained creative Erivate type. community bel ongs to so-
call ed Cto-=aciventisementi cRayment ¢f thenagvestigement,rEppassdpn 48
exchanged without using any specific 25 server functions. Thus, it was
di fficult tamadslbycthe -eksctreniodowsinessnrpreactiony EWNFLirBefased
i nformati on was exchanged or services provi ded. However, according to the
above mes hocthesiaybdiepaydiporpaisformathénrmadiudes SPIM of the users.
Also, information of users can be exchanged between the
users and payment for the same can be made by the
electronic business transaction function of the cyber
passport information modules SPIM in the same way. Each
10 of the above communities can be attained by using
personal computers on the Internet and by using mobile
phones and PDA (Personal Digital Assistants). When a PDA
is used, a creative private type community can be
particularly easily realized by direct communication
15 functions between PDAs.
<Role of Cyber Passport Information Module SPIM>
The role of the cyber passport information module
SPIM in the above explained communities will be
summarized.
20 FIG. 19 is a view for explaining the role of the
cyber passport information module SPIM. The above
explained creative private type community belongs to so-
called C-to-C type communications. In such a format,

information is exchanged without using any specific

25 server functions. Thus, it was difficult to realize a



nodul es SPIM el ectronic business transactions can be 5 realized even in
such a case. Even in a B-to-C community, nmaking profits was difficult when
providing informati on services not using specific server functions. In
this case, however, electronic business transactions are realized in the
sane 10 way. Al so, when a provider providing an information service uses
other information and services, users c&f e charged in the sane way. Wen
a user 4 is active in these communities, the user 4 exchanges the view

i nformati on nodule 22 stored in 15 the cyber passport information nodul e

SPI M and suitahly_ uses the user nagenent , fupcti on dule 100.0f the
nanagenentzﬂﬁﬁﬂ%ﬂtﬁ?E?a#*P?rP§°€§§%,°ﬁ?na gl ??ﬁé‘?%g P gFFS%SHip

bet ween users, users 4 having identical mytugl [pelationships _can b
grouped t og&aerexqhanged oy $eREiCes Pﬁ‘évééﬁae 68€P¥9M0§8g8§§|’mg o

i nformati on such as hobbies and tastes i s nanaged annng the users 4, a
grasp is olihe rahpyvs nekhed cpsing nthe SYReri BASEPOFE: dPAREPLLICSF ot her
users 4 and a group of the users 4 fromthe above nutual relationships and
mar ket researadiulors tSRIM?Sebentuoniat buainessnwbrangagkihops Fal Pfed. - 47
To realize the functions, a user function of a user 4 having the cyber
passport5i nfrwainizenxh ewshil in SPhdhnaedaset 0 be connected to for exanple the
user nanagenment
Even in a B-to-C community, making profits was
difficult when providing information services not using
specific server functions. In this case, however,
electronic business transactions are realized in the same
10 way. Also, when a provider providing an information
service uses other information and services, users can be
charged in the same way.
When a user 4 is active in these communities, the
user 4 exchanges the view information module 22 stored in
15 the cyber passport information module SPIM and suitably
uses the user management function module 100 of the
management apparatus 5. In this case, by analyzing the
relationship between users, users 4 having identical
mutual relationships can be grouped together. At this
20 time, if there are users whose user information such as
hobbies and tastes is managed among the users 4, a grasp
is obtained of the trends in consumption of information
of other users 4 and a group of the users 4 from the

above mutual relationships and market research on the

25 communications network 2 can be realized.



function nodul.-e 100 of the managenent apparatus S. 5 However, the
connection can be pronoted by introducing new services in the managenent
apparatus 5 to the user 4 of information services and by introducing the
user 4 of the new information services to the information service
provider. 10 Al so, for exchanges of information concerning user
identification informati on between the éders 4, it is possible to collect
the informati on and engage in pronotional activities offering cyber
passport information nodul es SPI M of special specifications such 15 as the
met hod of display fromthe nanagenent_aggaratus 5. necessary

A lt,is nog

that all users 4 Tmuedltigmdihe RGNS 013 WERF FUAGHLPRSOEPAMITPEi t "t he
managenent apparatus 5. The above function can be realifed b% visits of
some of the ddewing e myhem RasRRPEEovRICERREI OB BeEBl e nEP Y RERAA i on
system 1, a user identification neans can be provided on the
communi cat i dwrs heetasnmectddetaofed exampbe Ehe cREREManAIPBEBEL| e on the
comuni cati ons network 2, and the nanagenment apparatus 5 can obtain a
gl obal grasguifctitm Rdulbd @0 cef r thatnansgepentxapnAgyatug| &ti onshi p) on
the - 48 communications network 2. Al so, according to the comunication
system I5 i tHdwewrassi the déontettion camgse prombbedybyr ipsrodycing
i nformati on nodule SPIMto provide

new services in the management apparatus 5 to the user 4

of information services and by introducing the user 4 of

the new information services to the information service

provider.

10 Also, for exchanges of information concerning user
identification information between the users 4, it is
possible to collect the information and engage in
promotional activities offering cyber passport
information modules SPIM of special specifications such

15 as the method of display from the management apparatus 5.

It is not necessary that all users 4 having cyber
passport information modules SPIM visit the management
apparatus 5. The above function can be realized by visits
of some of the users 4.

20 As explained above, according to the communication
system 1, a user identification means can be provided on
the communications network 2 (network), mutual reference
is possible on the communications network 2, and the

management apparatus 5 can obtain a global grasp of the

25 reference relationship (exchange relationship) on the



a photograph or an easy to understand user expression 5 nmeans sinulating a

name card, ID card, etc. in accordance wth the types of inmages. As a

result, exchanges between the users 4 are encouraged and an increase of

i nformati on concerning the users 4 can be expected. Also, according to the

comuni cation system 1, not 10 only is a grasp obtained of trends of the

users 4 by just specific function si tet®f~ a server etc., but also a

grasp is obtained of trends concerning direct exchanges of infornmation

bet ween the users. Furthernore, according to the comunication system1,

not only can a grasp be 15 obtai ned_of _trends of individu%beusers, but al so
. By

a grasp carFonepicationginekuayk 8¢ B88psaGFOFAANTs&Ps obt ai ni ng
a grasp of group trends, it is possible to obtain a grasp of trends of
i ndi vi dual (@eWRuUnigabien seYehemylir df LA BPRALPOR &P Bedfs @R FMAGRying to
20 the groups. Also, when the group is an information comunity, an
i nprovenent i thke \tyker spasspers pprEormashonomorndRe SPIM e BHOYHAR i on to
the community can be expected. Also, according to the communi cation system
1, by sendiagphotegdapbf o nanr easiyokoantdersiprnds usgra SFPFHF AP t he
users 4 or to a group obtained by grouping those - 49 liable to forma
group, i% i mgmssidimulatingnat raméocandi ofiDotazd,i pternin accendande vy
anong them Also, according to the conmmunication system 1, since a nmeans
of with the types of images. As a result, exchanges between
the users 4 are encouraged and an increase of information
concerning the users 4 can be expected.
Also, according to the communication system 1, not
10 only is a grasp obtained of trends of the users 4 by Jjust
specific function sites of a server etc., but also a
grasp is obtained of trends concerning direct exchanges
of information between the users. Furthermore, according
to the communication system 1, not only can a grasp be
15 obtained of trends of individual users, but also a grasp
can be obtained of trends of groups of the users 4. By
obtaining a grasp of group trends, it is possible to
obtain a grasp of trends of individual users
synergistically from information of users 4 belonging to
20 the groups. Also, when the group is an information
community, an improvement of services such as a provision
of higher grade information to the community can be
expected. Also, according to the communication system 1,

by sending a guide of information and services to a group

25 of the users 4 or to a group obtained by grouping those



exchange of currency or vouchers for electronic business 5 transactions is
provi ded between users including information services providers, formation
of a flexible network nmarket not dependi ng on services based on a

specific site can be expected. The present invention is not |imted to the
above 10 enbodinment. In the above enbodi nent, a case was illustrated

where the cyber passport information rmodtfl es SPIML, SPIM2, and SPI M3 were
stored in the conmuni cati on apparatuses 31, 32i and 33, but as shown in
FIG 20, the 15 cyber passport information nodul es SPI MlLr SPI M2, and SPI M3
may al so be stored in an IC (inte rated,circuit%}lS shown in FIG 21 and

the above priotaRL® nte pEP¥Br AeIEIRPY c1Ehd® BBRTERLEAEPORTEPR Pt uses 31, 32,
and 33 access the |C 13. Al so,_ the format of the cyber passport
i nfor mat i on SRrRAkReROEFRY iREAERaLian: eAMRENL kY aMARg.AhER i AlEce 2.
Note that the IC 13 corresponds to the storage nediumof the present
i nventi on. Btearding ckanphe e¢mmunjgatippsspstem if ofARCRPoR MPFRA €5Sp M
witten using XML will be explained for 25 reference. - 50 FIGS. 22 to 25
are vi ews f@xahapige nofigcurrenaypbe vouchersi figraedpbtropass pysiness
i nformati on nodule SPIM by XM.
5 transactions is provided between users including
information services providers, formation of a flexible
network market not depending on services based on a
specific site can be expected.
The present invention is not limited to the above
10 embodiment.
In the above embodiment, a case was illustrated
where the cyber passport information modules SPIM,,
SPIM,, and SPIM, were stored in the communication
apparatuses 3,, 3,, and 3,, but as shown in FIG. 20, the
15 cyber passport information modules SPIM,, SPIM,, and SPIM,
may also be stored in an IC (integrated circuit) 13 shown
in FIG. 21 and the above processing performed while the
communication apparatuses 3;, 3,, and 3; access the IC 13.
Also, the format of the cyber passport information
20 modules SPIM is not limited to that indicated in FIG. 2.
Note that the IC 13 corresponds to the storage
medium of the present invention.
Below, an example of a cyber passport information

module SPIM written using XML will be explained for

25 reference.



FIG 22 is a description of a header information 5 nodule 21 and a view

i nformati on nodule 22 in a cyber passport information nodule SPIM FIG 23
is description of a property information nodule 23 in a cyber passport

i nformati on nodule SPIM FIGS. 24 and 25 are descriptions of an

associ ation 10 information nodule 24 in a cyber passport information

modul e SPIM | NDUSTRI AL APPLI CABI LI TY -A$&xpl ai ned above, according to the
present invention, it is possible to provide a comunication 15 nethod
enabl i ng a managenent apparatus to obtain a grasp of the behavior of users
on a communi cations network even when conmuni cation agparatuses f users

comuni cate via FIGHnRAi Ear2BnarfacY#ByR HPFnBEPLEIPAGTI: APOE
management apparatus and a communi cation system 20 conmmunication
appar at us, mfhapheing adpaybenspassecrst dpEgEmatiraniPenlensPdddy - 51
CLAIMS 1. A comunication nethod wherein a plurality of communication
appar at uses ¥dd. a nanagenent apparatus communi cate via a communi cations
network, conprising the 5 steps of: 10 holding by said comunication
apparatus a user FIG. 22 is a description of a header information
5 module 21 and a view information module 22 in a cyber
passport information module SPIM.
FIG. 23 is description of a property information
module 23 in a cyber passport information module SPIM.
FIGS. 24 and 25 are descriptions of an association
10 information module 24 in a cyber passport information
module SPIM.
INDUSTRIAL APPLICABILITY
As explained above, according to the present
invention, it is possible to provide a communication
15 method enabling a management apparatus to obtain a grasp
of the behavior of users on a communications network even
when communication apparatuses of users communicate via a
communications network without going through the
management apparatus and a communication system,

20 communication apparatus, management apparatus, and

storage medium for the same.



i nformati on nodul e including user attribute information indicating an
attribute of a user of the conmmunication apparatus; sending by said
comuni cati on apparatus said wuser attribute information of the user of
that conmunication apparatus to other of said comunication apparatus,
recei ving and hol ding by said communi cati on 15 apparatus the user attribute
information of a user of the other comfditation apparatus fromthe other
comuni cati on appar atus when any of said commrunication apparatus; and
sendi ng by any of said conmunication apparatus 20 said user attribute

I nformati on of the user of said other _communication apparatus to said
managenent apparatus. 2. The comuni cSEPSMSnet hod as set forth in claim 1,
wherein said user attribute information contains at 25 | east _identification
i nformation of sald usBreemrunigatédan-mgphodpyhezedn 3 pduraddd¥uidfy user.
3. The communication nmethod as set forth in claim 1, wherein any of said
communi cat i crorappaieatiost apparstildessandep manpgpnedti apPAFAtYS recei ved

from sai d other conmunication apparatus in said user information nodule
communicate via a communications network, comprising the

5 steps of:
holding by said communication apparatus a user
information module including user attribute information
indicating an attribute of a user of the communication
apparatus;

10 sending by said communication apparatus said
user attribute information of the user of that
communication apparatus to other of said communication
apparatus,

receiving and holding by said communication

15 apparatus the user attribute information of a user of the
other communication apparatus from the other
communication apparatus when any of said communication

apparatus; and
sending by any of said communication apparatus
20 said user attribute information of the user of said other
communication apparatus to said management apparatus.
2. The communication method as set forth in claim
1, wherein
said user attribute information contains at

25 least identification information of said user information



of the user of the communication apparatus. 4. The communi cation nethod as
set forth in claim 1, wherein 10 said managenent apparatus obtains an
attribute of conmunication perforned via said conmuni cati ons network
based on said user attribute information received fromany of said

communi cati on apparatus. 5. The conmunication nethod as set forth in claim
15 4, wherein the attribute of communitat4on is the contents of a
transaction performed between users of a plurality of comrunication
apparatuses |inked by communication via said comruni cations network. 20 6.
The comruni cation nmethod as set fqQrth in claim 4, wherein the attribute of
connunicatidﬁ°¢%1%.ﬁfoﬁp°°FB?ﬂEﬂn§§ngsBF§rof a plurality of said

communi cati on apparatuses |inked by communjcation via said 25 )
communi cat i ons nedwor kThe Ssmm?Pl¢ﬁ¥1€Bnﬁﬁﬁh8§tP&nsﬁﬁtﬁ86t551§bF¥ﬁﬁﬂr1in
claim 4, wherein the managenent apparatus figures out a | og of
communi cat i ohs weefeimed by said users through said 5 communications |ine

based on the attribute of
any of said communication apparatus stores said

5 user attribute information received from said other
communication apparatus in said user information module
of the user of the communication apparatus.

4. The communication method as set forth in claim
1, wherein
10 said management apparatus obtains an attribute
of communication performed via said communications
network based on said user attribute information received
from any of said communication apparatus.
5. The communication method as set forth in claim
15 4, wherein
the attribute of communication is the contents
of a transaction performed between users of a plurality
of communication apparatuses linked by communication via
said communications network.
20 6. The communication method as set forth in claim
4, wherein
the attribute of communication is a group
formed by users of a plurality of said communication
apparatuses linked by communication via said

25 communications network.



comuni cation. 8. The communi cation nethod as set forth in claim 3,
wherei n when the user of that any conmunication 10 apparatus and the user
of the other comruni cation apparatus comuni cate concerning a transaction,
any of said conmunication apparatus stores transaction contents

i nformation indicating the contents of the transaction in said user

i nf ormati on modul e and sends said transaion 15 contents information to
sai d managenent apparatus. 9. The conmuni cation nmethod as set forth in
claim 8, wherein said nanagenent apparatus performs processing concerning
settl enent based on sa|d transactiogﬁconte s, 20 informatio

. 1Q._.Th
conmmuni cati on nef hod haesEPMPBPifatiop upkhod ag, sek fo3 anj%lféwle

i nformati on nodul e contains: said user attribute information, user

i dentificatidn ¥YB®EPHAtion, - 54 transaction contents information

i ndicating the contents of a transaction by said conmmuni catiqgn perforned
with the other user, ahﬂesﬂﬁﬂaﬁg@ﬁnﬁtPPPBEP%“PnFéEHEPPoH“&fatﬁ?ﬁnﬂﬁ of

communications performed by said users through said
5 communications line based on the attribute of
communication.
8. The communication method as set forth in claim
3, wherein
when the user of that any communication
10 apparatus and the user of the other communication
apparatus communicate concerning a transaction, any of
said communication apparatus stores transaction contents
information indicating the contents of the transaction in
said user information module and sends said transaction
15 contents information to said management apparatus.
9. The communication method as set forth in claim
8, wherein
said management apparatus performs processing
concerning settlement based on said traﬁsaction contents
20 information.
10. The communication method as set forth in claim
1, wherein
said user information module contains:
said user attribute information,

25 user identification information,



5 the other conmunication apparatus conmmuni cated with. 11. The

comuni cation nethod as set forth in claim 2, wherein said user

i nformati on nodul e identification information is issued by said user or
sai d managenent 10 apparatus. 12. The comruni cation nmethod as set forth in
claim 2, wherein said user attribute information further 15 contains:

i mge information on said user and profi4 e information of said user. 13.
The conmuni cation nmethod as set forth in claim 1, wherein at |east a part
of the information stored in 20 said user information nodul e is encoded by
public key information of said managenent a arat and sai enent
appar at us decodes sai d* Eﬁﬁﬁﬂ881°PnF83ﬁﬁPF8n B§°E§P Q°§e&Pgﬁqﬁ Wqﬁ Srati on
corresponding to said public key information. 25 14. The conmuni cati

met hod as setontpntsiaf ci‘aFﬁ‘FnsﬁSt’-Sn RHcreid grERuRicaticon,per ryﬁr’ﬂ\ﬁdges a

service froma first comrunication apparatus to a second comruni cati on
with the other user, and

said user attribute information of the user of
5 the other communication apparatus communicated with.
11. The communication method as set forth in claim
2, wherein
said user information module identification
information is issued by said user or said management
10 apparatus.
12. The communication method as set forth in claim
2, wherein
said user attribute information further
contains:
15 image information on said user and
profile information of said user.
13. The communication method as set forth in claim
1, wherein
at least a part of the information stored in
20 said user information module is encoded by public key
information of said management apparatus; and
said management apparatus decodes said encoded
information by using secret key information corresponding
to said public key information.

25 14. The communication method as set forth in claim



apparatus of a second user via said communications 5 network, electronic
nmoney information or voucher information is transferred between said first
comuni cation apparatus and said second conmuni cation apparatus via said
comuni cations network to have said first user pay for said service to
sai d second user. 10 15. The communication method as set forth in claim
14, wherein said first communication appdr at us stores said user attribute
information received fromsaid second comunication apparatus in said user
information nmodule 15 of said first user. 16. A comunication system where
a plurality of communication apparatuses and a management apparatus
comuni cat e i 2¥keX®Huni cati ons network, wherein said conmuni cation
apparatus holds a user 20 information nodul e containing user attribute
information indicatirghem atfirsttuser nrovidess at RET¥IFRUATOR iFon
apparatus, any of said conmmunication apparatus comunicating wth another
communi cat i diiappacemsnieatitogSappadatuer tat ar epgeadi gpEMRRLCeTIOM t he
user of the - 56 5 10 15
apparatus of a second user via said communications
5 network, electronic money information or voucher
information is transferred between said first
communication apparatus and said second communication
apparatus via said communications network to have said
first user pay for said service to said second user.
10 15. The communication method as set forth in claim
14, wherein
said first communication apparatus stores said
user attribute information received from said second
communication apparatus in said user information module
15 of said first user.

16. A communication system where a plurality of
communication apparatuses and a management apparatus
communicate via a communications network, wherein

said communication apparatus holds a user
20 information module containing user attribute information
indicating an attribute of a user of the communication
apparatus,
any of said communication apparatus

communicating with another communication apparatus sends

25 said user attribute information of the user of the



communi cati on apparatus to said other conmmuni cation apparatus and hol ds by
receiving the user attribute information of the user of the other
comuni cation apparatus fromthe other comuni cation apparatus, and any of
said communi cation apparatus sends said held user attribute information of
the user of said other communication apparatus to said nmanagenent
apparatus. 17. The communi cation system®® set forth in claim 16, wherein
said user attribute information contains at |east identification
i nformati on of said user information nodule of a correspondi ng user. 18.
The conmmuni cation systemas set forth in claim 16, wherein said any
conmmuni cat i crPrppRieationt apparatng tosepidt ethpyt coPMUSLPRTIOR r ecei ved
from said other conmunication apparatus in said user information nodule
of the user appaxgtes snddhebdaubycuereavipgatheuysergattwdbyderuni cation
systemas set forth in claim?20 16, wherein said nmanagenent apparatus
obt ai ns an atrnfoimationfofobhanusari ofi pbhef othed wommuaidatdwmuni cations
net wor k based on said user attribute information received fromany of said
communi cat i cippreatds UBromStREe. othercoommundeatdons apparataussetanidrth in
claim- 57
5 any of said communication apparatus sends said
held user attribute information of the user of said other
communication apparatus to said management apparatus.
17. The communication system as set forth in claim
16, wherein
10 said user attribute information contains at
least identification information of said user information
module of a corresponding user.
18. The communication system as set forth in claim
16, wherein
15 said any communication apparatus stores said
user attribute information received from said otherx
communication apparatus in said user information module
of the user of any of said communication apparatus.
19. The communication system as set forth in claim
20 16, wherein
said management apparatus obtains an attribute
of communication performed via said communications
network based on said user attribute information received

from any of said communication apparatus.

25 20. The communication system as set forth in claim



19, wherein said conmunication attribute is content of a transaction
performed between users of a plurality of comunication apparatuses
connected by comruni cation via 5 said communications network. 21. The
comuni cation systemas set forth in claim 19, wherein said comrunication
attribute is a group fornmed by users of a plurality of conmmunication
appar at uses 10 connected by comuni cati ot via said communications network.
22. A comuni cation apparatus for comrunicating wth other conmunication
apparatuses and a nanagenment apparatus via a communications network
conprising: 15 a storage neans; a comunication interface; and a control
means, wher et$r suherei rage means storing a user information nodule
containing user attribute information indicating 20Q an attrlbute of a user
of the communication a%ﬁb?a?ﬁ@mugﬁFthﬁﬁnﬁﬁFEéPPﬁﬁ it EPpLeRt

comuni cating with "another comruni cati on apparatus, based_ogn control from
sai d cont rol tyansactiendpagfemned betwaens HEaKS of nRoPHHERIH W0 9%ai d ot her

conmmuni cati on apparatus and 25 receiving said user attribute infornmation of
a user of - &@nmunication apparatuses connected by communication via

5 said communications network.
21. The communication system as set forth in claim
19, wherein
said communication attribute is a group formed
by users of a plurality of communication apparatuses
10 connected by communication via said communications
network.

22. A communication apparatus for communicating
with other communication apparatuses and a management
apparatus via a communications network comprising:

15 a storage means;
a communication interface; and
a control means, wherein
said storage means storing a user information
module containing user attribute information indicating
20 an attribute of a user of the communication apparatus,
said communication interface, when communicating with
another communication apparatus, based on control from
said control means, sending said user attribute
information to said other communication apparatus and

25 receiving said user attribute information of a user of



t he other communi cation apparatus fromthe other conmunication apparatus,
said control nmeans witing said received user attribute information in
said storage neans, and 5 said communication interface sending said
received user attribute information which said control neans read from
said storage neans. 23. The communi cation apparatus as set forth in claim

22, wherein 10 said user attribute i nforifht1 on contains at
identification informati on of said user infornmati on nodul e

| east
of the

correspondi ng user. 24. The comruni cation apparatus as set forth in claim
22, wherein %g?ang of said cp ni cation agﬁargtus ores.said user
n¥ h &r

oh FeERrILE2Fieh SEPAFS

attribute

TeBmrtiRi €X®8n apparatus in

said user informatjon nodule of a user of any of the conmunication

appar at us. ZPMMERICILHR | BPREAYPpar atus as set forth in

20 claim 22,

wherein said user information nodule contains: said user attrjbute
i nformation; user iden$?idcaPpbROL PORRAL FERELNG §ALdc FPERLIVERt &5

i nformation indicating 25 contents of a transaction by said

conmuni cati on

performed - sgocribute information in said storage means, and

5 said communication interface sending said

received user attribute information which said control

means read from said storage means.

23. The communication apparatus as set forth in

claim 22, wherein

10 said user attribute information contains at

least identification information of said user information

module of the corresponding user.

24, The communication apparatus as set forth in

claim 22, wherein

15 any of said communication apparatus stores said

user attribute information received from said other

communication apparatus in said user information module

of a user of any of the communication apparatus.

25. The communication apparatus as set forth in

20 claim 22, wherein

said user information module contains:

said user attribute information:;

user identification information:;

transaction content information indicating

25 contents of a transaction by said communication

performed



wi th other users; and said user attribute information of a user of said
ot her conmuni cati on apparatus conmmuni cated with. 26. The comruni cati on
apparatus as set forth in 5 claim 23, wherein said user information nodul e
identification information is issued by said user or said nmanagenent
apparatus. 27. The conmuni cation apparatus as set forth in 10 claim 23,
wherein said user attribute informati on ¥Urther contains: inmage informtion
on said user; and profile information of said user. 15 28. A nanagenent
appar at us managi ng comruni cation perfornmed by a plurality of communi cation
apparatuses through a conmuni cations network, conprising: a comunication
interface fdfitRcRERPRGUSPFBM &"dcommuni cation apparatus, user attribute
information 20 indicating an attribute of a user of another conmunication
appar at us obtai ned by sald esernuattuibuhe apfarmatiopyofomnifedafon
bet ween said communi cati on apparatus and the other comunication
appar at us; Satdregeencepmminicationngrparatnsceppmyngsated wishrj put e
i nformation; and - 60

26. The communication apparatus as set forth in

5 claim 23, wherein
said user information module identification
information is issued by said user or said management
apparatus.
27. The communication apparatus as set forth in

10 claim 23, wherein

said user attribute information further
contains:

image information on said user; and

profile information of said user.

15 28. A management apparatus managing communication
performed by a plurality of communication apparatuses
through a communications network, comprising:

a communication interface for receiving, from a
communication apparatus, user attribute information

20 indicating an attribute of a user of another
communication apparatus obtained by said communication
apparatus by communication between said communication
apparatus and the other communication apparatus;

a storage means for storing said received user

25 attribute information; and



a processing neans for nmanaging an attribute of conmunication perforned
between said plurality of comrunication apparatuses based on the user
attribute information stored in said storage neans. 5 29. The nanagenent
apparatus as set forth in claim 28, wherein said user attribute
informati on contains at |east identification information of said user
informati on nodul e of the correspondim@Qser. 10 30. The nanagenent
apparatus as set forth in claim 28, wherein said processi nhg nmeans nanages
contents of a transaction perfornmed between users of a plurality of
conmuni cat i on apparatuses connected by conmunication via 15 said
conmuni cat i ons net wor k& BH?CQﬂﬁlﬂihﬁgéﬁﬁnf°§ﬁ5&?§9ﬁ§ga§nséFtF&gPﬁq R%cl ai m
281 wherein said processing nmeans nmanages a group formed by users of a
plurality ofcommumicntien aperfprmredubetweencaahdcPirpyi&s¥nefini cation via
sai d comuni cations network. 32. The nmanagenent apparatus as set forth in
claim 28, wtmmsinmicationrappasahysesadbasednagetha hggroattzibudenuni cation
whi ch said user perforned via said - 61
information stored in said storage means.
5 29. The management apparatus as set forth in claim
28, wherein
said user attribute information contains at
least identification information of said user information
module of the corresponding user.
10 30. The management apparatus as set forth in claim
28, wherein
said processing means manages contents of a
transaction performed between users of a plurality of
communication apparatuses connected by communication via
15 said communications network.
31. The management apparatus as set forth in claim
28, wherein
said processing means manages a group formed by
users of a plurality of communication apparatuses
20 connected by communication via said communications
network.
32. The management apparatus as set forth in claim
28, wherein

said processing means manages a log of

25 communication which said user performed via said



comuni cati ons network by using said comruni cati on apparatus based on said
communi cation attribute. 33. A storage nediumstoring a user information
nodul e used by a communi cation apparatus communicating 5 with anot her
comuni cati on apparatus via a conmuni cations network, wherein said user
i nformati on nodul e includes: identification information for identifying
the wuser information nodule; 10 attri-bufile i nformati on indicating an
attribute of a user; identification information for identifying a user;
transaction content information indicating 15 contents of a transaction
performed with a user of said other communication apparatus; and user
attribute i rfonmnieatieng pakvork by usipghspidoRATMPRACAEACRppar at us
communi cated with. 34. The storage nediumas set forth in claim33, 20
wher ei n sai cerpagatus bapsed onfsahdt conmpnicatden atgugbuitsfor mati on on
said user; and profile information of said user. 35. The storage nedi um as
set forth in clai3333,A £tonwhge ahediuf?2storing a user information
module used by a communication apparatus communicating
5 with another communication apparatus via a communications
network, wherein
said user information module includes:
identification information for identifying the
user information module;
10 attribute information indicating an attribute
of a user;
identification information for identifying a
user;
transaction content information indicating
15 contents of a transaction performed with a user of said
other communication apparatus; and
user attribute information of a user of said
other communication apparatus communicated with.
34. The storage medium as set forth in claim 33,
20 wherein
said user attribute information includes:
image information on said user; and
profile information of said user.

35. The storage medium as set forth in claim 33,

25 wherein



at least a part of information stored in said wuser information nodule is
encoded by public key information of a manager of said user information
nodul e. 36. A user information nodule used by a 5 communi cati on appar at us
comuni cating with another comruni cation apparatus via a conmuni cations
network which includes: identification information for identifying the
user information nodule, 10 attribute 1ff%rhation I ndicating an attribute
of a user, identification information for indicating a user, transaction
content information indicating a 15 content of a transaction perforned
with a user of said other copmunication apparat and said.user .aftribute
SEonth

i nformation of the useftofe28%i @ BRR&r ﬂfﬂﬁgggﬁ shexes 48 & ni cat ed

with. 37. The user _inforpation npdule as set forth jn. 20 claim 36, wherein
sai d user at¥seputrforpatierivadphe dgcencodpdybyi REBLAS: X6¥ on said user:
and profile information of said user. 38. The user information npdul e as
set forth irinformation3ef ahmanager @f said user information module.

36. A user information module used by a
5 communication apparatus communicating with another
communication apparatus via a communications network
which includes:
identification information for identifying the
user information module,
10 attribute information indicating an attribute
of a user,
identification information for indicating a
user,
transaction content information indicating a
15 content of a transaction performed with a user of said
other communication apparatus, and
said user attribute information of the user of
said other communication apparatus communicated with.
37. The user information module as set forth in
20 claim 36, wherein
said user attribute information includes:
image information on said user; and
profile information of said user.
38. The user information module as set forth in

25 claim 36, wherein



at least a part of information stored in said user information nodule is
engo;:led by public key information of a manager of said user information
nodul e.

at least a part of information stored in said
user information module is encoded by public key

information of a manager of said user information module.



