V1-11,Jkl 11 SMART CH P AND METHOD FOR SMART CHI P DATA COWLUNI CATI ONS The
‘present application clains the priority of a Chinese Patent Application No.

201010292298. X entitled "SMART CH P AND METHOD FOR SMA I 5
“COVMUNI CATI ONS" and filed to the State Intellectual Pr H"[Humwlmmgme of the
Peopl e's Republic of China on Septenber 26, 2010, which'i's_hereby

i ncorporated by reference in its entirety. _ 10The present” {fention

rel at es t oSSMART €3 AND METHODfFOGRSBMART CHIRDA PAICOMMENICATIONS snar t

chip and a nmethod for smart card data communi cations. BACKGROUND OF THE
| NVENTION Currently in the smart card industry, one smart card usually
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corresponding to a communi cation interface, and thus the Smart card
i ncl udé’i®eWeo or nore conmunication interfaces. For exanple, one

communi cation interface takes charge of comunicating wt t
cards, and anot her conmmunication interface takes charge (Hlm Iﬂmﬂﬁﬁl no
wi th t FEELRIOR THE INVENTION eader. As a result, the existing da

communi cation node of single-chip and si ntgl e- comuni (jdt"i’ﬁ'h"'i‘fﬁ”@?’f»aee—cannot
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coordi nate the processing of simnultaneou ransmtting and receiving data
by multiple interfaces, or coordinate the communication timngs of data
transm_ssions and receptions by nultiple interfaces. Thus, when perform ng

a databB _ ?Tpé%‘fl?@rﬁ'r ﬁéNélrFé\_[ I0Nrd has to call a processi ng program
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terminal or card reader, i.e., the smart card performs a data exchange with the outside only
through this one communication interface 7816.

For a smart card that works by sifnultaneously using a plurality of smart chips, each

20  smart chip is corresponding to a communication interface, and thus the smart card includes
two or more communication interfaces. For example, one communication interface takes
charge of communicating with other smart cards, and another communication interface takes
charge of communicating with the terminal or card reader. As a result, the existing data
communiéati_on mode of single-chip and single-communication interface cannot meet the |

25  work demand of the smart card, and the smart card has to coordinate the works between
| multiple communication interfaces, e.g., coordinate the processing of simultaneously
transmitting and receiving data by multiple interfaces, or coordinate the communication
timings of data transmissions and receptions by multiple interfaces. Thus, when performing a

data communication, the smart card has to call a processing program corresponding to smart

30 chip for each type of the data, thereby increasing processing flows of the smart card data
communication, and wasting resources of the smart chips and processing time of the data

communication. It is clear that the current smart chip only has one communication interface,



which | eads to a poor comrunication extensibility of the smart chip.
SUWARY OF THE | NVENTI ON The enbodi nents of the present invention provide a
smart chip and a nmethod for smart 5chi2p data communications to inprove
‘resource utilization rate of the smart chip. The enbodi nents of the present
i nvention provide a smart chip, conprising: a first comuni cation
interface connected to a processing unit, configured to receive an

Appl i cadiignlemisgp apobr Gemmutichtion gxpEsibilityef e sorarcadnprand transnmitted by a
termnal and forward the APDU operation comand to the processing unit, and
receive a first processing 10result or a second processing result
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the processing unit, configured to process correspondingly upon determining the APDU

operation command 1is processing command for the smart chip, and transmit the first
processing result to the first communication interface, otherwise transmit the APDU
20  operation command to the second communication interface, receive the second processing
result forwarded by the second communication interface, and transmit the second processing
result to the first communication interface.
The embodiments of the present invention provide a method for smart chip data
communications, comprising:
25 receiving by a smart chip, via a first communication interface, an Application Protocol
Data Unit (APDU) operation command transmitted by a terminal;
processing correspondingly upon determining the APDU operation command is a
processing command for the smart chip, and returning a first processing result to the terminal
via the first communication interface; otherwise
30 transmitting via the second communication interface, the APDU operation command to a
smart card connected to the second communication interface, and returning via the first

communication interface, a second processing result returned via the second communication



smart card connected to the second comunication interface, and returning
via the first communi cation interface, a second processing result returned
via the second conmunication 3 interBace by the smart card to the

“term nal . In the enbodi ments of the present invention, the smart chip

i ncludes at |east two communi cation interfaces. The smart chip receives via
a first communication interface an APDU operation command transmtted by a
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BRIEF DESCRIPTION OF THE DRAWINGS
15 Fig. 1 is a flowchart of a smart chip data communication in an embodiment of the
present invention; |
Fig. 2 is a flowchart of a smart chip initialization in an embodiment of the present
invention;
Fig. 3 is a flowchart of a smart chip Protocol Parameter Selection (PPS) in an
20  embodiment of the present invention;
Fig. 4 is a working flowchart after a SimPartner is inserted into a cell phone in an
embodiment of the present invention;
Fig. 5 is a structure diagram of a smart chip in an embodiment of the present invention;
and
25 Fig. 6 is a structure diagram of a smart chip in another embodiment of the present

invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
The embodiment of the present invention provides a smart chip having two or more
30 communication interfaces, wherein the smart chip communicates data with a terminal through
a first communication interface, and communicates data with a smart éard through a second

communication interface.



DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS The enbodi nent of the

' ‘present invention provides a smart chip having two or nore 30 communi cation

interfaces, wherein the smart chip coamuni cates data with a term nal
-through a first comunication interface, and communi cates data with a smart
“card through a second comuni cation interface. 4 Herein the smart chip
i ncl udes one, two or nore second communi cation interfaces, i.e., the smart
chip may [Hereianhesahad chip incledestome, two obmereddaetd somniinicatiadsinterfacedi.eh, the
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one, tldsnaty Madales 61dR (Sumersli Sehsroberolientityr Medale (HM)p1BcMaltt dedige
arrart : . . . . : ot _ .
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to the.staﬁdzﬁrd protocol of the smart card comuni cation, the smart chip
recei vEWARALXOHSRHENEYSER command via the first conmmunication interface.
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processi ng conmand %or the smart chip; if yes, performng step 103,
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Step 101: the smart chip receives, via the first communication interface, an Application

Protocol Data Unit (APDU) operation command transmitted by a terminal.
According to the standard protocol of the smart card communication, the smart chip
receives the APDU operatioh co.mmand via the first communication interface.
25 Step 102: judging whether the received APDU operation command is a processing
command for the smart chip; if yes, performing step 103, otherwise performing step 104.
_ The smart chip stores all processible APDU operation commands, and immediately
scans the stored processible APDU operation commands when receiving an APDU operation
command. In the case that the received APDU operation command is found in the stored
30  processible APDU operation commands, step 103 is performed, otherwise step 104 is
performed.

Step 103: the smart chip processes correspondingly, and returns a first processing result



30 processi ble APDU operation comuands, step 103 is perfornmed, otherw se
step 104 is perforned. Step 103: the smart chip processes correspondi ngly,
and returns a first processing result5 5 to the termnal via the first
-comuni cation interface. Then the flow is ended. The recei ved APDU
operation conmand is a processing conmand for the smart chip. Thus the
first processing result is obtained by processing correspondingly, and then
r et ur nexthe dertringal tvér thie fiadt comnfunivation intefadat Ehenaherfiow daérided. pr ocess. 5Her ei n,
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Thesrecel SRR 5T dr RseFORE Coen Bt NGRS b BaBF RREORRAHRE FOfed he
smart el -wdrls iMt8tanCABBU debpdnl€ cSiBahd CRER, e APDNRELHchst Qoldd@ndMié card
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t r ans mivtitchdrelged ngatgayarde ared writfent he refwened thithe itermieal ntec fisght e data
corresggnq%imqgatsf&?rt cards via a plurality of second 15 conmunication

i nterfaces, respe Pt y, a judgnment is nade according to a channel nunber
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conmmuni cation interface, and then the APDU operation comuand is transmtted
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second communi cation interface. After receiving APDU operation comand,
the snEPRMEBICtY} Btatcesthe AL opratioycompynd iy ansinited tethssmapr@ekdti ng
resul t 4.a el d j Vi 0 : i cond
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obt ai ned the.smart chip executes the APDU operati on, command, whil e
the s e&‘}n‘g{)bﬂ operation commancli,pso_ as to deterrmfxlle conesponﬁﬁlg second commumc!:atlon

interface, and then the APDU operation command is transmitted via the determined second
communication interface to the smart card connected to the second communication interface.

Step 105: the smart card having received the APDU operation command processes

20  correspondingly, and returns a second processing result to the smart chip via corresponding
second communication interface. _

After receiving APDU operation command, the smart card processes correspondingly to
obtain the second processing result, and returns the second processing result via
corresponding second communication interface to the smart chip.

25 It can be seen that in the embodiment of the present invention, the first processing result
is obtained after the smart chip executes the APDU operation command, while the second
processing result is obtained after the smart card performs the APDU operation command.

Step 106: the smart chip returns the received second processing result to the terminal via
the first communication interface. Then the flow is ended.

30 When the first communication interface is a communication interface 7816, the second
processing result may be returned via the communication interface 7816 to the terminal

according to the rules of ISO7816-3. Then the flow is ended.

correspondi ng‘f'y, and



processing result is obtained after the smart card perfornms the APDU

oper ati on conmand. Step 106: the smart chip returns the received second
processing result to the termnal viaéthe first comunication interface.
‘Then the flow is ended. 30When the first conmunication interface is a
comuni cation interface 7816, the second processing result may be returned
via the communi cation interface 7816 to the term nal according to the rules
of | S07816WBen fhedirst cranthhmivatics iatedfade is HUSB cotfraunitdtnf intesface ahersevoadt i on

interface is a USB co ni cation int ce, the second processing result
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the second,co ni.cation.jnterface in .step 104. Thus, the smart card
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second processing result includes one or nore kinds of status words in the
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not onlytatihetepelios] s@hs tdobtaial the séondl PasdesIMErSHRI Herel tHe sEOMEVRbcesyiign t he
smart chipis initially powered on, there is a process of determ ning the
wor Ki ngesgl?a%}ldqs Qne onogs Kindp of Sty Wemspmptéﬁffgﬁw IESRARES COmmAA B¥ i on,
there | b ni-tial i ion process as illustrated in Fig. 2, 20conpri sing:
Step ZBW?R%%%%{M%%{% perforns a power-on self test (POST), and

i nitsi al i z@uringahe proeetsasfdhaxman rtipedatlh ceramunivated, ithe st ehipaes been in ier ei n,
t he chi M?rd re, the first com’runi.c%gi on.interface. and the,  second
commun P! SYPTKIRE state @pd 4t ean b dstemingdythabtheys P is prongsted {0 BRti Py udges
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ot herwi se perform ng step .
powered on, there is a process of determining the working state, i.e., before the smart chip

performs a data communication, there is an initialization process as illustrated in Fig. 2,
20  comprising: :
Step 201: the smart chip performs a power-on self test (POST), and initializes the chip
hardware and each communication interface. '
Herein, the chip hardware, the first communication interface and the second
communication interface are initialized.
25 Step 202: the smart chip judges whether it is connected to the smart card; if yes,
performing step 203, otherwise performing step 204.
Herein, there are several methods to determine whether the smart chip is connected to
the smart card, wherein the first method includes: . _
The smart chip reads the setting information in the storage unit, and determines that the
30  smart chip is connected to the smart card when the setting information contains a mark of
connection to the smart card, otherwise determines that no smart card is connected to the

smart chip.



.Herein, there are several nethods to determ ne whether the smart chip is
connected to the smart card, wherein the first nethod includes: The smart
chip reads the setting information in7the storage unit, and determ nes that
‘'the 30 smart chip is connected to the smart card when the setting
information contains a mark of connection to the smart card, -otherw se
determ nes that no smart card is connected to the smart chip. 7
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met hod in step 202, the smart card orderly transmts reset signaf(s
conf esp’(fmdmaﬁ@nsorhrﬂue coad vird eanmlactsé ctonthec sarondi atmamcdtioheitertaee, andl

recei ves re et. o] tion returned each. smart card, therehy obtaining
the r egrgrt‘ W@‘F %%P(??m@é‘&?a %l‘?te%é“redaﬁ FBNRESFI Yo et s phai OIHQF%“ d%ttg? ni nes
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second nethod in step 202, the smart card directly obtains the nonitored
reset inf Jﬁﬁmﬁ&ﬁhcmp hes bherdetemeinedray beluarcdsnected to at l¢ast phe swat edidrémt  of

t he pres i nventi fter.all the.reset on i.s recejved
reset |ﬁln ?ﬁatre o 5‘?01?}?28% ArspresRapdine; Sémﬁ gjmlst Ph‘&“{eﬂ TRe®S r?ﬁcﬁﬁ‘ﬁ at
ongoti B@nmluﬁlchﬂ‘l@l Bdrfacs.t Wi e Rhaat dafddétérnfhdsaB the smart chip is connected to

at least one smart card through the first method in step 202, the smart card orderly transmits

reset signal(s) to cofresponding smart card via each second communication interface, and
receives reset information returned by each smart card, thereby obtaining the reset
information of each smart card.

25 When the smart card determines that the smart chip is connected to at least one smart
card through the second method in step 202, the smart card directly obtains the monitored
reset information of each of the smart cards.

In the embodiment of the present invention, after all the reset information is received,
the reset information of these smart cards is transmitted to the terminal at one time via the

30  first communication interface.

Of course, after the smart chip transmits the reset information of the smart cards to the

terminal, the flags of related variables shall be set, and then the initialization process of the



O course, after the smart chip transmts the reset information of the
smart cards to the termnal, the flags of related vari abl es shall be set,
and then the initialization process oB the 8 smart chip is ended.

*Step 204: the smart chip transmts reset information of itself to the
termnal via the first comunication interface. The smart chip has been
determ ned as being not connected to the smart card. Thus, the 5 reset

i nf or meinkARhipfis tdedsmart chip is transmitted via the first communication
interface to the termnal, and the flags of related variables are set. Thus
the initial'fRa4% & PRyt ekip tpnsmiteresstpformption phitsside dhe terminghyig thmitshe
above i uﬂlclaﬁ(g{fn@é}f grocess of the smart chip, the working state of the
smart chi p has bee eterm ned, and whether the smart chip is connected to
a smart cadrhet mrtad}smhasﬂﬂaedelb&nmnnéds belageee connetted beths marakt cabd. Thasphert s

the rate Praotocol Paraneter Sel|ection (,PPS PPS shal | be carried out
with t FSCHBFANAEPD ghthersHRrtGhR 1S taaaﬁlaltteﬁi Véi)éafar§feqoymwg&thn§nte§rﬁeeeﬁo theie

i ti altérﬁﬁ"ﬁa'l Qa'ﬂd@ﬁ@ﬁ@g%%f?@lafeh%aﬁﬁmést ar€ @étpTﬂﬁEdthQ‘?ﬁlﬁﬁlﬁzahbﬁ fRE& GaRTURLEAL i on,
a PPS shall be carried out. Referring t process 1 ncl udes:
St ep 30hipis treledmart chip j udges whether the PPS is supported; if yes,

perforns ethe PP rocess, .is.end |1y

D ter t he M 186 s RImAAETan pGase Gl Eb B Hlu; F SCBs Setrufl HEBEE | 5
recei vegip\ad vebie dét’eﬁﬁlhe&mh&ﬁ’ér' 188 sk &bl &CconnbctB®aNS shidft catdIgs SLErt
chip can performa PPS with the term na i.e., carry out step 302

ot her wiletermined: Haveever dithe sthattzhip suppettethapme P@@ecdtﬂammt@rﬁmmom(m‘i)ws is

por f or RS BELoRRirmee R b RICTERR R rhaBH o BuRthelt o B N IRG S S0

the snafitialBiion prdegSofetshRft dhip bisd GefREBicedhtd GohhRnRAR, CPPSshilf byes,
performs step 304, otherw se the PPS process is ended. The process of

j udgi n§aTiRe PHe Referangsiodie. 3 MiqPhSsprosesaéndedest o the smart card is consi stent
with step a forns a
PPS with esg(%ﬁ%lmﬂ%tgﬁ%{?ﬂﬁ%bﬁiﬁg%héﬁ?%er e? E%Es‘ﬁ)gé (ys]?%o Eertsf%gn%cfle r2 ate

t hes t btheRHSe the PPSIBodess Bredeed. Through t he above PPS process, the

comuni catjion rates between the termnal, the spart chip and the smart card
are set t(feenemaihy afer g smagchigy s intfializsd, if ane Fﬁ?ctﬁr?ed%bla?r@xf % recpiedhr esent

I nvent i fnne fRE coimuRicAt&SRteiRYe, 1emPRts RRHOSHES chif eh JAtLLPPY Wihahé ONS

can

terminal, 1.e., carry out step 302; otherwise when the received data is the APDU operation
command, the PPS is not supported, and the PPS process is ended.
20 Step 302: the smart chip performs a PPS with the terminal and set corresponding rate.

Step 303: the smart chip judges whether it is connected to the smart card; if yes,
performs step 304, otherwise the PPS process is ended.

The process of judging whether the smart chip is connected to the smart card is
consistent with step 202, and herein is omitted.

25 Step 304: the smart chip performs a PPS with each smart card connected thereto, and
sets corresponding rate, then the PPS process is ended.

Thfough the above PPS process, the communication rates between the terminal, the
smart chip and the smart card are set the same as each other. Of course, in the embodiment of
the present invention, the PPS process may be not performed, and data communications can

30  be directly carried out after the initialization.
The embodiment of the present invention is further detailedly described as follows with

reference to the drawings.



30be directly carried out after the initialization. The enbodi nent of
‘the present invention is further detailedly described as follows wth
reference to the drawings. 9 In phis enbodi ment, the smart chip is a
-SinPartner, the termnal is a cell phone, and the smart card is a U CC. The
SinmPartner is a special card conposed of upper and |ower two rows of chip
contacts, wherein contacts of the upper row are connected to the cell phone

and r esporsithisenfbodinidng thé Gha chipas s WimBhdier,aRe tdrienallad AcaDpvAB] 4Rl then
between the 5 SI MPARTNER and the cell phone, while contacts of the | ower

row ar 6maB et isedl e Cc bhe SinBargier iha Spjrcm card composA it pipeer #1d lower &vgnal
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The SI MPARTNER mal n ta ensuring the accuracy anﬂbr el abl i ty
of thetlm%iWARTNERfaedtlwrldﬂCtG\e data transm’ ssi on between the ceII phone and

the U CC, .intercepting e tru ns .0 for ssin and
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chip zZ8D168, which 1s an en anceé Mcro Contro 5[5)

outlet amdp mlge chlephmot dori wagecrestlting en thiat pvﬂ&Bhﬁﬂ theknésatis addedu@pan osilmdnye

ti t rts 7816 SCD port,
and ¢ ndSne HepaIREE et Rite Endoict o Bob RSB ARTV R BB S o o 20
i nterface Te SIMPAETNER ARl a0 &B@emnmﬂg thg aBARASCARIGrelifbiRfy dfther f ace

of the U CC. The data transm ssions and receptions at the two ports are
cont r obigad tepsfenand Higdars masgnission beyween tresesll phone had éhrmUHF@;emter@ptmg\e

pr esen%&écﬁ:n ?Fs&ruﬁtmns or}e ap 04 A?&%Rs%é a&8tt ut%nsmlttm%%i Epeﬁltai] t%n%%[)l&3

avi ng e su 0 e conmmun Faf8 °7816

ar es al ﬂ@taa@ﬂieidéﬂkphene dlaheUncche chip Z8D168 is mainly enpl oyed as the
25hardware carrier to describe the working flow. Referrin

the SI MPARFER embofizagat the) SIMPARTAER: B‘Ilrldwﬁ??o‘%?éﬂertlﬁés lemzth?é&c%hfﬁ’éct ed
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if yes,
data transmissions and receptions at the two ports are controlled by the chip Z8D168.

Of course, in the embodiment of the present invention, the SIMPARTNER is not just
limited to the chip Z8D168, and many chips having the support of double communication
interface 7816 are also applicable. Herein the chip Z8D168 is mainly employed as the

25  hardware carrier to describe the working flow. |

Referring to Fig. 4, the SIMPARTNER is inserted into the cell phone, the SCD port is
connected to the interface of the cell phone, and the SCC port is connected to the interface of
the UICC. That is to say that the SCD port is the first communication interface, and the SCC
port is the second communication interface. The detailed working flow includes:

30 Step 401: the SIMPARTNER is powered on to initialize the chip hardware, the SCD port
and the SCC port.

Step 402: the SIMPARTNER judges whether it is connected to the UICC; if yes,



10 performng step 403, otherwi se perform ng step 404. Herein, it is

j udged whet her the SCC port of the SIMPARTNER is connected to the interface
of the U CC Step 403: the SI MPARTNER obtai ns reset information of
‘the U CC via the SCC port, 5and transmts the reset information of the U CC
to the cell phone via the SCD port. Then the flow turns to step 405. O
course, the SIMPARTNER shall set the flags of related variables in this

st ep. perfoxﬁhﬁ@sté@élmtdll@er%hdb’%ﬂiﬁﬁﬁﬁgtsfepm@mts reset information of itself to
the cell phone via the Then the flow turns to step 405. 10In this

step, the %‘FTWAR'FNEW%‘}%WP“E%@%%%C PRE ¢ff thg SIMPARINER ds @amegfﬂdet@ the step

405: PWRARINER ¢ udges whether a PPS is supported; if yes, perform ng
step 43@6 ot herv‘\{{ge directly performng step 409. Step 406: the S| MPARTNER

per forns HtePsOi the SIMEAREINER hiwains aestt sfbrmeaionasthadilog wattlee SGJSSi(Ep 407:

t he_SI MPARTNER | \ th t dto th
pe‘f?orﬁvﬁga@%& tﬁegesebw 5 %é%ofé@:efslﬂcﬁorﬁn%e gfe:@bpﬁm Va the & %Ia.@onoﬁhewth@

Si NPAR'ﬁIy%HErtgg{eHgog PPS wi th the U CC and set corresponding rate, and
turns to step 40 Step 409: the SI MPARTNER receives an APDU
operati on Qﬁnumwedtmlséhﬂ’ml?ml\élﬂ{ khalltsetth? Glags Of rehatetlevaviables methBQempor t .

Step 404: the SIMPARTNER transmits reset information of itself to the cell phone via
the SCD port. Then the flow turns to step 405. '
10 In this step, the SIMPARTNER shall also set the flags of related variables
Step 405: the SIMPARTNER judges whether a PPS is supported; if yes, performing step
406, otherwise directly performing step 409.
Step 406: the SIMPARTNER performs a PPS with the cell phone and set corresponding
rate. ' '
15 Step 407: the SIMPARTNER judges whether it is connected to the UICC; if yes,
performing step 408, otherwise performing step 409.
Step 408: the SIMPARTNER performs a PPS with the UICC and set corresponding rate,
and turns to step 409. '
Step 409: the SIMPARTNER receives an APDU operation command transmitted by the
20  cell phone via the SCD port.
Step 410: the SIMPARTNER judges whether the received APDU operation command is
a processing command for the SIMPARTNER; if yes, performing step 411, otherwise
performing step 412.
Step 411: the SIMPARTNER processés correspondingly, and returns a ﬁrst processing
25  result to the cell phone via the SCD port. Then the flow returns to step 409 to continue to
perform the process of a next data communication. '
Step 412: the SIMPARTNER transmits via the SCC port the APDU operation command
to the UICC.
Step 413: the SIMPARTNER receives via the SCC port a second processing result
30  returned by the UICC.
That is, after receiving the APDU operation command, the UICC processes

correspondingly to obtain a second processing result, and returns the second processing result



Step 410: the SI MPARTNER j udges whet her the recei ved APDU operation command
‘is a processing command for the SI MPARTNER, if yes, perform ng step 411,

ot herwi se performng step 412. 115t ep 411: the SI MPARTNER processes
-correspondingly, and returns a first processing 25result to the cell phone
via the SCD port. Then the flow returns to step 409 to continue to perform
the process of a next data conmuni cati on. Step 412: the SI MPARTNER

t ransnité the\SIMAARTNIGEVRGRE STgo?DU oper ation conmand to the Ul CC.
Step 413: the S| MPARTNER receives via the SCC port a second processing

resul t 30 Yep di elhe YMPARTHERCreturns vichthe SGD partithe seeondinrpesgsing ecsnitmy
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processi ng resu rns econd “pro
SI MPARBMER oMinauridx€o>CC port. Step 414: the SI MPARTNER returns via the

SCD port the second processing result to the cell phone. Then the flow
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recei veEFE© ‘flﬁéh%_ opit; the,glMp. M&:&ﬁ?ﬁEﬁa‘?%ﬁsFﬁet APDk opgspsiprs sepmand
commandodAgetNRA Mot BahNd AR A1 Le b So! Bol NERFECHROTNOCT Biesddhe UIHCC
y [ e mrand and

processes 10 correspondi ng according to t operation c

t he0 datarr¢spondihglynadchelime cotlte AP é speratjon euirhand and Theedabaveotearhatie ment
is descri bgd bcy t aki ng. t he SI MPARTNER whi ch has two conmuni cati on -

i nt er f 32984 REOEHELEHEl-e, but the enbodiments of the present invention are

not 1im tefhet Bt GnbdMifent NEHEscABE HYPraRingMESAIPRRPNER! Libn RiSHfGces,
the 15 SI MPARTNER j udges that two or “nore Ul are connected to it during

t he i nicoinaiunicatioro mterdivesangn esamaplej bitcherembodinuhtseafcthe PrSentsingeddmi arel v,
and trantsniit& (i]ht% rrfse infcg}Errati ontof all _the U CCs .tct.the C§JI phta?e at
one tifiet BIFFhg Bt or Mg tHie PSS ™ Ph8" STOPARTERPEF I8! tEH2% th
each USGEPARTBEERS judgty/thastwiebt moldUSCCHl bfel dbintd&d #at AuBREMNinkaliz tbn, When
recei ving an APDU operation command and judging that it Ts not a processing

20 comAbiginsreset ifernsitigpAERERUIC ResusravrapiyNER tensnjitgdhe resecinfermation oft he
h i t.] \ t ti
command! S BECCL B el b CRUAS el QI orh IR bbs 0 SIAPREGRTR 1o

second ppfeessEPPE) withsdabl UITOSub&ssivélgds AWellC TESs, dGrifgtict dth dehiRication, In
t he aboye enbaodi ment, the SI MPARTNER performa PPS after being initialized.
O 2560 rEeetving arpPS D onsEatiqpt campands @nd ytdging tthe Brisoditng mrogsssinge

PY 86 eNbom AR Othe SIMPARTNER, HRFSIMPARTIGER' af e Bt dfly! 6" th8 ' RRuit?3 ©F
number in the APDU operation command, transmit the APDU operation command to
corresponding UICC for an execution, and obtain corresponding second processihg result.
The detailed process is omitted herein.

In the above embodiment, the SIMPARTNER perform a PPS after being initialized. Of

25  course, the PPS may be not carried out in the embodiment of the present invention, i.e., step
409 1s directly performed after step 403 or 404.

The above embodiment is exemplarily described by taking the smart chip as the
SIMPARTNER, the terminal as the cell phone, the smart card as the UICC, and the
SIMPARTNER carrier as the chip Z8D168, but the embodiments of the present invention .are

30 not limited thereto. Other smart chips, terminals or smart cards may also adopt the above
working process.

According to the process of the smart chip data communication, the concrete structure of



_The above enbodi nent is exenplarily described by taking the smart chip as
the SI MPARTNER, the term nal as the cell phone, the smart card as the U CC,
and the SI MPARTNER carrier as the chiy Z8D168, but the enbodi nents of the
"present invention are 30not limted thereto. O her smart chips, term nals
or smart cards may al so adopt the above working process. According to the
process of the smart chip data communi cation, the concrete structure of 12
t he cothlreampesybind gt chijhispllusratdd inFig. &t edthiding first bominnalcaddmteface r st
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by thec@rﬁpgmedcwr@c@wthfeq&mucbﬁe%oﬁ%ﬁﬂ@hnﬁ&%@ﬁaﬁteﬂ Ty"tﬁé Prdcebing Bt 300
pr ocessi ng uni t The processing unit is configured to process
P
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the firs comTunlc |orf|nter ransm

oper at asdhfopwandehelsdcond pecesi@idsutianbinproaéssiag uni3e0f ace, receive the second
processi ng result _forvvardedrﬁy t he second conmuni cation interface, and :
transnit tiHE REEBHASIHBC B SIHIBUFEsIA Pracesst pRTEsPorsHngly HPOR| deATOHNG rher f ace
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20The proces Ing unit urt r configured to rnitiralize ter being
power egrooessinghiepulhas diea fiest dohEnlinwamnammﬁam da0, otherwisee trhmnat HOARDA t he
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20 The processing unit 300 is further configured to initialize, after being powered on, chip
hardware, the first communication interface 100 and the second communication interface 200,
receive reset information of a smart card connected to each second communication interface
200 returned by the second communication interface 200 upon determining that the smart
chip is connected to the smart card, and transmit all the received reset information to the first

25  communication interface 100, otherwise transmit the reset information of the smart chip to
the first communication interface 100.

The second communication interface 200 is further configured to obtain the reset
information of the smart card connected to the second communicaﬁon interface 200, and
return the reset information to the processing unit.

30 The first communication interface 100 is further configured to transmit the received
reset information of all the smart cards to the terminal, or transmit the received reset

information of the smart chip to the terminal.



‘The second comuni cation interface 200 is further configured to obtain the
reset information of the smart card connected to the second comuni cation
interface 200, and return the reset i1 ormation to the processing unit.
*30The first conmunication interface 100 is further configured to transmt
the received reset information of all the smart cards to the termnal, or
transmt the received reset information of the smart chip to the term nal.
13 TheTher proessinggmitn3 G0 30firther danfiighed toakid gettiggl idforniame ined storage
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operation command and the data to the second communi cation interface. The

second swarhehipiis aeringpted ta tefseae 280 is further configured to transmt the
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smart processor. _I'n the enbodi ment of the” present invention, the smart
chi p migytherrpepgsingmait. Thp processingeunied¢his wohenenndiguiedrioitranemitdbedPBach of
whi ch i onnected t.o_t rocessing unit in the smart chip. -Referring to
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interface 3, respectively. In the case that interface 1 is connected to
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is,hdle, t chi ggp'g it iggg . . a0t e, 1, and
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vi a t h€PU, as FPGAorither 3tnattiprodebsif ace an APDU operation 30 command

transm tt«?d Lr omthe tergn' nal and determ ning that the APDU operation
command n the embodiment of the present invention, the smart chip may include one, two or

more second communication interfaces, each of which is connected to the processing unit in

the smart chip. Referring to Fig. 6, the smart chip includes not only the processing unit, but

25  also three second communication interfaces, i.e., interface 1, interface 2 and interf_ace 3,

respectively. In the case that interface 1 is connected to smart card 1, interface 2 is connected

to smart card 2, while interface 3 is idle, the smart chip communicates with smart card 1 via
interface 1, and communicates with smart card 2 via interface 2.

Therefore, when receiving via the first communication interface an APDU operation

30  command transmitted from the terminal and determining that the APDU operation command

is not a processing command for the smart chip, the processing unit of the smart chip judges

according to the channel number in the APDU operation command, so as to determine



I's not a processing conmmand for the smart chip, the processing unit of the
‘smart chip judges according to the channel nunber in the APDU operation
command, so as to determine 14 correspondi ng second comuni cation
-interface, and then transmts via the determ ned second conmuni cation

I nterface the APDU operation comand to a smart card connected to the
second communi cation interface. The smart card processes correspondi ngly,
and r etcorresponding seuodd pomaraiiatich intGtice, dnd thdietriso6te S5 the deteirhined secbhé
second conmuni cati on int%rface. 5Finally, the Efocessing unit returns the
second pRELEkatioR intedege: the ARIE Qreratiopadonymapd: ea smast cad sarfisciedttp ghe

interfaggnd comﬁ@{icﬁﬂmeﬁac@%@gﬁﬁg cglrg eérg&sgégaisb@%h%({hﬂ%, dnfl bl AP

operation conman e processing unit erm ne correspondi ng
second seomiuprocasing resubtt gy fhecprocassingt @it aeth2, seaond comnamidagod hsteARial
operation,.co nd to smart card 2 via interface 2. The 10 smart card 2
protes g?"&omgwﬁ%%w retymng thegefPRd pépcgg&msér Hbg?stFﬁE;mFle%‘élﬂﬁe fist  he
procesghmthuMatioy ifferkAter face 2. The processing unit returns the second
processing result to the termnal via the first comunication interface.
Duri ng t héorexamplei aetording po deedmnoél riumsbes nathe ARDY bperatiors ceminedd, thait , t he
pr ocessi ng unit gehermﬂnes ltlhﬁ%xf:i nterface 1 is connected {.0 s.mar#a card 1,
i nt er f BESESME REnAGRIUAcY shal pihe, corjaspenging secopd: cammpnigation. dnigriace 1§ o
after tdigface!NanPiACSHE the APDU opQhRbSorhBafd to BhAT BRI DORa RitersFBNL TRErd 1
via interface 1 and reset information of smart card 2 via interface 2

sud@es singgs| ¢ard gh@raqesses rdorrgspandinghy, sindetttyras et s¢aohdr pracdseing ofeswirdge ttheard 1
together with reﬁset .itnforgaa.' on of smart, card to the term nal 1vig t he
first BIRRTHETT iR it Hsee Pa e Processing Uit eflins e seropd R ceripaspaitiodiegs i n
t hi s emddial®nitthe FRe cHhRGBR S Dintiifake per f orns not 20only a PPS with the
termnal via the first communication interface, but also a PPS with smart

card 1 vi Pyringethe deidializaginn proqepsofthensmaarh phip darthis Zmbodimentethie auecessing n t he
enbodi Hﬁi?ﬁ&e%in%{ﬁm?&?e?ﬁ@é _]I_'iéq(\!o%%ét?(ﬁ] t(hstnt['aq‘t e .rlt in?et}fa%e bn¢ | é’n%%?te@ Eo érﬁ%? t two
comrmuni catiron 1 nterfaces. The snaft chip receives via“a FYTST°Contiunt cat i on
i nter f agd BrwiAROotepfaee atis adlecaferansgt, tHeaptsedsking Ainityobdaihe Fa¥etniaformatioe @sses
correspondi ngly .upon 25 determ ning the APDU operation comand is, a

proces §rinﬁrgf C?:rgnl’rrﬂﬁ dnterface landJgset Enfexﬁqla&oné)lﬁ gmart card 2 via interface 2 successively;

~ and transmits the obtained reset information of smart card 1 together with reset information
~of smart card 2 to the terminal via the first communication interface.

Similarly, during the PPS process in this embodiment, the processing unit performs not

20  only a PPS with the terminal via the first communication interface, but also a PPS with smart
card 1 via interface 1 and a PPS with smart card 2 via interface 2.

In the embodiments of the present invention, the smart chip includes at least two
communication interfaces. The smart chip receives via a first communication interface an
APDU operation command transmitted by a terminal, processes correspondingly upon

25  determining the APDU operaﬁon command is a processing command for the smart chip, and
retLims via the first communication interface a first processing result to the terminal,
otherwise, transmits via a second communication interface the APDU operation command to
a smart card connected to the second communication interface, and returns via the first
communication interface, a second processing result returned via the second communication

30 interface by the smart card to the terminal. Thus, one smart chip can communicate data with
the terminal and other smart cards, thereby improving resource utilization rate of the smart

chip. In addition, the smart chip does not need to perform a PPS with other smart chip(s),



returns via the first communication interface a first processing result to
‘the terminal, otherwise, transmits via a second communication interface the
APDU operation conmand to a smart carth connected to the second

-conmmuni cation interface, and returns via the first comrunication interface,
a second processing result returned via the second comuni cati on 30
interface by the smart card to the termnal. Thus, one smart chip can
conmuniwtadlesagat thewrbdestihg tiner ofi thaldatandnetiecatismand inacdmg thheffeddgncymybr ovi ng
resource tiIizati.on.ra%ie of the smart chip, In addition, .the smart chip
does ndie FEREPRYUPERYSY Rnge Bt llbtq‘fg’rdegﬁﬁq PT BAFEFERIUNIqASIORARTEHacESy o5
the pr i b : nall ! ) ¢ NG LCi ency
ot he T g L MR SRl CREE iR nfs bt
comunieg@hdaion titcesnfaaicasp by keseawinpiind fatiions petiendy bot avaylabls ogrtbasingrt

i nproved. anwhi l.e, . sane functi.ons may be extended. on the smart chip by
exeiut £ ERCCHTRUE (R Susriah 0 JuRy Sort Patioek AbIEF AT ey BRaliecbentpibror
exanpl gmalth&id tREdiz0 eahrdeHatty aRehiicaRdyment of the bank may be placed onto

the smart chip to realize the three-party authentication. Qobvi ously, a

per son skiObwdusly; atpessonrskilled mn thelagt cpnmiakgsyaohendesgesrrad mpeflificatians et o t he
present invention w.thout deviating fromthe spirjt _and scope of e

bt es enerisiyantgin Bt b e i SEEsBRa b e MR F B A s «o
the pressided th¥eMbicOthahgds! antl thédificitvRs $6 aRepréQaf idvestiAf RANPARheRe sdopems and

their equivalents, the present invention intends to cover those changes and
nmodPf i @hthegseompangedgipms|agd thety egEiyajemts, the present invention intends to cover those

changes and modifications. .



1.A smart chip for data comunication, characterized in conprising: a first
communi cation interface connected to a processing unit, configured to
recei ve an Application Protocol Data 14hit ( APDU) operati on conmand
‘transmtted by a termnal and forward the APDU operation comuand to the
processing unit, and receive a first processing result or a second
processing result transmtted by the processing unit and return the first
pr ocesWHATNSUAIMEDI$re second processing to the termnal; at |east one
second conmuni cation interface connected tqQ the processing unit, 10
configurkd to redeiRat ¢HR fonsals copuRuRIcalionceFAcHIZEd HhCIMRTSEE by t he
processi ng Ynihy ARhAGKYAIL tGAREOLAREER! 108 FREIRMG Lflitd c5ifked 360
connected t6 the second Communicati on Inter ace, an ecelve t second
processi ng re&sivetanr Appliqaddn Pyotbtd RBatalinit XRDEN dpératiovacaminasd smaomaited
processing tesult to the progessi nit; . and the processing.unit.

confi gur ed 0¥ %F%&%@JPB@@csﬁ?dr\ﬁg@%wnd@%mmﬁion S PRSI and

oper ati on CosRRd, iftstBp QRS Sl 6P B End Prodding Todult GiMishitdndythen
transmt the first processing result to the first Conmunication interface,
ot her wi se t pawsssing e arkPRitiroghe dirst gmocssmg rasult er tthe secend prboessmpautoi that i on
interface, receiye the second processing result forwarded by the second
comuni cat i §AT erface, and transmt the second processing result to the
first communi cat oRadtBhe5EBRE cordRrnithfors Meerface Bbihedd & tePMBodeSsifeg hdTt, 1.
wherein, the processing unit is further configured to initialize, after
beilfg power eonfigured b rechine diva AP DY loperfation comorand rirapamitted hynthergraesssiagd t he

second communi. cat,ion interf - receive reset, informati on of a, snmart card
connect ed _t8méaa@ﬂ fgg@%ﬁéﬁ%mi°<?§fai%8ﬂ_clomar"|dat e PPt CSCB?/“?W@_ tge%‘Snd
comuni cat i @gohd cembrAmeatiOw thtetfacd SArndrmetdivd1lie lsbind tphetesding fes@lhtdburngd by
connected to the smart card, and transmt all the received reset

i nf or mat i onthepmagecard prd forwprdihe eecendprocetsergiragidt todhepioggssimguninanid thet he
reset inforgpti.QF - I j (o) fi ' ' L Nty face;
the second or?ﬁ%%gglg?ll{’gﬁnﬁ%? 8@ ft(ggie&leis yr%?%oélrd {“?tcl?ﬁﬁ ? %gg@glngg{l%?‘rﬁ e
reset i nfor opératioh edminhel Sgprocessing caamand fedhd smirh ehip eadrbercoansiiii that i on
interface, and 30 return the reset infornmation.to the processing unit; and

the first cORhMPLATINGACTH: ©r thaclerst sompuniration dHerfessy atherwise remsmittthe he
recel ved reagy BLALAR {infild B'the LdiBnd BRhufREA hiferf08 1LAEVE HE becoRl
e of t chip to the

transmit the received reset informtion & smart 17"
term nal . 3prothssirgmsylt Girvprdad byrthié pepond comaiumicatiomirderéicn, artdheansmatctbe si ng
unit is further .configured.to he d settin i.nforrTFtion in a storage unit,
and determ ﬁ%COPﬂBfOCFWg‘%rﬁﬁPUOé ?ﬁrﬁtﬁo@WHﬂg’éﬁl%‘Hmf% %fe smart card when the

sebhing 3 infor mRE kRBrt eRPlRLATirE tBRIKmI1NAh6RYd, Ng there is a connection to
the smart card; or transmt a reset signal to each second communi cation
interface, #&redprdetssingiynit ishatthetheordigured tohinpialige, cdien deingdpaveerehensehapt card
when the re ety i_nf o¥ rer:at' on of the smart ¢ E{Cd re(iu ned b dt he secocrzlig

comuni cat i SATiter hac Ity PREMNLEORi FHFAYE SP set® oFme SRAMHE2¢R%ond
comuni cat i fledfiveLré@pR I&ef UfifohRatiGORE i DYhRe tad déhnkeredandeidne séoaet
signal transmtted by the processing unit to the smart card connected to

the second eonmuniceten dnterfaceretumed bindhe seeande comgumication ripterfaenh upeR ur ned
by 25 he smar 1'det(e\hq{lﬁ%ing that the smart chip is connected to the smart card, and transmit all the

received reset information to the first communication interface, otherwise transmit
the reset information of the smart chip to the first communication interface;
the second communication interface is further configured to obtain the reset
information of the smart card connected to the second communication interface, and
30 return the reset information to the processing unit; and the first communication
interface is further configured to transmit the received reset information of all the

smart cards to the terminal, or transmit the received reset information of the smart



4. The smart chip according to claim1, wherein, the first
communi cation interface is further configured to receive data transmtted
by 15the term nal and forward the dat&@ to the processing unit; the
“processing unit is further configured to transmt the APDU operation
command and the data to the second communication interface; and t he
second comuni cation interface is further configured to transmt the APDU
oper ati on cohipascheaathihie data to the smart card connected to the second
20conmuni cati on hterface 5. The smart chip according to any of clains 1
t

to 4, wherkein, W%@E@laﬁﬁorﬁ%ﬁoP@lm@rf"ﬁéﬁel%onf|gured to, when the smart
hi PR t I on
CI . SUPPOT i st S REST Gt LOMBLA €S PLALAEI RRRANS EluutBlaid on,

the smart chiddetsroionribattbe smarttcﬂnap ssraonne2ted ao dhis pmafi. caﬁd mbimhie ﬁﬁnng mar t
chig data co nications, char rized in conprising: ceivin y a smart

chi via aFPTAOR SORIRHScH MR “i1 fRINEhEre 157 FYICFol Foo eFﬁr’Eﬁrbg?ﬁi Pht a
Uni t  (APDU) yrometiahiredet GRAARRedch 3RS EREmBYicAtidreinfar Bk ; andl @éfé*ﬁﬁﬁé‘ﬂlat

correspondi ngly upon det'erm ning the APDU operation command 1s a
30pr ocessi nglecsmarar@hlpf or carinectsdrdo tthe lsimart eard wleanuthei reget anfarmgtioprofdbssi ng

It toth ,a t first comruni cati.o nt erface; erw se
[?Zﬁsm tt? i n&g?f& ﬁabcy ﬂjrﬁ.uf‘ﬁcf? ‘5 i GARHYE Lf’gclagrftaﬁee 1%@9“’86@?”3}?‘?&1 |
command 18 lte@etatlﬁﬁaréndcﬁ‘fed s&dndesdneluhifattdie iHEFRR i< FHMED EHAMARA to

i nterface, and returning via the first comnunication interface,~ a second
prdCessi ng fuwald thetreseheinal dranprittedc by dthe oproosssiogt wwh th nther $mare dayd t he

smart card E(S)nntea%d tt‘(zj‘rtr}?ensaelcond communlcatlon interface, and receive reset information
returned by the smart card.
4, The smart chip according to claim 1, wherein,
the first communication interface is further configured to receive data transmitted by
15 | the terminal and forward the data to the processing unit;
the processing unit is further conﬁgured to transmit the APDU operation command
and the data to the second communication interface; and
the second communication interface is further configured to transmit thé APDU
operation command and the data to the smart card connected to the second
20 communication interface.
5. The smart chip according to any of claims 1 to 4, wherein,
the processing unit is further configured to, when the smart chip supports the rate
PPS, perform a rate Protocol Parameter Selection (PPS) with the terminal , and
performs a rate PPS with each smart card if the smart chip is connected to the smart
25 card(s). _
6. A method for smart chip data communications, characterized in comprising:
receiving by a smart chip, via a first communication ihterface, an Application
Protocol Data Unit (APDU) operation command transmitted by a terminal;
processing correspondingiy upon determining the APDU operation command is a
30 processing command for the smart chip, and returning a first processing result to the
terminal via the first communication interface; otherwise

transmitting via a second communication interface, the APDU operation command



7. The method according to claim®6, wherein before receiving by the smart
5chip, via the first conmunication interface, the APDU operation command
transmtted by the termnal, the nmethtl further conprising: initializing by
‘the smart chip which has been powered on, chip hardware, the first

comuni cation interface and the second communication interface; judging by
the smart chip whether it is connected to a smart card; 10if yes, obtaining

vi a each secoadnepnaidicomidcred tothekédaé comatinidafib o imeifhiceN and redurniigawih card
connected to the second communi cation interface, and transmtting via the
first comuihcdiptlofommuaicptien alerfage e rseenidy BEPCEEig PloFstaPPdNVIR othEhe

terinal: OLBSHWcRhRARGA i bydnd Bfarl 14850 BRTMARGAL I on i nter face the

reset information o smart chi 0 e termn 8. The net hod
accordi ng 1.0 cl aiTilme 7methbé raecordingdigi clginb b, twieeranmesdforehiepeivingt hyethd smars

conpected to, a snmart, card conprising: reading mart chip, setting
i nf Or mat i on P> aV1d¢ &n"a EStuﬁPﬂm%??tlgﬁtHV .%Fn.gtg%/hép BII;eO@F?éIPP ﬁﬂ‘inBlaPé

connect ed tQrahilﬁitt_%ﬂ%&fthect@ﬁﬁinﬁ\ﬂ,‘%ﬁ&ﬁo@ﬁﬁﬁbﬁ&)mﬂﬁs‘ﬂ{. tion contains a mark
indicating there is a connection to the smart card;, or 20transmtting by

the smart chiipalizaing by dhe singr athipt whichclns eenpdwendnemi ahgt handwiare, éef Hce, and
determ ni ng that thf s}r{_grg‘fghi&) iS co nected.("gsagi t he %ma.rt card when the
reset infor TRPTBIIGHOY Hicriaes apd thesgeqnd GoRmumicafiofinteiBee, preset ti ne.

9. The net heeh ALy the Rfhakt @nfp Whdth& it MREARIRANSHRBrihANSM tting via the
second comunication interface, the APDU operation command to correspondi ng
254fmrt car df yeneobianingdid gaethegcond raommsymeption doteriace geset anfommeationr ff a

comm | QY AR o LSBT B R R o
cor respondi figstSevafithuiaatibnC HI@fAcSi 410 the received reset! nfdr&ikibh i thOth¥ i @rrhiRgl; second
comuni cation interface the APDU operation command 30and the data to
cor r espondi QH1eEse frapsapifing via the first communication interface the reset information of

the smart chip to the terminal.

15 8. The method according to claim 7, wherein judging by the smart chip
whether it is connected to a smart card comprising:
reading by the smart chip, setting information in a storage unit, and determining that
the smart chip is connected to the smart card when the setting information contains a
mark indicating there is a connection to the smart card; or _

20 transmitting by the smart chip, a reset signal to each second communication
interface, and determining that the smart chip is connected to the smart card when
the reset information of the smart card is received within a preset time.

9. The method according to claim 6, wherein before transmitting via the
second communication interface, the APDU operation command to corresponding

25 smart card, the method further comprising:
receiving via the first communication interface data transmitted by the terminal,
transmitting via the second communication interface the APDU operation command
to corresponding smart card comprising:

_ transmitting via the second communication interface the APDU operation command

30 and the data to corresponding smart card.

10. The method according to any of claims 6 to 9, wherein in the case that the

smart chip supports rate PPS, before receiving by the smart chip via the first



10. The nethod according to any of clainms 6 to 9, wherein in the case that
the smart chip supports rate PPS, before receiving by the smart chip via
the first 19 communication interfaceid he APDU operati on command
‘transmtted by the terminal, the nethod further conprising: performng a
rate PPS with the termnal by the smart chip; and performng a
rate PPS with each smart card by the smart chip when the smart chip 5is

connect ed t @omhfingdatioh imatfsbeShe APDU operation command transmitted by the terminal,
the method further comprising:
performing a rate PPS with the terminal by the smart chip; and
performing a rate PPS with each smart card by the smart chip when the smart chip

5 is connected to the smart card(s).



