;e3e\ @T Q ROOT- CAUSE APPROACH TO PROBLEM DI AGNCSI S | N DATA NETWORKS 5
TECHNI CAL FIELD The invention relates generally to nonitoring and nanagi )ﬁ‘é
conpl ex &g jja0ork environnents, and is particularly sudpetambn

anal yzi ng and I agnosi ng problens in an E-business system 10 BACKGROUND
ART Conponent integration and ot her design issues have received a t5

significant amount of a ti j r i , especially those used
for el ectronic busi nesshbéqMMﬁéwHﬁﬁw%ﬁ comuni cati ons network
referred to as the I nternedAGHOBISIN PATANERMIENKSeen created for enabling
busi ness-to-busi ness transactions, business-to-consuner transactions, and
consuner -t o-consuner transactions. Mich of the effort has been in the area
20 of integrati ON) so that a single systemincludes the backend dat abases
used in the JFEHNIGR-PEbBedure) the order fulfillnent capability, and the
paynment processing capability. Another area that has received considerable
attenti on is | oad bal es not act as a
"bottl eneck” for actlﬁh%éprﬁ%%%ﬁe%%t%?%@on gﬂgl e enbodi nent of
an E- busi nes§0@Higx dafp “?BV"é?%WF@“Pe@E?uﬁ%‘ﬁG?mG‘E Ay ‘§?%ﬁqrt§§@¥z‘%l tiple

| nt er net Ser and diafnavingdeodentd GBS E-HlBinedsXystend 14 to connect to the

| nt ernet 4o An access router 16 manages the connectivity to the |ISPs. At

| east one toad bal ancer 18 is responsible for receiving user requests via
the SPs and directing the 30 requests to one of the avail able web servers
20, 22 and 2PAGKEROINDABTsystem The web servers forward the inconing
requests to the appropriate E-business applications. The E-business

appli cati ons_execul e ol o) GHREGoPLA {ALIBSGEINB ok FLBHEEY L0 as

application servers 2 pr(g e security.
35 The appl i CHPiTigant aEoyRy e abentionin nehvosnsatlings Lsrec®lthese Usediofir es from whi ch
di f ferent applactratic businesa(E-besinets)t In thhglhbalfopatmumizationsaletvebek opt | m zat i on of

COnNect | oS toa) @3e bR erddiesHhveBdo?heatatdsiguhl T esul ts from
dat abase quely, e TRRAYSAEN g i &e%as&nﬁ B dlotd2hd

i ndi cative |hg|nformat|on

and ot her reICQU%‘rmeth%F?ﬂsHﬁ‘F'itEﬁ‘i‘s“’fca?"st °E°6U‘§’ergﬁf8§ ag ”e'Pn'?esa "€ ored in the
dat abase 2&er \oéinteasationi so thatai singls! systeovinchudes dhe tngkerdedatghabésuaedon conponent s.
To process pa:ymar&cferm@buﬁeaﬁls t or§TMiilRRmit E3pablfig] and th& Payieitem mai nt ai ns

connect i ons ;p?o @?zbﬁﬂe}\égﬂata?eat‘(ﬁéﬁ%grre fah iistibrathd Bhud i bl ng

agenci es 40 ess, systemto

re
forward the g% ‘?'6’? Ing {0 §AF4G thakone FERPRReN Hog: Rt ACh a8 asgﬂﬂgqchd Al so shown
in Fig. 1 arédorpcthdiai n Nane Service (DNS) server 42 and a Wrel ess

Appl i cat edn Protocol FidAR)Ilustetasane pdssitamemhodyhemer ginE-Hosinest ory Access

Pr ot ocol (LDé?QteﬁeW@nsﬁ}éredﬁﬁddné lfw@évatehfhsfeg%niﬁfptelnie%t Bbigicgerver is

accessed o RQyide(usg M Ly LIiE ALGIISLe FAAACah LLEL afigy ess, The wap

server may be frb

vi.a W rel ess
devi ces such 13@??38?? Q‘eﬁﬂ@ﬂ‘?ég‘”w‘? 2 §oﬁ‘§eaﬁ t%ﬂ ﬂzz’é‘ﬁ't%fs (PDAs), while
the LDAP ser vespopgiblgderdeseiingsisentequesisrvip theiSRSeandrdgectwgéQOu on 15 in a
directoryof orraqnestséson@amé Sahildble Wéteservard 26,122 and 2d@seqby thesues of the

£ busi ness SusheR) THRYeb 6o 1@ FRAGIHIE, 1s35URS AL aniiiaty St e have

received sig ens ed usi ng

f1can ar
ad- hoc met hoggsb%?m?sﬁa '8ﬂt{°f‘88trfee‘gé‘r‘wsa?ﬂ ?FE%&BF??“FF‘D‘?H ‘Pl? @WE syst ems) 20
whi ch are notP%TSE%‘?¢qm¢ﬂlwfe€¢éf§ﬂwpphﬁ%@!hsﬁv¢5§|?ﬁ Arg 28.ohfilemghnent . As a
result, the r80ns oseditogroviipabidrityt i es are limted. Since the business

appl i cat hons of a systRELpgktioR Serdétl 26 A4 b&Bnable a number of features
from which different applications can benefit. These features include opti-
mization of connections to database servers 32, 34 and 36, caching of results
from database queries, and management of user sessions. Data that is
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servers for their operation, the application servers 26 and 28 are in a
strategic position to be able to collect a variety of statistics regarding
the heal tfo@boiNifs 25 E-business system The application speyege@agy col | ect
and report statistics relating to the system's health. Sonme of the known
application servers also maintain user profiles, so that dynam c content
(e.g., advertisenents) generated by the systemcan be tailored to the

user' s pref er éniicadiye efusdeiniormatiorch tajalamafigoads, priciny infdrpeiareand t o ef fecti vel y

manage t he systiRftelS@niTRidhhaioh R tHEE-8ldnedt sHﬂé}n &Nbre§ H thegaser vVers i's not
sufficient. need to, be nonitored and

Al the other. con nts of the system
an integrated b@F%ﬁF%?fs?H%'Ss%}gﬁg%?%’r?&&ﬁ’sa bggweaﬁ?aSIBP(g?mg@Tﬁat pr obl ens
encount er ed wiolpsogegs paymentsior gapds ensefuceg by users| bagwsipim o1ainRitkat abase server
or a suddepn nabhnktEEAsAl aPlagRfe Gdmdtdieaydieht syeihi 98 ISAKMEkhippiagesses) can be

detected at t S f r QR | tive action to
be initiated %ﬁaﬁ)‘ff‘%}sﬁﬁgtagﬁq%{%’%g&g%od‘ggﬁa" %‘(QE %Js%‘ggsn% E%”E@r ation. Fig. 2
i |lustrates miPvesthagoedsipioiinRing ag §oQIsasENATEer is frtisfedbusi ness syst em of

Fig. 1. The core conpomsoishonin Ri@ridreoa Dogainiadmedervice (DMSsenager 46,

mnager of ot he e WheiBEt el BB RRE (IarTRESERH, ShORGNRRR! > O o€
i nfor mati dh ff%??\c ﬁ@g%'fﬁég?@%c?‘ﬁgb@ﬁ&@’@“id%‘ﬁtkgqi‘"él@q‘%ﬁ‘éﬂﬁeep storage for
measur enent r exeoler is accdssed togquioVideousetshathdipeintesnet Bsatosol §Bhaditessss t he

Do used T o X B e Knoun I n ¢ e
art . the agentiirs delEekelBt R BhRAML A ooy A Bpid BPuseBhponont <
depl oyed at vdPPbskwhitg the $DAR server iFusridforaieringandtretievinginfangation, t he
i nternal agentis a@irécté@iératabed wi thin each of the web servers 20, 90 22 and
24, the application senyer g@dwegﬁpﬁg&%r;&?gln%ﬁgﬁmr 45. By sunni ng

S e agen 0

pseudo- peri odié tests on t tys e g_e fc ct |nf§rmati on about
various aspectEPUFNGshEYLRBORORPRANIIRGNaping iFskes fF SHPSYRIPTEANS as

"measur enent s.received significantlyriesstatientiop. Meowsystenisrdremenageshysinguch as t he

a\éai | abi | igty CHfd-ifocRdih sl ang lconveRBonaPsep@n 56U hetWBrkanqIftolise@niy requeﬁt s to
the is welgser d : rtacti on on the
server, ang. 1ok 18 ok hed o ESEIELE R BABR; e O3 ot
Alternati vel y,'ef‘fi'sth? oY FRailiER A= MR ocati ons external to the servers
and networ k conponent s Singgdh kusingss anplitadionsefiq sysiersrelyras apeliestored to as

ext er nal agentservefdier thel eperalionatherspplcdtidnseslecs/26 arsd 28¢@e it & stptegic t he sanme

system as the JRE8H RS be*dble Dolfdtt BUEENSalistRs A Rfding the HeBRPE®e | s a speci al
oni tor ”%ﬁeré’.ﬁﬂsi&&@tsy#%m! '?ﬁ% g;lp'ugqioh Qerb%‘rs oy ééu%%écn%rr%ﬁo*?las&}éﬁgo.se of

moni toring the system e ex rhal Cagent - 54 on the server. can i nvoke a
nunber of t est'€latrgio tagystemps peath, Seme PHe kaowlsanPlicaticR S8VRG #5%par t i cul ar
website. Such mgintaiskuseaprofies ¢p that dwamisrentent @ cofadvedisementd)abi | ity of the
websi te and t hgenpetddbyrtas systdnecan be taitbrédato tite Wer' pref@remessas ti ne)

exper i fens:edt bYaesRfired @l p%.é\eacmp.sHbﬁeveﬁ!t@efe&:mrﬁmaﬁﬁie Hospsiamt rel ydup?E any
speci al i r | n asur ed, e
test isr g? er Wgaéﬁgg&?%F%c%ﬁgcgﬁw éegsnfr}r‘_% ggoféeuﬁ'ﬁeﬂ' ?@h?r%rﬂ{gef ficient to
bui | d i nst r uneSPMRPIeHs Pihe systam peasie ba maitared prchansintageptedyiew ebs.  For

exanpl e, dat abths eyssen vienudd BPavaBable so thatiprdblens eecowmtgrewhileSunmiige  Net wor k

Managenment Pr ahes@itert BNVPA sibRiicin draRfebaddhidrir 8t b QUedenim4ifiRétioRn to be
obt ai ned about thgoﬁ%gl

bility and usa of t at abase server. An
external agent® °8%8 a?p%qﬁgw %ﬁ'ﬁr%ﬁg‘i/esé%g‘c‘ﬁ? B_e_ggtF%S% a{)tﬁﬁf’uﬁ%%tsoxes a series
of SNVP qieri dbe piblemyaihis dlows Fortpstiveinsien todeJeitiated apththaisistefor mat i on about
t he server's Hedirodght Baekde newrehoperdtiest relies on 35 instrunentation built
itnt? the ngt abase ser Ve, 2tiRSkfedhokifdhify édﬁ%_n@ﬁt@a%%ﬁ&fﬁﬁpﬁhko ats " whi t e- bax
ests. er e I Gi en ] 0 com
PhutEbpe oTRY. £tk babelit B IneRPS icklsk

pl etely gauge e heal usi ness agnose problens 3
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when they occur. For exanple, it may not be possible to neasure the central
processing unit utilization |evels of a web server from an externs(

| ocat i onyofgh,Rs[eMMOdat e such situations) the nonitoring pyigcdieess use the
i nt er nal agents 48, 50 and 52. 5 fn the presently avail abl e manager - agent
architectures for networ k nonitoring, each neasurenent is associated with a
state. The term"state" is defined herein as being synonynous with

"heal th." The sftndra é}f4samtéﬁa$a§e¢\m 50 8ndCEPTEA G RYndf@BERAMANY the results

of the neasure t hr e [enent
exceeds its thr %Md eﬁﬁﬁ‘fggré}ﬁ %t'&)? s?ﬂégj%?gﬁﬂﬁcﬂm?geg%%ﬁ ed to

i ndi cate that ae‘iﬂ"’%lnfﬁfﬁ‘l"ﬁ% fiopcthe awt%rwemnawr:ﬁm pwvige lgder e to t he user.
The al arm may bBerajed@inmaearemeniresds soletied womdmagehtst lusetssran i nterface run

at the wor kst atgsails s mdkbRA ki Via AbrdBh bo OFoAdfhisrRgsage can be

automatical ly gene al ert 5TofaC|I|tate
pr obl em di agnog'f E(S{agmahﬁ%ﬁegrt? ﬁ@ecgﬁrﬁ%%?sbaﬁ%@f?ﬁ@cﬂzBt?fd‘ﬁe%%‘”- "service
nodel ." The servi ce nodéd isikpown intheeart theirgeats 48, we&elsfeﬁﬁenelfmmabv t he
various conponentsar®torfpdhenteéidegloydiait varbuPpsims fetble BibubiRessygeam as wel | as

all of the intgp ﬁ@ﬂf%‘%ﬁt‘ét}n‘éﬁ Ogae%”age E&%r&%%ﬁﬂ%ﬁ&ﬁoﬁr{g%gb Serfferk 207 esentati on

of the service I cated as a
node. The defe%Eg‘\'?? Zﬁé%gopé{?zgtop ﬁ?&?@@%ﬁ%?@&“%ﬁ@éﬁm&ﬁe{‘ﬁé 4Prole

i nt er dependencirsrningmseudpxpenipdie iesis ondueesystepy, theagentagolctietorsalioner process
may be connect efbolitvafousRbperty ofitleesysieahe The tadtesiifd@rsfeiin@dab as he web server

process node afifagd Serl s o asastregen&qﬁ%&rag%qrﬂ@rt%t%ﬁgmodel Lhe

state of the we ‘lsagrver process no asi s of 25
measur enent s as"’é’B ity ofia We'b Revereths serRonsetime fxperiengrd it repeesttothie web

servi ce nodé i svebsenentheadlization bfa dpesificdisk pattitien sh Hieseoker,tdnd theeb ser ver
process node. A.t.waadsnmcemawdeys. AﬁotBhéstgmtérkt&wé@rtgsteeamweI to
deterni ne the SOULSS i ReRbROLAMhaIIDEESsRLE Ry RHORR coRbofaReCr nS wi th the

known appr oaches work, such as an
E- busi ness syst/éents @%W%Wﬁeﬁt%grﬁﬁ%ﬁ"ﬁ?rtﬁﬁt@ﬁ% %ra@e’t‘t?pTE%tF’ft?"?eported

i ndi vi dual | y. Tagast §4ds shawaegexegulingientbe aaresisysteseas e manageri4Gu s

nmeasur enentzs. Sireteusly stated, the enanagerioa spediarantient epven iian § ipttaledsses,

network el errentrﬁtre@%aarsrm@guns&aof RomioneY e BYAbh. emé &téaifagbatsi ness
envi r onnment Car%fo%%Hé éerverr' 83'?%@5'% a rﬁr%rbe%f d Eagu% te E&J&%nﬂﬁﬂg %at ed. For

exanpl e, a sl owdown website can
result in nore ‘t,sﬁh??éﬁslnéﬁs!’a&tﬁ’ﬂ’aﬁﬁ?bﬂte § adest cappiRKde ASAPYREEN®N servers 26
and 28. In tur rpfther&\}aﬂnblbtva?bﬁﬁ\t@bstlmds@rnwfpmamaﬂ(a;museertnh@fV\eb servers 20,
22 and 24 t» sl reypstaydtimd)lekparidheddyby usérs of the Weksits) @widewns bt ddae neat abase

server can resypl, yhh shydBBlidlinsRlmeRsRALNah $ilhn IR RRh ndisy i S evi dent

fromthis exanp ur user of the nonitoring system
can be presente asu}’e‘?qne spgpet?.l,r,e@tggsc tﬁa ?Ste FThI tbres the user to

wade t hrough and correl 8 %" %t!?afer'@"rqeﬁ“e%a‘ ‘“?"(5‘"\38*«? ?’i'f‘ fle cause of the
probl em or pr obf-BysinessTeipmentn pngeryicase Friexampleydataliase seveis 32a34det ai | ed
under st andi3ag odndt3heft¢ropppot Gingple Réteork jianagament Prtpeol (8HMR) interder t o

deternine the |m&alwih Mbwlilemate to®8UERINRE abdifthe RRilBIMy sHaRisssy Vi ce nodel
approach attenp 3f§1 ta%tagﬁés%%vtrhﬁngﬁgt‘dﬁtlaggﬁta& R%t E%en[%‘t@alﬁ}%{‘%n € service

nodel graph in a Bot t om nmoss

probl em node. '??Erswearaa%ﬁﬂa%% %‘P‘”Ff fHeriesiog R?E'CH‘SH%? abASBEBHEHOi s that it
uses a hierar cmbteen infapmationebout thecieagrivbdaith. Fihes sich adest rélies prer

rel ati onshias tikatumentatidn Built intye datdbd6é SE26R, 6y bItAB P8 taFe fefor@d, t WO

websi tes may bqola Qb&?te& @ sane web server ~so that the two websites are
peers to one anot "FStt atét5 in h| cal 15 rgl ati onshi p. Human
operators may stru B %QF f"\ﬁ'@y(ﬁ’f’ ?”tf’ B9 cABdel to the
uni - di mensi onal P'st@v 9?1@6 thegiralth obandE-buriness arsentanddoﬂtagmsrernr@nms to use

service nodels to conprehend the causes of problens. Wat is needed is a
nmet hod that sinplifies and/or automates the process of identifying a root
cause of an operational problemin a network 20 environnent, such as an

E- busi ness system SUMVARY OF THE | NVENTI ON A network nonitoring nethod

i ncl udes storing topol ogy infornma 25%%i on and mappi ng i nformation that

al l ow root causes of network problens to be efficiently ascertained. In one
enbodi ment of the invention, network health is nonitored using a web-based
user interface that enabl es navigation of health conditions of network
conponents and protocol layers. In another enbodi nent, the topol ogy

i nformati on and mapping information are enployed 30 to enabl e aut onat ed
correlation between detected "bad" states and root causes, as well as
autonated prlorltlzatlon of generated aIerts for notrfyrng personnel of

o, M. .. o T b o o, e - o



representation is generated. The physical topology is a mapping of the as

i nt erconnecti ons anong networ k conponents. The interconnections represent
physi cal ‘98%%&}‘@% and | ogi cal dependenci es anbng the CAFPYOEN0S64
Preferably, at Teast sone of the interconnections are associated 5

with a direction that signifies a cause-and-effect relationship between the
connected conponents. In the preferyed enbodi nent, a |ogical topology

repr esent ation“’lhgni{'\eg(?"%’éng?’ %’BP‘ES'{'HE%”? & pﬁﬁ?@?&c’arlne? ﬁ"&jﬁm&%es not
consi der websi pesessiigaunitaljization leveirodf@gyebragpesr Famanextesial locatont he conponent s
whi ch support trhgc¥iiasdat suEhSitdaﬂ&ks?&\'e_rﬁ@ﬂ@t‘i@ﬁ%s@&p@nﬁls@@{bﬁh&ﬁ\d0 at | east
one web server, w.th the 93|te i nheriting the physical topol ogy

i nt er connect i oRZEHF 4% %\Aﬁ server. Thus, the |ogical topology of a
particul ar Sxebsite is aindupresendy avaiablp mpdpgertageoirsehdgitureadori s known in the
art, a websit e nefWolll HoNREnd eatihEastiftinvent RaskstidiSEwh abateacthesant he website.

h . Vv : . ' ) qt

norei n as -t andc Fonbe ileh Byt bl RESAENEL T 2,

with the hier afaaguBEenys prEmipddy oRparinkihe ke pidie Bapsiemnent Wihot ocol

| ayer sI Wit h reges-shecified thpshorst When ém%iafsd:r_emsm ekbeddsiits thrédrldpthet ocg! | ayers
t t t

are rel at egy osgﬁggﬂg%ﬁggg{aér?éﬂggﬁ th Syl Ak dodrear i ng Lo

functionality-t C Fe encres for i emen Ion. As one
exanpl e, a web 30f 30 8LEP isgrnprirdilo the ugeh etaR™MUPBP&YIRRYEE %P Pom a websi t e
| ayer, which i sepaplervdadow of fferusstiptedate fun abtha woekstation 68r AlterpativelyEach

net wor k componete i GRRESIndsSadd anbe QuRFRltichiR RhSraRA 1S QIekiR lRasi s of the

functionaliti esfg_lf t net wor k conmponent. Moréover, neasurenments from
various avai | alff BeRRPk tests are mapped to the protocol Iayers on the
basis of ré& ationships MHefasiitate proiemsliagnesisnsame manioningesybleristge of t he

pr ot ocol Iiayersme ndtiea lof &"seWidelmdael. U SRslsdrat £inBdélSs @eéélgr@m@yrr;)us w th the
operational st d

transacti on) O?Eﬁg%]&%t@ﬁgﬁtﬁ@mﬁ&gﬁ&?rpﬂ%hggo ?éé&ﬁﬁéh%%;i@ﬁ&%&ytehe dat a
network can be ‘omistssh @8 Wl as#l fiths 'HﬁrdPR@”QﬁS‘F'F%éP“PB%ﬁ‘waF’BBNWQy

i nf or mat i on andVithipp repgesentatioraithemervidermerntsd eanlh bokitnretess ehdsendti toring i s
performer! 2esi ngindicked aba node. U Idifferdrit hdddaaré Mddrcdtinegtb@sseaanlthér condi ti ons

of the conponeni;e ol aRddcREOFSH exhy %f§nﬁc§ei|te fRsSfting AT RRJes, Using the
mappi ng of the neasur gngnts totéoearﬁrbtocg ers &e_sﬁqg afs,(bs Lor

di spl ayi ng t he F2EPT 3% BRAPINCHRS 1© 2ried HRNCH AN S e S RiTr AR ¥R nabl es

navi gati on t hr 858" PReessHpPde Affacisdhe whlservise neds. AArcpidade thiyaodslesent

oper ati ng st at dle sthtetdfitheonebpenenprscess hedpisalemnhinepen e gissfat es of t he
\?ﬁ/gbtsh ; eib m%ﬂﬁeﬁ?@a%ﬁﬁneﬂﬁeﬁs%did?& wWilah&Rodd. 1h (fn AR LBERAF tHeAVSY ferdce Lrgglroegfto
t he net hodol ogg\ olﬁ% lsgdt%'lgeerﬂ'?' %d Bé&lseﬁ:lgg'a%mg%faés{)fﬁégﬁgg?ggéfﬁge@g% ﬁ%dégr obl em by
navi gating t hr SUEHEr et manally Wil heugh the sReviceRpdt Ehieteminesae SRLCe pr ot ocol

| ayers, transacfe@mblerand neasurenents. -6 I n anot her enbodi nent,
automatic correl ation ggp&eatesnahiserbbcone@ns dith thel Khewn Bpgroactieafars. The

automat ed or I ¢haHitbfiy Q{d%ﬁégi‘pbﬁ%fé dk.'sBER bd 24 BPubiEssySiehs on a basis
of identifying &d Q0 a

r c a problemthat resulted | ne or nore
measur enent s bel ng“H‘é?rgr'#ﬁ%é’ﬁobfe(S"sEaé? L}'leg?gf "eRptes '"é‘“?&” _g'e?h%fs’t he process is
present ed wi t h g S egpefatastbasedipnindivigualeeasuiementsy Sifcetitpie aleerts. BRI EF
DESCRI PTI ON OF ritibierdDRAlébaendés dmang plodesses, Sativerkadanterts &w apbliddhe conponent s
of a conventi onRghs B diRd fIE5Em Va1 EBlisiness environment can result in several

35 related alarms being generated. For example, a slowdown in a database
server 32, 34 and 36 of a website can result in more connections accumulat-
ing at the web application servers 26 and 28. in turn, the web application
servers can cause the web servers 20, 22 and 24 to slowdown. Ultimately,



Fig. 2 is a schematic view of the systemof Fig. 1 with a nonitor ing
system for monitoring the operations of the conponents of the system Fig.

3 is a pree%sasdiiow of steps for enabling network monitorpagsdmbé
managenent in accordance with the present invention. Fig. 4 1s a

representation of a physical topology of an E-business systemfor

appl i cation fhfe b@oﬂﬁ%?ﬁ@tda'ta’ﬁ‘é%@ér@é?caf (ﬁultﬁ\ é§erﬁalr&§5&§§é§t§tthé3n of a

| ogi cal topolo r.a te su r ysi cal, t opol ogy of Fig.
4. 20 Fig. 6%F %éksa??gfeé‘ h?mé laE%m eraf"’@fa%/é(?é" 'ﬁHPCF‘HEﬁU%B ?WI ndow

i ndi cati ng ttterMnabmg gbtenheantsysetentedsrithzoaigecdubiper halphyssiToisl  t opol ogy of
Fig. 4. Fag. qthﬁesatﬂe%&rﬂ?l&dé’fhrc’éd% a‘r\ﬁ%rrélé\%%ér@ﬁﬁ?y iWdrderdo WeRgpw i ndi cati ng
the states o a[ﬁ%sjac leons rlg?nea% remeg gm a}t are relevant to the 25
wwmwv. abc. com b%al‘?ee°f POIEAL AR Is Y be §me In ‘3’??“'&6{\4%% of the user

i nterface w pYeraa Wtaltadwnldaatandmgm@thelwomabé@e@fysfemﬁmﬂﬁ@nt hat support
terface i Chon o R nihe (he eatch AL i AEyRRNE ”‘ﬁt “Tayers and
tests that are 30 relg%?ﬁ Vg mpP %J%RW%%{SE@FKM?&SE 11 i |l ustrates
a plot of resjsonasis. tBywalidng thetsendse modehgrapi iheantop- dmmrfaaﬂm thevention. Fi g.

Ilﬁv';] t ?Oﬁd oc %§§r chh Géieﬂﬁmé ‘t%ﬁ%ﬁﬁmé‘ﬁ?%!eﬁ%d&eﬁ%@%gﬁn uRwbasEdance with the

oW O nta| ning a report

table in accg'? osfﬂ’é%@ Wqﬁaaaprﬁﬁﬁlﬁa‘amté{@‘??&'?‘?r@ ':g'%ﬁb 8t the invention.
Fig. 14 is adipgoesis sThereforeothepeeirelafionshipe tizd axistig mamy&-buamelss down request
received in Tehﬂroﬁﬁu@ld@'(egl mw&ﬁsn@s ﬁHﬁPBQhH&Q& on the sa'FméJwetiéerv@r &
01 2oEn ) il SR o SRR ool g 00 20 10
process f§ owrefatiosshipsHewman eaenatos mahgrtagbé«pmap theradimensies®r dance with an
?ut omat edt enhmldg?ﬂ'todéfto&ﬁ’éi‘umﬂw%loﬁﬂ sefvic-mckiél, laﬁd%d?étﬁféefﬁﬂllff | O}N of steps

or executing Pa‘grga e of a user

i nterface that I ndil ca %ﬂm&ﬁ%??@ @eheﬁ&bg\eéﬁs‘éss cco ance with the
process of Fig. 17. B\ﬁBE'? E)EQﬁﬂFqﬂ'l* Q.’N""T\‘H%e?ﬁ RE 3EAMREE omat i cal |y
anal yzes t he theggatass Of)i’denwmsgmem’mmse obfn operpliocrahprobendin@ywiwaerkons of a

data net por kK endirAnieRe BudlaSBsEbOSndss syqeh, to the root cause of a problem or
problems in the data network. There are two nechani sms by which the

nonitoring systemquides a user_to the root cause of a problem in
accor dance wit '%pgtTH\%WEW a web-based user interface allows the
user to view the states of the individual websites of an E-business

envi ronment or sim | ap rRAVdrk RARSHng niddicalihdiities Qidring 161I8LY infaimzo W

25 tion and mapping information that allow root causes of network problems to
be efficiently ascertained. in one embodiment of the invention, network
health is monitored using a web-based user interface that enables navigation
of health conditions of network components and protocol layers. In another
embodiment, the topology information and mapping information are employed

30 to enable automated correlation between detected “bad” states and root
causes, as well as automated prioritization of generated alerts for notifying
personnel of detected "bad" states.

As one key to the correlation methodology, a physical topology

representation is generated. The physical topology is a mapping of the

35 interconnections among network components. The interconnections
represent physical connections and logical dependencies among the com-
ponents. Preferably, at least some of the interconnections are associated



20 the user to zoominto the neasurenent or neasurenents that are faulty.

I n accordance with the second nechanism the nonitoring system

aut omat i g@db%}&ﬁr‘rel ates across the states of each of theJowmaanewents and
det erm nes € high priority alarnms that nust be highlighted to the user
via a display, such as an alarm w ndow presented to the user on a 2s

wor kst ati on ' td?rrectlomﬁé’t%q?uf’é?b%aé%ﬂﬂeﬁ&@ﬂé%bﬁsﬂp hdtwestse i1s visually
presented w ens in the environnent. Furthernore, the user
pref erably h&gn%ﬁc‘ﬁ?ds‘i" “B‘Wler alarms that may have been the result of the
root cause. The key bémthiipreferfedtembodinment calobicaldopdicgy represenati®nanal ysi s and
corr el atl on & AsdQHRrALL URE A ehd @R tsoel Rof @figeauaRngd. the probl ems

can be 30 report ﬁ)x manua }nterventl n. This
capabi lit¥y car?ed?g'%"}' tapplogy MRpSPRC d’l‘fé’is't% 3 ¢ FOmPBPISIICH $PPBRer at or s of an
E- busi ness syth¢ websitei The Jogiraktbpaogydnagreoselsitede atlsasions weh savea probl emi s
Identified ingiRe %ﬁ@éiﬁrﬁhe]_mrﬁskhé‘gh%%l Q’BS\B%} mﬁérccSrﬁ’\ea%E%FﬂweWéBbl ens soon

after they occur, e a r easi ng
cust oner sat i NG5t TRHS: ﬁ?éo@é’é@ﬁﬁ g)g%@o%ar@q% 'ttea'F'é‘ SIUB P? in a
st r ai ght f or wephytsinalhopsidgy! dessrknewi lirl thd apea webmeloflemma)rmd to continuously

provi de %‘pp%ehlce\é\ylﬁﬂsérs RhoBL&Ey %%Hb%rte t'ﬁ?e\fdrfbﬁé sér@“&é‘é thelf #4gnosi s can be
performed by PR gerso Cg ; %g | em can be forwarded
i medi atel y t%’ag%’iea avgeb lte ar@ﬁf@’ﬁ t°?"é e as éfi’tnﬁ 08S-admi ni strators and
syst em adm ni str at or s)A hierarahyof protocldayersisridentified, with thechieraethiini sns, a key
to the data %gyt?dséd%ﬁ%té‘tﬁ éﬁlié{déérhnfﬂhbhﬁ’éjﬁﬂo%l layers fh BQ@RMROSI tion of

t he E-business nV| hat” are

i nt er connect e'[T '%ﬂ'ﬁgtf?é’ ih%ﬁda?%?@c?l#ﬂyégﬂﬁﬁgﬁt?g ©UR% pased upon
both a pH§si crant ftmpmrtagt;eswprawemteﬂtacowdmgdo funictigriaityto-fungtivradity

representati Oabpeﬁderrc@”s"n&nﬁpxemembhdn b%diﬁfé@méleharv@bmaﬂgadﬁamaqfsrthe units of

t he networKk. ser suc ion server, a
dat abase ser V& ?X? étﬁltﬁgnsgp% mggfes'é%%er '3&? &Y or n LDAP server is
a conponent. ?@P%WW%‘M@%?%VG&M%W tches are al so considered as
conponents. Referring Eanlvretwdi cpmpdnenttis stappedid, the betqehligysssabnt opol ogy

representgati ofe 'bﬁs@%ﬂﬁé?&rféﬁonaﬁﬂ% PIMETebArk LOREORSY. MEredvérd Sting of all of
e’ conponent gl 4t ks HA\AHGS s b JOVRI ikt Jorkdh e ons among

the 15 conpone n exanpl e of an

E- busi ness enWPV’Gﬂ'MS on Wetbﬁﬁ'§° SPf'?Wlpé%eWrt%WéﬁﬁureTﬁ@S net wor k
i ncl udes a r oardghe G8aitheof BdSpretecol EayeB2 ‘Healihé trillber used herkjn @s Wiy gat eway 66, a
web appl i cat | RofffdRwiine BikrkioRE HAE ¥Phe EOmBBRerd iatbaliRyer server 72, The

physi cal .t opo, e user at the time of setting up
the noni 2o t%%actgvg?%ﬁp %W%PWSP&(}%WC 5ﬁ§/3| cal topol ogy can be

aut omati cal |y gener at ethedipattinef theydate getwesk %%ﬂs‘?%fﬁp”‘tplﬁd ?)h‘&tﬁ‘F‘Baﬂ‘et opol ogy

t hat is generatledioatof &ipelog Bfarmatiancees nmdppingrivferraativne &t orengmiddi-ch r epr esent
ei ther physi cmbntpﬁemmﬁtbmyﬁspéﬁdrmga G8thg €9RBNLEEE LSS MRS tmrrponents A

oy v ConngigWhgefy BBkl fgbngheg nf BB ajahEoRD Sorver 64
A

and the router en one conponent
i s dependent TTRIABE eqsgr@&ﬁﬁgﬁgﬁ{\g éﬁ‘ﬂf?i“&ﬂ'sd? nletp:,“’" ('ﬁyFﬁns For

exanpl e, the akbbasis fpedisplayingthe basithponditionss Theeweb-basediukerdntedaceappl i cati on
server 68. MaghabRk ratigatidntk@uliethuafsrmaien ﬁﬁﬂﬁ%ﬁtﬁéﬂtﬁe btk petRed direction

arrow. The di nd-. Iatlonshlps (if
any) between %Deé?r% ﬁre‘l'ta?ésr&%@etgoggjghléﬁ? 3$c %ﬁé@ °88fa"&%ﬁ‘a§eiaﬁr§1 e the web
server conpon¥efisites; thesprgpent eperatingystatessoiibe Peotgsicl leyers s mappedio conponent 68,
si nce t h&5webthe eomponents, aad;therptmehﬂmatwatﬁéﬁidaem’étr@ﬁtsswuser ofthe proper

execution. In ' af fected by
t he dat abase rggtﬁéﬁe'?lo ng%%% Ztﬁ %g‘@a@ﬁtlrc\eé@%% % Bg?’o er lfgénctlonl ng. At
step 76 of Fi'j b@gr%@t&ﬁf’ f 6AMBINEf e Wel feéa‘Pm GHIBES i s gener at ed.
Logi cal ly, an'f’iE'SBEF@lﬂﬁ-e@S‘ regaslfedentEnt i s conpri sed of one or nore websites.
*A website is a logical entity that is hosted on one or mare -9 web
servers, such as the web server 64 of Fig. 4. The website offers one or
nore services to its users. The various.services that are available to
users via the website are referred to herein as "transactions."



The physical topology that is generated at step 58 does not consider
websites. On the other hand, the |ogical topology maps a website to one or

nore web W80¥RE o Mponent s of the physical topology. WenparRaoiseesd ar
website is mapped to a specific web server) the website inherits the

| ogi cal interdependencies of the web server conponent in the physical
topol ogy. 10 Ml ti plig ansthsi dritsodirBant iorhatictdofrelaticregeeitateenleds conponent .

However, all of.the inter n ' A kn the physical

t opol ogy ar r@gﬁa‘@ﬁﬁtbapoSté‘%P‘ i& %ﬁ@ﬁ%,égﬁrggﬁ%&%? 'ﬁseﬁ{gegrts. For exanpl e,
WA i e ool oyt i
WwW. abc. COnNteglifedIH Ybn&BfméreMeddbien Bt r t uRggsirebleb4. ite the
websi te515 Ru .a&g‘?ﬂc‘?@%&gé é}g eq‘z%q&t a%gé %thgtﬁ‘gﬁaggggp@% dihe web server
64, the web é%ﬁrl i PRI &Y ) rh 'B server and t'he dat abase
server 72 ofhetaiertsphysi cal topol ogy, the website ww. abc. com may only be
associated with the WAP gateway 66 and the web server 64. In the preferred

enbodi nment , Ppgéﬁggs{sﬁgﬁgﬁl 'ﬁYé BﬂAg\ﬂlLléSt he i ndivi dual conponents rel ated

to the webs oring systém operates on the principle of
explicit exclusion. Fig. 5is a representation of the |ogical topology for
the webgite buy. abc. Figm isHehbmgicobéw bithe togyorenpy sfaamhaditonalexpl i citly
identifies E[tl&éﬁ\egé) pe;}ﬁants in the physical topology that do not appear in
t he | ogi cal t0Opo g%o ‘the website. Thus, for c)ga_ch vvegsite,that is
represented in the | 5@ 3 sopBpigew pHbe sYHeE 05Eig; hWR SN 0f (1) the

t ransact i oningssysienr foeslotitoribd thewpbsatives, of ¢z cdriponents of #ieveysteor. servers to
whi ch the website maps) ; 4 cal topol ogy

t hat do not f grma g@t?g;bdqr&ééés\ﬁggﬁi&%gg?@geﬁ%rqg%? gﬁuﬂ@j_ﬂxlﬁ&n&? e preferred
embodi nBnt  8Rd 79 l\t&qcﬁgrdggcgv@ﬁ\t % RESSBMYNEREPN- and | ogi cal t opol ogi es
are speci fi ed manual Fig. #s 4 tepresemiationldia dysita padobmgyesamce stored internally

in a confi gy Bisifels bystein R bdlicafoh dPtheRESdnt inRéhtion. the INl format commonly
used for configurati hg of a stored

En {.’n Wndomst-{:)asgd s%stlgns[ Are exz

configuration file f&@ v FRESPUACNTRIPLER) CPEI°Y 197" Fs as fol I ows: 35
[ PHYSI CAL Tepapaneypy tie ptysiral ierplogy 99Fige8. 10. 1: NULL=Wb

server:®mun02. i st . comigd0ishin dXampearf vakesinietface that inclodes=Bwindvveb

ser ver : sun0gdiclihs f1sBRENRIhSREDSRES SipRBAed B the GRRISN Bhology P  Nas
server:sun4 d| t‘lﬂlgcom 8083=Ldap_server: sun%}Z. i ?t ?A 00%8SYL, Oracl e
server: sun029 8t | .com 1521: eCur kha: L ) ] . o
Wap_gat eway: sun02. i sF@:7%isan gzamelewhths ysedntgtiaewithsa windewigticat- or acl e
ser ver : sun0ing thé lstatesraf fe2daneddtivkhamduédsulenings that arerelsvar® ia thet | . com 53=nul |
Ldap_sefsver yaHnQse. dott WelshBinaiarath k,é,A@ exanmpl e of a configuration file of a
| ogi cal topology is as follows: 10 CAL__TOP . [N
site:info.istl. conFNEE"_éés‘rVe‘?&\ggg%ﬁ '?Legﬁe f @%erﬁaﬁﬁgg%p'%cwg'cat
ser ver : sun03"d t5e staas of Sompenentsithal sppport the www.abc.com website.
Figs. 9 and 10 are an example of the user interface with a
window that indicates the states of component layers and tests that are
30 relevant to the www.abc.com website.
Fig. 11 illustrates a plot of response time over time, in
accordance with the invention.
Fig. 12 is a process flow of steps for enabling diagnosis in
accordance with the invention.
35 Fig. 13 is a process flow of steps for maintaining a report table
in accordance with a manual diagnostic embodiment of the invention.
Fig. 14 is a process flow of steps for responding to a drill-down
request received in the manual diagnostic embodiment.



WAp- gat eway: sun02. i stLcom 9201: D, Ldap_server:sun02.istLcom 389:D 15 Wb
site:ww. istl.conFNas server:sun02.istLcom 8083; D, Oracle

server: supBazbsiis com 1521; eGurkha: D, Wap_gat ewayaun02. i sptrRefif8ed: D,
Ldap_server:sun02.istLcom 389: D Wb_si t e: buy. abc. conFWap_gat eway:

sun02.istl.com 9201: D Web site: ww. abc. conFNas serveraun02.i st Lcom 8083: D,

20 Oracl e server:sun02.istlcom 1521:.eGutkha;D.. r :sun02.istl.
com 389: D (VEB Sl TE_E}ﬂRﬁ 'Né)feRﬁE%e_riﬁ‘tPE :0\%?%9&'9%@%&@3 of Pig. 3,

ser ver : sun02btiswith & ienigoing sysigmn fosirrlempntingshe proeess\¥bidsetrddAMH02. i st Lcom
80 Wb site: ypfm.i stl.conFWeb server:suna2.istLcom 80 Wb

stte: buy. abc. comEWeb ?@L l/&irs gzqy%%éls E&r’ gfgg%%@r &;ﬁé{gﬁﬁgc; Leggﬁltaﬁg

buy. abc. com Regi strati ol ) rmjsp
buy. abc. dom inogficardanepvitiog atenated embpdineatef thokRveantions e

Cat al og=" BookDet ai | SeFyl ¢ s apidcea® fovd BFEtSRAOE Bkerl i BE aBleaiatdySenr | et *
buy. abc. com gﬂ‘ggﬁ'%r“{ =*Cart Ser vl et ?addBook* 35 buy. abc. com DropFrontCart =
svder=

*Cart Servl et 'nfo.istl.comStaticPages=".htnl E . htm
i nfo.istl.com Cgi Page§ig: 1&gianwxamalsof 8 yaer igegascthaldedieatenthdl | «. htm-11

W, abc. com Appds sfalebeifs i AstgtdaRtdwiKthePrddess of Fig. 17.

wwwv. abe. gom Logi n="1cgi - bi nl Logi n

www. abc. com Vi ewBal ances-*| cgi - bi nNi ew 3al ances

www. abc. com PEIASKER BEBERIPTHON/ Tr ansf er www. abc. cnm Wri Pages=" Wit SeNt et
www. i stl.com SiaticPages--".htm ' . htm'.gifl ".jpg

www. i st Lcom JspPages=ry ﬁ@ﬁﬁﬁ@/a}g‘%’ﬁ%@%ﬁ?@éﬂggﬁ“ 2rdVAPPI NG sect i on

provi des a nmappi ng of er en; e supporting web servers.
As previ ous| Y&t FFompoaenigand epemiippeoidataapvwogk, a0t thepigatidre & er ver s.
Al t er nat 15vel ysartoaiskdiobt cunee biya preblemng ipeoblehs indie/ ddta aatwvoriosThenaul ti pl e
mebsites. Therddiehédlankietl Ghtn HEFhbARARL sldiém GORES BUsalib@e b © 1 ndi cates
t he i nterdependenci es alm)ng_bt hed~ I, ef {1 she vers |1 t he net wor k
i nf rast ruct uPBYSeIHE RIPRIEB ARSPTRG e LR 15t ECRANSH AP AT EA HeFlci es i s al so
i ndi cat ed i ninteréagsiafiows thie usefto vieythestatesiaf thei indjvidéml websitesiofan” to i nply
left and t he Bnisiriss ehlirohMmentyp synilacermlirbetbnto Detdled tdid-ddenstaliewcy. The
LOG CAL HOoP se?ﬁ?fdoﬂ?in@m% mEhdurdmbdt 2k ﬁ]eéﬂrgﬁ%ﬁtsﬁmfaréfaﬁtltﬁm a part of
t he | ogi cal dependenc I St, Tor _ﬁ}t‘gartépg‘g ar website. FLnally, 2o the
TRANSACTI ONS secti on deRCRERNGS It g secangd; rpgrbapism. Lemeiping e web sites and
how a web ad&pitem awtamatigalysarielates acropethe statesefmach ofithe mERsUleogi cal t opol ogy
nmaps a websi tgentPariddeteraifRame High Bforiyhaigdng thatdape BE Sighliditestoat e (i.e., the
heal th) of awehsii\fd s;ﬁ%l, N dh 2366 mt\MﬁdR@@’ Sefbd IdRe BléHidpS Of its
dependen,‘l;5 comq%gqis. . sta_‘tirg or an § cgggonent I eaiu ts in the
website % selP™FERE MAYYr JEEPUER MiRRRCREH 5’%’?%% BN VIY e conput ati on
rul es may al SEesgatedyithdhekavaroblenein thesenuirohgant ifvghemeres the esesf t he website
on the basi s poiferably hat atlistof ofhepalamsathatinyayofavediepo trenesuli of the ot onponent
G aphi 8l usep T Rt o DU TEULRS abOaitPi URRNRR SRyt et T B 3D ndow
of Fig. 6 tﬁérr’ é%ﬁo&eﬁyﬁo&a%ﬁ%{? eﬁ?ﬂl’%ﬁ"%f?%ﬁf&s ogg-\,e Péﬁbq%mﬁg%b? o indicate
whet her ¥ st &groried withayt the naediohamnmanial intrivention AlTbis capabilipeean ¢ he
desi gnat i ons offerysigréficant cost drel tidecshving® for vperdtrs sHaVB-blsindsstsysiem, ar e four
websites bei pgstBRI ' | ' ; B www. i sti . cam 90
are indicat edgi\gp %%F:E}gﬁ%\ggnoﬁggfﬁig @P Serg gto h'%?"' 'ﬁ%ﬁ%é’?ﬁ@ﬂ%ebsi tes
buy. abc. com 95 aRd Wi At RESAPEAC STt RigPleASagoa &Tteiet $%HEI ng pr obl ens.
| n” accor danc &ef@yHminimizing systere ddyyiimesand indreading ¢ustasmerisetisfacionser is able to
"drill d®wn" Secoraheinbe prdbvilardiepbite ikalitaightssvaiy mhRmer] IBwer der to -12

skilled personnel can be used to continuously provide support. When a

problem occurs, the first level diagnosis can be performed by the support

person on duty, and the problem can be forwarded immediately to domain



Identify a root cause of a problem For exanple, if the website ww. abc. com
94 of Fig. 6 is selected fromthe w ndow 80, the graphical user interface

My open {akngow 96 of Fig. 7. In this window, it is ipgirgahpshkhat of
the six possible transactions 98, only the Wi Pages transaction 100 is

problematic. 5 The neasurenents 102 relevant to this transaction are al so

I ndi cated as hé)\s(ﬁqu (éﬁgp%g?ésg%&mﬁnﬁ}s‘?ratogsoﬁ'fysygtgﬂ\kMstra%@tfa{'éoﬁ?ﬁase none of

t he neasurenent 'S as having an e only "bad"
measur enent i sti®he average response tinme measurenent 104. This measurenent

'45122? %nat ed as haV' nchﬁ%oWﬂﬂ&@rﬁd‘b}‘uaﬁ&r&ﬁ%ke?lt@ﬁﬁ dabteanageshed ti (rjfe of ]
0 seco e i dering the

States of the Foein R doRoPRReddaRotdN o Kk PudiidE epihopfiRht  °F)

dependenci s afftha ngc%mﬁéﬁhaé?Tetlﬁéfcgé'@ﬁché‘aﬂhééﬂl@p@ﬁ%@ anddheibnponent

that is |ikelyinterchmettivns apdasedusn both fpipysichl tepalodyteprasentatibdand 106 of Fig.

8, the logi cal @%%ﬁlo%@g@?&h&%eﬁ“E&ﬁ;}on@ﬁt"%&e‘%@n&?ﬁe‘? %86 and the

web server em st at I nce WAP gat eway

uses the vveb sep%efrtheywssm&mewvo&f /t\wesegféf ag e eVEnaYEad by the
operation of t kpplitetirrsrvee, datbassshincainsthnboy, a grexydependedbi§ seveow 110

l'inking the twar 8RIDAPBYEris é‘cé’rﬁﬁdneﬂtf Neffk@orﬂ%vtér%h&'&mﬁ%éé Qﬂé‘a‘}‘s%n easily
I nterpret that ééfés?q?ﬁﬂot cause g the problemis nost likely to 20 be the
p

web server rocess flow of Fig. 3, the nonitoring
system decorrposes each @fﬁ‘iﬁ)&ém’fﬁ rip &3, at slep Stthephyssedbpdiegyderreat step 112.

Moreover, the mawrﬁﬁgai@atad:emmpﬁ@hltdpoto@?:s'aaﬂéﬁﬁgsoﬁdﬂo$th@|fboﬁh%6- The | ayer
to which a mea Hﬁt@%?%ﬁ E%Bﬁeﬁs%h&&%ﬁen té%lp%{?OSHeaﬁopgg %ﬁéSt emin a con

zs figuration |Ie

conponent - - | )BPORRREHi Figy 4&1%9@%@3%%’!@%@3@24@‘@ afaY E-Rugiastg f ol | ows:
( COVPONENT LAYERvicABleR]. Ih trisyedrticofar éirsnaent the nemm mcludes a router 60,
<Conponent Name3ghey §drvar62ey @El?seﬂéﬂéﬁrw% Ay %plf%aﬁﬁrva Vb

Corver  dvep SoeRE 501860 bnerand s ¥ o (03T |13

¥ 9=HO5T - 13
[ MEASUREMENT L APRoiooY g by cqrtﬁslﬂfafi bypthe uppraat Mimewf sragl.ng up the moni-
<Test Name>20<l\/ewlmg@prﬂem>ﬂt¢ragtselwahephy&iobttbpdf@ftcaA\baiduaiuidﬂbaW:\/\EB SERVER
Ht t pTest Res porgaﬂerbiemy‘(ﬁan&ﬁ%%y%hpTest Tcp_connection
avai | abi ['1ty=VEB_SERVERyfE LD LeStopbiody it Refeheraldttir VB8 537 RUfEs the
interconnections which represent either physical connections or iogical
dependencies among components. A physical connection is shown by the
25 link 74 between the web server 64 and the router 60. A logical dependency
would be one in which one component is dependent on another component
for execution of its functions. For example, the web server 64 is configured
to use a specific web application server 68. Many of the links between
the components include a direction arrow. The direction arrows signify
30 cause-and-effect relationships (if any) between components that are inter-
connected. For example, the web server component 64 is affected by the
web application server component 68, since the web server relies upon the
web application server for proper execution. In turn, the web application
server component 68 is affected by the database server instance 72 for
35 achieving its proper functioning.
At step 76 of Fig. 3, the representation of the logical topology is
generated. Logically, an E-business environment is comprised of one or
more websites. A website is a logical entity that is hosted on one or more

-9~



lo HttpTest: Server_response ti me=WE8- SERVER ProcessTest: Num

pracs_runni ng=APP PROCESSES ProcessTest: Cpu_uti | =APP PROCESSES

Pr ocessT%EFro%ﬁqw' uti!=APP PROCESSES WbSit eTest : Connect pefRstatidzolEL3 SI TE
15 WebSiteTest: Request rate=WEB SI TE WebSiteTest: Data transmt rat e=VEB

SI TE WebSi teTest: Pct errors=WEB SI TE WebSi teTest: Pct aborts=WEB 51TE

WebSi t eTransacti onTest : Request rat e=WEB TRANSACTI ONS 20

xgg‘ :ep ansac:! %g%&[\/ég?%ucﬁra@%esv_vwfge@_rm i EMe website offers one or
iteTransactignTest ;. [ts= .
WebSi t eTr ansact i M§?W'f§§tg?t? ?'gé{g'm' eﬂPaém‘éi%ikgﬁéﬁ'% QESHE o
consequence, eacMa|tagwebsitggee teferigddehersin #s|iienseelitssi't i es that an E- busi ness
operator is able to under Shapiysickabpslodythates gdrzeatbdiyiestsp S®Hdee3RONdi Ng to a
parti cul ar b s e i1 i i Ade (1) a
"net wor k Ia\;ll\gr " %’?’ﬁ?’%g? %g'wi%rt\ﬁ%)%@ﬁgﬁ%? 'rtg%goﬁlwg;h?gﬁgg%@gég? hgﬁér’\%t wor k, (2)
a host |ayer whi ECTHIMOMGMER SEINEM CoBIROPelts Bt e aBysiGaytopslogni Whem@nory and
di sk resources oparihadaseshsie isonapped tha siezificeiebistrver, shawastsitd inheBs t he TCP
| ayer whi ch MapS e\Gqid4iEABRAREARRST R Blfsd i BoBEnGHE[RE pifsthy { e
application procgoss ayer which determnes the states o prgcesses that are
essential for th Yite to be operational, (5) the web server |ayer which
i ndi cat es wht her t he webMsliplearebsitgsl mayamapie the same kiehgemef ¢ooipenenty, 35 (6)
t he webzi te lja)(/eHoWéb@-haldﬁ&mmieF@ﬁnMGﬁ@mewW'érﬁhlihé phpidel nghask
expected, an 7 i | i e key
lopbRGy URPelel AR I0 A1 SARSwhENES mafh sg%pggg. BeSaftile

transacti ons execut via e V?ﬁ l= ] ) 114 of Fig.
3, each layer ist gicalierpiogy R SFoed.q pairgfweputes de- 9o WW.dRFOMAND, | ayer
is based on the Heypebciems)imay rodp torthe sares web servarttde Whikeytee webditet he sane

conponent. Tfe | guphsc sdn®may BE B5<dtiated withtRe Fufdr 68, thaWeb seivel 63/ @he 1 depends
on Iayers assocCl a

t evel sat han level 1. T noni toLLng system
assumnes t hat thew%gggﬁ%cg{?or!p?e\éﬁrgﬁhtﬁé’r-\gbﬁ% grrveg'go?%iet%?gg{éga%%sseév 8(5? b_ggprobl em
However, a speci H1® Riysigalitepalagy, the websitgvayw.aks.epremay SRy beassepiatethwithost
| ayer can af f ect theel WABfgatewmay 66 laod tHeayelr servelDé4.i Inghe p eafartadcamiminteng
noni toring syst efkhdriRarbépRtiRirdf ocrARE ildRIRE! dotnpdREMRE aimed1Pthe WaBsiRasi s of
Lhe states ofy t nGd Hohiibhiy QeidhFASUEEEBRIS rilabie B bR ¥ 5, Wi 1 € the
state of a conponent is determ ne .o%t gels O isaes its
| ayers. Various goaf fepresenaiin s Ingie ﬁ%ﬂ?ﬁ%ﬁ arihe Webse Juy-pReCER- (M s step.
The mapping of c hienelagy repreggrtationexplisity identifesghogs gpmpRneass intbe ut ed
whenever the nonpbysidcahtppsipgy that denat appeat #dthé bgltaltopaogyeofnieswetssitponent  of
tPe dfiltl a net ﬁo{krn@,mdle%r;ﬁ Webditd ShatRABpragerftdd i}ﬁhéﬁ%aiémwthh& Ar@yer_stat_
step is gdete i iLgine e nonitoring
system Referri ngn%n%\?v tso Eptﬁe @gﬁgﬁg@;@g@%E’g‘hgg%bgﬁgwgzﬂc}g%vw&g6 may be

gf" R Mape: a3GWR)the AOBPRNSNtSIH et t er

S,
mani pul ated to a WW%(%Q@F%&’“FU?Q%@?
ascertain t he heahysicabtopalogythet do rot fumparastaf theswriisite's compongsblister ver 64
that was 2o identified abimpe prefesredbrbodmisnDdf iy @hiteidg systémgie 9 and 10 is
consistent W th pRgdcaPhndibical fopoliiglesaiesgBRMEd MBREIIN, By HPulh eTiéken at a

slightly latgr t n.Fiqg.. .7 he_anl aspr nt that is..indicated
as being pr o@l en&’?’?’%’gi%g‘ ahsgorgggﬂg{ggﬁvggg33'?{@@%?'},@6»@@6&?@'”@%@%% From t he
portion of the winfheiNlfaEassmmontyusgdgor configyrationdn Yipstomsriasehat a probl em
is at the 25 V\EBsyeRNSAGTEXENDIE ofjecstorad dortfigatatiomfily fdrliee pimyaicatiopoiagys deal i ng
with the WW pagesofFig. 4 Riakifdildwsas i ndicated by the coded box 118). The
state of a layer depends on the state of neasurenents that map to that
| ayer. Mapping of neasurenents to |ayers nmay be enpl oyed by users of the
moni toring system f orPHY§IGARIOPEIRYhosi s of the data network. For 30
exanple) in Fig. 9, fNetwikirode: MERSTRANBASTILNTetsantessii.cinb@:NJser is able to
" view the individual testsD,;%QNgrQ%1_g{§mg§_ﬁcut ed for the designated |ayer.
In the application of, Fig. 9 1there are five tests for the WEB TRANSACTI ONS
_layer) with only the "‘éeé’u’ga”ﬁ%%@-ﬁ%méﬁﬂwﬂweas"fﬁzdﬂ|°&'HP%F+h t he execution of
a test. Once again, by drilling down to view an individual measurenent, the
3s user is able to determne that it is one transaction (i.e., Wi Pages)
that is experiencing a problemand +itat the problemis a result of an
increase in response tine. The user can use this information to check the
specific application corresponding to the transaction and to perform
further diagnosis. -15 Anot her |evel of drill-down allows the
measurenent results to be plotted as a function of the tine of day, thereby
indicating to the user the tinme that the problemfirst occurred. An exanple
of such a plot 122 is shown in Fig. 11.




Figs. 12-18 are included to illustrate continuity of the steps for 5
determ ning the root cause of one or nore problens. In step 124, the

physi cal 3%‘95)%;9% of a data network, such as an E-busi nesgcpyshi®iicti S

det er m ned. i€ physical topology is a listing of all of the conponents of
t he data network and the interconnections anong the conponents. The

i nterconnections gan represent both physical connections and | ogi cal
dependencies. In E?sg‘?ewﬁ'?suﬁgﬂ’ﬁ"h@%}h&%esf r\)ﬂ?ené"rl{m? ﬁgcop%h%'lér 60 and the web
server 64 is a physi cdrecegwenenstiogisi.contiisteeGuieal i nk bet ween t he web

appl i cation serveiyspfatawitsinbEisteioRR WA seférsu2&ubdgdogal dependency. Links

w t h arrowheads siO%nil fé C-au§2§§t nd_@ffgc&hagneh ationships, so that the

physi cal topol ogy 551'5 AT RG22 Pndi cat es that the web server 84

may be af fected byns brvergupditist.cem:53me web application server 68. 15 At step

126, the | ogical (epQ&¥uiosistiRmisyrauf rom the physical topology. The

| ogi cal topol ogy maps websites to one or nore web server conponents of the

physi cal topol ogy. Each |ogical topology is a subset of the physical

t opol ogy from whi ch i tAn exagple efegconfigiratea fil effadpgica] tepaRsyihent ) each

| ogi cal topol pfywd:s specific to a website and indicates the transactions 20

supportedg,by the website, the web servers to which the website maps, and

t he conponents of the physical topology that do not forma part of the

website's componediPAGALLTOPALOG Ir esul t of the organi zation of information

acqui red from st epgblsidiniaRicomn2Kas_rvimebnobBEeh:00%, | ntertace may be used to

enabl e a 25 user Of.th@rgé@@;k%uhd%ﬁ’stlﬁ%ﬁ?*ﬁﬂéuﬂhé‘beW the states of individual
| “down” 1 n an eftort

websites and to "dril : to determ ne the root cause of a
probl em or probl ens. HYetRaWRY-SUR02isH €Oy P20t Bl papgsepRbIBA2 R AT 288 di t i onal
capabi | i t% i s achiveshesie:vayw.istibieNas BegvansahDl istioamisoasiDeps. At step 128, a
hi erarchy of protocol brﬁé{eeEe?vei:s%nc%srnﬁm;ilazh%n{r]&b, each conponent type. That
is, each of the layers Is~ 30 associated with a | evedg,, A t‘% the levels
bei ng i ndi cative of thEeRHERRAGVAGYSCHRONE LA ETRPE T HED npl enent ati on
of the conponent tWabesite:Bihascor=Wagygelewaytsui0@igthtor@28eéends on the heal th of
| ayers at the | owaresl stv@lvsabc.canenad sendesurniigponesteszoof the data network is
then selegted at step 43Q. éﬂ%ﬁsuﬁ@[iﬁﬁ&@%zﬁ%m \gnt is associated with the
vari-ous layers that are rélevant to 35 the selected conmponent, as indicated
at step 132. The assocH-sEFLULCRETFon the dependency of the health of
t he conponent upon the health of the layers. -16 Deci sion step 136 is a
determ nation of wheslsee_mdremnve]i s an additi onal conponent. |If so, the
process | oops bacMgbositgzﬂpw,g&gm\,\;e&§gvé%ggozli§,?cc',,q:fao sel ecting the additional

e

conponent, and mapp| ng . the appropriate layers to the sel ected conponent.
When a nefative re eﬁ’o“f‘f%‘é"""]"@'&%@é PSP EL S at 5 decision step 136, the
manual and/ or the V¥t eraio sticadi=Benerstersungiycensl i s enabl ed at step 138.
Regar di ng manual divexgstasiyabe.cam+Vidh] se@erisig2.8y®medm manager nust support two
tasks if this capability is to be enabled. The first task is a background
task that is exeCLH. A%SRXT'(BN manager as and when it receives a 10 new
measurement report Troman agent. The steps for inplenmenting this first
task wil13%e descrivpehgeoRegistatienstisaiRedstraioniofgyise 13. The second task is

execut ed by the nanasgeronvtogin="ki/Lobisfocthjes each drill-down request froma user

via a user interfage0fmimEie ehati-aghdshkevidiie steps with regard to the
i i t e nce to Fig. 14. 1s In Fig. 13, a

second task w |l r?’% cLescr, bed nr B re

report table is i |¥'?§f?“ﬁ%58'°5cta%?'eﬁeaf %‘Veﬁ\s an updated or new neasurenment
result is receiveduntbcsinpiidiofan="¢agervig{teddfork at t enpts to construct and

mai nt ai n I%he r eportuy.sudlbdneDropFrothCaremftberb@ble-"i Ncl udes a | i st of conponents
and the corresponditigh L A¥elickaded@tinfififmi N @ "bad” or "unknown" state. The
conponent is identifled unlquel g@'a conbi nati on of 20 the host on which
the conponent is é?f%‘é‘tﬁ"@&?“’%ﬁ%" rt nunber) and any additional description
(e.g.) the instancewiaiesmRaticiagsstmtmyf.ithhe conponent ). A nmeasurenent resul t
‘that is received at step 942 may be generated from an internal or external
agent of the type described with reference to Figs. 1 and 2. At step 144,
the result that was received is 25 assoelated with the appropriate
conponent, |ayer and neasurenent. In decision step 146, the manager
ascertains whether there is a report table entry that corresponds to the
conponent) |l ayer and neasurenent. Wen it is determned that a report table
entry does not exist, one is created at step 148, but only if the state of
the neasurenent result is "bad" or "unknown." The 30 tabl e-maintenance
procedure then noves back to step 142. Wien an affirmative response is
generated at decision step 146, the state of the neasurenent result is
ascertained at step 150. For a "good" state nmeasurenment result) the

e o M T . 2 1. B L B N 1 o, N 1 - . A A~



is either deleted at step 152 or updated at step 154, the tabl e-nmaintenance
procedure returns to step 142. Still referring to the manual di agnosis
enbodi ner\yvoog}dgulfqealth of the network is displayed to a upef/sghi/édiés

noni toring system For exanple, the 5 representation shown in Fig. 6 may be
di spl ayed to the user by neans of a web-based user interface. Fromthe
display of Fig. 6) it can be determned that the websites buy.abc.com 92
and www. abc. conwBviatarcem:Adpieltichs=Tdgeninigs.egi* of t he nmonitoring system can then

generate a dril M.Morﬁ:@d&kl@?c%mﬁﬂb@h is detected by the nonitoring system at
step 156 in Fig. 14. Thus, 11 t user ;cti vates the www. abc. com hyperlink

: _he.
in Fig. 6, the XVVPRPSPTURVEHENERLHRPEMPIHRSS s detected as a drill-down
request and t he wdw.ghglcay Trassfer=8cpriirgefered t o provi de the health information
shown i Fig. 7.ywiBicSoh @aaddoumnatdi@n 1s represented by steps 158, 160 and

162 in Fig. 14. At. ster t.he conmpopent, | ayer andl or neasurenent to
whi ch the drill %"S\Aﬁimﬂﬁscﬁaljﬁ'spg esbé’r"waﬁ%’s'g'ﬁﬁpgdet erm ned. The 15 report table is

t hen accessed awwwiskhgpmdsePages="dpder to identify the current state or states
of the conmponent, |ayer and/or measurenent. The display is updated at step
162 so as to be responsive to the drill-down requests detected at step 156.

Continuing with the Joo f e -162, the topolo be graphed as
shown i tf Fig. 8. Thib’%‘&ﬁ&%‘ih@g? éﬁgoﬁecfﬂ%@'%\ed%scﬁp@%‘gélﬂ ‘igrfﬁx‘?:i g. 8 shows
that both t Hifemebwabsitesto titisuppaitingeeb/Mevagat Axpipvidsshanaedreobl emat i c. _
However, si gfgleiWeBsi@aian\Waip t6 hultifle$RBRBABRL ArBRRtiTd\EorRBitiSRAlyer 64 far its

proper oper gt ht ssuned r.hat th b i ot cause of

t he probl emg s!&g@i)\fﬁbosﬁg\fer ??ﬁ_%ogﬁgflfl%%“@ggg?'megﬁﬁéﬁ%ofoééggéqcan be ascer
2s tai ned b§eden pfthe gonfievratieriie indicatesithetinteidepensdeaciehempnd heFi gs. 9 and 10.
By navi tfat i diffefehtsensos haﬁenbtwsrlﬁinffastttetdrac'&]e ditecticmalith @sstetaggdi neﬂ t hat bIt he
VEEB TRANSA! hi ; | : LNg the problem
that the V%%?%djpiggg)%\fé Egﬁ%g;ﬁ%ﬁg&ige;%ﬁf% gﬁ;ﬂﬁgi %ﬂngd test relates
to the aver : that there are two
mechani sns Hepepdeedy. (The LEGHCALaTORGLOGY septicnaxpliditiydistssenvetsdthati ni ng t he root
cause of a preaivt apart AL Iddicabddpendeney IBERP AGanBGBARELStE. FiRglynoni tori ng

syst em gut ogat : f ~enents and
y aH giFe‘t@ﬁieLA)CﬁGNQ%éﬁoﬁﬁeﬁ%E %Stratngﬁbglgﬁ?{?géa& of'ifgé\ﬁé{{

determ nes t hi,ghest priorjt arns. 1o ntified to the user. This
aut omat ed ¢ erseﬁnggf"gr? ‘%%’ %%B%Béﬂ%af%qupgftgrg'ﬁsef‘ﬁﬁsﬁﬁti@ﬁcal and | ogi cal

t opol ogi es and t he cHHpBsEH torology BapsRWebsite e Hie cREIPBIFEOR hat wer e

descri bed wwhich itelepeneisc @he stafei (s, th&heaittl) df2 webisiie & delemangppooach correl at es

across the wliagidof eSS ith a¥Rh8erR bofp&RAROREBh” it WRlahy @s anmong t he
differe ngm;gcf}l%mr@sﬂ{s it (A€ WBLiR 188 H&'ﬂ{s n?afhgd—ﬁs ha\iirfgeér gréagt% ermne the root

cause of a problem t second e ni’ may, Qe 1 0 as the

"t op- t 0- bot PYHY s@%ﬁ%‘%ﬂﬂ" E‘Eersr”@yﬁ?ﬁc’g‘ﬁ "QB'SP"SQE '.s'ucgiéfg??@meW to Fig. 13,
al t hough t hthezplate atthe websiteroaiter hasis o therstateshof @emaibdty ohesimenesasted in a

separ at e sofntitsaompormempitsient of the 5 nonitoring system since a manager 164
conventional |y recei#Rsst@bé ofthe Wolites &Ml Bore M REIB @Rr fafepm i Nt er nal

agents 6, " d t Me. | ted to inplenent
t he app%ogacﬂeagﬁﬁa'tju %% "r‘r%ﬁigcteg% ?IJD_K;;Sg{e,le]%e@Fﬁgrg?]n}:t'%r%ngﬁkhaeg@mos“? periodically
measur e var PUS Sriers #€ ﬂéfﬁ%ip?tﬁ’gﬁ“ %@B‘BQ? 8% 86 Rne B8 taipdigate WhelSlr enent s and
thei r i nt er petateaisitad.”"egmedn’ng “gded.” dtatnativedf, thehdesigndiions dnaylbeneasur enent s.
The i nter pr edleitreREE. The widb®@BhEWASAst thite BrebetidisitddBisdvabsl- ar e exceeded)
DUt ther e et fieweb BRsiinh RANBMEISAY witW BRI BIEALpGEReEs | Nt erpret ed as
havi ng 900 st“%te 3} ﬁl S‘%%"‘? %r% an "unknown'“state. The nanager 164
mai nt ai Is a7 BHBFANY-aBndns oAnel hapg, fhs wesites by - aBe5PMER398 many of the steps
descri bed wwwh.absiceméMdege indicried as egerigivinggrelpems.or mai ntai ning the table in
';het ﬁUt om;t ed appr oalgfacwmafrﬁ:hwwtﬁerﬂrdf'b_ﬁlbo&iﬁenﬂ’tifﬁﬂk iﬁ\?@\lﬂ@ﬂ.tahﬁtlérha(rje : _den';i cal
o0 those de ¥ 3 hej S uplicate

ref erence n%%'}egﬁgc'!rw hﬁgﬁﬁﬁéﬁ?@%ﬁ@ﬁ{% WbéJ&ﬁ%é%iSHl&?PdFlgggg{jwat step 140. The
" manager 164 receives a nmeasurenent result fromone of 20 the internal
agents 152-160 or any other source of health information, as indicated at
step 142. In step 144, the manager det-l2r nes the conponent, |ayer and
measur enent associated wth the received neasurenent result. At decision
step 146, the nmanager determ nes whether there is a report table entry that
corresponds to the conponent, |ayer and nmeasurez5 neat identified in step
144. If no entry exists and the neasurenent result is either "bad" or
"unknown, " an entry is added into the report table at step 148. Moreover,

t he aut omat ed di agnosis process is triggered at step 176. Returning to
decision step 146, if there is a report table entry, the state of the
measurenent result is determned at step 150. A "good" state causes the




so corresponding report table entry to be deleted at step 152 and causes
t he autonmat ed di agnosis process to be triggered at step 178. On the other
hand, wh b6 5isat e of the measurenent result is deternmmegsdnoomseit her
"bad" or “unknown," the entry is updated at step 154 and the autonmatic
di agnosis is perforned at step 178. a5 The sequencing for the autonated

di agnosi s process,; Ste 7 wid | SEeli ith reference to
o0y e arty. et B celp AP obPRpir r P PIE P b RBo Wi AR
i ncl udes al |l of t 4 &g Bdsselecied fametheayiadaw 8Quthegrepbicalaiser intedfaeatriaye of a

'('jb?d" or gnw'(']utnﬁnmﬁte'rr&] tHid RihBow belodﬁg.:ﬁilﬁm&gkﬂxdow, itt iﬁ%ﬁcﬁfhﬁé@@\lat bftth% Sig .

et erm ne et her re are.mul tjple.entri.es wthin.. er abl.e. a
negati ve response pgégﬁlggraﬁacp%s %ée(?fﬂgiﬂbenwglng??eféﬁnf%ngpﬁoﬁfsﬂrﬂgtra@a}'cs' only
one al ert tabl% erftheypeasurpmanty HW2galevant fasthisdraneastion @ra dspindicatedrasot cause

of the network prao@hiagstitestherard &bod ndaba@ i this cage, AbRE bf e neRefat ed at

step 186 to notify ! to f0 catiqn, process i,S not _critical to
the invention. As %%g%ﬁﬁf‘@gatt%{)?se Vﬁp%i B{‘l ,O%Ho%{ﬁt@z ﬁ@ﬁ/o'ﬁ% bﬁrdomeagﬁeby
generating an e- ndngnt iplls gyeragergspense timegneasaramnend 184 Eaip mgasyementisit s
determined at decidesighateti @B haWirdg b hhdaltiey Kat@l Sndaihkinlagurddashe &L 1d89s

within the alert t 40 el i to categorize the entries
into a high p?({ oriS?%‘ﬁi?é%8&%@?%‘?%@”%5%@%@&@, and a low priority
queue, as indicated at stedYI®gsidaingihgstates e heriydiviges camperpdis segr egat es
Ithose al er ts _thaL asebelated With falvesblsitaSand thy éepdniderncied ambisg th@rcogisn@itﬂerl f
ayers. isis 3 t - # 0
t he ot her |ayers, qﬁ%y §?ertcgéggir?§_ﬂﬁgmv?/ayg¥p E%@E%@éﬁ ﬁ%@ 8?}# edrro_o §a§%1gﬁ?%h a
host causes a 15 pgreeeminthenvindpsr 1P6ioh{igr 8. thalogicel @B@B@Yﬂ&'"%ﬁ'@é,thqthe host
alert entriesiare the WARIgatawhnhes ametthe wep semer 64/hayecioth mBeghinth angrobleen ot her
alert table entri el Bhcall WAPHafowal AEasb b BHRHNS Ralirich uiepandent
upon prior determnati ons. . At éﬁg}ygﬁ ot cog |g¢1r| ng the .n&nl tg | r]%d
system each neasdfH B P P26 CPERUCR @ BrseINEr) 38 BHICRtRA PY FTRyi cat es
the severity of t fiepanrdancy agowd 10 nkingribe traecbniponehis. Aeusegettha eniterindhe
event that the st aystedf canhsasiiEif@riretitRithd ot &ade of the prsbidhiismpstilirély to
det erm nati onyd hat,ghetabesnkhgs cat egori zation of an alert. At decision
step 190, a determ nation '|§ made as to whet her %aergh ar e _rru,ltigl e entries
in the high priority queue.Ratymiag tothg 2racess iy offder S8 aPRIlYiAg SEHE™ o- end
correl ation at st ¢lgcagposes=sfach sempaneat intarsespt of protopaliayerealctiepl3. Moreal ert s
wi thin the high provert,teymgatingmersigld ntdpped td Hiefyefsatabdpy1 s Sheilafettb Wi th a

conponent type (e.ghi ) : . . }
sun02.istl.co 80)%’?.%‘\?&& hShvmags 1&%9%@% hgg@tgﬁa?gsv\ygﬁeg? 'tnea ;oinf any), a
t

. er (e.qg. BT A\
test, and a rrggasurﬂgﬁ{n?ﬂ? n %l“ﬁafo‘ reé‘gWF'te\séF?FB'ﬁAgPWé'o?é' . qencwgng(}té(% ¥ so that
fol l ows, two al er tMARING AW thp Meapsemenire-laypeMarning followkl i city, the
vari ables of the first alert entry will be presented in the notation [Ct1,

Cnl, 11, {{s1, tl1, nl}}jcomBonEsr _LAvercaBRgNent type) Cn is the conponent
name, | is the |ayer, S S t .S the test, and mjis the
measur enent nmade by théror gtsoﬁ a‘gf:éﬁalgI'sairﬁ%%on?%%mgéﬁgvﬁﬁ”<el‘ﬁ\fe?>>79’va\’ﬁﬂ%'a"beé

i dentified by’the notation [Ct2, Cn2, 12, 35 {{s2, t2, n2}}]. In perforning
the correlation of stepetlSéNertiveTWORKAgEer 164 checks to determ ne whet her

t he conmponent [Ct1l, Cndty WsptdrBe conponent [Ct2, Cn2], in the physical
topol ogy. If so, the ager ¢l termne -20 if there is an
overlap in terns of tg@&vve "’selr'%'lelg‘g'tl%g%é)ses | oy the conponent [Ct1, Cnl] and
those that use the con{YBheWeFWEB)SERNER  in the cases in which there is no
such overl ap, 3% he nanayer_sdrveeeMEBLIHEE t wo al erts as bei ng i ndependent of
each other. However, |i{vef BfeBsdnEramaRY@TicNR the manager treats the alert
[Cl, Cnl, 11) {{s1, t\;véb L ,)Yﬁjs‘bei ng superseded by the alert [Ct2, Cn2,
12) {{s2, t2, n2}}). IN-SPEE"“19%5Tthe first alert entry is moved from the
high priority queue to the nediumpriority queue, but the second alert
“entry remains in the high priority queue. In step 196, top-to-bottom
correlation is pertormed for each ~o queue. In this step, the nanager 164
begins with the high priority queue, =!3-



then proceeds to the nmediumpriority queue before addressing the | ow
priority queue. Wthin each queue, the manager conpares every pair of
alerts i 6gz%izggeue. Reconfiguration of the alerts my oger§c@ioosdsep 198.
The recontiguration will follow set rules. As an exanple, when the manager
164 considers 15 the two alerts [Cl) Cnl, 11) {{sl1l, t1, nl}}] and [C 2,
Cn2) 12, {{s2, t2) n2}}], the manager follows the rules: (a) If Gl = C2,
Cnl = Cn2, and Il =12, instead of generati ng i ndependent alerts) the
manager combi nes the IMERASUREMENE LAKERTOMELe a conposite alert of the form
[C], Cnl, 11, {{s1, :tckmatbilifis {5tn it Lrestiitichkmead@leriddp=tifaydiadnes Gt 2 and Cnl =
Cn2, and il > 12, then the manager noves the alert [CI], Cnl, 11, {{sl1, t1,
ml}}] to the next lowest priority queue. The reasoning for this
reconfigurati®on is tH#PTestAysilabilitge-VeRB_BERVERI gher | ayers of the protocol stack
are often caused by piphlseRgpate_tiie-weaveervERyers of the stack. (c) If Gl =
2 and Cnl = Cn2) a 1 then t n ves 2s the alert [Ct2)
Cn2, 12, {{s2, t2, nt} p?e%%%p't %"eﬁgﬁtavﬂ"%&g%rg%vrﬁy gueue. Again, the
reasoning is that problens at the higher layers of the priority stack are
of ten caused by probl@fpseseitcpidomettowREwEREERVER A conponent nane typically
conprises a gpnbinati , - t nunber. In sonme cases the
i STl A3horkl P8 20

tests associated with _ be specific to a port nunber. For
exanpl e, the network FrecetsTerbNug pracs fRpinggAR-PRYCESFER he network connection to
a host and is i ndepenetemésTest:CanytiFsNpe AROCESSESpl i cation (and its associ ated

part nunber) executi ng,QETEdRRRY ti=ArP sHRRsFR0, for each priority queue,
t he manager 164 consi‘&gb ~the alerts within the queue and, based

rs.each of the
upon the tests associ élsﬂe.rﬁ?t%ﬂ““teﬁ‘a'f—' EVEPSE determines if the port nunber
is relevant 1o the teWebSirTddReqostoatedWERLSIBR. |f all of the tests associ ated

wth an alert are i nogggidedbarfiahdi_mesiesnsifber, the conponent nane

associated with that @Lb%rt}reit%ctr@rg@sf—-\iwgéjsﬂ% step 202 to represent the target
host nane al one. Then, the manager commpares every -21 pair of alerts in

a priority queue usi nyeRSHEIesHpRotEWERSE] with respect to steps 196 and

198. Optionally, the WehspgrapRtionTiest: R@esh@aNVERTRANSACHONEe executi on of

steps 196 angb 198. | nwads@yrrad€itionddstbdt SrrdrxwWieh errRRNGHETIONSOr i ty queue are

conpared with 5 al ert\ﬁ/edsl?eTFah&chEﬁgésH:?l REd e rANEAS @ the Tow priority
I nfilgured to

gueue. The manager 164 1S _CO _gu : detect cases 1n_which a simlar
alert may occur at twSeBTERFEP bRt tangliaterWEB_TRANSATIONS,  det ect s
occasions in which separate tests identify a problemw th the sane
conponent nane, the same conponent type, and the sane |ayer. For exanpl e,

DL ot 1 i, o, ST B, BB sy el 1 @
the nmediumor t hghaﬁgﬂlrég?ﬂsg'ﬁﬁ% 9“%{8 LE abll_e(cﬁ Uélg%rﬁfaa{i.efer‘ ?W"?%%%ﬁ%é’r_yﬁ% priority
queue that is si FPIraIPopEng e apaticulanwebherysrgampenast Pt 3 seprdifovelsiie alert is
reassi gned from tcheld iretlide i o inetwdrly la@ee whichdetlb evith packutitransmigsiqogeue. Thi s
possi bl e reassi groBthe REWEAS (B'a KdsERyBQicH deald viith thE chhtrai pidaek&Rg t he out put

206 of th [ d : t hi
exarpl e, thets o iEndy ofd Bl eaploedbeirb sore PR iRk e bl Fgod or s
and one | ow pri of$xthe FEBjaver Which &aprdher TR comestiansyo and frem tha gevat e

i ndependent pr obl{(¢rse applitatorippbcess tdyenwhible determinasthe statdseofipgocsssed or ed, t he

lover priority akgbse és%@r'it%?ﬁﬂhe%%it@'@b%&éf&ﬁ:ﬁa@(ﬁgtt?'é WEE kangf laié‘re

probl ens |nd|cat§%#@y‘}%£ hlﬂ%HQIhorlﬁ a ertg..A user can.'click™ on any
alert to obtain PRSI TROET JRE W %?'i"?)rr?p&? c3liRR S IBNE A ated with
the alert. FOr eX@rbe websitsdaygawnichdetarmimes whetben the webgitenis watking aait i on
regarding the af eepdotal, and ) thes wethiyadpactidhe ldyeswhitih mcludes gl GHeakbytthaat- t he

" probl em exi sted, jQf,dRYedfed IS tHEASILSEMENt that was indicated as being 25
in a "bad" state. This information provides clues as to what the operator
may do to correct the situation. A benefit of the invention is that the
“automatic correlation of alerts results in a report in which the perceived
root causes of problens are identified with high priority alerts. O her

noni toring systens that performso sone corrglation require users to
configure conplex correlation rules before the systens can effectively
performroot cause analysis. A key benefit of the automatic correlation
approach described herein is that no special correlation rules are required
to be specified by the user. The correlation logic is enbedded into the
manager conponent of the nonitoring system so that only the specification
of the physical and | ogical topologies of the nonitored environment are
requi red. Anot her advantage of the invention is that the high priority prob
| ems reported by the manager are based on the view of the current state of



the system being nonitored. As current reports arrive at the manager, the

manager dynam' cally updates the alerts, so that new alerts wll be added as
probl ens (a4 /ﬂ% pcted, while old alerts are renoved autonpéf,gg(l,ll/d(n@s
probl ens are a ressed by operations personnel. 10 15 20 25 30 35 - 2

3456789 10 11 12 13 14 15 16 17 78 19 WHAT IS CLAIMED | S: 9A
et hod Of oni L or 19 oL 31 PEIIPILIERITR! dtheycl asSbaRSa gl a3t or 1 NG

net wor k topal ogy._i nfornation e rconnecti ons, and
i nt er dependeftd gegh%ﬁ'ﬁﬁﬁ'aﬁér\%’ﬁh‘grﬁ@%ﬁ t?é?‘goﬂlgleadﬁerﬁ’étTWI?s Betning a
hi er ar chy oflayesr oh@t®r ldyasseast hecvane doaposerndf The [eeald@re hiemschinabng sai d

pr ot ocol 'ayﬁtﬁat'd\a*é@t%V&Wtd%@gcgéwlﬁygé?é‘%sé&fa édz\gmeﬁi@égpﬁa@nems of said

dat a netvvor at'| eac 0C r Wt sai d conponent
on whi ch®j F@i org? 819 syste qeﬁl,l{gﬁ ﬁ‘stﬁﬁf%e estaroRiemat Wg?yéﬁy associ ating
at | east sormﬂm‘rostaaadseoﬁ’mpmblams Howeeberaa ppenial caseyis dife isast tygn ot ocol | ayers;

| dent] {Ying 4RS! SorbeRAR WMHbaIRASEAEREBI B ol pisons of heal th wi thi n

sai d data networ ciatin neasurenents wth sajd protocol |ayers
on a basis of relati wpﬁgev@ﬁfer@,\&"&ﬁe DgNiPriRg SKTIeBNBASERAIPAER d prot ocol
| ayers; and lagards detenmims drethe bhsiobdf thasidtedaf theriedividud ,meaanﬂemdhhsg i dentifying
10 that map to this layer, while the state of a component is determined on the
basis of the states of its layers. Various policies may be implemented in the
practice of this step. The mapping of components to layers at step 112 of
Fig. 3 is executed whenever the monitoring system is enhanced to monitor a
new component of the data network. Similarly, the mapping of
15 measurements to layers at step 114 is determined when a new test is being
designed for the monitoring system.

Referring now to Figs. 9 and 10, a scrollable window 116 may
be manipulated to allow a user to further “drill down” in order to better ascer-
tain the health of a specific component, such as the web server 64 that was

20 identified above. The information provided in Figs. 9 and 10 is consistent
with that of Fig. 7, but the measurements 102 are taken at a slightly later time.
As in Fig. 7, the only measurement that is indicated as being problematic is
the average response time measurement 104. From the portion of the
window 116 shown in Fig. 10, it is apparent that a problem is at the

25 WEB_TRANSACTIONS layer and that only the transactions dealing with the
WML pages are failing (as indicated by the coded box 118).

The state of a layer depends on the state of measurements that
map to that layer. Mapping of measurements to layers may be employed by
users of the monitoring system for further diagnosis of the data network. For

30 example, in Fig. 9, from the WEB_TRANSACTIONS layer, the user is able to
view the individual tests 120 that are executed for the designated-layer. In
the application of Fig. 9, there are five tests for the WEB_TRANSACTIONS
layer, with only the coded box 118 showing a problem with the execution of
a test. Once again, by drilling down to view an individual measurement, the

35 user is able to determine that it is one transaction (i.e., WmlPages) that is
experiencing a problem and that the problem is a result of an increase in
response time. The user can use this information to check the specific appli-
cation corresponding to the transaction and to perform further diagnosis.
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present health conditions of said protocol |ayers and said conponents on a
basi s of associations between said neasurenents and said protocol |ayers

and on a‘pa%'?ﬁiz%; associ ations between said protocol |ayepsraa6haéd
conponents.” 2.7 The nethod of claim1 wherein said step of storing network

topology 2 information includes generating information that is _
netuor k) sai o e Buet oPAURNA alo PG SR ten AR o bR 8 el
connect i ons 5ﬁ'ﬂ?fé°'%8i {Ele H’Bﬁﬁggayngéf v Peﬁ%ﬂ%ﬁ’%‘? ﬂaefg‘é%%?g%ﬁ@ryf ect

rel ati onshi pgraptenhfiral ddeurrerh din éxamplesofsucng plotll 2R isshpeminkig, 11sai d | ogi cal

t opol ogi es i ncludi ng geEp TV ' h said
conmponents for which ?gl d |plglgrgquﬂgqeld\r}\gg‘égﬁé@?q@@gﬁeﬁ%ﬁ?ﬁ?@?ﬁr support of
sai d i ndidi dOSleTIBRE theyooucayse ghane, A Mg PIgb IS aiim5tep dprtDF AN d st ep of
defi ni ng sai daltopniegyaiiv dafa networbtsociobs BaEcusinescsystiay ipdstetiined.ng a

f | ' 3 b
Cransacti on ?ﬁ?%ﬁ‘%p‘gﬁ;%%ﬁd?w"f Aol ﬁmmﬁﬁhi“‘jggégfé‘f‘&?‘e’?gfbé“i% sai d

ndg order in which.
ascendi ng or §8¢ g RteERap %?ﬁa'ﬂﬂi%ﬁﬁ%ﬁ?f%%e"ﬁy T§e|| BiSean. o4 1 4.
The met hod ofrepréseinhbdth whysical conpadtibns arg logicalatependeamcieng Irefighd, 4l d pr ot ocol 2
Spac 116 oat T EBIeGP R AR o0 DR ILE B LEIAEY B4 o o, o col | ayer
2o spoct i MEERIBE heniRbR e b sonlicaitt Sen e BEP sRBETBERC 1 od wit
sai d 5 pr ot o@degi¢aadependsncyThinkaith attowheads aignifyicauserasieffestirdlast ep of

Rt vi dual s S e B D B B i Ch o
mapped to spé“’&ngFB’eég‘f ﬁ'a}fggrﬁg?i:é?ﬂogx #'%f}ﬁﬁlhﬁfsze e 3‘?&"%%”6{?’3“%5%@' measur enent
that is #fternined toAbstep 126 dessiogiadlitepdiagyiigdirivad froe tog physicatk of heal th
for each sai dopiugpomREtograFtogol EsaldbspeNb @R lor dyelelh e ch said
particul ar ”%t@gup&?éﬁ?{'éfuhesp egﬁlﬁ oéquﬁ-EaIﬂ‘ g tgﬁ?ﬂogﬁ is &lsAbB3rpr Wher ei n sai d

step of ascer ni ng said I~z sal %a n rk 1ncludes enabling a
web based s AP PHEERKSRRoR M WhIK It iAeriied da fha PrEtHES embRaMst. oai d
conmponent s ars@clks lgigaldopiagyds spegifie tsa wapgitecant indicates the trposastions on a basis of
salt ﬁ gEa?Mrlem_BﬂSditeﬂfb@Rhe?W&sﬁEHﬁ@deﬁ Ser§érs Go WhiBh HeQedlsité aﬁagsath h7- nge »
met hod of ¢ i , i.nin | ea ) sai
dat a net\/\orkq‘ji@n%:, ﬂégﬁtgﬁghﬁ?ﬁgﬁ%ﬁ\@aﬁé@%ggﬂg;(':%rfé}e aP?rgﬁ Br ocess which s
gener at es al &YePsitesy campogentdigk of health in response to correl ating measure
a nents that are undeéspragdui of thecoggnination of iaflodngiiootacqted fepner s t o whi ch

sai d 5 neasuls@EeNRS and e26TaRRBDbastd Bser METdR MY beAlsed iobhable wherei n sai d
step of gnabl n0.r4a lq%;ﬂﬂfi é‘wsf‘e%t%ﬁecbw {hgls?étésoé} ir%ﬁ&u&??veb%%‘éﬂﬁo provi di ng
prioritizati Qnr.,g? sal d ale ips %‘r a tﬂSl s s of I denti |ong(ﬁ root cause of a
probl em t hat PEAMPR anrfigh e dstermitathe [oq) canss A BRKBIRTE ohEIRE et er mi ned t o
be undesi r ablHewevergin the prefeigd embpdioentb pdditianahspabifiyrieaehievsiddyst ep of
enabl i ng sai dollawingragtikional steps. At step 128, a hierarchy of protocol layers is
established for each component type. That is, each of the layers is
30 associated with a level, with the levels being indicative of the dependencies
among the layers in the implementation of the component type. Thus, a
layer at level 3 depends on the health of layers at the lower levels. One of
the components of the data network is then selected at step 130. The
selected component is associated with the various layers that are relevant to
35 the selected component, as indicated at step 132. The association is based
upon the dependency of the health of the component upon the health of the
layers.
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2 correlation process includes generating an alert for each said
nmeasurenent s that is determ ned to be undesirable and includes indicating

the prior £,52id 4 alerts in a representation of saidpglrRiGhSod28s @ USET .
10. The n%’Pyh(gQ 24? claim9 wherein said step of enabling said autonated 2

correlation process includes representing said alerts as a web- based user s

interface that displ ayéim% %%Qp @&Pgl tde‘?&&urféftloﬁ@f\ghéiﬁ’ém %} and said

| 41 h
D ops of + 2 rHHRg CRRSNE et B RCARDIGPE BARbn bt seRsr 1 e Tt o 0
net wor k, t her@‘tsysled&rig thie ragdidonah yerhgoment arpiahegping the Eppropridie ks tbes ava| | abl e
via sald dal anBSbuBRN oSl GAERS ROARAYSALER SUARN reacH ateDS! L es.

t hereby defining ? | es of said dat a
network té safieFidhpemadsh. éhemmarml @mda(mtee gaﬁoma ﬂﬁrﬂi@qr@ﬁtm R'EFRSS S i ncl udi ng
ranki ng sai d éndidd ftR@pi138es on a s basis of functionality-to-functionality

dependenci os for 1Pl eRERl By fnyd dHORESDA HEHARO i el v ey To

mappi ng each said co 11 said
conponent i s BHEUPROR BV taplisdhipiacapaliity B9 bGéf’?H‘F%gThﬁfﬁﬁdﬁ if 8t o 7
functional i t ybaskppiund taskitidt issdxeouted b theanaiager £oaht whierdt plceived aty of test

nmeasur emeft s Ly Qurémeqt r‘éé I'Eﬁ&ﬁtahgg Ing-y'e s@ps%”rﬁﬂe@%hﬂngﬁﬂ%m rdtest

measur ement i S kﬁ%% tate unct| onality
as applied to@SH¥ dﬁféfﬁ“§e t°c Fer b3oy hesegenq igskig executed
measur enent - t by ﬂlennanagaaWherylt hardiEsegch dfibdovert iequest froch dldseeniald | ng

[dent i cat i on&rmtemseﬁnguan@g&@% mparth i ()
d9|

sai d physi cal 0 S pol ogi'es, ayer 19
hi er ar chy, Y"Tip% sg%t??ﬂgfﬁ Heieence ality mapping information and zo

(5) said1r$easurerrent t -FiguriG & cepattitable isanitialized atstep 14l i Asan - 26 t 12.
Igﬁsggt Ihﬁgl 3; u a?édgbrlrﬂeMsés%+é?néﬂé§ufﬁtsﬁr§%ér?¢ed%§@ g, fn@%médagefcatlons of 2
causes el WG RO Sl Db oSl b TR SS TIEE®  cc o

sai d corrponen?#Sth?mB%@ﬁ'ts Hdhacarragrendinglayess thah pee inepBad’ €5, present
operating st atupknobin"stitel Thd conqiohentds identified asiqoalp bed dombraition obnponents and

present shat efhleos@@Hﬂh@hf@%ﬁﬁ@ﬁ%@i&%xe&ut@@ thd P&t ABhPQdaf ay) @i m 11 wherein
said step of gnakl Pgeasleﬂ E](él Cﬁwte'nﬁd)ﬁ ect%'d 'ﬁ%lf'%ﬁg[,hgd%gﬁf}e&i ovi di ng an

aut omat ed process 0 sai ioritizing
said network problens 66“"&“515’&@@“6?”'@9?%5 F%??lé’?d &t sipri4e BRY 8nd said

physi cal and bengratall froopwl intginebor extetrbl agére ofrtrieHymk desciitbesd withl3 f ur t her
conprising a ieBn&d toFIEER ahd agAaéte.s 454,2nd RALK %@wé@ﬁé&@ﬂéd ke to
prioritizati OQ?S%]::lﬁe? R \Q%vrfprpate réon?f:”%e i paygr andI rrgr%?tsgpqneor!t flaimll further

conprising a CL1ons 'sald websites to

t hose website eﬁ'ﬁ?’bﬁf@ﬂ 1(”%‘%"‘@%\?9&' asqertaing bethsnder is adoret i8Blee. 16. A
met hod of nongrttorthaicosredpards trethawekpomnpiaysr agd teeswempst. d¥herdit st or i ng
first mappi ngdetafminedthiada rdpba tablesertgaioes aot @dst Wheld createdpiytepaab, t opol ogy

of network COpBRMRN fe state of the measurement result is “bad” or “unknown.” The
30 table-maintenance procedure then moves back to step 142.
When an affirmative response is generated at decision step
146, the state of the measurement result is ascertained at step 150. For a
“good” state measurement result, the corresponding report table entry that
was identified at decision step 146 is deleted at step 152. On the other hand,
35 if the state of the measurement result indicated a “bad” or “unknown" state,
the report table entry identified at decision step 146 is updated to identify the
current state, as indicated at step 154. After the appropriate report table entry
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storing second mapping information that is representative of a 5 | ogical

topol ogy of transaction-related network access points; s storing third

mappi ng w&g%/ Ljon that is representative of network prop@gSGolRYArs;: S

storing four nmappi ng information that is representative of 9 which of

said network protocol |ayers are inplenented using which of said 10 network
i ng information that is representative of

conponents; stori n&gf' fth mag%l
whi ch 12 net Wottker daleted gt Hieh He2 orirdaled Abser Toh de table-maiptepaiceve of states
of which 13 proekomelretbmges step n1420hi ch conponents; and 14 enabling detection

of network probl ens u%g{ggéfgrﬁﬁg% iﬂf' rjnua?&iﬁ?ﬁr%&érﬁbéd*}hérq th%ﬂ inhprand fifth

mappi ng i nformation. in said step

e
of storing smecﬂ%‘é%%r'ﬁjd‘ip'ﬁ)é?ﬁﬁ?ﬁﬁs?r FRPNIGANG BXsieTRteLOr YamP {breng websi t es
as sai d tr ansspreseniatios sbhovetinign 6 nvayrtie disptayed tpthenssr bmdeamscdfades mappi ng

tB r a%s]gc;; gﬂz weB-paebdudR BRbFRS. Pﬁonv@ggrspra?lo@lﬁgr é‘ﬂ@@aﬁtﬂec&?egerﬁeg@{iﬁ:/?y ﬁﬁ'pﬁ. né ,
i nf or mati on ﬂ'f?g%l?d\%ébsi'[pa%ﬁw% Cﬂﬁ'rég %ﬁ‘f’w éﬁ‘ilcclf? géé[ed%%%t %FI&’ 5B ot ocol

| ayers on 3 af hesnenitofingieysteneandharsganeratandrilrdown rdquestdbasénl | ayers. 1 19.
The net hod Ofdefélct%'d Jtﬁe %ﬁﬁcﬁl‘n?s%@érﬁ’aﬁ&@;ﬁ@ém@@gh' 'Tﬁug‘?fttﬁ&héé?“ i ncludes 2

providin user navil | on ﬁnrz(zough sai d

P Pt 53 BRtaTSING yovy Shi O AR IPY 190 Balb G TURS BT REIVERIT0. O The
met hod of cl & detaGedhea eritvdev eqest pnidtheelipllyiin tecdefigacd topravivel udes 2

provi di ng ant@ﬁé&ﬁ‘irﬂé‘mﬁt@ﬁ@ﬁoﬁvnﬁﬂﬂg PI TR rddoAd Irgtgitnlqs Fé%?é’é@ﬁt@d%om ems and 3

generates alert ar e r.es \V I’IOI’I

Ae. A Ass. A A§§ R A %PRQ 53 R CRGPANER AaVR" E“‘K%{Y A As. A&U. As
A Au. As. A{. ,n@aaﬁmement to whlch the drill- down request pertains is determined. The
' X @EFU| wr nh@éb\drmaﬂﬂeae] heh asdessddca krep) 168 e addestbaadntify] tha baradnt sthea] ca] cal] cal ¢

T
| 3] ;361{3?} Sfﬂ %?1:@ dﬁ;:%gé%t(:%e? E/ﬁJ r‘ﬁg ({;vavE nt. The lspa |s] ca] cal cal cal cal ¢
a] ca] ca] ca cg'f’g% %‘3‘? FaPEY) 8’:5 ﬁ"éﬁ "Eg ko) 383 %1] ca] ca] ca] ca! 4456
7:: =>&>"' >H??2BivoEd piadineivkth JIBOP2p pkstana| i€ then] ca] ca] ca] ca] ca] ¢

a] ca] ca] ca C@dﬁbﬁg@%ﬁm g‘:@bﬁéﬂ]dﬁ%]w@ﬁd ﬁﬁ]s@&ﬂ Crid epleeadtafdrcatiien] cal ca] cal caV] c

a! PvRLSY Y'Y
eeeg/ gh| wr n‘n (j éi F&gi Xtin g\]& Q£ ‘?‘5 @EtheWAi ﬁ;g J-lca] cajca]calc
a] ca] ca] ca] C EEE] f% 'ﬁ Buuyzczf 22227
{{1{{:}{vql gWer|spo&T 64far at]s @eppeeqneaqtnga,] itia pesunpestihatdhe al}ab &ewoelisdijeca) ca] ca] cau
] ca] ca] ca] cafedtlcaadecalthapobiar] cal cal cal cal : }4~! L0
Additional information regarding the root cause can be ascer-
25 tained by drilling down to the health displays shown in Figs. 9 and 10, By
navigating the web-based user interface, it can be determined that the
WEB_TRANSACTIONS layer is the layer of interest to correcting the prob-
lem, that the WmiPages transaction is faulty, and that the failed test relates
to the average response time.
30 It was previously noted that there are two mechanisms in which
the monitoring system facilitates determining the root cause of a problem.
According to the second mechanism, the monitoring system automatically
correlates across the states of measurements and determines the highest
priority alarms to be identified to the user. This automated correlation
35 approach relies on the physical and logical topologies and the component/
layer/measurement mappings that were described with reference to Figs. 3
and 12. Since the approach correlates across the various protocol layers of
a component, as well as among the different components of the data network,
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The manager 164 maintains a report table in a manner that
15 dupﬁcatés many of the steps described with reference to Fig. 13. The steps
for maintaining the table in the automated approach are shown in Fig. 16, with
steps that are identical to those described with reference to Fig. 13 being
shown with duplicate reference numerals. Thus, the report table is initialized
at step 140. The manager 164 receives a measurement result from one of
20 the internal agents 152-160 or any other source of health information, as
indicated at step 142. In step 144, the manager determines the component,
layer and measurement associated with the received measurement resuit.
At decision step 146, the manager determines whether there is
a report table entry that corresponds to the component, layer and measure-
25 ment identified in step 144. If no entry exists and the measurement result is
either “bad” or “unknown,” an entry is added into the report table at step 148.
Moreover, the automated diagnosis process is triggered at step 176. Return-
ing to decision step 146, if there is a report table entry, the state of the
measurement result is determined at step 150. A “good” state causes the
30  corresponding report table entry to be deleted at step 152 and causes the
automated diagnosis process to be triggered at step 178. On the other hand,
when the state of the measurement result is determined to be either "bad” or
"unknown,” the entry is updated at step 154 and the aufomatic diagnosis is
performed at step 178.
35 The sequencing for the automated diagnosis process of steps
176 and 178 will be described with reference to Fig. 17. Firstly, an alert table
is formed at step 180. The alert table includes all of the entries from the
report table that are indicative of a "bad” or an "unknown” state. In decision
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10 entries into a high priority queue, a medium priority queue, and a low priority
queue, as indicated at step 188. As a preliminary, the manager segregates
those alerts that relate to the HOST layer from alerts for the other layers.
This is because problems with the HOST layer could affect all of the other
layers, but it cannot always be assumed that a problem with a host causes a
15 problem with every layer that it supports. Hence, the host alert entries are
placed in the medium priority queue. Regarding the other alert table entries,
the alerts are placed in a queue that is dependent upon prior determinations.
At the time of configuring the monitoring system, each measurement is
associated with a priority level that indicates the severity of the alert to be
20 generated by the manager 164 in the event that the state of the measurement
is “bad.” It is this prior determination that dictates the categorization of an
alert.
At decision step 190, a determination is made as to whether
there are multiple entries in the high priority queue. If so, the manager 164
26 perfarms end-to-end correlation at step 192. First, the manager compares
each pair of alerts within the high priority queue. Each alert is preferably
associated with a component type (e.g., web_server), a component name
(e.g., sun02.istl.com:80), a layer (e.g., WEB_TRANSACTIONS), a website
(if any), a test, and a measurement that results from the test. In the example
30 that follows, two alert entries will be identified. For simplicity, the variables
of the first alert entry will be presented in the notation [Ct1, Cn1, 11, {{s1, {1,
m1}}}. Ctis the component type, Cn is the component name, | is the layer,
s is the website, t is the test, and m is the measurement made by the test.
Similarly, the second entry will be identified by the notation [C12, Cn2, 12,
35 {{s2, 2, m2}}].
' In performing the correlation of step 192, the manager 164
checks to determine whether the component [Ct1, Cn1] uses the component
[Ct2, Cn2], in the physical topology. If so, the manager checks to determine
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H10%8& () - ?&8 /@nﬁ )l {&91& 4 ﬁﬁzf ? In %@@95‘ the Tirst alert entry is moved from
the high priority queue to the medium priority queue, but the second alert
entry remains in the high priority queue.
In step 196, top-to-bottom correlation is performed for each

10 queue. In this step, the manager 164 begins with the high priority queue,
then proceeds to the medium priority queue before addressing the low priority
queue. Within each queue, the manager compares every pair of alerts in that
queue. Reconfiguration of the alerts may occur at step 198. The reconfigura-
tion will follow set rules. As an example, when the manager 164 considers

15 the two alerts [Ci1, Cn1, 11, {{s1, t1, m1}}] and [Ct2, Cn2, 12, {{s2, 2, m2}}],
the manager follows the rules:

(a) If Ct1 = Ct2, Cn1=Cn2, and Il = 12, instead of generating
independent alerts, the manager combines the two alerts to produce a
composite alert of the form {Ct1, Cn1, {1, {{s1, t1, m1},{s2, 12, m2}}].

20 (b) If Ct1 =Ct2 and Cnt =Cn2, and i1 > |12, then the manager moves
the alert [Ct1, Cn1, 1, {{s1, t1, m1}}] to the next lowest priority queue. The
reasoning for this reconfiguration is that problems at the higher layers of the
protocol stack are often caused by problems at the lower layers of the stack.

(c) If Ct1=Ct2 and Cn1 =Cn2, and {2 > 11, then the manager moves

25 the alert (Ct2, Cn2, 12, {{s2, t2, m2}}] to the next lowest pricrity queue. Again,
the reasoning is that problems at the higher layers of the priority stack are
often caused by problems at the lower layers,

A component name typically comprises a combination of a
host name and a port number. In some cases the tests associated with an

30 alert may not be specific to a port number. For example, the network test
assesses the quality of the network connection to a host and is independent
of any specific application (and its associated port number) executing on the
host. In step 200, for each priority queue, the manager 164 considers each
of the alerts within the queue and, based upon the tests associated with that

35 alert, determines if the port number is relevant to the test under consideration.
If ali of the tests associated with an alert are independent of the port number,
the component name associated with that alert is modified at step 202 to
represent the target host name alone. Then, the manager compares every

2=




1090°& () - saaaabb80V‘¢}[<~
10! ~1 310%T& ()-! yY1109%ZZ& ()--yY1109%T& ()--!tO0*MLO%& ()-!y*MLO%wW& ()-(" 10

W& () - Waaseseendb@ 10! ~! vz F10%00& () -10%& ()- ! 109&' () ;
10T81000& ()-1 , 510%& () - widde eeecAb@ PTG 1/h0bk+

101 ~111]  1098B& ()- 109%& ()- s109%& ()- 9109%& ()-109%& ()- r
F109%4 H& () - eenf g/ gBgh}\: b@ 10! ~! ! > "109& ()- "109%& ()-S F 109%& ()-!°
109& ()- !3 mairgens)n a piotrayeuevsing the iy dgsesbadwith fespest destens 10 10

10810%& () -! 196:3'7'@‘@%3@%%%(\ Il the St O00AMR Z0p-ocbur bR the didctiign™ ?g\ =
10! ~111 505100 gé?%xﬁég & () - @810% & ()-sz10% o0& ()-!s10% o& () -1

10% o&
10! ~! . * O 0% & () - ! NOh stepdafé uaenty ip theright priggityqueug Rrel q@rpanegowths, () -
18% &;3(12)?/05 19%tintde @&hﬁ\rﬁnbﬁtw Zl@\ﬂaYan*dIJtQé l(; Insdrib F!elﬁé TthQ/n@nabgr 0 . )
19,0481 O o LA 8 B Sl AT e L kB0 051 vuvva
priority levels. That is, the manager detects occasnons in which separate
tests identify a problem with the same component name, the same compo-
nent type, and the same layer. For example, it is possible that the alarm

10 [Ct1, Cn1, W, {{s1, t1, m1}}] occurs in a high priority queue and an alarm
[Ct2, Cn2, 12, {{s2, {2, m2}}] occurs in the medium or the low priority queue.
For each alert in the medium priority queue that is similar to an alert in the
high priority queue, the alert is reassigned from the medium priority queue to
the low priority queue, This possible reassignment occurs at step 205.

15 Fig. 18 illustrates the output 206 of the alarm correlation
process as it is presented to a user. In this example, there are two high
priofity alerts, three medium priority alerts and one low priority alert. While
the high priority alerts indicate independent problems that exist within the
environment being monitored, the lower priority alerts represent prablems

20 that are effects of the problems indicated by the high priorify alerts. A user
can "click” on any alert to obtain a more detailed description of the problem
associated with the alert. For example, the additional description may be
information regarding the affected website, may be the test that indicated that
the problem existed, or may be the measurement that was indicated as being

25 in a "bad” state. This information provides clues as to what the operator may
do to correct the situation,

A benefit of the invention is that the automatic correlation of
alerts results in a report in which the perceived root causes of problems are
identified with high priority alerts. Other monitoring systems that perform

30 some correlation require users to configure camplex correlation rules before
the systems can effectively perform root cause analysis. A key benefit of the
automatic correlation approach described herein is that no special correla-
tion rules are required to be specified by the user. The correlation logic is
embedded into the manager component of the monitoring system, so that

35 only the specification of the physical and logical topologies of the monitored
environment are required.

Another advantage of the invention is that the high priority prob-
lems reported by the manager are based on the view of the current state of

-0




10%& ()-!1 10%z& ()-10%& ()-vbx~yyzzczaBdY:

101 ~1 1 0@ &10%&' () - @ &10%&' () - &&10%& () - OLGLO% & ()-- ! k- OLGLO%& () - - OLGLO
W& () - - CHEpARIBAY:

101 ~1 1, 3410068 () -1 09110%& () - - 9110%& () - - 0@ 10%& () - @ 1698 B (Y%t +100z &
O - {{{{{{, {1 {{b@10 ~! | I r LO%W& ()- " 10%& ()-. 10%& ()-, !10%& ()-
10z 10z 102 810%& ()-{||:}}4~WU3b@ 10! %L0% ()- | 010%Kkhk&' ()-! 10%mg’ ()- !

8(1)008%]8} ((& ) (; ) llooo %@&Q’(%ﬂ%@%@ﬁ%&mﬂ{ Iﬁs c%ﬂéht;( rjgé@%éf‘?rlfl?eg éi(th/éﬂ%? or; thtOg 10g
0 ' -1 x009 ' -1 / & - 11941 0% ~,&

518?/& (?- | f 09109 MaPRgE! d)"\‘aé”i’@%(i&i#&&%‘?% %h‘%%‘@%i?' &9 J'W " ‘%6%5(*5‘@ g as

. 10Y 910%& () - ! a0%rbBRenEEird Jetbotod viie@id 3lertkareTovRel Futomatelioss - & () -

1a0910% (& () - mKfohR%s Lo Yhdrassb@ U operations personnel.

5
10

15
20
25

30

35

~23-




Y 109%& ()-L10%& ()-!10%& ()-10%& ()- 10 10FOvzX6K7

101t 0 #10% | & ()-!t0 #109% ()-! #10% h(h& ()- "10% ()-!y0s 10%)& ()-!tO0s
109 () - j wio @siars10% u& ()-10% u& ()- 10 10 PCT/SGO1/00264
108109& ()-!y0 #109& ()-!t #10% | & () - 4f OWU3{\ =0! ~SOF9A.0%& ()-.'t FIA0%IU&
()-. !k FOLO%uU& ()-.!p FULOUR ()-.!f FULOU& ()-.!\FUL0%u& ()-.Kk_efxV7, =

10- u9910% u& () -! aOF9A0%& ()-.! aOF9A0%& ()-.! OF940% i & ()-.! pOFYL0%Iu& () - .

OF%0%SS&' () -whginig okmnED 1999109 k™ 3109 () - :
sy109&' ()-10%&' ()-S!'10%& ()-10%& ()- 10-u 10-uY}}[<K= 10-u
9$10%&' ()-'y0 310%&' ()-!'y 310%1& ()-S10%& ()- O 3109k ()-:!p
3109&' () -t Kz Xb.A-methgd phoxgnitoying atata niptyspek gomprisins therdere qf) - 11~ +
109%& () -'"2L09%& () -s! | &bkt c&wolktapadgy information that specifies interconnec-
10!~ &3%4.094 " &ichd and intefELAGANIES Ghohd E&RIEHERANESHd adtd ndihé () -10% & () - 10
10] Fw3 E_4 defining a hierarchy of protocol layers on a basis of dependen-

5 cies among said protocol layers in implementing functions utilizing said

6 components of said data network;

7 associating each said protocol layer with each said component

8 on which implementations of said functions are related, thereby associating at

9 least some of said components with a plurality of said protocol layers;

10 identifying tests from which measurements are indications of
11 health within said data network;

12 associating said measurements with said protocol layers on a
13 basis of relationships between said measurements and said protocol layers;
14 and

15 ascertaining health of said data network, including identifying
16 present health conditions of said protocol layers and said components on a
17 basis of associations between said measurements and said protocol layers
18 and on a basis of associations between said protocol layers and said

19 components.

2. The method of claim 1 wherein said step of storing network topology
information includes generating information that is representative of a
physical topology and logical topologies of said data network, said physical
topology being a configuration of physical connections among said compo-
nents and including cause-and-effect relationships of health conditions
among said components, said logical topologies including a mapping of
individual websites to each said components for which said individual website
is dependent for support of said individual website.

o N OO O AW Y

3. The metheod of claim 1 wherein said step of defining said hierarchy of
protocol layers includes positioning a sequence of (1) a web server layer,
(2) a website layer and (3) a web transaction layer in an ascending order in
which higher levels in said ascending order are dependent upon support by
lower levels.

Oy W N -

24—



10!\ 0&39%4.0%6" 6" & ()-/! KO&3YA0YE"E" & ()-/! 0&3940%& () -/!y0&3940%SS&' () -/t 0&
39409\ N'& ()-/1{ "&3940%J (U (& ()-/Fquwxyz{~ @10'\0& F10%& ()-

"10%& () wiPiiaga iy~ 10" 10" 10"910% & ()- !k &3%0%E" E" & ()t %@64

100\ I ~$MLO%&' () - &" 10%0& ()-!}010%b& ()-!~010%b& ()-! 10%&' ()- &Y100& ()-L"
07?7~ @10'\!F 410%& ()-'{0110%b& ()-, 110%& ()-,F

y, 109&' () - 0$MLO% & () -! O$SMLOWNE () - 056789: LvbC 10!\! 10%&& ()- S3109&' () -

" 1098 () - 1098 4( : O L : ,

10111 -ossEtont| ' FWSSRIRP IR St e s )

109&' () - SB[ <b(@YEHWih eagh §gig comp “9&‘5%'*@ lyngsa 'ém}'é WL 21 s* 31008 () -z
@ 10% () 3! Os 3pddRdRald)prat@ol Byers and DRAUELY happli@oeash 6id Brot@ss laydr) - 10% & ()- 10

10 10: 109 ()ét;é\gc' )Eggﬁ:com}mnents which execute said functions identified with said
10\ 1y0910%8" S" & ,—!%910001"J" & ()-@B10%J& ()-1099MLOY%R: () -
| pO9OMLOY3" J" &9 BfYomL0va " 3" & () -

5. The method of claim 4 wherein said step of associating said measure-
ments with said protocol layers includes mapping individual said measure-
ments to specific said protocol layers which are mapped to spegific said
components, such that a particular said measurement that is determined to
be undesirable is indicative of a tack of health for each said component and
each said protocol layer to which said particular measurement is mapped.

D N h W N

6. The method of claim 5 wherein said step of ascertaining said heaith of
said data network includes enabling a web-based user interface that displays
health conditions of said components and said protocol layers mapped to
said components on a basis of said measurements that are mapped to said
protocol layers.

g H N -

7. The method of claim 5 wherein said step of ascertaining said health of
said data network includes enabling an automated correlation process which
generates alerts of said lack of health in response to correlating measure-
ments that are undesirable to components and protocol layers ta which said
measurements are mapped.

(4, JR N 7 I N QY

8. The method of claim 7 wherein said step of enabling said automated
correlation process includes providing prioritization of said alerts on a basis
of identifying a root cause of a problem that resulted in one or more said
measurements being determined to be undesirable.
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1 10. The method of claim S wherein said step of enabling said automated
2 correlation process includes representing said alerts as a web-based user
3 interface that displays health conditions of said components and said protocol
4 layers.
1 11. A method of monitoring a data network comptising the steps of:
2 mapping interconnections among components of said data
3 network, thereby defining a physical topology;
4 mapping websites available via said data network to said com-
5 ponents which support said websites, thereby defining logical topologies;
6 mapping functionalities of said data network to said components
7 which enable said functionalities, including ranking said functionalities on a
8 basis of functionality-to-functionality dependencies for implementation,
9 thereby defining a layer hierarchy;
10 mapping each said component to each said functionality which
il said component is enabled to implement, thereby defining component-to-
12 functionality mapping information;
13 mapping each of a plurality of test measurements to each said
14 functionality for which said each test measurement is indicative of the operat-
15 ing state of said functionality as applied to one of said components, thereby
16 defining measurement-to-functionality mapping information; and
17 enabling identifications of causes of network problems based
18 on utilizing (1) said physical topology, (2) said logical topolagies, (3) said layer
19 hierarchy, (4) said component-to-functionality mapping information and
20 (5) said measurement-to-functionality mapping information.
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causes includes providinga web-based user interface that enables navigation

o O W

measurements,
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13. The method of claim 11 wherein said step of enabling identifications of
causes includes providing an automated process of detecting said network
problems and prioritizing said network problems on a basis of said layer
hierarchy and said physical and logical topologies.

14. The method of claim 13 further comprising a step of generating alerts
2 that are respansive to prioritization of said netwark problems.

1 15. The method of claim 11 further comprising a step of mapping trans-
actions available via said websites to those websites through which said

transactions are available.

physical topology of network components;

network protocol Jayers;

© O N R W N

-
o

network components;

P T S §
W N -

protocot layers in which components; and

[N —
o B

third, fourth and fifth mapping information.

27—

16. A method of monitoring a data network comprising the steps of:
storing first mapping information that is representative of a

storing second mapping information that is representative of a
logical topology of transaction-related network access points;
storing third mapping information that is representative of

storing fourth mapping information that is representative of
which of said network protocol layers are implemented using which of said

% 10%
& ()-°3

through information indicative of present operating states of said components,
present operating states of said websites, present operating states of said
functionalities as mapped to said components and present states of said

storing fifth mapping information that is representative of which
network tests provide measurements that are indicative of states of which

enabling detection of network problems using said first, second,
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4 which said transactions are available.

1 18. The method of claim 16 wherein said step of storing said third mapping
2 information includes identifying a hierarchy of said network protocol layers on
a basis of dependencies of said network protocol layers.

1 19. The method of claim 16 wherein said step of enabling detection includes
2 providing a web-based user interface that allows navigation through said first,
second, third, fourth and fifth mapping information.

20. The method of claim 16 wherein said step of enabling detection includes
2 providing an automated process that prioritizes said network problems and
3 generates alerts that are responsive to prioritization.
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