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MULTIN2ROCESSOR | NTELLI GENT CELL FOR A NETWORK VWHI CH PROVI.DES : : )
Bl DI RECYY@82(04823\M CATI ONS AND CONTROL BACKGROUND OF THE | NVERFIésgs/93986. ¢
of *the Invention The invention relates to the field of networks with :
distributed intelligence, configuration and control and intelligent 5 _
celI's used® n networks, primarily where tfe networ ks are used for sensing,
comuni cating and controlling. 2. Prior Art. Th are_many conmercially
avai | abl e pr QELEIZROCESSORENRELLEGENT CELLy FOR (A NETNORE W*a
network 10 environment. TheBERIREGTIONAL COMMUNICAONS AN LRNEHE ve, '

el aborate systens, to sinple systens having little intelligence. As will be
seen, the preBACKGROUND OF THECNMENTI®NIs providing a system having a
relatively large anount of intelligence and computational power but at a

| ow cost. 15 1.O0nFigddnrofcitild virewentiob e system " X- 10" provides
control, by way of exanple, between a light swtch and a |ight. Wen the
light switch is ofdhentimventiorodelates donthe fiekdhsof tnetdvorks: witle power
lines to a receiver at the light. The code pattern is transmtted tw ce,
once in its disteibfuted andebigende, iconfkguratom! amantcontrobrandWirteltigentode
Is received by the receiver, ‘it is interpreted, and thereby used to control
the Iightd Mmeelianuseid dudnewoﬂgs.npaimadﬁe wheretbe tnetwarse ane used

~ for sensing, communicating and controlling.
w | 2. Prior Art.

U There are many commercially available products which
provide seﬁsing, control and communications in a network

10 environment. These products range frorh very expensive,
elaborate systems, to simple systems having little intelligence.
As will be seen, the present invention is directed towards
providing a system having a relatively large amount of
intelligence and computétional power but at a low cost.

15 ~ One commercially available system "X-10" provides control,
by way of exampie, between a light switch and a light. When the
light switch is operated, a code pattern is transmitted over the
power lines to a receiver at the light. The code pattern is
transmitted twice, once in its true form and once in its

20 complementary form. When the code is received by the receiver,
it is interpreted, and thereby used to control. the light.

Mechanical addressing means are employed to allow the



WO 89/ 04521 PCT/ US88/ 03906 2 -
transmitter at the switch to comunicate with the specific_desired recefver
at t WO 8%6d4521As will be seen, the present invention provipc@y%é@aﬂ?i ally
nore capability and flexibility than current 5 systens. Applicant will

- submit prior art references on X-10 and ot her known prior art systens.
According to the present invention there is provided a cell for use in a
networ k that provides sensing, conmunication, and control, conprising: (A
i nput and out put nmeans coupled to the %etwork for. provi di ng: comruni cati on
with the network; (B) a nenory; (C) a nultiprocessor coupled to the input
and out put neans for sinultaneously performng a plurality of processes,

uherein tNerdRdiinepcarsie COWRChS® CbmALMERtE Wil theidpaeiric. (2) a

plurality of sets of registers, wherein each of the sets of registers is
associ at ed gédgifednrecdiveheapripeedigit. Wherein each of the sets of
As will be seen, the present. invention provides
substantially more capability and flexibility than current
S systems.
Applicant will submit prior art references on X-I0 and other

known prior art systems. .
v



regirsters is coupled to the arithnetic logic unit, the sets of registers,
and the/nenory, and wherein each set of the registers includes (a) an
instruction register for storing an instruction; and (b) Iogic neans
coupled to the instruction register for interpreting the instruction stored
in the instruction register; (3) control nmeans coupled to the sets of
registers, the arithnetic logic unit, and the nenory for providing control
signals for causing an output from one set Bf -t he regi sters to be provided
as an input to the arithmetic logic unit for a first one of the processes
whi | e simul taneously causing an output of the arithmetic logic unit to be
provided as an input to thACRRREiDEf &0 £hecPresent dnvensipnoddenss imil e

o ot ond CTTeTR0SEr URAR, ot \SuETDNY o bBYOLRLIAL rghasp
;?Oggggegf'Onevé;géfSagglscgmmunfcaggon, and'controf, comprising:
PCT/ US88/ 03906 BRI EF DESCR(R)'I Ghplit Taftd DRAWPYES meguse doupleéd bteckthe
3 T oo BB FREPFAPROLGR S Bhmd e o GEER' A OGP 0
o - (B) a memory; : S
(C) a multiprocessor coupled to the input and
output means for simultaneously performing a plurality
of'processes, wherein the multiproceésdr comprises
w (1) an arithmetic logic unit; -
(2) a plurality of sets of registers,
wherein each of the sets of registers is associated
"with one of the processes, wherein each of the sets of
- registers is coupled to the arithmetic logic unit, the
sets of registers, and the memory, and wherein each set
of the registers iﬁcludes
| " (a) an instruction register for
storing an instruction; and |
o N (b) logic means coupled to the
instruction register for interpreting the instruction
stored in the instruction register; '
| (3) control means coupled to the sets of
\— registers, the arithmetic logic unit, and the memory
for providing control signals for causing an output
from one set of the fegisters to be provided as an
input to the arithmetic logic unit for a first one of
the processes while simultaneously causing an output of
the arithmetic logic unit to be proVided as an input to
the memory for a second one of the processes while
simultaneously causing an output of the memory to be
provided as an input to another one of the sets of the
registers for a third one of the processes.



5 cells. Figure 3 is another block diagramsimlar to Figure 2 used to °

illu grouping of cells. Figure 4 is a diagramu L e,
_subcﬁhﬂ%ﬁg‘gﬁi gure 5is a diagram illustrating a pl urals’?%ﬁio;%é;
this 10 diagramis used to describe cell group formation enploying the °
present invention. Figure 6 is a chart illustrating the packet format used
with the present invention. Figure 7 is a chart illustrating the
designation |list portion 15 of the paé‘ket format of Figure 6. Figure 8
illustrates a series of steps used in formng a group of cell wth the

present invention. Figure 9 is a chart illustrating the code assignnents

for the-th Ak | S 80V : ant invention. 20

Figure 10 Pﬁﬁl@%@ﬂﬁﬁlﬁﬁ)ﬁ?h!ﬂgmﬁ and control cell. WO
- 89/ 04521 PCT/.USB8/ 03 Fi gure

. : . . . . 06,.
Il is a block diFa!wrﬁ o 1§ p%r"H%’oq'agﬁgni‘ ndusteating, Rica rﬁppﬁﬁ?'@oﬂsed
ithin th . ; t f Fi 10 Fi 12 i detai |l ed bl ock
\(ljmi aglrgm o?fﬁgﬁgf??:éggn& n&%%‘ﬁre I18%”% gu'reI %grfs a 'Itismanged?:ag?am fg(r: '
e P ocessol soFigutY 2 18 o' BidgIMIL8BY S UBBHTs' e oLl 69" ' o7 5
5 - cells. | - - '
Figure 3 is ahoth'er blo(:k. diagram similar to Figure 2 used

to illustrate the grouping of cells.

Figure 4 is a diagram used to describe subchannels. v ~
- Figure § is a diagram illustrating a plurality of cells; this
10 di_agrah- is used to describe cell group formation e.mploying the
present invention. ‘
Figure 6 is a chart illuéfrating the packet fbrmat used
with the present invention. |
Figure 7 is a chart 'illustrating the designation list portion
15 of the packet format of Figure 6. | |
Figure 8 illustrates a series .of steps used in forming a -
| O

group of cell with the present invention. |
Figure 9 is a chéd__illuétrating the code assignments for
the three-of-six encoding used with the present invention.
20  Figure 10 is a block diagram of the communication and

control cell.



the pipelining enployed by the cell. Figure 14 is a block diagram

I Tustrating the presently 10 -preferred enbodi nent: of the t e-0f -sj
encoderw(ﬂ%ﬂfgllS is a block diagram show ng the presently %&M&é@%‘s
enbodi nent of the three-of-six decoder. Figure 16 is a bl ock diagram

show ng thﬁspresently. preferred enbodi nent of the three-of-six code
verifier. Figure 17 is an electrical schematic of the buffer
section of one of the 1/0O sections. Figuy 18 is an.electrical schenatic of
the counting and timng functions for an”l/ O subsection. Figure 19 is an

el ectrical schematic of the control and 20 state machine for an I/0O
section. Figure 20 is an electrical schematic for the sanple and hol d neans
associ ated wi th t Figur® fLtiseat block diagraomeafoaspartion of the instruction
PCT/ US88/ 03906 Figure 21 illustrates the network formed within an I/ O
subsecti on t@e@admgilogic wusethawvishirc dheepsocessan gfr thexell lafsFigues 10he
network formed within an I/O section for anal og-to-digital conversion. 5
Figure 23 is an electrical schematic showi ng the comuni cations portion of

an I/0O subsection_ Figure 24 is a state diagramused for the /O
subsections and f &iGHF@nd4i iSsifofelariednblasks diagram of the process of

5 Figure 10.
Figure 13 is a timing diagram for the processor of Figure
10; this diagram also shows latches and registers used to provide
o the pipelining employed by the cell.
Figure 14 is a block diagram illustrating the presently
10 preferred embodiment of the three-of-six encoder.
Figure 15 is a biock diagram showing the presently
preferred embodiment of the three-of-six decoder.
Figure 16 is a block diagram showing the presehtly
preferred embodiment of the three-of-six code verifier.
15 Figure 17 is an electrical schematic of the buffer section
of one of the /O sections. |
Figure 18 is an electrical schematic of the counting-"and
timing functions for an 1/0 subsection.
Figure 19is an electrical schematic of the control and
20 state machine for an I/O section.
Figure 20 is an electrical schematic for the sample and

hold means associated with the /O subsections.



Figure 25 is a state diagramfor the link |evel ARQ 10 Figure 26 is

a st | mfor primary station connections. Figure 27_is a state \./,
di ag&ﬁ&é&%@condary station con nections. Figure 28 is apgrwséﬂ%ﬁam

for a grouping device. 15 Figure 29 is a diagramshowing the formin
whi ch the systemID is encoded for transm ssion by the packet and encoded
within a cell. Figure 30 is a diagramused to descri be the operation of the
i nput/ out put section and semaphore regjster. WO 89/ 04521

PCT/ US88/ 03906 DETAI LED DESCRI PTI ON HE PRESENT | NVENTI ON An appar at us
and nmethod for providing a conmuni cations, sensing and control in a network
I s descri bed. ere the_netwrk contains a plurality of intelligent cells,
the cells in gefd@hres 21sillystigiesmie netwarke formed ewithin cant 14D,
sensi ng and connynic%bi%f dayhces t hat, when interconnected (via various
medi a) wi t PUBERENOLe 105 A9 Jigitalsta-apalea SeAYER§IOMommunNi cation, control

Syt om conpr i seEIGUTR PR IHiSaleS ey etnark oamest withimr any liRised on
of the. netSEEROR: 9ot Aaloe BSHET corvassithal |y are used to performa
group BUNCtion. mgyre 23 is an electrical schematic showing the
- communications portion of an /O subsection.
Figure 24 is a state diagram used for the I/O subsections "
and for transmissian contentions. S | U
Figure 25 is a state diagram for the link level ARQ.
10 Figure 26 is a state diagram for primary station
connections. | 5
Figure 27 is a state diagram for secondary station
connections.
Figure 28 is a block diagram for a grouping device.
15 Figure 29 is a diagram showing the form in which the
system ID is encoded for transmission by the packet and encoded -

I o/
within a cell.

Figure 30 is a diagram used to describe the operation of
the input/output section and semaphore registér.



"This function is carried out by the assignnment of tasks to cells within the
groupg, Cells comunicate, control and sense 15 .information. In_general,
each cavD 8%@4521uni que i dentification nunber and perform i nfR 588193906
precessi ng tasks .such as: bidirectional comunications protocol,

| nput / out put, packet processing and anal og and digital sensing and control.
In general® the system conprised of the cells has the characteristic of 20
storing network configuring information that is distributed throughout the
system and conmuni cates automatically rdut ed nmessages anong cells. Each
system al so has a uni que WO 89/ 04521

PCT/ US88/ 03906 identification (ID) which in the presently preferred

enbodi ment IDETAILED. DESCRIPTION OF 'PHES PRESENTOINVENTORY! ©

I nput / out put circuits with digital versatile progranmng to configure

cel 15 Yo spect f1 capeapiyatatos M| MRthoR. fGiopreRiding dadcomtunfids. |/ O

communi cation /0O an nmuni cations bi't rate sens n the |"ow'ng

descri pti on, sgheTRg0ands ReMtdICind e Metwork CisSdbstribed. SuMhere e étviork
frequencies, etc., in order to provide a thorough understandi ng of the

present inveséntdins! & Wiktally &9 iméNigest. cetisevitie delisoria glendradl are t he

art that these details are not required to practice the invention. In other

dotail T o e annechea oy obacur e the” pr esone imventton.
communication devices that, when interconnected (via various
U media) with other cells, have distributed sensing,'communication,
w contrbl and network configuration intelligence, configuration and
control. The system comprises a network of cells organized in a
10 hierarchy based on communications needs. Cells are organized
| into working "groups” independent of the network hierarchy.
Groups of cells generally are used to perform a group function.
This function is carried out by the assignment of tasks to cells
within the groups. Cells communicate, control and sense
15 information. In general, sach cell has a unique identification
number and pérform information processing tasks such as:
bidirectiohal communications protocol, input/output, packet
- processing and analog and digital sensing and control. . In general,
the system comprised of th_e'ce.lls._ has the -characteristic of
20 storing network configuring information that is distributed
throughout the system; and communicates automatically routed

messages among cells. Each system also has a unique



. 15 OVERVI EW OF AN APPLI CATI ON OF THE PRESENT | NVENTI ON Bef or e
describing the present invention in detail, an understanding of a typieal
appl we'gopgasyi | | aid in appreciation of 20 the details t ®PCHLIS88/03906 )
Figure 1, a sinple, typical application is shown based on the use of the
present invention in a hone. In WD 89/ 04521

PCT/ US88/ 03906 Figure I, the switch 22 is used through the present

i nvention to control the light 23. Th$ﬁgrrangenent 20 conprises a cell 27
which is connected to the switch 22. cell is also connected to a
transceiver 29 5 which couples data onto the lines 24 and 25. Power for
the transceiver and cell are provided fromthe pomer supply 30 whi ch

;2203? Ze?r W@%ﬁﬁbé?ﬁ?h'%ﬁéﬂ? She presently Ared p@wgbe ;' Y 30, a
which'ts idd B8  MBréSveratt cBoliing Ngraﬁ{’% rnréﬁrépn}ﬁg o t r anscei ver
it oibruRitagt PREL ARV R S kET Cue Balif V'Q{%ﬁﬂﬂygprg’ig‘stsf ng
£t w e hi FoRT A %ﬂ&“&ﬁh&&ﬁfeéééﬁ%ﬁ& Eaftmiieatien. efRbl £A8 00 ne
an el getr s fﬁ’ﬁlbijh 1/0, communication /0O and communications bit rate

sensing.
N

In the following 'des’cripficn', numerous specific details are
o

set forth such as specific frequencies, etc., in order to 'provide a
thorough unders--tanding" of the present invention. It will be
10  obvious, however, to one skilled in the art that these details are
not required to practice the invention. In other instances, well-
known circuits, methods and the like are not set forth in detail in
order not to unnecessarily obscure the present invention.
{.

15 OVERVIEW OF AN APPLICA TION OF THE Pag_sﬂg_
mvgNIIQu J

‘Before describing the present inventioh in detail, an
understanding of a 'typ.ical application will aid in appréciation of
20 the details to follow. In Figure 1, a simple, typical 'appl'ication is .
shown based on the use of the present invention in a home. In



. The arrangenent 21 again may be small enough to fit wthin a typical

el ectiyycal outlet box and includes a power supply+31 and trapnscei ver 3

whi ch nﬁ@ﬁglof‘ﬁ@ntical in construction to the 20 power -supp??@f}s%ﬁ'{@?‘g?d(’
transcei ver 29, respectively. This cell 28 is coupléd to the transceiver 30
and power pply 29 as well as the sol enoid operated power switch 32. Cell
28 may be ¥dentical to WO 89/ 04521 '

PCT/ US88/ 03906 10 cell 27 except for pro§ganmming and an identification
nunber which shall be discussed later. An output fromthe cell 28 controls
the solenoid 32 to operate a power switch which in turn connects the |ight

23 to the p r lipesg 34 and 3 The cell 28, 5 as wll be seen, can

provi de a d?%‘%ﬂ-’_&? Br%aﬁ%ﬁcbugguls, miﬁhﬁ%‘ﬁgﬁo&@ Rregent deveatiqmde
shown) or the like,. . thuys.en ing the dimming of the light 23. The break 26
n the powercqrmgg t@f gﬁﬁzﬁs used to indicate that the power |ines 24

35 “As w1l be <LBR. hAngetell A0 coBBREY A cefez, BhifR)R sartincidte
ERARAR R T et R  (E s U PSR
et BacKGh Sahuge 1950 Hiflo Mhe IRROREERG 38, Wbikdr b e !
transceiver and cell are provided from the power supply 30 which
receives power from the lines 24 and 25. For this example, the
lines 24 and 25 are ordinary househald wiring (e.g., 110VAC) and
- the power supply 30, a five volt DC supply. The cell 27 is
10 preferably 'an_. integrated circuit which is described in more detail
beginning with Figure 10. The transceiver 29 may be any one of
many well-known devices for receiving and transmitting digital
data and as presently contemplated does not perform any
processing on transmitted data. The entire arrangement 20 may
15 be small enough to fit within an ordinary wallmounted electrical
box which normally contains an electrical switch. |
- The arrangement 21 again -may be small enough to fit within
a typical electrical outlet box and includes a power supply 31 and
transceiver 33 which. may be identical in construction to the
20 power supply 30 and transceiver 29, respectively. This cell 28 is
coupled to the transceiver 30 and power supply 29 as well as the

solenoid operated power switch 32. Cell 28 may be identical to



power lines. The transceivers may communi cate with one another in numerous
di ff gnt Q\A@és over countless nedia and at any baud rate. Theé'm%l f O%/ .
exanp ) 89/ Itransmit and receive radio 20 frequency or P eTds 3906
frequency signals through antennas. The transceivers could be connected to
a comuni cations |ines, such as an ordinary tw sted pair or fiberoptic

cabl e and t hus WO 89/ 04521 :
PCT/ US88/ 03906 communi cate with one anot her independent of the power |ines.
Ot her known communi cati ons nmedi um nay HE© enpl oyed between the transceivers
such as infrared or ultrasonic transm ssions. Typical transm ssion rates
are 10K bits per second éQI;BPS) for 5 power lines. Mich higher transm ssion
rates are @eHs2F| exceptrtan Progsamyming and raneitientification paumber i ber opti c
links and other media. Cell 27 senses the opening or closing of the switch
22, then pwgwﬁeihall pee kdisonssed ilatarudeAn outputafrom the @elh@8 he state 10
of the switch 2?; tﬁa\g packet is communicated to the cell 28 through
transcei vefORYOI$ spiepnid 32 1o Aperate aPeweraswitchanwhichein darnThe
cell 28 acknow eﬂgﬁﬁﬁt ge rrezsasa eg@/ returnjng a packet to the cell 27 and
al so acts GBBAEE sHEht 23 Pethe \RQWE [iN@s39y asid &5.01 TheneelligB: 23 by
operating the sol enoid contro) ] ed power, swtch 32. Each cell has a

uni que g41f8 ﬁFtwi:‘l]E&ﬁ 59 P8R Pﬁ%de @ gigitalbar)analaguteyt.r whiche@ano as

the cell aggﬁﬁ%?'alrrheté]setat. (not shown) or the like, thus enabling the
dimming of the light 23. S W,
The break 26 in the power lines 24 and 25 is used to W
indicate that the power lines 24 and 25 may not necessarily be on
10 the same circuit as power lines 34 or 35. As will be seen, the
transceiver 29 may not necessarily communicate directly with
transceiver 33, but rather communication between the
transceivers may require linkage through another cell and
transceiver which repeats packets sent between the
15 arrangements 20 and 21.

In Figure |, the transceivers 29 and 33 communicate over
power lines. . The transceivers may communicate with one another
in numerous different ways over countless media and at any baud
rate. They may, for example, each transmit and receive radio

20 frequency or microwave frequency signals through antennas. The
- transceivers could be connected to a communications lines, such
~as an ordinary twisted pair or fiberoptic cable and thus |



currently preferred enbodi ment, each cell as part of the manufacturing
process, receives this pernanent and uni que I D 20:znunber. (It cannot be
changedwf@hb/ggg 419 manufacturing.) As wll be appreC| at ed, V\PCkl/b588/03906
approxi matel'y 248 possible I'D nunbers, each cell will have a unique ID
nunber no matter how | arge a network WO 89/ 04521

PCT/ US88/ 0906 12 becones for practical purposes, or no matter how many
networks are interconnected. The grouping device then accesses the

i ndi vidual cell IDs and assigns a systemllD to each cell. In addition, the
groupi ng device configures the cells into groups to 5 perform group
related functions. For the illustration of Figure I, cell 27 is designated

ransm t ¢ hecQfnEnicite Mith RAFTaoHel: ne’ﬁ‘?%biﬁ%%ﬁwtmﬁ?ﬁ?'%ﬁ‘g i he85, and
25, and 34 apghép. kr@\uhhéoﬁﬁrﬂ hicitishs Rediuf gure gy be danb dhdtrided e

letter "L" since its primary unctlonln sto ‘s to the

network and tHe pﬁéhﬁ%'i\?é%s‘e SUdrb £ Mrm&ﬂe%lfﬁa@@m@' {raaémuls@.néﬁbsequent

figures, the signations are used, particularly in connection

with a groupngrdmt tramsohigsion | itescaré IoK0 btfﬁj'p‘éﬂ 8e2Bnd(RBRS) for

arr angenent such as arrangenent 20 and a |listener arrangenent, such as

SorarPon oningst it Hoer yansstin Taes, a1e sl dor
radio frequency, infrared, twisted pairs, fiberoptic links and
o other media. | | | |
U Cell 27 senses the opening or closing of the switch 22, then
prepares a packet which includes a message initiating the state
10 of the switch 22: the packet is communicated to the cell 28
through transceiver 29, lines 24 and 25, lines 34 and 35, and
transceiver 33. The cell 28 acknowledges'the m"essage by'
returning a packet to the cell 27 and also acts upon the message
it received by turning on or off the hght 23 by operatmg the
15 solenoid controlled power switch 32. |
Each cell has a unique 48 bit :dentn‘xcatlon number (ID
number), sometimes referred to as the ceII address. In the
currently preferred embodiment, each cell as p'art of the
‘manufacturing process, receives this perma’nent_ahd unique D
20 number. (It cannot be changed folloWing":manUfacturing.) “As will
be appreciated, with approximately 248 possible 1D numbers, each

cell will have a unique ID number no matter how large a network



W thout reference to transceivers. (In some cases, the transceivers may be
a sinple passive network or sinple wires, 20 which couple the input/ouwput
of aWd@B9/045210 a |ine. As will be seen the 1/ 0O section of POT¢USES/D3%0G6aN
provi de output signals that WO 89/ 04521

PCT/ US88/ 03906 13 can drive a twisted pair or the like. Thus the cells

t hensel ves can function as a transceiver for sone nedia.) The cells 27 and

28 as will be described subsequently are processors having multiprocessor
attributes. They may be 5 programed ior to or after installing to
performtheir required function, such as an announcer or |istener and for
groupi ng conbi nati ons. WD 89/ 04521

PCT/ Us88/ besganes for MEHIMKWQMTDU\IW\NIDMI Row @nang. nedafdrkst i ons
5 Cell; Acell is an iptelligent, progranmaeble elenent or elenents

provi di ng &rentttereemnecied.senkhe Qraiupiog devieentbani accessesithenen
't ereonnes i%?dt‘f%lt rc]:e tﬂ% $r|1 eass_igns_. a system ID to each cell. In
addition, the groubin'g device configures the cells into groups to
5 perform group related functions. ,
Fdr the illustration of Figure I, cell 27 is designated as "A"
| to indicate that its primary function is to "announée" that is, \/
transmit the state of ;sw'itqh 22 on th_e network communications
lines 24 and 25, and 34 and 35. On the other hand, cell 28 is
10 designated with the._ letter "L .sinc_e_ its primary function in Figure
| is to “listen” to the network and in particular to listen to
messages from cell 27. ,lz.n subsequent figures, the "A" and "L"
designations are __dsed. particularly in connection with a group
formation of multibl_e ce_lis to indicate an announcer arrangement,
15 such as arrangement 20 and a listener arrangement, such as
arrangement 2l. For purposes of disc_uss_ibn the celis themselves
are sor_netimés réferréd to as transmitting or receiving data
without reference to transceivers. (In some cases, the
transceivers may be a simple passiye network or simple wires,
20 _which co_uplq the inb.ut/output. of a cell onto a line. As will be

seen the l/O_ section of the cells can provide output signals that



el erents form a coimmuni cations, control and sensing network or systemwth
di strinauted intelligence. 10:-: Announcer: An._apnouncer is a source of
group ne¥QR§452% stener: A listener is a sink of group messaBET/USSE103906
anndbuncer in some cases may request state information froma listener.)
Repeat er: A’Vepeat er is a cell which in addition to other 15 functions
reads packe®s froma nedi um and rebroadcasts them Goup: A set of cells
whi ch work together for a common function (for exanple, a switch

controlling a set of lights) is referred ti@&as a "group”. In Figure 2, the
group 37 has an announcer 37a, listeners 20 37b, and 37c, and a |istener
40. A group 3Ganndriveea &wistedopaireor3fire likiest eTieus B culid IBemmuivese .
|istener 40. Figure 2 illustrates that a single cell (cell 40) nmay be a

listener in t@@n funabicv/asiz transceiver for some media.)
PCT/ US88/ 03906 grog_ps. | f announcer 37a has a light swtch function, it can
control lights thrdighcedsl 873and 28casnwillbe Kesdriveq subsequently are
associ ated with announcer 38a can control 'lights through cells 37c, 37b,
and 40. 5 processanisgaying mudtlpcmcaszsomattmmstesnn_%hegr say, bés and
listeners_46 and 47. The group 43 shares cell 44 with group 42; however,
cell 44 i§ a PIRGramEmed, PEPsule ¥ after gnstalling toapesfaran | their waquigedup
42; cell 47 ifs aq. announcer for group 41 and for

unction, such as an announcer or listener and for grouping

combihations.

'\/;



exanpl e, can announce to the |listener 48 of group 41. Cell 47 also 10

oper aghRs listener for group 42. A single cell as shown may be an \J
sﬁﬁéébhane group and a listener for another group (EEFY@SQ%N§906

-~

announcer

programmed to performthese functions, as will be discussed). However, as -
presently contenplated, a single cell cannot announce for nore than one
group. 15 (I'n the currently prefqn;ed enbodi nent each cell has three

i nput/output pairs of lines and a select |line. Each pair shares a conmobn
set of resources. The lines may be used independently for sone functions
where the required shared resources do not conflict. In-other functions,
the lines are used as pairs. In this 20 exanple, a pair of |eads fromcel
27 are coupled to a light switch and another pair are used for

conmuni cations fromthe announcer, cel4,ll 27.) . WD 89/04521

PCT/ US88/ 03906 Subchannel: In Figure 4,"%a first plurality of cells are
shown cow’w@' , FIONP di tw sted pair 50
(cells are shommngg égéuyg%ﬁcersma@'mmm@tagﬁers as "L"). This
(e.g., twaste e I s defined as a subechannel, that is, a 5 set of
cells alﬂhbf aaaiﬁhtggﬁ#unicate directly with one another over the sane

nedi ugt A broa t YV cdly igeghe i oha cel | 49,
Wil | ?e heard F:I I wnecgpgrlgegfﬁ {%g{hdsémbmyg?%gy?h%ﬁrﬁmég% gﬂ pair 50.
Channel : éigaRte! pFEVTBInG Srerntle OEoftriot, YEdIAGNErd/or |

communications, that when interconnected with other like . 9

o/

elements form a communications, control and sensing network or
system with distributed intelligence.
10 Announcer: An announcer is a source of group messages.
Listener: A listener is a sink of group messages.
(An announcer in some cases may request state information
from a listener.)
Bepeater: A repeater is a cell which in addition to other
15 functicns reads packets from a medium and rebroadcasts them.
Group: A set of cells which work together for a common
function (for example, a switch controlling a set of lights) is v/
referred to as a "group”.
In Figure 2, the group 37 has an announcer 375, listeners
20 37b, and 37¢, and a listener 40. A group 38 includes an announcer
38a, listeners 38b and 38c and the listener 40. Figure 2

illustrates that a single cell (cell 40) may be a listener in two



10 -where all the cells comunicate using the same nedium In Figure 4,
anothexs/plurality of cells are shown coupled to tw:sted pair 52 form ng
anot her WOOB%@452¢| . Assume cells 56 and 57 communi cat e bet weCTUS88/030¢E"
through a twisted pair 72. They formyet another subchannel. The cells
associated with the 15 tw sted pairs 50, 52 and 72 conprise a single
channel. 1®is possible that the twisted pairs 50, 52 and 72 are one
continuous twi sted pair with one subchannel 50 so far apart fromthe second
subchannel 52 that the only comuni cati ondSbet ween subchannels is over the
portion of the twisted pair 72 running between cells 20 56 and 57. In this
case the cells 56 and 57 are assigned to be "repeaters” in addition to

what ever ot hegroups:t foanniouncery33ar has( & tight aswiohcfination.i it eaer) - WO
89/ 04521 PCT/ US88/ 03906 17 A group

55 is illustrearigiol n lighfsr through cellso@fb,sB83 caanand@uncSimaadly, i &t swetehi n
the two different subchannels. Another group 75 is illustrated conprising
an announcer agsagiatedpwitih@nnaincend 38a otamnedntd) ligtetse thoughibcélginel s
are not part of the 5 same channels since they use different nedia..
Gateway: A gadéwag/Pednd fMbkets fromtwo different media and rebroadcasts
them A cgll may be grgatemay. Communi cati ons between channels is through
gateway 52. In Fi o\t £igurey 3, ;A Goum 4R inaludesnannouncers dd, ¥Sande cel |
listeners 46 and 47. The group 43 shares cell 44 with group 42
W however, cell 44 is a listener for group '43. The group 4l shares
Y cell 47 with group 42; cell 47 is an announcer for group 4l and for
example, can announce to the 'listener 48 of group 4l. Cell 47 also

10 operates as a listener for group 42. A single cell as shown may
be an announcer for one -group and a listener for another gro'up
(cells are programmed to perform these functions, as will be
discussed). However, as presently contemplated, a single cell
cannot announce for more than one group.

15 (In the currently preferred embodiment each cell has three
input/output pairs of lines and a select line. Each pair shares a
common set of resources. The lines may be used independently
for some functions where the required shared resources do not

- conflict. “In other functions, the lines are used as pairs. In this

20 example, a pair of leads from cell 27 are .coupied to a light -

switch and another pair are used for communications from the

announcer, cell 27.)



10 58 is coupled to anot her nedium 51, for exanple, a conmon power |ine. :
The c |.s. shown connected to channel gateway 54 which_ip turn .
comﬂéﬁ?@ggiﬁth the twisted pair 52. The gateway 54 doespggi{b%@%@éri |y
perform either an announcer or |istener function, but rather for the .
i1 lustrated enbodi nent, perfornms 15 only a channel gateway function by
provi di ng communi cati on between two di féerent nedia. Subnetwork: A
subnetwork conprises all the cells having the sanme systemidentification
(system I D). For exanple, all the cells in a single famly home nmay have
the sanme system|ID. 20 Therefore, the channels of Figure 4 may be part of

t he same subnetwork in that they share the same system |D. WO 89/ 04521
PCT/ US88/ 03906 &&b&ﬂmi: In igure tndr firstaplurahity iofecellgl arenshownf
subnet wor ks each of \z\ﬁlgc has different sysfem | D, a conmunjcations

processor COMTMMICRLING QH@i""ra:& CAMECN FEPAMER Sushcasoaktwisted pair

20dr e9si ngBnCallEre, SROWmAR C TABNOIAGHS 86 Al ADY liBprarshareds )t hei 1

e bor o ThBs (8RS8 S5 SRT 50 Re Ao ubYaSRARD DOAEIG Snce

oo o S, FobGE G ) RO chmiricdo B wih Sl Mol
over the same medium. A broadcast by any member of the

subchannel, such as the cell 49, will be heard by all members of W,
that suochanne! over the twisted pair 50. o
Channel: A channel comprises two or more subchannels
10 where all the cells communicate using the same medium. In
Figure 4, another piurality of cells are shown coupled to twisted
pair 52 forming another subchannel. Assume cells 56 and 57
communicate between one another through a twisted pair 72.
They form yet another subchannel. The cells associated with the
15 twisted pairs 50, 52 and 72 comprise a single channel. It is
possible that'the twisted pairs 50, 52 and 72 are one continuous
twisted pair with one subchannel .50 so far apart from the second
~subchannel 52 that the only communications between subchannels
is over the portion of the twisted pair 72 running between cells
20 56 and 57. In this case the cells 56 and 57 are assigned to be
“repeaters” in addition to whatever other function they may serve
(e.g., announcer or listener).



Probe Packet: A packet routed by flooding which accumul ates routing
informavion as it travels throeugh the network. 15.:.. G ouping Device: A
devi ce t N¢D 89/0482bl s determi pation of routes anmong cells, asspgT;Sss/bI060
groups, and assigns function:to group nenbers. Conténtion: The state which
exi sts whengwo or nore cells attenpt to transmt -a broadcast on the sane
subchannel the 20 sane tine and their signals interfere. WO 89/ 04521
PCT/ US88/ 03906 19 B. GROUP FORMATION 1.. Cells Assigned to a group by a
postinstallation grouping device. Assume $Hat the plurality of cells shown
in Figure 5 are all 5 <connected to conmuni cate over the power lines in a
home and are part of the sane channel. Further assune that one cell,

announcer 60, is tA BeogpoBBesk lust ht@dlihswgﬁfem%ﬁ@&% Hogﬁégﬁggwgﬁn the

cells such as line 59 is used to |nélcate whi ce

communi cate danAoLhEen Afdofistedns I the G RAIBRER SHBLHANIREIS! JAnBihénd

cell 61 can communicate with one another. (

xpl anat ] on 06 Shomn ae eirateHz0eNriging! 4R aBhSupEer oh 806 BYDERARReE;
62, and 63 al$1 camansubehannel 52, where the subchannels are not part of the
5 same channels since they use different media. |
. Gateway: A gateway reads packets from two different
U media and rebroadcasts them. A cell may be a gateway.
_  Communications between channels is through gateway 54.
-In Figure 4, an additional subchannel which includes the cell
10 58 is coupled to another medium 5l, for example, a common powe'r
line. The cell 58 is shown connected to channel gateway 54 which
in turn communicates with the twisted pair 52. The gateway 54
does not necessarily perform either an announcer or listener |
function, but rather for the illustrated embodiment, performs
15 . only a channel gatéway function by providing communication
- between two different media.
' S_mgm A subnetwork comprises all the cells having
the same system identification (system ID). For example, all the
- cells in a single family home may have the same system ID.
20 Therefore, the channels of Figure 4 may be part of the same

subnetwork in that they share the same system ID.



wi th one another, they are on the same subchannel. Simlarly, 15 cells 62,
64, 65 and 66 are anot her subchannel. (There are other subchannels in\J,
Fi gurweOg9/0452wor t ant |y, however, announcer 60 and |i st enerPCEH/US88/03806

di fferent subchannels of the channel of Figure 5 and there are nunerous
routes by which a nessage can be passed from announcer 60 to |istener 65,
for exanple, through cells 61 20 and 64 or through cells 62 and 64, etc.
Note that even though all the cells arggon the same power system of a
house, they may not conmunicate directly with one WO 89/ 04521

PCT/ US88/ 03906 anot her. For instance, the announcer 60 nay be on one
circuit which is only coupled to the |istener 65 through | ong | engths of

wire running th frie @ | ' u r.of a circuit
brcaker panl | THETRERARICE RIIEHoro ndi eoHfsd 8. sy of
sufficient r ibRI agh V, hRSE communi cati ons
bet ween ce%qbsﬁgs‘/’ggkﬁ%%mt%yhz;?g E ;'/s?cgm@{:rﬁoggégeghoﬁg’ gnot her. For the
foll ow ng geavhunic s eSS TRg! C - an broadcast
wi t hout i nt erfe!rlﬁtndga:tv[eQ% ?Wéc br oadcasqi%q @8 aéteﬁgbﬁi@léﬁ&ﬁrﬁtgf is,

messages dpetwéehnegabrtworksh Ovﬁeaeehhﬁh-niié'ﬁoﬁﬁs Pﬁ‘@ééfof%nﬁ%b@”t on

occurs is dealt with under the protocol section o I's application. In one

The i oo e e e o7 8 JOukknhenety Gnd i By sl
information. Two factory buildings may each have their own
system ID, but contro! between the two is used by changing v
system IDs. (The word "network" is used in this application in its'«/
more general sense and therefore refers to other than a "full
10 network" as defined in this paragraph.) |
Other terms used later are:
Probe Packet: A packet routed by flooding which

accumulates routing information as it travels through the

network. :
15 Grouping Device: A device that controls determination of
routes among cells, assigns cells to groups, and assigns function -

/
.to group members.

Contention: The state which exists when two or more cells
attempt to transmit a broadcast on the same sdbchannel at the
20 same time and their signals interfere. |



15 -Note that before this group is forned the announcer 60 and |istener 65
are ordinary cells, not designated to be an annoupcer and |istener. Each
gr oupi MQﬁlmlnay be assigned a unique 48 bit system | D atPGT/kS88/03906
mariuf acture (in the presentl'y preferred enbodi ment a 48 bit nunber is
used). In ghe present]y preferred 20 enbodinent, a cell is included with
each group®ng device. The cell's ID becoi%s the system|ID. This assures
that each system has a unique system|ID. By way of exanple, each hone has
its WO 89/ 04521 PCT/ US88/ 03906
own "groupi ng" device and hence, its own systemID for the subnetworks used
in the hone. This systemIDis used in cell packets for the subnetwork. In
t his exanple, the grouping dev&@ﬂﬁﬁm&&ﬂﬁﬂcéll | Ds of cells 60
and 65. (Varlous rret hods of 5 obta| ning cell IDs wi|l be described |ater.)
The groupi : Qo 2 2 postingtallation: gro, ‘.-‘. one of
Its three pairs of |nput/output (I/O) lines of the cell (or the select pin)
and the gr evice reads the 48 bit 1D nunber of the cell 60.

(Different npethods 10 deter ning the cell's |Ds_are described in the
next sectloﬁsfum ﬁ'ﬁfuﬁ?ﬁld’l&l’é e eﬁ@ﬁi;]e"rm\é(ﬂeg‘ FigMigom Bre %k nary

nunber |ch in t{uﬁfb%resentlﬁ &etferred EnbOdl menﬁ is.10 bjts. ’WE nunber
functio aSoange PIERMMUBIRAtENOVaR1Be RPAWES HReS N8 B"@sac #Poup
gfg;gfﬁg ! Obatt 6t 3he, Sco”prﬁﬁsﬁfﬂ% R BR0P A tmE tna o cell ShRRGUN%Rr TM°

60, is to be grouped with the listener 65. The lines between the

- L cells such as line 59 is used to indicate which of the cells can

communicate directly with one another, for instance, announcer

10 60 and cell 61 can communicate with one another. (Cells 6l, 62,
63, 64 and 66 of course may be announcers or listeners in other
groups, but for purposes of explanation are shown as "C" in Figure
5.) Since announcer 60 and cells 6l, 62, and 63 all communicate
with one another, they are on the same subchannel. Similarly,

15 cells 62, 64, 65 and 66 are another subchannel. (There are other
subchannels in Figure 5). Importantly, however, announcer 60 and
listener 65 are in different subchannels of the channel of Figure 5
and there are numerous routes by which- a message can be passed
fro'r_n announcer 60 to listener 65, for example, through cells 6l

20 and 64 or through cells 62 and 64, etc.

- Note that even though all the cells are on the same power

system of .a house, they may not communicate directly with one



other group IDs which it has previously assigned to determne if the group
| D has previously been used. If it has been already used it _generates \..

anot h&ﬁﬁ%%&l (A single grouping device, for instance kBSIEUBS8{BRI0§ 4 |
the group IDs assigned in a single 20 hone.) The groupi ng device prograns

the cell 60 designating it as an announcer. WO 89/ 04521
PCT/ US88/ 03906 22 The groupi ng device nmay cause the announcer 60 to
broadcast the group nunmber in a speci al cket which asks all cells in the

network to acknow edge the nessage if they have been designated as a nenber
of this group. This is another way 5 to verify that the group ID has not

been used. The groupi ng device now determ nes the |ID nunber of the cell 65.
This may b&nherpy Fesninstanee, the annopncgr &0 imaydbe con lgneé ccitdwitcel | 65

even before the cell is installed or by other nethods discussed in the next
section. (AvRigh isrenly gompledoto dhe histenar @S dhramh lomgdengths eafanpl e,
"porchlight”, écel | .na and "exterior lights" (group name). This is used
to al | ow s&¥iEetIWHIBE length @f arkeme eadra dirpedante BEK bamade.

The probe POl BIEake: PABSL.D SheLfgh1HeauenaYe commeNIGationts all
cells rgceiving the packet to repeat it and directs cell 65 to acknow edge
the packet .mgﬁgﬁg@@ may be su-;fu?len%ly attenuated through this path to
prevent direct communications between. cells even though they
are physically close to one another. : /
For the following description, it is assumed that each of ths |
cells can broadcast without interfering .with the broadcast of
10 other cells. That is, messages do not interfere with one another.
The case where éome contention occurs is dealt with under the
protocol section of this application.
In one embodiment, the group of announcer 60 and listener
65 is formed by using the grouping device shown in Figure 28.
15 Note that before this group is formed the announcer 60 and
listener 65 are ordinary cells, not -designated to be an announcer
and listener. Each grouping device may be assigned a unique 48
bit system ID at time of manufacture (in the presently preferred
embodiment a 48 bit number is used). In the presently preferred
20 embodiment, a cell is included with each grouping device. The
cell's ID becomes the system ID. This assures that each system

has a unique system ID. By way of example, each home has its



recei ving the probe packet repeats it and adds to the repeated packet its
own | Qnunber. Each cell only repeats the packet. gnee (the nmechanism for

pr event i W@ 89/p45%e packet fr.om being repeated 20 nore than dPCE/US88/03906
described later.) The cell 65 receives the probe packet through nunerous
routes, including those which in the di agram appear to be nost WO

89/ 04521 @ : PCT/ US88/ 03906 di rect
(via cell 62) and those which are |onger,2flor exanple, via cells 61 and

64. It is assuned that the first probe packet to arrive at cell 65 took the
nost direct route and is therefore the preferred routing. (Assune that this
Is via cell 62.) Cell 65 5 receives a packet which indicates that the

probe packet owrs "groupingt devise egld Hghce,citsabwa -bysmhllrﬁ'c?o@nmé nt ended
for cell 65. The other probe packets received by cell 65 after this first

packet are dsabaedwdrky used iRStheCHdmMES Thistsystem 1D & usEddm eslyerment

back to 10 announcer 60. This packet includes the routing of the probe

packet (e.g. packptsitfed the sibneétdorkThdnptitiseexdmpiel theelgroGping devicet
t he packet to confirmits receipt. After announcer 60 receives the

acknow edgerbas pwakablg dheceell s iof dellsr6d resd bt (Yarioes methods af
repeater. The 15 groupi ng devi ces causes announcer 60 to send a repeater
assi gnmeri pabtainingi celli Osuwid beedescoibed Datamper of cell 62, the group
nUDeT AN & IS Ygrouping device' s connected to cell 60 by
L/ communicating through one of 'its three pairs of input/output
U (1O) lines of the cell {or the select pin) and the g'roupihg device
reads the 48 bit ID number of the cell 60. (Different methods of
10 determining the cell's IDs are described in the next section.) The
- grouping device next generates a random bit binary number which
in the presently 'preférred embodiment is 10 bits. This number
tunctions as a group identification number (also referred to as
the group address) for the group comprising the announcer 60 and
15 listener 65. The grouping device checks this number against
other group IDs which it has previously assigned to determine if
the group 1D has previously been used. If it has been already used
" it generates another number. (A single grouping device, for
-instance Keeps track of all the group IDs assigned in a single -
20 home.) The grouping device programs the cell 60 designating it as

an announcer.



I's assigned a repeater function for the group. This causes cell 62 to
repeat all those packets for the group conprising announcer 20 cell 6Q/and
65. AVOt890458kssage is sent from announcer 60 under contr ®@CTyUS8803906Upi Ng
devi ce repeated by cell 62, designating cell 65 as a |listener, causing it °
to act upon nmessages for the WO 89/ 04521

PCT/ US88/ 03906 24 group (cell 65 beconmes a group nenber.) The grouping

devi ce assigns nenbers a nenber nunber whch is stored by nmenber cells. The
group formati on described above is shodd i n Figure 8 by 5 steps or bl ocks
68 through 72. Block 68 illustrates the broadcasting of the probe packet
(e.g., cell 60 transmts the initial probe packet to all cells). The packet
i ncl udes t he addi@grospiagddeviceamay cause the amropncerB@roceeds t hrough
_ the netmoBFhethe Egﬁket and accunul ates the I D nunbers of those 10 cells

repeating deaskdne sredr Bumbed érka 7speciahpacketawhioni asikeralht (repl y)
to the pro

be packet fromthe destination cell (e.g., cell 65). This packet
returns t ﬁ@ﬁﬁdmﬁﬁﬁeﬂgtwprph@ ragkawiedge thei message 1t theyshavecei ved

Dol np cb@e SFBIRAlad T4 TRRLEr ShURE: Tou. 1 RBIgHiS ANOTIATSWaY Shown
Egl IbI %ki g&&@'@ﬁﬁ%ﬁtié gfrraoq\/\pgtl%ggllsoglét Zégr'} rbesed .sti nation cell such as
The grouping device now determines the ID number of the
cell 65. This may be done by connecting the grouping device \_/
~ directly to the cell 65 even before the cell is installed or by U
other methods discussed in the next section. (A cell and a group
10 can be assigned ASCIl names, for example, "porchlight" (cell
name) and "exterior lights" (group name). This is used to aliow
selection of cell IDs or group IDs by accessing the ASCIl name.
Now the grouping device causes the announcer 60 to
transmit a probe packet. The probe packet contains the ID of cell
15 65. The packet directs all cells receiving the packet to repeat it
and directs cell 65 to acknowledge the packet. Each cell
receiving the probe packet repeats it and adds to the repeated
packet its own ID number. Each cell only repeats the packet once
(the mechanism for preventing a probe packet from being repeated
20 more 'than once is described later.)
The cell 65 receives the probe packet through numerous
routes, including those which in the diagram appear to be most



2 -Cel I's assigned to a group by a preinstallation grouping device. There
y be several types of preinstallation grouping:20- devices, for ex

see Fi JYOSIMSBhr a device which may be used. One'type is a @VF@@S/@H

manuf act urer uses to preaSS| gn cells to groups. Aot her type of

pr ei nst al @t I on groupi ng device WD 89/ 04521

PCT/ US88/ #3906 is one that a retailer or other cell vendor may use to

assign cells to groups before install at iZh A groupi ng devi ce assigns a

cell to a group and assigns the cell's function(s) for that group. The

groupi ng device may also 5 assign a systemlIDto the cell. The system I D

assigned by a prehgstallatlon groupi ng device is not necessarlly a uni que

yetem ;?em“?%' pssitubeinehvon sttt tdb b o A
dﬁw ce}s/bto gﬂﬁrg @UE %‘{ njtl m?%sﬁg‘%aoﬁ% h%JGFErR’PE P@ﬁ?‘ y fg}pgg of
48 |

%sepr ¢ nst ﬁra&%iiﬁt 2:"4 25| &0k ?n%?nﬁsrtfniregb Oy tes gg taettnegﬁ'g,eeel lrslz‘éfe
ave been set ] or,.use roup | n rou ce | Ds
i Drefihed,orsuttd”, JAssuntg, thak; S, & UKL ~cell'Bs

Is;stg(r? lrégg % iS dosm ° orQ ﬂﬁ ?%QS%SI ) | ELI g(r)]nt r ol

devi ces e g {36' V&? e% é M&H#H Wﬁ&éﬁ%o ékf?ﬁgnﬁ Sngs‘&g
postinstal | ] Ufied By ¢&FF-60,5 PESelRY By 'l 82 Ahd intended for cell

o 65. The other probe packets received by cell 65 after this first

O packet are discarded by cell 65.
Cell 85 now transmits an acknowledgement back to
10 announcer 80. -This packet includes the routing of the probe
packet (e.g., re’peat_e_d_i by cell 62). The packet directs cell 62 to
repeat the packet to .confirm its receipt.
After announcer 60 receives the acknowledgement packet
'for cell 65 it determines that cell 62 must be a repeater. - The
15 grouping .de_vnce,s causes announcer 60 to send a repeater
assignment packet which includes the unique ID number of cell
—

62, the greup number and a message which informs cell 62 that it
s a's:signed a _repe_ete_r function for the group. This causes cell 62
| to r_ebeaf__ all those_ packets for the group comprising announcer
20 cell soyan.d 65. Another- message is sent from announcer:60 under
| cc_nt_roi of the grouping device repeated by cell 62, designating

cell 85 as a listener, causing it to act upon messages for the



sytem | Ds are generated by copying a cell ID, cell IDs should not 20 be *©

assigned in the range set aside for preinstallation syste . re,
D n A904581 ¢ hat range woul d not be assigned to cells a?‘t@?“'s#@wﬂ VO
89/ 04521 '

PCT/ US88/ 03906 26 Cells
may be sold in-sets that have been preassigned to a group by the
manuf acturer. The type of preinstallation grouping device used by the
manuf acturer assigns cells to groups.pzqywiting t he appropriate codes into
the cells' nonvolatile menory. 5 The user may install such a set of cells
and it wll operate wi thout assignnent by a postinstallation grouping
device provided that the set of cells may conmmuni cate via a single
subchannel groumpideelin8$ besomes @ gsoup megmben) aThe hgraupingcdéviceare 10
purchased or at any other tinme before installation. Such cells, unlike the
case previassignsdimenmbsers, aamember aumbeedwhehgisstered byhenembseract ur er
and are call ed unassigned cells. Unassigned cells all have the sane system
I D, a systeellsD nunber that has been set aside for use only by unassigned
cells. 15 The user assigns a set of cells to a group bﬁ_using a
ure & by

prei nstal | ati onTheo@ioHp frrmationdesenpedcaboveciseshowroint
preinstallation groupi ng device used by a manufacturer. Typically, such a
groupi Bg dstBRS afi blogks 68 thsaughe 72:1 | Black €8 illustrates "the
broadcasting of the probe packet (e.g., cell 60 transmits the
initial probe packet to" all cells). The packet includes the address  \/
of a destination cell. - As the packet proceeds through the - o/
network, the packet and accumulates the |D numbers of those
10 cells repeating the packet (block 69). Block 70 shows the
_ acknowledgement (reply) to the probe packet from the -
destination cell (e.g., cell 65). This packet returns the ID
numbers of the repeaters contained in the first received probe
packet. Repeater assignment packets are sent out by'th'e"
15 announcer causing each repeater to rebroadcast pac.:ket's'for' the
group; this is shown by block 71. Finally, as shown by block 72,

the destination céll such as cell 65 is designated as a listener.

‘There may be several types of preinstallation grouping
20 devices, for example, see Figure 28 for a device which may be
used. One type is a device that a manufacturer uses to pfeassign

cells to groups. Another type of preinstallation grbuping device



a tinme. The operator conmmands the grouping device to generate a 20 new
group'D and system I D and -t hen each cell is conneected to the device in °
turn. TNEO@9f0482br commands.t.he groupi ng device to assign a PET/US8/H0306
group while the cell is connected to the WD 89/ 04521

PCT/ US88/ 03906 27 groupi ng devi ce. The groupi ng device assigns cells the
sane groupﬂ D and systemIDuntil it is conmanded by the operator to
generate a new group ID and system | D. The user may install such a set of
cells and it will operate 5 without useZs¥ a postinstallation grouping
device provided that the set of cells can communicate via a single
subchannel . 3. Unassigned Cells Gouping and Sel f-Assi gnnent After

Instal |l ationis bnesthahal retdiler onyottreratellavgndop raay asei to dssigneteds 10
to the group after installation in the follow ng manner. The first
announcer ceio groaps sbeforeulinstallationi ts sensor - input (e.g., light switch)
controls the group formation process. |t chooses a system |D nunber at
random from t he r Angeoupingy device @ssighera ceihto ragroupeandeassaigns: ther
preinstal | ati on grouping 15 devices. It chooses a group |D number at
random |t teelisbfunatieniss farethgbgsoup. nutergioupingadreice mayr alfitests a
reply fromany cells that are nmenbers of _that group. |f the transmtting
cel | "rec8i veasSsigp ausystesp! 4o the erlosdbenpysiam ID assigned by a
preinstallation grouping device is not necessarily a unique.
U system ID.  (Postinstallation grouping devices assign a unique
system |ID to each system.)
One method that may be used by preinstallation grouping
10 devices to generate a system ID is to choose a system ID from a
range of the 48 bit address and system ID numbers that have been
set aside for use as preinstallation system IDs. Just as the cell
IDs_in the range 1-1023 have been set aside for use as group IDs
and group addresses, the cell IDs in the range 1024-2047 can be
15 set aside for use as preinstallation system IDs.
It is desirable that grouping devices and other network
control devices be able to identify preinstaliation system IDs as
opposed to_postinst_all_at_ion system IDs. Since postinstallation
sytem IDs are generated by copying a cell ID, cell IDs should not
20 be assigned in the range set aside for preinstallation system IDs.
Therefore, 1D numbers in that range would not be assigned to

- cells as cell IDs. |



group ID at random The cell continues this process of selecting a 20—

random group ID and testing to see if it is already in use until it fids a
gr OURyblggjgiRe1 i s unused in the systemin which it is oper RCTIES88/03%6
89/ 04521 PCT/ US88/ 03906 An

unassigned cell's default configuration information programed at the
factory identifies its function as either a listener or an announcer. |f

t he unassigned cell is an announcer, it waits for its sensing input to be
stinulated, and when it is 5 stinmulateXk the cell transnmits a packet
addressed to a group. If an unassigned cell is a listener, it -listens

after -power-up for a packet. The cell takes the group ID fromthe first

packet it receiggﬁsaﬁgy’;\ga' gw:@s%e% tRaf h%be%@%- .Eggg\;fgigbleé#egfrﬁsends a

reply to the announcer °c y Ts not an ac 0O only

L, LR R it T sl el B 1

and the p e ackno he" announcer . hat al

of the || sigyigh 48BN bl 8 | MANKIAKRIrRr vasdighs' busato diBupRBynCer even

t hough there ntention and collisidns in the

The cel | t\bﬁiinﬁr mrﬁatptpﬁéwgﬁaege@msanﬁwW@&l@uhbﬂsoeaﬂi!bstmeh&ryoup

menbers as each reply cones in. It then sends a packet to each listeéener
assi gngng That uééﬁtrﬁa?r ir?stﬂ'llOSPCﬁ?Ebgét rafeells  éndUitatsll apserdte! ['s Joi ning

Preexi sting Group Aftér Installation. _ ,
without assignment- by a postinstallation grouping device
provided that the set of cells may 'communicaté via ?a single -
subchannel. ' ~
'A user may assign cells to a group at the time cells are
10 . purchased or at any other time befcre'-.installation. Such cells,
unlike the case previously discussed, are not asSigned to groups
by the manufacturer and are called unassigned cells. Unassigned
cells all have the same system ID, a systém ID number that has
been set aside for use only by unassigned cells.
15 The user assigns a set of cells to a group by using a
preinstallation grouping device that may be different from the )
preinstallation grouping device used by a manufacturer.
Typically, such a grouping device will operate on one cell at
a time. The operator commands the grouping device to generate a
20. new group ID and system ID and then each cell is connected to the
device in turn. The operator commands the grouping device to
assign a cell to the group while the cell is connected to the



20 . Unassigned cells nmay be added to existlng systens and assigned to
a groyp in a manner sinilar to the above nmethod “**WD 89/ 04521

PCT/ USSAYORMM5A1 scussed in-Section 3 above. A listener joi n®GIAESE$/83%6,
and a group by the sane method as in Section 3 above. In the above exanpl e,
t he announcer waits to be stinulated via its sensor input. An unassigned
announcer its for its first 5 sensor input stimulation or its first
recei ved packet. OF those two events, theZévent that occurs first

determ nes the subsequent actions of the announcer cell. If the cell is
stinmulated first, it controls a group formation process just as in the
above exanpl e. If t he announcer cell receives a grouP packet first, it
joins that (@QMPIAG éﬁvauﬁbergrwpmedeymjsasslgaek@elsd ehsameup

announcer requesti configuratign information about the oup (group size,
nunber of arﬂmébgaact sysie@ ﬂﬁeuaygnbaﬁr&qmmam cmpt%enﬁsera.m&

WO 89/ 04521 : PCT/ US88/ 03906 30 C.
VETHODS OF | GERETaLe AEWCEIouRdR end pYsieMiDr der for a groupi ng devi ce

to go through the_steps necessar forma group or, add to a group,
it ?mst knog\, The User may inktall sugh"a" s3t 6P cells™and’ it wu\l operat% P

5 without use of a postinstallation grouping device provide'd that
the set of cells can communicate via_a single subchanne!.
3. Unassigned Cells Grouping and Self-Assignment After
nstallation, | |

Unassigned cells may create a Qroup'and assign themselves

10 to the group after installation in the following manner.

‘The first announcer cell that is stimulated via its sensor
input (e.g. light switch) controls the groub formation process. It
chooses a system ID number at random from the range of system
ID numbers that have been set aside for preinstallation grouping

15 devices. It chooses a group !D number at random. It then
broadcasts the group ID number in a packet that requests a reply
from any cells that are members of that group.- If the
transmitting cell receives any such replies, it chooses another

“group ID at random. The cell continues this process of selecting a

20 random group ID and testing to see if it is already in use until it
finds a group ID that is unused in the system in which it is
operating.



the IDs of the cells to be added to the group. The grouping device 5 —then

us ey ell IDs to address commands to the cells durg t ST gTo
procgé}.7 'z(ei nmet hods that a user with a groupi ng device %g?l%ﬁlﬁ)ﬁgbt ain

the cell IDs are |listed below. Note that a grouping device or other control
device's ability to communicated with a cell in the foll owm ng exanpl e may
be limted by security 10 procedure§2$j used. The security procedures,
limtations on communi cations and | evel's of security are not critical to
the present invention. The foll ow ng exanpl e assunes that no security
procedures are in place. In particular, it nmay be inpossible for a grouping

device to co i i i wal | . | ng device
has the system Ee%%‘ytﬁgg-l%@lﬁd %ﬁ%#@pﬁoﬁ@%@f1m§r$@gtbqionnect ion to
t he cell friaepi VST it eftke ; Ogl:4 f the cel
package %rr? t r?gn sen atﬁgeggg‘ggaﬁt cl)&?%gﬁggl ﬁsr ?eié]ﬁgts'?ﬁnééi teléﬂ.{ég %20 Physi cal

connect ijstepep &€ aif ghricuricdld af Ctﬁblju?abé‘ﬁg%iéd‘%m% Ut Mnguhcsr, e cel!

is installed. Known neans can -be used (e.g., a fuse

PCT/ US88t 04208 #dr ifs sonXingr mped tdi babktinsoaiedd)ardd \ghbﬁwna igser to

disable this function inan-installed cell to protect the security of the

syst§m Stimufeled;! tne @8l tthanSnlits EpacietUagdresseecictla Rirdufe user may

use the groupi ng device or sone ot her : _
If an unassigned cell is a listener, it-listens after -power-up

for a packet. The cell takes the group ID from the first packet it _
receives and assigns itself to that groupﬁ- The cell.then sends a ~
reply to the announcer cell. This reply is not an-acknowledgement -
10 only packet; it is a p_acket that ‘identifies the cell as a listener in
the group and the packet must be acknowledged by the announcer.
This assures that all of the listener identification” packets will
| arri\}e at the announcer .e_ven though there will be contention ard
collisioné in the process. . , . _
15 The cell that transmitted the group announcement builds a
list of group members as each reply comes in. It then sends a

packet to each listener assigning that listener a group member v/
number.

4. Unassign s Joining Preexisting Group” After Installation.  ~ --
20 Unassigned cells may be added to existing systems-and

assigned to a group in a manner similar to-the above method -



5 .selection device to physically select the cell by stinmulating a cel

i nput_pi n that ‘has been designated to serve the s&l-ection f i

gr oupi YYORNA4521 communi cates. . with the cel | through the nor nw/bggsloyh%
communi-cati ons channel s and sends a broadcast nessage requesting that al

selected cglls reply with 10 their ID. Only one cell is selected so only
that cell Il reply to the request. Physical selection can be used to find
acell's IDeither before or after the cetd is installed. Again, a neans

can be provided to allow a user to disable this feature to protect the
security of the system 15 3. Query Al Nanes of Previously Gouped Cells
It is assunmed in this exanple that ASCI|I "groups" and "cell" .names have

been previ ousibyy3sedomeSdctidt'a etldve. FATlistererRiRe dhe Bgsipiangoadevi ce

queries all e cells 1n a systemto report their group”and cell names

(ASCl naﬁeégroﬁb?bysﬂ’fe samé | metod 1A% o WBettien |3 Hbdve.0r oup names by using

t he groupi ng devicé. The user selects the nane of the group that is

bel i eved to contajm thgeabaveebxamiple, the anvdunterdadisetdi el simulatedanes
of all of the WO 89/ 04521

PCT/ US88/ 03988 R8 eehkortinputar eAhnuhBSsiraw amsoliheer warbgfrd itsasirst
(announcer, listener, repeater). The user selects the nane of the cell that

it ﬁebglr Lﬁ%ieﬁgsizwé%?@rcteihpgt asmu_!at%h. ot fits Hﬁaefmieédcgldckie&. a@&mm@smer :
two events, the event that occurs first determines the
o ~ subsequent actions of the announcer cell. |
O It the cell is stimulated first, it controls a group formation
* process just as in the above example. If the announcer cell
10 receives a group packet first, it joins that group as an announcer.
It then sends a packet to the group announcer requesting
configuration information about the group (group size, ndmber of

announcers,etc.) and the assighment of a group member number.



5 pronpts the user to activate the announcer by stimulating its input«~ For
example; if the cell is attached to a Iight switch, the user_turns t he .

swit cWQS$9M482bff. The cel |l sends announcenent packets to PKE/HE88/8390fne

groupi ng device listens to the comuni cati ons channel and di scovers the
group and nenber 10 nunbers or other c gfs of the activated announcer. If
the selected cell is a listener cell, t groupi ng devi ce sends packets to
the cell (using the group and nenber nunbers for addressing) conmanding it
to toggle its output. For exanple, if the cell controls a light, the |ight
will flash on and off. This 15 allows the user to verify that he has

sel ected the correct cell. The groupi ng device sends a packet (using group
and nenber CalMEIHODS Q(I’CIIBEEN%@Y&ﬁtAeCEixlgeEOEbIGR@UHING:ommnd for
the target cell to return its cell ID, The grouping device now knows the
target ID and ch Qrdefefer @ groupingdavicasto gorimmough theosteps Querying
nanes is used to find a cell's ID before or after the cell is installed.
WO 89/ 0452mecessary to form a group or add a cell to a grougcTitUssst Jgwns 4.

Stinmul ate éﬁoiﬁg ThiE met hod i% used in a network in_which group and cel
AsCl | nanethehdbs pEdReassllgtegbeTaddgdeto theraraup.1 nENQranainigoddevies t o

announdbr  HeR rises dlgser Cal Iesie. adiress somenangs to the Gells ‘during
the grouping process. Th_e methods that a user with a grouping
device may use to obtain the cell IDs are listed below. Note that W
a grouping deVi_ce or other control device's ability to communicate\y
with a cell in the following example may be limited by security
10 procedures if used. The security procedures, limitations on
communications and levels of security are not critical to the
present invention. The following example assumes that no
security procedures are in place. In particular, it may be
impossible for a grouping device to communicate with installed
15 cells unless the grouping device has the system key (system ID
and encryption key_s.)
1. Direct connection to the cell.
The grouping device may be connected to an I/O line of the
cell package and then send a message to the cell requesting its iD.
20 Physical connection can be used to find a cell's ID either before or

after the cell is installed. Known means can be used (e.g., a fuse



t he announcer is a light switch, the user throws the switch. The grouping
devi cehears the announcenent packet and extracts:the group IDfromit. The,
user neswQ/g9/ods21that this group IDis for the desi. red 10 grRCRUSSS03866 ng
the grouping device to send packets to all of the group listeners
commandi ng_themto toggle their outputs. The user verifies that it is the
desired grl®up by observing the actions of the listener cells (for exanple,
if the group consists of lighting controls, the Iight flashes). 15

Now using that group I D, the grouping deéhce broadcasts a packet to the
group requesting that each cell reply wi sits cell name until the cell of
Interest is found. The user selects that name and the grouping devi ce,

:(?O\gl Eg; hglt eﬁ%'pr@ﬁé&ﬂgﬁ@? pLe cel abé?v@: I%?‘I eds'%e or e &é) %ggfﬁsagﬁmoth
the. groupi nonjNAfYnC anRstdl|ddP alp 4@2@6%&‘%@ Yagdrity P'theY sy8fdm! e

IDis for the target
PCT/ USE8/ 03985 Sgeléctith set cfjedcerl 'ThFoﬁ rer!nsunfeﬁr Speeidl Pip ng device

pronpts the user to activate e announcer stinulating 1ts input. For
exanple: if the c¥he Userlimayhgdetthed 'rbgbtn@aetv%e drgotfeothegf ns the

switch on and off. The groupi ng deV|ce Is then able 5 to discover the:
group adgr esselettiorerdeviceunbephykiddily aBlect the cell by stimulating a
- cell input pin that has been designatéd to serve the Selection
\_ function. The groupmg device communicates with the cen
_ through the normal communications channels and sends a
broadcast message requesting that all selected cells reply with
10 their ID. Only one cell is selected so only that cell will reply:to
the request. Physical selection cen be used to find a cell's 1D
_either before or after the cell is installed. A'gain, a means can be
provided to allow a user to disable this feature to protect the
security of the system. | i |
15 3. Query All Names of Previously Grouped Cells
lt_ is assumed in this example”that' ASCI!l "groups" and "cell"
names have been previously assigned to the cells. 'Fer this
method, the grouping device queries all of the cells in.a system to
‘report their group and cell names (ASCI! nam'e)'. The user sctolls
20 through the list of group names by using the grouping device. The
user selects the name of the group that is believed to contain the

target cell. The grouping device displays the names of all of the



If the selected cell is a listener, the grouping device sends packets to -
the cell (using the group and menber numbers, for addressing) commandifg it
to tqqyielss output. For exanple, if the cell controls aPCTgus8s/p3a8él i ght
will flash on and off. This 10 allows the user to verify that he has
selected the correct cell. 5. Stinulate Announcer. This nethod is used in
a network in which no group or cell ASCII nanes have been assi gned but
announcers and |isteners have been as%iined. The groupi ng devi ce sends a
packet to all 15 <cells in the networ onmandi ng each announcer to
broadcast a packet containing its IDthe next time it is stinulated. The
groupi ng device then pronpts the user to stinulate the announcer by

activati ngellssthaatnaeel inetheegrdup amd!iheie assignedntasks gannovncelr, for a

i ght switch announcer. Since the user will 20 stinulate only one
announcer listerergrrepeatgrilevilbe wiser setagtsethanl namee of ahiectcell that isel | 1 D.
WO 89/ 04521 PCT/ US88/ 03906 35

There i s betiexedetonbe thattacgetreelincer cell will be stinulated at the
sanme tinme. Perhaps soneone else throws a light switch or a tenperature
sensor det ect s |h thenpelaatadecelaisgan amnaungerdhengnoupmng adeviget hat t he
IDreceived is for 5 the correct cell. To verify that the cell IDis the
corre& opeompis therugeesto Adivatet the aannoHoser sby nstimulatingr éess a
second input. For example; if the cell is attached to a light switch, the

user turns the switch on and off. The cell sends announcement o/

packets _fo__ the group. The grouping device listens to the o/

communications c_h_a_n;nel and discovers the group and member

10 numb'ers_ or other_ codes of the activated announcer.

If the selected cell is a listener cell, the grouping device
sends péckets to the cell (using the group and member numbers
for addressing) c_ommanding it to toggle its output. For example,
if the cell controls a light, the light will flash on and off. This

15 allows the user to verify that he has selected the correct cell.

The grouping device sends a packet (using group and member u
numbers for addressing) to the target cell with a command for
the target cell to return its cell ID. The grouping device now
knows !he target ID and can proceed with the group assignment

20 process.. | _
Querying names is used to find a cell's ID before or after the

_cell' is installéd.



time and verifies that the sane results occur. 6. Toggle Listener This

met hodw— Ll a network-in which no group or ¢ell 10 na have been
assi gned@#ﬁgﬁﬁﬁupi ng devi ce..broadcasts a packet that queri ggé'wﬁ%sl%?aﬁ
are listeners to reply with their ID. The grouping device needs to lint
the nunber ggf cells replying so the packet contains an ID bit mask to limt

replies to a subset of the possible cell 1Ds. Wien the groupi ng device has
developed a 15 |Ilist of listener IDs, it ows the user to toggle each
| i stener, causing the listener cell to tu its output on and off. The user

continues through the list of listener cells until he observes the target

cell togglinggits T user has then identified the cell to the

gr oupi ng dev%%e aﬁgﬂhﬁwégi Q¥R with the groupi ng 20 operation. WO
89/ 04521 : . . , / US88/ 03906 D.
PACKET FORMAT Each’ i f28thad, is 394 dnyp netwerk é%n‘ﬂg%& araner 808 Fell ds.
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- the announcer is a light switch, the user throws the switth. The

grouping device hears the announcement packet and extracts the
group ID from it.

L/.

The user may verify that this group ID is for the desired

10 group by causing the grouping device to send packets to éll of the
group listeners commanding them to toggle their outputs. The
user verifies that it is the desired group by observing the actions
of the listener cells (for example, if the group consists of
lighting controls, the light flashes).

15 - Now using that group ID, the grouping device broadcasts a
packet to the group requesting that each cell reply with its cell
name until the cell of interest is found. The user selects that
name and the grouping device, knowing that cell's ID, can proceed
with the group assignment process..

20 ~If a user elects, the ID of the cell may be verified before
proceeding withlthe-grouping procedure. The following. procedure
is used to verify that the ID is for the target cell. -



10 flag field code is also described in Figure 9. As currently preferred,-
each of the cells reads-in the entire packet, does a cyclic_redundanc pde
(CROWOSHMSMi on on the packet except for the contention PERRISE8/A3986 and
conpares that result with the CRC field of the received packet. The ALU °
102 of 15 Figure 12 has hardware for cal culating the packet CRC and CRC
registers 130 for storing internediate results. If the packet CRC cannot be
verified for an incom ng packet, the pé@ket i s discarded. The packet CRC
field is 16 bits as calcul ated, then converted into 24 bit fields for
transm ssion in a 3-of-6 code 20 wusing the encoding of Figure 9. (For the
remai nder of di gscussion o acket, fields in this,section, the field | ength
Tolhs selabind ek

i s described pr &S5 il 2R LANAOHNCET th8i GrALRiINg device of
pCt Usss) (PAB0RPYS, e, USHT, & AGtiyRts dhe. ANIRKRASRAY SHimeleing isca Tr
sandars koot P Lgaihot: ) SO SUF I bR AR 36%% Ty b e

(Fi gure. 2d7serriue 1h8 aHEh OF, G PR . 71 YRo\ito BBl s he BB <

| | b SmidLE. Siphi ch i
2cted TponChoteehine Jidle BRidreSe, RgEmRBER Auiber  oF dh@statt 1 ! S
If the selected cell is a listener, the grouping device sends

packets to the cell (using the group and member numbers, for W,

addressing) commanding it to toggle its output. For example, if v

the cell controls a light, the light will flash.on and off. This

10 allows the user to yerify that he has selected the correct cell.
5. Stimulate Announcer.

This method is used in a network in which no group or cell

ASCIl names have been assigned but announcers and listeners
have been assigned. The grouping device sends a packet to all

15 cells in the network commanding each announcer to broadcast a
packet containing its ID the next time it is stimulated. The
grouping device then prompts the user to stimulate the announcer
by activating its sensed device; for instance, turn on a light
switch for a light switch announcer. Since the user will

20 | _stimulate only one announcer, the grouping device will receive
only one packet with a cell ID.



10: has an all zero field for the link address. G oup addresses are
contaiped within the Iink address. For group addtesses the first 38 bits
are zerwOegmwlo4s2¢ renmmi ning 10 bits contain the group addr es PCT/UISS8H3996 | D
nunbers assigned at the factory nentioned earlier :fange from 1024 to 248
since 210 addresses are reserved 15 for groups.) The link address, in sone
cases, is fh individual's cell's address. (For exanple, when a ceII S
bei ng assigned the task of repeater or |Ifhgener.) The contention tinmer is a
10 bit field with an additional 6 bits for a CRC field (or other check sum
used to verify the 10 20 bits of the tinmer field. Each cell which repeats a
packet operates upon this field if the cell nmust wait to transmt the

acket. |f packet eln S t cglil st wait to
packet | 11 P Theré igehnenhhaBstR4t SﬁoWePtd?ﬁ"fonFﬁéérs )lug%/%%g%

transnit 't%ﬂ?ﬁﬁl‘étbd BRetHd Eamké Wi, S PErhapks csirf gmswéltth?augowﬂ the

contention timer field. The rate at which this fiel count ed down can be

programred ijjgHt eWitcngr tai ferﬁ?é%ﬂxﬁreas%%ﬁ" eét@étst e teMitse@itupet wor k.
The field starts with a constan whi ch may be selected by the type of

network. ExgHamge! Mieeaigegromidie waeked viarifyt thatome filoretbvediidefori n the

field at the tine the packet is received. Thérefore, if a packet is
r epeat edsf otthet icorrectndelll cPohverifyt tisaf the celll kD iisviie csbract dre, the

transmtting, the nunber in the contention field reflects the sum 10  of
the times wansadgnds rthmmhfthemammmeansn(rmlatlonaprom)a second
U time and verifies that the same results occur.
o 6. Toggle Listener
Thxs method ns used in a network in which no group or cell
10 names have been assigned. The grouping device broadcasts a
packet that queries cells that are listeners to reply with their ID.
The groupingﬁ device needs to limit the number of cells replying so
the packet _cqntains an ID bit mask to limit replies to a subset of
'the possible.éell IDs. When the grouping device has developed a
15 list of listén__er IDs, it allows the user to toggle each-listener,
causing the _listenér cell to turn its output on and off. The user
continbes' through the list of listener cells until he observes. the
target cell toggling its output. The user has then identified the
_céll to the grouping_' ”deilic__e énd it can proceed with the grouping
20 operation. ) -



When the contention tinmer field reaches all zeroes, the cell waiting to.
transmt the packet discards the packet rather than transmt it. This \J.
pr eveWir 8904821 packets fromarriving and bei ng interpretedP@3/1S83/03996new
packet. 15 As nentioned, the contention timer has its owm 6 bit CRC*
field. If the contention timer field were included in the packet CRC, the
packet CRC could not be conputed until a packet could actually be
transmtted. This would require many cadgul ations in the last few

m croseconds before a transm ssion. To avoid this 20 problem a separate
CRC field is used for the contention tiner field. If the contention tiner
field cannot be verified by its 6 bit CRC, the packet is discarded. WO
89/ 04521 PCT/ US88/.03906 3q The
hop count field records the nupoePAQKEprQRMAﬂ'r ansni ssions that a packet

t akes before ar n its destination. This 4 bit field starts with a
nunmber which is ?ﬁb Mﬁ&rﬁrauﬁﬂyte bryetar Selhicontains numeacausofields.

parti cul a 5 acket, and j s decrer y each cell| repeatjng a packet. For
exanpl e, %ﬁ‘é&l@l@-oﬁ mﬁeHSB Qb%ﬁépaﬂrr\BQHBGPﬂ'iﬂfgsstsar&hW "iRop"
o reach LF“E BB S e QUIETCPRRRat SPHTRTS \Aren 6k o1 dn ABBBARUS Al | zeroce,
tTEg N ‘;ngééh E%%éﬁ%f%%&?ﬁstwﬁhcgl bredtblb?L884 *or}agyrqghrgmrzaer%g; Ypgm tted
receiving cells' input circuitry (bit synch). The particular |
preamble code used in the currently preferred embodiment is v
described as part of the three-of-six combinatorial codeé (Figure ~
9). A flag field of 6 bits begins and ends each of the packets. The
10 flag field code is also described in Figure 8.
As currently preferred, each of thé_' cells reads-in the entire
packet, does a cyclic redundancy code (CRC) calculation on the
packet except for the contention timer field and '¢ompares that
result with the CRC field of the received packet. The ALU 102 of
15 Figure 12 has hardware for calc‘ul'ati'ng'.the packet CRC and CRC
registers 130 for storing intermediate results. If the packet CRC \,/
cannot be verified for an incoming packet, the packet is
discarded. The packet CRC field is 16 bits as calculated, then
converted into 24 bit fields for transmission in a 3-of-6 code
20 using the encoding of Figure 9. (For the remainder of discussion
of packet fields in this section, the field length is described prior

to encoding with the 3-of-6 combinatorial codes of Figure 9.) In



retransmssions is the limt as currently inplenented. The |ink control
fieldwprovides the link protocol and consists of ‘8 bits. This field is .
di scusswD 8gy0asXubsequent section covering other |ayers of t PET/SRRMN3906 15
Thé random pseudo random nunber field contains an 8 bit random number which
I S gener at for each packet by the cell originally transmtting the

packet. Th nunber is not regenerated when a packet is repeated. This

nunber is used as will be explained in C(a)\%&unction with Figure 8 to limt
20 rebroadcasting of probe packets; it o may be used in conjunction
wi th encryption where the entire packet is to be encrypted. WO 89/ 04521

PCT/ US88/ 03906 40 The network control field (4 bits) indicates routing type

or packet ty for ) e, network control, p.Mess pr obe
nessage, etc! Q'tfé-'gﬁﬂﬂi %é&l’ smepgdimeat s gé&z ﬁ&iﬁsﬁ%ﬁa@y of
5 exanple, the 48.bit I D nunber of the cell origi nat| ng a packet. For a
pr obe packet ﬂgpé hr@I d contains the I D nunber of the announcer. For an

acknow edge el ins the ID of the listener. For a packet
addressed to ézmr% 1‘2 ﬂ§ éfd contains the source cell's group nenber

number . 10 e REAFILT d S i 6" BEoEunty b8, i
5 other 16 bits of the 48 bit system ID are included in the CRC
: calculation but not transmitted as part f the packet (Figure 29).
N The link address field is a 48 bit field. When this field is
— all zeroes the packet is interpfeted as a system wide broadcast
which is acted upon by all the cells. For instance, a probe packet
10 has an all zero field for the link address. Group addresses are
con.téined within the link address; For group addresses the first
38 bits are zero and the remaining 10 bits contain the group |
address. (The cell ID numbers assigned at the factory mentioned
earlier range from 1024 to 248 since 210 addresses are reserved
15 for grogps.) The link address,' in some cases, is an individual's
U cell's address. (For example, when a cell is being assigned the
task of repeater orlistener.)
" The contention timer is a 0 bit field with an additional 6
'bits for a CRC fie_ld (or other check su.m) used to verify the 10
| 20 bits of the timer 'field.' | Each cell which repeats a backet operates
upon this field if the cell must wait to transmit the packet. If

packets are being transmitted by other cells a cell must wait to



7. The nessage field is variable in Iength and contains the particular
ness e|n transmtted by the packet. Typical nessages Lpedsin
Appe 2% the case of a probe 15 packet the field |ﬁ%ﬁﬁhé§£@ﬁ%g
routing that is, each cell repeating includes its ID nunber to this field:
The nessages, once a group is formed, will, for instance, is used by
announcer 60 to tell listener 65 to turn-on a light, etc. The encryption
field, when used, contains 16 bits useggéo 20 verify the authenticity of
an encrypted packet typically this por n of a packet- is not changed
when a packet is repeated. Well-known encryption technlques may be used.

WO 89/ 04521 /U888/03906 41 The
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repeating the packet counts down from the number in the field at
the time the packet is received. Therefore lf a' packet is "

repeated four trmes and if each of the four cells involved wait for o

transmitting, the number in the contention field reflects the sum

19 of the times wanted ‘subtracted from a constant (e.g., all ones).
When the conténtion timer field reaches all zeroes, the cell
waiting to trans'mit the packet discards the packet rather than
transmit it. This prevents older packets from arriving and being
interpreted as being a new packet.

15 As mentioned, the contention timer has its own 6 bit CRC
field. If the contention timer field were included in the packet
CRC, the packet CRC could not be computed until a packet could
actually be transmitted. This would require many calculations in
the last few microseconds before a transmission.' To avoid this

20 Pproblem a separate CRC field is used for the contention timer
field. If the contention timer field cannot be verified by its 6 bit
CRC, the packet is discarded. |



The-group nunber contained in the |ink address and nmenber nunber contai ned
in thecdestination list forns.an address used to gopvey nessages once the .
group i sSW8HB48211 f t he destination nunber is zero, the packePCTAS88¢3086ed
to all nmenbers of the 15 group. For sone packet types this field contains
the 1D of t receiving cell (see Appendix A). E. MECHANI SM FOR PREVENTI NG
REBROADCASTTNG OF CERTAI N PACKETS 20 As previously nentioned, the probe
packets are repeated only once. by each of Epe cells after the packet is
initially WD 89/ 04521 -3 a

PCT/ US88/ 03906 42 broadcast. A special nechani sm programred into each of
the cells allows the cells to recogni ze packets which it has recently

repeated. First, iTheslmop cduntrfiekl Iredotds’ﬂtheSneeref Ihdggyi ts, or 5
retransmts a packet it calculates a packet CRC field which precedes the

end fl ag. ForeMansmnsstdws that acpatket, takeevbéfdrd arrivitigdasiipge at | east

the hop count will change, requiring a new packet CRC field for the packet.
This CRC fi etestigatiofr. er ¥his f4 dpitt fieldCRtaftsewithlis cvwsmberi wHibk iethe
par agr aph. 10 As each packet requiring repeating is received, a

repeat er CROMAKIRUM Number af erbtransotissions c&!lmxednmmgafpamGMQr
5 pack_et and is decremented by each cell repeating a packet. For
example, in a packet originated by a group announcer the starting

" .~ "hop" count is the maximum number of retransmissions that the

v packet must undergo to reach all of the cells in a group. When this
field becomes all zeroes, the packet is discarded' by the cell,

10 rather than being retransmitted Therefore, 16 hops or
retransmissions is the limit as currently implemented.

The link control field provides the link protocol and
consists of 8 bits. This field is discussed in a subsequent section
covering other layers of the protocol.

15 | The random/pseudo random number field contains an 8 bit
random number which is generated for each packet by the cell
original!y transmit{ing the packét_. This number is not
regénerated when a packet is repeated. This number is used as
will be explained in conjunction with Figure 8 to limit

20 rebroadcasting of probe packets; it also may be used in
conjunction with encryption where the entire packet is to be -
encrypted.



begi nning of the link control to the end of the destination |ist as .
i ndi cated by bracket 99 of Figure 6. As a cell rebroadcasts a packet .
st orw® 8974528 bit repeater CRC results in a circul ar |istPCHUSHS/G3906
nunbers if the same nunber is not already stored. However, the packet is
repeated only if the circular list does not contain the repeater CRC
results calculated for the field 99. Therefore, as each packet is received
whi ch requires repeating, the CRCis conputed for the field 99. This is
shown by 20 block 73a of Figure 8. Thi® nunber is conpared with a |ist of
8 nunbers stored within the RAM contained within the cell indicated by

bl ock 73b. If the nunber is not found within the WD 89/ 04521

s i ndi cat ed by T ReOFSK HREAL a1, BF “HlSF BEitates shud dvRer dtana” ¢
ot oot BACRSt R, BT IASEARRE (prind Narifdf "Bl BeUsgRf] blobs,

ol dest nu%ssaaﬁée ?scard_ed as new ones are conputed. The use of the
repeat er culation associated with the field 99 and the use of the

circular list \rmé éﬁ@ﬁb@"%dcﬁ@@%t 'hB C{E/ |§vgi?ggléo ?gqﬁﬁ gnepcket.

Note that even | an announcer I’O& cas

Sequ.e%e 3§(aﬁ?l%agﬁl% JS”blﬂWTHLﬁnbéF dYOB‘!Q @élFLHndYnfa'ﬁnbh% paitikgtuous

turni
For a probe packet this field contains the ID number of the

announcer. For an acknowledgement the field contains the ID of | o/
the listener. For a packet addressed to a group, this field e
contains the source cell's group member number. |

10 The destination list is described in conjunction with Figure

The message field is variable in length and contains the
particular message being transmitted by the packet. Typical
messages are contained in Appendix B. in the case of a probe
15 packet the field includes the routing; that is, each cell repeating
includes its 1D number to this field. The messages, once a group J
is formed, will, for instance, is used by announcer 60 to tell
listener 65 to turn-on a light, etc. |
The encryption field, when used, contains 16 bits used to
20 verify the authenticity of an encrypted packet typically this
portion of a packet - is not' changed when a packet is repeated.

Well-known encryption techniques may be used.



turning off of a light, a cell designated as a repeater will| rebroadcast

t he sape nmessage since the packet containing nessages appears to be .
di ffereWOS;mﬁzi s true because the 15 random nunber sent wWpCT/€888j0306t he
i denti cal nessages will presumably be different. However, in the instance
where a cell receives the sane nessage included within the sane field 99
(sane randﬂh]nunber), the packet with its nessage will not be rebroadcast.
This is particularly true for probe packéfé.'Thus, for 20 the

establ i shment of groups discussed above, the broadcast probe packets

quickly "die out"” in the network, otherw se they may echo WO 89/ 04521
PCT/ US88/ 03906 for sone period of tine, causing unnecessary traffic in the

Cynohr onous 11 ansm 0% RGeS g FIRCH S, rere et thEBARIGT 4 & e
| < Nanchost oAkt Whicl YeridingT et R W ot by d8 Rerp et LT AR e

packels desciidl@s akeifsed P iRhit HiSeafinh dsIRRN!bacdelEliBY! tnPr esent |y

preferred. 10 ree-of-six co natorial coding 1s used to encode
data for trapyHjgALEDBN mime[:?‘g@e_rg.l y preferred enbodiment. Al data is

grouped into 4 bit nibbles and for each such nibble, six bits are
transmtt®d. TheseT lsédeétiﬁaﬂbnaust. ltield bhribe packetndf tRigeee 6 is shown
in Figuré 7. The destination list begins with a 4 bit field which
O indicates the number of members in a group designated to receive
W a message in the packet. Therefore the packet can be directed to
up to 16 members of a group. The number of each of the members
10 within the group is then transmitted in subsequent 8 bit fields.
The group number contained in the link address and member
~number contained in the destination list forms an address used to
cﬁ:nvey messages once the group is formed. If the destination |
number_is zero, the packet is addressed to all members of the
15 group. For some packet types this field contains the ID of the

receiving cell (see Appendix A)..

E. MECHANISM FOR PREVENTING REBROADCASTING OF
o CERTAIN PACKETS |
20 | |
As p_reyi‘ou_sly .menti_qned_. fhe probe packets are repeated
only once by each of the cells after the packet is initially



zeroes. The transm-ssion of three ones and three zeroes in sonme 15 :
conbination in every six bits allows the input circuitry of the cells\#o
qui ckl becone synchroni zed (bit synch) and to becone byt ed as
mnll“%i 4¥)ssed in connection with the 1/0 section. gc@ﬁ@%ﬁﬂ&ﬂhé
synchronlzed (out of hunt node) the transitions in the I ncom ng bit stream
are used to maintain synch. 20 The righthand colum of Figure 9
lists the 20 possible conbinations of(&bit patterns where 3 of the bits
are ones and 3 are zeroes. In the Iefthand columm, the corresponding 4 bit

WO 89/ 04521 PCT/ US88/ 03906 45
pattern assigned to the three-of-six pattern is shown. For exanple, if the
cell is to transmt .the nibble 0111 it is converted to the hit segment

010011 b&reAECcAstngA SReSHL Mmechanism ARMogragyned Ntsoeash &d e 011010

bef ore bein nsmitte Wien a cell receives the 6 hit patternps, it
onver t o GElBmaKEuS | e kel tOh IRERGNIZE AEFKetsWIICR It Tias Hasantho

t hree-of -six patterns and only 16 possible 4 bit conbinations. Therefore,
four thr &8P8AEAx patterns do not have corresponding 4 bit pattern

T R I e M e R S
N T L BTG, A R 0

precedes the end flag. For packets that are repeated, a new CRC
is needed since at least the hop count will change, req'ui'ring a ~/
new packet CRC field for the packet. This CRC field is different

from the CRC field discussed in the next paragraph.

q

10 As each packet requiring repeating is received, a repeater
CRC number is calculated for the fields extending from the
beginning of the link control to the end of the destination list as
indicated by bracket 99 of Figure 6. As a cell rebroadcasts a
packet it stores the 16 bit repeater CRC results in a circular list .

15 of such numbers if the same number is not already stdred. |
However, the packet is repeated only if the circular list doés not \J
contain the repeater CRC results calculated for the field 99.

Therefore, as each packet is received whiqh'requires
repeating, the CRC is computed for the field 99. This is shown by

20 block 73a of Figure 8. This number is compared with a list of 8
numbers stored within the RAM contained within the cell
indicated by block 73b. If the number is not found within the



data rate. The two three-of-six patterns not assigned can be used 15 for
speci als conditions and instructions. Accordingly, sa-cell prepares a packet .,
gener al WoiggsqBs £9r al nunber. .of bytes and each ni bbl eis asqumagsgg 63996t
pattern P 4e transm ssion.” The preanble and fl ags are then added. The
circuitry for converting fromthe 4 bit pattern to the 6 bit 20 patterns
and converﬂbly, for converting fromthe 6 bit patterns to the 4 bit

patterns is shown in Figures 14 and 15. WO 89/ 04521
PCT/ US88/ 03906 46 COVMUNI CATI ON AND CONT CELL A. Overview of the Cell 5
Referring to Figure 10, each cell includes a multiprocessor 100,

| nput/ out put section 107- 110 nennry 115 and associated timng circuits

Tea ol tage Tty TEnEER e#%zrfe%%iembﬁ?fégﬂﬁﬁaé%t#@%”%sz; ol
i“oéhnz;dmadr'?%f%?!ﬁé'%ﬁga ¢ A th¥ Hatket K FBbBated %2’3?[ gl
U.S. Patent {'\aﬁ 2,.fl€iﬁe mﬂﬁmﬁﬁre[]seﬁ‘éﬁﬁdefﬂé?ﬂ:tﬁ@g@a%ef}}eﬁ&' e seggt he

use of CMOS ere the entire ce ure 'S fabrlcated

on a single P;T%sséﬁﬂysnﬁarérﬁbﬂt@a, ) B 8Fb ChRuL! in (TNErBUIHH Regcessor

100 i s sonet _ o .
5 that is, the oldest numbers are discarded as new ones are

computed. |
W, The use of the repeater CRC calculation associated with the
'\/ field 99 and the use of the circular list will prevent repeating of

a previously rebroadcasted packet. Note that even if an announcer

10 continually rebroadcasts the same sequence of messages, for
example, as would occur with the continuous .turining on and
turning off of a light, a cell designated as a repeater will |
rebroadcast the same message since the packet containing
messages appears to be different. This is true because the

15 random number sent with each of the idehtical messages will
presumably be different. However, in the instance where a cell
receives the same message included within the same fiéld 99
(same random number), the packet with its message will not be
rebroadcast. This is "particula’r!y true for p:robe"packe"ts. Thus, for

20 the establishment of ‘groups diScQsSed above, the broadcast probe

packets quickly "die out" in the network, otherwise they may echo



referred to in the singular, even though, as will be described, it is a.
nultla;ocessor specifically four processors.) The nultlprocessor 100 v-8. a
st ackW® BYREEH processor having 20 four sets of register sSPEBUSIR/BIN0E; ng
inputs to an arithnmetic logic unit (ALU) 102. The.ALU 102 conprises two
separate ALU s in the presently preferred enbodi nent. WO 89/ 04521

PCT/ US88/ 03906 The menory 115 provides storage for a total of 64KB in the
currently preferred enbodi ment, althoudé+this particular size is not
critical. One portion of the menory is used for storing instructions (ROM
code 115a). The next portion of the nmenory is 5 a random access nenory
115b which conprises a pIurallty of ordinary static nenory cells (dynam c
cel I's can fer soyop. peniod rofr ime, Qausing unaecessayy ctraffi¢ sies the
electrically erasable and el ectrically programuabl e read-only nenory
(EEPROV) 1D®3WQRK.the currentl-y preferred enbodi nent, the EEPROM 115c

P Gher vol t ag”‘Z”?L.yg erﬁﬁiﬁ%r-nwéménﬂﬁfémH‘fZégdSth"eleLS?EHnenS

and erasing. Thi her ote VI de froman "on-chip" valtage

punp 116. The edp. _ é{S"F‘Qr RENrPNOMAI tERSMISHPGUGR t he ALU

1072 "Rgi@m‘?ﬂtda‘%%éteﬁw i e 0 B ot i o

applicati oitl the data stream. One widely used encoding method is
Manchester coding. Manchester or other coding may be used to W,
encode the packets described above, however, the coding <
described below is presently preferred. _

10 A three-of-six combinatorial coding is used to encode data
for transmission in the p_resently_ preferred embodiment. All data
is grouped into 4 bit nibbles and for each such nibble, six bits are
transmitted. These six bits always have three ones and three
zeroes. The transmission of three ones and three zerces in some

15 combination in every six bi_fs allows the' input 'ci'rcuitry of the
cells to c:juickly ﬁecome synchror'_ii_zed (bit synch) and to become
byte synchroni_zeﬁ as will be ,di_scussed in connection with the 1/O
section. Alsb once synchronized (out of hunt mode) the _
transitions in the incoming bit stream are used to maintain synch.

20 The righthand column of F_igure_ 9 lists the 20 possible
combinations of 6 bit patterns Where 3 of the bits are ones and 3

are zeroes. In the lefthand column, the corresponding 4 bit



ROM al so stores routines needed for programmng the EPROM 11 5c. The
application programfor the cell is stored |n ROV &15a 20 and, in general,

i s a rowao 8g/as2ich acts as a: "state machine" driven by vari aPCEAISE8/03986
EEPROM 115c and RAM 115b. RAM 115b stores communi cations variabl es and
nmessages, plications WD 89/ 04521

PCT/ US88/ 0®906 vari abl es and "state nachi ne" descriptors. The cell 1D,
system | D and communi cati ons and appl i cahﬁn paranmeters (e.g., group
nunber, menber nunber, announcer/repeater/Tistener assignnents) are stored
in t he EEPROM 115c. The portion of the 5 EEPROM 115c storing the cell IDis
"wite-protected" that is, once programmed with the cell ID, it cannot be :
r epr ogr ammedPatiern ressigoedhie the tihseecnf-she patterncispshews.f oFor
subsections 107, 108, 109 and 110. Three of these subsections 107, 108 and
109 have | ecRKAMPde, it4h af@llLi% toedransmitether aibble Bdmtunitciing with a
networ k and/or controlli rhﬁa nd sensi n 8eV| ces connected to the cell. The

remai ni ng s BB ted taot b s891ants 81001 hibefore heing: ransmutteskd to
d ch dtod t
S TR o e S Bl B s
t t/ o t { dd th { h
edt cat o8 adinats & il TecalaniBe, 6 AlcpRBRINa, fhapavests 1BSR Rk 4 ns

menory spac Each_| bsecti.on ¢ be coupled to each of the
subprocessor © rgeé%%ﬁﬁ %al%ﬂg R%rh?]m

o There are 20 three-of-six patterns and only 16 possible 4
bit combinations. - Therefore, four three-of-six patterns do not
have corresponding 4 bit pattern assignments. The three-of-sik

10 pattern 010101 is used as a preamble for all packets. The flags
for all packets are 101010. The preamble and flag patterns are
- particularly good for use by the input circuitry to establish data
synchronization since they have repeated transitions at the basic
data rate. The two three-of-six patterns not assigned can be used

15 for special conditions and instructions. ' |

Accordingly, a cell prepares a packet generally in integral
number of bytes and each nibble is assigned a 6 bit pattern before
transmission. The preamble and flags are then added. The
circuitry for converting from the 4 bit pattern to the 6 bit

20 patterns and conversely, for converting from the 6 bit patterns to
the 4 bit patterns is shown in Figures 14 and 15. |



the nulti processor architecture of processor'loo, provides for 20 the
continuous (non-interrupted) operation of the processor. The |/ O sectinh

/@%?}(%5 ted fromwell-known circuitry; the WO 89"@‘1’?@@88/03906
PCT :

6 49 presently preferred enbodinent is shown in Figures 17

t hrough 23. The cell of Figure 10 also includes an oscillator 112 and
timng generator 111, the latter provides the tinmng signals 5

particul arly needed for the pipelining,ghown in Figure 13. Qperation at a
16nHz rate for the phases 1-4 of Figure 13 is currently preferred, thus
providing a 4nHz mnor instruction cycle rate. Qther well-known |ines
associated with the cell of Figure 10 are not shown (e.g., power). 10

Al of the cell elenments associated wjfy, Figure 10 are, in the preferred

enmbodi nent ,

|ncorporated on a single sem'conductor chip, as nentioned. B.

PROCESSOR The current [czﬂwghp ND'C cEEegsor 100 is 15
shown in Figure 12 an |nc es a p urglty oc?ﬂregl sters which communi cate
with two ALU s 102a and 102b (CIher processor architectures may be used

such as o

e ed system as well as other ALU and
menory arr hgeﬁ%&%wa?“# g* yﬁé ggﬁ LU 102a provi des addresses for the
nennry5115 and for _ _

10

15

20

Referring to Figure 10, each cell includes a multiprocessor
IOO,_ input/output. section 107-110, memory IS and associated Y,
timing circuits shown specifically as oscillator ll2, and timing o
generator lll. Also shown is a voltage pump li6 used with the
memory lI5. This cell is realized with ordinary integrated
circuits. By way of example, the multiprocessor 100 may be
fabricated using gate array technology, such as described in U.S.
Patent 4,642,487. The preferred embodiment of the cell
comprises the use of CMOS technology where the entire cell of
Figure 10 is fabricated on a single silicon substrate as an
integrated circuit. (The multiprocessor 1_00 is sometimes
referred to in the singular, even though, as will be described, it is
a multiprocessor, specifically four processors.)

The multiprocessor 100 is a stack oriented processor having
four sets of registers 10!, providing inputs to an arithmetic logic
unit' (ALU) 102. The ALU 102 comprises two separate ALU's in the
presently preferred embodiment.



20 . accessing the 1/0 subsections. The data ALU 102b provi des data for the
menory_sand 1/ O section. The nmenory output in general is WO 89/ 04521

PCT/ US cp@ﬁ oupl ed to the processor registers through resipi%ss/eséfsto
DBUS 2%%( @é?g-bit ABUS 220 provides one input to the addresJiALL(102a.

The base pointer registers 118, effective address registers 5 119 and the
instructi offf pointer registers 120 are coupled to this bus. (In the | ower

ri ght hand corner of the symbols used to &éfignate these registers, there is
shown an arrow with a designation "x4". This is used to indicate that, for
exanpl e, the base pointer register is 4 deep, nore specifically, the base
10 pointer register conprises 4 16-bit registers, one for each processor.

T arer fers: o T ABGRL' S5 MroHHECEineB 106 B, ESARE' FhShaC)
deep top of SetBRtBEdrer@rie Abhdiniedt AnhBREY i€ Padfurad Ssizkl s
BB LA S kg "BRENSH, O 68EAERy M0y, FAL RGHoGE e,
B o o s TR (OB UBLRE 11501 THETUABORIGI dY e /SRR 5 170
the 4 degp RG4ndbfi-8teessOnfEifiorye1 f58ChiER*EorfiHidds d gidtality of
ordinary static memory cells (dynamic cells can be used). The
o third portion of the memory comprises an 'elecfrical!y erasable
“ and electrically programmable read-only memory (EEPROM) 115c.
in the currently preferred embodiment, the EEPROM 115¢c employs
10 memoky devices having floating gates. - These devices require a
. higher voltage (highér than the normal operating voltage) for
programming and erasing. - This higher potential is provided from
an "on-chip” voltage pump {I6. The entire address space for
memory [I15 addressed through the ALU 102a which is one pé’rt of
15 the ALU 102. A
- The ROM 115a stores the routines used to implement the
various layers of the protocol discussed in this 'applicatiori. This
ROM also stores routines needed for programming the EPROM
118c. The application program for the. ceil is stored in ROM 115a
20 and, in general, is a routine which acts as a "state machine" |
driven by variables in the EEPROM 115¢c and RAM 115b. RAM 115b

stores communications variables and messages, applications



WO 89/ 04521 PCT/ US88/ 03906
The MBUS, coupled to the output of the nenory, can receive data fromtQe.

outp ALU 102b through regi ster 145b, or fromthe f O
sect il’bggs)ég(ﬁ-lllo). This bus through register 146 and the m%&gﬁg%vi des
i nputs to registers 118, 5 119, 120, 122, 123, 124, 125, 130, 131 and to
the carry flags 129. There is a 16-bitq%ﬁth 132 fromthe output of the
address ALU 102a to the registers 120. e ALU 102b includes circuitry for
perform ng CRC calculations. This circuitry directly connects with the CRC
regi sters 130 over the bidirectional lines 133. The 10 top of stack

regi sters 122 are connected to the next registers 131 over lines 138. These

: ihgleioﬁ't o HATeBCgREl el MRERBES AdehRiait, oo @f ael %Plfz).egkitte?ﬁftéﬁtl y

i Lelirect i . 15
T o g SRR kBB P BROs R0 B st
120 of gL Egﬁéﬁﬂbﬁge'é?‘gfﬁﬁs?ﬁtz%?@%?ﬁﬁé%b?@i{é%?@%@%infog[i g
the r og sesaanifits) s, Sforedfn 30 ERAOM £RE TRR B0 B AR 0"
conj unsti EEPROM $15€ didring the cell ID is "write-protected” that is, once

programmed with the cell ID, it cannot be reprogrammed

The input/output section of the cell comprises four v/
subsections 107, 108, 109 and 110. Three of these subsections 107,
108 and 109 have leads 103, 104, and 105 respectively for
10 communicating with a network and/or controlling and sensing
devices connected to the cell. The remaining subsection 110 has
a single select pin 106 which can be used to read in commands
such as used to determine the cell's ID. As presently
implemented, the subsection 110 is primarily used for timing and
15 counting. The input/output section is addressed by the processor
through a dedicated address space, and hence, in effect appears to W
the processor as memory space. Each I/O subsection can be
coupled to each of the subprocessérs. This feature, along with
the multiprocessor architecture of processor IOC, provides for
20 the continuous (non-interrupted) operation of the processor. The
IO section may be fabricated from well-known -circuitry;'the



W0 .89/ 04521 PCT/ US88/ 03906 The

data {1 any one of the stack+:pointer registers 123%or any on
poi nt er WQSPHEE2L 124 may be .directly incremented or decrene
circuit 127. ‘Both ALU s 102a and 102b can pass either of the
their outpy termnals, can increnment and can add their inpu
addition t9 addi ng, provides subtracting hifting, sets car
(when appropriate), AND ng, ORing, exclusive OR ng and ones

arithmetic. The ALU 102b in a single step also can conbine t
next registers 131 10 and CRC registers 130 (through paths

o provi de.« SRRy, AeRIPLECmEoaRiEnb s  2fiphh i FRIHR,

102b perfor ms%§tandard shifting and provi des a special nibbl
allowi ng the Tower or higher four bits to be 15 shifted to

Bedstiotil " "

ir . inputs to 5
ts. ALU 102b in
ry flags 124
conpl enment

he contents of
222 and 133)

1 Spgh A

e feature
a higher or

over four DIts. IPRECERIIVE! Fighteclo st IOBAES N Bscilidter 1B Btpd ng Of

decodi ng described in Sectlion the preferred enbodi nent- wth a single

sen conduct orjegth | Iyt e bagd nispat die for
Juﬁhﬁ ngeheaafd? 1t RAg |after DpPovideanithe tivditg, gsggh*afrs

power 20 and gro and all the I'/O pins B and the

d only" pin

106 ( subsgct igaticlidrly 1R8edel® fonthbl pipélisivig® shdwn Tire Figaea! (8:t VO

89/ 04521 PCT/ US88703

906

Operatioh at a I16mHz rate for _t_he_ph'ases_ I-4 of Figure I3 is

Figure 10 are not shown (é.g_.,, power).

10 All of the cell éi_ements aséociated with Figure
the pref_erred embodiment, incorporated on a single
semiconductor chip, as mentioned.

~ B. PROCESSOR

currently preferred, thus providing a 4mHz minor instruction

cycle rate. Ot'her well-known lines associated with thé cell of

10 are, in

The cﬁ_rrently preferred embodiment of the processor 100 is

15 -sh'own_'in Fig_'ur,e I2 and includes a plurality of registers which

communicate with two 'AL'U's 102a and 102b. (Other processor

N\ ~architectures r"nay_u be used such as one having a "register” based

- system, as well as other ALU and memory arrangements.) The

address ALU 102a p_fovides addr_esse,s for the memory 5 and for

20 accessing the_ I/0 subsections. ;The_data ALU 102b provides data

for the memdry and I/O section. The memory output

in general is



pads are used for attachnment to package pins for a basic inexpensive
package. In addition to the basic contact pads additional pads in thes.

presg,nélfélogﬁglf erred enbodi nent will be provided with 5 cwgg 9/ﬂ§9(f60 t he

ADBU. the MBUS 225 of Figure 12. One control contact "pad nmay be
provided to disable internal nenory. By activating the control contact the
i nternal nenory is disabled and the data over ADBUS and MBUS is used by the
processors. This allows the use of a nggopry that is external to 10 the
cell. It is assuned that the additional contact pads may not be avail abl e
for use when the cell is in an inexpensive package. These additi onal
contacts may be accessed by wafer probe contacts or from pins in packages

that havecoopked tenthéeprocesson negisterofthpough dégisters TA6 toeDBES
manuf actured requires an initialization program At wafer probe tine the
external 8BBory is used for several purpose, one or which is to test the
cell. Another use is to provide a programto wite the cell IDinto the
EEPROM duri ng iTihe t@shit ABUWS 220 provides one inputdeathe EEitiressi Adtd uct i ons
to 20 allow power up boot when the cell is. later put in use may be added
at this tldRa. | MThe dbaset peinterogeqistetsdl8,.c effantivg agddrass wedisterswn in
the art. WD 89/ 04521 N . : ,
PCT/ USe8/ B398pdCthermsissctcoppRINtenNregisters 120 are coupled to this
bus. (in the lower righthand corner of the symbols used to
designate these registers, there is shown an arrow with a \_)
designation "x4". This is used to indicate that, for example, the
base pointer register is 4 deep, more specifically, the base
10 pointer register comprises 4 18-bit registers, one for each
processor. This is also true for the effectiVe_ address regiéters
and the instruction pointer registers.) The BBUS 221 provides up
to a 12 bit input to the ALU 102a or an 8 bit input to the data ALU
102b through register 142. The 4 deep top of stack registers 122,
15 stack pointer registers 123, return pointer registers 124 and
instruction registers 125 are coinled to the BBUS.
The CBUS 222 provides the other 8-bit input to the ALU 102
through register 143. The CBUS is coupled to the instruction
pointer registers 120, the 4 deep top of stack registers 122, the
20 four carry flags 129, and the 4 deep CRC registers 130 and the 4

deep next registers I3l



In general, nenory fetches occur when the ALU 102a provi des a nenory
addresss The nenory address i.s typically a base address or the like on the

ABUS fr hythe base points 5 in registers 118, effect iﬁ(ﬁl‘ '
registers 1?2 or instruction pointer register 120 conbi ned w't /g‘ﬁg%@?&sﬂ&

on the BBUS fromthe stack pointer register 123, return pointer register
124, top offPst ack registers 122 or the instruction registers 125.

Cal cul ations in the ALU 102b nost typically involve one of 10 the top of
stack registers 122 (BBUS) and the next f&gisters 131 (CBUS) or data which
may be part of an instruction fromone of the instruction registers 125.
Wiile in the presently preferred enbodi nent, the processor operates with

the out put - of the T MBS 2L I PBIIS Ny ister
146, the processor could also b |npﬁgg%é3t‘5edt}ﬁ\ympﬁfst£{éngﬁﬁn ’coupl%ésﬁve

directly to dataifrom thle AutbLOXF trHé SALL :'IGZEUﬂﬁbhp'h 1?69@%@495, geme of

the other registers, such as the effective address egisters 119 can be

perforned byfrarethe emiemery oral/dosaitidies (197-910) he THi§eBus VEhréRigraddr ess
registers, and for exanple, the CRC registers, inprove the operatign of the

o) 00 S el 5 o 23 BIevides, oyt o egisters 15,
provi ded By Hfe 120,t182,r 2851245 1258,130193brand@0tovithie @arny fieds 129.
There is a 16-bit path 132 from the output of the address
U ALU 102a to the registers 120. - The ALU 102b includes circuitry
L for performing CRC calculations. This circuitry directly connects
with the CRC registers 130 over the bidirectionallines 133. The |
10 top of stack registers 122 are 'connected"to the next registers 131
over lines 138. These lines allow the contents of register 122 to
be moved into registers 13! or the contents of register 131 to be
‘moved into registers 122. As currently implemented, a |
bidirectional, (simultaneous) swap' of data between these
15  registers is not implemented. Four bits of data from the output “
of the ‘memory may be returned directly either to the instruction
pointer registers 120 or the instruction registers 125 through
lines 139. - S
The pipelining (registers 141,142, 143, 145 and 146) of
20 data and addresses between the registers, ALU, memory and their

respective buses is described in conjunction with Figure 13.



fromone of registers 122, 123, 124 or 125. The address ALU 120a provi des
t hese addresses. Also, in general, the ALU 120b 5 operates on the cowfents
of t{w BOM4SS) Stack and next register; there are excepti oRET/ES88/€3996pl e, .
the instruction register may provide an inmediate input to the ALU 102b.
Speci fic addressing and other instructions aré described bel ow. D

MULTI PROCESSOR OPERATI ON 10 The processor is effectively a

mul tiprocessor (four processors) becagge of the nultiple registers and the
pi pelining which will be described in conjunction with Figure 13. As

menti oned, one advantage to this nultiprocessor operation is that
interrupts are _not needed, particularly for dealing with input and 15

out put si gnal s.Thertdatauin iy ane #f tperstacknppintat egistersi 2 wr any use
of separate ALUs for each processor. In the currently preferred enbodi nent,
econom esOfe Idythe eaturappainies moistensy l24omayude (diveetiyind 102b)
however, only one of the ALUs opergtes at any, givep tine. (Note the BBUS
provi des H?Ff%ler"ﬁﬁﬂtQ@ 8ot @eotemented) thraugh oé'égutth Frul ti processor

N 5al oanae ol RLW's 10XS EnG 0B cAh PASE Bither of fedir isitestne The
Dnd meaor JnSlk. BRGPA TerBInale | GaR JRCtomAN! AMSLIER) A HiSHT daBHSr acessor.
The ALUs Lak§, % ol Suchlish® 18 "Soblio BIBIadS SRR REOLnRL S T
sets carry flags 124 (when appropriate), ANDing, ORing, W
exclusive ORing and ones complement arithmetic. The ALU 102b iny
a single step also-ca'n. combine the contents of next registers 131
10 and CRC registers 130 (through paths 222 and I33) and combine it-
with the content_s_o_f one of the top of stack registers 122 to
provide the next number used in the CRC calculations.
Additionally, ALU 102b performs standard shifting and provides a
special nibble feature allowing the lower or higher four bits to be
15 shifted to a higher or lower four bits, respectively. Also, ALU
102b performs é_3-of-_6_ encoding or decoding described in Section
F. o | |
~In the preferred embodiment with a single semiconductor
chip for a cell there are basic contact pads on the die for power
20 and ground and ail the /O pins A and B and the "read only" pin 106
(subsections 107, 108, 109'_a_nd 110, Figure 12). These contact



5 .each processor are offset by one clock cycle so that each processor can
access_nmenory and ALUs once each basic mnor cycle:: Since each processor .
has itsWEWA9/048R1st er set it can run independently at. its norRel/\SE8&PI06G e
system t hus pipelines four processors in parallel. 10 - Each register
of Figure 2 is associated with one of four groups of registers and each
group facitPitates the nultiprocessor operggion and is associated with a
processor (1-4) of Figure 13. Each of the four groups includes one base

poi nter register, effective address register, instruction pointer register,
top of 15 stack register, stack pointer register, return pointer register,
I nstruction ' ' ' g flag. Each
rel at ed grod%ﬁ%$Q%E%%E%%?iéﬁg#?%gggﬁﬁgﬁpobgggagé ?ﬁgyﬂgﬁﬁpgﬁg%%ssors. Each

processor exgeybensi teéﬁgé s in ni-nor cycles, each mnor cycle
consisting of four clock cyctes. During 20 the first clock cycle a

processor w |l gafp édtﬂtiéﬁpfd’ﬁhie'avl\:ﬁs:i@%éﬁtﬁbf \;Seﬁkﬁ’ ddGitioRdP p S8E'Smide CBUS.

In the next clock cycle the ALUs be acti generating data fromtheir

i nputs of tg&esed’t? 391’&%@1 embodiment will be provided with = o
PCT/ US88/ 03906 57 ABUS, BBUS and CBUS. Menory or 1/Owll be active during

the thirg clesknestdes toithe ADBUSI22s apetie MBUS 225 A Figd?e #2d data
ei ther being sourced by nenory or the ALU 102b. The fourth and final clock
cycle will ¢one thatroiscontadtr padnemay e provided to disable internal

memory. By activating the control contact the internal memory is
disabled and the data over ADBUS and MBUS is used by the

processors. This allows the use of a memory that is ‘external to

\—/

'\\/,

10 the cell. It is assumed that the additional contact pads may not
be available for use whe-n the cell is in an inexpensive package.
These additional contacts may be accessed by wafer probe
contacts or from pins in packages that have more than the
minimum num'ber of pins.

15 The cell as manufactured requires an initialization program;_

- At wafer probe time the external memory is used for several
| Y purpose, one or which is to test the cell. Another use is to
provide a program to write the cell ID into the EEPROM during the
manufacturing _prdcess. . Any necessary EEPROM instructions to

20 allow power up boot when the cell is later put in use may be
added at this time. Initialization programs and test prdgrams are
well-known in the art. |



5 ALU 102b into the appropriate register via the DBUS. A processor can be

viewed as a _wave of data propagating through the sequence ;'gﬁ%; beve.
A egﬂﬂsgwﬁﬁzlhe internediate results are clocked into a ggﬁ§§$h 'pel’i ne _

regi sters. By using these pipeline registers it is possible to separate the
10 individual steps in the sequence and therefore have four steps
executing sinultaneously. The four prS@Bssors can operate w thout
interfering with one anot her even though they share the ALUs, nenory, 1/0
and many control circuits. The control of a processor including the
pipelining is best 15 wunderstood from Figure 11. For each processor there

is a3 bit counter and an CQSPROCESSORIOPERATIONe are shown in Figure

11 as counters 137a through 137d, each of which is associated with one of

the instructioinrgghetal sméadory fetohes blzlr wheretheévALY 1628ah of the
instruction registers is |oaded through the DBUS. As 20 an instruction

regi ster psovideged mémorysaddressn Thecmarnody taddrgdshi® typicdilys aPLA
determ nes fromthe instruction how nmany m nor cycles are required to

execut e t basenatdress or thnel like3on the ABUS$fam58he of the base points
PCT/ US88/ 03906 bi nary nunber is then | oaded into the counter 113a or 113b

or 11% oin ldsgistessdil ateffeative aiddresst registensr #diSstanr ingtraiction 125b, or
125c or 125d being | oaded. For instance, for a CALL instruction | oaded into
i nstruct i pointegi cegisterd20 cohabines with annoiised on (thediBBUS dramr ee mi nor
eyl es) i?héog?:gkigctaicr)wtg?urnetgeirster 123, return pointer register 124, top of
stack registers 122 or the instruction registers 125. o
Calculations in the ALU 102b most typically involve one of
10 the top of stack fegisters 122 (BBUS) and the next registers 131
(CBUS) or data which may be part of an instruction from one of
the instruction registers 125..
While in the presently preferred embodiment, the processor
operates with the output of the memory being coupled to the DBUS
15 223 through register 146, the processor could also be
implemented with data being coupled directly to the input of ALU _
l02b. Also, the function performed by some of the other -/
registers, such as the effective address registers {9 can be
performed by other registers, although the useof the effective
20 address registers, and for example, the CRC registers, improve

the opé_ration of the processor.



137c. (Up to 8 mnor cycles can be used for a given instruction, however,
only yp to 6 mnor cycles are used for any of the-i'nstructions in the
current{)o pépheyyr €d enbodi ment.) The count value "000" is USPOTHSSI8703906 2
new i nstruction to be fetched. 10 The count (e.g., 3 bits) in a
counter and the instruction (e.g., 12 bits) in its associated instruction
register figoma 15 bit input to the PLA 136. These 15 bit inputs from each
of the respective four sets of count registers and four sets of instruction
registers are sequentially coupled to th&SPLA 136 as will be described. The
15 output of the PLA controls the operation of the processors. Mre
specifically: lines 213 control data flow on the ABUS, BBUS and CBUS; |ines
214 control the Al dgérerdl| fes meMmonnaddresbingreaobase( poihteasiswi | | be
descri bed later 1/0O operation of subsections 107, 108, 109 and 220) and
lines 216 coptovidedaby poef iofwthen registeBSt 18hd 1har 7120 withhuas otfset ded
by the PLA 136 for a given instruction.is best understood fromthe

i nstruct i onsfreg onatoff tegisters: 22, 123, 324ppri t2%5i ol heriegddiessoALLlbken by
t he WO 89/ 04521 _ . . PCT/ US88/ 03906
processors tb28Repravdescthese addressesuciAlsns ingerewm!i tbe MLh %30b

I nstruction set. The outputs fromthe PLA on |lines 213 are coupled directly
to the dévi ceREt®S ON rtﬁg capntentsof dhet lep Qfustacitand nexts register: The
signals controlling the ALU are gé)upl ed t%_ough a one ¢l ock é),hase -del ay
register 217tTEGoRATEHEXEERIANS 0k EXaBPM,Uthe Instruction register may

9 provide an immediate input to the ALU 102b. Specific addressing
and other instructions are described below. | |
D. MULTIPROCESSOR OPERATION

10 The processor is effectively a multiprocessor (four

N\

processors) because of the multiple registers and the pipelining
~which will be described in conjunction with Figure 13. As
mentioned, one advantage to this multiprocessor operation i's that
- interrupts are not needed, particularly for dealing with input and
15 output signals. The multiprocessor operation is achieved without
the use of separate ALUs for each processor. In the currently |
preferred embodiment, economies of layout are obtained by using
two ALUs, (102a and 102b) however, only one of the ALUs operates
at any given time. (Note the BBUS 'provides an input to both
20 ALUs.) Therefore, the multiprocessor operation of the present

invention may be obtained using a single ALU..



via the lines 214. Since all the registers 217 are clocked at the same
rate, the register 217 perforns delay functions as will be described. \&#hose
si gnaWo 89/64521he PLA 136 used for nenory 10 control are cBOPIUSB8/#¥%86gh
two stages of delay registers 217 before being coupled to the nenory, thus
the signals on lines 215 are del ayed for two clock phases related to the
signals on lines 213. The control signagg for the DBUS after |eaving the
PLA 136 are coupled through 3 sets of delay registers 217 before being 15
coupled to the lines 216 and therefore are del ayed three cl ock phases
related to those on |ines 213. The registers 217 are clocked at a 6ntHz

te, thus whenthe PLA 136 id t put trol_signals f '
st ruct i on (e e GURCESSIn SYSter 45 dRur cBfagessorsaahaiing aght ol |

econd ¢l oBAaRes AL £.5538 ALY, BRE Foflriry B Bl mlodF i 1kear o
B o L IO IO&R Tyfcles' 107°e4eR pridesir! "THd 'ALUS, ks BAR Riik cach
rogi stor 184G A gl BEENBRY ReRes,Ohec ks Tonk Y 5 TBR. Ifick IR Ikt
o the bLacecl prCeRSHR e PSS YY difi iRk AReIbTROCHE SRRHLCE. Assime
now that 1 RebedssP tar'ateeds hemBAP and ML US%nce each basic minor

cycle. Since each processor has its own register set it can run U

independently at its normal speed. The system thus pipelines o

four processors in parallel. | _

10 Each register of Figure 12 is associated with one of four
groups of registers and each group facilitates the multiprocessor
operation and is associated with a processor (1-4) of Figure 13.
Each of the four groups includes one base p_ointér register,
effective address register, instruction pointer register, top of

15 stack register, stack pointer register, return pointer register,
instruction register, CRC register, next register, and a carry fiag.
Each related group of registers corresponds to one of the four
processors. Each processor executes instructions in minor
cycles, each minor cycle consisting of four clock cycles. During

20 the first clock cycle a processor will gate the appropriate
registers onto the _ABUS. BBUS and CBUS. In the next clock cycie
the ALUs will be active generating data from their inputs of the



I nstruction registers 125a through 125d and the counters 137a through 137d
have pegen | oaded with the corresponding binary counts for the mnor cycles .
needed wO[94s2m each of the 10 instructions. For exanpl e, PETHISES/0INV6
regi ster 125a is loaded with a CALL instruction and that 010 has been

-l oaded into, counter 137a. During a first instruction mnor cycle, 010 and
the 12 bitf® nstruction for CALL are coupled to the PLA 136. Fromthis 15
bit input PLA 136 provides at its outputsgfl the control signals 15 needed
to conplete the first mnor cycle of the CALL instruction (e.g., four clock
phases) for the ABUS, BBUS CBUS, the ALU, the nmenory and the DBUS. Since
the systemuses pipelining nmultiprocessing, the control signals on |ines
213 used to ABUS, BBUShanti CBUSI| oMemicag orol/Q hall & lactivet durinigothevhi ch
is the 20 inputs to the ALUs. (During this first clock phase the other
control |inethied eclockt cytlei, withhthe\lagdress oaming dramt the DRLYE d02a rend
processors, for different instructions in the pipelines.)Durin WO

89/ 04521 data either being sourced by memory or the AiJ bosg'drte foues 2,
the count in counter for 137b and the instruction in register 125b are

coupl ed to taBdpfinalsglockucyrte ik gate the rasyits Sram memwryiernthe
o carry Sut AL 1626 ke | e SRRSABARNE JagiSiarghia th6 1BBUSDur ing (his
and The ALU to port GIAFERECT Gt BonYIPHBHCES 1 WaVS AR IRICREBRING | ock
phisj through the sequence described above. At each step'the'-. | |
o intermediate results are clocked into a set of pipeline 'f'egisters.
By using these pipeline registers it is possible to separate the
10 individual steps in the sequence and therefore have four steps
executing simultaneously.. The four processors can operate
without interfering with one another even though they shafe the
ALUs, membry, 110 ‘and many control circuits. | |
- The control of a processor inc!uding' the pipélining is best
15 understood from Figure 11. 'For each processor I'Ichere is a 3 bit
counter and an instruction register. These are s'howh:in Figure 11
as counters 137a’through 137d, each of which is associated with
one of the instruction registers 125a through 1_25d,' re's:p'ec_tively.
Each of the instruction registers is loaded through the DBUS. As
20 an instruction register is loaded, the instruction is coupled to a
'PLA 212. This PLA determines from the instruction how many

minor cycles are required to execute the instruction and a 3 bit



of the CALL instruction contained in register 125a. (Note a delay equal to
one phase was provided by register 217.) Simlarly, 10 during the thinrdr.
phas VO 8804524 nal s on |ines 213 control the ABUS, BBUS, arﬁf’%&lﬁ%‘@?oﬁ he
third processor to carry out the instruction contained in register 125c;
the signals on lines 214 control the ALUto carry out the instruction
contained in register 125b, and the signals on |lines 215 control the nenory
to carry 15 out the instructions in-reggster 125a for the first processor.
And, finally, during the fourth clock phase, the instruction fromregister
125d, along with the count in counter 137d are coupled to the PLA 136. The

?LE??L;? #*%Waﬁﬁ?a@gi fifan 8Bee oo 18 Anier 11 3R.BEL36 Bhe <1 gnal <

_ : . . : . . 125

For the t RIPE Rododdy asiaiafed AW b, Inkridion feo el naRlins’ (o™ °
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regi ster is decrenented on W ng

contents d@7de (UptoeBsniiABE Byties War e iged 36r dRfiveAPItisthdctidle, PLA 136

t hus changes
however, only up to 6 minor cycles are used for any of the

instructions in the currently preferred embodiment.) The count ~
value "000" is used to cause a new instruction to be fetched.

10 The count (e_.g.. 3 bits) in a counter and the instruction (e.g.,
12 Dbits) in its associated instruction register from a 15 bit input
to the PLA 136. These 15 bit inputs from each of the respective
four sets of count registers and four sets of instruction registers
are sequentially coupled to the PLA 136 as will be described. The

15 output of the PLA cohtr_ols _the operation of the'processors. More
specifically: lines 213 control data flow on the ABUS, BBUS and ._
CBUS; lines 214 control the ALU 102; lines 215 contro! the /
memory; (and, as will be described later I/O operation of
subsections 107, 108, 109 and 220) and lines 216 control data

20 flow on the DBUS. The sp_ecifi_c outputs provided by the PLA 136
for a given instruction is best understood from the instructions

set, set forth Iater_ _in this application. The action taken by the



even though the instruction within register 125a is the sane. This allows
the PLA 136 to provide new out put signals needed for 10 the second m nor

cycl e olwdBoyossesl i nstruction. These control signals are ri ppCEAISSSIILE
the control through the control lines 213, 214, 215 and 216 as descri bed

above. Wen the count. in a counter reaches 000, this is interpreted as an
instructi off fetch for its associated processor. 15 Therefore, each
of the four processors may sinultaneousl ySekecute an instruction where each
of the instructions has a different nunber of cycles. The control signals
reaching the imaginary line 219 for any given clock cycle represent control
signals for four different instructions and for four different 20

processors. ppOCeESOPs cto texecLlet ealchsigintie instutisresl iyl Hasthibeld With
processor during a first cycle appear on lines 213; during a second cycle
on |ines 214thduinsfyugatiomn rgefcycl e on lines 215; and WO 89/ 04521

PCT/ US88/ 03906 during a fourth cycle on lines 216. The control signals

needed by the secdFiue pouiprstsofrofw! thewRishiow; linde 21 3 eanée touplédedireitis and
fourth processors follow ng behind those used by the second processor. 5
The pi pelini tg thie devicegrcontroltingl data flovedor n thegABL33 BBUS, and
mul tiprocessor operation of the processor 100 of Figure 10 is shown in
Fi gure 135as GBUS.prDoessignals momtraling the, AU @rancoupleghtihrough & onee
groups of registers is associated with_one of the .
clock phase delay register 217 before being coupled to the ALU
U via the lines 214.  Since all the registers 217 are clocked at the
u same rate, the register 217 performs delay functions as will be
described. Those signals from the PLA 136 used for memory
10 control are coupled through twdstag'e's of delay régisters 217
" before being coupled to the memory, thus the signals on lines 215
. are delayed for two clock phases related to the signals on lines
213. The control signals for the DBUS after leaving the PLA 136
are coupled through 3 sets of delay registers 217 before being
15 . coupled to the lines 216 and therefore are delayed three clock
phases related to those on lines 213. The registers 217 are
clocked at a 6mHz rate, thus when the PLA 136 provides output
‘control signals for a given instruction '(e.-g.,' contents of
instruction register 125a) the control signals during'a first clock
20 phase.are coupled to lines 213, during a second clock phase,' lines
214; during a third clock phase, 215; and during a fourth clock

phase to lines 216. During the first clock phase of each



processors. The four phases of a single instruction cycle are 10 shown at -
the top of Figure 13. In Figure 13, registers 101 are used to indicat &t.hat

the qpot

sfromthe specific registers called for in an RCEHLISS8/03806 ar e .

pl aced on the ABUS, BBUS and CBUS. The registers are 118, 119 and 120 on

t he ABUS; 122,

123, 124 and 125 on the BBUS; 120, 122, 129, 130 and 131 on

the 15 CBUS. During a first phase, sigkaDs previously stored in the group
registers (e.g., two of them) are gated fromthe registers onto the ABUS,

BBUS and CBUS.

Wiile this is occurring, signals associated with the group 2

registers are gated fromthe registers 141, 142, 20 143 into the ALU 102a

and 102b. This

Is shown in Figure 13 as processor 2 under the first phase

col um. Siinstrugtiosusysienine costentse@ft cauptered 37a18achthe14sb into

the menory for

WO 8

9/ 04521 )
PCT/ USss/ 0nstiectpau pegisteni 123a sare Coriedstothe PAA 136qaiDyringutheg this
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REYSme "M BidD tAcEHS | Alve"BebR 16k Hig" ik Phase

instruction registers 125a through 125d and -the counters 137a <

through 137d have been loaded with the corresponding binary

o/

counts for the minbr cycles needed to perform each of the

10 instructions. For example, assume that register 125a is loaded

with a CALL instr_ucti_on and that 010 has been loaded into counter

137a. During a fi_rst instruction minor cycle, 010 and the 12 bit
instruction for CALL are coupled to the PLA 136. From this 15 bit

input

PLA 136 provides at its output all the control signals

15 needed to complete the first minor cycle of the CALL instruction

(e.g.,

memory and the DBUS. Since the system uses pipelining

four clock phases) for the ABUS, BBUS CBUS, the ALU, the

multiprocessing, the control signals on lines 213 used to carry

out the first clock phase of the CALL instruction which is the

20 inputs to the ALUs.(During this first clock phase the other control

lines

are controlling the ALU, the memory and the DBUS of other

processors, for different instructions in the pipelines.)During



10.of each instruction cycle, this pipelining contlnues as shown in Figure
13, thys effectively providing four processors. E* PROCESSOR | NSTRUCTI ONS
I n thi swegyyeas2zeach instructi'on of the processor i's set 15 POTYUS88{03508§
with the specific registers and nenory operations. Lower case letters are
used below to indicate the contents of a register. For exanple, the
contents oi¥the instruction register are shown as "ip". The registers and
flags are set forth belowwith their corrégfﬂﬂ on to Figure 12. 20 WO

89/ 04521 _ _ PCT/ US88/ 03906 FI GURE
12 | DENTI FI CATION i p I nstruction pointer (14 bits) 1 20 (fixed
range of 0000 - 3FFF) 5 (not accessible to ROM based
prograns) i phasend, rthﬁ igountein sQOsunteIZfdm 18Yb and -theadngtructiorcéssi bl e to
ROM based progr ans) base page pointer (14 bits)

118 (fi xed raagtster @ﬁmarchsyptad .tOethmRL)Ae 6. eDusing whasaZsthepoi nt er
(16 bits) 119 (not accessible to ROM based §)rograms)
sp data sté@g(n@l@ andines 243 aow ccntrol thea ABUS, BBUS and CBUS inputs

to. the ALUs for the second processor to carry out the instruction
5 contained in register 125b. During this second ciock phase, the
signals on lines 214 control the first processor and the ALU to
perform the functions needed to carry out the second clock phase
of the CALL instruction contained in register 125a. (Note a delay
equal to one phase was provided by register 217:.) Similarly,

10 during the third phase, the signals on lines 213 control the ABUS,
BBUS, and CBUS for the third processor to carry out the
instruction contained in register 125c; the signals on lines 214
control the ALU to carry out the instruction contained in register
125b, and the signals on lines 215 control .the memory to carry

15 out the instructions in register 125a for the first processor.
And, finally, during the fourth clock phase, the instruction from
register 125d, along with the count in counter 137d are coupled
to the PLA 136. The signals on lines 213 control the ABUS, BBUS
and CBUS to carry out the instruction contained within register

20 125d fourth processor; the signals on lines 214 control the ALU
to carry out the instruction in register 125¢.for the third

~processor; the signals on lines 215 control the memory to carry



(positive offset frombp, grows down) 20 rp return stack -
pointer (8 bits) (positive offset from bp, grows up) 1 24 WO 89/\a4521

PCT/VE@&@ﬁﬁgQﬁ tos top of data stack (8 bits) PAJUSE80396EM
bel ow top of data stack (8 bits) 131 5 crc used as scratch
or in ] 130 CRC calculations (8 bits) flags carry fl ags,
(1 bit) 129 processor ID (2 bits) 10 The top el enent of the
return stack is also addressable as.a &&gi ster, even though it is
physically located in RAM Instruction Table 15 CALL laaa
aaaa aaaa Subroutine call CALL |ib 0000 aaaa aaaa

Li brary call 20 BR 0010 laaa aaaa Branch
BRZ out the -instructivon (Maregister 125b foBrthecsevoritDProtessorD died 04521

PCT/ US88/ 03906 67 _
the signals on lines 216 control the DBUS to carry out the

instruction in register 125a for the first processor. ,
After four cycles of the 16mHz clock the count in register

5 137a decrements to 001. Each register is decremented on the
clock cycle following the use of the contents of the couhters
contained by the PLA 136. The input to the PLA 136 thus changes O
even though the instruction within register 125a is the same. W,
This allows the PLA 136 to provide new output signals needed for

10 the second minor cycle of the CALL instruction. These control
signals are rippled through the control through the control lines
213, 214, 215 and 216 as described above. When the count in a
counter reaches 000, this is interpreted as an instruction fetch
for its associated processor.

15 Therefore, each of the four processors may simultaneously
execute an instruction where each of the instructions has a
different number of cycles. The control signals reéching the
imaginary line 219 for any given clock cycle represent control
signals for four different instructions and for four different

20 processors.  For example, the control signals associated with the
first processor during a first cycle appear on lines 213; during a
second cycle on lines 214; during a third cycle on lines 215; and



BRC 0010 11 aa aaaa Branch on Carry set CALL
i nterseg 0011 LLLL LLLL (Subroutine) .5~

- 0000 hhivlp $9piMds21 Two word instructions LIT - : PCT/USG$/039061ffh'
bbbb Constant op TGOS LDC 0101 111h bbbb Load
Constant .10 ALU , 0101 OOef ffff Top of Stack and
NEXT RET P 0101 0011 1101 Return.or Bit set in other
instruction 15 I N, QUT i 0100 Omr rrrr Read/ Wite 1/0O
Regi ster LDST  bp+a 0100 1waa aksfx Load, Store 20
LD, ST  (bp+p) +a A p pwaa aaaa Load, Store LDR, STR r
0101 01 Ow rrrr Load, Store CPU reg WO 89/ 04521
PCT/ US88/ 039daringr actaurth reygleconolines 21 &pelhe cnntmlcsignags areededilyg are
set forth below in standard C | anguage notati on. Call Procedure
5 Operati on:the second @iogessoer ﬁpﬂow pehindhithose oepgiedlby the third andest ;
Encodi ng:
J fourth processors following behind those used by the second
processor. -
5 The pipelining of the signals is illustrated in Figure 13.
The multiprocessor op_eratibn of the processor 100 of Figure 10 is
shown in Figure 13 as four processors, processors |, 2, 3 and 4.
Each one of the groups of registers .is associated with one of the
processors. The four phases of a single instruction cycle are
10 - shown at the top of Figure 13. In Figure 13, registers 101 are
used to indicate that the contents from the specific registers
called for in an instruction are placed on the ABUS, BBUS and
CBUS. The registers are 118, 119 and 120 on the ABUS; 122, 123,
124 and 125 on the BBUS; 120 122, 129, 130 and 131 on the
15 CBUS.

During a first phase, signals previously stored in the group |
registers . (e.g., two of them) are gated from the registers onto the
ABUS, BBUS and CBUS. While this is occurring, signals associated
with the group 2 registers are gated from the registers 141, 142,

20 143 into the ALU 102a and 102b. This is shown in Figure 13 as
processor 2 under the first phase column.  Simultaneous signals

are gated from registers 145a and 145b into the memory for



intra-seg nment: 15 laaa aaaa aaaa dest =ip +a+ 1, /*
di spl acenent a is almays negative */ inter-segnent: 0011 LLLL LLLL“2O.

0000 dest = . /* 16 bit absol ute address g USS 33@404521
PCT/U@@?E@QEEE Iibrary 0000 aaaa aaaa dest = 0x8000+*( 0x8001 / /*

tabl e | ookup call */ 5 Timng: CALL type #cl ocks specific
menory operation 10 i ntra-seg 32 *rp++ = | obyte (ip)
1 *rp++ = hibyte (ip) O ir =*(ip = *dest) 15 i nt erseg

54 | obyte (ea) = *ip++ 3 hi byte (tga) = *ip 2 *rp++ = | obyte (ip)
1 *rp++ = hibyte (ip) 20 0 ir =

*(ip = *dest
(tp = gro)up 3 registers for processor 3. And, finally, during this first

phase, signals associated with the group 4 registers are gated
from registers 146 onto the DBUS. During the second phase,
signals associated with a group | registers are coupled from the

5 ALU to registers 145. The data associated with group 2 registers
are coupled to memory. The data associated with the group 3

registers is coupled from the register 146 onto the DBUS. Those <

associated with the group 4 registers- are gated onto the ABUS,

BBUS and CBUS . And, similarly, during the third and fourth phase
10 of each instruction cycle, this pipelining continues as shown in
Figure 13, thus effectively providing four processors.
E. PROCESSOR INSTRUCTIONS

In this section each instruction of the processor is set
15 forth, along with the specific registers and memory operations.
Lower case letters are used below to indicate the contents of a
register. For example, the contents of the instruction register
are shown as "ip". The registers and flags are set forth below
with their correlation to Figure 12.
20



library 4 \AD 89/ 04521
PCT/ US88/ 03906 70 3 *rp++ = lobyte (ip) 2  *rp++ = hi byte iugggy
939090

= dest WOS89/04821ip 5 BR * - Branch al ways Operation: PET
Encoding: 0010 |aaa aaaa dest =ip + a + 1; /* displacenent a is sign
ext ended 13 Ti m ng #cl ocks specific menory oper at ion 20
= dest) WO 89/ 04521
PCT/ U888/ 03906 BRC Branch on carrg=perati on:
FIGURE 12
IDENTIFICATION
ip instruction pointer (14 bits) - - 120
(fixed range of 0000 - 3FFF)
5 (not accessible to ROM ‘based programs)
O ir instruction register (12 bits) 125
' o (not accessible to ROM based programs)
10 bp base page pointer (14 bits) 118
(fixed range of 8000 -FFFF) '
- (write - only) o
ea effective address pointer (16 bits) 119
15 ' : - (not accessible to ROM based programs)
~ sSp ~data stack pointer (8 bits) 123
{positive offset -from bp, grows down)
20 - rp return stack pointer (8 bits)

(positive offset from bp, grows up) 124



5 if (CF )ip = dest; else I p++; Encodi ng: 10 —

0010 Olaa aaaa dest = ip +a + 1; /* ais sign extended */ Timng: ‘o,
#cl oW 89/04521 specific nenory operation 15  PCT/US88/03906 1
0 ir =*(ip = dest) or O ir = *(++ip); WO 89/ 04521 )
PCT/ US88/ 03906 72 BRZ Branch on TOS==0 Qperation: 5 if (tos==0,

tos=next, next= *(++sp) ) ip = dest; else ++i p; Encoding: 10 0010 OOaa aaaa
dest = ip + a + 1; /* displacenent a &#isign extended */ 15 Tim ng: #cl ocks
speci fic menory operation

. tos top of data stack (8 bits) 122

next item below top of data stack (8 bits) 131

5 crc used as scratch or in 130
CRC calculations (8 bits)

v
flags carry flags, (1 bit) 129 o
processor ID (2 bits)
10 |
The top element of the return stack is also addressable as a
register, even though it is physically located in RAM.
Instruction Table
15
CALL laaa aaaa aaaa Subroutine call _
v/
CALL lib o 0000 aaaa. aaaa Library call
20 BR : 0010 1taaa aaaa Branch

BRZ 0010 0OOaa aaaa Branch on TOS==0



2 - 1 tos = next; 20

‘next a2 (++sp); 0O ir = *(ip = dest) WD 89/ 04521
PCT/ US88¥O3¥9pfaszB [err] or . 0 ir = *(++ip) LDR Mbv e PCaPL 888703908
TOS 5 (includes certain indirect, indexed nenory reference)
Qperation:-*(sp--) = next; if (reg) { next =tos; tos =reg } else - {
next = bp+T!B or next = (bp+2p)+TCS } 10 Encoding: 01 01 01 00 rrrr reg
=r /* see table / Timng: #clocks specific menory operation 15
(if (bp+p)+TOS) 54 |obyte(ea) = *(bp+2p) 3 hi byt e(ea) =*(bp+2p+1)
(if reg, bp+TOS) 32 *sSp-- = neggT
BRC 0010 11aa aaaa Branch on Carry set
'CALL interseg 0011 LLLL LLLL (Subroutine)
5 0000 hhhh hhhh Two word instructions
-~ uT 0101 1fth bbbb Constant op TOS
O .
LDC 0101 111h bbbb Load Constant
10
ALU 0101 OOef  ffff Top of Stack and NEXT
RET 0101 0011 1101 Return or Bit set
in other instruction
\— | IN,OUT . 0100 Owrr rrrr Read/Write 1/O Registe!
LD,ST bp+a 0100 1waa aaaa Load, Store
20 LD,ST (bp+p)+a 011p pwaa aaaa Load, Store

LDR,STR r 0101 010w rrrr Load, Store CPU reg



20 if (reg) next =tos; 1
if (reg) tos = reg el se next =bp+TCS, ea TOCS WD 89/ 04521 ~
PCT/ Wp8%R9piEa6 74 O = *(++ip) STR St ore TOS tRCT/&Hi88{03506
(includes certain indi rect i ndexed nenory reference) Qperation: 5
if (reg) { reg =tos: tos = next; } - el se { bp+TCS = next or
(bp+2p) +TCS = next) next =*(++sp); Encoding: 01 01 01 01 rrrr 10
reg - r /* see table */ Timng: #cl egks speci fic menory
operation (if (bp+p)+TQS) 54 I te(ea) = *(bp+2p) 15
3 hi byte(ea) = *(bp+2p+1l) if (reg, bp+TQOS) 32 if (reg) reg = tos;
el se bp+TCS, ea+TOS=next 1 if (reg) tos = next;
For each instruction, the operation, encoding and timing are set fortr
below in standard C language notation.

CALL Call Procedure
Operation:

*rp++ = lowbyte (ip);
“rp++ = hibyte (ip);
10 ip = dest;

Encoding:

intra-segment:
15 1aaa aaaa aaaa
dest = ip + a + 1;/* displacement a is always negative */
inter-segment:
0011 LLLL LLLL
20 COOOHHHHHHHH

dest = H:L,; /* 16 bit absolute address */



20 - next =*(++sp); O ir =
*(++i RV WO 89/ 04521

PCT/ USS&YOB9ME525 Regi ster assignnents 0 0 0 O Fl ags PCT/US88/03998 x
IDIID0O 50001 CRC | ow byte (high byte in TGS) 0010

| owbyt e (b’i?} . [* wite */ next ("OVER" instruction) /[* read
*/ 10 0011 hi ghbyt e (bp) /[* wite */ tos
("DUP" instruction) /* read */ 01 00 Sp 0101 rp 15 0
110 see RPOP, RPUSH 0 1 11 (bp+TOS) /*

i ndexed fetch, store 20 1000 (*(bp+0) +TOS) | *

i ndexed indirect */ 1 0 01 *(*(bp+2) +TCS) /* indexed indirect
WO 89/ 04521 - : PCT/ US88/ 03906
76 Inbrary

0000 aaaa aaaa
dest = 0x8000+7(0x8001 + a); /* table lookup call */

Timing:
CALL type #clocks . specific memory operation

10 intra-seg 3
2 ‘rp++ = lobyte (ip)
‘rp++ = hibyte (ip)
0 ir = *(ip = "dest)

15 interseg 5 |
lobyte (ea) = ‘ip++
hibyte (ea) =

*rp++ = lobyte (ip)
‘rp++ = hibyte (ip)
20 .

o - N w b

= *(ip = *dest)

library 4



1010 *(*(bpt+4) +TOS) /[* ‘indexed indirect */ 1 0 11
*(*(bp+6) +TCS /* indexed indirect */ 5 RPOP pop returQy .
st ack™MP8P/ARISTIN: 10 ' *(sp--) = next; next - tOPCTyOSSS/B3G06P- - ;
Encoding: 150101 0100 1110 Timng: 20

#cl ocks specific menory operation 3 WO 89/ 04521

PCT/ US88/ 03906 77 2 *sSp-- = next next =tos; tos = *rp--;; O ir =
*(++ip) 5 RPUSH push tos onto return stack Operation: 10

*(++rp) =t os;

10
3 ‘rp++ = lobyte (ip)
2 *rp++ = hibyte (ip)
1  ip=dest
0 ir="ip
5 BR Branch always
Operation:
ip = dest; o/
10 Encoding:

0010 1aaa aaaa

dest = ip + a + 1; /* displacement a is sign extended */
15
Timing:

#clocks specific memory operation

20 . 1
0 ir = *“(ip = dest)



tos- = next; next =*(++sp); Encoding: 150101 0101 1110 Timng:

20 W #cl ocks specific nmenory operation 3
WO 89/ owmsg/mszl PCH@@%&Q/&S&& 2
*(++rp) = tos; t os next; next *(++sp); O ir = *(++ip)
Move 1/ 0O r?g ster to TOS QDeratlon *(sp--) = next; 10 next = tos,
tos = regq; iEncoding: 15 0 1 00 00 rr rrrr Timng: 20
#cl ocks speci fic menory operati N 3
BRC Branch on carry
Operation:
5 if (CF ) ip = dest;
else . ip++;
w
; Encoding:
o
10 : 0010 0O1aa aaaa

dest =ip+a+1;/" a is sign extended */
Timing: |

#clocks specific memory operation
15 . . 1
0 ir="{ip=cest)
or

0 ir = *(++ip);



2 *sp- - next WO 89/ 04521

PCT/U888/033?6 next = tos; 1 tos =reg; O ir =*(++ip); 5 oUT O,
St or eWEXB9/04521/ O regi ster Qperation: reg = tos; tos = nextj 1QR! next
= *(++sp) ; Encoding: 01 O 001 rr rrrr 15 Tim ng: #cl ocﬁg%ﬂ's“lo”% -
specific menory operation 20 32 reg = tos; 1
tos = next; WO 89/ 04521

PCT/ US88/ 03906 80 next = *(++ sp); 42

BRZ Branch on TOS==0
Operation:
5
if (tos==0, tos=next, next= *(++sp) ) ip = dest; )
else ++ip; U
o
Encoding:
10
0010 00aa aaaa
dest = ip + a + 1; /* displacement a is sign extended */
15 Timing:
»pe u
#clocks specific memory operation
2 1 tos = next;
20

next = *(++sp);

0 ir = *(ip = dest)



0 -~ir =*(++ip); LDC | oad constant (into TOS) 5 Qperation: *sp-- =

next; we = .. 10 tos = constant; Encoding: 0101 111 H bbbb
15 wo”}ogﬁl (H==0) constant = 0000: bbbb; el se constant BCHASS8&/BI96
Ti mng: #clocks specific menory operation 20

32 (Spe#) = next;. next = tos; WO 89/ 04521

PCT/ US88/ 03906 1 t os constant; O .Tn'%r( = *(++ip) LD (bp+a)
| oad from base page 5 Operation: *sp-- = t next = tos

or

0 ir = *(++ip)

LDR Move regiéier to TOS

5 (includes certain indirect, indexed memory reference)
Operation: | |
| *(sp--) = nexf:
N~ : it (reg) { next = tos; tos = reg } |
~ else { next = bp+TOS or next = (bp+2p)+TOS }
10 Encoding: |
0101 0100 rrrr
| reg=r /* see table */
Timing: .
_ _ #clocks specific memory operation
15 (if ,('bp+p)l+T'OS) 5
: 4 lobyte(ea) = *(bp+2p)

~ o | 3  hibyte(ea) ="(bp+2p+1)
(if reg, bp+TOS) 3
| | 2 *sp-- = next
20 ,. S . ~if (reg) next = tos;
| 1 if (reg) tos = reg
else next=bp+TOS, ea+TOS



10 tos = *(bptsource); Encoding: 0100 10aa aaaa 15

source = aa aaaa Timng: #cl ocks specific menory operation 39,
2 wOsgD/e4521next ; next = tos; WD 89/ 04521 :

PCT/ US88/ 03906 82 1 tos = *(bp+source); O ir = *(++i%9{l§8&%338§+a
|l oad indirect 5 . ( TOS wth byte addressed by pointer at
bp+of f set then i ndexed by TOS) Operation: 10 *Sp-- = next; next
tos tos = *(*(bp+2p)+offset); Encoding: 15 0l11p pOaa
aaaa offset = aa aaaa Tim ng: _ 4

0 ir = "(++ip)
STR Store TOS to register

(includes certain indirect, indexed memory reference)
Operation: " |

5 if (reg) { reg = tos; tos = next; }

~ else { bp+TOS = next or (bp+2p)+TOS = next }

next = *(++sp); O
Encoding: W
0101 0101 rrrr
10 reg=r /* see table */
Timing:
#clocks specific memory operation

(if (bp+p)+TOS) 5
o 4 lobyte(ea) = *(bp+2p)
15 | 3 hibyte{ea) ="(bp+2p+1)
if (reg, bp+TOS) 3

2 if (reg) reg = tos;
else bp+TOS,ea+TOS=next
1 if (reg) tos = next:
20 next = *(++sp);

0 ir = *(++ip);



#cl ocks speci-fic nmenory operation 20 54

| obyte(e2a) = *(bp+2p) 3 hi byte(ea) = *(bp+2p+1) WO 89/ 04521 )
PCT/ USS &Y OR9&521 *sp-- = next; next - tos; 1 t 0s- (ea+PICTYESS8/03906 i r
= *{++ip) 5 ST (bp+a) store into base page Operation: 10

*(bptdest)y"z tos tos = next; next = *(++sp) Encoding: 15

0100 - 11a£’ aaaa dest = aa aaaa Tim ng: ﬁ-’el ocks specific nmenory
operation 20 3 2 *(bp+dest) = tos;

Register assignments

0000 Flags CF x ID11DO
5 |
0001 CRC low byte.  (high byte in TOS)
Y
O 0010 lowbyte (bp) . /I write */
next ("OVER" instruction) . /* read */
10 0011 highbyte (bp) It write Y/
tos ("DUP" instruction)  /* read */
0100 sp
0101 rp
15
| 0110 -see RPOP, RPUSH
U
0111 ~ "(bp+TOS) /* indexed fetch,store */
20 | 1000 “(*(bp+0)+TOS) /* indexed indirect */

1001 *(*(bp+2)+TOS) /* indexed indirect */



WO 89/ 04521 _ . PCT/ US88/ 03906 1.
t os next; next = *(++sp); O ir = *(++ip) 5 ST (bptp)+a store W

i ndir into byte addressed by pointer at bp+2p off by a '
Qper a ioﬁ‘:lo{@ *(*(bp+2p) +tof f set) =t os; tos next ; né&/ligas(/@%) ’
Encoding: 15 01 1 p p 1 aa aaaa offset = aa aaaa Timng: 20 #cl ocks
specific nmenory operation 5 WO 89/ 04521 -

PCT/ US88/ 03906 4 | obyte(ea) = *(bp+2p) 3 hi byt e(ea) = *(bp+2p+l1l) 2
*(eatof f)=tos 76
1010 *(*(bp+4)+TOS) /* indexed indirect */
1011 *(*(bp+6)+TOS) /* indexed indirect */
: _
RPOP pop return stack
-’/
Operation: o/
10 *(sp--) = next;
next = {os;
tos = *rp--;
Encoding:
15
0101 0100 111
0 N
Timing:
20 #clocks ' specific memory operation



1 - tos = next; 5 next =

*(++sp-0 ir = *(++ip) [ ALU Group] 10 OQperation: if (r==l)

hi byt e(i WO 89/84521-: | obyte(ip) = *rp--; 15 pipe = tos; PCT/US88/03906
internal processor pipeline tos = tos op next: switch (s) { case 0: next =
next ; 4 / typical unary op 20 : case 1l: next = *(++sp);

[* typical¥binary op WO 89/ 04521 -
PCT/ US88/ 03906 Encoding: 0 10 1 oor f77% f ff op - fffff /* s equal to
high order f bit */ s (1==unary op), (0O--binary op) 5 Op Tabl e: code

operation carry state 10 00000 tos + next
arith carry 00001 tos + next + carry ari th carry
. ' 2 ‘sp-- = next
next = tos:
1 tos = *rp--;;
0 ir = '(++ip)
5
RPUSH push tos onto return stack
o/
_ Operation:
—
10 *(++rp)=tos;
tos = next;
next = *(++sp);
Encoding:
15
0101 0101 1110
/ a
Timing:
20 .  #clocks -~ specific memory operation



0001 O next - tos arith borrow 0001 1 next. - -

tos - carry arith borrow 001 00 tos - next arit,.
bor r wiplge 04521 001 01 0011 O 0011 1 01 00O t os P USB803906
unchanged WO 89/ 04521
PCT/ US88/ 03906 87 01001 t os OR next unchanged 01 01 O
tos XOR next unchanged 01011 011 00 drop o
unchanged 0 1 1 01 5 swap- dr op unchanged 011 10 01111
CRC step _ unchanged 10000 asl (TOS) tos7
10001 asr (TCH) 07 %o 10010 fotate
| eft (tos) tos7 10011 rotate right (tos) tosO 10100
t os - parity(TOS) 10101 1 011 @ 15 *(++rp) 1= Otbkt
3of 6 encode set if not valid -

1 tos = next;

next = *(++sp);

0 ir = *(++ip)

5 IN Move /O register to TOS
Operation: | <
o/
*(sp--) = next;
10 next = tos;
tos = reg;
Encoding:
15
0100 O0O0rr rrrr
Timing:
20 #clocks : specific memory operation

3

2  °'sp-- = next



WD.89/ 04521 PCT/ S88/ 03906

11 00Q. sl (TOS) 11001 Isr (TOCS) 1 1 010 .
shift | ef WQB9/0452D11 shift left by 45 1 PCHP0US88/03906
swap 11101 tos (NOP) 11110 NOT(TCS) 11111 '
3of 6 decode B’m’ ng: 10 s #cl ocks specific menory
operation 1 2 (4) (if r==1) 19 3 hi byte(ip) =
*rp--; ) 15 (i f r==1) 2 | obyt e(i p)
= *rp-- ) 1 tos = alu output O ir =*(++ip) O ’ 3 (5
(if r==1) 4 hi byte(ip) = *rp--; 20 (if r==1)
3 | obyte(ip) rp--; 2 t os alu ogt put next = tos:

1 tos = reg ;

0 ir = *(++ip);

5 OUT Store TOS to l/O register

Operation:
~ reg = tos:
N\
tos = next;
10 next = “(++sp);
Encoding:
0100 O1t1rr rrrr
15 |
Timing:
- |
#clocks specific memory cperation
20 3

2 reg = tos;

1 tos = next:



WO 89/ 04521 PCT/ US88/ 03906 89 1-
*(++sp) = next O ir = *(++ip) SWAP special case 5 The exchange of TQ3.
W th Nﬁ)q [ pecial case of the ALU ops using the direct piefa988/03906
bet ween &ﬁ’gﬁszEXT. The NEXT register receives a of the TOS v/i a am

pi peline register, prior to TOS being | ocaded with the [err] of NEXT

(non-si nul taneous transfer). 10 NOP Operation: 15 ++i p; Encodi ng:
short 0010 100000085320Iong 01 0010 0 011
101 WO 89/ 04521

PCT/ US88/ 03906 Ti m ng: #cl ocks specific menory operation 5

short 1 (BR +1) . 0 ir =
*(++i p) next = “(++sp);

0 ir = “(++ip);

LDC load constant (into TOS)
5
Operation:

-/
sp-- = next; <
next = tos;

10 tos = constant;

Encoding:

0101 111H bbbb
15 if (H==0) constant = 0000:bbbb;
else constant = bbbb:0000
Timing: -/
g:
#clocks specific memory operatcn

20 3

2 ‘(sp--) = next;

next = tos;



| ong 21 tos =tos O ir = *(++ip) 10 RET

returngrom subroutine Qperation: hibyte(ip) = rp-- 15 | obyte(ip) =
*rp-- ++ Rvoeye4§279: 20 01010011 110 1 Timng:
WD 89/ 04521 1 PCT/ RISEH/ IRSHRI06
#cl ocks - speci.fic menory operation 4 5

3 hi byte(ip) = *rp-- 2 | obyte(ip) = *rp-- 1 tos =tos O ir =

*(++ip) [ LITERAL Goup ] 10 Operation: to?sS = tos op constant; Encoding: 15
0 101 1f f H cccc t.

1 tos = constant:

0 ir = '(++ip)

LD (bp+a) load from base page
5
Operation:.
{\/.
'sp-- = next
v
next = tos
10 tos = *(bp+source);
Encoding:
0100 10aa aaaa
15 source = aa aaaa
Timing:
#clocks specific memory operation
3 _
20 2 ‘sp-- = next;

next = tos:



op ff if (H==0) constant = 0000: cccc el se constant = cccc: 0000 Op Tabl e:s

20 code operation carry state WO 89/ 04521\,
PCT/ W23 @bfasp 0 O tos + constant ar i t PCRAUSS8013906

tos - constant arith borrow 00 tos AND constant 11
constant (see LDC). 5 Tim ng: #clocks specific menory operation 2 1
tos = alu output 10 0 ir =

*(++ip) F. THREE- OF-SI X Cl RCU TRY As ‘égvi ously nmentioned, the ALU 102b
contains nmeans for 15 encoding four bit nibbles into six bit words for
transm ssion (encoder of Figure 14) and for decoding six bit words into the
four bit nibbles (decoder of Figure 15). Both the encoder and decoder use
hardwi red | ogic permitting the convdrsi ortoso =he(pp+sounee);very quickly in
both directions. Mdrreover, there is a circuit shown in

ir = *(++ip)
LD (bp+p)+a load indirect
5 ( TOS with byte addressed by pointer at bp+ofiset
then indexed by TOS) |
o/
Operation: O
10 ‘sp-- = next;
next = tos
tos = “(*(bp+2p)+offset);
Encoding:
15 011p pO0aa aaaa
offset = aa aaaa _
Timing: -
#clocks specific memory operation
20 5

4 lobyte(ea) = “(bp+2p)
3  hibyte(ea) ="(bp+in+1)



20 -Figure 16 to verify that each six bit word received by the cell is in
fact a_three-of-six code, that is, three zeroes and three ones (Figure 9).

WD 89/ 045%'p g9 PCT/ US8 908 .93
Referring to I‘—l%suzrle 14 the register 142 is illustrated with foﬁaé'rg@/&%%

t he regi ster-,containing data DO through D3. If the ALU is commanded to
encode this ta, the resultant six bits will be coupled into the latch
regi ster 145b. To obtain the conversion shown 5 in Figure 9, the [err] bit
is directly coupled into first stage of register 145b and becones [err],
the encoded bit. Also, the bit [err] is directly coupled into the register
and becones [err]. Each of the remaining bits [err] through [err] are
provided by the logic circuits 153 through 150. rﬁspect_i vely. Each of these
logic circuits are coupled to receive Do. 10 [efr]  &Ra [=r ABXtEach
logic circuit contains ordinary gates which inplenment the equation shown
within its respective block. These equations are showf1EX} & ard "C'

| anguage ( "&" logical AND, "!"= logical NOI, and "|",=.l QgLcal ).\ These
equations can be inplenented with ordinary gat es.q15 tos= ??I%e*%lgg@zﬁbr of
Figure 15 is shown in a simlar format. This tirreothe w’x b'i(ti(iﬁf t he
encoded data are shown in register 142. The decoded four Di ¢ data are
shown in ghe register 145. To inplenent the pattern assignnent shown in
Figure 9, the [err] bit is coupled directly to the register 145 and becones

err]. The [e_rST itbp+a) store into base page
o Operation:
10 ‘(bp+dest) = tos
| tos = next;

next = *(++sp)

Encoding:
15 0100 11aa aaaa
o dest = aa aaaa
Timing:
#clocks specific memory operation
20
3

2 *(bp+dest) = tos;



20 is coupled directly to the register 145 and becones the [err] bit. _
Logic circuits 154 and 155 provide the bits [err] and [err], respectivgly.

G rcui ksycoupled to receive the bits [err] WO 89/ .

PCT/ U 83/]83@385}31nd [err] while the circuit 155 receives [er %é%’]l‘%%éo*g?r]
is not used to pravide the [err] through [err] bits.) (Some of the six bit
patterns are not used and others are used for synchronization and thus do
not require conversion into a data nibble.) The circuits 5 154 and 155 are
constructed fromordinary |ogic gates and inplenent the equati ons shown.
The synbol " A " represents the exclugye OR function in the equations. The
circuit of Figure 16, as nentioned, verifies that the received six bit
words do contain three zeroes and three ones. 50 Tl} senc%(é\%g. words are
shown coupled fromthe top of stack register 122 int'0-tfAe two full adders,
157 and 158. These adder stages are contained w thimdhe Ak H}QS . Each
adder receives an X, Y and carry input and provides a sum ahd car'ry out put.
These ordinary adder stages are each coupled t.g recgpvg e+iPi)t of the 15
encoded word as shown. (Any coupling of each bit to any inhput "of address
157 and 158 may be used.) The carry outputs of the adders 157 and 158 are
coupled to the exclusive OR gate 159; tne sumoutputs of the adders 157 and
158 ar® c®ipl {bp«pl+e exstosevdénGReptt e 160. The out put of the gates 159
and 160 are 20 coupled to the input termnals of an AND gate 161. If the

out put ( TOS into byte addressed by pointer at bp+2p offset by a)
-
Operation: | Y
10 *(*(bp+2p)+ofiset)=tos;
tos = next;

next = *(++sp)

Encoding:
15

011p ptaa aaaa

offset = aa aaaa

Timing:
20

#clocks specific memory operaticn
5



of this AND gate is in its high state the word in the register 102 contains
t hr ee\gones and three zeroes. O herw se, the output of WO 89/ 04521

PCT/ US88/ 03906 the gate 161 is in its |ow state (abort condition). The

i neom ng paviggfoaspr € checked to determine that each six bit wopgT/esysighe
while it is decoded into the four bit nibbles. V. |NPUT/OQUTPUT SECTION 5
A. Ceneral |/ O section includes a plurality of circuit elenents such as
a ranp generitor, counter, conparator, etc,,_which are interconnected in

di fferent configurations under software 165 ontrol . Exanples of this are
shown bel ow for the analog-to- digital (Ato D) and digital-to-analog (D to
A) operations. These elenents with their software configurable

i nterconnections provide great flexilibity for the cell, allowing it to _
perform many tasks. The entire I/ O section is prefé&rabl Yohpfe(eayt ad* (Bp+ids)
15 sane "chi p" which includes the processor. B. Buffer Section As shown in
Figure 10 and previously discussed, €ach of the ceBls i hibytfea)ow’(bp+2p+1)
i nput/output 1/0O subsections; three of the subsections 107, 108, and 109
each have a pair of leads, 20 identified as Pin A2and P{@amofflwtdurth
subsection 110 has a single "read only" pin 106. Any of the four

subsections can ' 1 tos = next;

5 next = “(++sp)

0 ir = *(++ip)
% [ ALU Group ]
10  Operation:

if (rmmi) {
hibyte(ip) = °*rp=-; =
lobyte(ip) = “rp--;
15 }
W pipe = t0s; /* internal processor pipeline °
tos = tos op next; '
switch (s) { |
case 0: next = néxt: * typécal unary op */

20 case 1: next = *(++sp); /* typical binary op */

}



communi cate with any of the four subprocessors. As shown in WO 89/ 04521.
PCT/ US88/ 03906 96 Figure 12, this is easily inplenented by connecting {be
address bus (ADBUS) and the menory bus (MBUS) to each of the four 1/0
subse¥Q 888452lse of the MBUS through the register 146 to t RETHESRB/A3%06ns
the 1/ 0 subsections to conmunicate with the 5 processor registers. Each Pin
A and Pin B can receive and provide TTL level signals and is tristated. In
the currently preferred enbodi nent. ea%&f}pl n can sink and source
approximately 40 mllianps (except for—prn 106). Al the Pin A's can be
programmed to provide an 10 anal og output signal and a digital-to-anal og
converter is included in three of the 1/0O subsections 107, 108 and 109 to
provi de an anal og output on Pin B. An anal og input signal on any of the Pin
B's can Jeneeding’ted to a digi taI count since three of the I/O subsections
include A to D converters cogpé to Qge e pins. Each 15 pin pair (Pin A
and Pin B) can oper égs a flef ent anplifier for input signals, a

differential receiver, differential trapsmtter, and,a differential
vol t age conpar at or. Ofhe=| %ﬁstsécPﬂé‘@é {%rh'ﬁ Gég@ tho %b'er or m many

different functions, fro o by .way of exanple, having
two pin 20 pairs c§up’|’£ rlyvg e{dM’%HPﬁ@é ‘%’f) a stepping motor. The
Ci rcubts shown in Figures 17-23 are repeated in

Op Table:
o
code operation | carry state b
10 00000 tos + next arith carry
00001 tos + next + carry arith carry
00010 next - tos arith borrow
00011 next - tos - carry - arith borrow
00100 tos - next arith borrow
15 00101
00110 _ J
00111

01000 tos AND next unchanged



subsections 107, 108 and 109. Those circuits associated with WO 89/ 04521
PCT/ US88/ 03906 97 Pin A and Pin B (such as the buffer sections of Figure
17) are n‘%,ful contalned in the I/0O subsection 110. Only sufficient
buffering data to be read on Pin 106 is needed. Referrp g?/ﬂéhs%’ﬁoe
| /O buffer sgction of .Figure 17, outgoing 5 data is coupled to

t hrough the §Bffer'163. Simlarly, outgoing data is coupled to Pin B

t hrough t he ffer 164 after the data passqti}hrough the /O control switch
165. This outgoing data, by way of exanpl-e,“ifs coupled to Pin A fromthe
regi ster 206 of Figure 23 through gate 208 of Figure 19. The control 10
switch 165 is used to enable outputs to Pin A through the buffer 163, when
enable A (EN. A) is Bi%p line 166). Moreover, the switch enables the output
to Pin B when enabl @EN.B) is hitgs Oere:ﬂtG?) and enqlp,l,@ﬁ% aguts to
both pins (wth the qggpat to Pin B being inverted) when ena ﬂ% S-485 is
high (line 168). Th@ out goi ng ales X¥PRinextl to Pin Aidghdrigedded

t hrough the smﬁtch 6éﬁhygfn t he enabl e anal og out put signal is high.

I ncom ng signals to are coupled to one input- termnal of the
differenti al anpllf Iy &69 The other termnal of this signal receives a
reference potenti al ? Q; 2.5 VNIQQODThls 20 anplifi emchagedicOudastt he
commonl y uged hystegﬁgps_d'pa%e to prevent detection of noise. This node is
activated when the unchanged

01110
\ 01111 CRC step unchanged
— 10000 asl (TOS) tos7
10001 asr (TOS) 0
10 10010 rotate left(tos) tos7
10011 rotate right (tos) tos0
10100 tos | parity(TOS)
10101
10110
15 10111 3016 encode  set if not valid



enabl e hysteresis (Pin A) signal coupled to anplifier 169 is high. W -
89/ 04521 PCT/ US88/ 03906 Thens.
output of anplifier 169 is coupled to a transition detecti kb&Mhdnel 71
whi cCWBMP4S21det ect s each transition, that is, a zero to g(r;g:/’&%?g’g#e%to
zero. The inputs to Pin B are coupled to one termnal of a 5 differential
anplifier 170 which may be identical to anplifier 169. The anplifier 170
receives the enable hysteresis (Pin B) signal. The other input to anplifier
170 (line 176) can be coupled to rec&&e one of several signals. It can
receive a DC signal used for voltage conparisons, a ranp which shall be

di scussed later, 10 the signal on Pin A for differential sensing, or a
ref erence potenyh L (e.qg., Z.Eqv&. . The output of the anmplifer 170 can
be inverted tAr @9 the excl ulsly gate 177 for sonme nodes of operation.

A transition qegcﬁ&or 172 is ?ssgfbged with the Pin B inputs, again to
detect transi thl of zero to'Hn )one to zero. 15 C. 1/0O Counting/ Ti m ng

Each of the cells,ikncl udes a tim N rator (RC oscillator) for providing
a lénHz si gnaq.1 éhbs si gnal |§h%n%égte€§ tao arate nmultiplier 178 contained
in the 1/0 seqgtd (Figure 18);.:¢4h iglier 178 provides output
frequenci es tg{quﬂ /0O 20 ségéfgcﬁfg#§Tﬁi s nultiplier provides a
freq%ency fo qqﬁabot o: [err] swap X (LOADED VALUE)

11101 tos (NOP)
11110 NOT(TOS) ~
11111 30f6 decode - - o
Timing:
10
S #clocks specific memcry operation
1 2 (4)
(if rmmt) 3 hibyte(ip) = “rp--; )
15 (if ram1) 2 lobyte(ip) = °“rp--; )
, 1 tos = alu outplt \/
0 ir = *(++ip)
0 3 (5)
(if re=st) 4 hibyte(ip) = “rp--; )
20
(if r==1) 3 lobyte(ip) = “rp--; )

2 tos = alu output



WD 89/ 04521 PCT/ US88/ 03906 The
IoadegTvaIue is a 16 bit word loaded into a register of a rate multiplier
178. hewéhglo fiplier conprises four 16-bit registers and pck88d/03906
counter charn." Four logic circuits allow selection of four different output
signals, ones.for each 5 subsection. Two bus cycles (8 bits each) are used
to load the bit words into the register of the rate nmultiplier 178. As
can be seen Tromthe above equation, a relatively w de range of output
frequenci es can be generated. These frequegcges are used for many different
functions as will be described including bit 10 synchronization. The
output of the nultiplier 178 in each of the subsection is coupled to an 8
bit counter 179. The counter can be initially |oadgd fremaounieaikt! oad
regi ster 180 fromthe data bus of the processors. This register can, for
exanpl e, receive data froma 15 program The coung in fhe coupier is
coupled to a register 181 and to a conparator 182. The conparator 182 al so
'senses the 8 bits in a register 183. The contents of this register are al so
| oaded fromthe data bus of the processors. Wen a match between the
contents in tiGW@RNtsyeeiwl tdwsgontents of register 20 183 is detected by
conparator 182; the conparator provides an event ‘'signal to the state
machi ne of§ Figure 19 (input to nultiplexers 190 and 191). The contents of
the counter 179 can

The exchange of TOS with NEXT is a special case of the ALU ops usi

Y the direct data path between TOS and NEXT. The NEXT register receives &
u of the TOS via a pipeline register, prior to TOS being loaded with tne cc
of NEXT (non-simuitaneous transfer).
10
NOP
Operation:
15 | ++ip;
Y _
Encoding:
short 0010 1000 0000
20

long : 0101 0001 1101



WO 89/ 04521 PCT/ US88/ 03906 100_ be.
| at ch i,nt o gi ster 181 upon receipt of a signal fromth t e
(outpgﬂoéphFﬁéFexecution regi ster 198 of Figure 19). The s§ﬂ§+ékﬁgﬁﬁgahp
regi ster 198 can cause the counter 179 to be | oaded fromregister 180. \Weh
the counter reaches a full count 5 (termnal count) a signal is coupled to
the state machine of Figure 19 (input to nultiplexers 190 and 191). D. I/0O
"CONTROL AND STATE MACHI NE Referring t igure 19, the processor MBUS
comruni cates 10 with registers 185 and 186 both of which perform maski ng
functions. Three bits of the register 185 control the selection of one of
the five Tines coupled to the nmultiplexer 190; simlarly, 3 bits of the
regi ster §8'88ntrol the selection of one of the five |ines coupled to the
i nput of the multiplexer 191. The output of 15 the masking registers 185
and 186 are coupled to a nultiplexer 187. The five bits fromthe

mul tipl exer 187 are coupled to ister 198. ol bi fipe a
different function which is, irﬁe‘?%gc , execut égegw)h’é‘tés@?‘é r?gc%t{lgﬁled.m
Specifically, the bits control |oad counter,latch count, enable ranmp
switch, pulse 20 Pin A, and pulse Pin B. The nultiplexers 190 and 191

bot h @pceive tQﬁ16p{n1nal count signal 4from counter 179 of Figure 18, the
conpare signa

(BR +1) _ 0_ ir = '(+_+ip)
long _ 2
' o/
1 tos = tos
o/
. 0 ir = °(++ip)
10 RET return from subroutine
Operation:
hibyte(ip) = °‘rp--
15 lobyte(ip) = °‘rp--
++ip; _
W/
Encoding:
20 0101 0011 1101

Timing:



WO 89/ 04521 PCT/ US88/ 03906 101
fromconparator 182, the ranp start signal fromthe ranp generator 200 of
Figure 20, and the transition A and B signals fromthe transition detectors
171" and 1O 89482k tively of Figure 17. The one bit output frompcECksf3vde
mul tiplexers_ 190 and 191 5 is coupled to an OR gate 188. This OR gate is
bi ased in thy i f an output occurs simnultaneously fromboth multiplexers
190 and 191, priority is given to multiplexer 190. The out put of the
mul tipl exer 190 controls the nultipl exer 7 with the signal identified as
"which event". This signal is also stored'i'n the 3x3 10 first-in,
first-out (FIFO buffer 199. This signal indicates which MJX.190 or 191
has received an event and this data is stored along with the inputs to Pin
A and Pin B (Figure 17) in the FIFO 1 99. The state machine for each of the
|/ O subsections 15 conprises 4 D-type flip-flops connected in series as
shown in Figure 19 within the dott#d¢lochs 189. Thesgécitic! Imemds/ apdrdfbn
receive the 8nHz signal whereas the flip-flops 193 and 195 recei've the
conpl ement of this timng signal. The clocking signal (CLK) is obtained
fromthe Qoutput of the flip-flop 194 20 and is coupled to register 198
and FI FO 199. The clear signal received fromthe Qterminal of flip-flop
196 is COl.é0| ed to the register 198. _ '
. 3 hibyte(ip) .= *rp--

2 lobyte(ip) = ‘rp--

1 tos = tos
o - | 0 ir = *(++ip)
[ LITERAL Group ]
10
Operation:
tos = tos op constant:
Encoding:
15 0101 1ffH ccce
o - . opmff -
' S ~if (H==0) constant = 0000:cccc
else constant = ccce:0000
Op Table: -
20

code operation | carry state



WO 89/ 04521 PCT/ US88/ 03906 | n_
oper at,l maski ng regi sters 185 and 186 are | oaded un j
contrg‘{agq@g% ts fromregister 185, for instance, cause tﬂ?‘rslggesg)teﬁgﬁédof
one of the input lines to nmultiplexer 190, for exanple, term nal count. !
Then the circuit of Figure 19 waits 5 for the signal termnal count. Wen
the signal term nal count occurs the state machi ne begins operating and the
five bits of data fromregister 185 ardZonnected through mul tipl exer 187
into register 198. The state machi ne causes an output to occur on one of
the lines fromregister 198 causing, for exanple, a pulse 10 to be

generated on ppiy A Simlarly,.a word in register 186.,can be used to cause,
agai n by way obrbexanpl e, the cmt%rc‘?%sn@éﬁl oaded. %Héﬁf |Ci3d’!Y| ops 203 and

204 are cl ockegd ,oy the output regl r..198. Thesg fliR: al l ow t he
out put si gnal ﬁc; be controll ed&;q'h'e%%i"é 208 pe’rﬁf'&é gaaéﬂaqgg‘?om a shift
regi ster 15 20 f Figure 23t Pin A. This register is

di scussed | ate .d)The | ow orderpqgﬁAiltq?Jgf&ﬁ%R}l\DBUS are input to decoders in
L0500 TP oo BB TR "LE o5t U
contrgl an operation. The PLA 136 of Figure 11 has generalized outputs 215
connected in parallel to all 1/0O subsections 107, 108, 109 and 110 to

sel ect t hgjARYS: cl ock cycle WO 89/ 04521 .
PCT/ US88/ 03906

#clocks specific memory operation _
o/
2 —
o/
1 tos = alu output
10 0  ir = *(++ip)

F. THREE-OF-SIX CIRCUITRY
As previously mentioned, the ALU 102b contains means for
15 encoding four bit nibbles into six bit words for transmission
(encoder of Figure 14) and for decoding six bit words into the four
bit nibbles (decoder of Figure 15). Both the encoder and decocer use U
hardwired logic permitting the conversion to be performed very
quickly in both directions. Moreover, there is a circuit shown in
20 Figure 16 to verify that each six bit word received by the cell is in
fact a three-of-six code, that is, three zerces and three ones (Figure
9).



) 103 for data to be used for controlling

opera ion of the I/0O subsections. E. ANALOG TO DIG TAL AND DIG TAL TO .
ANAL CONVERSI ON 5 Referring first to Figure 20, the 1/ O subsystem

i ncl udes WO &M848Hner at or 200 which continual ly generates ranp8CITLa8%AN6
period. The output of the ranp generator is buffered through buffer 201 and
sel ected by itch 202. The switch, as will be described, is selected at
sone count (PIme) follow ng the 10 start©P each ranp, thereby coupling
the sane potential to the capacitor 203. This capacitor becomes charged and
potential is coupled through buffer 204 to Pin A when the switch 175 is
closed. (Switch 175 is shown in Figure 17.) The switch 202, capacitor 203,

several of the §f§ Sretohtiae FBRee st Mealeaistae 2, 45 bluR YRt
cireuit eelhg\r,rve %**ﬁa of fhepTeefesk Ryt S BeF QS{#&F (Poudh D8 Akl &
by the |/0 cog agﬁﬂee ¥ Bl 0T adia0 ife 18sLARET L Bl Lo gat 20

functi ons. For a di conver s on an - approprT at € eque

[err] is sel egpeplédCMtb thé alh?cﬂl‘r‘édngier%sﬁ78 5 ggwhsg%%gg@gersnoﬂoshown

89/ 04521

5 in Figure 9, the Dg bit is directly coupled into first stage cf register
145b and becomes Eg, the encode_d_bit. Also, the bit D3 is directly
W coupled i_ntc the register and becomes E5. Each of the remaining bits
" E1q through.E4 are provided by the Iogic_circuits 153 through 150.
respectively. Each of these Iogic circuits are coupled to receive .Do.
10 D1, D2 and D3. 'Eac_h logic circuit. contains ord.inary gates which
 implement the equation shown within its respective block. These
equations are shown in standarﬂd "C" language ( "&" = logical AND, "!"=
logical NOT, and "|" = logical OR.) These equations can be
implemented with ordinary gafes. _
15 The decoder of Figure 15 is shown in a similar tormat. This
time the six bits of the e'n'coded daia-are shown in regisier_ 142.
The decoded four biis of data are shown in the register145. To
implement the pattern assignment show_ﬁ in Fi'gure 9, the Eg bit is
coupled directly to the register 145 and 'beccrﬁes Do. The Es bit
20 is coupled directly to the regrster145 and becomes the D3 bit.
Logic circuits 154 and 155 provnde the bits Dz and D1,
respectively. Circuit 154 is coupled to receive the bits Eo. E3. Ea



Figure 18, which corresponds to the period of the ranps being generated by.

ranp qeecioid4x21200 (Figure 21). A digital value which corr epgposss/e3I6L2.
desired output analog signal is |oaded into the register 183. Wien a ranp

begins the ranmp start signal 5 is coupled through the state machi ne 189 of
Figure 19 (for exanple, through the nmuljiplexer 190) and the flip-flops).
This causes the counter 179 to be clear (e.g., all zeroes). The [err]
signal then counts into counter 179. The conparator 182 then conpares the
contents of the counter 179 wth the contents of 10 register 183. Wen
the two words are the sane, the conpare signal is applied t hr ough

"hai cot Zée%"&gém"w'%sgﬁ"%ﬁ%@#‘eh?ﬁ%ch%%%g“‘r@e? B3, ES AR not
cl ose. FOf d ?Tav@;qggg (5] Qmébg%g@baer)er &he bhehealix ot tch 202

S closed nanosec causing the capacitor 203 to be

charged t ooy tt@ﬁwy%ﬁea%t‘ﬂﬁséa aAL" BEREFYBreousEa fbrglsyﬁbhﬁé'ﬁi’z%'tldﬂ Rl i n

register 1 One manner 1 n which the A-D conversion Can be perfornmed is

shown in Figy Qio?%otThequne%oavéksi@nsIumala idatapnlbbstd. )t o Toree ciftuitgput
termnal of the differential anplifier 170. The ranp is applied to the

Chech 5oL THEE s 1195 AR, Ebnstited o ojdparyogle garemnanc started
PCT/ US88/ Opfifrerhiént the equations shown. The symbol " * " represents the
exclusive OR functioh in thé equations.
The circuit of' Figure 16, as mentioned, verifies tha: the
received six bit words do contain three zeroes and three ones.
10 The encoded words are shown coupled from the top of stack
register 122 'into the two full adders, 157 and 158. These adder
stages are contained within the ALU 102b. | Each adder receives an
X, Y and carry input and provides a sum and carry output. These
ordinary adder stages are each coupled to receive one bit of the
15 encoded word as shown. (Any coupling of each bit to any input of
address 157 and 158 may be used.) The carry outputs of the
adders 157 and 158 are coupled to the exclusive OR gate 159; tne u
sum outputs of the adders 157 and158 are coupled to the
exclusive OR .gate.160. The oUtput .of the gates 159 and 160 are
20 coupled to the ihput terminals of an AND gate 161. If the output
of this AND gate is |n its high state the word in the register 102

contains three ones and three zeroes. Otherwise, the output of



counter 179 to be |oaded fromregister 180 (e.g., all zeroes). The counter
is clogked at a frequency [err] suitable to the period of the ranps. Wen
the transition detection 172 detects that the potential on Pin B and the
ranp havewing9/e4821 potential, the state 5 nmachi ne 189 causes tPETACSBE/03906
the counter 179 to be latched into latch 181. The digital word in latch 181
corresponds@o the DC potential on Pin B, thereby provi ding the analog to

digital conrsion. F 1/O-COMUN CATI C]\ISC}Q— = As previously discussed,
for instance, in conj unction with Fi gure 1, 2ach ceII can transmt data

over communi cations lines or other links. The cells in a subchannel
transmt data at the same rate typically determ ned by the comunications
l'ink being enployed, for exanple, 10K BPS in a noisy envi ronment such as 15
for power |indde gatentbtyisr é’ht'ﬁ/ loversdate dabasb (aRition) he The | iscaming:

have crystal osmllators rather rely upon RC oscjllators. The |atter
are not parti ORCKELS §f§ilﬁq¥9 ftPe&@éﬁéV T\E/)%lrﬁhéttl%ﬂ@hoﬁk’,‘ub%&q}r%'%hva“dv

t enperature an result ce riation Mor eover, there is no
synchroni zat i bﬂ"% gr §vp@&9 891 ti’ 8“'%’&3“'@%& cel | must provide
synchroni zation to the incom I read t he data.
One feature of all cells is tM‘t mmgﬁpﬁg g"ﬁ@iﬁbﬁ% WO 89/ 04521
PCT/ US88/ 05%906 frequency of the incom ng data and when acknow edgi ng a
packet o S : :

A. General
W, ~ The I/O sect;on mcludes a plurality of cxrcuut elements
— " such as a ramp generator, counter, comparator, etc., which are

interconnected in differeht cenfigurations' under software

10 control. Examples of this_ ere shewh below for the analog-to-
digital (A to D) and digital-to-ari'alog. (D to A) operatione. These
elements with their softw'a'reﬂconﬁgurable interc':onnections'
provide 'greet flexilibity for the cell, allowing it to perform many
tasks. The enture 70 sectlon is preferably fabncated on the

15 same "chip® which mcludes the processor.
B. Butfer Section

As shown in an'ure 10 and previously discussed, each of the

cells includes four mput/output l/O subsectlons three of the
subsections 107, 108 and 109 each have a pair of leads,

20 identified as Pin A and Pin B. The founh subsectlon 110 has a
single "read only" pm 106. Any of the four subsections can

communicate with’ any of the four subprocessors. As shown in



they can transmt at the frequency that the original packet was .
transmtted. This reduces the burden on cells to synchroni ze when they.are

recei Wig'go@isACcknow edgenent packet. 5 Ref erring toplcrguses@dogéur i ng
t he hunt node, an I/ O subsection is hunting for data. During this node, the

rate multiplier provides a frequency [err] to the counter 179 and a nunber
is loaded into register 183 fromthe MBUS. Matches occur and are detected
by conparator 182 at a frequency corrgghonding 10 to the expected incon ng
data rate. Specifically, the term nal count of counter 179 is synchronized
to the transitions. As indicated by the dotted Iine 201, the processor
continually searches for transitions fromthe transition detectors 171 and
172 of Fi Gigurel712,wkis tis aeasily omplemented Hay cannresting 1the dzddresses

whet her the transitions occurred before or after the term nal count and
then adj ubus (ARBUI)@nd yhesmemant bust (MBUShite 2ach oft the: foue 1/ t he
sanme time that the transitions are ggtected. This frequency is the shifting
rate for BHESERtieNS: ddseref thesMBYR: thrayah Jher @G@@ebﬁ4%é°pmﬁessor are

shown in i e 23 as ocks 210 and, 211.) The, nunber | oaded into
regi ster %Ugr %Lﬁ%% @%H%esggﬁﬁpt’ﬁéﬁv\é@ncg UNiRAte: WikR R ransi ti ons
occurgnd t he ideal timi to shift data in the register WO 89/ 04521
PCT/ US88/ B89BBS3BY RY'SI&HH-s prevents the shifting of data during

transitions. NEgeh Pin A and Pin B can receive and provide TTL level
signals and is tri_stat__ed. In the curr_ently pre_ferred ehbodiment. <
each pin can sink ar_ld source approximat_ely 40milliamps (except u
for pin 106). All the Pin A's can be programmed to provide an
10 analog output signal and a digital-tbfénaiog converter is included
in three of the I/O subsections 107, 108 "and 109 to provide an
analog output on Pin B. An analog input signal on any of the Pin
B's can be Jconverted to a digital count since three of the I/O
subsections include A to D converters coupled to these pins. Each
15 pin pair (Pin A and Pin B) can operéte as: a differential amplifier
for input signals, a differential receiver, and a differential
transmitter and a differential voltage com-parator._The e
subsections can be used to perform many_differeni functions,
from simple switching to, by way of example, having two pin
20 pairs coupled to drive the windings of a stepping motor.
The circuits shown in Figures 17-23 are repeated in

subsections 107, 108 and 109. Those circuits associated with



counter 179 is reloaded (e.g., all zeroes) each tine it reaches a term nal

count .\ WWen bit synchroni zati on occurs, rate needed for the 5

synchroni zation (16 bit word) “is stored within the‘processor nenory and :
used to seWQ#Y0452insnit frequency when acknow edgi ng the packePCrarsssnvbe
the rate was devel oped. This stored bit rate as discussed later is used in

the contenti back- off algorithmallow ng slot periods (M to be matched
to the last I0 received bit rate. The conpal'] or output is used as a shift

rate for a six bit shift register 206. Duri ?the hunt node, the data from
Pin Bis continually shifted through register 206. The preanble to a packet
as shown in Figure 9 (010101-bit synch) is shifted along 15 the shift

regi ster 206 and the shif.tipg,rate adjusted so that synchronization/l ock
occurs. Wen thé@ @aé{d] FEJ@ én‘ﬁlﬂ@fa%éhﬁp‘b@fé% seqtigns ofynigureo1d)@ret hot

dorect od by ¢ nUMEnePRTRe I ing; R \supsedlion niTBu: nhersuliclentr ands
the data s crONERNGLie SRR 4R B B geatlon Blo 105 s necded a1 aroh
pcri Usss! 03506 105 BESRETG, EEMRBCHE) 5 | SReioN Rt FiEEF eb7- Arbeping
circult megns data is coupled to Pin A through the buffer 163. Similarly,
outgoing data is coupled to Pin B through the buffer 164 after the
— data passes through the I/O control switch 165. 'This' outgoing
o data, by way of example, is coupled to Pin A from the register
206 of Figure 23 through gate 208 of Figure 19. The control
10 switch 165 is used to enable outputs to Pin A through the buffer
163, when enable A (EN.A) is high (line 166). Moreover, the
switch enables the output to Pin B" when enable B (EN.B) is high
(line 167) and enables outputs to both pins (with the output to Pin
B being inverted) when enable RS-485 is high (line 168). The
15 outgoing analog signal to Pin A is provided 'throu'gh the switch
175 when the enable énalbg output signal is high.

Incoming signals to Pin A are coupled to one input terminal
of the differential amplifier 169. The other terminal of this
signal receives a reference potential (e.g., 2.5 volts). This

20 amplifier also includes the commonly used hysteresis mode to
prevent detection of noise. This mq_;je is activatéd when the

enable hysteresis (Pin A) signal coupled to amplifier 169 is high.



IS present to detect all zeroes in the shift register 206. Wen this
occurs, the processor and shift register return to the hunt node. The .
nOMDB9/0482ded i nto regi ster 183 provides a phase shift BCTpessszewoehe time
at which transitions occur and the ideal tinme to shift data in and out of -
the register 206. .This prevents the shifting of data during transitions.
Data which is to be transmtted is transferred into the data regi ster 205.
(Note only 6 bits representing a fo %blt ni bble are 10 transferred into
the data register 205.) These 6 bitS*are then transferred into the shift
regi ster 206 and shifted out at the shift rate. As nentioned, if the packet
being shifted out represents an acknow edgement, the shift rate corresponds

to thﬁ'ﬁftéugdutﬂm LRSI & 1@§ais bi:%edom 98I ﬂan@m&ﬁtﬂe&éf@not her 15

hand is belind sent to several e shift rate is the nomnal shift

rate fedrcdibel 71 awmitht snapthe' d:ete(dist gachitramsitioft)r thaB.isdad azefp shown
| eaving the register to only Pin A For di fferential nodes, the conpl enent

of Pinofohe, &ri 8o @ zerdi n B - and other variations are possible.) WO
89/ 04521 PCT/ US88/ 03906 109 G
|/ O REG STERSeANRUREXQURGA BHARE NBUpled td Qmel_lieemwalnolhaa; a nunber of

regi sters which have bidirectional connections to the MBUS. These registers
ar® i ditfeeential samplitieont700whiths, mayo bandiderticd! RogwamplifierThe readi ng
169. The amplifier 170 receives the enable hysteresis (Pin B)
signal. The other input to amplifier 170 (line 176) can be coupled )
to receive one of several signals.__ It can receive a DC signal used W
for voltage comparisons, a ramp which shall be discussed later, |
10 the signal on Pin A for differential sensing, or a reference
potential (e.g., 2.5 voits). The output of the amplifer 170 can be
inverted through the exclusive OR gate 177 for some modes of
operation. A transition detector 172 is associated with the Pin B
inputs, again to detect transitions of zero to one or one to zero.
15 C. /O Counting/Timing
Each of the cells includes a timing generator (RC oscillator)
for providing a 16mFiz signal. This signal is connected to a rate
multiplier 178 contained in the /O section (Figure 18). The
muitiplier 178 provides output frequencies to each I/O
20 subsection. This multiplier'provides a frequency fgo equal to:

fo = __16MhZ X (LOADED VALUE)
216




5 .and witing of these registers under processor program contr ol
configyres the 1/0 subsystens for proper operation.~Figure 12 illustrates
the four 1/0 subsections 107, 108, 109 and 110 and:shows the connections to
the | ow eWgnB89IMiUs2A of the MBUS and the | ow six bi ts of ADBUS. POT /888 3906
bits select one of the four 1/O 10 wunits and the remaining four bits are
decoded to ect one of the 1/0O control %pcl% status registers (described
bel ow) of t subsection There are two HMes fromthe PLA 136 of Figure
11 to control the action of the I/O subsections. One line is "Read" and the
other line is "Wite". Wen appropriate these lines are active 15 on phase
3 of the clock cycles. The I/Oregisters, functions and bit definitions are
descri bed bel ow. WRI TE REG STERS: (Control'led by the "Wite" line). 20

Event 0 Confi Jhealdaded Retlue! i ‘d 46 Yiewordhidaded kS & r@iyist e1r9of I%'[l'a@e

Upon event Toggle pin A Bit 1: Upon event Toggle pin B Bit 2: Upon
event Latch 8multiptiennt78.t The tdten rauitiplied compaisessWolurh 1@¥ement ary
on) WD 89/ 04521 PCT/ US88/ 03906 110

oo o 5 Po0n S ) S s Srain. e it ot ok
selection of four different output signals, one for each

5 subsection. Two bus cycles (8 bits each) are used to load the 16
bit words into the register of the rate multiplier 178. As can be
seen from the above equation, a relatively wide range of output
frequencies can be generated. These frequencies are used for
many diffekent functions as will be described inéluding bit

10 .synchronization.

The output of the multiplier 178 in each of the subsection
is coupled to an 8 bit counter 179. The counter can be initially
loaded from a counter load register 180 from the data bus of the
processors. This register can, for example, receive data from a

15 program. The count in the counter is cougled to .a register 181
U - and to a comparator 182. The comparator 182 aiso senses the 8
bits in a register 183.  The contents of this register are aiso
loaded from the data bus of the processors. When a match
between thé contents in the counter and the contents of register
20 183 is detected by comparator 182; the comparator provides an
event signal to the state machine of Figure 19 (input to =

multiplexers 190 and 191). The contents of the counter 179 can



00 1 Transition on pin B 5 01 0 Termnal Count event 0 11 -
Count event 1 0 0 Ranp start event 1 01 Pin B cggﬁz iﬂk.lo
Eventw%p@ﬁéfzdurat i on Regi ster: masking register 186, Figure %@M

Upon event Toggle pin A Bit 1: Upon event Toggle pin B Bit 2: Upon event’
Latch 8 bit count Bit 3: Upon event close Ranp switch (nonentary on) 15
Bit 4: Upon event Load 8 bit counter |&®s5-7: Input Mltiplexer: MJX 191,
Figure 19 0 0 0O Transition on pin AO0O 1 Transition on pin B0 10

Term nal Count event 20 011 Count Conpare event 1 00 Ranp
start event 101 Pin B conpare event |/0O REG STERS AND RESOURCE SHARI NG 25

8t SEClthel TR Yedistero4aleliddi e RO kT a SiundT YT 46 5 LS 07

= count 3 Cbnnunl |ons ster: a redi ster 205,

'(:'ngfrg §3s§§tbt macHire d¥utpiit' & tﬁ@”@%bﬁﬁbhﬂég@%@?' 99B82b¥ OPigtRe S5
The same execution register 198 can cause the counter 179 to be
loaded from register 180. When the counter reaches a full count

5 (terminal count) a signal is coupled to the state machine of

Figure 19 (input to muiltiplexers 190 and 181).

o/
v

D. /O CONTROL AND STATE MACHINE
Referring to Figure 19, the processor MBUS communicates
10 with registers 185 and 186 both of which perform masking
functions. Three bits of the register 185 control the selection of
cne of the five lines coupled to the multiplexer 190; similarly, 3
bits of the register 186 control the selection of one of the five
lines coupled to the input of the multiplexer 191. The output of
15 the masking registers 185 and 186 are coupled to a multiplexer
187. The five bits from the multiplexer 187 are coupled to a |
register 198. . Each of these bits define a different function which ./
is, in effect, executed by the state machine. Specifically, the
bits control load counterlatch count, enable ramp switch, pulse
20 Pin A,, and pulse Pin B.
The multiplexers 190 and 191 both receive the terminal

count signal from counter 179 of Figure 18, the compare signal



35 (1 oaded from MBUS) Used to conflgure the communi cations subsystem for
WO 89A04521 : PCT/ US88/ 03906 transmi t

and receive functions. Bit O. O = Receive, 1 = Tréafsnit Bit 1: NOP Bit 2:
NOP 5 WO 83704521 Shift Regi ster enable Bit 4  Enter Hunt ey UisigB /03906
NOP Bit 6: NOP Bit 7. NOP 10 Qut put Conflguratlon Regi ster 0: (not shown)
(l oaded fro US) Used for setting analog and digital pin configurations.
Bit 0: EnabM® pin A analog out Bit 1: Enable pin A digital out 15
Bit 2: Enable pin A pullup Bit 3: Enabl eCpin A pul | down Bit 4: Enable
pin Binversion Bit 5 Enable pin B digital out Bit 6: Enable pin B
pul up 20 Bit 7: Enabte pin B pulldow Qutput Configuration. Register
1. (now shovvnz (1 oaded from NMBUS) _
- from comparator. 182, the ramp start signal from the ramp
- generator 200 of Figure 20, and the transition A and B signals
- from the transition detectors 171 and 172, respectively of -Figure
~17. The one bit output from each of the muitiplexers 190 and 191
5 is coupled to an OR gate 188. This OR gate is biased in that if an
- output occurs simultaneously from both muitiplexers 180 and
191, priority is given to multiplexer 190. The output of the -
multiplexer 190 controls the multiplexer 187 with the signal
identified as "which event". This signal is also stored in the 3x3
10 first-in, first-out (FIFO) buffer 199. This signal indicates which
MUX 190 or 191 has received an event and this data is stored
along with the inputs to Pin A and Pin B (Figure 17) in the FIFO
199 _ L
- The state machine for each of the I/0O subsections
15 comprises 4 D-type flip-flops ccnnected in series as shown in
w Figure 19 within the dotted line 183. The flip-tiops 194 and 196
receive the 8mHz signal whereas the. flip-flops 193 and 195
receive the complement of this timing signal. The clocking
- signal (CLK) is obtained from the Q output of the flip-flop 194
20 and is coupled to register 198 and FIFO 199. The clear signal
received from the .Q terminal of flip-flop 196 is coupled to the

register 198.



Used for enable and conpare functions. Bit 0: Enable 8 bit counter 25 .
Bit 1WOS8eas2ZE pin B to TTL reference Bit 2: Conpare pinPCT/QS88/0396ap) €
D.Creference Bit 3: Conpare pin B to Ranp voltage Bit 4. Conpare pin B
to pin ABit 5 Enable RS-485 driver, 20 Bit 6: Enable input i
hysteresis on pin A Bit 7: Enable in t~hysteresis on pin B Qutput
Configuration Register 2. (not shown) (loaded from MBUS) Used for setting
pin logic levels. 35 Bit 0: Execute, load 8 bit counter with val ue
in 8 bit Counter Load Register WO 89/ 04521

PCT/ US88/ 03906 Bit 1: Set pin Ato logic level 1 Bit 2: Set pin Ato

S5 YL, foe s droepie jaSan Ingebig oates ) oo
Fi gure 18undesr-spftware canteohul The ibits feomuregistexl 0 8&, fart énstande) i er
Regi ster: _c'a{.agteetggl éle elc:jtﬁ:rn 107,f8’or1|:ei gouf.r ?he1 z3input. lines to multiplexer 190,
for example, terminal count. Then the circuit of Figure 19 waits
5 for the signal terminal count. When-the signal terminal count
occurs the state machine begins operating and-the five bits of
da_ta from register 185 are connected through multiplexer 187
into register 198. The state machine causes an output to occur on -/
one of the lines from register 198 causing, for exa'mpl'e._ a pulse d
10 to be generated on pin A.  Similarly, a word in register 186 can be
used to cause, again _by way of example, the counter to be loaded.
The flip-flops 203 and 204 are clocked by the output of
register 198. These flip-flops allow the output signal to be
controlled. The OR gate 208 permits data from a shift register
15 206 of Figure 23 to be coupled to Pin A. This register is
discussed later. : .
The low order 6 bits of the ADBUS are input to decoders in \/
the I/O subsections 107, 108, 109 and 110 of Figure 12. Two of '
the bits are used to select a specific I/O element and the rest are
20 deched to control an operation. The PLA 136 of Figure 11 has
generalized outputs 215 connected in parallel to all 1’0

subsections 107, 108, 109 and 110 to select the ABUS clock cycle



8 Bit Conpare Load Register: conpare |load register 183, Figure 18 Byte for
conpagi;son 15 READ REG STERS: (controlled by "Read" |ine); Read Event
FIFO FIFO 199, Figure 19 Bit 0: O=Event 1 occurred 20

1=Event OW&€x8%f452 Bit 1: Pin A level during occurrence of evPQU/UH88/63906
Pin B Il evel during occurrence of event Read I/O Condition Register: 25
/O StatusaBit O: Input pin ABit 1: Input pin BBt 2: 1I=ranp conpare
Bit 3: NOP Bit 4: NOP Bit 5: 1=F has data O-FI FO enpty 8 Bit
Counter Latch: register 181, Figure 18 35 Count Byte WO 89/ 04521
PCT/ US88/ 03906 Communi cations Data Register: data |latch 235, Figure 23
Data Byte . _ o . L e _

for data to be used for controlling operation of the IO - .
subsections.
- E. ANALOG TO DIGITAL AND: DIGITAL TO ANALOG
CONVERSION
5. Referring first to Figure 20, the /O subsystem includes a
ramp generator 200 which continually generates ramps of a
— known period. The output of the ramp generator is buffered
-througﬁ buffer 201 and selected by switch 202. The switch, as
will- be described, is selected at some count (time) following the
10 start of.eéch ramp, thereby coupling the same potential to the
capacitor 203. This capacitor becomes charged and potential is
coupled through buffer 204 to Pin A when the switch 175 is
closed. (Switch 175 is shown in Figure 17.) The switch 202,
capacitor 203, and buffer 204 act as a sample and hold means.
15 In Figure 21 several of the circuit elements previously
W described have been redrawn to describe how a digitai to analog
conversion occurs and to show how the circuit elements of the
/O subsection can be reconfigured through software by the 1/0
control and state machine of Figure 19 to perform different
20 fu.nctions.

For a digita! to analoé'conve'rs'io'n ‘an appropriate frequency
(fo) is selected from the rate multiplier 178 or counter 179 of



“Communi cati ons Stat us Regi ster: (not shown) (reads onto MBUS) 5 Bit -

0: ' de: l1l=data available in shift register Tranpﬁﬁ-uggykﬁgoduJ.
O:tr3§§ﬁgymﬁ%?2h ready Bit 1: 1=in Hunt Mode from Figure 2
89/ 04521 (OG-

PCT/ US88/ 03906 114
RESOURCE SHARING .In the presently preferred enbodi nent there are five
resources shared anong the processors. They are the EEPROM and the four /0O
5 subsections. A hardware "Semaphore Register” (SR) and five words in RAM
are used in controlling resource sharing. Figure 30 illustrates how t he

mul ti processors share common resources. The SR 95 of Figure 12 reads and

writes tofFfyurel 19, whichEs&rrebpohds Al Whied paridd aintiee rampssbeiry | dl e,

Proc. #1, Proc.#2, 10 Proc. #3 or Proc. #4. A processor nay interrogate a

RAM | ocat genebafed dyranuy geherdtore200r (Riguveste). f Aadigitalivatues busy. |f
the resource is not ‘assigned it will then access the Semaphore Regi ster as

descri bedwhitivvcofréisponds ¢bythe: desiced soutputy analog signainig lead&dM
i nterrogation step .and check the RAM | ocation after it has accessed 15 the
Semaphor eirffegttsé aegisigr 188.r dAherr @ aampdyegunsy théergmpcestanrsigmad cl ear
the Semaphore Register to "0" and wait to try again. If the resource is
"1dl e'5 t his poupiedothroughytheastateomachine g pihfiguee st&t{obf t he RAM
Register from"ldle" to "Proc.#x" and then clearing t he Semaphore Regi ster
to "0". \esampie,pthroughrthes multiglexerwiSl) and the flip-flops). This
causes the counter 179 to be cleared (e.g., all zeroes). The fo
signal then counts into counter 179. The comparator 182 then . et
compares the contents of the counter179 with the contents of
10 register 183. When the two words are the same, the compare
signal is applied through multiplexer 191 again causing the state
machine to be activated as indicated by "SM1¢~ , 189 and the
switch 202 of the sample and hold means to close. For each ramp
generated by the ramp generator, the ramp switch 202 is closed
15 (e.g., for 500 nanoseconds) causing the capacitor 203 to be
charged to a DC voltage which corresponds to the digital number
placed in register 183. co : : W/
One manner in which the A-D conversion can be performed is
shown in Figure. 22. The input analog signal is applied to one
20 input terminal of the differential amplifier 170. The ramp is
applied to the other terminal of the amplifier 170. Initially,

when the ramp is started, the state machine 189 causes the



20. the resource, clears the RAM Il ocation to "lIdle". The SRis a one bit
hardware register. During phase 3 of its respective cycle, if required,.
each processor may access the SR In tine sequence, this neans that the
processor¥OgY0482¢ess t he SR 295 WD 89/ 04521 PCT/US88/03906
PCT/ US88/ 03906 once an one of four successive clock cycles (e.g., phases).
The SR 295 m normal ly set to "0". In Figsee 30, processors #1 and #3 are
not requestifNg use of the SR 295 . Processor #2 is shown accessing the SR
If it receives a "0" at the beginning of the cycle it knows nothing 5 is
being currently assigned or cleared and it sets the appropriate RAM

| ocation and i-f it contains."ldle" the processor inserts its "Proc. # thus
assigning the resource and then "clears" the SRto "0". If the processor
found that acouhter I2e desbe Wasdews ifremt regisher B0 ey, cail iZerdes). Ndthe
assign its Proc. # and it then "clears” the SRto "0". In this event it 10
must wait angoungendsi clocked: atpar dtsquencudfplasuitatde ton theep&RBEOY nthe
t ake many cl ock cycles so the processor should "assign" the RAM register
but rel ease rampsk 2¥¢heni theitransition rdptectiophd7& detects cthat\When t he
processor is through with its operation using the assigned RAM 15 [ocation
it accesses Ppatesyiabhgm FionBi and: the mamp have the same potential, the stae

| ocation to "idle" and "clears"” the SR 295 to "0". \Wenever a processor
accesses & hemachige 189 causesatha count imibe cauntar 199 ta Pedatahedt ate
and nust wait to tr)‘l %% |.n. T&_‘n_the, exarg)I e.in FIRU€§13O Processor #4 is

shown as neellitRglafc e digital word in latc corresponds to the
A - DC potential on Pin B, thereby providing fhe analog to digital
~ conversion. '
F /0. COMMUNICATIONS
10 - As previously discussed, for instance, in conjunction with

Figure 1, each cell can transmit data over communications lines
or other links. The cells in a-subchannel transmit data at the
same rate typically determined by.the communications link being
employed, for example, 10K BPS in a noisy environment such as

15 for power lines. In the currently preferred embodiment, the celis

W, do not have crystal oscillators but rather rely upon RC -

oscillators. - The -latter are not particularly stable and frequency
variations occur both with temperature and as a result of
processing variations. Moreover, there .is. no- synchronization

20 provided between cells, thus, each cell ‘must provide
synchronization to the incoming data in order to properly read the
data. One feature of all cells is that they detect and store the



20 shared resource. It interrogates the SRto find out if it is free. The.

proceqRyRoMIss 2 "test&set” operation and since the SR 295 _ A
t he test set operation | eaves the register with a "1". %SIL@%QQ%

89/ 04521 PCT/ US88/ 03906 116~ nust -
now wait and try again. It will keep lt@@l‘ng until it gets access to the SR
295 and it finds the resource in the RAMword is "idle". V. PROTOCOL 5

A. CONTENTION IN GENERAL In a typical application the conmunications
network anong the cells is lightly | oaded and the cells will experience
little or no contention delay. In the case of heavy traffic, the network

can 10  gpdgiiehey ¢|9ff hR&Vinddmihg'datadanel W@ﬁ%&kﬁ?\?l@d@ﬂghﬁeﬂ%ké@qUi re

retransmn ssi ons. retransm ssi ons continue to collide, e network can

possi bl y thayucane tramemiotettie oftegaeney’ thatahiet brigiaal packéte was wor k

qui ckly spreads the traffic over a longer tinme period so that the system

can recovteanémittedat UThis cedutest thee 1Surdemfdn ccelts rtot synchednizeer a | ong
time period, the systemw |l be unstable; it will not recover from

sat ur at i smheActhey are geseivingnaal ackdewledgeenentrpagketiti ons i s regul at ed
by two nechani sns, deferring and backing off. Deferring is a collision

avoi dance t echReferringdo Figyren 88 uring thewhemyemades. aBali ng of f is a

traffie Osrutnggticlaﬁ Vigl kﬂ%titn%df]gir qcllja?t'a. During this mode, the rate
multiplier provides a frequency (fg) to the counter 179 and a
number is loaded into register 183 from the MBUS. Matches occur A
and are detected by comparator 182 at a frequency corresponding \
10 to the expected incoming data rate. Specifically, the terminal
count of counter 179 is synchronized to the transitions. As
indicated by the dotted line 201, the processor continually
searches for transitions from the transition detectors 171 and
172 of Figure 17. When transitions occur, the processor
15 determines whether the transitions occurred before or after the
terminal count and then adjusts the frequency (fg) until the
terminal count occurs at the same time that the transitions are u
detected. This frequency is the shifting rate for the shift
register 206. (The stéps performed by the processor are' shown in
20 Figure 23 as blocks 210 and 211.) The number loaded into
register 183 provides a phase shift between the time at which

transitions occur and the ideal time to shift data in the register
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Def erring consi sts of counting free slots. Wen the .nunber of free slots
that the cell has seen equals-the defer count, the cell transmts its
packet in WKk8%/84821avail able slot. Wien backing off, the cell ip@m_a%%z(,jg &
waiting time before 5. attenpting to retransmt a packet that has su e
a collision. e anount of this increase is a function of the nunber of
collisions orPretransmissions. The algoritt®m inplenenting this function
is called the backoff or contention algorithm The network uses a carrier
sense nmultiple access nethod of 10 resolving contention for the

communi cations channel. When a cell is ready to transmt it first listens
to the com’runia(fgéi ons channel. |If it hears another cell transmtting, it
waits for a cl208. ci¥hiseprevawnss ithedehHehg af cd et i I

del ay before transmtti ng. The net hod of gdgter%i%@gﬂ{agg}tg%s%te
det ermi ned by Gountesnt @8t isoneaped t(eny., Taliezenvds)cegabhntifle iis réRanesed i n
slots, each slot being Mbits at the nost recently detected receive baud
rate (i.e., sHerminalepoumten a cell del ays before transmitting, it waits
an integral nunber of slots. Wen a cell detects a clear channel, it 20
may del ay and then wAdren tbit ssynchhpnizatioansodurs, i tatet heexesd tfor tthansnit on
a slot boundary. If a cell is transmtting a packet that has suffered a

col I'i sion, it chrorizatian (6i bit ceorsd)nmiscstored within the processor

memory and used to set the -trans'mi_t' frequency when
—

'\./n

acknowledging the packet for which the rate was developed. This
stored bit rate as discussed later is used in the contention back-
off algorithm allowing silot periods (M) to be matched to the last
10 received bit rate.
- The comparator output is used as a shift rate for a six bit
- shift register 208. During the hunt mode, the data from Pin B is
continually shifted through register 206.. The preamble to a
packet as shown .in Figure 9 (010=101-bit synch) is shifted aiong
15 the shift register 206 and the shifting rate adjusted so that
) ‘synchronization/lock occurs. When the packet beginning flag
appears (nibble synch-101010) the last two stages of the
register 206 will contain ones and this will be detected by the
AND gate 207. A binary one at the output of gate 207 ends the
20 hunt mode and provides the nibble synchronization. When this
occurs, the data is clocked out of the shift register (6 bits) into a

data latch 235 and from there the data can be clocked into the
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backof waBgpeas2ihm Backoff delay is random zed uniformy oveicti:gkgoos!.i S
adj usted by the backoff algorithm Its snmallest value is 2 and'it is -

adj usted upward by the backoff al gorithm before each retransm ssion of a
packet. Its nmaxi mumvalue is 5 210. BIOGROUP ACKNOMNEGEMENT PACKET
CONTENTI ON A packet from a group announcer to a set of group listeners wll
cause each of those listeners to send an acknow edgenent to 10 the
announcer. Wthout a nethod of arbitrating contention anong those

acknow edgenents, they will always collide. To avoid this problem a built

i n reservapracessot and ccomvertpdaintoodl diueisbles.i SAnRHer Acirdisit carce! |
ts

uses its group nenber nunber to determ ne which slot to use for i
acknow edgiémpresent toGdetectenalbezerbes lih thershiftt register 208! edyhernt in
the 5th free slot follow ng reception of the original packet. The result is
that groupthignbecutswithe pracessoriasdashiibviegistareneturn tbette risuns! ot
follow ng the original packet. Goup nenber two will transmt its

acknow edgBIRGR. | Hhenaumber lopgded intooneaistes 1183 Jrovidesa enase ' shift
acknow edggrrent. This process continues until the |ast group menber has
repli e® t oCER¥EBN; ghaalimeakwhich fransitions occur and the ideal time to

shift data in and out of the register 206. This prevents the
shifting of data during transitions.

- Data which is to be transmitted is transferred into the data had

register 205. (Note only 6 bits representing a four bit nibble are ~
10 transferred into the data register 205.) These 6 bits -are then
transterred into the shift register 206 and shifted out at the
shift rate. As mentioned, if the packet being shifted out
represents an acknowledgement, the shift rate corresponds to the
rate of the incoming data. If the outgoing packet on the other
15 hand is being sent to several cells, the shift rate is the nominal
shift rate for the - transmitting cell. \
(Note that in Figure 23, data is shown leaving the register \J
to only Pin A. For differential modes, the complement of Pin A is

driven onto Pin B - and other variations are possible.)
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119 geoup member does not reply and thus Ieaves its.reply slot enpty, the

next groqgcp$§ replies in the next slot. The contention and I/O state

di agram i 21n Figure 24. The follow ng table sets forth REAELS88103906
and their degscriptions. 5 Contention States State Nane Description 10
0 l.dl e ‘ﬁ! Time the sl ot boundaries while |ooking for receive data
transitions’ Bit Sync Est abl i sKOfhud rat e synchroni zation with

received signal. 2 Byte Sync Wait for the start of packet flag. 15 3

Rcv Recei ve the packet. 4 | PG Del ay Inter Packet Gap Del ay.

Delay for n bit tines after the end of the [err] packet on the subchannel
(whet her 20 this neuron transmitted it or received it).

5. Backof f Wait Mslots where Mwas set by the | ast execution of the
Del ay backof Gal {6 iIRERISTERS: ANDRBES CE SHARING 25 6. Xm
Transmt a packet in the next slot. 7. Jam . Transmt a jam pattern
(all ones) for Earz,h jl4h pubseatiosphastacaumper of registers Ewbigh davee backof f -
al gorithm t t he backoff slot count

uectxonal connections to the MBUg These registers are in the
I/0 subsections 107, 108, 108 and 110 of Figure 12. The reading
5 and writing of these registers under processor program control
configures the /O subsystems for proper ‘operation. Figure 12
illustrates the four I/O subsectrons 107 108, 109 and 110 and
shows the connections to the low eight b|ts of the MBUS and the
low six bits of ADBUS. Two ADBUS bits select one cf the four /O
10 units and the remaining four bits are decoded to select one of the
/O control and status registers (described bellow) of that
subsection. There are two lines from the PLA 136 of Figure 11 to
control the action of the I/O subsections. One line is "Read" and
the other line is "Write". When appropriate these lines are acti\)e
15 on phase 3 of the clock cycles. . _
The I/O regnsters functions and bit defmmons are
described below:

WRITE REGISTERS: (Controlled by the "Write" line).

20 Event 0 Configuration Register:register, maskmg, 185 Figure 19:
Bit 0: Upon event Toggle pin A
Bit 1: Upon event Toggle pin B _
- Bit 2: © Upon event Latch 8 bit count
Bit 3: Upon event close Ramp switch (momentary on)
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Cont anig gY)o483t € Transitions State Event ' .
Next St a?jg 5 0. Idle A. Transitions Detected none PC‘T/@E&QBS%(,,[

Sync 0. Idle L. Packet to Xnt none 5. Backoff Delay 1.~
Bit Sync B. Sync Achi eved none 2. Byte Sync 1. Bit Sync G
No Transitions none 14cy | PG Del ay 10 Byte Sync 2.
Byte Sync F. Hunt Ti neout none 1. Bit Sync 2. Byte Sync C
Starting Flag none _ 3. Rcv Detected 15 3. Rcv E. Abort
Det ect ed none 1. Bit Sync 3. Rcv D. Ending Fl ag

Set Pckt FI ag G t Too Long none
1. Bit Syn _g %Ee’%ﬁ %8&%\%0?&' '\éoﬁﬁféﬁﬁ% 0. Idle
5. Backof f s%é?ay 'ﬁ%‘ P ux 190'6 ﬂMr%eT%y 5. Backof f

A. Transitions Dete®@Q TWoassition om. pin Aync 25 Del ay 6. Xnt

|. Collision Detect (010 1Cal Transitibackohf pial B 7. Jam 6. Xnt
H5 Xmt Done 1®°"eTerminal CO%t'éWrﬁo 7 Jam K. Jam Done
- nhone > OB‘?CIk flo@? Ycdinpare event

100 Ramp start event

101 Pin B compare event

10 Event 1 COnfnguratlon Regnster maskmg reglster 186 Fugure 19
Bit 0: Upon event Toggle pin A

Bit 1: Upon event Toggle pin B ~
Bit 2: Upon event Latch 8 bit count W
Bit 3: Upon event close Ramp- switch (momentary on)

15 Bit 4: Upon event Load 8 bit counter

Bits5-7: Input Multiplexer: MUX 191, Figure 19
000 Transition on pin A _
001 Transition on pin B
010 Terminal Count event.

20 _ 011 Count Compare event
100 Ramp start event
101 Pin B compare event

/0 REGISTERS AND RESOURCE SHARING
25

8 Bit Counter Load Regnster. Counter load regxster 180;
Figure 18 _
Bits 0-7 = count

30 Write Communications Data Out REgister: data register 205,
Figure 23;
Bits 0-7 - data

Wnte Communications Confuguratnon Register: (not shown)
35 (loaded from MBUS)

Used to configure the commumcatlons subsystem for



C. -COLLI SION DETECTION In the currently inplenented enbodi nent collision

det ection is not used. Ordinary circuits can be used to provide WO

89/ 04521 - s PCT/ US88/ 03906 121

t hi's featWe8904521t he cells providing responses as set forth il‘t‘l‘ﬁﬁ%%?%‘;ﬁo
Upon detecting a collision, the cell can transmt a jamnming signal fof one
slot time t- ke sure that all cells p{]ithe channel detect the collision.
It then cead®¥s transmtting and 5 executes the backoff algorithm The
backof f al gorithm adjusts the contention random zation interval. |EEE802.3

uses the nunber of collisions experienced by the packet to cal cul ate the
backoff interval. The cell network may not al ways have collision detection
so the cell's backoff algorithmmy use the protocol's 10 inferred
collision to ctianémii¢ tamdbaxgeéive nfanctions.f the cell has collision
detection, it pefegispa=CHetdivd i1 LhTraagmpl ot in which it occurs and
retries the trgnsnmgssio @p' ter the backofi interval). For cells w thout
col l'ision det eét.foa:whe&o collision 15 occurs, the cell discovers it
when the protoPdt #fneolt¥beriod expires. 1f a cellis sending a packet to
nul tiPle destiBdti Sas (ShdthoRegister) enablevfers a collision if at the
end of the proBitold:ti mEnterp®Munt, Mode epl i es have been received from any
of the destinagipng. |f NgyPn one reply is received, there was no collision

Bit 6: NOP
Bit 7: NOP
A0 | : -
, Qutput Configuration Register 0: (not shown} (loaded from MBUS)
~ Used tor setting analog and digital pin configurations.
Bit 0: Enable pin A analog out -

Bit 1: Enable pin A digital out
15 Bit 2: Enable pin A pullup '
Bit 3: Enable pin A pulidown
Bit 4: Enable pin B inversion
Bit 5: Enable pin B digital out
Bit 6: Enable pin B pullup '
20 Bit 7: Enable pin B pulldown:

Output Contiguration Register 1: (now shown) (loaded from MBUS)

Used for enable and compare tunctions.
Bit O: Enable 8 bit counter

\_25 Bit 1: - Compare pin B to TTL reterence
Bit 2: Compare pin B to adjustable D.C reterence
Bit 3: Compare pin B to Ramp voltage
Bit 4: Compare pin B to pin A

| Bit 5: Enable RS-485 driver

30 Bit 6: Enablie input hysteresis on pin A

Bit 7: Enable input hysteresis on pin B

Output Configuration Register 2: (not shown) (loaded from MBUS)
Used tfor setting pin logic levels. o
35 Bit 0: Execute, load 8 bit counter with value in 8 bit
Counter Load Register



20 at the transmt point and the retransm ssion takes place w thout an

I ncre due to backoff. The cell then executes the backoff

al gori thm J@g@/as it does with collision detection, using PGAL 5831029067
PCT/ US88/ 03906 122 the inferred colli SI on count. After the backoff
interval, the cell .transmts the paﬁ Therefore, the difference between
collision detection and collision i f'erence Is in the length of tinme it
takes the cell to 5 discover that a collision has occurred. D. BACKOFF
ALGORI THM The backoff algorithmused in the currently preferred enbodi nent
is set forth in | EEEB02.3 standard, a truncated binary exponential backoff.
The backof f _i.nterval s an, ex nentlal ction of the nunber of

1
col I i si ons Et di'l ed S8 i PiS d dogie ?ﬁ!e adt successful transnission.
An exponent Bdt l?ackoiSehlgmlAhrtoglltD@Ct heveysbem the stability it needs to

recover froaggamrat iS¢t oeirfli Bi aBs loBicet@eermial ly spreading out the |oad
in a sat ur agg gysterqei r‘g,ﬁu Qotbt hgpq{: g&@e;hg systemto recover. 1 5
K vV

Bagkof f i nt erval R such random nunber | i nearl y

di Striputed oyer the interval; 0 <R<2 EXP [min (10, ] re n- unber of
col | i skaveer ogfalf of Wate Multiplias Registarscei 933% Ay E'IPébﬁr i 3.
transmts Figure 18

Lower byte of rate multiplier

10 Upper Halt ot Rate Multiplier Register: rate multiplier 178,
Figure 18 W,
8 Bit Compare Load Register: compare load register 183, .
~ Figure 18 : _ o/
Byte for comparison

BEAD REGISTERS: (comrolled by "Read" Ime).

Read Event FIFO: FIFO 199, anure 19
Bit 0: O=Event 1 occurred
20 ' 1=Event 0 occurred
Bit 1: Pin A level during occurrence of event
Bit 2: Pin B level during occurrence of event

15

Read 1/O Condition Reglster
25 /O Status: . _
Bit 0: Input pin A 3 | Ul
Bit 1: Input pin. B :
Bit 2: 1=ramp compare -
_ Bit 3: NOP
30 - Bit 4: NOP '
Bit 5: 1=FIFO has data
0-FIFO empty

8 Bit Counter Latch: register 181, Figure 18
35 Count Byte ' '



every packet via both transceivers. Since the transceivers access different
subchdadel s, they will experience different |oad WO 89/ 04521 :
PCT/ US88/ 03906 123 conditions. Each transceiver is treated as a separ ate
subchannelWergd/us21i t s own backoff par arret ers (collision count L%%%
interval ). The backoff. paraneters are "kept" by the cells, one's / /0333‘?1

transm ssi oS - The random nunber for the backoff aI gorithmis
generated by¥ne of two nethods: |. by & pseudor andom nunber generation
al gorithm seeded with the 48 bit cell I[Bf'guar anteed to be unique as

di scussed), 2. by running a counter and saving the | ow order bits when an
external event is detected. 10 The slots are equal in durations to
bit rate of the |ast received data. Note: if each cell used its .internal

bit rate, a cel - Cell TlLON 1 MER
Packet s thgt&k'arﬂ\%&g?% r}o%ggswecé%qgt’sti r%éti%on'%’\ﬁ'x;'| E%sgexﬁéb\rﬁé%?
| ong contention y one route and a shorter delay while traveling
simul taneously via another route. |If that contention del ay is allowed to

be too | onGommuinicatipnskStatus dReygister:af(not t Shotws) i Wad@ %ﬁt@?eMB*US)
sequeng nunber HRs @ycl qHelritiet %%Saimdiﬂﬁu 8ila p?é#?éter
Apacket coud 20 (TUs st BloGEM BLtFatenIL 1tk ER oo

detecting 1. git 4:  1=in Hunt Mode from Figure 23



To prev& n his type of error, each packet uses the contention tinmer field,
(Fi gur %#9/ 1 is decrenented by the nunber of slots WCPET/10888/0390(
PCT/ US88/ 03906 124 that the packet has waited for contention at each hop in
a nmultihop route. Wien the count reaches zero, the packet is discarded. F. -
ARQ PROTOCOL 5 . The cell uses a sliding wi ndow protocol with a w ndow
size of 1 and nodul o 2 sequence nunbering (equivalent to a stop and wait
protocol ). The link control mechanildftis very simlar to the HDLC
asynchronous bal anced node. The principal difference being that with 1 bit
sequence nunbering instead of acknow edgi ng 10 packets with the poll/final
bit set, every information packet nust have an acknow edgenent. Before the

ARQ nﬁmonnect i on nust be established between the two
comu or network control devices). The connection
procesfy ithed "ﬁg%i ferrebhemisoaiment thergcalre Oflvearésol i

appl i cation. %‘?I'ESEA r%ghani gm%on§§eoper at es ann t hebceﬁowsbél% sm]aered

e, AR Ine procktorss Thetare e EEFAON a0, 2 The
deg i ngubssctibhst heA asdddwiass "Semaphore cReagistekn (SR amte five words in
RAM are used in controlling resource sharing. Figure 30 illustrates
how the multiprocessors share common resources. The SR 85 of Figure
12 reads and writes to bit 0 of the MBUS. | W
Each RAM word will contain one state: Idle, Proc.#1, Proc.#2, |
10 Proc. #3 or Proc. #4. A processor may interrogate a RAM location
before assignment of resource to see if a resource is busy. If the
resource is not assigned it will then access the Semaphore Register as
described below. (Alternately, a processor may, skip the initial RAM
‘interrogation step and check the RAM location after it has accessed
15 the Semaphore Register). If the resource already busy the processor
must clear the Semaphore Register to "0" and wait to try again. I[f the
resource is "Idle” the processor assigns a resource by changing the'
state of the RAM Register from "ldle" to "Proc.#x" and then clearing
the Semaphore Register to "0". When the processor is finished with
20 the resource, clears the RAM location to “idle".
The SR is a one bit hardware register. During phase 3 of its
respective cycle, if required, each processor may access the SR. In
time sequence, this means that the processors may access the SR 2385



wWithin a predefined tine out period, it assunes that the nessage was Iost
and it(Wransnits the nmessage .agai n. WO 89/ 04521 :

PCT/ US88/ Two types of packet may be used.to carry an .
ackhowl edge?@rrggtoaggln acknow edgenent - only packet or  an informat PGT/b88%/a3906
The acknow edgenent is carried in the receive sequence nunber of the
packet . Theﬁknow{ edgenent- 5 onIy packet has no nessage field and is
identified BY the ACK command in the |ipk conmand field. An information
packet does contain a nessage field ahnd~s identified by the I NFO command
in the link conmmand field. Figure 25 is the link | evel ARQ state diagram
and along with 10 the follow ng table, defines the various ARQ states.
State , Event Acti on : Next State O.

Idle Npsca e esﬁﬂggrdsu__cce(sﬂwédclgéﬁkﬂcles (g- gco%haes] 1!?%%52' _§§§

Packet to Transmt

Idle Pagkabriatiyi ¥efl to "0". In |l?-fgrﬁﬁas%(Faﬁl‘t‘.?éessors #1 aﬁg baaﬁré n

Contention Packet Transmitted rt Timer .
Vit ACK refjueslifig use of the SR 2W5p TPgtedébr #2 is shown accessing. the

Bui | d Packet . Wait ACK. 2. Wait ACK Packet to Retransimt
Ret r ansni tSRackiétit recelvés 00t eat ithe Begi\fﬁhhg@(the%«}’clécht kReos vrsthirig N
Stop Ti ner 0. Idle retries

5 is being currently assigned or cleared and it sets the appropriate RAM
location and if it contains "Idle" the processor inserts its "Proc. # thus
assigning the resource and then "clears"'the SR to "0" If the processor
found that another processor was usrng the shared resource it does not
assign its Proc. # and it then "clears"” the SR to "0". In this event it

10 must wait and try again. i |
Some operations suoh as those on.the EEF"ROM may take many
clock cycles so the prooessor should assugn the RAM regrster but
release the SR 295 while it is usmg the shared resource. When the
prooessor is through with its operat:on using the assigned RAM |
15 location it accesses the SR agam untit it fnnds a "0". It then "clears"
—/ the RAM location to “idle" and "olears" the SR 295 to "0". Whene\rer a
processor accesses the SR 295 and finds a g ut leaves the SR 2°5 in
the "1* state and must wait to try agaln |
In the example in anure 30 Processor #4 is shown as needrng a
20 shared resource. |t interrogates the SR to find out if it is free. The
processor uses a "test&set” operation and since the SR 295 was

aireacy "1" the test & set operation leaves the register with a "1". It



2. Wit ACK Non ACK pckt Received Process Packet 2. Wit ACK 25
A cel | weygd 0§§ﬁre a transmt sequence nunber for each addre?ﬁ ) E hom
Less At e

it connunlcates An addressee can be a cell, a group, or a

For receiving, a cell nust save WO 89/04521

PCT/ S88/ 03906 t he receive sequence nunber of each source fron1mh|ch|t
receives. A source can be a cell, aldiwup, or a control device. Wen a cel

receives a nessage, it checks the CRC on the nmessage. |f the CRC is not
valid, the cell does not reply to the 5 nessage. The cell receiving a
message al so checks the nessage's sequence nunber. |If the sequence nunber
I ndicates that this is a duplicate packet, the cell acknow edges the

appl 1 64T ?%ntﬁﬁwfﬁﬁéﬁ?aﬁﬁ Weaﬁ%?ﬂer/iﬁé"”f’&%éé B3 Lot BRI ek i

s a1 abr A Ashes hvd RerineRdte redolfcs! ketn hhm%@ogﬁkxeg%r#e ]

dupl i cate nmessage un ess e message- ts re ransmi

saves the sequence nunber for the Iast recelved message for each group for
which it is a listener. It has a separate 1 bit 15 transmt sequence
nunber and 1 bit receive sequeyce PROTOCDL nessages addressed with the
cell address (used when communicating wth control devices). Cell to cel

conguni cations is via gAQUDONTENTHON IN GENERAL

In a typical 'epplica't_icn the ccmrhunicaticns netwcrk a.mcrig o/

the cells is lightly loaded and the cells will experience little or Q
no contention delay. In the case of heavy traffic, the network can

10 saturate. A heavy load will generete ccllieichs and hence recjuire
retransmissio_ns. It retransmissions cominue"fo collide, the
network can pcssib!y_satur_ate_. The contention backcff algorithm
used in the network quickly spreeds the' traffic over a longer time
period so that the syet'em cen recover from saturation. If the

15 traffic is not spread over a long tume period, the system will be
unstable; it will not recover from saturation. _
| Access to a succhannel under contention ccndmons is
reguiated by two mechamsms deferring and backing off
Deferring is a collision avoidance techmque used in group |

20 acknowledgements. Ba_cking,' off is a treffic or load leveling
techni.que. . |



Direct addressing with cell addresses is used for network 20 control
functigns. The cell will be communicating with a grouping device or network,
controller_in those cases. A cell can have only one conversation at a given
time thatvQ8¥943% | WO 89/ 04521 - PCT/US88/03906 .
PCT/ US88/ 03906 addresses because it has provisions to store only one set of
t hose seq e nunbers. When a control device wi shes to comrunicate with a
cell, it ophs comruni cations by sending a packet with a connect 5 comand
in the link control field. That comend7initializes the sequence nunbers.
After receipt of that command, the cell wll not ‘accept nmessages addressed
to it (via cell address) by another control device until the conversation
ends. The conversation ends when the control. device sends the cell a 10
di sconnect c'o:&ragﬁd._ The period of tinme that the cell waits for an
acknow edgenerR€HITNGECONRISISIO) GRALNEAG: Hee: pirtsor WHan theysemben
general, the cel| .all.o enou tinme for the packet ,tp arrive at its
dooti nai PErTTeR: Slot, Mtk 478 el A Tepan RAuAS: as 1gefaracPRk T8 ool and
the transit tinme for the return.pagket cayrying the acknow edgenent. The
pr ot ocol cﬁt“néaﬁ‘s’ﬁ‘éﬁ d{:]P fRACKEY t'}!;)hglﬁ paek t%"#'&%lﬁ_sﬁ?&fl uenced by the
o Shon CoUNiyhen Habh” ol " o8 iHcPBHERL  ts' Walifingind’ ESlre "™

5 attempting to retransmit a packet that has suffered a collision.

v The amount of this increase is a function of the number of .

O collisions or retransmissions. The algorithm implementing this

function is called the backoff or contention algorithm.
The network uses é carrier sense multiple acce;ss method of
10 resolving contention for the communications channel. When a cell
is ready to transmit it first listens to the communications
channel. If it hears 'a_nother cell transmitting, it waits for a clear
channel. Once it detects a clear channel, a cell may delay before
transmitting. The rfiethod,of_' detérminihg that delay is |
15 determined by the contention alg'_orithm. |
Time on th_e chénne! is measured in élots. each _slpt being M
bits at the most recently detected receive baud rate (i.e., shift
rate). When a cell del_ays _before_ transmitt_ing. it waits an N
integral n_umbér_ of_ slots. When a cell d_étects_ a cléar c_hanne_l. 'it |
20 may delay alnd then when it is ready to trahsmit. it atiempts_ to
transmit on a slot boundary. If a cell is transmitting a packet

that has suffered a collision, it delays a time period determined



20 r i estination in tinme is due to a contention rather than a :
trans?@&%@@?ror. When a packet is retried, it is assumed ¢hdtSEAW0C_
collision count is an indication of systeml|oad and the WO 89/ 04521

PCT/ US88/ 03906 expected contention del aP/ for a nultihop packet. The delay °
period for multihop packets is adjusted ward as a function of collision
count. The timeout period is therefore a function of the transm ssi'on baud
rate, the nunber of hops and the collision 5 count. G LINK CONTRCL
COMVANDS Li nk control commands control the operation of the ARQ protocol an

LQEKLi " $ dRBC RRRRRE FRB Ao m t:%?ﬁté&% 9 JER MR Cz”“ﬁﬁﬂofrrh&d o
only Packverabt Sl PEit SatatRAcky it ieses St calanitats oSesPABRE
Fg{r{r?g?iszg%]@% ifoz %‘%ftisDééﬁg(tgﬁah)ww&hggpgckggl Fﬁél{i%hreonnect I on
Control  Cogtaprgse &M Rretrans ISR ofChCFhcket. Its maximum value is
5 210, | | | |
B. GROUP ACKNOWLEGEMENT PACKET CONTENTION

A packet from a group announcer to a set of group listeners  \
will cause each of those listeners to send an acknowledgement to
10 the announcer. Without a method of arbitréting contention among
those aCkhowiedgem_ent’_s. they will aiways collide. To avbid this
problem, a built in resefvation'Sys_tem fo'r group
acknowledgements is used. A listener cell uses its group member
number to determine which slot to use for its acknowledgement.
15 Group member 5 will transmit its 'a'ckn'owléd'gement in the 5th
free slot foliowing reception of the original packet. The result is
that group member 1 will transmit its acknowledgement in the
first siot following the original packet. Group member twb will
transmit its éckh’owledgement in the first slot following first
20 group member's é.ck'now'ledgement. ‘This process continues until

the last group member has replied to the original packet. If a



25. RD Request Di sconnect Rl Request Initialization UA
Unnumher ed Acknow.edge WD 89/ 04521

PCT/ S88/ OW&@% packets with the ACK and | NFO conmands use sequence
nuriber i ng lkets have two sequence nunbers, a transnit GU/&IE88/03906
nunber an theg sequence nunber of the |ast packet recei ved. ACK packets have
bot h sequen@nunber fields but the transmif!sequence nunber is ignored by
[err] 5 destihation. Packets with commands ot her than ACK or |INFO are

cal | ed unnunber packets. Unnunbered packets are acknow edged in a stop and
wait fashion via a UA conmmand. Unnunbered packets do not contain a nessage
field. H CONNECTI ON CONTROL 10 Before a control device can
comunicate with a cell, it nmust establish a connection with the cell.

Est abl i shi ng 704 &eemnerc6eessnoti ranly ;andi s heaves s seplyinsiot semmty,
putting the cciBtroI evice and cell into. a known state The connection '

est abl i shment ‘8Rd "R rﬁ@%dﬁem%’edﬁp 8Saie tgevaexb#IBY state machines

i npl emented in soft nust  est ahl i

no er,.cel |
connection with eac Pl Q?Bﬁ?&t'q%rar}d |26| far}& 96&)9'3@“‘§ shewn ria E&QH\"@C@%ns
have been est nay. the anno nc r,.communi te wi t-h, t he I|sten IS
Connecti ons a?@% ﬁﬁﬁw réj tﬁ?'%uﬁgé tl‘[ htgq |§4§ rﬁrr'gl ﬂ?ﬁiﬁ‘nﬁﬁag %&ﬂﬁands
are issuedgby a primary station. A secondary station receives a command and
sends a reply to the 20 primary. _n agroug é é)rlmary statlonlsthe
tio tates

announcer. The |isteners Conte
~ State Name Description
o 10 0 -Idle Time the slot boundaries while looking for receive data transiticr
1 Bit Sync Establish baud rate synchronizaﬁon with received signal.
2 Byte Sync  Wait for the start of packet flag.
15 '
3 Rev Receive the packet.
4 IPG Delay Inter Packet Gap Delay. Delay for n bit times after the end of the
. packet on the subchannel (whether
20 this neuron transmitted it or received it).
5.  Backoft Wait M slots where M was set by the last execution of the
. Delay backoft algorithm or by the ARQ protocol software.
W 25 6. Xmt Transmit a packet in the next slot.
7. Jam Transmit a jam pattern (all ones) for the jam period (specified

in bit times). Execute the backoff
algorithm to set the backoff siot count.
30



are secondaries. Wien a network control device communicates with a ce the :

contrg) is the primary, the cell is the secondary. TBeriisgs; 0390300
89/ 0452%66}&% PCT/ US8 /03906
control commands and their responses are_shown bel ow. The I NFO and ACK

commands are ARQ protocol commands; t HE$est are connection control -

commands. 5 Primary Secondary Descri pti on Command Response -
| NFO Information: valid only In connect state. |NFO
Information: valid only in connect state. 10 ACK

Acknow edgenent: use sequence nunbers i n packet but do not update receive

sequence nunber. by Secondary in
- Connect State. RebU|Id pckt andcsogﬁgrﬁl‘i{@%ggkﬁﬂ RT%HMQI

Request
Initiali thtl on:- ini tEsecondary 15

i sconnect
secondar y? T@ vent ' Di scorﬁgé D g sconnectN?ézess%gondary D
M 5 0. d|98econc££%?%5‘$'ﬂn t@f‘?@onn‘ee? state ACK

Acknow edfelfift 20 cketto Xmt  conan@PPe) ect : sent &I%W%Q@Wdary

in connect state. ‘Rebuil'd pckt-and send it again. Request
Initializdt BtnSynei t B SyssdAehievadsconnechol condary Cor%e%Y‘ § dary.
1. Bit Sync G. No Transitions - none G Delay
10 Byte Sync
2. Byte Sync F. Hunt Timeout - none 1. Bit Sync
2. Byte Sync C. Starting Fiag none 3. Rev _
Detected o | ) o/
15 | . .
3. Rev - E. Abort Detected none 1. Bit Sync o/
3. Rev D. Ending Fiag Set Pckt Revad Flag 4. IPG Delay
3.Rev: N. Packet Too Long " none 1. Bit Sync
20 4.IPG Delay M. Delay Done none 0. ldle
5. Backoff J. Delay Done _ none 6. Xmt
Delay .
5. Backott A. Transitions Detected none 1. Bit Sync
25 Delay ' - _
6. Xmt l. Collision Detected Calculate Backoft
' Delay 7. Jam
6. Xmt H. Xmt Done none - 0. ldle
30
7. Jam K. Jam Done none - 5. Backoft Delay
35

C. COLLISION DETECTION
In the currently implemented embodiment coilision

detection is not used. Ordinary circuits can be used to provide



25 . DM D sconnect Modde: Secondary is in the

di scoQnect state. CONN Connect UA K
Unnunbered ACK: 30 CVDR Command reject: sent only
by “Secon ' nnect state retry CONN: R | ' Requsst

initiali 329/804&5?% t secondary. disconnect secondary, connect sec/cl)'r%g{o;?.go%
Request di nnect: send DI SC. 35 DI SC _ Di sconnect UA
- Unnunber ed CVDR Command refddt: sent only by secondary in
connect state. Retry DI SC. 40 WO 89/ 04521

PCT/ US88/ 03906 Sl Set Initialization CVDR

Command reject: Sent only by secondary |In Connect State. Retry SI. UA
Unnunbered ACK. 5 XND Exchange I D & Network dat a:

This command tisSeaitte Wwith Ml fHoViding réshBnised dsS Ut EshSift €
I[EEE802.3. Upon detecting. a collision, the cell can transmit a
jamming signal for one slot time to make sure that all cells on
the channel detect the collision. It then ceases transmitting and

5 executes the backoff algorithm. The backoff algorithm adjusts
the contention randomization interval. IEEEB02.3 uses the number
of collisions experienced by the packét to calculate the backoff
interval. The cell network may not always have collision

~ detection so the cell's backoff algorithm may use the protocol's

10 inferred collision to calculate the backoff inte'rval. If the cell

has collision detection, it detects a collision in the same slot in
-which it occurs and retries the transmission (after the backoff
interval).

For cells without collision detection where a collision

15 occurs, the cell discovers it when the protoco!l timecut period

N expires. If a cell.is sending a packet to multipie destinations (the

normai case), it infers a collision if at the end of the protoco!
timeout period, no replies have been received from any of the
destinations. If even one reply is received, there was no collision

20 at the transmit - point. and the retransmission takes place without
an increased delay due to backoff. The cell then executes the

backoff algorithm just as it does with collision detection, using



XND Exchange ID & Network data: The secondary_ send 10

an X only if It is in the disconnect state.

XND m{’?a@ﬁggﬁy other state, the secondary responds W|th %%380?“
Command reject: sent only by secondary in connect state. D sconnect
secondary; then try 15 122 XND agai n. The

connection state diagrans of Figures 26 and 27 refer to primary and
secondary stations. The primary station controls the connection. The
secondary can request that the state of the 20 connection change but the
secondary cannot change the connection unl ess- commanded to do so by the

primary st iiﬂfbrrEB' WYSE%WE&*@%’%’?% 1 gsﬁ%%fﬁmeﬁﬁt %the cell

Event wer Up

Initiali | 1. D sconnect Connect Request Send CONN
ansmit$ tH# q

2. Wit nnect %0 b gksconnect Fatal Error or R Send Sl 4.

Vait Init 1. Wﬁ‘éﬁéf@r“é the Xtiference betweeﬁr%frﬁﬁoﬂ\"?ietect:bn [aggonnect
1. Di sconnect INFO, ACK Retry DI SC . Di sconnect 1

Di sconnecgg|lisid# mEM'ence is m'ﬁ'f@rlénath of timel.it %Ré@”'t‘ﬁét céll & sconnect
RD, CMDR Retry DI SC sconnect 35 2. Wait Connect UA

Reset §Seqdidgsver3thdloaasdlligionthds (eeegeed. Fatal Error or R Send SI
4. Wait Init 2. Wait Connect Nonfatal error, RD, or CMDR - Send DI SC
5. Wait Disc. D. BACKOFF ALGORITHM | :

The backoff algorithm -used in the currently preferred
embodiment is set forth in IEEE802.3 standard, a truncated binary
exponential backoff.. The backoff interval is an exponential ~

10 function of the number of collisions (detailed or inferred) since
the last successful transmission. An exponential backoff
algorithm gives the system the stability it needs to recover from

- saturation conditions. By exponentially spreading out the load in
a saturated system, the algorithm allows the system to recover.

15 Backoft interval in slots = R such that R = random number linearly

distributed over the interval:

0 <R<2 EXP [min (10, n)] W,

where n = number of collisions.
20 When a cell has two transc_:éivers attached, it transmits
every packet. via both transceivers. Since the transceivers access

different subchannels, they will experience different load
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132 2i_MWait. connect | NFO, ACK Send DI SC 5. Wit Di sc. 2.
Wait Connect Retry CONN 3. Wait Connect 2. Wit
Connect %@89/04521 Send DI SC 5. Wait Disc. 5 PQ’UN&S&/M%G
Connect Tinme out _ Retry CONN 1222, Wait Connect 3. Connect
Fat al Erron Rl Send SI 4. Wait Init. 3. Connect Nonf at al
rror, RD, i sc. ‘Send DI SC 5. Wait Disc. 10 -
request 3 Connect DM - Send DI SC 1. Di sconnect
3. Connect CVDR, | NFO, ACK ARQ Processi ng 3. Connect 3. Connect
XND Send DI SC . Wit Disc. 3. Connect - UA

osc oo 5 copdigyc %ﬁﬁﬁﬁﬁﬁ'%} s Pbied A1, EPAKIS, subehanhel
Initoa Wit " apli*hiss' fistowg, BAKRG Ftameters (EBlfstor gougg, and TpatBhl
4 veit In '“'t dﬂteﬂiéﬁ? Othe backoff pifamletdrs, are. "kept® C)%"‘igb b&h% gqr%%‘aéét

RI f | i 4. Wait Init 5. Wit disc Fatal error
Send SI of Ms"ar ﬂ%s5?n5 Wait .disc - . CMDR, RD, XND Retry

? SV\gi — 5. Ve Pafifon®: niiiterDtsc the bh&ﬁ@tf é@%nthm is. d@{ér‘mﬂis C
by one of two ‘methods: |. by a p_seu_do:andom qumber generation
U algorithrﬁ seeded with the 48 bif_ce!l ID (Q_Uara'nt__eed to be unique
W  as discussed), 2. by running a counter and_ saving the iow order
~ bits when an external event is detected. |
10 The slots are equal in duratlons to blt rate of the Iast
received data. Note: |f each cell used its mternal bxt rate, slot
durations would vary from cell- to-cell
| E. CONTENTION TIMER
Packets that hav'e'_ mhltib!e routes to a destinati_oh may
15 experience a Iong'c':ohtention _d_eléy via one route and a shorter
delay while traveling simultaneously via another route. If that
contention delay'is allowed to'l be tod Iorig. the later packet could
arrive aft_e_r the destination's receive sequence number has cycled
back to the same seqUénde nufnber'in the hécket. A packet could
ZQ thusﬂ arriv'e_' out_of s_équehce withdu.ﬁ thé ARQ 'p"rotocbl detecting it.
To prevent this “type of erro_r'._" each packet useé_ t_hé contenfion

timer field '(Figure 6) that is de_crerhented by the number of siots



5. Wit Disc Ti me out Retry DI SC 5. Wait Disc. SECONDARY

STATI | ON STATES 30 State Event . '

Next gwﬁcéy art ~ Power Up Initializati Ogcr/rgéﬁﬁ/b%b‘o-‘-
Initialize 35 1. D sconnect CONN r ecei ved Send UA 2..
Connect 1. Di sconnect Sl received Initialization 3. Initi Ql ze
Send UA 1. Di sconnect Fatal Error /24 Send R 4, Wit Init.
1. D sconnect XND Send XND 1. Disconnect 40 1.
Di sconnect I NFO, ACK Retry DM 1. Disconnect 1.

D| sconnect DS C Retry 1. Disconnect 2. Connect

D s & recahtgthe 'Eokd et Wiked @r %{egﬁ{ogﬁeatsgg%uﬁgﬁoﬁﬁ Connect
T oW s e 0 e '

Connect - ARQ Processing 2. Connect 2. Connect
CONN d'SCA'HF@t ry UA 2. Connect 5 2. Connect XND
Send RD 5. Error 3. | | L ecei ved Send UA
1. Disconnect 3. Initialize f‘ éﬁﬂ&ﬁ%ﬁé@et ry Rl 3.
Initialkze The cell uses a sliding window protocol with a window size

of 1 and modulo 2 sequence numbenng (equivalent to a stop and
" wait protocol) The fink control mechanism is very sxmxlar to the
HOLC asynchronous batanced mode. The principal difference bemg
" that with 1 bit sequence numbenng mstead of acknowledging
10 packets with the pol!/fmal bit set, every rnformatron packet
rnust have an acknowledgement
Before the ARQ mechanism can work, a connectnon must be
established between the two comrnumcatlng devices (cell or
network control devnces) The connection process is described in
15 the "connection" sectron later m thns apphcatnon The ARQ
mechanism only operates when the ceII is in the connect state.
The ARQ states may be considered as substates of the connect W
state. | | |
| When a‘cell transm_its a rnessage, it waits for a reply from
20 the destination. if the cell does not receive an acknowledgement
 within a predefined time out period, it assumes that the message

was lost and it transmits the message again.



3..Initialize Sl Retry UA 3. Initialize 10 3.

I niti@hize XND : Retry RD 3. Initialize 4. Wit
Init. S| received Initialization 3. Initialize Send UA 4. Wit
| ni t IVKPE9/045R1 Retry R 4. Wai't Init 15 A£CTALS88/03pe6
DS C, XND, CONN Retry R 4. Wait 1nit 5. Error DI SC
recei ved nd UA 1. Disconnect 5. Error Sl received
Initializa 3. Initialize Send UAI2055. Error | NFO, ACK
Retry RD 5. Error CONN, XND 25 NOTE: Retries: Areply may be

retried Ntimes. The event that causes retry N+l is defined to be a fatal
error and causes initialization. The cell maintains one retry count and it

is incremented wh any reply other. than |INFO of ACK is retried. The retry
CO:JIM i s cleared &ﬁgﬂeéﬁegﬁ%ﬁa&?‘r?ﬁ%ﬁ@ qsbecgégthr(gyt% 30 pri rrar;lé

. |. AB E A RN -
by 5 (¢ ansGKNOTegemer. ar By inditbrieBi ek, BREKAE 4% 4 qnomi :t
WD 89/ 04521 : 906 the

packet. The A%Wf"%@_ﬂﬂeﬂagk%‘_ aT&BQLﬁ_FWVé&queée{EPnizisoﬁggéggﬁgﬁ ted in
succession. Aereffd \ddlLidde AdRBEr 6FIh8"p8EREL. The acknowledgement-

5 only packet has no message field and is identified by the ACK
command in the link command field. An information packet does
\— . contain a message field and is identified by the INFO command in
— the link command field. |
| Figure 25 is the link level ARQ state diagram and along with
10 the following table, defines the various ARQ states.

State ' Event : ' ‘Action Next State

0. {dle . Messageto Send Build Packet 1. idle
0. Idle Packet to Transmit Send Packet _ 1. Contenticn
15 0. ldle Packet Received Process Packet © 1, Idie
1. Contention Packet: Transmutted - Start Timer 2. Wait ACK
. 2. Wait ACK  Timeout ' - Stop Timer :
~ 20 Build Packet _ 2. Wait ACK
2. Wait ACK  Packet to Retransmit . - Retransmit Packet 1. Contention
2. Wait ACK ACK pckt Receved or N Stop Timer 0. idle
S . retries .- o S : : C
2. Wait ACK  Non ACK pckt Received Process Packet 2. Warit ACK

25
A cell must store a transmit sequence number for each
addressee with whom it communicates. An addressee can be a

cell, a group, or a control device. For receiving, a cell must save



fromthe code verifier of Figure 16. A receiving packet treats any 3 of- 6 -

code Wicphojoiseny as an abort. One result of this is that a | iPCI/GS880B%00 .
condition results in an abort. If the link is idle (no transitions) for

nore than a bit tinme, the result is a code violation. Wen a cell receIV|ng
a packet detects an abort sequence, i} i scards the portion of the paeket
that it has clocked in and begins seart Ing for a new packet preanble. The
abort 10 sequence is also used for janm ng after a collision is detected.
J. SYSTEM ID Referring to Figure 29, themethod by which the 48 bit system
IDis used wthin the packets is |Ilus}rated Thlrby two bits. of the

syst em | D ¥ FRCRIVE | Q)U@‘!ﬂel%umb@feﬂ (ﬁ#‘é’%t?%‘ﬁ% wm‘éhp‘zicket as

|nd|cateq by the field 255. The rena|m|u£ its are us& _

cal cul ati JiRCHIVeRe FaSRUICREEN ke @ gelly tg,{gueR@r 8gFenHp dj%‘f'ﬁg' with all
' ted by the field 252 at th tart | ati on.

Then the NWHEH B c&llteleves mesa;%sem if sHe2ks. e (GREBNER C2 oul ot on

t d 16 bit d 253, EPRC]\/I

b used aTesSAdR o It GRE, ot Vaid, e GF dovgaditcrenl) td'Snks

89/ 045

o packt | D455398+  TNF:9b4eERIINT R Messacs alsq Tlegks in BQ?ﬁeli’?oY“QS”
O & RN 80 YT i e Satnge! niped 1i@ates! @ 1

that this is a duplicate packet, the cell acknowledges the |
receipt of the packet to the sender but does not pass the packet o/
to the application software. - v
10 : The ARQ protocol uses a bit that means: “this is a
retransmission by the sender". A receiver will not acknowledge a
duplicate message uniess the message has its retransmit bit on.
The cell saves the sequence number for the last received message
for each group for which it is a listener. It has a separate 1 bit
15 transmit sequence -h-umbe'r'and 1 bit receive sequence number for
- messages addressed with the cell address (used when
communicating with control devices). ' | J
Cell to cell "Commu'nication's is via group addresses.
- Direct addressing with cellll addresses is used for network
20 control functions. The cell will be communicating with a
grouping device or network controller in tho'se cases. A cell

can have only one conversation at a given time that uses cell



ot.her fields in the packet used to calculate the packet CRC. (Al 5 fields
exceRt the contention tiner field are used.) The other 32 bits of the
system |[D. are transmtted within the packet. When a packet is receive

d
thre procQ89/MER ul ates a CRC for the received packet by fir$CTFa88/83906:

stored CRC preset field in its CRC registeryand then conputing the packet
CRC (agai E@he 10 contention timer field s not used). If the newy
conput ed field does not match the field in the packet, it is assuned

that the packet has been inproperly transmtted or that the transmtted
packet, if correct received, has a different system|D and thus should be
di scarded. 15 : ' VI . - GROUPI NG DEVI CE The groupi ng device
can take vario fornms .and can . realized with commercially avail apl e

har dwar e suchaaa’%sﬁﬁ %U%d@ﬁi@ ProyisiensotR ftere ealy B\éer 8§88 ¢

programred to,performthe vari oss functions described in the application

performed by & ﬁ@%ﬁﬂ I%”B free. For exanpl e, .'t hey can be readily
G oap no. Gt her Tudieebng BABHBICOPRE ishes I GhfPiniad with Hyget.

89/ 04521

used within tﬁeoaggﬁefg%f‘iniﬁﬁtwﬁerbﬂ escF’!ﬂ'Pﬁ %Pﬁg%g\ﬁqﬁlrggggﬁggegﬁe,&ppl e
L ccompulyr . E8MmBRATR NG LARFSl Heid. O PHAL WbrRARE: infigiiZds®
the sequence numbers. After receipt of that command, the cell
W will not accept messages addressed to it (via cell address) by
Y/ another control device until the conversation ends.  The
conversation ends when the control device sends the cell a
10 disconnect command.

The period of time that the cell waits for an
acknowledgement of é message depends_ on the type of routing
used. In general, the cell ailows enough time for ihe packet to
arrive at its destination, plus protocol processing time in the

15 destination cell and the transit time for the réturn packet
carrying the acknowiedgement. |

The protoca! timeout period. for multihop 'packets is also
influenced by the collision count. Even in very noisy
environments, it is more likely that the reason a packet failed to

20 reach its destination in _timé .is..dué to_ a contention rather than a
transmission error. When a packet is retried, it is assumed that

the collision count is an indication of system load and the



5 aprinted circuit card may be provided whi ch engages one of the slots. of.
t he ApwWe 89J0482nhputer, the card can contain the system | D WRCTYUSSS103R60,/ ,
froma cell such as cell 232 of Figure 28. As groups are forned, the

assi gned group nunbers, nenber nunbers, Zf¢., can be stored on the disk or °
stored in an EEPROM on a card. 10 In Figure 28, the elenments ofi a
presently preferred grouping device are illustrated. They include a CPU 226
whi ch nmay be an ordinary m croprocessor. The CPU comruni cates with a nmenory
whi ch may conprise a RAM 227, ROM 228 and storage neans 229 for storing the
system I D. Wiere a floppy disk is used the s_[v"stem 15 -1 D_and program

(ot her wi se expected rccrosintizd Xelay faroaemultinope paicket. wilthe waelayr periach
being transferred to RAM for executjon. A display nmeans 230 such as_a

ordi nary nol@irt sultihappacketso is hadjtratedo upwaidias ai kinetion ot eollision

for instance, the display can be used to provide lLists of the groups with
their ASCH ICQ@nt.nafee tieeubRedodais the(afade: 8 HNGHPR RHedhBs o be
entered into the CPU. 89/ 04521 . .

PCT/ US88/ 03485 STHESIEY b%t\fghmﬁ-c@wmwper Lt haps and;the colligien being
coupled _to a network through transceiver 233. The cell 232 is part of the
gr oupi né de¥PHEBs: and the cell's IDis used by the grouping devices as a

system I D. Typi cal messages tra k e | o the cell are
shown in Appendix B, for exanpl ?W%ﬁ‘j@éi !&mwsm destination
cell to be an anpouncelinirBl 2ommands control the operation of the ARQ protocel an:

the link connection process (see next section). The link command fiés_e/ of

packet always contains a link command. o/
10 ARQ Protocol Commands
INFO Information Packet (requires acknowiedgement)
ACK Acknowledgement Only Packet (does not require
acknowledgement)
15 nnecti al ntrol mman
CONN Connect _
DISC Disconnect
Si Set Initialization
20 XD Exchange Network Data -
' o/
Beplies to _Connection Control Commands
CMDR ~ Command reject
25 PRD Request Disconnect
RI Request Initialization

UA - Unnumbered Acknowledge



designated group is a nmessage generated by the grouping device. The
grouping device can comunitcate directly with the cell over one of the
three pairs of |eads which are coupled to the 1/0O 10 subsections or

t hrough t W¥Os89/@521pi n whi ch al | ows nessages from the CPU 226 trche 988906
the fourth 1/0O subsection. Thus, a network for sensing, communicating and
controlling ch has dlstrlbuted i ntelligence has been described. Wile in
15 this ap ation a sinple exanple of usgof cells in a hone environment
has been described, it will be obvious to one skilled in the art that the
di scl osed invention may be used in nunerous other applications. Appendix C
to this application contains a |list of some other applications in which the

present inventi may be 20. used. WO 89/ 04521
PCT/ US88/ 03906%}6&%@9 Wil K8 P&Mndsmcag\mpds ¥$e Sequance numbering.

Examples 1 Addr essed 2 en Fl oodin Restricted Fl ooding 4
G oup Fl oodi ngﬁﬂlgﬁ aﬁ%ﬁﬁa‘&ﬂg? @YQ QHeNGe, ’B&gpefﬁmérvaﬁﬁﬂ t sequence number &
Tt or S oyatle SadiiEich Simbaroal the 85t Bhcket eteed: ACK paekets Bave bot

sequence number flelds_bu_t the transmit sequence number is ignored by

5 destination.

Packets with commands other than ACK or INFO are called unnumb

Y/ | packets. Unnumbered packets are acknowledged in a stop and wait fashi

“ via a UA _c_:o_r_nman_d.'_ Unnumbered packets do not contain a message field.
| H. CONNECTION CONTROL

10 Before a control devnce can communicate with a cell, it must

establish a connection with the cell. Establishing a connection consists

initializing the sequence numbers and putting the control device and ce

into a known state. The connection establishment and maintenance

procedures are governed by state machines implemented in software.

15 An announcer cell must establish a connection with each listener

in its group. Only when the connections have been established may the

announcer communicate with the listeners. Connections are controlled t

‘subset of the link control commands. Commands are issued by a primar

station. A secondary station receives a command and sends a reply to tf

20 primary. In a group, the primary station is the announcer. The listener:

~ are secondaries. When a network control device communicates with a ¢

the control device is the primary, the cell is the secondary. The link



Packet Format: Preanble, 16 bits Flag, 4 bits Destination cell Address,. 48

bits Contention Timer, 10 bits Contention Ti mer Checksum ‘ﬁﬁo't nt
4 bi WORMSH zer, 8 bits Link Control Retransmit FI ag, 1b }@9@8 1

bit Xnmt Seq, 1 bits Unused, 1 bit Oon;rrggg 4 bits Network Control Rotting
Type, 4 bits = 1 (Fully Addressed) SourCe Cel| Address, 48 bits Mesgage, 16
to 512 bits Message Type, 8 bits Message Contents, 8 to 511 bits Encryption
Check, 16 bits CRC, 16 bits Flag, 4 bits W) 89/ 04521

139 _ PC/ US88/ 03906

control commands and their responses are shown below. The INFO and ACK

commands are ARQ protocol commands; the rest are connection control

commands.
5 Primary Secondary Description
Command  Response
INFO . ~ Information: valid only In connect state.
INFO Information: valid only In connect state.
10 . ACK Acknowledgement: use sequence numbers in _
' packet but do not update receive sequence number.
CMDR . Command reject: sent only by Secondary
' in Connect State. Rebuild pckt and send it again.
RI _ Request I[nitialization: init secondary.
15 ' ' disconnect secondary.
RD Request Disconnect: disconnect the secondary.
oM ‘Secondary is in the Disconnect state
20 ACK ' Acknowledgement
CMDR " Command reject: sent only by secondary in
connect state. Rebuild pckt and send it again.
RI Request initialization: init secondary.
) disconnect secondary. Connect secondary.
25 DM Disconnect Mode: Secondary is in the disconrect
state. :
CONN o Connect :
' ' VA Unnumbered ACK: o/
30 CMDR Command reject: sent only by Secondary in
' connect state retry CONN:
RI Request initialization: inil secondary.
. disconnect secondary, connect secondary.
a8 RD _ Request disconnect: send DISC.
DISC Disconnect
UA Unnumbered ACK
CMDR Command reject: sent only by secondary in

connect state. Retry DISC.
40



[ecr] Hop Reply Format: Preanble, 16 bits Flag, 4 bits System|D, 32 bits
Desti@tion Cell Address, 48 bits Contention Tiner, 10 bits Contention

Ti mer ﬁ% bits Hop Count, 4 bits Random zer, 8 bits Li

Retransm 45% bit Rcv Seq, 1 bit Xnt Seq. 1 bits Unused, ﬁé‘gﬁ?&w&b%
Command, 4 bits Network Control Routing Type, 4 bits =1 (FuIIy Addr essed)
Sour ce .CeII dress, 48 bits Encryption k, 16 bits CRC, 16 bits Flag, 4

bits WO 89/ 04521
PCT/ US88/ 03906 140

St . -Set Initialization
: CMDR Command reject: Sent only by secondary
: in Connect State. Retry Sl. :
UA - Unnumbered ACK.

XND - ~ Exchange ID & Network data: This command is
' ' sent only In when the primary Is in the
_ disconnect state.
XND Exchange (D & Network data: The secondary sen
10 _ an XND response only if it is in the disconnect
- state. If it receives an XND while in any other
: ~ state, the secondary responds with CMDR.
CMDR . - Command reject: sent only by secondary in
L : ' connect state. Disconnect socondary. then try
15 _ _ XND Aagain.

The connection stéte diagramé of Figures 26 and 27 refer to
primary and secbndary stations. The primary station controls the
connection. The secondary can reqdest that the state of the -

20 connection change but the secondary -cénnot change. thé_cdnnection

unless commanded to do so by the primary station.

PRIMARY STATION CONNECTION STATES

25 State Event Action Next State
o 0. Start : .Power Up initialize 4. Walt Init
1. Disconnect Connect Request  Send CONN - 2. Wait ‘Connect
30 1. Disconnect = Fatal Error or Rl Send SI - - 4, Wait Iinit
1. Disconnect XND Process XND 1. Disconnect
1. Disconnect INFO, ACK . Retry DISC 1. Disconnect
1. Disconnect = UA, DM ignore . 1. Disconnect
35 1. Disconnect RD, CMDR " Retry DISC ‘1. Disconnect
2. Wait Connect UA Reset '.So'q Nums | 3. Connect
2. Waijt Connect Fatal Error or Rl Send SI 4. Wait Init
2. Wait Connect Nonfatal error,

RD, or CMDR Send DISC 5. Walt Disc.



Mul ti hop Full
ID, 32 bits Next Cell
Ti mer W@8J04621 6 bits Hop Count,
Retransm t Fl ag,
Command, 4 bits Network Control
Address List Address Count,
48 bits Message,

Cel |
Cel |

Addr ess,

Addr ess Packet Format:
Addr ess,

1 bit Rev Seq,

48 -

Preanbl e, 16 bits Fl ag,
48 bits Contention 'Ti mer,
4 bits Random zer,

4 bits System

10 bits Cont &at.i on
8 bi t PETHSBHP0G|

1 bit Seq, 1 bits Unused,
Rout | ﬁ)g%?%ype, 4 bits = 1 (Fully Addressed)
4 bits Addresses,
16 to 512 bits Message Type,

1 bit

—

768 bits Sourte

8 bits Message

Contents, 8 to 511 bits Encryption Check, 16 bits CRC, 16 bits

10

15

20

30

33

40

45

wuww

qanaan basas

0

“
1.

1.
1.

Wait connect

Wait Connect .

Wait Connect

Wait Connect -

- Connect
. Connect

Connect

, Connect

Connect
Connoct_

Wait
Wait
Walt
Wait:
Wait

Init
init
Init
Init
Init

Wait disc
Wait disc
Wait disc
Wait disc
Wait Disc
Wait Disc

. State

Start

Disconnect
Disconnect

. Disconnect
1..

Disconnect
Disconnect
Disconnect
Connect

Connect

| Fatal

- INFO, AC
- XND.. '

Time out

-Fatal Error or RI

Nonfatal error,
- AD, or disc.
request -

CMDR, INFO,ACK
XND

‘UA

UA received
CMDR received
INFO, ACK

- RO, :-DM,RLLXND

Time ) out
UA, DM

Fatal érro: _
CMDR,RD,XND -

~ INFO, ACK

Time out

Send DISC.
Retry CONN
Send DISC
Retry CONN

Send Si
Send DISC
Send DISC

ARQ Processing
Send DISC

‘Send DISC

Send DISC
Retry SI
Retry SI
Retry SI
Retry Si

Send SI
Send S!

‘Retry DIS C
‘Retry DISC

Retry DISC

S.
3.
S.
2.

4.
S.

1.
3.

ok alats

!Jlll?lhb-‘

Wait Disc.
Wait Connect
Wait Disc.
Wait Connect

Wait Init.
Wait Dise.

Disconnect
Connect

Wait Dise.
Wait Disec. u
Wait Dise.
Wait tnit
Wait Init
Wait Init
Wait Init

Disconnect
Wait Init
Wait [nit
Wait Dise.
Wait Disec.
Wait Disc.

SECONDARY STATION CONNECTION STATES

Event
Power Up

CONN received
Sl r'e_caivcd

Error
XND

INFO, ACK
pDISC

S| received "

DIS C received

Action

initlialization

- Send UA
: l'nitla’llzathn

Send UA

Send XND
Retry DM
Retry DM

Initialization
Send UA

~ Send UA

Next State

3.
2.

3.
4.

1.
1.
1'

s

1.

initiatize

Connect

_Initialize

Wait Init.

Disconnect
Disconnect
Disconnect

initialize

Disconnect



Flag, 4 bits WO 89/ 04521 . o 141

PCT/ US88/ 03906 [err] Full Address Reply Format: Preanble, 16 bits Flag, 4 .
bits SystemID, 32 bits Destination Cell Address,48 bits Contention Timer,
1 0 bits ®0OH89/4852h Ti ner Checksum 6 bits Hop Count, 4 bits RRCELSS0IIG
bits Link Control Retransmt Flag, 1 bit Rcv Seq. 1 bit Xnmt Seq, 1 bits
Unused, 1 bj4a Command, 4 bits Network Control,::)@u'ti ng Type, 4 bits 1
(Ful 'y Addr ed) Cell Address List Address Count, 4 bits Addresses, 48 -
768 bits Source Cell Address, 48 bits

2. Connect Fatal Error Send RI 4. Wait Init.
2. Connect : Nonfatal error Send RD .. 8. error
2. Connect INFO, ACK ARQ Processing 2. Connect
2. Connect CONN - Retry UA : 2. Connect
5 2. Connect XND Send RD 5. Error
3. Initialize  DISC received  Send UA 1. Disconnect
3. Iinitialize INFO, ACK,CONN Retry RI 3. Initialize
3. Initialize Sl ' Retry UA 3. Initialize
10 3. |Initialize XND - Retry RD - 3. -Initialize
4. Wait Init. ~ Sl received Initialization 3. [Initialize
_ ' _ Send UA
U 4. Wait Init -INFO, ACK = Retry RI! . 4. Wait Init
15 4. Wwait Init DIS C,XND,CONN Retry RI 4. Wait Init
~ 5. Error  DISC received Send UA " 1. Disconnect
§. Error S| received Initialization 3. |Initialize
' Send UA
20 . L
5. Error INFO, ACK Retry RD 5. Error
25 NOTE: Retries: A reply may be retried N times. The event that
causes retry N+1 is defined to be a fatal error and causes
initialization. The cell maintains cne retry count and it is
Y incremented when any reply other than INFO or ACK is retried. The

retry count is cleared whenever a non-retry reply is sent to the
30 primary cell. '

1. ABORT SEQUENCE

A cell transmitting a packet can abort the packet by

35 transmitting an abort sequence instead of continuing to transmit



Encryption Check, 16 bits CRC, 16 bits Flag, 4 bits WO 89/ 04521

PCT/ L@f@ 142 Open Fl oodi ng Packet Format: Preanbl e, - ﬁ#? A -
bits ysé%ﬂg%, 32 bits Broadcast Address, 48 -bits = Al Zgﬁggtgg%}tagn I on
Timer, 10 bits Contention Tiner Checksum 6 bits Hop Count, 4 bits ~ :
Randoni zer, 8 bits Link Control Retransmt Flag, 1 bit Rev Seq, 1 bt Xnt

Seq, 1 bits Unused, 1 bit Command, 4 Hi®<- Net wor k Control Routi ng Type, 4
bits = 2 (Open Flooding) Destination Cell Address, 48 bits '

10

15

20

the packet. The Abort sequence is a group of at least 12 ones
transmitted in succession. A receiving cell identifies an abort
from the code verifier of Figure 16. A receiving packet treats any

3 of 6 code violation as an abort. One result of this is that a link

idle condition results in an abort. 'If the link is idle (no

trahsitions) for more than a bit time, th"e result is a code
violation. When a cell receiving a packet detects an abort
sequence, it discards the portion of the packet that it has clocked W,
in énd begins seérch'irig for a new packét preamble. T'he abort Q
sequence is also used for jamming afiér a collision is detected.
~ J. SYSTEM ID |

Referring to Figure 29, themethod by which the 48 bit
system |D is used within the packets is illustrated. Thirty-two
bits of the system ID shown as field 251 is placed directly into
the packet as indicated by the field 255. The remaining 16 bits
are used in the calculation of the packet CRC. Initially, the CRC
register begins with all ones as indicated by the field 252 at the
start of the CRC calculation. Then the 16 bit field 250 of the
system ID is used in the CRC calculation to provide a 16 bit field
253. The field 253 is stored in the EEPROM and used as a preset

CRC field ea ch time a packet CRC is calculated.



Source Cell Address, 48 bits Message, 16 to 512 bits Message Type, 8 bits
I\/bssa@;_ Contents, 8 to 511 bits Encryption Check, 16 bits CRC, 32 bits.
Flag, 4 bits WO 89/ 04521 . o

PCT/ US88/ w»8%04521n Fl oodi ng Reply Format: Pr earrbl"-'e‘, 16 bits FPEE/US8803I906
System I D, 32 bits Broadcast Address, 48 bits Al'l Zeros Contention Tinmer,
10 bits Co tion Timer Checksum 6 bits Hop Count 4 bits Random zer, 8
bits Link rol Retransmit Flag, 1 bit Rcv Seq, 1 bit Xmt Seq. 1 bits
Unused, 1 bit Command, 4 bits 135S

When a packet. is to be ttansmitted once the preset field is
stored, the stored CRC field is coupled to the CRC register. The 16
bit packet CRC ﬂeld is calculated using this present field and hte
other fields in the packet used to caiculate the packet CRC. (Al
5 fields except the contentnon tlmer field are used.) The_other 32
bits _of the syst_em lD_ are ,trans_mntte_d within the packet.
U | When a packet is received, _the processor calculates a CRC
O for the_:recei.ved packe_t_ 'b.y first placing its stored CRC preset field
| in its CRC register ano then computing the packet CRC (again, the
10 contention_tirﬁ_er field is not used). If the _new__ly computed CRC
field does not match the field in the packet, it is assumed that the
packet= hae been i'mpropjerly_trapsmi_tted or that the transmitted
p_acket, if correct .received. has a diffetent system (D and thus
should be discarded. -
15 "~ VL. GROUPING oewce |
The groupmg device can take various forms and can be
reahzed wnth commerczally ava:lable hardware 'such as a personal
computer These computers can be readnly programmed to perform
the various functnons descnbed in the application performed by
20 the groupmg devuce For example they can be readily programmed
to provide the packets needed to communicate with the cells for

grouping. Other functions such as the generation of the random



Net wor k Control Routing Type, 4 bits = 2 (Open Fl ooding) Destination Cell -

Address, 48 bits Source Cell Address, 48 bits Encryption } | hS/ .
CRC, WO 89/8452% ag, 4 bits WD 89/ 04521 : %%%LS&&E%

PCT/ US88/ 03906 Restricted Floodi ng Packgt Format: Preanble, 16 bits Kl ag, 4
bits System|D, 32 bits Broadcast Addr&s% 48 bits = Al Zeros Cbntégyion
Timer, 10 bits Contention Tiner Checksum 6 bits Hop Count, 4 bits

Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv Seq, 1 bit Xnt
Seq, 1 bits Unused, 1 bit Command, 4 bits '

number used within the packets can be generated with well-known
programs. o B |
An Apple Il computer, for instance, rr_xay' be used as a
grouping device. The 48 bit system ID hi"ay be stored 'dn a disk; or,
5 a printed circuit card may be proVidéd"Cv‘hi'ch'engages one of the
slots of the Apple !l computer, the card can c.o'r'i'tain' the system ID
which is taken from a cell such as cell 232 of Figure 28. As o

PN

groups are formed, the assigned group numbers, member numbers,
etc.. can be stored on the disk or stored in an EEPROM on a card. ™
10 In Figure 28, the elements of a':ﬁrg's:éﬁt.ly preferred grouping
device are illustrated. 'They ih’clud_e a CPU 226 which may be an
ordinary microproc’és'so'r. The CPU ‘communicates With a memory
which may comprise a RAM 227, ROM 228 and storage means 229
for storing the system ID. Where a floppy disk is used the system -
15 1D and program (otherwise stored in ROM 228 ) aré stored on the -
disk, with the progra'rri being'tréhsfeired to RA_M for execution. _
A display means 230 such as a ordinary monitor is coupled o
to the CPU to provide a display to the user, for instance, the
~ display can be used to prdvide lists of the groupsIWith their ASCII
20 names. A keyboard 231 is used to allow commands to be entered
into the CPU. | -



Networ k Control Routing Type, 4 bits = 3 (Restricted Flooding) Destination
Cel |l @ddress, 48 bits Source Cell Address, 48 bits Message, 16 to 512 bits
Message Type, 8 bits Message Contents, 8 to 511 bits Encryption Check, 16

bi ts CRC, ,,}6.0i Flag, 4 bits WD 89/ 04521 : i
PCT/ US88/‘H§5§M%& ricted Fl ooding Reply Format: Preanble, 16 %qél‘qﬁaé(&,%ﬁ
bits System | D, 32 bits Broadcast Address,_48 bits = Al Zeros Contention

Timer, 10
Random zer,

10

15

20

Contention Ti ner Checksum ! & hits Hop Count, 4 bits
bits Link Control Retransmt Flag, 1 bit Rcv Seq, 1 bit

The CPU is shown coupled to a cell 232 with the cell being
coupled to a network through transceiver 233. The cell 232 is
part of the grouping devices and the cell's ID is used by the
grouping deviées as é'sysiem ID. Typical messages transmitted by
the computer to the cell are shown in Appe'ndix B, for example, .the
message of assigning the destination cell to be an annduhcer in a
designated group is a message generated by thé gfouping device.
The grouping device can communicate directly with the cell over
one of the three pairs of leads which are coupled to'the' 70
subsections or through the select pin which allows me's.s'ages_'frcm
the CPU 226 to be read to the fourth I/O subsection.

Thus, a network for sensing, communicating and controlling
which has distributed intelligence has been described. While in
this application a simple example of use of ceils m a home
environment has beeh described, it will be obvious to one skilled
in the art that the disclosed invention”may' be used m nufnerdds :
other applications. Appendix C to this applicatidn contains a list
of some other applications in which the present.in'venti'on may-be
used.



Xt Seq 1 bits Unused, 1 bit Command, 4 bits Network Control Routing Type,

4 bits 3 Restrl cted Fl oodi ng) Destination Cel | Address, ' ?q g§uze
Cel | "X&I?%/ 2148 pits Encryption Check, 16 bits CRC, 16 bi Fﬁl‘,—'P 80 ]

WO 89/ 0452_1 . :%% PCT/ US88/ 03906446
G oup Announcenent Packet Format: Preanble, 16 bits Flag, 4 bits SygtemID,
32 bits Goup Address, 48 bits Contention Tiner, 10 bits Contention “TT mer

Checksum 6 bi 15 Hop Cotgherti &, BRI Exatplds Lk ntrol

Routing Types for Packet Examples
Fully Addressed

Open Flooding

Restricted Flooding

Group Flooding

bWN -

NOTE: The pa_ck’ef sizeé are in cell memory bits (before 3-of-6
encoding). A packet on a communications subchannel, after conversion
to 3 of 6 code, is 50% larger.

Single Hop. _ _ : ' .
Packet Format: o’/
Preamble, 16 bits : o
Flag, 4 bits _ : . o

Destination cell Address, 48 bits

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits -

Handomizer, 8 bits

Link Control

Retransmit Flag, 1 bit

Rcv Seq, 1 bit

- Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits

Network Control
Routing Type, 4 bits = 1 (Fully Addressed) | \/
Source Cell Address, 48 bits

Message, 16 to 512 bits

Message Type, 8 bits :

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



Rcv. Seq, 1 bit Xm Seq, 1 bits .Unused, 1 bit Command, 4 bits Network

Contrqls Routing Type, 4 bits = 4 (Group Fl ood| ng) Source Menber Nunber, 8
bi ts Dest wng9pasNenber Nunber -8 bits, (IQ?J— br oadcast) l\/Essagpc'r}.lBsssmfghB
bit's Message Type, 8 bits I\/Essage Oontents 8 to 511 bits Encryption Check,

16 bits 6 bits Flag, 4 bits WO 89/ 04521 : 147
PCT/ US88/, l_%gup Announcenent Reply Format: Preanble, 16 bits Flag, 4
bits Syst its oup Address 48 bits Contention T| mer, 10 bits

Cont ent i on Tlrrer Ch YinFoBM@ti s Hop Count, 4 bits
Preamble, 16 bits

Flag, 4 bits
System ID, 32 bits
Destination Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rcv Seq, 1 bit

_ Xmt Seq, 1 bits

\_  Unused, 1 bit

Y Command, 4 bits
Network Control
Routing Type, 4 bits = 1 (Fuuy Addressed)
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



Random zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv Seq 1 b|t xm -

Seq, § @%used 1 bit Command, 4 bits Network Control
bits 9(/ p Fl oodi ng) Source’ Menber nber, 8 bits Destl nat | on .
Nurrber 8 bits Encryption Check, 16 bi t §~CRC, 16 bits Flag, 4 bits ;™ V\D

89/ 04521. PCT/ US88/ 03906 Prs
PackemMuttthopt Fub Address 16 bits Flag, 4 bits System|D, 32 bits Broadcast

Addr ess, 48 bit Paeciket F?oa-rmat;Content ion Tinmer, 10 bits Contention Tinmer
Checkpm&m(’b,gl t g HaRsOount 4 bits

Flag, 4 bits

System ID, 32 bits

Next Cell Address, 48 bits

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link. Controt

Retransmit Flag, 1 bit

Rev Seq, 1 bit

Xmt Seq, 1 bits

Unused, 1 bit

Command, 4 bits _ -

Network Control . A

Routing Type, 4 bits = 1 (Fully Addressed)

Cell Address List

Address Count, 4 bits
Addresses, 48 - 768 bits

Source Cell Address, 48 bits

Message, 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



Rapndom zer, 8 bits Link Control Retransmt Flag, 1 bit Rcv Seq. 1 bit Xnt
Seq, 1l ,bits Unused, 1 bit :Conmand, "4 bits Network Control Routing Type, 4
bits = 3 (Restricted Flooding) .Destination Cell Address, 48 biptér §§§gﬁ§906
Cet | AddWQ$9/0452Li t s Message, 49 to 769 jits Message Type, 8 Dbi &SRR/
Contents, 48 to 768 hits (Route List) Encryption Check, 16 bits CRC, 16
bits Fl ag, bits WO 89/ 04521 149 :

PCT/ US88 gRePUN Address Preanble, 16 bits Flag, 4 bits System|D, 32
bi ts Broadcast Addrﬁ%ﬁiy'%ﬁhéﬁ = All Zeros Contention Tiner, 10 bits
Preamble, 16 bits ' S
Flag, 4 bits
System ID, 32 bits
Destination Cell Address, 48 bits
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
Unused, 1 bit
\_ Command, 4 bits
Network Control
Routing Type. 4 bits = 1 (Fully Addressed)
Cell Address List
Address Count, 4 bits -
Addresses, 48 - 768 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits

Sage -



Contention Timer Checksum 6 bits Hop Count, 4 bits Random zer, 8 bits Link
Control Retransmt Flag, 1 bit Rcv Seq. 1 b|t Xt Seq, 1 bit Unused %JQ
CommartfO 89/¢4523 Net work Control Routing Type, 4 bits = 3 (R é.tr 9390

Fl oodi ng) Destination Cell Address, 48 bifs Source OeII Addr ess, 48 bItS i}

Message Field, Message Type 8 bits Messahé contents, Route Li st Encryp I on
Check, 16 bltsCRC 16 bits Flag, 4 bits WO 89/ 04521 e

150 ©Open Flooding  pcT/ US88/ 03906 Broadcast Command Packet Eor mat:
Preanbl e, 16 bit Patket Fbrommas

Preamble, 16 bits

Flag, 4 bits

System |D, 32 bits

Broadcast Address, 48 bits = All Zeros

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link Control

Retransmit Flag, 1 bit

Rcv Seq, 1 bit

Xmt Seq, 1 bits : '
Unused, 1 bit _ ~
Command, 4 bits | -
Network Control '

Routing Type, 4 bits = 2 (Open Fiooding)

Destination Cell Address, 48 bits

Source Cell Address, 48 bits

Message. 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 32 bits

Flag, 4 bits



System I D, 32 bits Broadcast Address, 48 bits Al Zeros Contention Timer,
10 bkfs Contention Tinmer €hecksum' 6 bits Hop Count, 4 bits Random.zer, 8

bits Ti Myegjousds Retransnit Flag, 1 bit Rev Seq. 1 bit Xnt SBGT/US8R/03906
Unused, 1 bit Oommnd 4 bits Network Congyed Routing Type, 4 bits 3

(Restrl cte | oodi ng) ‘or 2 (Open Fl oodi ng) Sjource Address, 48 bits Message,
16 to 512 s Message Type, 8 bits Message Contents, 8 to 511 bits

Encrypti @pemdtpodifgbits CRC, 16 bits Flag, 4 bits Broadcast Command Reply
Format: NO REPLY  Reply Format:

Preamble, 16 bits
Flag, 4 bits
System ID, 32 bits
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit

o Xmt Seq, 1 bits

—  Unused, 1 bit

., Command, 4 bits

Network Control '
Routing Type, 4 bits = 2 (Open Floodmg)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits



WD 89/ 04521 PCT/ US88/ 03906 151

Appendi x B - I\/bssage Types Probe Function: Determine the bestT/ (38803800,
the aWfd8M0452k o the Iistener. Source: Group Announcer Address Type: Cell

Routing Method: Restricted Floodi ng Mesd&dd Type: 2 (Nunber for 8 bit-
field) I\/Essage Content Address Count (1 byte), (nunmber of cell |1Ds{i

pr obe the nunber of cells rebroadcasted packet) Addreéss
List Pro esul Egﬁg #ggpaﬁeport the address list in the first probe
packehrr ecel ved d ation Cell. Source:  Cell previously addressed
by a

bilgydr ess Type: Cell Routing Method: Restricted Fl ooding
I\/Essaﬁéag'ypfe bl5 Message Content: Address Count (1 byte), Address Li st

Assi oSysteny IBNgendits Function: Assign the destination Cell to be an
anNoUREBGL dcld st NRJBPEEEN A hith WPl Parcwe: G ouping Device Destination:
Cel Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits _ |
Unused, 1 bit o/
Command, 4 bits
Network Control |
Routing Type, 4 bits = 3 (Restricted Flooding)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message, 16 to 512 bits
Message Type, 8 bits
Message Contents, 8 to 511 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits

O



Address Type: Cell or G oup Menber Routing Method: Restricted Flooding or
Group\JFI oodi ng Message Type: 4 Message Content: G oup Nunber, Menber Nunber -
Deassign GWQ.89/@¥s20uncer Function: Deassign the destination CelfCTL&$8/03906
serving as an announcer in the designated group. Source: G ouping Device
WO 89/ 04521 , s PCT/ US88/ 03906
Destinati og\@mouncer Cell Address Type: Cell or G oup Menber Routing

Met hod: Re tcted FRboddingor G oup Fl oodi ng Message Type: 5 Message
Content: none Assign f&giyd Rarptaner Function: Assign the destination Cell
to be a |iptg ﬁ.ﬁ,bn igebagsrti nat ed group. Source: G ouping Device

&

Dest i natior_r dress Type: Cell or G oup Menber Routing Mt hod: :
Restricted H odi of .G oup Fl oodi ng Message Type: 6 Message Content:
G oup Nunbsly,Sth@ﬁ i@r@@ Deassi gn Group Listener |
Broadcast Address, 48 bits = All iéros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit .Flag, 1 bit
Recv Seq, 1 bit
, Xmt Seq, 1 bits
— Unused, 1 bit
., Command, 4 bits
Network Control -
Routing Type, 4 bits = 3 (Restricted Flooding)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Encryption Check, 16 bits
"CRC, 16 bits
Flag, 4 bits



Function: Deassign the destination Cell from serving as a i stener in the -
desi gnat ed group. Source: G ouping Device ‘Destination:

Addrg' gz Cell or Group Menber Routing Method: Restri ?@Qﬁﬁsg@%(ﬁg or
G oup Fl ood| ng Message Type: 7 Messpg¢.Content: none Assign G oup Rgpeat er’

Function: Assign the destination Cell to be a repeater in the desi ed
gro ﬁg&g@ b Devi ce Destination: Cell Address Type: Cell

Grou %@ %t hod; Restricted Flooding or Goup Flooding Message
Type: 8 Messag ormabup Nunber, Menber Number Deassign G oup

RepeBreamthiect 1 6nbitSeassi gn the desti nation Cell from servi ng as a repeater
in tREagled ¢itg ed group. Source: G ouping Device Destination: G oup

Repe g{eﬁ:‘ela%ﬁggré T_ype Cell or Goup Menber Routing Method: Restricted
Fl 008 B0 addrasy, f@ogn‘tE-g

Contention Timer, 10 hits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link Control

Retransmit Flag, 1 bit

Rev Seq, 1 bit

Xmt Seq, 1 bits B =

Unused, 1 bit - o/

Command, 4 bits : : <

Network Control '

Routing Type, 4 bits = 4 (Group Floodmg)

Source Member Number, 8 bits : .

Destination Member Number, 8 bits, (0 = broadcast)

Message, 16 to 512 bits |

Message Type, 8 bits '

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



WO, 89/ 04521 . PCT/ US88/ 03906
Message Type: 9 Message Content: none Assign Repeater Function: Assign a

Cell to agt, peater. Used to assign Cells that are not n ' ‘
al Fowed t%?é%ﬁ%ﬁeat er, i.e. a Cell with bmel transceiver on g‘ﬂ@"r%ﬁﬁ‘“ﬁ?@d
medi um Source: Control device Destination: Cell Address Type: Cell Routing
Met hod: Ful ddressed Open Fl oodi ng, Restricted Fl oodi ng Message Type:

10 l\/Essagq d}ﬁéﬁ‘néhgt up Function: Broadcast .nessage telling all
Cells to op transrﬁgﬂ ntil comranded to resune. Source: Control
Devi ce Degti nation Mks Type: Broadcast or Cell Rout i ng Met hod:

Restricte fFﬂB‘Iﬁ:’Eng"ﬁrb@en Fl oodi ng Message Type: 11 Message Content: none
Report yoblagndubifsuncti on: Command a Cell to report its input. Source:

Cell or (Epg(@ﬂn Ppvige Brstination: Cell Address Type: Any
Group Address, 48 bits .
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Recv Seq, 1 bit

U Xmt Seq, 1 bits

_ Unused, 1 bit

' Command, 4 bits
Network Control :
Routing Type, 4 bits = 4 (Group Floodmg) -
Source Member Number, 8 bits :
Destination Member Number, 8 bits
Encryption Check, 16 bits
CRC, 16 bits
Flag, 4 bits




Routi ng Method: .Any Message Type: 12 Message Content: |nput nunber (byte).-
Report your Qutput Function: Command a Cell to report its

Cont r ¥ gﬁ%@f‘é@ or Cell Destination: Cellj/dgdress Type: Any g Htl ng ?gmﬁgd
Any Message Type: 13 Message Content: Qutput number (byte). Downl oad

89/ 04521 PCT/ US88/ 03906 ( a
Funct,’;? Downl oad data or code Source: Control Device Destination: |

Addr ess ype od: Any Message Type: 14 Message Content
Address, | engt hr}y%%‘t SEI&%%unci ation paraneter Function:

Set a
CormuRreamtg. PhBabiSer in the Cel| Source: Control Device Desti nat i on:
Cel | Flag, 4 bits -

System |D, 32 bits

Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits

Contention Timer Checksum, 6 bits
Hop Count, 4 bits

Randomizer, 8 bits

Link Control

Retransmit Flag, 1 bit

Rev Seq, 1 bit

Xmt Seq, 1 bits _ ' ]
Unused, 1 bit W/
Command, 4 bits ' O
Network Control :

Routing Type, 4 bits = 3 (Restricted Floodmg)

Destination Cell Address, 48 bits

Source Cell Address, 48 bits

Message, 49 to 769 bits

Message Type, 8 bits

Message Contents, 48 to 768 bits (Route List)

Encryption Check, 16 bits

CRC, 16 bits

Flag, 4 bits



Address Type: Any Routing Method: Any Message Type: 15 Message Content:
Pdr anet er nunber, val ue Announcenent Function: Announce Sensor Data Source:-

G oup™Announcer Desti nati on: G.oup Address Type: G oup, Broat*;gg&(ﬁg
Vet hod: OAR045240di ng Message Type: 16 Megsage Content: ne byt e)
) o :

WO 89/ 04521 '

PCT/ US88/ 6 APPENDI X C APPLI CATI ONS CATEGORY  SUBCATEGORY

APPLI CATP neral Sen5| ng Funct i ons Usage Communi cat i on
Functions Control | culture Crop Managenent

Crop Segs&i@[g ié t| on ‘r|1/Conm Land Level er Sensor Conm Post
Sensor/ I Ds Identifying animals) Livestock
Det ect or cRe PItS :
System D, 32 bits
Broadcast Address, 48 bits = All Zeros
Contention Timer, 10 bits
Contention Timer Checksum, 6 bits
Hop Count, 4 bits
Randomizer, 8 bits
Link Control
Retransmit Flag, 1 bit
Rev Seq, 1 bit
Xmt Seq, 1 bits
— Unused, 1 bit
., Command, 4 bits
Network Control
Routing Type, 4 bits = 3 (Restncted Floodmg)
Destination Cell Address, 48 bits
Source Cell Address, 48 bits
Message Field,
Message Type 8 bits
Message contents, Route List
Encryption Check, 16 bns
CRC, 16 bits
Flag, 4 bits



Feed Sense/Cirl/Comm M | ker Sense/ Ctrl/ Corrm Vi ght Sensor/ Conm Her der.-- +
Si gnal Device Commercial Banking ATM Car o’ .

El ecovOo88/048ney Conmer ci al SO : Cash ReBfd1ep88/03906
Sense/ Ctrl/ Comm El evator Sense/ Ctrl/ Conmm Sl ot Machi ne Sense/Ctrl/ Oo&a

s

Vendi ng Machi ne Sense/ Ctrl/Comm Commercial, M se per

Di
Sen P / Comm Protechnics, Sensor Crl Stanp |.D. Wat Crl/
oo Y e

P Decay Sensor/Comm Post Sensor/Conm Ener gy
I\/anfj%errent acket Formalansor Sense/ Comm Thermostat Cirl/ Conm Utility
Sendyearphhe vet® Bit8| / Comm Security Lock

Sensl-'dé@tr#/ﬁ'nsm Smart Keys (Serial #) Communication Comruni cations -
Cabl rﬁ‘ﬂ?t':ﬂ‘ pgignnel Crt/ Comm Network Configuration Ctrl/CommCell to
ANyt %ﬂétdﬁeddress 48 bits « All Zeros

Contention Timer, 10 bits

Contention Timer Checksum, 6 bits

Hop Count, 4 bits

Randomizer, 8 bits

Link Control

Retransmit Fiag, 1 bit

Rcv Seq. 1 bit

Xmt Seq. 1 bits : : ’

Unused, 1 bit /

Command, 4 bits '

Network Contro!

Routing Type, 4 bits = 3 (Restricted Ficoding)

or 2 (Open Flooding)

Source Address, 48 bits

Message, 16 to 512 bits

Message Type, 8 bits

Message Contents, 8 to 511 bits

Encryption Check, 16 bits

CRC, 16 bits

Fiag, 4 bits

O

Broadcast Command
Reply Format: y
NO REPLY ~



Phone |.D. (Cell 1.D.) Phone to Cell Bridge WO 89/ 04521
PCT/ USg8/ 03906 Tel enetry d rl/Comm'Wring Elimnation Conputer

Sl ow Dat Net wor k Architecture ' |
Intelli ggwﬁwﬁﬂﬁlgur ation Crl Oopy Protection Parallel Pr oceggﬁgéé\{‘@gg

Per i pher al Cabl e Eli pat I on Keyboard Sense/ Comm
Mouse Sens mm Wri ng El i m nation Devel $ System _
Erul at or e Consuner Appl i ances _ Sensor

Sense/ Comm Swi tch Sense/ Ctrl/ Conm Consuner, I\/_I se
Det ector/ Tracker (Electronic Serial #): Low Battery Detector Smart Lottery

Ti cket Entertai nnent Amusenent. Park Cirl'r Arcade Gane
Ctrl'r Cable TV Access Crl'r CabIeT Sagpl e Ctrl'f' _
Appendix - Message Types

Probe

Function: Determine the best route from the announcer to the listener.
Source: Group Announcer |

. Address Type: Cell
Routing Method: Restricted Flooding
— Message Type: 2 (Number for 8 bit field)
_ Message Content: Address Count (1 byte), (number of

cell IDs in probe packet - this is the number of cells
rebroadcasted packet)
Address List

Probe Result

Function: report the address list in the fxrst probe packet received by
the destination Cell.
Source: Cell previously addressed by a Probe message
Address Type: Cell
Routing Method: Restricted Floodmg
Message Type: 3 _ _' L
Message Content: Address Count (1 byte), Address List

A Assign Group Announter

Function: Assign the destmatson Cell to be an announcer in the
designated group. '

Source: Groupmg Devrce

Destination: Cell

Address Type: Cell or Group Member

Routing Method: Restricted Flooding or Group Flooding
Message Type: 4

Message Content: Group Number, Member Number

Deassign Group Announcer

Function: Deassign the destination Cell from servmg as an announcer in
the designated group.

- Source: Groupmg Devace



CO Player Crl'r Special Effects Crl'r Stereo Cirl'r TV Crl'r VCR Ctrl'r
Home | npr ovenent Central T ock Sys Curtain Crl/Comm Bdor

SensevQosoya4321age Door Ctrl'r Interc&%l&gtercom Crl'r PooPCTyE$88/03906
Sense/ Gt r |/ Comm Snoke/ Fire Detector W w Sense/ Ctrl/ Conm Pet s

Det ector/ Tracker (Electronic Serl aI #) Pet Cirl/Tral ner Education ,=
Education. M sc f ve Book Sense/ Ctrl/ Comm Tegl)

Sense/ Conm Engi %ﬁ'%ﬂoﬂaté Péfﬂcgrt F}C(% DAC/ ADC

| nst runent at i onAddress Type: Cell QBA@MKBQ MamBer sense/ Ct r I / Conm Hone
El ectri cal Routing Method: Resticted Eloadicgnor F@ceppi Elaoding
Sense/ Comml Ct r | Mes$$yé T yié:258

PCT/ US88/ 03906 Message Content: none

Assign Group Listener
Function: Assrgn the destination Cell to be a hstener in the destinated
group.

Source: Groupmg Device

Destination: Cell _

Address Type Cell or Group Member

Routing Method: Restncted Flooding -or .Group'Flooding
Message Type: 6 :

Message Content: Group Number Member Number \J
: L7

Deassign Group Listener
Function: Deassign the destination Cell from servmg as a listener in the
designated group.

Source: Grouping Device

Destination: Listener Casll

Address Type: Cell or Group Member

Routing Method: Restricted Flooding or Group Floodrng

Message Type: 7

Message Content: none
Assign Group Repeater
Function: Assign the destination Cell to be a repeater in the designated _
group. \)

Source: Grouping Device

Destination: Cell

Address Type: Cell or Group Member

Routing Method: Restricted Flooding or Group Floodmg
Message Type: 8

Message Content: Group Number, Member Number

Deassign Group Repeater o
Function: Deassign the destination Cell from serving as a repeater in
the designated group.

Source: Grouping Device '

Destination: Group Repeater Cell

Address Type: Cell or Group Member

Routing Method: Restricted Flooding or Group Floodmg



Swi tch Sense/Ctrl/Comm Al'l forns ofq éensrng All forms of control Ener gy

Management .Sensor Sense/ Conmy Thernostat Crl/Conm Uility .
Sensor/ Coghy ri/ Comm Hone | nprovenent CantT AlS 8803966
Sys Curtaln@ﬂ*s/zg) i

nm Door Sense/ Comm Gar gqe..Door Ctrl'r IntercomlIntercom

Crl'r Pool Crl'r Sense/Crl/Comm Snoke/ |‘?E’_Detector W ndow

Sense/ Ctrl Sec Lock Sense/ Cirl/ Conm Snmart
Keys (Seri Rﬁ?ﬁ%ﬂ%ﬁ% %ense/ Comm wi ndéw:Sense/ Ctrl/ Comm

Spri nkl er Sys Message Conterili maneCt r |/ Conm Val ve Ctrl/Conm Vit ness
Sense/ Ctrl Industri al Ener gy Managenent Sensor Sense/ Comm

Ther nost aAsg;{dr.] /ﬁeﬂ%%f lity Sensor/Comm Vent Ctrl/Comm

Function: Assign a Cell to act as a repeater. Used to assign Cells that
are not normally allowed to be a repeater, i.e. a Cell with one
transceiver on a nonradiated medium.

Source: Control device

Destination: Cell

- Address Type: Cell

Routing Method: Fully Addressed, Open Floodmg, Restricted Flooding

Message Type: 10

Message Content: none

" Shutup
O Function: Broadcast message telling all Cells to stop transmitting until
commanded to resume. :
Source: Control Device
Destination: Cells '
Address Type: Broadcast or Cell
Routing Method: Restricted Flooding or Open Flooding
Message Type: 11
Message Content: none

Report your Input

Function: Command a Cell to report its input.
Source: Cell or Control Device
Destination: Cell

| : : Address Type: Any

o Routing Method: Any
Message Type: 12
Message Content: Input number (byte).

Report your Output ' |
Function: Command a Cell to report its output.
Source: Control Device or Cell
Destination: Cell
Address Type: Any
Routing Method: Any
Message Type: 13
‘Message Content: Qutput number (byte)

Downioad



| ndustrial Equi prent Gl Drill Sensor/ Ct r1/ Conm Power Load
Sense/Ctrl/Comm Utility Sensor/Comm Security otk
SensavOi89y0482tm Smart Keys (Serial #) Vl,g” ation/ l\/bt i on SerBEeTRc¥R$/RMA6 0w
Sense/ Ctrl/ Comm Security, Industrial Copy Protection

Det ector/ Tracker (Electronic Serial #) Personnel Badge |.D. Law

1)

Security, Law tion |I.D. Card (Serial @un
| .D. Passport ( uplcg féa F" ?a?té? tec{’ag Manufact uri ng ClM

Artificial Inte U'Eﬁcﬁ %g@ BYISR nation W0 89/ 04521

PCT/ US88/ 03906 i Det ect or/ Tr acker

(El ectroni c SerAddress| Typet d’n‘w Sense/ Conm Process Ctrl :

Ilil Be Bal ance Pr R@NRMQ)MWAH9BE - Er Od?g ion Fl ow genseI 4
oboti cs 4 tector/ Tracker ectronlc eria

Robot Sense/ Ct rmeéosm%e Type: 1 _

essage Content: Address, length code

Set communciation parameter
Function: Set a Commumcatlon Parameter in the Cell
- Source: Control Device
Destination: Cell
Address Type: Any . .
Routing Method: Any .
Message Type: 15 ' o/
Message Content: Parameter number, value S <

Announcement _
Function: Announce Sensor Data
Source: Group Announcer
Destination: Group
Address Type: Group, Broadcast
Routing Method: Group Flooding
Message Type: 16
Message Content: 0 - 255 (one byte)



Medi cal Medi cal, M sc Bi 0. Feedback Bi onics
Handi capped I nterfaces Heart Pacer ’I'nplants Medical Alert Sense/ Comm
Medi cine Al ert Sense/ Comm Patient Monitoring Personal Dispenser Ctrl/ Comm
Personal NHAi89M452r ost hetics Mlitary . Mlitary, M PET/US8R/03906
Copy Protection Danmage Ctrt Sense/ Conm Det edt‘o;/ Tracker (Electronic Serial
#) Personne adge |.D. Redundant Comm SDI Sense/Cirl/Conm Sonna Buoy
Sense/ Comm i ng Sense/ Ctrl/Comm Position Sense/-Ct¥l:/ Conm System

Di agnosti cs Sense/ Conm War Gane Monit 4, pon Sense/ Ctrl/Conm Security
Lock Sense/ Ctrl/ Conm Smart Keys (Ser hﬁt %Hﬁé&a tion/ Mtion Sense/ Comm

W ndow Sense/ Ctrl/ Comm :

CATEGORY SUBCATEGORY | APPLICATION
General Sensing Functions
Usage Communication Functions

Contro! Functions

Agricuiture Crop Man'ag.mcm - Crap Sensor/Comm lerigation
Ctri/Comm Land Leveier Sensor Comm
Pest Sensor/Comm (with cell IDs
identitying animals) -
Livestock - - D-ﬂcctorl‘l’nekir
Feed Sense/Ctrl/Comm
Milker Sense/Ciri/Comm
Waeight Sensor/Comm
- Herdar Signal Device
Commercial Banking o ATM Card
'. Electronic Money
Commercial " ' Cash Register Sense/Ctri/Comm
' | Elevator Sense/Ctrl/Comm
Slot .fhchlno s.nsiICtrIIComm
Vending Masachine Sense/Ctri/Comm
Com'rnor'clal.Mlsc. Dlisper Sensor/Comm

Pager Ctri/Comm
Protschinics, Sensor Ctrl

, ' - - Stamp LD.
~ - o Wateh Ctri/

Construction Decay Sensor/Comm
: . . Post SensoriComm

Energy Management ' Sensor Sanse/Comm
Thermostat Ctri/Comm
Utllity Sensor/Coamm
Vent Ctri/Comm

Security R Lock Sense/Ctrli/Comm
Smart Keys (Serisl #)
Communicstion Communications Cable Elimination
' ' Channel Ctrt/Comm
Network Configuration Ctri/Comm
Celi to Anything Bridge

Phene 1.D. (Ceil 1.D.)
Phone to Cell Bridge



Scientific Weat her/ Eart hquake/ etc.
sensor_ Transportation Aut onot i ve ‘ General senS| n

Gener JYOBMMA! cati on General control Aﬁ‘c‘] ock Breaki ng Sy %geﬁ | e
Eli m nati on Gauge Ctrl In Dash Map/Locator |nstrunent Panel C rI Li cense
Plate |.D. & Comm Light Cirl/Comm WO 89/ 04521 \)
PCT/ US88/ 03906 Regul at or Sense/ Conm Smart ¥aymelrypetirtorion SW t Ch

Sense/ Ctrl/ Conm Syst em Di agnosti cs Sense/ Cstining/\NEtimtaptiahi i nati on Avi oni cs

Anti - {eakl ng Sys Conplex Cable Elim e Ctrl Instrunent
Panel N I ght afSnlideefrgm Regul at or ensegﬁﬁm%"é ,& .':f@pse/ Comm

Configuration Ctrl
Copy Protection
Parailel Proceassing Nodes

¥

Poriphoul Cabile Elimination

K.y.bol-rd Sense/Comm
Mouse Sense/Comm
Wiring Elimination

Deveiop. System . _Emuistor Device
Consumer Applisnces o Sensor Sense/Comm
. - Switch Sense/Ctrl/Comm
Consumer, Misec Detector/Tracker (Electronic Serial #)
Low Battery Datector \)

Smart Lottery Ticke!

Entertainment Amusement Park Ctri'r A g

Arcade Game Ctri'r
Cabie. TV Access Ctri'r
Cable TV Sample Ctoi'r
CD Pilayer Ctri'r
Special Effects Ctri'r

Stereo Ctri'r
TV Ctri'r
VCR Ctri'r

Home Improvement Central Clock Sys
T o Curtain Ctri/Comm
Door Sense/Comm

Garage Door Ctrl'r
intercom

intercom Ctri'r

Poal Ctri'r Sense/Ctrl/Comm

Smoke/Fire Detector:
Window Sense/Ctri/Comm

Pets = . Detector/Tracker (Electronic Serial #)

Pet Ctri/Trainer

Education Edﬁclilon. Misc intaractive Book Sense/Ctri/Comm
. Test Sense/Comm
Engineering Data Acquisition DAC/ADC
instrumentation - DAC/ADC

Switch Senase/Ctri/Comm
Home Electrical o Light Ciri/Comm

Recepticle Sense/Comm/Ctri



Switch Sense/Ctrl/Comm System Di agnostics Sense/ Conm Wring Elimnation
Transportation, M sc . " Energency Locator (ELT) Sense/ Comm Traffic.
Moni t of / Crl Traffic Signal Sense/Cirl/ Comm Tpy/ Hobby/ Spo - Gane

3. b " Chi pu\h g§joaspnse/ Ctrl/ Comm Bi ngo” Card Sense/ Conm Game senpefl $88/63908
Hobby , Canera SerfSd/ Ctrl/ Conm Hobby Kit

Sense/ Ctrl/ Magi ¢ Equi pment Sense/ Cirl/Comm M niature Train Crl/Comm
Renote Cirl nse/Cirl/ Comm®&port Enmer gency

Locat or (EL™” Sense/ Conm Trap Line Sensor Spor3wlishc Seas¢/Glriea®ay Ctr| / Corm
Toy .. Lego. Bot Sen Hj:mﬂl ','Qﬂdi a Interactive
Toy Sense/ Ctrl/ Comm Ani mated Toy Sense/ Ctrl/ Conmm - 160- CLAIMS 1.

A cell for use in aEmtgwrNanagememr ovi des sensienger Senme/Gomat i on, and
’ Utitity Sensor/Comm
Vent Ctri/Comm

Home Improvement Centra! Clock Sys
Curtain Ctrl/Comm
Doer Sense/Comm

Garage Door Ctrir
intercom

intercom Ctri'r

Poal Ctri'r Sense/Ctri/Comm

Smoke/Fire Detector
Window Sense/Ctri/Comm

| Security Lock Sense/Ctri/Comm
Smart Keys (Serial #)

Vibration/Motion Sense/Comm
window Senas/Ctlri/Comm

Sprinkier Sys . Timer Ctr/Comm
: Valve Ctri/Cemm
Wetiness Sense/Ctr!
Industrial Energy Management - - - Sensor Sense/Comm
S C Thermostat Ctsi/Comm
Utliity Sensor/Comm
_ Vent Ctri/Comm
- Industrial Equipmaent Qi Drill Sensor/Ctri/Comm
Power Losd Sense/Ctri/Comm
Utility Sensor/Comm
‘Security - _' ' Lock Sense/Ctri/Comm
| Smart Keys (Serial #)

Vibration/Motlon . Sense/Comm
Window Sense/Ctri/Comm

Security , industrial Copy Protection
S : ' Detsctor/Tracker (Electronic Serial #)

Personnei Badge I.D.

Law Security, Law Copy Protection
1.0. Card (Serial #)
o Gun LD.
Passport (Serial #)
Shopiifter Detector

Manufacturing CiM. ' Artificial Intelligence
Wiring Elimination



(A) input and output means coupled to the network for providing -
communi cation with the network; (B) a mermory; (C a nultiprocessor coupyed
t o t MeOigspa4s2and out put neans for simul t aneously perform nBCR/US88/63906 Y of
processes, wherein the nultiprocessor&®prises (1) an arithmetic |ogic
unit; (2) a plurality of sets of registers, wherein each of the setgs-~of
regi sters I S asso |ated Wi th one of the processes, wherein each of {h¢ sets
of registers i <TRBFPPRACYL the arlthnetlcp‘ltffé?'é'r'ﬂﬁ'f't' (Rlogsranis Sasfal #
registers, and the nmenory, and wherein ejglyntély Sbnidi€emfi sters includes
(a) an instructrosesseQirster for storing ame remidneeti on; and (b) | ogic neans
coupled to t he Productiont Avtematigh st er for iRteduqilest |Flwgﬂ$¢n;0| nstructlon stored
in the instruc gister; (3) control the se

registers, theygr%Pt hrgret ic logic unit, °Q°'r’r'£'#5uip" &?cqbr"&/l%ﬂ'hz Bont r ol
si gnal s for causi ng an out put. from one senebai sm“o&glmeﬁs to be provided
as a'g in%t to the arithnmetic logic unit for a first one of the processes
whi 1'B*LERLI t aneous] YMeRieA Msen out put ofg 'e iorEendd8Fk | ogic unit to be
provided as an input to the nmenmory for a s @6Rhd one of the processes while
si mul t aneousl y causi ng an output of the n#aicspped Ddterfaces

Haart Pacer

impiants

Medical Alert Sense/Comm

Medicine Alert Sense/Comm

Patient Monitoring _
Personal Dispenser Ctrt/Comm o/
Personal Monitors -
Prostheatics o’

Military Military, Misc Copy Protection
_ Damage Ctrt! Sense/Comm
Detector/Tracker (Elsctronic Serial #)

Personne! Badge 1.D.
Redundant Comm

SDl Sense/Ciri/iComm
Sonna Buoy Sense/Comm
Spying Sense/Ctrli/Comm
Position Sense/Ciri/Comm

System Diagnostics Sense/Comm
War Game Moniter/Sim
_ Weapon Sense/Cirl/Comm
Securlty Lock Sense/Ctri/Comm
Smart Keys (Serial #)

Vibration/Motion Sense/Comm
Window Sense/Ctri/Comm

Scientific Weather/Earthquake/ete. sensor

Transportation Automotive General sensing
o Genersl communicstion

Genersl control
Antl-lock Breaking Sys

Compilex Cable Elimination
Gauge Ctrl .

in Dash Map/Locator
instrument Pane! Ctrt
License Plate 1.0. & Comm

Light Ctri/Comm



provi ded as an input to another one of the sets of the registers for a

thirdne of the processes.- -161- 2. The cell of claim1, wherein
the output of the arithematic logic unit is selectively coupled to the

i nput and AMORBYN04S2aNns. 3. The cell of claim1, wherein tder,
arithmetic logic unit conprises a first aritff®tic logic unit for dngélslc?P%%ﬁ
addresses fo e menory and a second arithmetic logic unit for '

mani pul ati ng a. 4. .:*Fhe <cell of- claim 1, wherein the nenory

conprises a read-only nmenory, a random access mBegulgtor afiechsettomm
electrically-programmable and electrically- efR@HbKeysisasiay #) 5

The cell of claim1, wherein the arithnmetic | ogisqudRi §eddefciHiEsingar dnar e
means for converting four- bit nibbles into thrSgstem- Diegne FEINBbAm
wherei n each segnent includes three binary onesWitinh tEtimdmstionnary zeroes. 6.

The cell of claim adiomayrerein the control gﬁﬁq@gﬂcgg&&@@;g.(' A a
ers,

plurality of counters associated with the instructio (B)
circuit neans for providing initial ~ Complex Cable Elimination
' Gauge Ctr!

Instrument Pane! Cirl
Light Ctri/Comm

' Regulator Sense/Comm
| _ _ Sensor Sense/Comm
\ Switch Sense/Clr/Comm
N . System Disgnostics Sense/Comm
U : Wiring Elimination
Tnn'sporu_uon. Misc ' Em.igcncy Locator (ELT) Sense/Comm
Traffic Mcnltorlém
S | | ~ Tratfic Signal Sense/Ctr/Comm
prlﬂebbylSpo . Game . : - 3-D “Chip-Wits” Sense/Ctri/Comm

Bingo Card Sense/Comm
Game sense/Ciri/Comm

Hobby ) Camera Sense/Cirl/Comm
Hobby Kit Sense/Ctri/Comm
. Magic Equipment Sense/Ctri/Comm

Miniature Train Ctri/Comm
Remote Cirl Sense/Ctri/Comm

Sport o . Emergency Locator (ELT) Sense/Comm
: ' : Trap Line Sensor -

Sport Accessory Sense/Ctrl/Comm
 Toy ' Lege-Bot Sense/Ctrli/Comm
Medis Intoylcﬂv-_ Toy Sense/Ciri/Comm

Animated Toy Sense/Ctri/Comm



settings to the counters, wherein the circuit nmeans are coupled to receive,
the instructions stored in the instruction registers; (C) a logic array, .

coupled to receive as—an-nput the contents of the counters and the .
i nstructions stored in the instruction registers; and (D) delay neans for

del ayi ng ““nmtl“ H‘ UUt puts fromthe |logic array, wherein outputs of

t he ‘ﬂ and the delay neans conprises control signals. 7.
The cell * of tlidim 6, further conpri si{gscl ocking neans for causing
the counters to be clocked for mnor instruction cycles. 8. The

cell of claim6, wherein the circuit neans conprise a second |ogic array
that receives the instructions as inputsgLxfMgei n the outputs of the second
logic array are the initial -settings,~afd wherein each initial setting
represents the nunber of cycles needed to carry out a respective
instruction. 9.1. The cellll ofor| aise 6inwaecrmetwaoric dhlaty peowides

conprises a pl wgld{ng Of éﬁﬁﬂ&ﬁfﬁftion, and control, comprising:

(A) input and output means coupled to the

network for providing communication with the network;
(B) a memory;
(C) a multiprocessor coupled to the input and

' output means for simultaneously performing a plurality

of processes, wherein the multiprocessor comprises :g)
' (1) an arithmetic logic unit; -

(2) a plurality of sets of registers,
wherein each of the sets of régisters is associated
with one of the processes, wherein each of the sets of
registers 1s'coup1ed to the arithmetic logic unit, the
sets of registers, and the memory, and wherein each set
of the registers includes

' (a) an instruction register for
storing an instruction; and '

(b) logic means coupled to the
instruction register for interpreting the instruction
stored in the instruction register;

(3) control means coupled to the sets of ./
registers, the arithmetic logic unit, and the memory
for providing control signals for causing an output
from one set of the registers to be provided as an
inpht to the arithmetic logic unit for a first one of
the ptoéesées'while simultaneously causing an output of
the arithmetic logic unit to be provided as an input to
the memory for a second one of the processes while
simultaneously causing an output of the memory to be
provided as an input to another one of the sets of the
registers for a third one of the processes.
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2., The cell of claim 1, wherein the output of
the arithmetis 1ncir unit is selectively coupled to the
input and output means.

3. . 'The cell of claim 1, wherein the arithmetic
logic unit comprises a first arithmetic logic unit for
providing addresses for the memory and a second
arithmetic logic unit for manipulating data.

4, The cell of claim 1, wherein the memory
comprises a read-only memory, a random-access memory,
‘and an electrically-programmable- and electrically-
erasable memory. '

- 5. The cell of claim 1, wherein the arithmetic
logic unit includes hardware means for converting four-
"bit nibbles into three-of-six code segments, wherein
each segment includes three binary ones and three
binary zeroes.

6. The cell of claim 1, wherein the control
means comprises:

(A) a plurality of counters associated with
the instruction registers;

(B) circuit means for providing initial
settings to the counters, wherein the circuit means are
coupled to receive the instructions stored in the
instruction registers;

(C) a logic array coupled to receive as an
input the contents of the counters and the imstructions
stored in the instruction registers; and

(D) delay means for delaying a plurality of
outputs from the logic array, wherein outputs of the



T
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logic array and the delay means comprises control
signals.

7. The cell of claim 6, further comprising
clocking means for causing the counters to be clocked
for minor instruction cycles.

8. The cell of claim 6, wherein the circuit
means comprise a second logic array that receives the
instructions as inputs, wherein the outputs of the
second logic array are the 1initial settings, and
wherein each initial setting represents the number of
cycles needed to carry out a respective instruction.

9. The cell of claim 6, wherein the deiay means
comprises a plurality of registers.




