USING CREDENTIALS STORED IN DIFFERENT DIRECTORIESTO ACCESS A
COMMON ENDPOINT

Field of the Invention

The present invention relates to a computer-imptegete method of authenticating an
administrator for the management of one or morectiries; and a non-transitory computer

storage system comprising a non-transitory stodagece.

Background of the Invention

Administrators frequently utilize directory service create and maintain a directory for user
and/or computing resource management and/or foiging access to a variety of computing
resources (e.g., file systems, files, users, sgcpdlicies, network resources, applications,
system storage, etc.). The directory service neayriplemented in a data server operated by
an administrator (e.g., on-premises). The admatst may also manage a plurality of client
devices operated by users, each of which sharetvweork or domain with the data server.
To keep client devices secure and to ensure cohilggtacross the domain, the data server
may assign and enforce security policies on thentldevices and install or update software

running on the client devices.

However, installing, maintaining, and operating tla¢a server can be burdensome. The data
server itself may include several computing syste¢mss requiring the purchase of expensive
hardware and the configuring of complex softwaie.some cases, dedicated facilities for
powering and cooling the data server may be neadasell. Establishing and maintaining
connectivity between the data server and the clievices may require the installation of
expensive network equipment. Furthermore, additidrardware and/or software may be
needed to implement backup and recovery procedarease the data server fails or data is

otherwise lost.



It is generally desirable to overcome or ameliorat® or more of the above described

difficulties, or to at least provide a useful aftative.

Summary of the Invention

According to the present invention, there is predicd system comprising:

a route service configured to store an alias ifientieceived from a service in a first
region of a plurality of regions; and

an applications server comprising one or more cdimgulevices, the applications
server in communication with a plurality of contetdlivery networks and programmed to
implement:

a network interface configured to receive, fromsarudevice, a request to access an
application via a content page associated with rgarozation name, wherein a plurality of
directories are associated with the organizatiomejaand wherein each directory in the
plurality of directories is located in a separagion in the plurality of regions,

wherein the network interface is further configutedreceive user credentials from
the user device, wherein the user credentials ssec@ted with a first directory in the
plurality of directories; and

a directory identifier module configured to detemmthat the first directory is located
in the first region in the plurality of regions legison a transmission of the alias identifier to
the route service,

wherein the network interface is further configutedransmit the user credentials to
the service in the first region for authenticatiavherein the service in the first region
identifies a location of the first directory in tifiest region using an identifier unavailable to
the applications server, and

wherein the network interface is further configuréa receive results of the

authentication from the service in the first region



According to the present invention, there is alsovjgled a computer-implemented method
of authenticating an administrator for the manageméone or more directories, the method
comprising:

as implemented by an applications server comprisimgor more computing devices,
the applications server configured with specifie@xtable instructions,

receiving, from a user device, a request to acaasapplication via a content page
associated with an organization name, wherein eality of directories are associated with
the organization name, and wherein at least sortteeddirectories in the plurality are located
in a different geographic region than others;

receiving user credentials from the user deviceerein the user credentials are
associated with a first directory in the pluralifydirectories;

determining a first geographic region in which finst directory is located based on a
transmission of an alias identifier provided byeavece in the first geographic region to a
network route service;

transmitting the user credentials to the servicahia first geographic region for
authentication with the first directory, whereinetlservice in the first geographic region
identifies a location of the first directory in thiest geographic region using an identifier
unavailable to the applications server; and

receiving results of the authentication from thevise in the first geographic region.

According to the present invention, there is alsavjgled a non-transitory computer storage
system comprising a non-transitory storage devéaéd computer storage system having
stored thereon executable program instructionsdinatt a computer system to at least:

receive, from a user device, a request to accesspplication via a content page
associated with an organization name, wherein ealitly of directories are associated with
the organization name, and wherein at least sorttgeddirectories in the plurality are located
in a different geographic region than others;

receive user credentials from the user device, @hethe user credentials are

associated with a first directory in the pluratifydirectories;



determine a first geographic region in which thstfdirectory is located based on a
transmission of an alias identifier provided byeavgce in the first geographic region to a
network route service; and

transmit the user credentials to the service ftemnining whether the
user credentials can be authenticated by thedirsttory, wherein the service identifies a
location of the first directory in the first geoghac region using an identifier unavailable to

the computer system.

Brief Description of the Drawings

Preferred embodiments of the present inventionhereafter described, by way of non-

limiting example only, with reference to the accamying drawings, in which:

FIG. 1A illustrates a managed directory serviceiramment with various regions that
provide directory services;

FIG. 1B shows an example network environment incWhdirectory management features
and user, group, and device management and awhigoni features of the present disclosure
can be implemented;

FIG. 2A shows interactions to and from the useragament and authentication module 142
during the process of providing a service accebgaluser device with tokens;

FIG. 2B shows interactions to and from the useragament and authentication module 142
during the process of providing tokens and handiRgjcalls;

FIG. 3 illustrates a process for authenticatingerat a common endpoint associated with a
plurality of directories in different regions thatay be used by a third-party application
server or applications or services provided by mmater resource service provider system;
and

FIGS. 4A-B illustrate an example of a representatid a network page viewed on a user

device, such as the user device of FIGS. 1A-1B.



Detailed Description of Preferred Embodiments éf litvention

Introduction — Global Endpoint with an Organizaabhlame

As described above, on-premises data servers mhgleinent directory services can be
burdensome. Thus, in some conventional systenmeam@aged directory service (e.g., a

system that stores, organizes, and provides atoesgormation in a computer operating

system’s directory, such as MICROSGHRACTIVE DIRECTORY®) can be implemented

by a centrally-managed data server that is locadedotely and shared by a plurality of

administrators and/or organizations. The managetttdry service may manage a plurality
of directories. The centrally-managed data semeay provide access to the managed
directory service via a network (e.g., the Inteyrastd an administrator may use existing
network-enabled client devices to manage the dirgctFor example, the administrator may
establish an account with the entity providing tentrally-managed data server. When
accessing the account, the administrator can coeseor more directories, create a domain
(e.g., a computer network in which all user acceusd computing resources, such as
computers, printers, scanners, services, procegsesds, etc., are registered with a single
directory service) within a directory, and add mem&ervers (e.g., a server that implements
lightweight directory access protocol (LDAP), Ker a domain name system (DNS)

service, or other Active Directory tools to manageords in a directory) to the domain.

Using a member server added to the domain, therashnaitor can create and manage domain
users. Accordingly, the administrator can impletrerirectory service without having to

install or maintain the infrastructure normally d¢e implement the directory service.

Existing managed directory services have sevenatdtions. For example, two or more

entities may have created directories using a mexthdgectory service. Because the entities
are separate and created separate directoriesisdie may be authenticated by accessing
their respective entity’s directory. In some casles entities may desire to share resources or
content. One possible way that the entities calldre resources or content would be to

create a shared organization that serves as a coranapoint accessible by users associated
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with either entity. However, because the entitresntain different directories, the users of
one entity may not be able to use their existireglentials to access the directory created by
another entity unless new user accounts are createtl vice-versa. Furthermore, the
common endpoint may not have access to the direstdrat maintain the credentials. The
entities may desire a common endpoint and logitesyswhere users from either entity can
enter their existing credentials for authenticatiparposes, even if the credentials are

associated with separate directories.

A common, global endpoint is described herein Hutresses at least some of these issues.
The global endpoint may be a computing system hioats a page (e.g., a content page or
network page, such as a web page) used to acceappéination or service via existing
credentials. The global endpoint may be identifigdan organization name and a location of
the global endpoint (e.g., an Internet Protoco) d&dress) may be associated with a uniform
resource locator (URL) that identifies the orgati@a name (e.g., <organization
name>.<application host>.com). The global endpoiay be associated with a plurality of
directories, such as directories created by th@iesthat wish to provide their users with

access to the application or service via the usisting credentials.

The managed directory services may be distributedifferent geographic regions. For
example, one or more content delivery networks (E§Diay be configured with a backend
server, and the backend server may be in commionicatith systems that implement

managed directory services. The systems that imgslé managed directory services may
operate in a single region of a multi-region dizited computer system and may only
communicate with other devices or systems in tinglsiregion. Thus, a CDN may be
considered a regional endpoint and a system thpkeiments a managed directory service
may be considered a single endpoint. Using CDNEdistributing the managed directory
services into various regions may provide some fitespesuch as lower latency

communications (e.g., via the caching of data) emgroved resource balancing (e.g., by

offloading computations from the single endpoint$)owever, in order to authenticate a



user's credentials, the global endpoint may firavéh to identify the region in which a

directory associated with the received credenisalscated.

To help identify a region in which a directory axéted, a route service (e.g., a domain name
system (DNS) web service) can be maintained thdtides a mapping of the organization
name of a global endpoint with a DNS entry (e.g:oaesponding IP address). For example,
the mapping may be stored in the route service wherglobal endpoint is created for an
organization or a group of organizations. Theeadrvice may further include a mapping of
the DNS entry with the address of one or more CDNsus, the route service can be queried
to identify a DNS entry associated with the orgatian name of the global endpoint and can
be queried to identify the address of one or mdd®\€ associated with the DNS entry. The
route service can then direct the global endpairihé identified CDNs. One or more of the
identified CDNs can direct the global endpoint toregional service (e.g., a managed
directory service) based on a stored mapping, dmedrégional service, based on the

organization name, can identify the location ofractory.

For example, directories or other computing systsitities within a region may have a
unique identifier (e.g., a uniform resource ideatifa URL, or any other resource identifier)
that is available to computing system entities imitthe region and/or unavailable to
computing system entities outside the region. Uihigue identifier may be unavailable to
computing system entities outside the region faust/ purposes (e.g., so that the specific
location and type of directory for an entity rengihidden) and/or because the unique
identifier could change. Because the unique ifientmay be unavailable, the CDN or a
regional service via the CDN may provide a différenique identifier that serves as an alias
to the actual unique identifier of the directoryw#rious computing systems in the distributed
computing system, such as the global endpoint badrdute service. Thus, if the global
endpoint indicates a request to access a direaging the alias identifier, the route service
can redirect the request to the appropriate CDNMe TDN may then identify a regional
service that can determine the appropriate dirgcb@ised on the contents of the alias

identifier. Using such techniques to redirectsalt requests to the appropriate endpoint are



described in more detail in U.S. Patent Applicatdm 14/098,446, entitled “TECHNIQUES
FOR NETWORK REDIRECTION" and filed on December PP13, the contents of which

are hereby incorporated by reference in their etytir

Once the appropriate region is identified and @rgganal service points the global endpoint
to the appropriate directory, the user’s existimgdentials can be authenticated by the
appropriate directory. If authentication passks, user may successfully log in and access
the application or service. Thus, the user caesscthe application or service without having

to create or use a new set of credentials sepfaoatehis or her existing credentials.

When a user logs in using his or her credentiabct®ss the application or service, the URL
bar in a browser application may remain static exerthe route service redirects the user
from the global endpoint to a CDN (at the requdsthe global endpoint) and the CDN
identifies a regional service. For example, therusay visit the page identified by the
organization name and the URL bar may display tigarazation name. Upon entering the
organization name, the global endpoint may causédtbwser application to be redirected to
a login page generated by a regional service dumhtlhe user can enter his or her existing
credentials and the URL bar may remain unchangd®rnatively, the user may enter a URL
that identifies the organization name and a serfgcg., <organization name>.<application
host>.com/news-service, where news-service is dbatified service). The URL bar may
display the identified organization name and serviout the browser application may be
redirected to the login page generated by the nadiservice. Once logged in, the user may
be redirected to the home page of the applicaticgervice; yet the URL bar may still display
the original URL.

Introduction — Managing a Directory using an Orgatipnal Name

Generally, as described above, a member servesed 10 manage resources of a directory.
Some administrators, though, may not have acceasmember server or may not wish to

operate a member server (e.g., web developersicapph developers, mobile application



developers, etc.), and thus may not be able tooperiny user management or otherwise
manage the resources of a directory. For exantpks,global endpoint hosted by an
application server may not be a member server anghally may not be used to manage or
access the directory. However, the embodimentsritbesl herein also present a user
management and authentication system that allowsirgsirators to manage or access
directories via computing systems, such as theaglebdpoint, by way of a set of application

programming interfaces (APIS).

The user management and authentication system manbadd-on system that works in
conjunction with the managed directory servicerovge the functionality described herein.
For example, the user management and authenticaygsterm may generate a set of login
pages (e.g., content or network pages, such apagds) that can be accessed by the global
endpoint once the route service redirects the ¢letdpoint to the correct CDN and the CDN
resolves the region. An administrator can entsrdniher credentials, a client identification
that identifies an application or service thataguesting access to a domain, a redirect page
(e.g., a page generated by the application or g=thiat the administrator is trying to access
via the global endpoint), and/or an organizatiomede.g., a name that identifies the global
endpoint, or the name of the directory). The msanagement and authentication system may
transmit the credentials to the directory assodiatéh the organization, and the directory
may determine whether the credentials can be atithésd (e.g., whether the administrator
has access to the directory). If the credentiatsle authenticated, the user management and

authentication system is notified and generatesuéimentication code (e.g., an OAuth code).

The authentication code may be transmitted by ther tnanagement and authentication
system to the user device along with an instructionaccess the redirect page. The
authentication code may be a single-use code shealid for a set period of time (e.g., 10

minutes, 1 hour, etc.) and, before expiration ef @luthentication code, may be used by the
application or service associated with the redifgage to initiate access to the directory

associated with the organization. For example, uber management and authentication



system may include a getToken API. The applicatipservice may call the getToken API,

passing the authentication code as a parameter.

The getToken API may generate an access token raadfefresh token in response to
receiving a valid authentication code and provide tokens to the application or service.
The access token and/or the refresh token may hergted based on the credentials and/or
the organization name. For example, the accesntakd/or the refresh token may include
the credentials and/or the organization name iecare format. The access token may allow
the application or service to access and/or marthge directory associated with the
organization via a set of APIs and may be validaoradministrator-defined or preset period
of time (e.g., 1 hour, 1 day, etc.). The refresken may be valid for an administrator-
defined or preset period of time (e.g., 1 week, dnth, etc.) and can be used by the
application or service to receive a new accessntakee the previous access token expires.
In some embodiments, the refresh token may be ¥@ido amount of time (e.g., the access

token may not be refreshed once it expires).

In an embodiment, the user management and authgaticsystem provides several APIs.
Such APIs may include user APIs, group APIs, orgaional unit APIs, password APIs,
access token APIs, and/or service APIs. User ARy include a createUser API (e.g., to
create a user in a directory), a describeUsers (&R, to list all or any number of users
within a directory and their attributes), an updtier API (e.g., to update the attributes of a
user in a directory), a deleteUser API (e.g., ttetdea user from a directory), and/or a
listGroupsForUser API (e.g., to list all or any riuen of users within a directory and their
groups). Group APIs may include a createGroup @&RJ., to create a new group within a
directory), a describeGroups API (e.g., to listugr® and attributes of the groups within a
directory), an updateGroup API (e.g., to update existing group in a directory), a
deleteGroup API (e.g., to delete a group from adtory), a listMembersinGroup API (e.g.,
to list the members of groups in the directory),amldMemberToGroup API (e.g., to add
members (users or groups) to a group in a diregtaryd/or a removeMemberFromGroup

API (e.g., to remove a member from a group in adary). Organization unit APIs may
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include a describeOrganizationalUnits API (e.g.lisb all or any number of organizational
units within a directory and their attributes). sBaord APIs may include an authenticateUser
API (e.g., to authenticate a user in the directang return an authentication code), an
authenticateKerberosUser API (e.g., to authentieateser in the directory and return an
authentication code), an authenticateRadiusUser (88l, to authenticate a user against a
radius server associated with a directory and medunr authentication code), a resetPassword
API (e.g., to reset a user’s password), and/oramgbPassword API (e.g., to change a user’'s
password). Access Token APIs may include a creaiapmousToken API (e.g., to create an
anonymous token to store), a getToken API (e.ggetwerate an access and/or refresh token
based on an authentication code), a validateTok&In@&g., to verify that a previously issued
access token or anonymous token is still validgfeeshToken API (e.g., to generate a new
access token using a previously issued refresmjplend/or a revokeToken API (e.g., to
invalidate a previously issued access, anonymousgfoesh token). Service APIs may
include a getServiceAccountCreds API (e.g., tovalibregistered application or service to

retrieve domain join credentials).

The application or service can use the access tkeall any of the APIs supported by the
user management and authentication system. Fon@&athe access token and/or other
operation-specific parameters can be provided ¢ouger management and authentication
system via an API to manage a directory. As dbedriabove, the access token may be
generated based on the authentication code anléooiganization name. Thus, when
unwrapped by the user management and authenticgygiam upon reception via the API,
the access token may identify the authenticatiodec@nd thus the administrator that is
performing the action, and/or the directory that thction is to be performed on.
Accordingly, the application or service may not agpely identify the directory to be
accessed and/or managed. Not separately idewgfifigendirectory may provide an additional
level of security not found in conventional systems$n conventional systems, which
generally involve accessing and managing a singeetory, an administrator may manage
the directory simply by providing a directory nanand/or other operation-specific

parameters. However, in the embodiments disclbseein, a user or administrator may not

-11-



be able to access and manipulate a directory mmnanthorized manner simply by providing
an organization name and/or other operation-spegdrameters. Rather, the access token is
needed to access and/or manipulate a specifictoiye@and the user or administrator may
obtain the access token only after his or her crgale can be verified with the specific

directory (e.g., after the authentication codesteived), as described herein.

In an embodiment, when generating the access toklem, user management and
authentication system may map the access tokenlite@ory service token (e.g., a Kerberos
token, other directory-specific credentials, etbat normally could be used by a member
server to access the directory associated withotiganization name. Thus, when an
application or service calls an APl using the ascesken, the user management and
authentication system may access a database tondetethe token that maps to the access
token, and pass the mapped token (and/or otheatpeispecific parameters provided by the
application or service) to the managed directoryise to perform the action or operation
requested via the calling of the API. In some ednpents, the validity of the refresh token
may be tied to the validity of the mapped tokeig.(ehe lifetime of which can be preset or
defined by an administrator). Results, if any, nh@yreturned by the managed directory
service to the user management and authenticaysters, and the user management and

authentication system may forward the results ¢oegbplication or service.

The application or service can repeat this proteggenerate access tokens for one or more
directories operated by the administrator. Thhe, ddministrator, using an application or

service, can access and/or manage a pluralityrettiries.

In further embodiments, the user management anteatitation system supports single-
factor authentication and/or multi-factor autheatiocn (e.g., multiple, different sets of
credentials may be provided by the user for auibatidn before access is granted). The user
management and authentication system may suppbdrdype of authentication via user
interfaces and/or APIs. The user management atitbmiication system may also support

single sign-on (e.g., an administrator may be dbldogin once and gain access to all
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appropriate directories without being prompted @g In again each time a directory is

accessed).

System Components

FIG. 1A illustrates a managed directory serviceiramment with various regions that
provide directory services according to one embedim The managed directory service
environment shown in FIG. 1A includes various udevices 102, a route service 130, a
third-party application servers 108, various CDNs0DA-B, various computing resource
service provider systems 104A-C, and various stalglrivate server systems 170. The
various user devices 102, the route service 130thind-party application servers 108, and
the various CDNs 150A-B may communicate with eadheio via one or more
communication networks 110. The network 110 mayabgublicly accessible network of
linked networks, possibly operated by various ditiparties, such as the Internet. In other
embodiments, the network 110 may include a privetsvork, personal area network, local
area network, wide area network, cable networkellgat network, cellular telephone

network, etc. or combination thereof, each withegsado and/or from the Internet.

The computing resource service provider systemsAdD4and the various private server
systems 170A-C may communicate with each othersg@arate communication networks
160A-C, respectively. The networks 160A-C may bevgbe networks that have two

endpoints: the computing resource service proviystem 104A-C and the private server
system 170A-C associated with the network 160A-The various private server systems
170A-C may not share networks 160A-C. Rather, emtivork 160A-C may be dedicated to

a particular private server system 170A-C.

As will be appreciated by those of skill in theenent art, the managed directory service
environment may include any number of distinct udevices 102, computing resource
service provider systems 104A-C, CDNs 150A-B, angbiovate server systems 170A-C.

The separate computing resource service providaesy 104A-C may be located so that
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they are close (in either a geographical or netimgrkense) to groups of current or potential

user devices 102 or private server systems 170A-C.

In an embodiment, the managed directory servicesdatributed in different geographic
regions 120A-B. For example, one or more CDNs B0fMay be configured with a
backend server, and the backend server may be nmmaaication with systems that
implement managed directory services, such as timepating resource service provider
system 140A-C. The computing resource serviceigen\systems 104A-C may operate in a
single region of a multi-region distributed compuggstem and may only communicate with
other devices or systems in the single region.sTRUWCDN 150A or 150B may be considered
a regional endpoint and the computing resourceiceprovider systems 140A-C may be

considered a single endpoint.

The user devices 102 can include a wide varietgoofiputing devices, including member

servers, personal computing devices, terminal coimpulevices, laptop computing devices,
tablet computing devices, electronic reader deyicesbile devices (e.g., mobile phones,
media players, handheld gaming devices, etc.), atdmrdevices with network access and
program execution capabilities (e.g., “smart wasClor “smart eyewear”), wireless devices,

set-top boxes, gaming consoles, entertainmentragsteelevisions with network access and
program execution capabilities (e.g., “smart TVsid various other electronic devices and
appliances. Individual user devices 102 may exeauntapplication to communicate via the
network 110 with the computing resource servicevigier system 104 in order to manage
one or more directories. For example, the appiinanhay be a stand-alone application that is
installed on the user device 102. As another e¥antipe application may be a browser (e.g.,
a web browser) that accesses an application oicsefe.g., a web service) hosted by the
computing resource service provider systems 104MaEd-party application servers 108,

and/or another computing system (not shown).

The third-party application servers 108 may be mpmating system that hosts and provides

access to applications or services (e.g., directoappagement services, document-sharing
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services, word processing applications, etc.). ékample, the third-party application servers
108 may host various pages associated with diffevaganization names that provide access
to the hosted applications or services. The pag®s have URLs in the following format:
<organization name>.<application host>.com. Tlle,third-party application servers 108
may serve as a global endpoint for an administratouser attempting to access a page
associated with one or more entities. A singleephgsted by the third-party application
servers 108 may be associated with a pluralityictbries, such as directories created by
the entities that wish to provide their users vaititcess to the application or service hosted by
the third-party application servers 108 using thers’ existing credentials. The third-party
application servers 108 may be located in any regsach as the region 120A or the region
120B.

The user devices 102 may access the hosted appisair services via the network 110.
The applications or services may be affiliated wath entity that operates the computing
resource service provider system 104 or may beatgedrby third-party entities. In an

embodiment, applications or services provided leytthird-party application servers 108 or
the computing resource service provider systemth@#ihave registered with the computing
resource service provider system 104 may accededhares described herein. Applications
or services that have not registered with the cdmguesource service provider system 104
and/or that have not been approved by adminisgabbrthe computing resource service

provider system 104 may be barred from accessmdgetitures described herein.

The private server systems 170A-C may store a tdine@ssociated with an entity. For
example, the private server systems 170A-C maye stor on-premises directory for an
organization. In some embodiments, the privateesesystems 170A-C can store multiple
directories for the same entity. The directories/be managed by the respective computing
resource service provider system 104A-C, as destiilb greater detail below with respect to
FIG. 1B.
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The route service 130 may help identify a CDN 198Ahat can help identify a region in

which a directory is located. The route servicé (8g., a domain name system (DNS) web
service) can include a mapping of an organizatiame created by the applications server
140 with a DNS entry (e.g., a corresponding IP eslr. For example, the mapping may be
stored in the route service 130 when the orgamaatiame is created for an organization
(e.g., a plurality of entities). The route servit® may further include a mapping of the
DNS entry with the address of one or more CDNs B0AThus, the route service 130 can
be queried to identify a DNS entry associated withorganization name and can be queried
to identify the address of one or more CDNs 150Ad8ociated with the DNS entry. The

route server 130 can then direct the applicatioeceted on the user device 102 (e.g., the
browser) to the identified CDNs 150A-B. One of tentified CDNs 150A-B can direct the

user device 102 to a regional service (e.g., a cimgp resource service provider system
104A-C) based on a stored mapping, and the regisealice, based on the organization

name, can identify the location of a directory.

For example, directories or other computing systatities within the region 120A may have
a unique identifier (e.g., a uniform resource idest a URL, or any other resource
identifier) that is available to computing systemtitges within the region 120A and/or
unavailable to computing system entities outsigertégion 120A. As described above, the
unique identifier may be unavailable to computiggtem entities outside the region 120A
for security purposes (e.g., so that the speatfeation and type of directory for an entity
remains hidden) and/or because the unique idemtifield change. Because the unique
identifier may be unavailable, the CDN 150A or ttemputing resource service provider
system 104A via the CDN 150A may provide a différenique identifier that serves as an
alias to the actual unique identifier of the dioegtto various computing systems in the
distributed computing system, such as the apptinatserver 140 and the route service 130.
Thus, if the application server 140 generates aa®igto access a directory using the alias
identifier, the route service 130 can redirect tbquest to the appropriate CDN 150A or
150B. The CDN 150A or 150B may then identify a poating resource service provider
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system 104A-C that can determine the appropriaeeidiry based on the contents of the alias

identifier.

Example Network Environment

FIG. 1B shows an example network environment incWhdirectory management features
and user, group, and device management and awhigoni features of the present disclosure
can be implemented according to some embodimenie network environment shown in
FIG. 1B includes components for one region for hheposes of simplicity. As used herein
the term “directory” generally refers to an orgaazollection of data about users, devices,
applications, and other common resources of a ctenmetwork. Each resource on a
computer network (or some subset thereof) may peesented as an object in a directory,
and information about a particular resource (engme, address, permissions, etc.) can be
stored as attributes of that object. Informatian be securely stored within or in association
with the object such that only users with suffitipermissions are able to access, modify, or

otherwise use the information.

As shown, the network environment includes variosesr devices 102, a computing resource
service provider system 104, organizations 106 third-party application servers 108 in

communication via one or more networks 110. Themating resource service provider

system 104 can provide applications; directory rgan@ent services; user, group, and device
management and authentication services; and/or atbevork-based services to various
organizations or other customers. Organizatior&A10 (or other customers) can employ
the computing resource service provider system tbOgrovide application access to users
associated with the organizations, manage the a@ons’ directories, etc. Individual

users can use user devices 102 to access appizdimsted by the computing resource
service provider system 104 (or third-party appiara servers 108) using credentials from
their respective organizations 106A-106C. In addijt the computing resource service
provider system 104 can provide the applicatiorth &wccess to the directories of the various

organizations 106A-C at the discretion of the retipe organizations.
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Some user devices 102 may be associated with &upart organization 106A-C. For
example, an organization may have various usercds\i02 that remain on-premises, or that
are used off-premises primarily by employees, adstrators, or other users associated with
the organization. In some embodiments, some afdlie user devices 102 may be separate
from any organization, such as public computer©i@ne computers that are used by any
number of users to perform various tasks, which nmyude managing directories or
accessing applications using credentials associgitbda particular organization 106A-C or

other customer of the computing resource servioeiger system 104.

The computing resource service provider systemcHibe a computing system configured
to host or otherwise provide access to applicatiagls (word processing applications, photo-
editing applications, electronic mail applicatioretc.), manage directories for separate
customer organizations 106A-C, and/or provide otietwork-based services and resources
(e.g., document-sharing services, virtual machareises, etc.). For example, the computing
resource service provider system 104 can be arsangeoup of servers that may be accessed
via a communication network 110. The computinguese service provider system 104 can
include a number of components to provide varicestures described herein, such as a
managed directory system or service 140, a useagesment and authentication module 142,
and one or more applications or application ser¥ddsthat can be accessed by organizations
106 and user devices 102. The computing resowcéce provider system 104 may also
store various off-premises directories 146, suchrasff-premises directory for organization
160B, as described below. In some embodiments¢cdhguting resource service provider
system 104 may include additional or fewer comptséman illustrated in FIG. 1 to provide

the features described above and in greater dtiaily.

As used herein, the term “off-premises directosfers to a directory that is remote from the
organization with which it is associated, in orderdistinguish such a directory from a
directory that is located on an organization’s geas. Thus, although a directory may be

physically stored on the premises of a computirspuece service provider system 104, the
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directory may nevertheless be referred to as asprefhises directory because it is off-
premises with respect to the organization with tacl it belongs (e.g., the organization that
owns or operates the network described by thetdingc Additionally, although a directory
may be physically stored off the premises of thegoting resource service provider system
104, the directory may nevertheless be referregstan on-premises directory because it is

on-premises with respect to the organization tactviiti belongs.

lllustratively, an administrator may use the apiicn executed by the user device 102 to
manage one or more directories owned or operateédebgdministrator’s organization, such

as one of organizations 106A-C. The applicatiory in¢éeract with the managed directory

service 140 and/or the user management and awthegoti module 142. The managed
directory service 140 may be a computing systent im@lements a managed directory
service. In an embodiment, the managed directeryie 140 is configured to create,

monitor, and manage one or more directories. Kamgle, the managed directory service
140 may be in communication with and manage th@mises directory 146 and/or the on-
premises directories 160. As described above, diimastrator may use the managed
directory service 140 to create, monitor, and/onagg a directory if the user device 102 is a
member server. However, if the user device 102isa member server, the administrator
may create, monitor, and/or manage the directayARIs provided by the user management

and authentication module 142.

The user management and authentication module 1#? ba a computing system that
implements a user, group, and device managementaatitentication system. In an
embodiment, the user management and authenticatomtule 142 allows administrators to
manage one or more directories with user devic@stii#X are not member servers (e.g., that
are not associated with a domain of the respedirextory) via a set of APIs, such as the
APIs described above. The user management ancrdigdtion module 142 may also
provide authorization and authentication mechanifmsllowing the application executed
by the user device 102 or applications or servaaessed by the executed application to

access content or resources in a directory evéimeifexecuted application or the accessed
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applications or services do not have direct actesslist of created users of the directory.
For example, the user management and authenticatolule 142 may be in communication
with the managed directory service 140 and mayesas an interface between the user
device 102 and the managed directory service 140 that the user device 102 can manage
one or more directories managed by the managedtaliyeservice 140. The user device 102
can call an API provided by the user managementaanientication module 142, and the
user management and authentication module 142nsamct the managed directory service
140 to perform an action indicated by the called.ARhe interaction between the user
device 102, the managed directory service 140 tlamdiser management and authentication
module 142 is described in greater detail belovinwnaspect to FIGS. 2A-2B.

In further embodiments, the user management ankeatitation module 142 supports
single-factor authentication and/or multi-factorttentication. The user management and
authentication module 142 may support either typeauwghentication via user interfaces
and/or APIs. The user management and authenticatmdule 142 may also support single
sign-on (e.g., an administrator may be able tonlamice and gain access to all appropriate

directories without being prompted to log in agaaich time a directory is accessed).

The computing resource service provider systemmay be a single computing device, or it
may include multiple distinct computing devicesgclsuas computer servers, logically or
physically grouped together to collectively operagea server system. The components of
the computing resource service provider systemcHdeach be implemented in application-
specific hardware (e.g., a server computing dewith one or more ASICs) such that no
software is necessary, or as a combination of hamelvand software. In addition, the
modules and components of the computing resourcgceeprovider system 104 can be
combined on one server computing device or seghmatividually or into groups on several

server computing devices.

In addition, multiple (e.g., two or more) computirgsource service provider systems 104

may be used. For example, computing resourcecgeprovider systems 104 may be located
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in separate regions and may or may not interadt edgich other. The separate computing
resource service provider systems 104 may be ldcsdethat they are close (in either a
geographical or networking sense) to groups ofecurior potential user devices 102 or

organizations 160A-C.

In some embodiments, the features and servicesdaewy the computing resource service
provider system 104 may be implemented as web viconsumable via the
communication network 110. In further embodimeritee computing resource service
provider system 104 is provided by one more virtomchines implemented in a hosted
computing environment. The hosted computing emvitent may include one or more
rapidly provisioned and released computing res@jreenich computing resources may
include computing, networking and/or storage desziceA hosted computing environment

may also be referred to as a cloud computing enmient.

The organizations 106A-C can correspond to varmustomers of the computing resource
service provider system 104. Although the terngémization” is used herein, the features
involving such organizations may additionally aeahatively involve any customer having a
directory (whether on-premises or off-premises) aghing to use the computing resource
service provider system 104 to manage the direcad, control access to the directory by
applications hosted by the computing resource cemmiovider 104 or third-party application

servers 108.

Organizations that maintain on-premises directoii®@8 may have one or more servers on
which the directories 160 are stored. For exanglganization 106A may have a data center
that includes various servers, and an on-premisestdry 160 may be stored on one or more
of the servers. Organizations that maintain offrpises directories may employ the services
of the computing resource service provider syst@, ivhich may store the off-premises

directory in an off-premises directory data sto#é.1 For example, organization 106B may
not maintain an on-premises directory at all, ba/rely instead on the computing resource

service provider system 104 to maintain the orgdion’'s directory 146. Some
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organizations may choose to maintain multiple doves on-premises and/or off-premises.
For example, organization 106C may store multiplepcemises directories 160, each in a
manner similar to organization 106A (described &)pand the organization 106C may also
choose to employ the computing resource servicegigeo system 104 to maintain an off-
premises directory 146. The directory 146 mairgdily the computing resource service
provider system 104 in this example may be a miorosubset of the on-premises directory
(e.g. for backup or disaster-recovery purposes)t oray be a separate directory altogether
(e.g., a directory of computing resources in aedéht region from the on-premises directory
160).

The communication network 110 may be a publiclyeastble network of linked networks,
possibly operated by various distinct parties, salhe Internet. In some embodiments, the
communication network 110 may be or include therimet, a private network, personal area
network, local area network, wide area network,leatetwork, satellite network, cellular

telephone network, etc. or combination thereof.

Example Interactions to and from the User Manag¢med Authentication Module

FIG. 2A shows interactions to and from the useragament and authentication module 142
during the process of providing a service accedsed user device with tokens. As
illustrated in FIG. 2A, the directory service moelul40 may interact with a plurality of
agents 215A-B, and the agents 215A-B may interaith the user management and

authentication module 142.

In an embodiment, each agent 215A-B is associaiddone or more separate directories and
directly interfaces with its associated directorfes management purposes. The agents
215A-B may be associated with and communicate witkpremises and/or off-premises
directories. For example, the agent 215A may keaated with the off-premises directory
146 and the agent 215B may be associated withrtfpremises directory 160. The managed

directory service 140 may be configured to createnitor, and/or manage the agents 215A-
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B. While two agents 215A-B are illustrated, tlisiot meant to be limiting. The computing
resource service provider system 104 may inclugenammber of agents (e.g., a number of

agents sufficient to handle all directories mandgethe managed directory service 140).

The agents 215A-B may receive translated versiohsAll calls made to the user
management and authentication module 142. Theslataa versions of the API calls made
to the user management and authentication moddentay be directory-specific API calls
(e.g., LDAP, Kerberos, DNS, etc.) that can be etextiy the managed directory service
140. As an example, translation of the API callsyrmclude mapping an access token to a
directory service token (e.g., a Kerberos tokensername and password pair, an NT LAN
manager (NTLM) hash, etc.).

In an embodiment, the user management and authgaticnodule 142 includes a console
220, a control plane 225, and load balancers 230D 285. The console 220 may be
configured to generate user interfaces that aresinéated to the user devices 102. The user
interfaces may be login pages that may be transdnitdb a user device 102 when a user
device 102 calls an API provided by the user mamage and authentication module 142 to
login, reset a password, change a password, apelfform other operations described herein.
The console 220 may also generate a link (e.gnjfarm resource locator (URL)) that can be
transmitted to the user device 102, such as, famgke, when a new user is created. The
link may be valid for a finite period of time (e.g. days, 2 weeks, etc.) and, when selected,
may redirect the application executed by the usegice 102 to a content page that allows the
administrator to enter additional information, swashuser profile information. The console
220 may also transmit an electronic message @mjl, text message, etc.) that includes the
link to an account associated with an administratben a user device 102 calls an API
provided by the user management and authenticatmule 142 to reset a password. The
electronic message may include a one-time usenttile can be used by the user device 102

to complete the password reset process.
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The control plane 225 may be configured to exposd¥sAo the user devices 102. For
example, the control plane 225 may expose APIsthikeAPIls described herein. The control
plane 225 may also be configured to interact with &gents 215A-B. For example, the
control plane 225 may translate the API calls neseifrom the user devices 102 into
directory-specific API calls that can be executgdhe managed directory service 140 and
provide the directory-specific API calls to the egmiate agent 215A-B (e.g., the agent
associated with the directory on which an actionoise performed according to the API

call). The control plane 225 is described in gredetail below with respect to FIG. 2B.

The console 220 and the control plane 225 may badbehind a load balancer 230 or 235.
The console 220 and the control plane 225 may eedhde multiple computing resources
and the load balancers 230 and 235 may distribot&loads across the multiple computing
resources to optimize resource use, to maximizsugiput, and/or to minimize the risk that
any single resources becomes overloaded. For d&athp load balancers 230 and 235 may
receive API calls from the user device 102 andrihiste the API calls to the appropriate

computing resources of the console 220 or the abplane 225.

At (1), an administrator, via the user device 10683y first communicate with the load
balancer 235 to authenticate his or her credenti@l®e load balancer 235 may forward the
authentication request and credentials to the den&20, which may forward the
authentication request and credentials to the bzdancer 230. The load balancer 230 may
forward the authentication request and credertigatlse control plane 225. The control plane
225 may determine a directory associated with tedemtials and transmit the authentication
request and credentials to the appropriate agesh 2t 215B. Once the appropriate agent
215A or 215B receives the authentication requedt@adentials, the agent 215A or 215B
may perform the authentication by contacting itsoagted directory (e.g., off-premises

directory 146 or on-premises directory 160).

At (2), in response to a determination that the iatitrator’'s credentials can be

authenticated, the control plane 225 generatesithetication code. The control plane 225
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transmits the authentication code to the load le&la@30 for forwarding to the user device
102.

At (3), the user device 102 accesses a servicadaw\by the third-party application servers
108. In alternative embodiments, not shown, thex device 102 accesses an application in

the applications 144 provided by the computer resogervice provider system 104.

At (4), the accessed service transmits the autteiah code to the load balancer 230 for the
purpose of receiving an access token and/or astefieken. The load balancer 230 may

forward the authentication code to the control pl3aa5.

At (5), the control plane 225 generates the actsss) and/or the refresh token based on the
received authentication code. The control plan® 2y generate the access token if the
authentication code is received before expiratidine control plane 225 may transmit the

access token and/or the refresh token to the lakthber 230 for forwarding to the accessed

service.

FIG. 2B shows interactions to and from the useragament and authentication module 142
during the process of providing tokens and handiiRyg calls. As illustrated in FIG. 2B, the
control plane 225 may include a user, group, andsward APIs module 240, an
authentication API module 245, an authenticatideetoto credential mapper module 250, a
directory lookup module 255, a directory databa®@, 2 service health monitoring module
265, and an authentication lifetime management eeapodule 270. In alternate
embodiments, not shown, the directory lookup mo@%3& is a component of an agent 215A
or 215B.

The authentication APl module 245 may generate wheatication code, a refresh token,
and/or an access token. For example, the authéotic APl module 245 may receive
administrator credentials, a client identificatibat identifies an application or service hosted

by the applications server 140 that is requestotgss to a domain, a redirect page (e.g., a
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page associated with an application or service tti@atuser management and authentication
module 150 should instruct the user device 102ctess once authentication is complete),
and/or an organization name or identifier (e.g.id@mtifier that identifies the global endpoint
or a directory identifier). The authentication ARbdule 245 may transmit the credentials to
the agent 215A or 215B that corresponds with actbrg associated with the organization
name. The agent 215A or 215B may pass the credeidi the directory service module 140
to determine whether the credentials can be auta¢ed (e.g., whether the administrator has
access to the directory). If the credentials canahthenticated, the authentication API

module 245 is notified and generates an authertdicabde (e.g., an OAuth code).

At (1), as described above, the authentication coa be a single-use code that is valid for a
finite period of time (e.g., 10 minutes, 1 houg.et The authentication APl module 245 may
transmit the authentication code to the user del@@® The authentication APl module 245

may also transmit to the user device 102 an instmi¢o access the redirect page.

At (2), the user device 102 accesses a servicadad\by the third-party application servers
108. In alternative embodiments, not shown, thex device 102 accesses an application in

the applications 144 provided by the computer resogervice provider system 104.

At (3), the authentication API module 245 receitres authentication code from the accessed
service (e.g., accessed via a browser). For exartipg authentication APl module 245 may
receive the authentication code if the getToken i&Rialled (e.g., the authentication code

may be included as parameter).

If an unexpired authentication code is receive@, dluthentication APl module 245 may
generate an access token and/or a refresh tokka.adcess token and/or the refresh token
may be generated based on the credentials an@&/@rglanization name. For example, when
unwrapped, the access token and/or the refresin toley indicate the authentication code
(and thus the credentials and administrator assatiavith the credentials) and the

organization name associated with the token. Tdwess token may allow the accessed
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service to manage the directory associated withotiganization name via a set of APIs

provided by the user, group, and password APIs hea20. The access token may be valid
for an administrator-defined or finite period agé (e.g., 1 hour, 1 day, etc.). The refresh
token may be valid for an administrator-definedfiaite period of time (e.g., 1 week, 1

month, etc.) and can be used by the user devicad@?r the accessed application or service
to receive a new access token once the previoesstaken expires. In some embodiments,
the refresh token may not be valid for any peribtime (e.g., the access token may not be

refreshed once it expires.

At (4), in some embodiments, the authentication ABHule 245 transmits the access token,
the refresh token, the credentials, and/or thectlirg identifier to the authentication token to

credential mapper module 250. The authenticatdert to credential mapper module 250
may use underlying directory logic to map the creidés and/or the organization name (or an
identifier of a directory associated with one of #ntities of the organization) to the access

token and/or the refresh token and store this nmagpipi the directory database 260.

At (5), the authentication APl module 245 may alssmsmit the access token and/or the
refresh token to the accessed service. The usmipgand password APIs module 240 may
provide one or more of the APIs described above, the accessed service may use the
access token and/or other operation-specific passéo call one or more of the provided
APIs. In some embodiments, not shown, the autbetndn APl module 245 transmits the
access and/or refresh tokens to the accessed esdpeifore performing the operations

discussed with respect to (4).

At (6), in an embodiment, upon receiving an API ¢aht includes an access token from a
calling service, the user, group, and password ARtglule 240 identifies a directory
associated with the access token by querying tieetdry lookup module 255. For example,
the directory lookup module 255 may pass the adoéss to the directory database 260 and
identify a directory associated with the accessmokransmitting the identified directory

back to the user, group, and password APIs modtlde 2
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At (7), the user, group, and password APIs moddl@ rday then identify an agent 215A or
215B associated with the identified directory, slate the API call into a directory-specific
API call, and pass the directory-specific API @aid its operation-specific parameters to the
appropriate agent 215A or 215B. The user, groug, gassword APIs module 240 may
determine how to translate the API call into a civey-specific APl call based on
information provided by the directory lookup mod@B5. In alternate embodiments, not
shown, the user, group, and password APIs module difectly identifies a directory
associated with the access token without queryiegdirectory lookup module 255 (e.g., via

an internal lookup table or database).

As described above, the agents 215A-B may recdreetdry-specific API calls translated

from API calls received by the user, group, andspasd APIs module 240. As an example,
the user, group, and password APIs module 240 negy time access token received by the
user, group, and password APIs module 240 to atding service token (e.g., a Kerberos
token), and the directory service token may be ipiexi’to the agents 215A-B to access the

appropriate directory.

At (8), results, if any, may be received by therage215A-B from the managed directory
service 140 and forwarded to the user, group, assword APIs module 240. The user,

group, and password APIs module 240 may then tranisenresults to the calling service.

The service health monitoring module 265 may bemputing system that monitors the
health of a directory service. For example, thevise health monitoring module 265 may

monitor the health of the directory service modidé.

The authentication lifetime management reaper neodidd may perform maintenance on the
directory database 260. For example, the autteditictlifetime management reaper module
270 may reap out or remove access tokens andfeshefokens that have expired (and their

associated credentials and directory identificgtion

-28-



Example Process for Authenticating a User at a ComBEndpoint Associated with Different

Directories in Different Regions

FIG. 3 illustrates a process 300 for authenticatingser at a common endpoint associated
with a plurality of directories in different regisnthat may be used by a third-party
application server or applications or services led by a computer resource service
provider system. As an example, the third-partpliaption server 108 or the computer
resource service provider system 104 of FIGS. 1Ae€HRA be configured to execute the

authentication process 300. The authenticationga®300 begins at block 302.

At block 304, a request to access an applicatianavpage associated with an organization
name is received. For example, the organizationenmay identify a global endpoint. A
plurality of directories may be associated with thrganization name. For example, the
organization name may be associated with a plyrafientities. Each entity may store and
maintain a separate directory. In an embodimeng or more of the directories in the
plurality are located in separate regions. Conmgutlevices in each individual region may

not communicate with computing devices in the otkgions.

At block 306, user credentials are received. Téer wredentials may be associated with a
first directory in the plurality of directories. oF example, the user associated with the user

credentials may be an employee of an entity tlmsiestand maintains the first directory.

At block 308, a region in which the first directory located is determined. In an
embodiment, a route service, such as the routeceeiB0, includes a mapping of a DNS
entry to the page associated with the organizateone. The route service may also include a
mapping of DNS entries to CDN entries. A CDN maglude a mapping to various regional
services. For example, the first directory mayidentified with an alias identifier provided
by a CDN or a regional service via the CDN to tbete service and/or the computing

resource service provider system or third-partyliegfion servers. Upon receiving the alias
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identifier from the computing resource service ey system or third-party application
servers, the route service may be able to redarersder device to the appropriate CDN. The
CDN may identify a regional service that managesfitst directory, thereby identifying the
region of the first directory (e.g., the region@&nsce is in the same region as the first

directory).
At block 310, the user credentials are transmittetthe determined region for authentication.
After the user credentials are transmitted to gterminined region, the authentication process

300 may be complete, as shown in block 312.

Example User Interface for Accessing a Global Emipo

FIGS. 4A-B illustrate an example of a representatiba network page 400 viewed on a user
device, such as the user device 102. The netwagk g00 may be generated by a regional
service, such as the computing resource servicadaosystem 104, and displayed within
the user interface of a browser application exetbiethe user device 102. As illustrated in
FIG. 4A, the network page 400 allows a user to rentedentials (e.g., a username and
password) to access an application. For exampdeyuser can enter a username in field 402

and a password in field 404.

A URL bar 406 indicates a URL provided by the uskr.an embodiment, the URL remains
static through the login process. For example,uber may have provided the URL <Org
Name>.XYZAPPS.COM/NEWS in order to access a newwice hosted by a first
computing resource service provider system 104erthird-party application servers 108.
However, because the user has not yet logged @, fitet computing resource service
provider system 104 or the third-party applicatsamvers 108 redirects the user to the login
page represented by the network page 400. The fmge represented by the network page
400 may be generated by a computing resource sepvavider system 104 that is different
than the first computing resource service provelatem 104 or the third-party application

servers 108, such as the computing resource sepwiseder system 104 that is associated
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with the directory corresponding to the user’s argation. The computing resource service
provider systems 104 and the third-party applicaservers 108 may be located in different
regions. Thus, the browser application may hawnbedirected from a page generated by a
host in one region to another page generated bthanbost in another region to complete
the login process. The browser application mayehbeen so redirected based on the
mappings stored in the route service 130 and baselde mappings stored in the CDN 150A
or 150B. The URL bar 406, though, may still digplahe URL <Org
Name>.XYZAPPS.COM/NEWS.

As illustrated in FIG. 4B, the user has succesgfoljged in and a news service generated by
the first computing resource service provider sysi®4 or the third-party application servers
108 is displayed in network page 450. However, Ut bar 406 again displays the same
URL even though the user was redirected from thevoré page 400 to the network page
450, and thus redirected from a host located inregesn to another host located in another

region.

Terminology

All of the methods and tasks described herein maypdrformed and fully automated by a
computer system. The computer system may, in soases, include multiple distinct
computers or computing devices (e.g., physicalessrwvorkstations, storage arrays, cloud
computing resources, etc.) that communicate amgtdperate over a network to perform the
described functions. Each such computing devipe&jly includes a processor (or multiple
processors) that executes program instructionsaatules stored in a memory or other non-
transitory computer-readable storage medium orogefe.g., solid state storage devices, disk
drives, etc.). The various functions disclosedelmemay be embodied in such program
instructions, and/or may be implemented in apphbecaspecific circuitry (e.g., ASICs or
FPGAS) of the computer system. Where the commytstiem includes multiple computing
devices, these devices may, but need not, be ebeldc The results of the disclosed methods

and tasks may be persistently stored by transfgrmhysical storage devices, such as solid
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state memory chips and/or magnetic disks, intofferént state. In some embodiments, the
computer system may be a cloud-based computingraysthose processing resources are

shared by multiple distinct business entities beousers.

Depending on the embodiment, certain acts, eventijnctions of any of the processes or
algorithms described herein can be performed iiffarent sequence, can be added, merged,
or left out altogether (e.g., not all describedrafiens or events are necessary for the practice
of the algorithm). Moreover, in certain embodingmperations or events can be performed
concurrently, e.g., through multi-threaded proaggsiinterrupt processing, or multiple

processors or processor cores or on other pasatibltectures, rather than sequentially.

The various illustrative logical blocks, modulesytines, and algorithm steps described in
connection with the embodiments disclosed herein ba implemented as electronic
hardware (e.g., ASICs or FPGA devices), computéiwaoe that runs on general purpose
computer hardware, or combinations of both. Tartjeillustrate this interchangeability of

hardware and software, various illustrative compisieblocks, modules, and steps have
been described above generally in terms of theictfanality. Whether such functionality is

implemented as specialized hardware versus softwem@ng on general-purpose hardware
depends upon the particular application and desigistraints imposed on the overall system.
The described functionality can be implemented arywmg ways for each particular

application, but such implementation decisions &hawt be interpreted as causing a

departure from the scope of the disclosure.

Moreover, the various illustrative logical blocksdamodules described in connection with
the embodiments disclosed herein can be implemaentedrformed by a machine, such as a
general purpose processor device, a digital sigmatdessor (DSP), an application specific
integrated circuit (ASIC), a field programmable eyatrray (FPGA) or other programmable
logic device, discrete gate or transistor logicscdite hardware components, or any
combination thereof designed to perform the fumdidescribed herein. A general purpose

processor device can be a microprocessor, bueialtBrnative, the processor device can be a
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controller, microcontroller, or state machine, camations of the same, or the like. A
processor device can include electrical circuitopfigured to process computer-executable
instructions. In another embodiment, a processerice includes an FPGA or other
programmable device that performs logic operatigitisout processing computer-executable
instructions. A processor device can also be implged as a combination of computing
devices, e.g., a combination of a DSP and a mioagssor, a plurality of microprocessors,
one or more microprocessors in conjunction with &PDcore, or any other such
configuration. Although described herein primanilyth respect to digital technology, a
processor device may also include primarily analmgponents. For example, some or all of
the rendering techniques described herein may pé&mented in analog circuitry or mixed
analog and digital circuitry. A computing enviroent can include any type of computer
system, including, but not limited to, a computgstem based on a microprocessor, a
mainframe computer, a digital signal processor,odaaple computing device, a device

controller, or a computational engine within anlgpge, to name a few.

The elements of a method, process, routine, orifigo described in connection with the
embodiments disclosed herein can be embodied Winechardware, in a software module
executed by a processor device, or in a combinaifothe two. A software module can
reside in RAM memory, flash memory, ROM memory, ERR memory, EEPROM
memory, registers, hard disk, a removable disk,DaROM, or any other form of a non-
transitory computer-readable storage medium. Aamgptary storage medium can be coupled
to the processor device such that the processacaldean read information from, and write
information to, the storage medium. In the altéuea the storage medium can be integral to
the processor device. The processor device andttinege medium can reside in an ASIC.
The ASIC can reside in a user terminal. In theraltive, the processor device and the

storage medium can reside as discrete componeatasar terminal.

Conditional language used herein, such as, amdmgryt"can,” "could,” "might,” "may,"
“e.g.,” and the like, unless specifically statetestvise, or otherwise understood within the

context as used, is generally intended to convay tkertain embodiments include, while
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other embodiments do not include, certain featuedsments and/or steps. Thus, such
conditional language is not generally intendedntply that features, elements and/or steps
are in any way required for one or more embodimentthat one or more embodiments
necessarily include logic for deciding, with or Rout other input or prompting, whether
these features, elements and/or steps are inclodade to be performed in any particular
embodiment. The terms “comprising,” “including fidving,” and the like are synonymous
and are used inclusively, in an open-ended faslaod,do not exclude additional elements,
features, acts, operations, and so forth. Alsetéhm “or” is used in its inclusive sense (and
not in its exclusive sense) so that when usedexample, to connect a list of elements, the

term “or” means one, some, or all of the elememtheé list.

Disjunctive language such as the phrase “at leastad X, Y, Z,” unless specifically stated
otherwise, is otherwise understood with the condésxtised in general to present that an item,
term, etc., may be either X, Y, or Z, or any conaltion thereof (e.g., X, Y, and/or Z). Thus,
such disjunctive language is not generally intenttedand should not, imply that certain
embodiments require at least one of X, at leastan¥, or at least one of Z to each be

present.

While the above detailed description has showngrdeesd, and pointed out novel features as
applied to various embodiments, it can be undedstbat various omissions, substitutions,
and changes in the form and details of the devireslgorithms illustrated can be made
without departing from the spirit of the disclosureAs can be recognized, certain
embodiments described herein can be embodied vatfonm that does not provide all of the
features and benefits set forth herein, as sonterésacan be used or practiced separately
from others. The scope of certain embodimentdalied herein is indicated by the appended
claims rather than by the foregoing descriptiorl changes which come within the meaning

and range of equivalency of the claims are to bleraoed within their scope.

Throughout this specification and the claims whidliow, unless the context requires

otherwise, the word “comprise”, and variations sash‘comprises” and “comprising”, will
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be understood to imply the inclusion of a statddger or step or group of integers or steps

but not the exclusion of any other integer or stegroup of integers or steps.

The reference in this specification to any prioblpzation (or information derived from it), or
to any matter which is known, is not, and should lb® taken as an acknowledgment or
admission or any form of suggestion that that ppabplication (or information derived from
it) or known matter forms part of the common gehkn@wledge in the field of endeavour to

which this specification relates.
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WHAT IS CLAIMED 1S:

1. A system comprising:

a route service system configured to store an ml@difier received from a service in
a first region of a plurality of regions; and

an applications server comprising one or more cdimgudevices, the applications
server in communication with a plurality of contetdlivery networks and programmed to
implement:

a network interface configured to receive, fromsarudevice, a request to access an
application via a content page associated with rgarozation name, wherein a plurality of
directories are associated with the organizatiomejaand wherein each directory in the
plurality of directories is located in a separagion in the plurality of regions,

wherein the network interface is further configutedreceive user credentials from
the user device, wherein the user credentials ssecated with a first directory in the
plurality of directories; and

a directory identifier module configured to detemmthat the first directory is located
in the first region in the plurality of regions legison a transmission of the alias identifier to
the route service,

wherein the network interface is further configutedransmit the user credentials to
a service in the first region for authenticatiomenein the service in the first region identifies
a location of the first directory in the first regi using an identifier unavailable to the
applications server, and

wherein the network interface is further configuréa receive results of the

authentication from the service in the first region

2. The system of Claim 1, wherein the service efttst region is configured to:
determine the location of the first directory i tiirst region; and

transmit the user credentials to the location effitst directory in the first region.

3. The system of Claim 1, wherein the route sensgstem comprises a mapping

between the organization name and a domain nartensy®NS) entry.
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4, The system of Claim 3, wherein the route sercmmprises a mapping between the

DNS entry and a content delivery network in comroahon with the service.

5. The system of Claim 1, wherein the network iiatez is further configured to receive,
from a second user device, a request to accesppiieation via the content page associated
with the organization name, and wherein the netwiatkrface is further configured to
receive second user credentials from the seconddeseéce, and wherein the second user

credentials are associated with a second direatdhe plurality of directories.

6. The system of Claim 5, wherein the directorynideer module is further configured
to determine that the second directory is located $econd region in the plurality of regions
based on a transmission of a second alias identighe route service and wherein the
network interface is further configured to transmhié second user credentials to a second

service in the second region for authentication.

7. The system of Claim 1, wherein the user credEnitomprise a username and a

password managed by the first directory.

8. The system of Claim 1, wherein the network fiaiee is further configured to
transmit second user credentials to the servicthénfirst region for authentication, and
wherein the network interface is further configutedeceive results of the authentication of

the second user credentials.

9. A computer-implemented method of authenticatiag administrator for the
management of one or more directories, the methotpdsing:

as implemented by an applications server comprisivgor more computing devices,
the applications server configured with specifie@xtable instructions,

receiving, from a user device, a request to acaasapplication via a content page

associated with an organization name, wherein ealitly of directories are associated with
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the organization name, and wherein at least sortteedfirectories in the plurality are located
in a different geographic region than others;

receiving user credentials from the user deviceerein the user credentials are
associated with a first directory in the pluralifydirectories;

determining a first geographic region in which tinst directory is located based on a
transmission of an alias identifier provided byeavece in the first geographic region to a
network route service;

transmitting the user credentials to a service hia first geographic region for
authentication with the first directory, whereinetlservice in the first geographic region
identifies a location of the first directory in thiest geographic region using an identifier
unavailable to the applications server; and

receiving results of the authentication from thevise in the first geographic region.

10.  The computer-implemented method of Claim 9, reimethe service in the first
geographic region determines the results of théesmtication by transmitting the user

credentials to a location of the first directorytle first geographic region.

11.  The computer-implemented method of Claim 9, reinethe network route service

provides a mapping between the organization nard@aomain name system (DNS) entry.
12. The computer-implemented method of Claim 1lensim the network route service
further provides a mapping between the DNS entd/aacontent delivery network that is in
communication with the service in the first geodyiapegion.

13. The computer-implemented method of Claim 12.emneim determining a first

geographic region comprises querying the contelnatyg network associated with the DNS

entry.

14.  The computer-implemented method of Claim Shtercomprising:
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receiving, from a second user device, a requesictess the application via the
content page associated with the organization nan;
receiving second user credentials from the secwed device, wherein the second

user credentials are associated with a secondaliyga the plurality of directories.

15.  The computer-implemented method of Claim 1ah&r comprising:

determining a second geographic region in which gbeond directory is located
based on a transmission of a second alias idanpfievided by a second service in the
second geographic region to the network route serand

transmitting the second user credentials to a skservice in the second geographic

region for authentication with the second directory

16.  The computer-implemented method of Claim 9,reinethe user credentials comprise

a username and a password managed by the firstatiye

17. The computer-implemented method of Claim Shercomprising:

transmitting second user credentials to the semwidbe first geographic region for
authentication with the first directory; and

receiving results of the authentication of the selcoser credentials from the service

in the first geographic region.
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