WO 2015/042076 PCT/US2014/055963
1

EMAIL WEBCLIENT NOTIFICATION QUEUING

CROSS-REFERENCE TO RELATED APPLICATION

IB003]  This application claims the bepefit of LLE. Patent Application No.
147029, 113, filed Beptember 17, 2013; and U5, Patent Application Mo, [4/035,335, 5
continuation-in-part, filed September 24, 2013, the disclosures of which arz incorporaied

herein by reference in it entireties,

BACKGROUND

B882] Many services offered via the Internet, such as services provided by email
serviee providers, provide a web interface C'webelient™) that sliows users {o interact with a
server, such g5 2 mail server, using a web browser, User connectivity 1o mail servers is
facilitaied by one or more web servers {fypically Hyperiext Transfer Protocol (HTTP)
servers) that retrieve data in response 1o user web page requests. Mail servers and web
servers arg typieally located in a data conter or some other facility remote from the user,
Redundancy is usually built into such systems, with redundant servers providing servie in
the event of a fathie of a primary server and redundant communications links connected o
the Internet (o provide service in the event of a failure of one or mors communications links.

18883]  Webclients do not maintain persistent connections {e.g., transmission control
protacol {TCP) connsctions) o HT TP servers or 1o other servers with which s webclient is
inferacting vis an HTTP server. Because of this, & notification {e.g., 2 new emall notification)
sent from such & server may oot be reosived by g webclient because the server transmits the
notification upon an event that riggers the notification and does not siore such notifications
or confirm a connection with the webclient before sending such notifications, Onee seng, the
server does not retain the notification, and therefore it is nod possible for the webclient to Inter
request notifications that have boen sent in the past. Thus, 8 user of a webclient may not
receive g notification intended 1o alert the user of an event occiwrence.

(80841 When & user composes a message using & webeliont, such as an omail
message, data associated with the message is saved locally inside the webcliont, Such data
may include reciplent addresses and text content. When the user sends the message or
chooses 1o save a dratt of the message, this data is sent o the mail server for saving andfor

rocessing. In some systems, such messgge content is automatinally saved perindically.
£ g i NE B ontent tomatically saved periodicalls



During message composition, a user may also attach data files (e.g., images, audio files,
video files, efc.) to a message, but such files are not saved in a webclient during message
composition and are not sent to a mail server until the user sends the message or manually
saves a draft of the message. Upon a failure of connectivity to the HTTP server servicing the

webclient during message composition, the attachment data may be lost.

SUMMARY

[0004a] According to a first aspect of the present invention, there is provided a system,
comprising: a memory comprising instructions; and a processor coupled to the memory,
wherein the processor, when executing the instructions, effectuates operations comprising:
receiving a request to access a server from a webclient; establishing a persistent connection
with the server; generating identification information for the webclient; receiving a
notification associated with the webclient from the server; storing the notification, wherein
storing the notification comprises storing the notification in a storage device, and storing
storage device location information for the notification and the identification information in a
database record; and transmitting the notification to the webclient in response to a subsequent

communication received from the webclient.

[0004b] According to a second aspect of the present invention, there is provided a computer-
implemented method comprising: receiving, at a hypertext transfer protocol (HTTP) server
from a webclient, a request to access a server; determining, by the HTTP server querying a
database, that a notification associated with the webclient has been stored by a second HTTP
server; determining storage device location information for the notification based on
identification information for the webclient, wherein the request to access the server comprises
the identification information; retrieving the notification by the HTTP server; and transmitting

the notification to the webclient.

[0004c] According to a third aspect of the present invention, there is provided a non-
transitory computer-readable storage medium comprising computer-executable instructions,
which when executed by a processor, cause a processor to effectuate operations comprising:
receiving a request to access a server from a webclient; establishing a persistent connection
with the server; generating identification information for the webclient; receiving a

notification associated with the webclient from the server; storing the notification, wherein
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storing the notification comprises storing the notification and the identification information in
a database record; and transmitting the notification to the webclient in response to a

subsequent communication received from the webclient.

BRIEF DESCRIPTION OF DRAWINGS

[0005] Throughout the drawings, reference numbers may be re-used to indicate
correspondence between referenced elements. The drawings are provided to illustrate
example embodiments described herein and are not intended to limit the scope of the
disclosure.

[0006] FIG. 1 illustrates an example environment in which embodiments of the
invention may be implemented;

[0007] FIG. 2 illustrates another example environment in which embodiments of the
invention may be implemented;

[0008] FIG. 3 depicts example operating procedures for an HTTP server according
to embodiments;

[0009] FIG. 4 depicts example operating procedures for an HTTP server according
to embodiments;

[0010] FIG. 5 depicts example operating procedures for an HTTP server according
to embodiments;

[0011] FIG. 6 depicts example operating procedures for an HTTP server according
to embodiments;

[0012] FIG. 7 depicts an example signal flow according to embodiments;

[0013] FIG. 8 depicts an example of a suitable computing environment in which
embodiments described herein may be implemented;

[0014] FIG. 9 depicts a computing system diagram that illustrates one configuration
for datacenter that implements computing services platform; and

[0015] FIG. 10 depicts an example computer architecture for a computer capable of

executing the above-described software components.
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DETAILED DESCRIPTION

{B0316] Emasail sysiems, and many social messaging websites and other interactive
websites, allow user interaciion that includes messaging capabilities giving users the abiliyy
o send ane another messages that include stischments, Systems and methods in sccordance
with the various embodiments of the present disclosure provide the ability to automatically
seve message content such as attachments if 2 connection 10 a server {e.g., an HTTP server) is
lost during the composition of the message. For example, 2 user may be composing an email
or message using 8 webchent that is configured fo communicate with a remote server {e.z,
mai! server) via an HTTP server, While much message content may be saved by the
webchient during meossage composition, the message may include one or more attachmenis
that may not be capable of being saved in the webclient. ¥ the HTTP server fails or
otherwise becomes inaccessible, the attachment content may be lost becavse the message has
not yet been saved at, or sent 0, a server for defivery. In an embodiment, the HTTP server
with witich the webelient was inltially communicating may receive stiachmeni content while
the massage is being composed and copy the attachment content to a storage system. In some
embodiments, state information regarding the webclient will also be saved, The HTTP server
may also store metadata associated with the attachment and/or the message in g database.
Upon failure of the conncction 1o the inftial HTTP server, the webcelient may communicate
with a backup HTTP server that refrieves the stored message attachment using the mefadata
assactated with the omail stored in the database. In this way, the user’s attschment daia is not
iost during composition when the connection to the HTTP server is lost, but no storage space
on & mail or message server is consumed saving such atachinent data while the message s
heing composed.

88171 Systerns and methods in accordgnce with the various embodiments of the
present disclosure alsp provide the ability to gusue notifications that are intended for a user of
z webelient, Beecause a webclont does not maintain a persistent connection to an smail
server oF similar system, or to an HTTP server, a notification intended for a webcliont may be
missed by the webclient if it cannot be provided in response (0 a request from the webclient
for g service or activity. in an embediment, an HTTP server facilitaling communications
between a webclient and an email server or other svstem may maintain a porsisient
connection with the server or system and store notifications intended for a webclient as they
are transmitted by the server or system. Alternatively such notifications may be received and

stored by a notifications server accessible 1o an HTTP server, These notifications are then
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ransmitied o the webcliont by the HTTP server when the HTTP server receives an HTTP
reguest from the webclient, When siored on a notifications server, the HTTF server may
guery or otherwise retrieve nolifications when the HTTP server receives an HTTP request
from the webclient, These embodiments provide a way to ensure that g webcliont receives
netifications without aliering connection types used by the webclient and/or the server or
systen with which i s

{B0318]  While many of the examples discussed herein are discussed in terms of email
systems and mail servers, one skilied in the art will appreciate that the disclosed
embodiments may be readily applied {o any system where 3 lack of connsctivity may occwr
during the composition of any type of message or communication that may include one or
more attached files, The disclosed embodiments may slso be readily applied to any systom
that provides notifications of any type to a webcliont, Al such applications are contemplated
as smbodiments that are within the scops of the present disclosure.

{619 FIG. 1 tHustrstes non-limiting exemplary system 100 In which embodiments
of the instant disclosure may be implemented. A user may be operating user device 101 that
may be any type of computer, computing devics, mobile device, smartphone, or any other
device capable of operating 8 webclisnt, Wabclient 110 may be executing on user deviee 161
i, for example, 8 web browser, Webelient 110 may be an email webclient providing an
interface to an emall systom hosted or otherwise provided by an email service provider, User
devics 18] may communicate with other devices generally, and specifically with one or morg
email service provider devices, using Internet 120 vis communications link 112,
Communications link 112 may be any type and number of communications Hnks capable of
faciliating conununication betwesn two of more devices, including a wired communications
tink, o wireless communications link, and a combination thereof, using any protoco! or other
means of enabling communication between devices, Internel 120 represents any type and
number of networks, and any combination thereof, that feilitate communideation between
devices. All such embodiments are contemplated as within the scope of the present
disclosure.

[0826]  Webelient 110 may be communicating with HTTP server 130 that connects
to Internet 120 using communications link 123 thay, Hike communications link 112, may be
any type and nunber of communications links, HTTP server 130 may exchange email data
with mmail server 170 via communications Haok 173 that may alse be any type and number of

pommunications links,
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88211 While 3 user is composing an omail using webcliont 116, email data may be
saved locally on user device 161 by webclient 110, However, when the user aftaches an
attachment 1o the email under composition, the attachment ofien cannat be saved by
webelient 1180, in an embodiment, when a user selects g fife for atiachment to the ematl, this
attachment may be send to HUTP server 130, HTUTP server 130 may transmit 3 copy of the
attachment (o storage 138 via communications link 1533, Communications link 1533 may be
any type and number of communications links, Storage 150 represents any type and number
of data storage devices and systems, including a cloud storage system.

{822 HTTY server 130 may transmit or generate metadaiza associaled with the
siored attachment and the email in database 160 using communizations link 163
Communications link 163 may be any type and number of communications links. Database
160 represents any type and number of databases and database systems, including a cloud-
based database system, as well as any number and tvpe of memory, cache, disk drive, efe.
The metadata transmitied and/or gencrated by HTTE server 130 may include any information
that may be used by another device (o associate the stored atiachment with the email under
conposition in webclient 116, which may inchde storage location information that indicates
where on storage 138 the attachment s saved. Alternatively, an indication that an atlachment
has been saved on storage 150 may be included in the metadata. Where such metadats
inchides an indication that an attachment has been saved rather than an indication of 3
particular location for the attachment, other identifying information may be used to determing
the storage ocation of the sioved attachment. For example; a combination of a webclient
dentifier {e.g., session identifier) and an anachment idemifier {e.g., attachment name saved
with a record associated with webcelient 110) may be used to identily the attachment in
storage 150, This metadata may also include state information regarding webeliont 110, such
as information indicating that webelient 110 is composing an emadl, Mot that HTTP server
130 may store state information and update state information associated with webclient 110
pertodically or as webclient 1105 state changes, regardiess of whether any information is
being stored regarding an smail stlachment, Al such embodiments are contemplated as
within the scope of the present disclosure,

(88231 HTTP server 140 may provide redundancy 1o users by serving as a backup
HTTP server for HTTP server 130, HTTP server 140 may connect to ather devices using
communications link 124, and may communicate with storage 130, database 1648, and mail
server |70 using communications links 154, 164, and 174, respectively. Eachof

communications links 124, 154, 164, and 174 may be any type and number of
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communications links. Mote that each of communications links 124, 134, 184, and 174 is
shown with less smphasis in FIG. 1 only (o make clear that in Fil. { webclient 110 and other
devices are communicating using other links rather than communications links 124, 1534, 164,
and 174, The various widths and emphasis of the communications Hinks shown in the instant
figures should not be understood 1o be sn indication of any other characteristic, feature, of
fimitation of the #lusirated communications links,

(80241 In an embodiment, HTTP server 130 may establish a persistent connection
{e.g, 8 TCP connection} with mail server 170 vig communications link 174, Sucha
persistent conngction may be dedicated 1o communications associated with webclient 116,
The persistent connection may be Initiated upon receiving an inital request from webelient
10 for access to mail server 170 and may be maintained uniil a predetermined tmeout
gxpires or until an expliclt closing of the persistent connection is warranied {e.g., user logs off
or shuts down webcelient 1) In response o the webclient’s initial reqguest, HTTP server
138 may request, on behalf of the webcliont 110, email data {e.g., listing of mail in inbox,
new emails, efc) from mail server 170 and provide such data to webclient 1180 upon receipt
frons mail server 170,

[B825]  HTTP server 130 may also subseribe to notifications for webchiont 110
and/or the user associated therewith From mail server 170 or otherwise request that any such
notifications be provided o HTTP server 130 by mail server 170, Notifications include any
natice or indication of an event that may be sent o a user, such as an indication of 2 newly
regeived email, 8 calendar reminder, a mesting invitation, efe. Upon issuance of a
notification, HT TP server 130 may store such a notification locally {e g, memory, hard disk),
and associate the notification with webclient 110, the session associated with webclient 116,
and/or the user associaied with webclisnt 110, HTTP server 130 may store subseguent
notifications as they are received from madl server 170, HTTP server 138 may transmit an
acknowledgement of receipt of one or more notifications 1o mall server 170

iB26]  HTTP server 130 may receive a subsequent request for data or a service
provided by mail server 170 from webclisnt 110, In response to this request, HTTP server
130 may forward the request to mail server 170 and recelve a response to the request from
mail server 170, HTTP server may then combine any siored notifications for webclient 110
with the response received from mail server 174 and transmit the combined communication
to webclient 110, Aliernstively, HTTP server 130 may receive a keepalive communication or
other communication from webclient 110 that does not require interaction with mail server

V70, In this embodiment, HTTP server 130 may transmit any stored notifications for
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webclient 110 thereto, Upon transmission of siored notifications, HTTP server 130 may
remove such notifications from local storage, Alternatively, webchiont 11 may transmit an
acknowledgement of receipt of 3 notification to HTTP server 130, and HTTP server may
delete the notification from local storage upon reccipt of this acknowledgement. Mote that
the notifications may be transmitied individually, in discrote communications, or in one o
more communications that sach may contain more than one notification. Whether
transmitted individually are grouped together in some way, the communications conlaining
one or more notifications may also contain other data, including emsil data intended for
webclient 118, Al such embodiments are contemplated as within the scope of the present
disciosure.

[8627]  In an embodiment, rather than, or In addition to, storing notifications focally,
HTTP server 130 may store such notifications at a database or storage. For example,
notifications, or indications of notifications, may be stored by HTTP server 130 at datsbase
180 in one or more records associaied with webclient 118, the conununications session in use
by webehiont 110, or the user of webelient 118, In embodiments where ong or mare
acdifications are not stored in database 160, such notifications may be stored in 8 storage,
such as storage 1383, In such embodiments, storage Incation information that indicates where
on siorage |30 the notifications are saved may be included by a record associated with
webehiont 110 on database 160, Allernatively, an indication that one or more notifications
have been saved on storage |50 may be included in such g record, and other identifying
information may be used (o determine the storage location of the stored notifications. For
example, a notification identifier may be siored for each notification in the record on database
144 that is associgted with webehent 114, and a combination of a webcliont identifier {02,
session identifier) and 2 notification identifier may be used to locate the notification in
storags 150, All such embodiments are contemplated as within the scope of the present
disclosure. By storing notifications at dotabase 180 or storage 150, this information may be
accossible to HTTP server 140 or other HTTP servers in the event that webelient 1 can no
longer communicate with HTTP server 130 for any reason.

{80281  Where HTTP server stores notifications as database 160 and/or storage 150,
HTTP server 130 transmit these notifications o webclient 110 in response to request for data
ar & servics provided by mail server 170 or in response o a keepalive communication or
other communication from webclient 110 as doscribed herein. Upon transmission of stored
notifications, HTTP server 130 may remove such notifications fron database 160 and/or

storage 150, Alternatively, webclient 110 may transmit an acknowledgement of receipt of 2
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notification to HTTP server 130, and HTTP server may delets the notification from database
160 and/or storape 150 upon recsipt of this acknowledgement,

[8829%]  Kote that notifications handling, such as requesting, receiving, and
subseribing to notifications, as well as storing and retricving notifications, may be handled by
g separate process within HTTP server 130 or any other HTTP server contemplated hersin.
For example, 2 first provess executing on HTTP server 130 may handie communications with
wehclient 110 while a2 separate process may bandle notifications. The two processes may
interact in any mannor i order o handie notifications and provide them to webcliont 110,

{68381 In an embodiment, rather than HTTP server 130 maintains notifications,
notifications server 180 may handle notifications, HTTP server 130 may communicats with
notifications server 180 vig link 183, which may be any type of communications link as set
forth herein, HTTP server 130 may notify notifications server 180 that it is servicing
webclient 110 and may provide identifying nformation for webclient 110, device 181, ora
user thereaf. Motifications server 180 may establish a persistent connection {e.g., 2 TOP
connection) with maif server 170 via communications Hink 187, which may be any type of
communications Hnk as set forth herein, Such s persistent connection may be dedicated to
communications associated with webelient 118, The persistent connection may be initiated
upon receiving notification from HTTP server 130 that an mitial request from webeliont 110
for access to maif server 170 has been received, or in response 10 @ communication generatad
by HTTE server 130 in response thereto. The persistent connection may be maintained until
a predetermined Hmeout cxpires or until an exphicht closing of the persistent connection is
warranied {e.g, HTTP server 130 instructs notifications server 180 1o shut it dows, for
example in responss to user logging off or shutting down webclient 110}

(8311 MNotifications server 180 may also subseribe 1o notifications for webelient
{10 and/or the user associgted therewith from mail server 170 or otherwise request that any
such notifications be provided o notifications server 180 by mail server 170, Notifications
inchude any notice or indication of an event that may be sent to 3 user, such as an indication
of & newly recelved email, 3 calendar reminder, a mesting lnvitatlon, efe. Upon issuance of 2
notification, notifications server {80 may store such a notification locally {e.g., memaory, hard
disky, and associate the notification with webcliemt 110, the session associated with webelient
110, andfor the user associated with webchient 110, Motifications server 1880 may storg
subseguent notifications as they are received from mail server P Motifications server 180

may transmit an acknowledgement of receipt of one or more notifications 10 mall server 170,
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1B033]  HTTP server 130 may receive a subsequent reqguest for dats or a service
provided by maill server 170 from webclient 110 In response to this reguest, HTTP server
130 may Borward the request to mail server 170 and recaive 2 response (o the request from
mail server 170 HTTP server 138 may alse request any pending notifications for webclient
F1 from notifications server 180, NotiBications server 180 may respond with notifications or
with a response indicating that no notifications are pending for webclient 110, HTTP saever
130 combine any notifications for webclient 110 received from notifications server 188 with
the responss reeeived from mail server 1790 and transmit the combined communication to
webcliont 1O, Aliernatively, HTTP server 130 may receive 2 keepalive communication or
other communication from webelient 110 that does not require interaction with mail server
170, in this embodiment, HTTP server 130 reguest and receive any pending notifications for
webelient 18 frons notifications server 188, MTTP server 138 may transimit such
notifications for webelient 110 thereto. Upon provision of notifications, notifications scrver
§8G may remove such notifications from local storage. Allemnatively, webclient 110 may
transmit an acknowledgement of receipt of a notification to HTTP server 130, and HTTP
server 130 may provide this acknowledgement of recelpt, or another insiruction generated in
response o recetving an acknowiledgement of receipt from webclient 110, 1o notifications
server 180, In response, notifications server 130 may delets the notification from local
siorage. MNote that notifications server 180 may receive and transmit notiffcations
imdividualby, in disorete communications, or in one or more communications that each may
contain more than one notificstion. Whether transmitted individually are grouped together In
some way, the communications containing one or more notifications may also contain other
data, including any dala associated with webelient 118 AH such embodiments are
contemplated as within the scope of the present disclosure,

180331 In an embodiment, rather than, or in addition to, storing notifications locally,
potifications server 180 may store such notifications &t o database or storage. For example,
potifications, or indications of notifications, may be stored by notifications server 180 at
database 160 in one or more records associaled with webelient 116, the communications
sessicn i use by webclient 114, or the user of webclient [ 10, via link 186, which may be any
fype or number of communications links a5 described herein. In some embodiments
notifications may instead, or in addition, be stored in 8 storage, such as storage 130, with
which notificgtions server 180 communicates via link 185, which may also be any type or
number of communications links as described herein. In such embodiments, storage location

information that indicales where on storage 150 the notifications ars saved may be included
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in a rocord associated with webolient 110 on database 160, Altematively, an indication thas
one or more notifications have been saved on storsge 158 may be included in such 2 record,
and other identifying information may be used (o determine the storage location of the stored
notifications. For example, 2 notification identifier may be stored for each notification in the
record on daiabase 160 that is associated with webclient 110, and a combinstionofa
webcliont identifier {e.g., session idendifier) and a notification identifier may be used 1o locate
the notification in storage 150, All such smbodiments are contemplated as within the scope
of the present disclosure. By storing notifications at database 160 or storage 130, this
information may be sceessible to notifications server 184 and/or other servers or devices in
the event that webelient 110 can no longer communicate with HTTP server 130 for any
FERSON,

[8834] Where notiflcations server 180 stores notifications in database 160 and/or
storage 158, HTTP server 130 reguest these notifications from notifications server 180 in
response 10 a reguest from webelient 110 for data or 2 service provided by mal server 170 or
in response 1o 8 keepalive communication or other communicatiog from webchant 118 as
described hersin, Upon transmission of stored notifications, notifications server 180 may
remove such notifications from database 160 and/or storage 150, Alternatively, webeliont
i 10 may transmit an acknowledgement of receipt of 2 notification to HTTP server 134, snd
HTTP server 130 may provide this acknowledgement of receint, or another instruction
generated in response o receiving an acknowledgement of recsipt from webelisnt 118, 10
notifications server 180, Motifications server 180 may, In response, dedete the notification
from database 160 andfor storage 150 upon receipt of this scknowledgement.

8357 MNoic that stored notifications may not be retsined indefinitely if they are not
transmitted to a webclient, In some embodiments, each notification may be stored fora
predetermined amount of time and deleted upon expiration of the predetermined amount of
tme. Alternatively, notifications may be stored only while o session is maintained between
webcliont 110 and HTTP server 138, Upon expiration of the sesslon, HTTP server 130 may
delete any notifications associated with the session and/or webclient 1, or may instruct or
ptherwise indicale to notifications server |80 that such notilications are (o be delzied,

[9836] FIG. 2 flustrates non-limiting exemplary system 130 where HTTP server
130 is no longer in communication with webclient 110, This may be duec w2 failurs of
communications link 123, o failure of HTTP server 138, or any other reason. Inan
embodiment, HTTP server 130 may become unavailable due to fallure 1o successiully

communicate over one or more of communications links 153, 183, and 173, Insuch
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embodiments, HTTP server 130, or another system or device, may determine that
comumunivation over one or more of these links is not functional and cause HTTE watfic for
webclient 110 {0 be diverted to HTTP server 140, oven though HTTP sorver 130 itself may
be functional. Once HT TP server 130 is so longer gvallable to service webclisnt 1186, iraffic
fronn webclient 110 may be redirected to HTTP server 140, This may happen audomatically
using any weans and methods and may be transparent to webchiont 110 andfor the user
thereot.

{8837 HTTP server 140 may recognize that webelient 110 was formerdy In
comununication with HTTP server 130 or otherwise delermine that it Is now serving clients in
place of HTTP server [30 using any means or methods, including those described herein,
Upon determining or acquiring data associated with webclient 110, HTTP server 140 may
obstain metadaia associated with webelient 110 from databass 160 using communications link
164, The meiadata may indicate that webclient 119 is in process of composing an omail that
has an associated sttachment, and may also provide identifving information for the attached
that may be used o retricve the attachment from siorage 150, Ahematively, the meiadala
may indicate thal an aftachment is associated with the webclient, and the storage location of
the attschment may be determined using other means, such as g webelient identifier
combined with an attachment identificr that may be included in the metadata. Upon
determining that an attachment is associated with the email being composed using webclient
PEQ, HTTP server 140 may obtaln the aftachment from storage 130 via communications link
134, Upon user command 1o save or send the email under composition, HTTP server 140
may transmit the attachment, and in some embodiments other email data, to mail server 170
via commaunications Hnak {74, This may also be performed without user interaction where
webclient 110 s configured to automatically save email

{HI38]  HTTP server 140 may also, or instead, determine that notifications are stored
for webelient 119 gt database 160 or storage 136 using identifying information o locate a
reeord in database 160 as dusoribed herein. Whers notifications are stored at storage 1580,
upon determining that stored notifications exist, HTTP server 18 may obisin notification
siorage Jocation information for such notifications from database 160 using communications
link 164, Using this notification siorage location information, HTTP server 140 may obtain
any siored notifications from storage 138 and transmit them to webclient 118, Allernatively,
whers notiflestions are stored at database 180, HTTP server 148 may obtain such
nctifications from database 160 and transmit them o webelient 110, HTTP server 140 may

then proceed to siore, transmit, and delete notifications as described hergin,
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3% In embodiments stilizing g notifications server 180, HTTP server 140 may
determine that notifications are stored for webcliont 1O by guerving notifications server 180
and providing data, such as identifying data assockated with webclient {e.g., 8 session
identifier) to notifications server 1B, Notifications server FEO may then consult 5 own data,
or query datsbase 168 to determine whether notifications are pending for webelient 110, I
se, notifications server 180 may obtain such notifications from database 160 and/or storage
150 using wobclient 110 idontifving information as described horein, Where notifications are
stored at stovage 130, upon determining that stored notifications exist, notifications server
P80 may obtain notiffcation storage location information for such notifications From database
150 using communications fink 186, Using this notification storage location information,
notifications server 180 may obtaln any stored notifications from storage 150 and transmit
them to HTTP server 140, which may provide them to webhelient 118, Allematively, where
notifications are stored at database 180, notiffcations server 180 may obiain such notifications
fronn database 160 and transmit them to HTTP server 140, which may provide them o
webelient 10, Negifications server 180 may then procesd to store, transmit, and delete
notifications as described herein,

[8846] Note that while the devices of FIGS, | and 2 are described separately and
mdividually, these devices may be physically combined or may be several devicss physically
distributsd across ong or mors datacenters or other geographical locations. For sxample,
database 160 and storage 1530 may be a single device or the functions associated with
database 160 and storage 150 may be performed by one or more devices. MNoto also that the
connestions bebween devices may be secured using authentication and/or any other maans o
ensure that data exchanges between devices is less Hkely o be intevespted o, if intercepted,
decipherable 10 any non-intended recipients. All such embodiments are contemplated as
within the scope of the prosent disclosure.

f88411  Mote thot notifications handling, such as requesting, receiving, and
subseribing to notifications, as well as storing and retrieving notifications, may be handied by
a separate process within HT TP server 140 or any other HTTP server contemnplated herein,
For example, a first process executing on HTTF server 140 may handle communications with
webcliont 113 while 8 separate procsss may bandle notifications. The two processes may
interact in any manner in order to handle notifications snd provide themw to webclient 110,

[9042)  FIG. 3 depicts example operating procedures 300 for an HTTP server,
gcoording to embodiments, Operating procedures 2030 begin with operation 3190 and move o

speration 313 where an HTTP server may receive an indication of o webclient requesting



WO 2015/042076 PCT/US2014/055963
13

service via the HTTP server for support of the composition of an smail. This may take any
form, including s request for access 1o a webpage that provides an email composition
interface, At operation 324, the HTTP server may store current webcliont state information
in 3 database, For example, metadata associaied with the webcliont may be stored in the
database, The webcliont may be identified using any means, and such identification
wnformation may be used to identify 8 record in the database that contains metadats for the
webelient. For example, 3 session identifier may be gencrated and stored as an identifier for
the webclient andfor the particular communications session in which the webclicni and the
HTTP server are engaged. This session identifier may also be transmitied 1o the webclient
for storage on the user device excowting the webelient, in some embodimenis as a Yeookie” or
data stored by 2 web browser executing on the user device.

(88431 At operation 323, the HTTP server may receive from the webelient an
attschment 1o be associated with the email currently being composed using the webelient.
This attachment may be stored, at operation 338, in g storage means, inchuding any type of
storage device and storage system as st forth heroin, Note that an HTTP server may storg
such an attachment locally and al 3 storage device or system, or may {ransmit the atiachment
to the storage device or sysiem and not retain g local copy of the attachment. Mote also that
an HTTP server may slier the atlachment or otherwise place ¥ into & format that is accepiable
and understood by a mail server o facliltate Igter use of the attachment by the mail server,
All such embodiments, and any varistions thereof, are contemplated as within the scope of
the prasent disclosure.

(B044] At operation 335, the information indicating the location within the siorage
device or storage system of the attachment may be stored in the database. This location
information may be stored in a record associated with the webelient and/or the
communications session in which the webclient and the HTTP server are engaged,
Alternatively, an indication that an atizchment has been saved rather than an indication of a
pariicular location of the attachment may be stored iy such a record. Buch an indication may
take any form, and may include a name or identifier of the attachmant. In such embodiments,
other identifying information may be used to determing the storage location of the
gtizchment, such a5 a combination of a webclient identifier and an attachment ideniifler.

Also at operation 333, stade information in the database for the webcelient may be updated 1o
rixflect that there is an attachment associated with an email cwrrently under composition in the

webclient,
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{88451 Where no faitlures oocur that affect communication between the webclient
and the HTTF sarver, operating procedures 300 move o operation 340, whwre g
determination 1S made a5 to whether any changes in the webchiont state have taken place, If
thers have been changes in the webcliont state, af operation 345 the state of the webelient is
updated in the database record associated with it and/or s communication sessinn with the
HYTP server. At operation 350, a determination may be made a5 o whether the webcilent
has ransmitied a reguest to send or save the email under compasition. H so, at operation 358
the HTTP server may retrieve the attachment from the storage device or storage sysiem, in an
embodiment using location information or an attachment indication thal may be stored Ina
record associated with the webcliznt andfor the communications session in which the
wehclient and the HTTP server are engaged. At operation 360, the HTTP server may send
ihe attachment as well g5 any other email related data to the mall server, with the process
ending af operation 365,

(68481  In soime embodiments, the FITTP server may retrieve the altachment from
the storage device or system, for example in embodiments where the HTTP server does not
retain a focal copy of the attachment. In other embodiments, the HTTP server may transmit a
locally stored copy of the aiachment (o the mall server, All such smbodiments and
vartations thereof are contemplated as within the scope of the present disclosure. In some
embodiments, the HTTP server may convert or otherwise place the attachment into a format
that is understood and scoepted by the mail server. Also at operation 360, alfler transmitting
the attachment to the mail server, the HTTP server may delete the atlachment from the
storage devics or systeny and may also delets the attachment location information from the
record associated with the webcliont in the datsbase. Alernatively, the HTTP server may
delete only the attachment location information for the attachment from the record associated
with the webelient inv the database, retaining the atachmen! in the slorage device or stovage
sysiem for further use, such as for atiachment to subseguent emails or messages,

{B047]  In other embodiments, rather than transmitting the aftachment 1o the mail
server, the MTTP server may tfransmit attachment location information to the mail server io
enable the mail server {0 retrieve the attechment from the siorage system or device itself, for
example afler the HTTP server retrieves the attachment location information from locsl
memaory or from the database. In such embodiments, the attachment may have been aliered
or otherwise put into a format undersicod and accepied by the mail server before it was stored
in the storsge system or device, Also in such embediments, the HTTP server may delete the

attachment from the storage device after receiving notice of successtul sending of the one or
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more emails (for example where the email has multiple recipients) that may use the
attachment from the mall server and may delete the record for the webcliont in the database,
or delets the attachment location information for the attachment from the meord associaiad
with the webclient in the database. Afler the attachment and/or attachment location
information is provided to the mail or messaging server, at operation 363 the state
information may be updated in the database, for example, to indicate that the weholient Is no
longer in a message composition siate. Alternatively, at operation 365, the HTTP server may
delete the record for the webcliont in the database. Afer operation 3638, operating procedures
300 move to operation 370 where they end.

16048 Mote, however, that in some embodiments, the HTTP server that originally
provided service to the webclisnt may fail, or connectivity between the HTTP server and
webhelient may fail for some reason, afler storing the attachment In the storage devics or
sysier. In such embodiments, a backup or redundant HTTP server may then take over HTTP
server functions for the webclient. FIG. 4 depicts example operating procedures 400 for an
HTTP server according to such an embodiment. Operating procedures 400 begin with
operation 41 and move o operation 415 where g backup HTTP server may receive an
indication that a webclient requires service, At operation 420, the HTTP server may obtain
webclient identification data by, for example, retrieving a cockie from the web browser
executing the webchent, Such identifving information may take the form of 1 session
identifier that identifies the webcliont and/or the particular communication session previously
underway between the webclient and its former HTTP server,

F004%]  Using the identifyving information, the HTTF server may retrigve siate
information and other information regarding the webcliont from the database at operation
435, This information may include data indicating whether the webcelient was in an email
composition state and whether the email under composition included one or more
attachimenis. At operation 430, s determination may be made as to whether any changes in
the webcliont state have taken place. I there have been changes in the webelient state, at
operation 435 the state of the webcliont may be updated in the database record associated
with it and/or its communicatinn session with the HTTP server,

[8850] Al operation 444, a determination may be made as to whether the wabclient
has transmitied a request to send or save the email under composition. 1 su, af operation 443,
a determination may be made as to whether the emat! under composition has an attachment
associated with it 1 not, opersting procedures 400 may move 10 operation 460 where state

information may be updaied, for example o reflect that the webclient is no longer in a
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mEessage compasition state. Any other operations necessary 1o bave the email or message
sent may also be taken, such as providing any omail or message related data to the mail
server. I there is an associated attachment, at operation 430 the HT TP server may retrieve
the attachment from the storage devies or system. In other embodinents, where HTTP
servers stare attachments in storgge but do not retain local copies of the atiachments, the
HTTP server may not retricve a copy of the attachment for local storage. At operation 4335
the HTTP server may send the attachment as well as any other email related data to the mail
server for construction and delivery of the email,

[B631]  As noted with the original HTTP server, the backup HTTF server may
retrigve the aitachment from the storage device or system, for example in embodiments where
the HTTP server does not retain a local copy of the attachment. In other embodiments, the
HTTP server may ransmit a locally stored copy of the atiachment w0 the mail server, All
such embodiments and varigtions thereof are contemplated s within the scope of the present
disclosure. Also at operation 455, afler iransmiging the attachment (o the mall server, the
HTTP server may delete the attachment from the storage device or system and may also
delete data associated with the sttachment in the record associated with the webelient in the
database. Alternatively, the HTTP server may only delete the attachment location
information or aftachmend indication dats for the afiachiment from the record associated with
the webcliont in the database, leaving the attachment in the storpge device or siorage system
for further use, for example, where the attachment will be provided (o a message server for
subsequent Messages.

{0852]  In other embodiments, rather than transmitting the sttachment to the mail
sepver, the HTTP server may transmit sttachment location information to the matl server to
gnable the mail server 1o retrieve the attachment from the storage systern or deviee itself, for
example after the HTTP server retrieves the attachment Iocation information from local
memory o from the database, In such embodiments, the HTTP server may delete the
sttachment from the storage device after receiving notice of successtil sending of the one or
more emails (for exsnple where the email has multiple recipients) that may use the
attachment from the mail server and may delete the record for the webclient in the database,
or delete the attachment focation information for the aitachment from the record associated
with the webclient in the database. Afler the stischment sadfor atachment location
information is provided o the mail or messaging server, at operation 460 the state
information may be updated in the database, for example, to indicate that the webclient is no

longer in 2 message composition state. Alternatively, at operation 464, the HTTP server may
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delete the record for the webelient in the datebase, Alter operation 460, operating procedures
400 move to operation 463 where they end.

{68531 FIG. 5 depicts example operating procedures 560 for an HTTP server,
sccording to smbodiments. Operating procedures 506 begin with operation 310 and move (o
operation 515 where an HTTP server may receive a reguest for 3 webclient 10 aconss an email
system. This request may take any form, including a request 1o log into an email system, a
request for email data, 3 request for aotifications, and a request for access 1o 2 webpage that
provides an emaif composition interface, Reguesis to Interact with other types of systoms,
such as calendar systems and any other systems that suppont notifications andfor attachments
are contemplated. Af operation 530, the HTTP server may establish a persistent connection
with the email server for communications associated with the webcliont, Aliernatively, at
operation 520, the HTTP server may request that 3 notifications server establish a persistent
connection with the email server, or may otherwise inform the notifications server that the
HTTP server is now servicing the webchiont and the notifications server may, in response,
establish a persistent connect io the mail server. At operation 525, the HTTP server may
reguest email data on bebalf of the webclient. This request may be based on the reguest
received at operation 515 or any other request recsived From the webcelient for email data. At
pperation 534, the HTTP server may subscribe to notifications for the webelient,
Alternatively, at operation 326, a notifications server may subscribe to notifizations for the
webeliont in response 1o being informed of the HTTP server servicing the webclient. A
subscription request form either device may take any form of reguest 1o receive such
notiflcations and/or may be sutomatically inftiated and/or established based on other
gctivities, such as the communications ransmitted from the HTTP server to the email server
al operation 320 or 325

[8854] At operation 535, the HTTP server may receive a notificstion intended for
the webclient from the email server, Also at 535, an acknowiedgement of receipt of the
notification may be transmitied from the HTTP server to the email server. In response io
receiving this notification, the HTTP server may siore the aotification, {n one embodiment,
at operation 540g, the HTTP server may store the reqguest locally {e.z., in local memory, focal
hard disk, ere.k. In an aliernative embodiment, the HTTP server may store the sotification in
a database, and may associate the record in which the notification is stored with the
webclient, This record may be identified andfor accsssed using any means, including those
set forth hereln {e.g., using a session ientifiern, eiv.). In yvel snother embodiment, the

notification may be slored In a storage device and a location of the notification in the storage
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device may be indicated in g database record using any means, including those set forth
herein {e g, using a session identifier 1o identify a record containing the notification, using a
session identifier to identify a record containing an indication of a notification that may be
located using 2 combination of the indication of the notification and the session identifier,
eie.}. Any other mesns and methods of storing the notification and identifying # for Rature
retrieval are contemplated as within the scops of the present disclosure.

{60551 Alternatively, a notifieations server may perform receipt and storage of
notifications. Accordingly, at operation 535, the notifications server may roceive a
notification intended for the webcliont fromn the email server, Also at 335, an
acknowlzdgement of receipt of the notification may be transmitted from the notifications
server to the email server. In response io receiving this notification, the notifications server
may store the notiffcation. In one embodiment, at operation 340g, the notifications server
may store the request locally {e.g., in local memory, local hard disk, efc.). In an alternative
embodiment, the notifications server may store the notification in o database, and may
associate the record in which the notification is stored with the webelient, This record may
be identified and/or accessed using any means, including those set forth herein {e.g, using a
session identifier, efe} In yel another embodiment, the notification may be stored ing
storage device and a location of the notification In the storage device may be indicated in g
database recond using any means, including those set forth herein {e.g., using a session
identifier (o identify a record containing the notification, using a session identifier 1o ientify
8 record containing an indication of a notification that may be located using g combination of
the indication of the notification and the session identifier, efe.). Any other means and
miethods of storing the notification and identifving it for future retrieval are contemplated as
within the scope of the present disclosure.

{68561 At operation 345, g determination may be made as (o whether a
communication hos been received by the HTTP server since the notification has been stored,
i not, the operations may return 1o operations 333 where subsequent notifizations may be
received and stored by the HTTP server. I a communication has been received by the HTTP
server since the notification has been stored, at operation 350 the sotification may be
vetrieved as deseribed herein and transmitted (o the webclient {e.g., retrieved by the HTTP
server dirsctly, or retrieved by a notifications server upon request from the HTTP server and
provided thersio by the notifications server). Any other notifications that have been stored
since the last communication with the webclient may also be retrieved and transmitted 1o the

webelient. The communication received from the webcliont may be of any type, including a
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keepalive or a request for email data or further Interaction with the email system. [fthe
communication is g request for dats or Interaction with the email system, the responsively
wrovided email dats or communicstions from the email system may be provided with the
notifications (o the webclient,

57T Atoperation 333, any netifications transmitted o the webclient may be
deleted by the HTTP server or the notifications server from local storage, a storage device,
and/or & database. Aliernatively, the transmitied notifications may be retained fora
predetermvined amount of time or vatil 2 user requests their deletion. Any deletion and
cleanup means and methods are contemplaled as within the scope of the present disclosure,
After transmission of the notifications, the HTTP server may await additional notifications,
returning © operation 333, Should the session with the webcliont timeout or otherwise be
discontinued, the operations may erminate,

[BDS8]  In some embodiments, the HTTP server that originally provided service,
including stored notifications {directly or using a notifications server), 1o the webcliont may
fail, or conneetivity between the HTTP server and webclient may fail, afler sioring the
aftachment in the storage device or svsiem. Allernatively, the HTTP server servicing the
webelient may change due (o any other reason, such as relocation of the device exsenting the
webclient, In such embodiments, a backup or redundant HTTP server may then take over
HYTP zerver functions for the webcliont, FIG. 6 depicts example operating procedurss 600
for an HTTP server according to such an embodiment, Operating procedures 608 begin with
operation 610 and move 1o operation 615 where a backup HTTP server may recehve o
indication that a webcliont requires service, At operation 628, the HTTF server may obiain
webelient identification data by, for oxample, retrieving a cookin from the web browser
executing the webcliont, Such identifying information may take the form of a session
identifier that identifies the webelient andfor the particular communication session previously
underway between the webchent and its former HTTF server, Using the recebved identifying
information, the HTTP server may begin providing emall system access to the webclient at
operation 627, This may inclede establishing a persistent connection 0 an email server, and
storing and transmitting any fortheoming notifications as deseribed herein, or otherwise
instructing a notifications server o handle notifications as described herein, In other
embodiments, the HTTP server may not provide smail system access o the webclient until
after checking for notifications as described hersin,

[6839]  Using the identifving information, the HTTP server may determine whether

pending notifications {7/ e., notifications not yet sent to the webclient by the HTTP server} are



WO 2015/042076 PCT/US2014/055963
20

present for the webclient gt operation 625, This may inchede querving a database to
determine if a record associated with the webclient indicates or contains any notifications
associated with the webelient. Aliernatively the HT TP server may gquery a notifications
server that may respond with an indication of pending notifications or by transmitting the
notificatinns. If, at operation 634, it is determined that no pending notifications exist, at
operation 640, the HT TP server may begin, or continue to, provide email system access (o the
wehelient, This may include establishing a persistent connection o an email server, and
storing and transmitiing any fortheoming notifications as described herein, Allernatively, this
may include instructing a notifications server 1o handle notifications as described herein,
Mote that in some embodiments, the HT TP server may {irst establish a connection 1o the
email server on behalf of the webslient and request email date andfor services before
checking for notifications. Al such embodiments are contemplated as within the scope of the
present disclosure.

[Bsh] I at operstion 630 it is determined that there are notifications that have not
vet been provided fo the webelient, st operation 633 such notifications may be retrieved, fiwr
example from z database or storage a5 deseribed herein, or Fom querving or otherwise
insiructing 3 notifications server o provide the notifications, The notifications may be
tranamited (o the webclient, These notifications may be transmitted with any daia that may
be forthcoming from an emall server or trapsmitied in 8 dedivated communication, Aller
providing such notifications to the webclient, st opergtion 637 the HTTP server may delete
the notifications from thelr siorage location {e.g., local, database, storage} or, where s
nctifications server 1 in use, the notifications server may delete the notifications,
Alternatively, acknowledgement of roceipt of the notifications may be received from the
webclient, and, i response, the HTTP server or the notifications server may delele the
poifications,

(6881] At operation 844, the HTTP server may provide smail system access io the
webelient, including by cstablishing a persistent connection 1o an email server, and store and
transmit any forthcoming notifications as described herein. Note that in some embodiments,
the HTTP server may first establish s connection to the email server on behalf of the
webclient and reguest emat! data and/or services before retrieving and transmitting any
notifications. AH such embodiments sre contemplated as within the scope of the present
disclosure. After operation 844, operating procedures 600 move 10 operation 643 where they

end.
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{8062} FIG. 7 illustrates exemplary non-limiting signal How 700 showing example
communications that may occur between 8 webolient, an HTTP server {and, in some
embodiments, a notifications server), and an email server gecording to some embodiments of
the present disclosure. Note that in aotifications server embodiments, HTTP server 720
represents both an HTTP server and a notifications server, and their interactions are set forth
in detail below. Webclient 710 may request email system access or data from, or otherwise
fransmif 2 communication relating to an cmall system 1o, HT TP server 720 at communication
711, In response, HTTP scrver 720 may transmit request 721 1o establish a connection {e.g.,
a persistent connection} with email server 730, retrieve emaill data, subsceribe o notifications
for webelient 710, andfor otherwise communicate with email server 730 on behalf of
webelient 710,

88631 Alternatively, in response to communication 71, HTTP server 720 may
inform a notifications server, or otherwise instruct a notifications server, 1o transmit request
721 to establish a connection {e.g., a persistent connection} with email server 738 and
subsoribe to notifications for webclient 710, Response 731 may be transmitied from ematl
server 730 to HT TP server 720 that may include any dats, such as confinmation of receipt of
request 721, email dats, connection dats, efe, HTTP server may transmit communication 722
to wehclient 710 in response, which may include any data provided by smail server 730
intended for webclient 710,

88641  Notification 732 may be travwnitted o HTTP server 720, for example in
response 10 delection or generation of an event by email server 730, Allernatively,
notification 732 may be iransmitted o 3 notifications server. Such an event may be any type
of event of which a user may be notified, including receipt of an email, a calendar reminder, a
meeting invilation, efe. At 723, HTTP server 720 or 2 notifications ssrver associated
therewith may store the notification in any manner, including storing the sotification locally,
sioring the notification in a database record with identifving information associated with
wehelient 710, or storing the notification in a storage and storing notification lecation
information in a database record with identifying information assoclated with webclient 710,
Acknowledgment 724 of receipt of the notification may be transmitied to email server 730 by
HTTP server 720 or the notifications server. Subseguent notification 733 may be received by
HTTP server 720 or the notifications server, stored a1 723, and acknowledged at 726, Any
ather subsequent notifications may be similarly received, stored, and acknowledged by HTTP

server 720 or the notifications server.
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H0065]  HTTP server 720 may receive communication 712 from webeliont 710 that
may be a reguest for additional email data or interaction with email server 730, In such
embodiments, HTTP server 720 may forward this request © email server 738 and reesive z
response from email server 73 Alternatively, communication 712 may merely be s
keepalive transmitted by webcliont 71 acoording o normal operating provedures. In
response 1o receipt of commundestion 712, HTTP server 720 may retricve any pending
aotifications for webclient 718, This may include local retrieval, retrigval from a database,
retricval from o storsge device, retrieval by query of the notifications server as deseribed
herein, or any other retrieval methods and means. Pending notifications may be iransmitied
o webclient 716 in communication 728, which may also include any other data or
communications that may have been generated or recelved in response 1o communication
Fid.

{0661 MNote that, as mentioned above, the embodiments sat forth herein are not
fimited to use with email service providers and email servers and systems, but may also be
used in any system where o user may be composing sny type of message that may include an
attachment and a connection to an HTTP server may be disrapted during the composition
process, oF any systom where notifications intended for user consumption may bo generated.
For example, many social messaging websites and other websites that allow user Interaction
provide messaging capabilities that allow users o send one another messages tha include
attachments and send notifications (o users indicating new messages or event OCCUNTENCes.
Calendar services and mecting coordination servicss may aiso sond notifications 1o usors
alerting users of invilations 1 meetings and upending events. Une skilled in the art will
appreciate that the disclosed embodiments can be readily applied o such systems, and all
such spplications are contemplated as embodiments that are within the scope of the present
disclosure,

(80671 Note alse that the insiant smbodiments may also be used with any other
systerns that associate one or more files with a webclient or provide notifications to users,
For example, some systems allow a user to upload s file 1o a server or other device{s) using 8
webclient. In such sysiems, when the file being uploaded is relatively arge, it may be split
into two or more pants to facilitate the uploading of the file {may be refirred © a5 3 “multipart
upload™). In an embodiment, such a system may save state information for a webclient ina
database and store one or more portions of the file being uploaded in 2 storage device or
systess as described hereln. Location information may be stored in 3 database record

associated with the webelient or otherwise determined as described hereln in regards to
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message attachments. in such embodiments, iFan HTTP server with which a webelient s
commmunicating while performing a multipan upload becomes unavailable, a backup or
fatlover HTTP server may determine whether the webclient was in process of 3 multipan
upload and if so, where one or more portions of the multipart upload may be siored. In this
way, such a system may prevent having the webclient resend portions of the multipart upload
that were already received by the HTTP server initially serving the webclient,

(B068] FIGK. §-10 are similar to FIGE. T and 2 in that they depict example
operating environments in which embuodiments disclosed bereln may be implemented, and
these figures depict these operating environments at varying Jevels of granularity, FIG. &
generally depicts a programmable cxscution service platform that comprises a plurality of
datacenters. FIG. 9 generally depicts a datacenter that comprises 2 plurality of computers.
FIG. 10 generally depicts a computer,

6% Iomay be appreciated that these operating environments of FIGS. 810 may
be used to implement aspects of the operating environments of FIGE. | and 2. For example,
HTTE servers 130 and 144, storage 1530, database 168, and mail server 170 may be
implemented in g datacenter 802 of FIG. §, or soross multiple dataceniers 802 of FIGL &
Likewise, Internet 120 of FIGE. | and 2 may be wide arca network of FIG. &, and user device
10 of FIG. | may be customer computing system 804 of FIG. &,

8767 Within a datacenter 802 of FIGL & HYTP servers 138 and {48, storags 158,
database 160, and mail server 170 may each be a server computer 902 or 504 of FIG. 8
{which iiself may be computer 130 of FIG. 1D, Communications links 112, 123, 134, 133,
154, 163 164, 173, and 174 of FIGE, 1 and 2 may be portions of local arva network #16 of
FiG, 5.

871 Tuming now to details of FIGL 8, FIG. § depiets an example of a sultable
computing environment in which embodiments described herein may be implemented. A
cloud service provider (such as computing service platform 80%) may configure the iflustrated
computing environment o host virual clouds of entities and to enable communication paths
between these virtual clouds that may otherwise be isolated. In particular, FIG, 8 is 3 system
and network disgram that shows an illustrative operating environment 800 that includes a
computing service platform 808 for implementing viriual clouds and for providing on-
demand access to computing resources, such as virtual machine instances, Computing
service platform 808 can provide computing resourzes for executing applications on a
pesmanent or an as-nesded basis and may be configured as 2 private network. These

computing resources may include various types of resources, such as data processing
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resources, data storage rescurces, data communication resources and the like. Each typs of
computing resource may be gensral-purpose or may be available in a number of specific
configurations. For example, data processing resources may be available as virtual machine
nstances. The instances may be configured (o oxecute applications, including mail servers,
web servers, HT TP servers, storage servers, application servers, media servers, database
servers, and the ke, Data storage resources may include file storage devices, block storage
devices and the Hke.

[0872]  Each type or configuration of computing resource may be available in
difforent sizes, such as large resources consisting of many processors, large amounts of
memory andfor large storage capacity and small resources consisting of fower processors,
smalier amounts of memory andfor smaller storage capacity. Entities may choose 1o allocate
s number of small processing rescurces as web sorvers, HTTP servers, and/or one large
processing resource as a databass server, for example.

(88731 The computing resources provided by computing servies platform 308 may
be enabled by one or more datacenters 802 A-802N, which may be referred herein singularly
a5 “datacenter 802" or in the plural as “datacenters 802, Datacenters 802 may be {zeilities
that house and operale computer sysiems and associated components and may include
redundant and backop power, communications, cooling and security systems. Datacenters
832 may be located in g same geographical area, such a5 in a same facility, and may be
interoonnecied using private networks, such as kigh-speed fiber optic networks, controlied
and managed by a service provider of computing servics platform 808, Datacenters 302 may
also be distributed across geographically disparate locations and may be interconnected in
part using public networks, such gs the Internet. One ilhustrative configuration for datacenter
802 that implements the concepts and techaologles disclosed herein is describad below with
regard 1o FIG. 2,

[8874] Entities of computing service platform B08 may access the computing
respurces provided by datacenters 802 over o wide-area network ("WAN) 86, Althougha
WAN is iHustrated in FIG. 8, it should be appreciated that 8 local-arse network ("LANT), the
internet or any other networking topology known in the art that connects datacaniers 802 10
remoie entities and other users may be utilized, It should also be appreciated that
combinations of such networks may also be utilized.

(88751 An entity or other entities that are customers of computing service platform
{08 may uiilize 3 customer computing system 304 o access the computing resources

provided by dataceniers 802, Customer computiog system B34 may Inchade a compter



WO 2015/042076 PCT/US2014/055963
25

capable of accessing computing service platform 808, such as g server computer, a deskiop or

laptop personal computer, a tablet compuier, a wirgless telephone, a PDA, an e-reader, a

game consale, a sei-top box or any other computing device,

19878]  Asis described in greater detall below, customer computing system 804 may
be utilized to configure aspects of the computing resources provided by computing service
platform 808, In this regard, computing service platform 808 may provide a web interface
through which aspects of s operation may be configured through the use of 3 web browser
application prograns executing on cusiomer computing system 834, Alternatively, a stand-
alone application program execoting on customer compuling system 804 may access an
application programming interface (AP exposed by computing service platform 808 for
performing the configuration operations. Other mechanisms for configuring the operation of
computing service platform 308, including launching new virtual machine instances on
computing service platform 308, may also be utilized,

H077]  According to smbodiments disclosed herein, capacities of purchased
cesnputing resources provided by computing service platform 808 may be scaled in response
to demand. In this regard, scaling refers o the procsss of instantiating, which may also be
referred to bereln as “launching” or “cresting,” or terminating, which may siso be referred to
herein as “de-scaling,” instances of computing resources in response 1o demand,

{B478]  Aulo scaling may be one mechanism for scaling computing resources in
response (0 increasss or lulls in demand for the respurces. Auto scaling may sllow entities of
computing service platform 808 to scale their purchssed computing resources sccording o
conditions defined by the entity, For instance, rules may be defined for scaling up capacity in
2 particular manner in responss o the occurrence of specified conditions, such as 8 spike in
demand. Simiarly, rules may also be defined 1o scale down capacity in s particular manner
in response 1o the ocourrence of other conditions, such a5 a lull in demand. The mechanisms
disclosed hersin for iaunching virtual machine instances may be yiilized when instances are
manually launched by an entity or when instances are launched by an aulo scaling component
in computing service platform 808,

18878]  Compuling service platform 808 may also be configured with a deploymant
component o assist entitics in the deployment of new instances of computing resources. The
deplovment component may receive 2 configuration from an entity thet may include data
describing how new instances should be configursd. For example, the configuration may
specify one or more applications or software components that should be installed in new

instances, provide scripts and/or other types of code to be oxecuted in now instances, provide
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cache warming logic specifying how an application cache should be prepared and other types
of information, The deployment component utilizes the entity-provided configuration and
cache warming Ingic io launch, configure and prime new instances of computing resources.

(B8R0 FIG. © depicts o computing sysiem diagram that Hlustrates one configuration
for datacenter 802 that implements computing service platform 808, The example datacenter
802 shown in FIG. ¢ may inchude several server computors 9824-902N, which may be
referred berein singuiarly as “server computer 9037 or In the plural as “server computers
502, for providing computing resources for hosting virtual clouds and for executing
applications. Server compuiers 902 may be standard fower or rack-mount server computers
configured appropriately fir providing the computing resources described above. For
instance, in one implementation server computers 802 may be configured to provide
instances 906A-906N of computing resources.

[0881]  Instances B06A-B06N, which may be referred hereln singularly as "instance
06" or in the phural as “instances 906,” may be virtual machine instances. As known in the
gart, a virtual machine instance is an instance of a soflware implementation of a machine {ie,
a computer) that executes programs like a physics! machine, In the example of vinual
machine instances, each server computer 902 may be configured 1o execuie an instancs
manager 508 capable of executing the inslances. Instanes manager 208 may be a hypervisor
or another type of program configured 1o enable the execution of multiple Instances 506 ona
single server computer #02, for example. Each of instances 506 may be configured io
exseute sl or a portion of an application.

IB082] It should be appreciated that although the smbodimenis disclosed herein are
deseribed primartly in the contest of virtugl machine instances, other types of instances can
be utilized with the concepts and technologies disclosed herein, For instance, the
technologies disclosed herein may be utilized with instances of storage resources, instances
of data communications resources and with other types of resources, The embodiments
disclosed hersin may also execute all or a portion of an application directly on 2 computer
system without utilizing virtual machine instances.

{08831 Datacenter 802 shown in FH3. 9 may also include a server computer 904
reserved for executing software components for managing the operation of datacenter 802,
sepver computars 902 and instances 906, In particular, server computer 904 may execute a
management component 910, As discussed above, an entity of computing service platform
B0 may uiilize customer computing system B304 to access management component #10 w0

configure various aspects of the operation of computing servics platfiorm 808 and instances
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966 purchased by the entity. For example, the sntily may purchase instances and make
changes to the configuration of the instances. The entity may also specily settings regarding
how the purchased instances are 0 be scaled in response to demand. The entity may also
provide regquests o launch instances to management component %18,

[0884] As also described briefly above, an auto scaling component 912 may scale
instances %06 based upon rules defined by an entity of computing service platform 808, For
gxample, auto svaling component 912 may allow an entity to specify scale up rules for use in
determining when new instances should be instantisted and scale down rules for use in
determining when existing instances should be terminated.

BR8] Auto scaling component 912 may execule on 3 single server computer 904 or
in parablel across multiple server computers 902 in computing service platform 808, In
addition, suto scaling component 212 may consist of 2 number of subcomponenis executing
on differsnt server computers 902 or other computing devices in computing service platform
808, Awvto scaling component 912 may be mplemented as software, hardware or any
cennbination of the two, Auto sealing component 812 may moniior available computing
FESOUTCes in computing service platform 808 over an internal management notwork, for
gxample.

IB8BE]  As discussed briefly above, datacenter 802 may slso be configured with a
deployment component ¥14 to assist entities i the deployment of new instances 906 of
computing rasources, Deployment component 914 may receive a configuration from an
entity that includes data desoribing bow new instances 906 should be configured. For
example, the configuration may specify one or more spphcations that should be fnstalled In
new instances 306, provide scripis and/or other types of cade 1o be exeouted for configuring
new instances %06, provide cache warming logie specifying how an application cache should
be prepared and other types of information.

168877 Deployment component 914 may utilize the entity-provided configuration
and cachs warming logic to configure, prime and launch new instances %06, The
configuration, cache warming logic, and other information may be specified by an entity
using mansgement component 210 or by providing this information divectly o deployment
component 914, Other mechanisms may also be utilized to configure the operation of
deplovment component 914,

IB688]  In the oxample datecenter 302 shown in FIG. 9, an appropriaie LAN 916
may be utilized to interconnect server compusters 902 A-802N and server computer 904, LAN

916 may also be connected to WAN 8048 illustrated In FIG, 8, It should be appreciated that
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the network topology illusirated in FIGS. 8 and 9 has been greatly simplified and that many
miore nebworks and networking devices may be wtilized to interconnect the various computing
systems disclosed herein, Appropriale load balancing devices or sofiware modules may also
be wilized for balancing a load between each of dataceniers BIZA-BOZN, betwesn sach of
server computers S02A-S02M in each datscenter B02 and betwesn instances 906 purchased by
each entity of computing service platform 808, These network topologies and devices should
be apparent (¢ those skilled in the art,

(808%] It should be appreciated that datacenter 802 described in FHG. 9 s mevely
illustrative and that other inplementations may be wilized. In particular, functionality
described herein as being performed by management component 9140, auto scaling component
%12 and deployment component 214 may be performed by one another, may be parformed by
other componenis or may be performed by 8 combination of these or other components,
Additionally, it should be apprecisted that this functionslity may be implemented in software,
hardware or 3 combination of software and hardware, Other implementations should be
apparent 1o those skilled in the art.

FB888]  FIG. 10 depicts an example computer archifecture for 3 computer 1800
capable of executing the above-described software components, The computer
architecture shown in FIG, 10 flustraies o conventional server computer, workstation,
deskiop computer, lapiop, eblet, network appliance, PDA, e-reader, digital cellufar phone or
other computing device, and may be uitlized 10 execute any aspects of the software
components presented herein deseribed gs executing on user device 101, BTTP servers 136
and 140, storage 130, database 166, mail server 170, within dataceniers SU2A-802N, on
server compuiers $82A-802N, on the cusiomer computing system 884 or on any sther
computing system mentioned hereln,

{6091] Computer 1000 may inchude s baseboard, or “motherboard,” which isa
printed circuit board to which & multitude of components or devices may be connected by
way of a system bus or other electrical communication paths. One or more central processing
units {(“CPLUS™Y 1804 may operaie In conjunclion with a chipset 1806, CPUs 1004 may be
standard programmable processors that perform arithmetic and logical operations necessary
for the operation of computer 1600,

8921 CPUs 104 may perform the necessary operations by transitioning from ong
diserete physical state (o the next through the manipulation of switching elements that
differentiate between and change these states. Switching elements may generally include

glectronic circuits that maintain one of two binary states, such as flip-flops, and electronic
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cirenits that provide an cutput state based on the logical combination of the states of one or
more other switching clements, such as logic gates. These basic switching clements may be
combined o create more complex fogic circuits, including rogistors, adders-subiractors,
arithmetic logic units, Hoating-point units and the liks,

180937  Chipset 1006 may provide an interface between OPUs (1004 and the
remainder of the components and devices on the baseboard. Chipset 1006 may provide an
inerface (o a random access memory {“RAM”™} 1008 used as the main memory in computer
10K, Chipset 1006 may further provide an Interface to a8 computer-readable storage medium
such as a read-only memory ("ROM™) 1020 or non-volatile RAM ("NVRAM?) for storing
basic routines that may help to start up computer 1000 and to transfer information between
the various components and devices. ROM 1020 or NVRAM may also store sther software
components necessary for the operation of computer 1008 in accordance with the
embodiments deseribed hersin,

[oe94]  Computer 1000 may operate in 3 networked environment using logical
connections (o remote computing devices and compuler sysiems through network 216,
Chipset 1006 may include functionslity for providing network connectivity through 2
network Interface controller ("NICT} 1822, such g8 a gigablt Ethernet adapter. MNIC 1022 may
be capable of connecting the computer 1000 1o other computing devices over network §16, |
should be appreciated that multiple MNiCe 1022 may be present in computer 100, connscting
the computer 10 other types of networks and remota compiter systams.

190951  Computer 1400 may be connected fo 3 mass storage device 1028 that
provides non-volatile storage for the computer. Mass storage device 028 may store system
programs, apphication programs, other program modeles and data, including message
attachments, webclient state data, and notifications, which have been described in grester
detail hergin, Mass siorage device 128 may be connected to computer 1000 through a
storage controller 1324 connecied to chipset 1006. Mass storage device 1628 may consist of
one or more physical storage units, Storage controller 1624 may interface with the physical
storage units through a serial attached 54587} Small Computer Systerm Interface (“SOSPY
interface, a serial advanced technology attachment (“SATA”) interface, a fiber channel
{“FC™y interface or other type of interface for physically connseting and transferring data
betwesn computers and physical dlorage units.

{80961 Computer 1000 may stors data on mass storage device 128 by ransforming
the physical state of the physical storage units 1o reflect the information being stored. The

specific transibrmation of a physical state may depend on various factors and on different
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implementations of this description. Bxamples of such factors may include, but are not
limited 1o, the technnlogy used to implement the physical storage units, whether mass storsge
device 1028 is characterized a5 primary or secondary storage and the ke

{88277 For example, computer HEM may store information lo mass storage devics
128 by issuing instructions through storage controlier 1024 10 alter the magnetic
characteristics of a particular location within a magnetic disk drive unit, the reflective or
refractive characteristics of a particular location in an optical storage unit or the clectrical
characteristics of a particular capaciior, transistor or other discrete component in a solid-state
siorage unit, Other transformations of physical media are possible without departing from the
seope and spirit of the present description, with the foregoing examples provided only 1o
facilitate this description. Computer 1800 may further read information from mass storage
device 1028 by detacting the physical states or characteristics of one or more particular
focations within the physical storage units,

{698]  In addition to mass storage device 1028 described above, computer 1000
may have access 1o other computer-readable siorage media (o store and retrieve information,
such as program modules, data structures or other data. It will be appreciated by those skilled
in the art that compuier-readable storage media can be any available media that provides for
the storage of non-transitory data and that may be accessed by computer 1004,

B899 By way of example and not limitation, computer-readable siorage media
may include volatile and non-volatile, transitory and non-transitory, removable and non-
remnovable media implemented in any method or technology, Computsr-readable storage
media includes, but is not limited to, RAM, ROM, erasable programmable ROM
{“EPROMY, slectricaliy-grasable programmable ROM (“EEPROM™}, flash memeary or other
sotid-stale memory technology, compact dise ROM CR-ROM™Y, digital versatile disk
(“DVIFT, high definition DVD ("HD-DVDT), BLU-RAY or other optical storage, magnetic
casseltes, magnetic taps, magnetic disk storage or other magnetic storage devices or any other
medivm that can be used to store the desired information in a non-transitory fashion.

IBE88]  Mass storage device 1028 may store an operating system utilized o control
the operation of the computer 1000, According to one embodiment, the operating
svstem comprises 8 version of the LINUX operating sysiem. According 1o another
ernbodiment, the operating system comprises a version of the WINDOWS SERVER
operating system from the MICROSOFT Comporation. According © further embodiments,
the operating sysiem may comprise a version of the UNEX operating system. | should be

appreciated that other operating systems may also be wiihized. Mass storage device 1028 may
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stove other system or application programs and dats utilized by computer 1000, such as
management component 210 and/or the other software components deseribed above,

{3031} Mass storage devize 1028 or other computer-readable storage media may
afso be sncoded with computer-executable instructions, which, when Ioaded into computer
HOO, transforms the computer from a generabpurpose compuling system inlo a special-
purpose computer capable of implementing the embodiments described herein, These
computer-executable instructions transform computer 1M by specifving how CPUs 104
transition between states, a5 described sbove. Computer 1080 may have access 10 computar
readable storage media sioring computer-executable instructions, which, when executed by
computer 1000, may perform opersting procedures depicted in FIGE. 3.6

[8182] Computer [000 may also include an input/output controlior 1032 for
recsiving and processing input from a number of input devices, such as a kevboard, a muuss,
a touchpad, 8 touch sereen, an electronic stylus or other type of Input device, Shmilarly,
input/output controlier 1032 may provide output 0 a display, such as 8 computer monitor, &
flat-panel display, a digital projecior, a printer, a plotier or other fype of output device. It will
be appreciated that computer 1800 may not include all of the components shown in FIG, 16,
may mclude other components that are not explicitly shown iIn FIG, 10 or may wilize an
architecture completely different than that shows in FIG, {8

(8103} it should be appreciated that the netwaork topologies iHustrated in the figures
bave been preatly simplified and that many more networks and networking devices may be
utifized (0 inlerconnest the various computing systems disclosed herein, These netwark
topoiogies and devices should be apparent 1o those skilled in the art.

{1041 it should also be apprecinted that the systems in the Hgures are merely
iHustrative and that other implementations might be used. Additionally, i should be
appreciated that the functionality disclosed herein may be implemented m software, in
hardware, or in a combination of software and hardware, Other implomentations should be
spparent to those skilled in the art. It should also be appreciated that a server, gateway or
other computing device may comprise any combination of hardware or software that can
interact and perform the described types of functionality, Including withouwt Hmitation deskiop
or other computers, database servers, network storage devices and other network devices,
PDAs, tablets, cellphones, wireless phones, pagers, electronic organizers, Internet applisnces,
television-based systems {e.g., using set 1oy boxes and/or personalidigital video recorders)
and various other consumer products that include appropriate communication capabilities. In

addition, the funclionality provided by the ilustrated modules may in some embodimenis be
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combined in fower modules or distributed in additional modeles. Similarly, s some
embodiments the functionality of some of the Hlusirated modules may not be provided andior
giher additional functionality may be available.

81851 Esch of the operations, processes, methods and algorithms deseribed in the
preceding sections may be embodied in, and fully or partially automated by, code modules
gxecuied by one or more computers or computer processors. The code modules may be
stored on any type of non-transitry computer-readuble medium or computer storage device,
such as hard drives, solid stale memory, optical dise and/or the ke, The processes and
atgorithms may be implemented partially or wholly in application-specific cirouitry. The
resubls of the disclosed processes and process steps may be stored, persistently or otherwise,
in any type of non-transitory computer storage such as, .., volatile or non-volatile storage.

[186]  The various features and processes described above may be used
independently of one another, or may be combined in various ways. Al possible
combinations and sub-combinations are intended 1o fall within the scope of this disclosure,
in addition, cerlain method or process blocks may be omitted in some implementations. The
methods and processes described herein are also not Hmited to any particular sequence, and
the blocks or states refating thersio can be performed in other seguences that are appropriate.
For example, desoribed blocks, operations, and states may be performed in an oeder other
than that specifically disciosed, or multiple blocks or states may be combined in a single
hlock or state. The example blocks, operations, and states may be performed in serial, in
parallel or in some other manner. Blocks, operations, and states may be added to or removed
fromn the disclosed example embodiments. The example systems and components described
herein may be configured differently than described. For example, clements may be added
to, removed from or resrranged compared to the disclosed example embodiments.

I9107] It will also be appreciaied that varioos Hems are Hhustrated as belng stored in
memory of on storage while being used, and that these iterns or portions of thersol may be
transferred betwees memory and other storage devices for purposes of memory management
and data integrity. AHermatively, in other embodiments some or all of the soRware modules
andior systems may execuie in memory on another device and communicate with the
ihustrated computing svsiems via inler-compuier comumunication. Furthermore, in some
embodiments, some or all of the sysiems and/or modules may be implomented or provided in
other ways, such as at least pantially in firware and/or hardware, Including, but not limited
to, one of more application-specific integrated circuits {ASICs), standard Integrated cirouits,

controllers {e.g., by executing appropriate instructions, and including microcontrollers andior
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embedded controllers), feld-programmable gate arravs (FPOAS), complex programmable
fogle devices {CPLDS), efc. Sowne or all of the modules, systems and data structures may also
be stored {e.g., a5 software instructions or structured data} on 8 compuier-readable medium,
such as a hard disk, a memuory, 3 network or 3 portable media article to be read by an
appropriste drive or via an appropriate connection. The sysiems, modules and data structures
may also be transmitted as gencrated data signals (e.g., as part of a carrier wave or other
analog or digital propagated signal} on a variety of computer-readable transmission media,
including wircless-based and wired/vable-based media, and may take a variely of forms {e.g.,
as part of 2 single or multiplexed analog signal, or as multiple discrete digital packets or
frames). Such computer program products may also take other forms in other embodiments,
Accordingly, the present invention may be practiced with cther computer system
configurations.
[9188]  Embodiments of the disclosure can be described in view of the following
clauses:
i, A method comprising:
receiving, ol 8 hypertext transfer protocol (HTTP) server, a request o intersel with an
email system Hom 2 webelient;
estabiishing, by the HT TP server, a persisient connection with the ematll system;
receiving, at the HTTP server, a notification associaied with the webclient from the
esmail systeny;
storing the notification by the HTTP servern;
receiving 4 communication from the webclient at the HTTP sarver;
in response (o receiving the communication, retrieving the notification by the HTTP
server; and

transmitting the notification from the HTTY server to the webclient,

2. The method of clause 1, wherein the HTTP server stores the notifiontion in at keast

one of g database, a storage device, or a local storage device,

3 The method of any preceding clause, further comprising:

receiving, at the HTTP server, a second notification associated with the webcliemt
from the email system;

staring the second notification by the HTTF server;

receiving 2 second communication from the webcliont at a second HTTP ssrver;
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determining, by the second HTTP server, that the second notification has been storad;
retricving the second notification: and

transmiiting the second notification from the second HTTP server o the webclient

4. The method of any preceding clause, whersin the notification s transmitied by the

HTTP server with email data.

3. A system, comprising:
& memary comprising insiructions; and
a processor coupled © the memaory, wherein the provessor, when executing the
instructions, effectuales operations comprising:
receiving a request 1o aceess a server froum a webclient;
esiablishing a persistent connection with the server;
receiving a notification associated with the webclient from the server;
storing the notification; and
transmitting the notification to the webclient in response 1o a subseguent

comnmtcation received from the webclient.

&. The system of clause 5, wherein the operations further comprise generaling

identification information for the webclisng,

7. The system of clause 6, wherein sioring the notiflfcation comprises storing the

notification and the identification information in s database record.

3. The system of clause &, wherein storing the notification comprises storing the
notification in 8 siorage device, and storing storage device location information for the

potification and the identification information in a dalabase record.

9. The system of any of clauses 3-8, wherein the operations further comprise deleting the

notification after transmitiing the notification o the webcelient.

1. The system of any of clsuses 3-8, whersin establishing a persistent connection with
the server comprises instructing a notifications server 1o establish a persistent connection with

the server,
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o A computer-mplemented method comprising:

receiving, at g hyperiext wransfor protocol (HTTP) server from a webclient, a request
10 ACCESS A SEIVEr:

determining, by the HTTP server guerying g database, that 2 notification associated
with the webeliont has been stored by a second HTTP server;

refrieving the notification by the HTTP server; and

fransmitting the notification to the webclent,

12, The computer-implemented method of clause T, further comyprising determining
stowage device location information for the notification based on identification Information

for the wehelient,

3. The computer-implemenied method of clanse 12, whersin the requust to accass the

server comprises the identification information,

t4,  The computer-implemented methed of any of clauses 11-13, further comprising

deleting the notificstion afler transmiiting the notification 1o the webclient,

15, The computer-implemented method of any of clauses 1114, whersin retrieving the
notification comprises retrieving the notification from at least one of o storage deviee, a

datzbase, or a notificstions server.

i, The computer-implemented method of any of clauses 1113, further comprising

providing access to the server for the webclient,

7. A son-transitory computer-readable storage medium comprising computer-executable
instructions, which when executed by a procassor, cause 2 processor to effectuate operations
comprising:

receiving a reguest 1o access 8 server from a webclient;

esiablishing a porsistent connection with the server;

receiving a notification associated with the webclient from the server;

storing the notification; and
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transmitiing the notification o the webclient in response 1 a subssquent

sommunication received from the webclient

18, The non-transitory computer-readable storage medivm of clause 17, wherein the

operations further comprise generating identification information for the webclient,

1. The non-transitory computer-readable storage medium of clawse 18, wherzin storing
the notification comprises storing the notification and the entification information ina

database record.

20, The non-transiiory compuier-readable storsge medivm of clause 18, wherein storing
the notification comprises storing the aotification in 3 storage device, and storing storage
device location information for the notification and the identification information ina

dotabase record,

21, The non-transitory computer-reasdable storage medium of any of clauses 17-24,
whersin the operations further comprise iransmitling a request {o receive notifications

associated with the webclient 10 the server,

22, The non-transiiory computer-readable storage medivm of any of clauses 17-21,
whergin iransmitting the notification (o the wabclient comprises transmitting the notification

with sdditions! datg received from the server.

23, A method comprising:

recelving, at a first HTTP server from g webcelient, an attachment associated with an
senatl

storing, by the first HTTP server on a storage devics, the attachment;

storing, by the first HTTP server on a database, storsge device location information
for the attachmeni:

receiving a request for service at a second HTTP server from the webclient:

determining, st the second HTTP server, identification Information for the webslient;

retrieving, by the second HTTP server from the dotabase, the storage device location

information;
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retrieving the attachment by the second HTTP server froan the storage device using
the storage device location information; and

transmitting the stischment to a mail server.

24, The method of clause 23, wherein detormining the identification information for the
wibclient comprises determining a session identifier from data stored on a device executing

the webelisnd,

35, The method of clause 23 or 24, further comprising updating, by the Orst HTTP server,

a staie of the webcHent in the database,

26, The method of any of clauses 23-25, further comprising removing, by the second

HTTP sorver, the storags device location information from the database,

27 A sysiem, comprising:
a memory comprising instractions; and
a processor coupled to the memory, whereln the processor, when exseuting the
nstructions, effectustes operations comprising
receiving a request for service from a webolient that has established a
communications session with a server that Is no longer acoessible;
determining identification information for the webclisn;
retrieving siorage devics location information for an attachment;
retrigving the attachment from a storage device using the storage device
location information; and

iransmiiting the attachiment 1o 3 messaging server,

28,  The system of clause 27, wherein the identification information for the webclient

comprisses 2 session identifier.

28, The system of clause 27 or 28, wherein the storage devies location information is

retrieved from a database.

3. The system of clause 29, whereln the operstions further comprise updating o sate of

the webchient in the database.
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31, The sysiem of anv of clause 27-30, whersin the storage device location information

was stored by the server that is no longer scoessible.

3%, The systems of any of clause 37-31, whereln the operations further compriss receiving

a request to ransmil 8 message associated with the altachment,

33, A compuier-implemenied method comprising:

receiving, al 8 hypertext transfer protocol (HTTP) server, from a webclient, an
attachment associated with 8 message composed on the webelient;

storing, by the HYTP server on a storage device accussible by 2 second HTTP server,
the atiachment; and

storing, by the HTTP server, storage device location informution for the attachment.

34, The compuier-implemented method of clause 33, further comprising associating the

siorage device location information with a record associated with the webclient in a database.

35, The computer-implemented method of clause 34, further comprising updating a state

of the webclient in the database.

36, The computer-implemented method of clause 34, whereln storing the storage device
tncation information for the attachment coumnprises generating a record in the database

comprising a session identifier associnted with the webeliont.

37, The computer-implemented method of clause 34, wherein the database s accsssible

sy the second HTTP scrver,

38 The computer-implemented method of any of clauses 33-37, further comprising

receiving an indication that the webcliont is in g message composition state.

3. A non-transitory computer-readable storage medium comprising computer-sxesutable
instructions, which when execuisd by a processor, cause a processor 1 effectuate operations

comprising:
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receiving a reguest for service from a webclient that has established a
conununications session with a server that is no longer accessible;

determining identification information for the webelient;

retricving storage device location Information for an sttachment;

retrieving the attachment from g storage device using the storage device Iocation
information; and

transmitting the attachment 1o 3 messaging server.

43,  The non-transitory computer-readable storage medium of clause 39, wherein the

whentification information for the webelinnt comprises a session identifier.

41, The non-transitory computer-readable storage medium of clause 39 or 40, the storage

device lovation information is retrieved from g datsbase.

42, The non-transitory computer-readable storage medium of clause 41, wherein the

operations further comprise updating & siate of the webclient in the database.

43, The non-transitory compoter-readable storage mediom of any of clauses 3942,
whereln the wherain the storage device location information was stored by the server that is

no longer accessible.

44,  The non-transitory compuier-readable storage medium of any of clauses 4643,
whergin the operations further comprise receiving a request 1o ransmit 8 message associated

with the attachment,

8 vé

16189] Conditional language used herein, such as, among others, “can,” “could,”
“might,” "may,” “e.g.” and the like, unless specifically stated otherwise, or otherwise
understood within the context as used, is generally intended to convey thet cenlain
embodiments include, while other embodiments do not include, certain features, elements
and/or steps, Thus, such conditional language is not gencrally intended to imply that
features, elements and/or steps are in any way required for one or more embodiments or that
one or more embodiments necessarily include logic for deciding, with or withow author input
or prompting, whether these features, elements and/or steps are included or are to be

erformed in any particular embodiment. The {erms “comprising,” “including,” “having” an
perf: o v particul hod t. Thei “comp g,” “including,” “h g” and
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the Hike are synonymous and are used inclusively, in an open-onded fashion, and do not
exciude additional elements, features, gots, operations and so forth, Also, the term "o &5
used it {88 inclusive sense {and nod in its exclusive sense} so that when used, for example, to
connect a bist of elemaents, the term “or” means ong, some or all of the elements in the list
(31187 While certain example embodiments have been described, these
embodiments have been presented by way of example only, and are not intended to Himit the
scope of the inventions disclosed herein. Thus, nothing in the foregoing description &
intended to imply that any particular feature, characteristie, step, module or block is
necassary or indispensable. Indesd, the novel methods and systoms described herein may be
embodied in a variety of other forms; furthermors, various omissions, substitutions and
changes in the form of the methods and systems described herein may be made without
departing fromm the spirit of the inventions disclosed hereln, The sccompanying claims and
their equivalents are intended to cover such forms or modifications as would fall within the

seope and spirit of certain of the inventions disclosed herein,
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WHAT IS CLAIMED IS:

L. A system, comprising:
a memory comprising instructions; and
a processor coupled to the memory, wherein the processor, when executing the
instructions, effectuates operations comprising:
receiving a request to access a server from a webclient;
establishing a persistent connection with the server;
generating identification information for the webclient;
receiving a notification associated with the webclient from the server;
storing the notification, wherein storing the notification comprises storing the
notification in a storage device, and storing storage device location information for the
notification and the identification information in a database record; and
transmitting the notification to the webclient in response to a subsequent

communication received from the webclient.

2. The system of claim 1, wherein the operations further comprise deleting the notification

after transmitting the notification to the webclient.

3. The system of claim 1 or 2, wherein establishing a persistent connection with the server

comprises instructing a notifications server to establish a persistent connection with the server.

4. A computer-implemented method comprising:
receiving, at a hypertext transfer protocol (HTTP) server from a webclient, a request to

aCCess a server;
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determining, by the HTTP server querying a database, that a notification associated with
the webclient has been stored by a second HTTP server;

determining storage device location information for the notification based on
identification information for the webclient, wherein the request to access the server comprises
the identification information;

retrieving the notification by the HTTP server; and

transmitting the notification to the webclient.

5. The computer-implemented method of claim 4, further comprising deleting the

notification after transmitting the notification to the webclient.

6. The computer-implemented method of any of claims 4-5, wherein retrieving the
notification comprises retrieving the notification from at least one of a storage device, a database,

or a notifications server.

1. The computer-implemented method of any of claims 4-6, further comprising providing

access to the server for the webclient.

8. A non-transitory computer-readable storage medium comprising computer-executable
instructions, which when executed by a processor, cause a processor to effectuate operations
comprising:

receiving a request to access a server from a webclient;

establishing a persistent connection with the server;

generating identification information for the webclient;

receiving a notification associated with the webclient from the server;

storing the notification, wherein storing the notification comprises storing the notification
and the identification information in a database record; and

transmitting the notification to the webclient in response to a subsequent communication

received from the webclient.
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