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SECURITY VERIFICATION METHOD AND DEVICE
FOR SMART CARD APPLICATION

[0001] The present application claims priority to Chinese Patent Application No.
201610006062.2, filed with the Chinese Patent Office on January 5, 2016 and entitled
"SECURITY VERIFICATION METHOD AND DEVICE FOR SMART CARD
APPLICATION", which is incorporated here by reference in its entirety.

TECHNICAL FIELD

[0002] The present application relates to the field of information security
technologies, and in particular, to smart card security verification methods and

devices.

BACKGROUND

[0003] With the development of mobile Internet technologies, an increasing
number of services can be implemented by using smart card applications on an
intelligent terminal. For example, a near field communication chip can help the
intelligent terminal implement smart card applications such as making a mobile
payment, taking a public vehicle, or entering a working area. As the intelligent
terminal plays an increasingly important role in people’s life, when the intelligent
terminal is lost and maliciously used, significant damages can be caused to the user,
the company or the public. Currently, a technical solution is needed to enhance

security of smart card applications for smart terminals.

SUMMARY

[0004] To resolve a problem in the existing technology that security of a smart
card application cannot be ensured after theft of an smart terminal, a security
verification method and device for a smart card application are proposed, so as to

restrict use of the smart card application based on user setting or a user's habit,

1



10

15

20

25

30

thereby ensuring the security of the smart card application.

[0005] An implementation of the present application provides a security
verification method for a smart card application, including: obtaining related data of a
current service when the smart card application performs service processing with the
outside; determining the related data of the current service and a security parameter;
and terminating the current service if the related data of the current service does not
comply to the security parameter.

[0006] An implementation of the present application further provides a security
verification device for a smart card application, including: an acquisition unit,
configured to obtain related data of a current service when the smart card application
performs service processing with the outside; a determining unit, configured to
determine the related data of the current service and a security parameter; and a
processing unit, configured to terminate the current service if the related data of the
current service does not comply to the security parameter.

[0007] It can be seen from the described technical solutions of implementations of
the present application that, a geographic location, time, transaction information, etc.
of a service are determined, so as to ensure security of performing the service by
using the smart card application. In addition, based on different types of smart card
applications (an eSE chip, an HCE, etc.), a security verification method applicable to
the different types of smart card applications is designed. For example, a service
process between a smart card application in the eSE chip and a communication
module is obtained for verification, or service security verification is performed by
using a security verification method in a smart card application built in the HCE.
[0008] Certainly, implementing any product or method in the present application

does not need to simultaneously satisfy all advantages described above.

BRIEF DESCRIPTION OF DRAWINGS

[0009] To describe the technical solutions in the implementations of the present
application or in the existing technology more clearly, the following briefly introduces
the accompanying drawings for describing the implementations or the existing
technology. Apparently, the accompanying drawings in the following description
merely show some implementations of the present application, and a person of

ordinary skill in the art can still derive other drawings from these accompanying
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drawings without creative efforts.

[0010] FIG. 1 is a flowchart illustrating a security verification method for a smart
card application, according to an implementation of the present application;

[0011] FIG. 2 is a schematic structural diagram illustrating a security verification
device for a smart card application, according to an implementation of the present
application;

[0012] FIG. 3 is a flowchart illustrating a security verification method for a smart
card application, according to an implementation of the present application;

[0013] FIG. 4 is a diagram illustrating a system structure of installing a smart card
application on an eSE chip, according to an implementation of the present application;
[0014] FIG. 5 is a flowchart illustrating another security verification method for a
smart card application, according to an implementation of the present application; and
[0015] FIG. 6 is a diagram illustrating a system structure of installing a smart card
application on a smartphone, according to an implementation of the present

application.

DESCRIPTION OF IMPLEMENTATIONS

[0016] Implementations of the present application provide a security verification
method and device for a smart card application.

[0017] To make a person skilled in the art better understand the technical
solutions in the present application, the following clearly and completely describes the
technical solutions in the implementations of the present application with reference to
the accompanying drawings in the implementations of the present application.
Apparently, the described implementations are merely some but not all of the
implementations of the present application. Other implementations obtained by a
person of ordinary skill in the art based on the implementations of the present
application without creative efforts shall fall within the protection scope of the present
application.

[0018] The smart card application in the present application includes, for example,
an access control application, a transportation card application, and a bank card
application. The smart card application can be installed on an embedded security
element (eSE) chip disposed in an intelligent terminal, or the smart card application

can be implemented by using a host card emulation (HCE) technology. Details of
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these two applications are not described in the present application.

[0019] As shown in FIG. 1, FIG. 1 is a flowchart illustrating a security verification
method for a smart card application, according to an implementation of the present
application. In this implementation, when an intelligent terminal performs service
processing with a transaction terminal, the intelligent terminal determines, based on a
determination rule, whether the current service is secure. If not, the service is
interrupted. Otherwise, the service is allowed to continue. The determination rule can
be based on location information, time information, service content, etc., and can be
voluntarily set by a user, or provided to the intelligent terminal after statistically
analyzed by a system. The smart card application can be securely controlled, so as to
avoid damage caused by losing the device.

[0020] The method includes step 101, obtain related data of a current service
when the smart card application performs external service processing.

[0021] Step 102: Determine the related data of the current service and a security
parameter.

[0022] Step 103: Terminate the current service if the related data of the current
service does not comply to the security parameter.

[0023] According to an implementation of the present application, the method
further includes: allowing the current service to continue if the related data of the
current service complies to the security parameter. By determining the related data of
the current service, the current service can be terminated or authorized, so as to ensure
security of the current service performed by the smart card application.

[0024] According to an implementation of the present application, the related data
of the current service includes at least one or a combination of current location
information, current time information, or transaction information. The current location
information and location information that is set in the security parameter can be
determined. If a current location is beyond a location range that is set in the security
parameter, the service is not allowed to continue. For example, when the smart card
application currently performs a service in area A, and a location range that is set by
the user in the security parameter is area B, the current service performed by the smart
card application is considered as insecure. When a payment transaction of a service
currently performed by the smart card application is 1000 RMB, and transaction
information that is set by the user in the security parameter is 800 RMB, the current

service performed by the smart card application is considered as insecure.
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[0025] For the related data of the current service, the current location information
can be obtained by using a GPS module of the intelligent terminal or through base
station positioning, the current time information can be obtained by using a system
clock or a network clock, and the transaction information can be obtained by using a
transaction order. For specific positioning methods, reference can be made to the
existing positioning technology. The current time information can be obtained with
reference to a specific solution in the existing technology. Details are not described
here for simplicity.

[0026] According to an implementation of the present application, obtaining
related data of a current service when the smart card application performs service
processing with the outside further includes: monitoring communications between the
two parties, and obtaining the related data of the current service when a smart card
application built in an eSE chip communicates with an near field communication
(NFC) controller.

[0027] In this implementation of the present step, the method in this
implementation of the present application can be implemented in a software method
or a hardware module method. The method includes obtaining the related data of the
current service and subsequent processes such as determining and analyzing. The
method is activated by monitoring the communications between the smart card
application in the eSE chip and the NFC controller (or a similar communication
module used by another smart card application). Or the NFC controller can notify a
security verification application in the present application when performing a service.
In other words, whether service processing is performed between the smart card
application in the eSE chip and the NFC controller is monitored based on the security
verification method in this implementation of the present application. Security
verification is started when service processing occurs.

[0028] In this implementation, the related data of the current service can be
obtained and subsequent steps can be performed at any time during the
communications between the smart card application and the NFC controller. For
example, security verification is performed before the NFC controller forwards a
service instruction to the smart card application.

[0029] According to an implementation of the present application, obtaining
related data of a current service when the smart card application performs service

processing with the outside further includes: monitoring communications between the
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two parties in the virtual smart card application when a virtual HCE smart card
application communicates with an NFC controller, and obtaining the related data of
the current service.

[0030] In this implementation of the present step, when the smart card application
is implemented by using an HCE smart card application, the security verification
method in the present application can be applied to the application, and the security
verification method in this implementation of the present application can be
performed before or after the steps included in the process of performing a service by
the HCE. When security verification succeeds, the service process can be continued.
Otherwise, the service process is terminated.

[0031] According to an implementation of the present application, before
determining the related data of the current service and the security parameter, the
method further includes: receiving and storing a security parameter entered by a user;
or receiving and storing a security parameter obtained by a server through analysis
based on related data of a user.

[0032] In this implementation of the present step, the security parameter can be
voluntarily set by the user, or can be determined by the server based on analysis of
historical behavior of the user. For example, when statistical analysis shows that the
user has never appeared in area A, but location information of the current service is
area A, the service can be considered as risky, and the current service of the user can
be rejected. Further, in this implementation, for example, when the service is
authentication for access control and the user has never asked to enter area A, a
current requirement of entering area A can occur when a mobile phone including an
access-control smart card application is lost and misused by another person.

[0033] Based on the method in this implementation of the present application, a
geographic location, time, transaction information, etc. of a service are determined, so
as to ensure security of performing the service by using a smart card application. In
addition, based on different types of smart card applications (an eSE chip, an HCE,
etc.), a security verification method applicable to the different types of smart card
applications is designed. For example, a service process between a smart card
application in the eSE chip and a communication module is obtained for verification,
or service security verification is performed by using a security verification method in
a smart card application built in the HCE.

[0034] As shown in FIG. 2, FIG. 2 is a schematic structural diagram illustrating a
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security verification device for a smart card application, according to an
implementation of the present application. The device in this implementation can be
built in and run on an intelligent terminal. The intelligent terminal includes, for
example, a smartphone or a tablet computer. The verification device for the smart card
application can be implemented by using a dedicated chip such as a programmable
logic device (FPGA), or by using software in an HCE smart card application.

[0035] The diagram includes: an acquisition unit 201, configured to obtain related
data of a current service when the smart card application performs service processing
with the outside; a determining unit 202, configured to determine the related data of
the current service and a security parameter; and a processing unit 203, configured to
terminate the current service if the related data of the current service does not comply
to the security parameter.

[0036] According to an implementation of the present application, the processing
unit is further configured to allow the current service to continue if the related data of
the current service complies to the security parameter.

[0037] According to an implementation of the present application, the related data
of the current service includes at least one or a combination of current location
information, current time information, or transaction information.

[0038] The current location information can be obtained by using a GPS module
inside the intelligent terminal. The current time information can be obtained by using
a network communication module, or can be obtained by using a clock oscillator
inside the intelligent terminal. The transaction information can be obtained by using a
transaction order of the intelligent terminal.

[0039] According to an implementation of the present application, the acquisition
unit monitors communications between a smart card application built in an eSE chip
and an NFC controller, and obtains the related data of the current service.

[0040] According to an implementation of the present application, the acquisition
unit is built in a virtual smart card application, and obtains the related data of the
current service in communications between the virtual HCE smart card application
and an NFC controller.

[0041] According to an implementation of the present application, the device
further includes a security parameter receiving unit 204, configured to receive and
store a security parameter entered by a user; or receive and store a security parameter

obtained by a server through analysis based on related data of a user.
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[0042] Based on the device in this implementation of the present application, a
geographic location, time, transaction information, etc. of a service are determined, so
as to ensure security of performing the service by using a smart card application. In
addition, based on different types of smart card applications (an eSE chip, an HCE,
etc.), a security verification method applicable to the different types of smart card
applications is designed. For example, a service process between a smart card
application in the eSE chip and a communication module is obtained for verification,
or service security verification is performed by using a security verification method in
a smart card application built in the HCE.

[0043] As shown in FIG. 3, FIG. 3 is a flowchart illustrating a security verification
method for a smart card application, according to an implementation of the present
application. The smart card application in the diagram is built in an eSE chip. In this
implementation, an intelligent terminal can be a smartphone, a card reader can be an
NFC card reader installed on a point of sale (POS) device, and an NFC controller can
be a piece of hardware on the smartphone, configured to communicate with the NFC
card reader on the POS device, to complete a payment service. By using an apparatus,
built in the smartphone, in this implementation of the present application or by using
software based the method, payment service processing between the smart card
application and the NFC controller is monitored, so as to implement payment service
security verification.

[0044] Step 301: A payment application built in the eSE chip is registered on the
NFC controller, and an ID of the payment application is recorded in the NFC
controller.

[0045] In this implementation, the smart card application can be installed on the
eSE chip by using a smart card application management terminal, or by using an air
card issue unit (which can be built inside the eSE chip of the smartphone) through a
network. A specific system structure diagram can be shown in FIG. 4. The NFC card
reader on the POS device communicates with the NFC controller of the smartphone
through NFC. The smart card application management terminal installs the smart card
application in the eSE chip of the smartphone through NFC, or the smart card
application can be obtained from a far end by using the air card issue unit and
installed in the eSE chip. A security verification application in the present application
is also built in the smartphone to monitor communications between the eSE chip and

the NFC controller. The security verification application can monitor the
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communications between the eSE chip and the NFC controller by using a
communications interface in the NFC controller.

[0046] In or before the present step, a user can input through an input device of
the smartphone, such as a touchscreen or a button, a security parameter in the security
verification application built in the smartphone according to the present application.
The security parameter in a smart card payment application can be, for example, a
location limitation, a range limitation, or a transaction amount threshold. The number
of security parameters can be set based on an actual need. In this implementation,
location limitations can be, for example, area A, area B, and area C, and the smart
card payment application is allowed to be used within the three areas, and the
payment application is not allowed in other areas. The transaction amount threshold
can be, for example, 1000 RMB, that is, spending is not allowed to exceed 1000 RMB
regardless of the location. Certainly, a person skilled in the art can consider other
combinations of security parameters based on the present disclosure, for example, a
combination of transaction amount and a location limitation. For example, transaction
amount in a limited location area can be unlimited, and the transaction amount in an
area outside the location limitation can be capped at 100. If a time parameter is
considered as a security parameter, more possible combinations of security parameters
can be generated. This implementation of the present application cannot exhaust
various possible combinations. Therefore, details are not described for simplicity.
[0047] Step 302: The NFC card reader of the POS device performs the payment
service with the NFC controller of the smartphone through NFC.

[0048] In the present step, for the payment service processing between the NFC
card reader and the NFC controller, reference can be made to solutions in the existing
technology. For example, the NFC card reader selects the ID of the payment
application registered with the NFC controller, and then performs a corresponding
smart card payment service procedure.

[0049] Step 303: The NFC controller sends a prompt of the payment service to a
security verification application, so as to start the security verification application.
[0050] Step 304: The security verification application built in the smartphone
obtains related data of the payment service.

[0051] In the present step, the security verification application can obtain the
related data of the payment service by using an interface of the NFC controller. In

such case, the payment application does not obtain the related data of the payment

9



10

15

20

25

30

service.

[0052] The related data of the payment service includes current location
information and current transaction amount. The security verification application can
obtain the current location information through GPS module in the smartphone, or can
obtain the current location information through base station positioning or network
positioning, and can obtain the current transaction amount by using an intercepted
service processing result.

[0053] Step 305: Verify current location information and current transaction
amount based on a security parameter.

[0054] In this implementation, intercepted location information is area D, and
transaction amount is 2,000 RMB. The related data of the payment service is
compared with the location limitation and the transaction amount threshold in the
security parameter, and a determining result is that the related data of the payment
service does not comply to the security parameter.

[0055] Step 306: The security verification application terminates the current
payment service, and sends a failure message of the current payment service to the
NFC controller.

[0056] In the present step, a security verification result can be prompted to the
user on the smartphone screen.

[0057] If the determination result in step 305 is that the related data of the
payment service complies to the security parameter, the current payment service is
allowed to continue (not interfered), and the payment service between the NFC
controller and the smart card application in the eSE chip is not interfered. The
diagram illustrates a process of performing service processing by the payment
application using a dashed line when the payment service is allowed to continue. The
NFC controller forwards a payment service instruction to the payment application
built in the eSE chip. The payment application performs service processing, and
returns a service processing result to the NFC card reader by using the NFC controller.
The payment application can communicate with the NFC card reader for many times,
so as to successfully perform a payment service procedure. Details of this part can be
referred to in the existing technology and is omitted for simplicity.

[0058] Step 307: The NFC controller sends the failure message of the current
payment service to the NFC card reader of the POS device, and the current payment

fails.
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[0059] In this implementation, the smart card application can be managed in the
technical solutions of the present application based on a security parameter set by the
user. When an unauthorized (not complying to the security parameter) service is
performed, insecure service processing of the smart card application is terminated in a
timely manner, so as to ensure security of user property and information, thereby
avoiding loss caused by malicious use if the intelligent terminal is lost.

[0060] As shown in FIG. 5, FIG 5 is a flowchart illustrating another security
verification method for a smart card application, according to an implementation of
the present application. In this implementation, a virtual smart card application is used
as an example to describe a technical solution of the present application. A virtual
smart card can be used mainly for an intelligent terminal that has no built-in eSE chip,
and can help the intelligent terminal support the smart card application. The security
verification method or device in the present application can be built in the virtual
smart card application, so as to implement security verification for the virtual smart
card application. In this implementation, a payment service is still used as an example
for description. The intelligent terminal is a smartphone, and a POS device card
reader is an NFC card reader. The smartphone communicates with the NFC card
reader by using an NFC controller. Certainly, in other implementations, an NFC
technology in another mode can be used for communication. No limitation is imposed
here.

[0061] Step 501: The virtual smart card application registers a payment
application ID with the NFC controller.

[0062] In this implementation, the virtual smart card application can be loaded
into a memory of the smartphone by using a smart card application management
terminal. A specific system structure diagram can be shown in FIG. 6. The NFC card
reader on the POS device communicates with the NFC controller of the smartphone
through NFC. The smart card application management terminal installs the virtual
smart card application in the memory of the smartphone through NFC, or the virtual
smart card application can be obtained from a remote end by using an Internet
function of the smartphone, and installed on the smartphone. A security verification
application in the present application can be built in the virtual smart card application.
[0063] Step 502: The NFC card reader of the POS device communicates with the
NFC controller, and selects the ID of the virtual smart card application to perform a

payment service.
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[0064] Step 503: The NFC controller sends, to the virtual smart card application,
instructions of performing the payment service.

[0065] Step 504: A security verification application in the virtual smart card
application can obtain current location information and current time information.
[0066] The current location information can be obtained by using a GPS module
in the smartphone, or can be obtained through base station positioning or network
positioning. The current time information can be obtained by using a system time of
the smartphone, or can be obtained from the Internet by using the Internet function of
the smartphone.

[0067] Step 505: Obtain a security parameter of a user from a remote server by
using a communication module of the smartphone.

[0068] The security parameter in the present step can be obtained from the remote
server through the Internet. The remote server obtains a corresponding security
parameter by analyzing historical data of the user or by analyzing big data related to
the user. For example, the security parameter of the user can be obtained by analyzing
data such as payment transaction habit and daily payment transaction amount,
location, time, and commodity category of the user, and a security risk of the current
transaction can be determined based on the user data by using methods in the
electronic transaction field. Specific security parameter calculation methods can be
referred to in the existing technology, which is adopted here by reference.

[0069] A method for obtaining a security parameter in this implementation and
the method for setting a security parameter by a user in the implementation shown in
FIG. 3 can be interchanged.

[0070] Step 506: Verify the current location information and the current time
information of a current payment service based on the security parameter.

[0071] If location information in the security parameter is different from the
current location information, and time information in the security parameter is
different from the current time information, it indicates that the user usually does not
perform a payment service at a current time or a current location, the payment service
may not be implemented by the user and can be risky.

[0072] Step 507: Terminate the current payment service, generate a corresponding
service processing result, and transfer the service processing result to the NFC
controller.

[0073] If a determining result in step 506 is a secure payment service, a payment
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service procedure of the virtual smart card application continues, and the NFC
controller can communicate with the NFC card reader of the POS device for one or
more times during this period of time to complete the payment service procedure.
[0074] Step 508: The NFC controller sends the payment service processing result
to the NFC card reader of the POS device.

[0075] Based on the method and device in the implementations of the present
application, a geographic location, time, transaction information, etc. of a service can
be determined, so as to ensure security of performing the service by using a smart
card application. In addition, based on different types of smart card applications (an
eSE chip, an HCE, etc.), a security verification method applicable to the different
types of smart card applications is designed. For example, a service process between a
smart card application in the eSE chip and a communication module is obtained for
verification, or service security verification is performed by using a security
verification method in a smart card application built in the HCE.

[0076] Whether a technology improvement is a hardware improvement (for
example, an improvement of a circuit structure, such as a diode, a transistor, or a
switch) or a software improvement (an improvement of a method procedure) can be
obviously distinguished. However, as technologies develop, many current
improvements of a method procedure can be considered as a direct improvement of a
hardware circuit structure. A designer usually programs an improved method
procedure to a hardware circuit to obtain a corresponding hardware circuit structure.
Therefore, a hardware entity module can improve a method procedure. For example, a
programmable logic device (PLD) (for example, an FPGA is such an integrated circuit,
and a logical function of the programmable logic device is determined by a user
through device programming. The designer performs programming to "integrate" a
digital system to a PLD without requesting a chip manufacturer to design and produce
an application-specific integrated circuit chip 2. In addition, the programming is
mostly implemented by modifying "logic compiler" software instead of manually
making an integrated circuit chip. This is similar to a software compiler used to
develop and compose a program. Original code before being compiled also needs to
be written in a specific programming language, and this is referred to as hardware
description language (HDL). However, there are various HDLs, such as ABEL
(Advanced Boolean Expression Language), AHDL (Altera Hardware Description
Language), Confluence, CUPL (Cornell University Programming Language), HDCal,
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JHDL (Java Hardware Description Language), Lava, Lola, MyHDL, PALASM, and
RHDL (Ruby Hardware Description Language). Currently, VHDL (Very-High-Speed
Integrated Circuit Hardware Description Language) and Verilog 2 are most popular. A
person skilled in the art should also understand that, only logic programming needs to
be performed on the method procedure by using the described several hardware
description languages, and the method procedure is programmed to an integrated
circuit, so that a hardware circuit that implements the logical method procedure can be
easily obtained.

[0077] A controller can be implemented in any appropriate method. For example,
the controller can use a microprocessor or a processor, and can store forms such as a
computer readable medium, a logic gate, a switch, an application-specific integrated
circuit (ASIC), a programmable logic controller, and an embedded microcontroller
that are of computer readable program code (for example, software or hardware) that
can be executed by the (micro) processor. Examples of the controller include but are
not limited to the following microcontrollers: ARC 625D, Atmel AT91SAM,
Microchip PIC18F26K20, or Silicone Labs C8051F320. A memory controller can also
be implemented as a part of control logic of the memory.

[0078] A person skilled in the art also knows that, in addition to implementing the
controller in a pure computer readable program code method, logic programming can
be completely performed by using the method step, so that the controller implements
a same function in a form of a logical gate, a switch, an application-specific integrated
circuit, a programmable logic controller, an embedded microcontroller, etc. Therefore,
the controller can be considered as a hardware component, and an apparatus for
implementing various functions in the controller can also be considered as a structure
in a hardware component. Or an apparatus configured to implement various functions
can be considered as a software module or a structure in a hardware component that
can implement the method.

[0079] The system, apparatus, module, or unit described in the described
implementations can be implemented by a computer chip or an entity, or implemented
by a product with a function.

[0080] For ease of description, the described apparatus is described by dividing
functions into various units. Certainly, when the present application is implemented,
the functions of the units can be implemented in one or more pieces of software

and/or hardware.
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[0081] Based on the described descriptions of the implementations, a person
skilled in the art can clearly understand that the present application can be
implemented by software and a necessary general purpose hardware platform. Based
on such an understanding, the technical solutions of the present application essentially
or the part contributing to the existing technology can be implemented in a form of a
software product. The computer software product can be stored in a storage medium,
such as a ROM/RAM, a magnetic disk, or an optical disc, and includes several
instructions for instructing a computer device (which can be a personal computer, a
server, or a network device) to perform the method described in the implementations
or some parts of the implementations of the present application.

[0082] The implementations in this specification are all described in a progressive
method. For same or similar parts in the implementations, refer to these
implementations. Each implementation focuses on a difference from other
implementations. Especially, a system implementation is basically similar to a method
implementation, and therefore is described briefly. For related parts, refer to partial
descriptions in the method implementation.

[0083] The present application can be applied to many general purpose or
dedicated computer system environments or configurations, for example, a personal
computer, a server computer, a handheld device or a portable device, a flat-type
device, a multiprocessor system, a microprocessor-based system, a set-top box, a
programmable consumer digital device, a network PC, a small computer, a mainframe
computer, and a distributed computing environment including any of the described
systems or devices.

[0084] The present application can be described in common contexts of computer
executable instructions executed by a computer, such as a program module. Generally,
the program module includes a routine, a program, an object, a component, a data
structure, etc. executing a specific task or implementing a specific abstract data type.
The present application can also be practiced in distributed computing environments.
In these distributed computing environments, tasks are executed by remote processing
devices that are connected by using a communications network. In the distributed
computing environments, the program module can be located in local and remote
computer storage media that include storage devices.

[0085] Although the present application is depicted by using the implementations,

a person of ordinary skill in the art knows that the present application has many
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variations and changes without departing from the spirit of the present application,
and it is expected that the appended claims include these variations and changes

without departing from the spirit of the present application.
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CLAIMS

What is claimed is:

1. A security verification method for a smart card application, comprising:

obtaining related data of a current service when the smart card application
performs service processing with the outside;

determining the related data of the current service and a security parameter; and

terminating the current service if the related data of the current service does not
comply to the security parameter.

2. The method according to claim 1, further comprising: allowing to continue the
current service if the related data of the current service complies to the security
parameter.

3. The method according to claim 1, wherein the related data of the current
service comprises at least one or a combination of current location information,
current time information, or transaction information.

4. The method according to claim 1, wherein the obtaining related data of a
current service when the smart card application performs service processing with the
outside further comprises: when a smart card application built in an embedded
security chip communicates with an NFC controller, monitoring communications
between the two parties, and obtaining the related data of the current service.

5. The method according to claim 1, wherein the obtaining related data of a
current service when the smart card application performs service processing with the
outside further comprises: when a virtual smart card application communicates with
an NFC controller, monitoring communications between the two parties in the virtual
smart card application, and obtaining the related data of the current service.

6. The method according to claim 1, wherein before the determining the related
data of the current service and a security parameter, the method further comprises:
receiving and storing a security parameter entered by a user; or

receiving and storing a security parameter obtained by a server through analysis
based on related data of a user.

7. A security verification device for a smart card application, comprising:

an acquisition unit, configured to obtain related data of a current service when

the smart card application performs service processing with the outside;
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a determining unit, configured to determine the related data of the current service
and a security parameter; and

a processing unit, configured to terminate the current service if the related data of
the current service does not comply to the security parameter.

8. The device according to claim 7, wherein the processing unit is further
configured to allow to continue the current service if the related data of the current
service complies to the security parameter.

9. The device according to claim 7, wherein the related data of the current
service comprises at least one or a combination of current location information,
current time information, or transaction information.

10. The device according to claim 7, wherein the acquisition unit monitors
communications between a smart card application built in an embedded security chip
and an NFC controller, and obtains the related data of the current service.

11. The device according to claim 7, wherein the acquisition unit is built in a
virtual smart card application, and obtains the related data of the current service in
communications between the virtual smart card application and an NFC controller.

12. The device according to claim 7, further comprising a security parameter
receiving unit, configured to receive and store a security parameter entered by a user;
or

receive and store a security parameter obtained by a server through analysis

based on related data of a user.
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