System and M ethod for Context Aware Network Filtering

BACKGROUND

The present disclosure relates generally to cybem#ty, and, more
specifically, to methods and systems for use imtifigng cyber-security threats to

aviation platforms and infrastructures.

The e-Enabling of the aviation platforms and infinastures, both onboard and
off-board, have resulted in interconnected physisgstems and supply chain
infrastructures that are now a potential targettf@ dynamic and growing cyber
security threats due to greater access to the neddacomputing systems. Aviation
plattorms and infrastructures are complex systemmat tinvolve hierarchically
networked, embedded systems and controllers witlinga operational criticality,
reliability, and availability requirements. In vaus examples, embedded systems and
controllers are increasingly hosted on general ggepcomputing devices hardware,
commercial software operating systems, and spexifstom applications performing
the intended system functions. These onboard etidoeslystems and controllers may
be networked via Internet Engineering Task For&el'd) and Aeronautical Radio,
Inc. (ARINC) standards based protocols such as Itivernet Protocol (IP) and
Institute of Electrical and Electronics EngineereHE) wired and wireless
communications and networking protocols. In additithe onboard systems may be
networked with off-board computing systems via dead IETF IP based protocols

such as User Datagram Protocol (UDP) and Transoms3ontrol Program (TCP).

The increased use of standards based computingoamehunication protocols
may allow for seamless integration of the e-Enabdechitecture, but may also
increases the vulnerability to cyber security &sac Furthermore, the current
definition of airplane network data flows is not @nmachine understandable form
requiring manual interpretation for the creationnetwork filter rules suitable for a

domain guard use. This can lead to errors and ageegaps. Thus, there is a need for



system and method for increased filter capabilitiest can prevent unauthorized

network flows based on changing system contexes-Bnabled aviation platforms.

SUMMARY

The following presents a simplified summary of ftiieclosure in order to
provide a basic understanding of certain exampfeth® present disclosure. This
summary is not an extensive overview of the disgl®sand it does not identify
key/critical elements of the present disclosuredelineate the scope of the present
disclosure. Its sole purpose is to present someems disclosed herein in a

simplified form as a prelude to the more detailedadiption that is presented later.

In general, certain examples of the present discbogrovide techniques or
mechanisms for context aware message contenirfgtedf functional network flows
for e-Enabled aviation platforms and infrastrucsur&ccording to various examples,
a method for automatically filtering network messsgn an aviation network for an
aircraft based on a current system context is dexlzi The method comprises
receiving a network message by a processor of guotan system. The network
message is transmitted from a source avionic dewice destination avionic device
via one or more network packets within the aviatrwiwork. The method further
comprises establishing, by the processor, a cursystem context based on
monitoring one or more avionic devices within theadon network. In some
examples, the system context indicates an aggrstattes of the one or more avionic
devices. In some examples, the current systenexbntay include a combination of
one or more of the following: a date, a time, aatamn of the source avionic device, a
location of the destination avionic device, a devitate of the plurality of avionic
devices, and a flight phase of the aircraft. Imeaxamples, the device state of the
plurality of avionic devices may include an opeyatl mode, a maintenance mode, or
a data load mode. In some examples, the flighselad the aircraft may include one
or more of the following operational states: powsy pre-flight, engine start, in-gate,
taxi-out, takeoff, initial climb, climb, enroutewse, descent, approach land, rollout,

taxi-in, go around, and engine shutdown.



The method further comprises analyzing an accdjtalnf the network
message by the processor. The acceptability ohétwork message is analyzed by
identifying a plurality of attributes corresponditg the network message. In some
examples, the plurality of attributes correspontiéader and data fields of the one or
more network packets corresponding to the netwagksage. In some examples, the
plurality of attributes corresponding to the netkamessage include one or more of
the following: a destination address, a source esfjra flight phase of the network
message, a device state of the network message)cion, a sub-function, a data

flow, and a protocol.

The acceptability of the network message is furdrealyzed by determining
the acceptability of the network message within gistem context based on one or
more filter rules that specify what attributes atlowed within a particular system
context. In some examples, the one or more filitgs are automatically generated
during a testing phase of the aviation network &gtaring one or more test network
packets corresponding to a test functional netwibokv transmitted within the
aviation network. The one or more test networkkpeare parsed in order to extract
one or more test network messages corresponditig test functional network flow.
The test network message of the one or more tdstorle messages may then be
examined in order to identify a plurality of tegtridutes. In some examples, the
plurality of test attributes correspond to headst data fields of the one or more test
network packets corresponding to the test netwoessage. The plurality of test
attributes of the test network message are thessifiled. The one or more filter rules
are further automatically generated by automaticgénerating one or more tables
corresponding to the one or more test network ngessa The one or more tables
include the one or more filter rules and are claibased on one or more test
attributes of the test network messages. Findig, one or more filter rules are

validated.

In some examples, the one or more filter rulesuithel one or more deep
packet filtering rules that prevent unauthorizetadbows on the aviation network by

examining one or more payloads of the one or metevark packets. The method



further comprises forwarding, by the processor, thework message to the
destination avionic device if the network messagjaletermined to be acceptable

within the system context.

In yet a further example, a system is provided aisiqmy one or more
processors, memory, one or more processors, andranere programs stored in the
memory. In yet another example, a non-transitagnmuter readable medium is
provided comprising one or more programs configuedexecution by a computer
system. In various examples, the one or more progrinclude instructions for
receiving a network message by a processor of gootan system. The network
message is transmitted from a source avionic dewice destination avionic device
via one or more network packets within an aviatietwork. The one or more
programs further include instructions for estabfigh by the processor, a current
system context based on monitoring one or morenavidevices in the aviation
network. In some examples, the system contextatds an aggregate status of the
one or more avionic devices. The one or more pogrfurther include instructions
for analyzing an acceptability of the network meesady the processor. The
acceptability of the network message is analyzedidantifying a plurality of
attributes corresponding to the network messagesoie examples, the plurality of
attributes correspond to header and data field$hefone or more network packets
corresponding to the network message. The acadbptali the network message is
further analyzed by determining the acceptabilityh® network message within the
system context based on one or more filter rulessome examples, the filter rules
specify what attributes are allowed within a patac system context. The one or
more programs further include instructions for farding, by the processor, the
network message to the destination avionic devicéhé network message is

determined to be acceptable within the system &bnte

BRIEF DESCRIPTION OF THE DRAWINGS



The disclosure may best be understood by referdncehe following
description taken in conjunction with the accompagydrawings, which illustrate
particular examples of the present disclosure.

Figure 1A llustrates a general overview of an egkmmsystem for
implementing various methods of the present discksin accordance with one or

more examples.

Figure 1B illustrates an example system for congaxare message filtering,

in accordance with one or more examples.

Figure 2 illustrates an example of an e-Enabledaten platform, in

accordance with one or more examples.

Figure 3A illustrates an example of a method fontegt aware network

filtering, in accordance with one or more examples.

Figure 3B illustrates a sequence of events forgoering a wireless data load
of a Central Maintenance Computer (CMC) via an @ar Network System (ONS),

in accordance with one or more examples.

Figures 4A, 4B, 4C, and 4D illustrate another exieangb a method for context

aware network filtering, in accordance with onermre examples.

Figure 5 is a block diagram illustrating an exampfea system capable of
implementing various processes described in theeptedisclosure.

DETAILED DESCRIPTION OF PARTICULAR EXAMPLES

Reference will now be made in detail to some speeamples of the present
disclosure including the best modes contemplateithéynventors for carrying out the

present disclosure. Examples of these specific plesnare illustrated in the



accompanying drawings. While the present disclossirdescribed in conjunction
with these specific examples, it will be understaloak it is not intended to limit the
present disclosure to the described examples. ©rdhtrary, it is intended to cover
alternatives, modifications, and equivalents as fm@ayncluded within the spirit and

scope of the present disclosure as defined bygperaled claims.

For example, the techniques of the present distostll be described in the
context of particular functions, sub-functions, adata flows of certain network
messages. However, it should be noted that theniguaes of the present disclosure
apply to other network flows and/or protocols witrious functions, sub-functions,
and data flows. As another example, the techniqiigbe present disclosure will
refer to particular devices and/or entities withkmaviation network. As used herein,
the terms “entity” and “device” may be used intencgeably to refer to one or more
various avionic devices within an aviation netwdhat transmit and/or receive
network packets and/or network messages. Howetvehould be noted that the
techniques of the present disclosure apply to @ésvaf various other network and
network types. In the following description, nuimes specific details are set forth in
order to provide a thorough understanding of thes@mt disclosure. Particular
examples of the present disclosure may be implezdentthout some or all of these
specific details. In other instances, well knowwgess operations have not been

described in detail in order not to unnecessatigoorre the present disclosure.

Various techniques and mechanisms of the preseotodure will sometimes
be described in singular form for clarity. Howevérshould be noted that some
examples include multiple iterations of a techniguemultiple instantiations of a
mechanism unless noted otherwise. For examplgsterm uses a processor in a
variety of contexts. However, it will be appree@tthat a system can use multiple
processors while remaining within the scope of ftresent disclosure unless
otherwise noted. Furthermore, the techniques amghemisms of the present
disclosure will sometimes describe a connectionveeh two entities. It should be
noted that a connection between two entities dadsnecessarily mean a direct,

unimpeded connection, as a variety of other estitieay reside between the two



entities. For example, a processor may be contectememory, but it will be
appreciated that a variety of bridges and contr®lieay reside between the processor
and memory. Consequently, a connection does nogssarily mean a direct,

unimpeded connection unless otherwise noted.

Overview

The present disclosure provides a system and mefioctontext aware
message content filtering of functional network wifo for e-Enabled aviation
platforms and infrastructures. Network packetsadmaitted between various avionic
devices in a networked avionic system may include or more network messages.
Such avionic devices may comprise various commtinicaevices and/or computers
within an aircraft, control center, etc. In someamples, the transmitted network
message may be received by a computer system aasirgy firewall filter. The
computer system may determine a current contextehetworked aviation system
based on monitoring one or more avionic devicesiwithe networked aviation
system for status information such as the locatievjce state, and/or flight phase of
the avionic devices. The current context of theteay may also include the current

date and time.

Based on this current context, the computer systam determine the
acceptability of the received network message basetlter rules specifying what
attributes are allowed within a particular systeontext. The computer system
identifies attributes of the network message bynerang various header and data
fields of the network packets corresponding to rleéwork message through deep
packet identification. The computer system thewéods the network message to the
avionic device that is the destination entity ifist determined that the particular
attributes of the received network message arepéaigle within the current context
of the networked aviation system. In this way, tdoenputer system can enforce
context based constraints on network messagesntitd@g within the networked

aviation system.



Example Embodiments

Figure 1A illustrates a general overview of an egbmsystem 100 for
implementing various methods of the present discksin accordance with one or
more examples. In particular, Figure 1A describasser accessing a network 104
using a computer 102 configured with a web browerinteract with another
computer 106. In some examples, computer 106 neagdmfigured as a server
containing modules required for fulfilling the userequest. In some examples,
computers 102 and/or 106 may be general purposeuens. In other examples,
computers 102 and/or 106 may be specialized aviategices that include
configurable controls and interface systems forrajoegy in a networked aviation
system, platform, and/or architecture. In othearsgles, system 100 may include
other devices and/or computers connected to comgpl@2 and 106 via network 104.
In some examples, network 104 may be an Ethermetemtion and/or other standard
internet and local area network (LAN) technologiesjuding IP and UDP. In other
examples, network 104 may be any other direct andfeless network.

Figure 1B shows an example system architecturef@Otapturing network
packets, according to one or more examples of tégept disclosure. Two systems,
system 110 and system 114, are connected via asrrethconnection, such as
network 104. Each system (110 or 114) could beomputer system including
computers 102 or 106, or avionics systems likelsihige replaceable unit (LRU) or a
collection of LRUs. An LRU may comprise a modutammponent of an airplane,
ship, or spacecraft (or any other manufacturedrawidevice) that is designed to be
replaced quickly at an operating location. An LRidy be a sealed unit such as a
radio or other auxiliary equipment. For exampiestem 110 and/or system 114 may
be communication components and/or computers dinaft, a satellite, a control
tower, a cellular tower, other off-board systemattbommunicate with in-aircraft
networks, and/or simulations thereof. Figure 1Bveh system 110 made up of a
Flight Management Computer 120 (FMC) and an On @&déetwork System 122
(ONS) communicating through a router 116. Systdrh i$ made up of three LRUs



including a Central Maintenance computer 124 (CMEgintenance Laptop 126

(ML) and a Printer 130 communicating through a eoui28.

One of the purposes of the present disclosure iprtwide a means to
automatically create the firewall filter rules férewall 112 to control the flow of
information between system 110 and system 114. cbBbmmection between system
110 and system 114 over network 104 is depictedrliyw A. In various examples,
data transferred between system 110 and systenmha¥4oe captured by a network
tap 118 anywhere along arrow A by monitoring thermxtion between system 110
and system 114. In various examples, the databeayaptured by another computer
connected to network 104, such as computers 10brhf6. In certain examples,
data may be captured by various methods, includiagnot limited to, packet capture
(“PCAP”) software to record all of the data packegsmitted between system 110
and system 114. The data packets include one oe metwork messages. Once
captured, the data packets may then be parsedjme@nelassified, and grouped into
functional network flows in order to create filtierles for firewall 112 to control the
flow of information between system 110 and systdm, Bs will be further described
below. A functional network flow may correspondaaroup of network messages
which corresponds to a higher level airplane fungtisub=function, data flow, and
protocol.

The functional flows of major airplane functionkdi flight management,
printing, data loader, or central maintenance migiritain sub-functions which can
also be described as different data flows. In ser@nples, the data flows are either
a temporal or protocol exchange. Example functidiads used to illustrate this

disclosure process include:

1. Dataload (protocol)
a. |EEE 802.1x authentication / connection
b. Establishing the ARINC 615A session

c. Performing Data load operation utilizing the Trividle Transfer
Protocol (TFTP) protocol



d. Closing the ARINC 615A session
2. Printer job (Protocol)
3. Central Maintenance computing functions (CMCF)

a. Continuous (Build In Test Equipment) BITE reportiwhich does
not establish a session (temporal)

b. Query of LRU configuration report from CMCF (Protdc

Figure 2 illustrates an example of an e-Enabledteon platform 200 that may
be implemented in conjunction with the techniqued emechanisms of the present
disclosure in accordance with one or more examplésviation platforms and
infrastructures are rapidly adopting e-Enabled iggctures and technologies to take
advantage of the operational and performance effes that result from being
networked. In various examples of platform 200,eaBnabled aircraft 202 may be
connected to various entities through an aircaatitcraft (A2A) network 234 and/or
an aircraft to ground (A2l) network 236. In som@maples, aircraft 202 may include
various in-aircraft network systems with correspgogd communication radios
including global position system (GPS) 206, embddslestems 208, radio frequency
identification (RFID) tags 210, wireless sensorwwek 212, 802.11 access points
214, and passenger devices 216. In some exangiemft 202 may also include
applications 204 which integrate the multiple dedarces between airplane 202 and
ground systems. In some examples, the data sounags carry information
corresponding to loadable software (e.g., navigatiatabases, electronic flight bag,
weather reports), health data (e.g., wireless seasd tag data, diagnostics), and
traffic control data (e.g., traffic beacons). longe examples, the aircraft network
systems may be systems 110 and 114, and may inclug@uters and/or servers,
such as computers 102 and 106. In some examplelcations 204 may be located
on computers, such as computers 102 and 106, atehsy, such as systems 110 and
114. In some examples, the in-aircraft networkesys may include a secure data

network that is secured by a firewall, such asifak filter 112.
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In some examples, the e-enabled airplane 202 mag haultiple entities
communicating with it for each application, inclodi e-commerce merchants,
airplane manufacturers, onboard equipment suppkétgmes, aeronautical and other
network service providers, servicers (for mainteedn air traffic control (ATC)
centers, regulatory agencies (e.g., the Federahtdwi Administration), and other
airplanes, such as airplane 220 and unmanned fai@g23a. For example, the in-
aircraft network systems may send information td/a@anreceive information from
another airplane 220 and/or unmanned aircraft sys282 via A2A network 234.
Such information may include an Automatic Depend&uirveillance-Broadcast
(ADS-B) based on 1090 MHz Extended Squitter linlotirer beacons for identifying
and tracking aircraft. For example, using an AD8d®alink, each aircraft 202, 220,
and 222 may automatically transmit its precise tpwsi its velocity (both vertically
and horizontally), as well as its altitude and otinédormation to controllers and other

nearby aircraft.

Similarly, the in-aircraft network systems may senébrmation to and/or
receive information from airline infrastructure ies by communicating with
satellite 224, airport access point 226, air tcaffontrol (ATC) ground station 228,
and/or cellular base station 230, via A2l netwoB6.2 In some examples, A2l links
with airline infrastructure entities can be via @dxlband satellite (via SATCOM)
when the airplane is in-the-air or a 802.11 linkewhon-the-ground. In some
examples, an ATC center may transmit beacons,idrafformation, and/or other
navigational information via air traffic control@snd station 228. In some examples,
communications with the ATC ground stations mayilaeaeronautical protocols over
satellite or terrestrial radio links. ADS-B mayopide an additional Mode S radio
link with the ATC centers. In some examples, thi@ty providers may provide

internet, broadband, and other services via celhdse station 230.

The e-Enabling of the aviation platforms and infnastures, both onboard and
off-board, have resulted in interconnected physisgstems and supply chain
infrastructures that are now a potential targettfer dynamic and growing cyber

security threats due to greater access to the nedddacomputing systems. Aviation

11



platforms and infrastructures are complex systemmat tinvolve hierarchically
networked, embedded systems and controllers witlinga operational criticality,
reliability, and availability requirements. Furthesre, embedded systems and
controllers are increasingly hosted on general gaep computing hardware,
commercial software operating systems, and spexifstom applications performing
the intended system functions. These onboard enaldeslgstems and controllers are
networked via IETF and ARINC standards based paodsosuch as IP and IEEE wired
and wireless communications and networking prosctt addition, the onboard
systems are network with off-board computing systema standard IETF IP based
protocols such as UDP and TCP. The increased ustamdiards based computing and
communication protocols allow for seamless intagraof the e-Enabled architecture

but also increases the vulnerability to cyber secattacks.

In various examples, some entities connected in dfenabled aviation
platform 200 may be trusted entities and some iestinay be untrusted entities.
Thus, it is important to prevent unauthorized dédes on such e-Enabled aviation
platforms and filter the information and/or comnuations based on the context of

the system, including the flight phase, locatiomiotraft, time, and location.

Figure 3A illustrates an example method 300 fortexin aware network
filtering, in accordance with one or more exampléd.step 301, a network message
is received. In some examples, a network messame ba transmitted between
devices in a system, such as system 100 and/owvibne or more network packets
within a network flow. In some examples, a funetb network flow may be a
sequence of packets from a source to a destinatioich may be a host, a multicast
group, or a broadcast domain. In some examplamaional network flow may be
uniquely identified by the following parameters hitt a certain time period: source
and destination IP address, source and destingoty and layer 4 protocol. In
various examples, the functional network flows nwme from various different

sources, such as system 110 and/or system 114.
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At step 303, the current system context is detezthinin some examples, the
current system context may correspond to a paaticflight phase. In some
examples, the system context may be determineddbase captured network
messages that are flight phase messages thattmdiwa particular flight phase. In
other examples, the current system context mayasedon other measurements and
may be determined based on other information redefvom various systems and
devices. In various examples, the system context comprise one or more of the
following: location, date, time, device state, dlight phase. The location of the
system, such as system 100 and/or 101, may bende&st by global position system
(GPS) or other means of geolocation including rattequency (RF) location
methods, such as Time Difference Of Arrival (TDOAdiangulation by cellular
towers, or internet and computer geolocation thihoagsociation with IP address,
MAC address RFID, etc. In various examples, destage of the system may include
an operational mode, a maintenance mode, and/ata Idad mode. In various
examples, the system may additionally be in a @a#r flight phase, which may
comprise one or more of the following operatiortates: power on, pre-flight, engine
start, in-gate, taxi-out, takeoff, initial climblirab, enroute cruise, descent, approach
land, rollout, taxi-in, go around, and engine sbwd. For example, the system or
aircraft may be in an operational mode during flighases in which the aircraft away
from the gate and/or in the air. Alternatively,tlife aircraft is on the ground, the
current system may be in maintenance mode. In s@amples, an aircraft may be
considered on the ground during one or more flighdses between the time the
aircraft arrives at a terminal gate and the tingeparts on its next flight. Such flight
phases may include, but are not limited to, in-gateyine shutdown, pre-flight, and
engine start. In other examples, an aircraft mlag e considered on the ground
during other flight phases, such as taxi-in and-¢ax. In some examples, only
typical maintenance actions are allowed when ttstesy is in maintenance mode,
such as downloading of shop fault data, queriescémfiguration information, and
data load of new operational or configuration dai® the line replaceable units
(LRU).

13



In various examples, various other types of netwodssages and/or flows
may be allowed and/or blocked over an e-Enablefigpia depending on the different
flight phases. For example, the pre-flight phasey nmclude any activity involved
with preparing the aircraft for departure, duringieh the crew must determine the
airworthiness of the aircraft and address any apsues before departure. In some
examples, the aircraft may have extensive autdflogipabilities that allow many of
the navigation and performance optimization taskdé handled automatically if
desired. Autoflight initialization and Flight Managent System (FMS) programming
may be conducted during the pre-flight phase. dnous examples, the required
flight parameters are selected or programmed insiystem during the pre-flight
phase. Some airlines have information systemstwhllow information required to
initialize the autoflight systems to be uploadetbeatically via an ACARS (Aircraft
Communication and Reporting System) datalink uMtCARS typically utilizes a
VHF datalink and alphanumeric interface to fadiéta company-specific
communications between the aircraft and a centiréih& Operations Center (AOC).

During the pre-departure flight phase, the Captaiag gate agent and ground
crew chief coordinate their efforts to see thatpaé-departure requirements are met,
as the scheduled departure time approaches. Thoes pilay finalize the FMS and
autoflight parameters by obtaining an update ontheraconditions and runway
utilization through the Airport Terminal InformatidService (ATIS). In addition, the
crew must receive confirmation of the flight's rmgf from ATC. Prior to the
scheduled departure (usually at least a few hoeifierd), the airline’s dispatch office
files a requested routing based on their flightnplaptimization with ATC.
Approximately 20 minutes prior to departure, theAfoute clearance is requested,
preferably through the ACARS Pre-Departure CleagafiRDC) function. The ATC
route clearance received by the crew may diffemftbe filed routing and the changes
must be addressed (fuel/performance/dispatch ceragidns) and reprogrammed.

In addition to possible routing changes, ATC masoahdjust the planned
departure time as a result of current airspace rdigsa The ATC clearance may

include a “gate hold” or expected “wheels-up” tichgée to traffic congestion, routing
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conflicts, or adverse weather conditions. In order prepare the aircraft for
movement, the ground crew completes the baggageangd loading, including late
bags, and closes the cargo doors. Typically, thpt&in communicates to the tug
driver (or other ground crewmember) through anétiphone” link, while the First

Officer communicates to ramp control and/or ATC tvia VHF radio.

Anytime ground movement is initiated, permissionsinoe received from the
controlling authority, such as in the taxi-out phia8t some point before leaving the
ramp area, the First Officer contacts ground contrget taxi clearance to the active
runway. Operational considerations such as higle-tdk weight, may dictate the
request for a special runway which can result il@a and/or take-off delay while
ATC works out a modified sequence. During the tthe, load closeout is received via
ACARS or by VHF radio. In situations where therdl we a long taxi due to
numerous departures ahead in sequence for takéheffCaptain may make a PA
announcement informing the passengers and cabinadrbis/her best estimate of the
length of the delay. If the delay is significarttetcompany may have to be updated
via ACARS or VHF radio with a new ETO (estimateche¢i “OFF”). As the aircraft
approaches the departure end of the runway, théaiDamay make a departure PA
announcement to inform the flight attendants that take-off is imminent and they
should secure themselves at their stations. A pgssédriefing (video) may also be

shown.

In various examples, network messages during ttenofhphase may include
various communications from the control tower te #ircraft. For example, in order
to make most efficient use of runway resources|dbal tower controller often issues
a “position and hold” clearance to an aircraft iregaration for final take-off
clearance in order to allow the aircraft to taxpiposition and hold on the departure
runway while waiting for other traffic, runway restions, or an ATC (air traffic
control) issued departure time. Alternativelythfs hold time is not required or a
departure needs to be expedited, the tower may ttieaflight for take-off without

holding in position. As another example, adequadde separation requirements
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must be assured by confirming that an acceptaldevial of time has elapsed before

commencing the take-off roll if the flight is follong the departure of a large aircraft.

An uneventful take-off is typically followed by thdimb phase. A normal
initial climb-out includes “cleaning up” the airdtggear raised, flaps/slats retracted)
while conforming to any noise and/or obstacle rezuents. The dynamics of the
flight environment, including accommodation of ATCectives, require the crew to
continuously monitor aircraft performance in oréierrealize the best possible flight
profile. At some point during the climb, the cottkprew checks the FMS and/or
performance charts to compare the optimal and maxiroruise altitudes with the
planned data and desired cruise Mach. This infoomas used to coordinate an
optimal cruise altitude with ATC. Other factorsclimde wind data and ride
(turbulence) conditions, enroute convective weathdmimum Equipment List
(MEL) contingencies, traffic-induced speed resimics and fuel consumption issues.
Passenger-related activities during the climb nmmyude beginning the meal and/or
beverage service, delivering any marketing PA anoements and activating any
entertainment systems. In addition, the Captaimallis makes a PA describing
enroute flight time and weather conditions, poiafs interest, arrival estimate,
destination weather and, if applicable, any infdioraconcerning the presence of an

augmented crew and/or safety information.

In some examples, as cruise altitude is reachedhglihe enroute cruise
phase, the power settings and/or Mach target magstablished, and the crews will
report level to ATC. The crew also performs vasi@dministrative duties, including
downlinking any departure delay ACARS codes andnding the engine monitor log
(if not automated). The aircraft is usually eq@gpwvith at least 2 VHF transceivers
and, if overwater certified, HF radios. VHF radimnagement usually requires one
tuner to be set to the current ATC frequency, wthke other is utilized for company
communications or to maintain a listening watchtlos universal emergency channel
(121.5 MHz). Satellite communications (SATCOM) niayused where available for
both ATC and company communications. SATCOM systafier the benefit of
worldwide communication coverage without the siguggradation, time-of-day
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variability, and other deficiencies associated with. In addition, when out of VHF
contact with ground facilities, the crew typicahlyaintains a listening watch on the
air-to-air frequency of 123.45 MHz. This channehynbe used to pass along
operational information such as ride reports antb@e weather directly between

aircraft.

In other examples, the sources of information awdd for cruise level
decision making include Pilot Reports (PIREP) frother flights, ATC, the crew’s
own experience, dispatch, and the flight plan. i@arnational flights, transitioning
through airspace boundaries under the jurisdiatioother national sovereignties may
require supplementary procedures to address |lasatigtions. These FIR (Flight
Information Region) boundaries normally require aubte notification via the flight
planning process (filed flight plan), and prelimipacontact by the aircraft as the
flight approaches the boundary. Generally, sepa#diC clearances must be issued

at each boundary crossing, including entering tteanic airspace.

The need to deviate from the desired track dualterse weather is always a
possibility. Convective weather and thunderstommay require deviations from
planned routings, but this is facilitated througbomination with ATC in this
VHF/radar environment. As in other phases of flighe crew must be constantly
prepared for the possibility of contingencies reagi diversion of the aircraft to an
enroute alternate airport. In addition to the pgmesclosure of the destination airport
(due to weather, power outages, or other fieldasibns), reasons for diverting
include medical emergencies (sick passengers/crawgraft equipment problems,
terrorist activities inflight, unacceptable holditimes, fuel diversion due to wind or

traffic delays.

During the descent phase, the initial descent rakg place with about 30 to
40 minutes remaining in the flight, at which tiniee tcrew begins their approach and
landing preparations. An “In Range” message isroftansmitted to the destination
station either through ACARS or by VHF radio. Thimessage includes the latest

touchdown estimate, special passenger request®lghiagrs/connections), and if not
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already transmitted, any maintenance discrepan€ies.station transmits or uplinks
the arrival gate assignment, ground power unitustand any other relevant status
message such as a “tow-in only” requirement for assigned gate. During the
descent, ATC may issue crossing restrictions whiah be part of a published
standard arrival procedure, such as a Standardii@rirrival Route (STAR), or as

a response to a traffic sequencing requiremente HMS is the primary resource
available to the crew for descent planning as ic&ins can be programmed directly

via the CDU and a profile calculated.

Destination weather and the expected approach/nppr@Ecedures are major
considerations in planning the arrival. The primaogrce of this information is the
Airport Terminal Information System (ATIS), althdugholding delays, weather
conditions and runway operations may be passedyalem ATC and/or dispatch.
ATIS provides the current weather, instrument appingprocedures in use, and active
runways, as well as details concerning runway amdway closures, windshear
reports, precise visibility values for individualinways, braking capability, bird
activity, temporary obstructions (e.g. constructjoland and hold short operations

(LAHSO) utilization and any other relevant safetyated information.

The aircraft operated by most air carriers are lhseguipped to satisfy the
navigation requirements of a variety of approaabcedures for the approach phase.
Precision approaches include Global Positioningtedys (GPS) autoland, GPS
LNAV/VNAV and Category (CAT) I, Il and Il ILS apmraches as previously
described. Many runways at larger airports utilike Instrument Landing System
(ILS) to provide guidance to pilots during instrumheonditions along a well-defined
path made up of lateral and vertical elements datle localizer and glide slope
respectively. A non-precision approach is a pracedvhere lateral track information
is provided by a local navigation aid (navaid) atedlite, but vertical guidance is
received through barometric referencing or otheamsenot directly associated with
the specific runway. As expected, precision apgreacprovide for operations in

much lower ceiling and visibility conditions.
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In the event the requirements for completing there@ch and landing are not
satisfied, the go-around phase may be executed atahdardized “missed approach
procedure” and/or ATC instructions must be follow€gptions available following a
missed approach include entering holding to wait @dhatever unacceptable
condition resulted in the aborted landing, diveytio an alternate airport, or most
commonly, accepting ATC vectors to initiate anottegproach. Many aborted
landings are initiated by ATC or the cockpit crewedto traffic on the runway. In
most cases a prior arrival failed to clear the raypnwn a timely manner, but a delayed
take-off by an aircraft sitting in position at ttieeshold can also result in an aborted

landing.

After touching down on the runway, during the largdand/or rollout phase,
the pilot uses reverse thrust, ground spoilers,vamekel braking to decelerate to taxi-
speed and vacate the runway. After exiting thevay, the First Officer may contact
ground control for taxi-in instructions, completée after landing-taxi checklist and
calls the local ramp control to confirm the arrigdte assignment and occupancy
status. During the taxi-in phase, the pilots mag taxiway charts of the destination
airport to assist in the execution of taxi cleaemgiven to them by ATC. If the
arrival gate is occupied, the aircraft may be regfito wait out the delay at a remote
location. Occupied gates are often the result ofletayed departure or other
operational issues with the aircraft currently fosied at the gate and the anticipated
delay should be passed on to ATC and the passer@mree stations utilize automatic
parking systems which employ an arrangement otdigind/or signs that the Captain
uses for lead-in line and stopping position guiganc

The source device of the network message is detedrat step 305 and the
destination device is determined at step 307. omes examples, the source and/or
destination device may be one or more various a&videvices within an aviation
network, such as those devices described in FigBreln other examples, the source
and/or destination device may be a process, apipicadevice, and/or operating
system (OS). As previously described, a functiomeiwork flow, and network

messages included therein, may be uniquely idedtifiy the following parameters
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within a certain time period: source and destimatf® address, source and destination
port, and layer 4 protocol. In some examplesyewill, such as firewall 112 may
inspect the transmitted network packets to detegminthe packet matches the
firewall's set of filtering rules based on inforrwat contained in the packet, such as a
combination of the packet's source and destinaduress, its protocol, and, for TCP

and UDP traffic, the port number.

In some examples, the firewall may be a networkddiyewall, a packet filter,
an application layer firewall, and/or any combioatthereof. In some examples, the
firewall may be a stateless firewall that doesdeiermine whether a packet is part of
an existing stream of traffic (e.g. it stores ntormation on connection “state”) and
only filters each packet based only on informatiemtained in the packet itself. In
other examples, the firewall may be a statefumfak, which can maintain context
about active sessions, and use that “state infooniatio speed packet processing. For
example, an existing network connection, such as$ thpresented by arrow A in
Figure 1B, may be described by several properinesiding source and destination
IP address, UDP or TCP ports, and the current stdighe connection's lifetime
(including session initiation, handshaking, datensfer, or completion connection). If
a network packet does not match an existing cororecit will be evaluated
according to the ruleset for new connections. Ipacket matches an existing
connection based on comparison with the firewatkde table, it may be allowed to

pass without further processing.

At step 309, the contents of the data field of tletwork message are
identified to determine whether the network messagdech is sent from the source
device and directed to the destination deviceccteptable when the system is in the
current context. In further examples, the firewaky incorporate be programmed
with deep packet filtering rules to perform deepksa inspection (DPI) of the
received network packets. In some examples, stehdll enabled with deep packet
inspection abilities may have the ability to lodk.ayer 2 and beyond Layer 3 of the
OSI model. In some cases, DPI can be invokeddk tbrough Layer 2-7 of the OSI

model, including headers and data protocol strestuas well as the payload of the

20



network message. DPI functionality is invoked wleenlevice looks or takes other
action, based on information beyond Layer 3 of @& model. In some examples,
DPI can identify and classify traffic based on gnsiture database that includes
information extracted from the data part of a pacldowing finer control than
classification based only on header informatiom sbme examples, the network
message may be further examined by the firewakthsas through deep packet
inspection, to identify and/or define additionatriautes of the received network
message. In various examples, such attributesimehyde device state, flight phase,
function, sub-function, data flow, and/or protocdh some examples, such attributes
may correspond to the header and data fields ohé¢twork packets and indicate the
type of action initiated by a network message.

In some examples, the action initiated by a netwndssage may be various
application based actions, such as open, printy,cgtprt, write, and/or communicate
with. In other examples, other actions may beatat by a network message. In
some examples, such actions of the network messagéde associated with a device
state and/or corresponding flight phases. As puasly described, such flight phases
may include, but not limited to, pre-flight; engirs¢art; in-gate; taxi-out; takeoff;
initial climb; climb; enroute cruise; descent; apgch land; rollout; taxi-in; go
around; and engine shutdown. In some examplespon®re of such flight phases
may correspond to a device state, such as opeahtivode, maintenance mode, or

data load mode.

In some examples, the function, sub-function, aath dlow of a network
message may categorize the message carried bgtiverk message and/or an action
initiated by the network message. For examplegtians of a network message may
include wireless dataload, central maintenance comdputing functions (“CMCF”),
printing jobs, etc. Other functional flows of magjaircraft functions may further
include flight management, thrust management, araforaft condition monitoring.
Such functional flows may contain sub-functions,ichhcan also be described as
different data flows. In various examples, the-futction of a network message may

be a particular implementation of the functionlto# hetwork message. For example a

21



wireless dataload function may include sub-fundisuch as IEEE 802.1x, 615A,

Config Report, Print Request, etc.

In some examples, the data flow of a network messagy describe the
specific action initiated by the network messade.some examples, the data flow
may be either temporal or protocol exchange. Fxangple, functional flows
including wireless dataload and printing jobs ametqrol exchanges. 802.1x
authentication and/or authorization is another edanof a protocol data flow
exchange. Airspeed and/or altitude data flowsaarexample of temporal data flows.
Central maintenance computing functions may inclbdéh temporal and protocol
exchange data flows. For example, a continuoukl baitest equipment (“BITE”)
reporting, which does not establish a session tsnmgoral data flow. Similarly, a
functional status that is posted from the establistnember system list is a temporal
data flow. Another temporal data flow may be fumas that queue for data from the
established member system list. However, a quktiyne replaceable unit (“LRU”)
status from CMCEF is a protocol data flow.

For example, a network message may be an actiapltad software to an
avionics device, such as a network message 4 showrable 1 below. Such a
network message may only be allowed when the sysema data load mode, such
as when the aircraft is in an in-gate flight phaSeich a network message may further
include a “Wireless Dataload” function, a “615A”stunction, a “Transfer Data”
data flow, and a TFTP protocol. Further examplegossible network messages are

shown below in Table 1.

Table 1: Example Classified Functional Network Flbable

Sub-
Flight Phase | Function . DataFlow Protocol Message
Function
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Sub-

Flight Phase | Function _ DataFlow Protocol Message
Function
SRC ADDR1
DST ADDR3
Unknown FMC Airdata Altitude N/A
PORT A
MSG1
SRC ADDR1
_ _ DST ADDR3
Power-On FMC Airdata Airspeed N/A
PORT A
MSG2
SRC ADDR4
ML
IEEE o DST ADDR2
Preflight Dataload Authentication | N/A
802.1x PORT A
Request
MSG1
SRC ADDR2
ML
IEEE o DST ADDR4
Preflight Dataload Authentication | N/A
802.1x PORT A
Granted
MSG1

23




Sub-

Flight Phase | Function _ DataFlow Protocol Message
Function
SRC ADDR4
ML  Request|
_ IEEE DST ADDR2
Preflight Dataload CMC Dataload N/A
802.1x PORT B
by ONS
MSG2
SRC ADDR2
Establish
_ _ DST ADDR3
Preflight Dataload | 615A Session N/A
PORT C
Request
MSG1
SRC ADDRS3
_ Establish DST ADDR2
Preflight Dataload | 615A _ N/A
Session Grant PORT C
MSG1
SRC ADDR2
_ TFTP DST ADDR3
Preflight Dataload | 615A Transfer Data
protocol PORT A
MSG2
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Sub-

Flight Phase | Function _ DataFlow Protocol Message
Function
SRC ADDR2
_ TFTP DST ADDR3
Preflight Dataload | 615A Transfer Data
protocol PORT A
MSG2
SRC ADDR2
_ TFTP DST ADDR3
Preflight Dataload | 615A Transfer Data
protocol PORT A
MSG2
SRC ADDR2
_ TFTP DST ADDR3
Preflight Dataload | 615A Transfer Data
protocol PORT A
MSG2
SRC ADDR2
_ _ DST ADDR3
Preflight Dataload | 615A Close Session  N/A
PORT A
MSG2
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Sub-

Flight Phase | Function _ DataFlow Protocol Message
Function
SRC ADDR2
_ o Print Establish DST ADDRS5
Preflight Printing _ N/A
Request Session PORT A
MSG1
SRC ADDR2
_ o Print _ DST ADDRS5
Preflight Printing Print N/A
Request PORT A
MSG2
SRC ADDRS3
_ Config DST ADDR1
Preflight CMCF Request Repornt N/A
Report PORT A
MSG2
SRC ADDR1
_ Config DST ADDR3
Preflight CMCF Send Report N/A
Report PORT A
MSG3
BITE SRC ADDRS3
Preflight CMCF Request Repornt N/A
Report DST ADDR1
PORT A
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Flight Phase

Function

Sub-

Function

DataFlow

Protocol

Message

MSG2

Preflight

CMCF

BITE
Report

Send Report

N/A

SRC
DST
PORT
MSG3

ADDR2
ADDRS3

Taxi Out

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3

Taxi Out

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

TakeOff

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3
A
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Flight Phase

Function

Sub-

Function

DataFlow

Protocol

Message

TakeOff

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Initial Climb

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3

Initial Climb

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Climb

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3
A
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Flight Phase

Function

Sub-

Function

DataFlow

Protocol

Message

Climb

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

EnRoute

Cruise

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3

EnRoute

Cruise

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Descent

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3
A
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Flight Phase

Function

Sub-

Function

DataFlow

Protocol

Message

Descent

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Approach/

Landing

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3

Approach/

Landing

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Rollout

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3
A
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Flight Phase

Function

Sub-

Function

DataFlow

Protocol

Message

Rollout

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Taxi In

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Taxi In

FMC

Airdata

Airspeed

N/A

SRC
DST
PORT
MSG2

ADDR1
ADDRS3

Engine
Shutdown

FMC

Airdata

Altitude

N/A

SRC
DST
PORT
MSG1

ADDR1
ADDRS3
A
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Sub-
Flight Phase | Function _ DataFlow Protocol Message
Function
SRC ADDR1
Engine _ _ DST ADDR3
FMC Airdsata Airspeed N/A
Shutdown PORT A
MSG2

Table 1 contains possible network messages thathmdyansferred between
system 110, system 114, and/or other computermgsteRU’s, and/or devices in a
networked aviation platform. As shown in Tablenfgssages 3 to 12 are associated
with a Dataload action during a preflight flightgg® and have been identified with a
Dataload function. Such Dataload action correspaiada dataload of the Central
Maintenance Computer (CMC) LRU by the On Board NekwvSystem (ONS)
performed by a wireless Maintenance Laptop (MLEhsas Maintenance Laptop 126.
As previously described, data loading functions rbaymaintenance actions only
allowed in maintenance mode when the aircraft ishenground, such as during the
in-gate flight phase and/or taxi-out flight phasén some examples, a wireless
dataload function may include operations to excbadgta files between loadable
targets. Such operations may include discoverawailable loadable targets on a
network, querying current configurations of loagatargets, loading new or updated
software and configuration files to loadable tasgetownloading data files from

loadable targets, etc.

A sub-function of the dataload action for mess&y&s 5 have been identified
as IEEE 802.1x. The IEEE 802.1x standard for paded network access control
(PNAC) defines the encapsulation of the extens#@léhentication protocol (EAP)
over IEEE 802, also known as EAP over LAN (EAPOLFor example, functional
network flows 3, 4, and 5 include IEEE 802.1x subeftions. As further depicted in
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Table 1, Data Flow of message 3 has been identdedan ML Authentication
Request from source address 4, corresponding tatemaince laptop (ML) 126, to
destination address 2, corresponding to On-Boatwdi& System (ONS) 122. The
Data Flow of network message 4 has been classafiedn ML Authorization Grant
from ONS 122 to ML 126, to initiate a wireless detal. The Data Flow of network
message 5 has been identified as an ML Request Ot@load by ONS from ML
126 to ONS 122 to an additional Port B at ONS 122.

In other examples, the sub-function of a networkssage for a wireless
dataload function may be the ARINC 615A standardictv is used for data loading
operations on aircraft over various types of nekspisuch as Ethernet, Controller
Area Network (CAN), and/or ARINC 664. In some exaes, software utilizing the
615A standard may perform uploads, batch uploadsyntbads, search, and
information data loading operations for one or mangets. For example, network
messages 6 to 12 in Table 1 have been identifiadddade 615A sub-function the
Dataload function. Functional network flow 6 fusthincludes an Establish Session
Request data flow, which may initiate an interazinformation interchange between
devices, such as systems 110 and 114, in certa@im@rs. The Establish Session
Request is sent from source address 2, corresgpridiONS 122, to destination
address 3, corresponding to CMC 124. Network nmes$aincludes an Establish
Session Grant data flow sent from CMC 124 to ONS. 1i8etwork message 8 further
includes a Transfer Data data flow, which may atéidownloading and/or uploading
of data between the ONS 122 and CMC 124 devicas.some examples, such
downloading and/or uploading may utilize a Trividle Transfer Protocol (TFTP)
and the protocol of network message 8 is identifisduch. Network messages 9, 10,
and 11 similarly include Transfer Data data flow#iaing TFTP protocol between
the ONS 122 and CMC 124. In other examples, gih&iocols may be implemented
in wireless dataload operations. Lastly, netwodssage 12 includes a Close Session
request, which may end the interactive informatigerchange between the ONS 122
and CMC 124 devices after data has been compldteMnloaded and/or uploaded

between the devices, in certain examples.
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Messages 13 and 14 are also identified as corrdgppto the preflight flight
phase, and are associated with a printer actios.shiwn in Table 1, messages 13
and 14 and have been identified with a Printingcfiom. Network messages 13 and
14 further include sub-functions identified as PRequest, which may be correspond
to a request for a printout of the dataload esthbli through functional network
flows 6 to 12, in certain examples. Network messa@ includes an Establish
Session data flow, which may initiate an interaztinformation interchange between
devices, such as ONS 122 and printer 130. Furadtidetwork flow 13 includes a
Print data flow classification for Data flow002, wh may initiate printing of the

report, at printer 130.

As another example, the function of a message reay tentral maintenance
control function (CMCF). As depicted in Table EBtwork messages 15 to 18 have
been identified with a CMCF Function, which may icede a maintenance report
request. In certain examples, a central maintenantrol function may initiate
and/or receive communication with an aircraft’s oatd maintenance system in order
to isolate faults and guide appropriate maintenawt®ns through centralized fault
reporting. In some examples, a CMCF may also allawt report consolidation,

message association and flight deck effect (FDEetation.

Messages 15 and 16 are associated with a CMC cwafign report. As
shown in Table 1, network messages 15 and 16 heee llentified with a Config
Report Sub-Function. Network message 15 includ&eguest Report Data Flow
from CMC 124 to FMC 120, requesting a configurati@port. Subsequently,
network message 16 includes a Send Report Data frdonvFMC 120 to CMC 124.

Messages 17 and 18 are associated with a CMC Bé¢part. As shown in
Table 1, network messages 17 and 18 have beenfig@ntith a BITE Report Sub-
Fucntion. BITE (Built-In Test Equipment) is chat@azed primarily as a passive
fault management and diagnosis built into airbomsystems to support the
maintenance process. Built-in test equipment reésr to multimeters, oscilloscopes,

discharge probes, and frequency generators thairaveded as part of the system to
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enable testing and perform diagnostics. Networlssage 17 includes a Request
Report Data Flow from CMC 124 to Flight Managem€@oamputer 112, which may
correspond to a request for a diagnostic of the FAM20. Subsequently, network
message 18 includes a Send Report Data Flow frod @22 to CMC 124, providing
a diagnostic report to the CMC 124.

Remaining network messages 1, 2, and 19 to 38damified with a FMC
Airdata Function. The FMC, such as Flight Manageif@omputer 120 shown in
Figure 1B, is a specialized computer system thttraates a wide variety of in-flight
tasks, reducing the workload on the flight crewprimary function of the FMC is in-
flight management of the flight plan. Using variossnsors, such as GPS and an
inertial navigation system (INS) often backed uprdgio navigation, to determine the
aircraft's position, the FMS can guide the aircadding the flight plan. These network
messages further include an Altitude Data Flow andAirspeed Data Flow which
may indicate the altitude and airspeed of an dira@spectively. Such data flows are
sent from source address 1, corresponding to idiet finanagement computer (FMC)

120, to a destination source 3, correspondingGM& 124.

At step 310, the system determines whether theagessent from the source
device and directed to the destination device cepi@ble when the system is in the
current context. By using deep packet inspectapabilities, the system may identify
the data of the network message and referenceltiéreréiles to determine if a certain
entity (source device) may take a particular actioetwork message data and
attributes) on another entity (destination devia)ring the particular context
(location, time of day, device state, flight phasets.). As previously described, an
entity may refer to one or more various avionicides within an aviation network,
such as that described in Figures 1A and 1B. imesexamples, an entity may be a
collection of one or more such avionic devices. e Tutput of this context aware
process may include a rich set of questions, sackviao has authority (what (source)
entity, role constraint), what are they alloweddtm (action constraint), from where
can they do it (location constraint), when can tldeyit (time constraint), how can

they do it (protocol/API constraint), and to whorncthey do it (what (destination)
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entity). Such constraints may be enforced by ziiyj context based controls, the
results of which can be thought of as context-avaarthorization. While current
firewall rules can be reduced to whether a firsticke may communicate with a
second device using a certain protocol, the cordesdre filtering can be described as
whether a first entity can take a particular actmna second entity in a particular
context. The contest-aware based controls pravideich fuller set of control which

restricts communication between two entities.

At step 311, the network message is forwardeddal#stination device if it is
determined that the network message, which is Bem the source device and
directed to the destination device, is acceptaldiennthe system is in the current
context. If the network message is not accepthig@enetwork message is not forward
to the destination device. At step 312, the systietermines whether the network
message is the final network message. If the mtmessage is not the final network
message transmitted within the system, anotheragess received at step 301. If the
network message is the final network message triéteshwithin the system, then, the

method ends at step 313.

Figure 3B illustrates a sequence 350 of eventpdéoforming a wireless data
load of a Central Maintenance Computer (CMC) viaCanBoard Network System
(ONS), in accordance with one or more exampleguréi 3B depicts the context, and
protocol steps for using a wireless maintenanc®fa(ML) 126 to perform a wireless
data load of a CMC 124 via an ONS 122. These stgpespond to network
messages 3 to 12 in Table 1. The subject matferexetermines the key activities
for each context to develop the context awarerfilteor the example shown in Figure
3B, the aircraft is in the preflight flight phasén other examples, such steps may be

performed by a computer system, such as compugadd/or server 106.

First the ML 126 is authorized by the ONS 122 apst352 to 356. Step 352
corresponds to network message 3 which is an Mlhéatication Request from ML
126 to ONS 122. Step 354 corresponds to networksage 4 which is an ML
Authentication Grant from the ONS 122 to the ML 12At step 356, the ML 126
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then sends message 5 corresponding to an ML ReQl6t Dataload by ONS, as
described in Figure 3A.

Once the Maintenance Laptop (ML) 126 has been @&882B02.1x authorized,
a 615A session is established through steps 358368d Step 358 corresponds to
message 6 which is an Establish Session Requesttir® ONS 122 to the CMC 124.
Step 360 corresponds to message 7 which is anliskt&ession Grant from CMC
124 to ONS 122. Step 362 corresponds to messaggsa®id 10 in which data is
transferred from the ONS 122 to CMC 124 utilizingTBTP protocol. For each
message, the filter checks that the above conditfave been met and then it can

allow the message to pass between the systemsasuclstep 310 in Figure 3A.

Flight phase is just one parameter which can bd tseletermine the context
of a system. Alternatively, as the system is penfog a sequence of operations each
prior step can be used as the context to deterrifitbe message meets the
requirements for the next step. For the Airspeed Altitude messages (network
message 1, 2, and 19 to 38), there is no limitaibout which flight phase the
message can pass, so the filter rules for theseages are like standard IP table like

rules which is based on Source address, DestinAtioness, port and protocol.

Figure 4A, Figure 4B, Figure 4C, and Figure 4D dthate an additional
method 400 for automatically filtering network magss in an aviation network for
an aircraft based on a current system context,cocordance with one or more
examples. As in step 301, a network message 4XBcmived at step 401 by a
processor of a computer system, such as proce8ddiuBher described below. The
network message 415 is transmitted via one or mmetgork packets within the
aviation network. The network message 415 is tratbsd from a source avionic
device to a destination avionic device. In somangxles, the source avionic device
and/or destination avionic device may comprise owggidifferent avionic devices,
such as computers 102 and 106, or the various MAthg system 110 and/or system
114.
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At step 403, a current system context 419 is astadd by the processor based
on monitoring one or more avionic devices in thea@on network, such as in step
303. In some examples, the system context 419indigate the aggregate status 417
of the one or more avionic devices. In some exagjhe current system context 419
includes a combination of one or more of the folluyv a date, a time, a location of
the source avionic device, a location of the desitim avionic device, a device state
421 of the plurality of avionic devices, and alfligphase 423 of the aircraft. In some
examples, the device state 421 of the pluralityaabnic devices may include an
operational mode, a maintenance mode, or a datbnhmale. In some examples, the
flight phase 423 of the aircraft may include onemare of the following operational
states: power on, pre-flight, engine start, in-gttei-out, takeoff, initial climb, climb,
enroute cruise, descent, approach land, rollowti-ita go around, and engine
shutdown. For example, a current system conteStdy be in an operational mode
on February 28, 2015 at 1300 hours with an airenafting an initial climb in a climb
flight phase communicating with Air Traffic Contr¢gATC) on the ground. As
previously described in conjunction with Figures-3B, various network messages

415 may be allowed and/or prohibited during theotes flight phases 419.

At step 405, an acceptability of the network meseséds is analyzed by the
processor, such as in steps 305, 307, 309, and Bié.acceptability of the network
message 415 is analyzed by identifying (409) a alilyr of attributes 425
corresponding to the network message 415. In sexanples, the plurality of
attributes 425 corresponding to the network mesda§emay include one or more of
the following: a destination address, a source esfjra flight phase of the network
message, a device state of the network message)cion, a sub-function, a data
flow, and a protocol. In some examples, the pityraif attributes 425 correspond to
header and data fields 427 of the one or more nktpackets corresponding to the
network message 415. As previously described @p 09, a computer system
running a firewall program, such as firewall 112 ymdentify the attributes by

utilizing deep packet investigation or statefuifilng.
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The acceptability of the network message 415 ighéur analyzed by
determining (411) the acceptability of the netwonkessage 415 within the system
context 419 based on one or more filter rules 4ZBe one or more filter rules 429
specify what attributes 425 are allowed within aipalar system context. In various
examples, filter rules 429 specify the allowabl#ilaites 425 for various system
contexts, including the current system context 4IBe other various system contexts
may, in turn, become the current system context dd@ending on changes in the
date, the time, the location of the source avial@eice, the location of the destination
avionic device, the device state (421) of the pityraf avionic devices, the flight
phase (423) of the aircraft, and/or any other dpmravithin the aviation network. In
one example, a particular system context may beudhent system context 419. In
some examples, the one or more filter rules 429 imelyde one or more deep packet
filtering rules 431 that prevent unauthorized déavs on the aviation network by
examining one or more payloads of the one or meteerked packets, as described
in Figures 3A-3B. At step 407, the network messddé is forwarded by the
processor to the destination avionic device ifriebvork message 415 is determined

to be acceptable within the system context 419 aisan step 311.

In some examples, the one or more filter rules A28/ be automatically
generated (433) during a testing phase of theiawiaetwork. According to various
examples, the one or more filter rules 429 may uteraatically generated (433) by
capturing (451) one or more test network packetsesponding to a test functional
network flow transmitted within the aviation networThe one or more test network
packets are then parsed (453) in order to extnaetar more test network messages
corresponding to the test functional network flowvtest network message of the one
or more network messages may then be examined i@88jler to identify a plurality
of test attributes 456. In some examples, theaptyrof test attributes 456 may
correspond to header and data fields of the onenore test network packets
corresponding to the test network message. In seranples, the test network
messages may be network messages 415 and theutatiribf the test network

message may be attributes 425.
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The plurality of test attributes of the test netkanessage may then be
classified (457). In some examples, classifying7j4dthe plurality of test attributes
may include searching one or more sources to vetpeeviously classified attributes
corresponding to predetermined network flows. dme examples, the one or more
sources may include local storage or global datshaxcessed through a global
network. In some examples, predetermined functioaawork flows may have been
previously classified by one or more users. In es@ramples, the predetermined
classifications may be included in one or moresifastion files. In other examples,
classifying (457) the plurality of test attributesay additionally, or alternatively,
include prompting a user to input a classification one or more identified test
attributes. In some examples, prompting a user melde prompting a user to
select one or more classifications from a list adsirelevant selections. In some
examples, the relevant selections may be rankeddbas similarities of network
flows and/or attributes to the test network flowdém test attributes 456). Examples

of classified network flows are shown in Table 1.

In some examples, the one or more filter rules d@9further automatically
generated (433) by automatically generating (459 wr more tables 461
corresponding to the one or more test network ngessaln some examples, the one
or more tables 461 may include the one or morerfiiiles 429. In other examples,
the one or more tables 461 may be chained (463dbas one or more test attributes
of the test network messages. In some examplesalites 461 may be organized by
the flight phase of the test network messagessome examples, the one or more
filter rules 429 are then validated (465). In soexamples, the one or more filter
rules 429 may be validated by automatically commgarthem to an existing

classification file or other knowledge base.

In some examples, as each test network messadaswsfied (457), a filter
rule 429 is generated for each classified test ogt\message. In some examples, the
generated filter rules 429 may be a discretionapess control (DAC) rule. In some
examples, each DAC rule is based on a classifist ietwork flow. In some

examples, the DAC rules may be IPtables rules usédnux tables. IPtables may
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refer to a user-space application program thatwall@ system administrator to
configure the tables provided by the Linux kernedviall (implemented as different
Netfilter modules) and the chains and rules itegoDifferent kernel modules and
programs are currently used for different protocigtables applies to IPv4, ip6tables
to IPv6, arptables to ARP, and ebtables to Ethdraetes. In some examples, other
types of filter rules may be generated based orcldssified network flows, such as

ip6tables, arptables, and ebtables.

In some examples, each functional/data flow caregda IP filter rules 429
for both the outbound and inbound filters on a p@de basis. This is relevant for
particular rules, such as filter rules for Dataloadssages (network messages 3 to 12
in Table 1) or CMC Report messages (network messafeo 18 in Table 10, which
are dependent on flight phase to indicate systemegt Other messages, such as the
Altitude and Airspeed messages (network messagesahd 19 to 38 in Table 1) are
agnostic to the flight phase. In some examplesseHilters may be rich enough to
address each functional/data flow distinctly. &mg examples, such IP filter rules
429 can be extended to capture stateful behaviahbining the simple IPtable rules,
or stateless filter rules. For example, a sequ@notcol diagram may be created at
the sub-function level, such as 802.1x transactidnsvarious examples, the stateful
IP filter rules 429 can establish minimum and maximbounds for rules that have a
range of operating values, such as length of thekegia gross level IP
Destination/Source (DA/SA) address space, Port BA/&c. In some examples,
such rules 429 can be extended to a more targetattllonce the stateful behavior is
taken into account where simple IP rules are clohirfefirewall, such as firewall 112
may use stateful IP filter rules 429 to track tlpemting state and characteristics of
network connections traversing it, and may be abléold significant attributes of
each connection in memory. Such attributes magoblectively known as the state of
the connection, and may include such details atttaeldresses and ports involved in
the connection and the sequence numbers of theetsatrlversing the connection. In
some examples, stateful inspection by a firewaly manitor incoming and outgoing
packets over time, as well as the state of the extion, and stores the data in

dynamic state tables. In some examples, such @aiwelldata is evaluated, so that

41



filtering decisions would not only be based on adstrator-defined rules, but also on
context that has been built by previous connectiasswell as previous packets

belonging to the same connection.

Figure 5 is a block diagram illustrating an exangfl@ system 500 capable of
implementing various processes described in thesepte disclosure. In some
examples, system 500 may be a client device, ssidomputer 102 and/or computer
106, and one or more examples may be implementéueiform of a non-transitory
computer readable medium storing one or more pnograAccording to particular
examples, a system 500, suitable for implementargjqular examples of the present
disclosure, includes a processor 501, a memory &93terface 511, and a bus 515
(e.g., a PCI bus or other interconnection fabna) aperates as a streaming server. In
some examples, when acting under the control ofomp@ate software or firmware,
the processor 501 is responsible for receiving agtwnessages transmitted within a
networked aviation system (such as in step 401¢rakning a current system context
(such as in step 403), analyzing the acceptalmfitthe network message (such as in
step 405), and/or forwarding an acceptable netwweksage (such as in step 407). In
other examples, processor 501 may be responsibleefeiving user input and
generating (433) filter rules. Various specialbnfigured devices can also be used in
place of a processor 501 or in addition to proaeS6d. In other examples, system
500 may also include one or more of the followilgneents: a pump, a timing

element, a heating element, a thermostat, and @otnation detector.

The interface 511 is typically configured to semd aeceive data packets or
data segments over a network, such as network B@#icular examples of interfaces
supports include Ethernet interfaces, frame refldgriaces, cable interfaces, DSL
interfaces, token ring interfaces, and the like. atldition, various very high-speed
interfaces may be provided such as fast Ethernetrfates, Gigabit Ethernet
interfaces, ATM interfaces, HSSI interfaces, PO@riaces, FDDI interfaces and the
like. Generally, these interfaces may include p@ppropriate for communication
with the appropriate media. In some cases, they afgo include an independent

processor and, in some instances, volatiie RAM.e Tudependent processors may
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control such communications intensive tasks as gia®kitching, media control and

management.

According to particular examples, the system 508susemory 503 to store
data and program instructions for operations indgdeceiving network messages
transmitted within a networked aviation system Ksas in step 401), determining a
current system context (such as in step 403), amgythe acceptability of the
network message (such as in step 405), and/or fdm@g an acceptable network
message (such as in step 407). In other examplesiory 503 may store data and
program instructions of operations including regegwser input and generating (433)
filter rules. The program instructions may conttbé operation of an operating
system and/or one or more applications, for examplee memory or memories may

also be configured to store received metadata atwhbequested metadata.

Further, the disclosure comprises examples acagtdithe following clauses:

Clause 1. A method for automatically filtering wetk messages in an
aviation network for an aircraft based on a curremtem context, the method
comprising: receiving, by a processor of a compustgstem, a network message
transmitted via one or more network packets withmaviation network, wherein the
network message is transmitted from a source avidevice to a destination avionic
device; establishing, by the processor, a currgstem context based on monitoring
one or more avionic devices in the aviation netwarkerein the system context
indicates an aggregate status of the one or mammiawdevices; analyzing, by the
processor, an acceptability of the network mesdageidentifying a plurality of
attributes corresponding to the network messagereium the plurality of attributes
correspond to header and data fields of the onemore network packets
corresponding to the network message; and detargithe acceptability of the
network message within the system context basesheror more filter rules, wherein
the one or more filter rules specify what attrilsutere allowed within a particular

system context; and forwarding, by the processioe, metwork message to the
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destination avionic device if the network messagjaleétermined to be acceptable

within the system context.

Clause 2. The method of clause 1, wherein theentirsystem context
includes a combination of one or more of the folluyv a date, a time, a location of
the source avionic device, a location of the desitim avionic device, a device state

of the plurality of avionic devices, and a flighitgse of the aircraft.

Clause 3. The method of clause 2, wherein thecdestiate of the plurality of
avionic devices includes an operational mode, anteaance mode, or a data load

mode.

Clause 4. The method of clause 2, wherein thétflghase of the aircraft
includes one of the following operational stateswer on, pre-flight, engine start, in-
gate, taxi-out, takeoff, initial climb, climb, enre cruise, descent, approach land,

rollout, taxi-in, go around, and engine shutdown.

Clause 5. The method of clause 1, wherein thealiyrof attributes
corresponding to the network message include onenare of the following: a
destination address, a source address, a fliglgepbathe network message, a device

state of the network message, a function, a suttium a data flow, and a protocol.

Clause 6. The method of clause 1, wherein theasrmore filter rules are
automatically generated during a testing phasdefalviation network by: capturing
one or more test network packets corresponding testfunctional network flow
transmitted within the aviation network; parsing ttme or more test network packets
in order to extract one or more test network messagprresponding to the test
functional network flow; examining a test networlessage of the one or more test
network messages in order to identify a pluralifytest attributes, wherein the
plurality of test attributes correspond to headst data fields of the one or more test
network packets corresponding to the test netwoeksage; classifying the plurality
of test attributes of the test network messagepraatically generating one or more
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tables corresponding to the one or more test n&twwssages, wherein the one or
more tables include the one or more filter rulebgrein the one or more tables are
chained based on one or more test attributes oftdbe network messages, and

validating the one or more filter rules.

Clause 7. The method of clause 1, wherein theoomeore filter rules include
one or more deep packet filtering rules, whereenahe or more deep packet filtering
rules prevent unauthorized data flows on the awmatietwork by examining one or

more payloads of the one or more network packets.

Clause 8. A system for automatically filtering wetk messages in an
aviation network for an aircraft, the system comipg: one or more processors;
memory; and one or more programs stored in the merttte one or more programs
including instructions for: receiving, by the one more processors, a network
message transmitted via one or more network packitsn the aviation network,
wherein the network message is transmitted fromoarce avionic device to a
destination avionic device; establishing, by thee @m more processors, a current
system context based on monitoring one or morenavidevices in the aviation
network, wherein the system context indicates ayreagate status of the one or more
avionic devices; analyzing, by the one or more @ssors, an acceptability of the
network message by: identifying a plurality of éites corresponding to the network
message, wherein the plurality of attributes cqoesl to header and data fields of the
one or more network packets corresponding to ttwork message; and determining
the acceptability of the network message within gigtem context based on one or
more filter rules, wherein the one or more filtetess specify what attributes are
allowed within a particular system context; andwarding, by the one or more
processors, the network message to the destinatimmic device if the network

message is determined to be acceptable withinyitera context.

Clause 9. The system of clause 8, wherein theesystontext includes a

combination of one or more of the following: a da€ime, a location of the source
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avionic device, a location of the destination aigodevice, a device state of the

plurality of avionic devices, and a flight phasetlud aircraft.

Clause 10. The system of clause 9, wherein theeavate of the plurality of
avionic devices includes an operational mode, anteaance mode, or a data load

mode.

Clause 11. The system of clause 9, wherein tightflphase of the aircraft
includes one of the following operational stateswer on, pre-flight, engine start, in-
gate, taxi-out, takeoff, initial climb, climb, enre cruise, descent, approach land,

rollout, taxi-in, go around, and engine shutdown.

Clause 12. The system of clause 8, wherein thealghy of attributes
corresponding to the network message include onenare of the following: a
destination address, a source address, a fliglgepbathe network message, a device

state of the network message, a function, a suttifum a data flow, and a protocol.

Clause 13. The system of clause 8, wherein theoomaore filter rules are
automatically generated during a testing phasdéefaliation network by: capturing
one or more test network packets corresponding testfunctional network flow
transmitted within the aviation network; parsing ttme or more test network packets
in order to extract one or more test network messagprresponding to the test
functional network flow; examining a test networlessage of the one or more test
network messages in order to identify a pluralifytest attributes, wherein the
plurality of test attributes correspond to headst data fields of the one or more test
network packets corresponding to the test netwoeksage; classifying the plurality
of test attributes of the test network messagepraatically generating one or more
tables corresponding to the one or more test né&twwssages; wherein the one or
more tables include the one or more filter ruleberein the one or more tables are
chained based on one or more test attributes detenetwork messages; validating

the one or more filter rules.
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Clause 14. The system of clause 8, wherein the anmore filter rules
include one or more deep packet filtering ruleserein the one or more deep packet
filtering rules prevent unauthorized data flowstba aviation network by examining

one or more payloads of the one or more networkgiac

Clause 15. A non-transitory computer readable omdtomprising one or
more programs configured for execution by a compstestem, the one or more
programs including instructions for: receiving, dprocessor of a computer system, a
network message transmitted via one or more netwaidkets within an aviation
network for an aircraft, wherein the network mess&gtransmitted from a source
avionic device to a destination avionic deviceabbshing, by the processor, a current
system context based on monitoring one or morenavidevices in the aviation
network, wherein the system context indicates ayreagate status of the one or more
avionic devices; analyzing, by the processor, aeptability of the network message
by: identifying a plurality of attributes corresgbng to the network message,
wherein the plurality of attributes correspond tatier and data fields of the one or
more network packets corresponding to the netwoessage; and determining the
acceptability of the network message within theesyscontext based on one or more
filter rules, wherein the one or more filter rulgsecify what attributes are allowed
within a particular system context; and forwardihy, the processor, the network
message to the destination avionic device if thHevoik message is determined to be

acceptable within the system context.

Clause 16. The non-transitory computer readabldiume of clause 15,
wherein the current system context includes a coatlmn of one or more of the
following: a date, a time, a location of the souesgonic device, a location of the
destination avionic device, a device state of tlneafity of devices, and a flight phase

of the aircratft.

Clause 17. The non-transitory computer readabldiume of clause 16,
wherein the device state of the plurality of aviodevices includes an operational

mode, a maintenance mode, or a data load mode.
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Clause 18. The non-transitory computer readableiume of clause 16,
wherein the flight phase of the aircraft includese wf the following operational
states: power on, pre-flight, engine start, in-gttei-out, takeoff, initial climb, climb,
enroute cruise, descent, approach land, rollowti-ita go around, and engine

shutdown.

Clause 19. The non-transitory computer readabldiume of clause 15,
wherein the plurality of attributes correspondingtie network message include one
or more of the following: a destination addressparce address, a flight phase of the
network message, a device state of the networkagess function, a sub-function, a

data flow, and a protocol.

Clause 20. The non-transitory computer readabldiume of clause 15,
wherein the one or more filter rules include onarmre deep packet filtering rules,
wherein the one or more deep packet filtering rylesvent unauthorized data flows
on the networked aviation system by examining thglgads of the one or more
network packets.

Because such information and program instructiorag/ he employed to
implement the systems/methods described hereinptégent disclosure relates to
tangible, or non-transitory, machine readable méuh&include program instructions,
state information, etc. for performing various @igms described herein. Examples
of machine-readable media include hard disks, ffopisks, magnetic tape, optical
media such as CD-ROM disks and DVDs; magneto-dptisedia such as optical
disks, and hardware devices that are speciallyigomfd to store and perform
program instructions, such as read-only memoryadsv{ROM) and programmable
read-only memory devices (PROMSs). Examples of @aginstructions include both
machine code, such as produced by a compiler,ibsdcbntaining higher level code

that may be executed by the computer using anpiretar.

While the present disclosure has been particukstitywwn and described with

reference to specific examples thereof, it willurelerstood by those skilled in the art
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that changes in the form and details of the distasxamples may be made without
departing from the spirit or scope of the presastldsure. It is therefore intended
that the present disclosure be interpreted to dechil variations and equivalents that
fall within the true spirit and scope of the prdséisclosure. Although many of the
components and processes are described above smtheéar for convenience, it will
be appreciated by one of skill in the art that ipldt components and repeated
processes can also be used to practice the te@mafuhe present disclosure.
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CLAIMS:

1. A method for automatically filtering network mesesagn an aviation network for
an aircraft based on a current system contextngtdod comprising:
receiving, by a processor of a computer systenep@ork message
transmitted via one or more network packets withaaviation
network, wherein the network message is transmitted a source
avionic device to a destination avionic device;
establishing, by the processor, a current systartegbbased on monitoring
one or more avionic devices in the aviation netwuaikerein the
system context indicates an aggregate status afit@@r more avionic
devices;
analyzing, by the processor, an acceptability efrtatwork message by:
identifying a plurality of attributes corresponditgthe network
message, wherein the plurality of attributes cqoes to
header and data fields of the one or more netwackegts
corresponding to the network message; and
determining the acceptability of the network messadghin the
system context based on one or more filter rulé®rain the
one or more filter rules specify what attributes allowed
within a particular system context; and
forwarding, by the processor, the network messaglee destination avionic
device if the network message is determined tocbe@able within

the system context.

2. The method of claim 1, wherein the current systemtext includes a
combination of one or more of the following:
a date, a time, a location of the source avionigage a location of the
destination avionic device, a device state of tleafity of avionic

devices, and a flight phase of the aircraft.
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. The method of claim 2, wherein the device statiefplurality of avionic devices

includes an operational mode, a maintenance modedata load mode.

. The method of claim 2, wherein the flight phaséhefaircraft includes one of the
following operational states:
power on, pre-flight, engine start, in-gate, tamt;dakeoff, initial climb,
climb, enroute cruise, descent, approach landyugltaxi-in, go

around, and engine shutdown.

. The method of claim 1, wherein the plurality ofibtites corresponding to the
network message include one or more of the follgwin
a destination address, a source address, a flgtstepof the network message,
a device state of the network message, a funaisnp-function, a

data flow, and a protocol.

. The method of claim 1, wherein the one or moreffitules are automatically
generated during a testing phase of the aviatibmwar& by:
capturing one or more test network packets cormedipg to a test functional
network flow transmitted within the aviation netwpr
parsing the one or more test network packets isrdextract one or more
test network messages corresponding to the testiéunal network
flow;
examining a test network message of the one or testenetwork messages in
order to identify a plurality of test attributesh&rein the plurality of
test attributes correspond to header and datasfadlthe one or more
test network packets corresponding to the testortwessage;
classifying the plurality of test attributes of test network message,;
automatically generating one or more tables comeging to the one or more
test network messages;
wherein the one or more tables include the oneaerflter rules;
wherein the one or more tables are chained based®or more test

attributes of the test network messages;
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validating the one or more filter rules.

7. The method of claim 1, wherein the one or moreffifules include one or more
deep packet filtering rules, wherein the one orexdwep packet filtering rules
prevent unauthorized data flows on the aviatiomvogt by examining one or

more payloads of the one or more network packets.

8. A system for automatically filtering network messagn an aviation network for
an aircraft, the system comprising:
one or more processors;
memory; and
one or more programs stored in the memory, theoomgore programs
including instructions for:
receiving, by the one or more processors, a netwmgsage
transmitted via one or more network packets withaaviation
network, wherein the network message is transmitted a
source avionic device to a destination avionic deyi
establishing, by the one or more processors, @icusystem context
based on monitoring one or more avionic devicdbhen
aviation network, wherein the system context inisan
aggregate status of the one or more avionic devices
analyzing, by the one or more processors, an aais#ipt of the
network message by:
identifying a plurality of attributes corresponditwgthe
network message, wherein the plurality of attribute
correspond to header and data fields of the omecoe
network packets corresponding to the network messag
and
determining the acceptability of the network messaghin
the system context based on one or more filtesyule

wherein the one or more filter rules specify what
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attributes are allowed within a particular system
context; and
forwarding, by the one or more processors, the otmessage to the
destination avionic device if the network messagdetermined

to be acceptable within the system context.

9. The system of claim 8, wherein the system conteitides a combination of one
or more of the following:
a date, a time, a location of the source avionicage a location of the
destination avionic device, a device state of tleafity of avionic

devices, and a flight phase of the aircraft.

10.The system of claim 9, wherein the device statd®efplurality of avionic devices

includes an operational mode, a maintenance modedata load mode.

11.The system of claim 9, wherein the flight phas¢hefaircraft includes one of the
following operational states:
power on, pre-flight, engine start, in-gate, taut;dakeoff, initial climb,
climb, enroute cruise, descent, approach landyugltaxi-in, go

around, and engine shutdown.

12.The system of claim 8, wherein the plurality ofiatites corresponding to the
network message include one or more of the follgwin
a destination address, a source address, a flgtstepof the network message,
a device state of the network message, a funaisap-function, a

data flow, and a protocol.

13.The system of claim 8, wherein the one or morerfiltiles are automatically
generated during a testing phase of the aviatibmork by:
capturing one or more test network packets corredipg to a test functional

network flow transmitted within the aviation netlpr
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parsing the one or more test network packets isrdextract one or more
test network messages corresponding to the testidumal network
flow;

examining a test network message of the one or meetenetwork messages in
order to identify a plurality of test attributesh&rein the plurality of
test attributes correspond to header and datasfalthe one or more
test network packets corresponding to the testorktwessage;

classifying the plurality of test attributes of test network message,;

automatically generating one or more tables comeging to the one or more
test network messages;
wherein the one or more tables include the oneaerflter rules;
wherein the one or more tables are chained based®or more test

attributes of the test network messages;

validating the one or more filter rules.

14.The system of claim 8, wherein the one or morerfiltiles include one or more
deep packet filtering rules, wherein the one orexdwep packet filtering rules
prevent unauthorized data flows on the aviatiomvogt by examining one or

more payloads of the one or more network packets.
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