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DESCRIPTION 

Title of Invention: SIGNATURE VERIFICATION SYSTEM, 

SIGNATURE VERIFICATION METHOD, AND STORAGE MEDIUM 

 

Incorporation by Reference 

[0001] 

 This application claims the priority of JP 2016-

143152 A which is a Japanese application filed on July 21, 

2016, the contents of which incorporated herein by 

reference. 

Technical Field 

[0002] 

 The present invention relates to a blockchain 

(signature verification) system that implements distributed 

ledger management on a peer-to-peer (P2P) network. 

Background Art 

[0003] 

 As technology to implement distributed ledger 

management on a P2P network, blockchains are known.  In a 

blockchain, transactions containing record information are 

created and linked in a chain form on the basis of digital 

signatures, whereby consistency of record information is 

ensured. 

[0004] 

 As an example of a blockchain, there is a system, 
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typically the Bitcoin disclosed in NPTL 1, in which a chain 

is formed with a user, who guarantees record information, 

adding a digital signature to a transaction with the user’s 

own secret key.  In such a blockchain system, by verifying 

the digital signature for the transaction on the basis of a 

public key included in the transaction, it is determined 

that a legitimate user has generated the transaction. 

Citation List 

Patent Literature 

[0005] 

 PTL 1: JP 2013-123142 A 

Non-Patent Literature 

[0006] 

 NPTL 1: NAKAMOTO, Satoshi, “Bitcoin: A peer-to-peer 

electronic cash system.” Issued in 2008. 

 

Summary of Invention 

Technical Problem 

[0007] 

 In a blockchain system, since a user generates a 

transaction by generating a digital signature using the 

user’s own secret key, in the case where the secret key is 

lost, a correct transaction can no longer be generated, and 

thus it becomes difficult to continue to use the system.  

In addition, in the case where the secret key is stolen, a 
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third party who has acquired the secret key can generate a 

transaction fraudulently, and thus it is possible to 

impersonate. 

[0008] 

 As an apparent and effective solution to such a 

problem, there is a method for managing confidential 

information in such a manner that loss or theft is unlikely 

to occur.  As a method for implementing the public key 

cryptography on the basis of information that is unlikely 

to be lost or stolen, a biometric signature disclosed in 

PTL 1 is known.  The biometric signature is a technique for 

implementing signature generation or signature verification 

for a message by using biometric information typified by 

fingerprints, veins, faces, etc. as a key.  Since biometric 

information is obtained by sensing human physical features, 

the inform is less likely to be lost or stolen as compared 

with a secret key of public key cryptography which are 

publicly known or well-known. 

[0009] 

 However, depending on a use case of the blockchain 

system, there are cases where it is necessary to generate 

transactions frequently or it is necessary to generate 

transactions automatically without human intervention.  In 

such cases, a user's digital signature is required each 

time a transaction is generated.  In the case of a 
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biometric signature, biometric information is input each 

time a transaction is generated, and thus the convenience 

of the user may be disadvantageously deteriorated. 

[0010] 

 An object of the present invention is to implement a 

system that enables continuous transaction generation even 

in the case where loss or leakage of a secret key occurs, 

without lowering convenience of users. 

 

Solution to Problem 

[0011] 

 The present invention is a signature verification 

system for verifying a signature by a computer including a 

processor and a memory, the signature verification system 

including: a biometric information acquiring unit for 

acquiring biometric information of a user; a public 

template certificate generating unit for generating a 

public template certificate by applying predetermined 

processing to the biometric information; a key pair 

generating unit for generating a pair of a secret key and a 

public key; a public key certificate generating unit for 

generating a public key certificate by attaching a 

biometric signature to the public key using the biometric 

information as a key; and a verifying unit for accepting a 

transaction including the public template certificate, the 
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public key certificate, and the signature, verifying 

validity of the public key certificate with the public 

template certificate, and verifying the signature with the 

public key certificate. 

 

Advantageous Effects of Invention 

[0012] 

 According to the present invention, when a user's 

existing secret key is lost or leaked, the user issues a 

public key revocation application form to invalidate 

transaction generation using the existing secret key, and a 

pair of a new secret key and a new public key is generated 

for attachment of a biometric signature to the new public 

key using biometric information as a key to issue a new 

public key certificate.  Thereafter, a transaction is 

generated using the new secret key, which enables 

continuous use of the signature verification system without 

using the existing secret key. 

 

Brief Description of Drawings 

[0013] 

 [FIG. 1] FIG. 1 is a block diagram illustrating a 

first embodiment of the present invention and illustrating 

an exemplary blockchain system. 

 [FIG. 2] FIG. 2 is a flowchart illustrating the first 
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embodiment of the present invention and illustrating a 

processing procedure of issuing a public template 

certificate. 

 [FIG. 3] FIG. 3 is a flowchart illustrating the first 

embodiment of the present invention and illustrating a 

processing procedure of initial registration. 

 [FIG. 4] FIG. 4 is a flowchart illustrating the first 

embodiment of the present invention and illustrating a 

processing procedure of transaction generation and 

transaction verification in the blockchain system. 

 [FIG. 5] FIG. 5 is a flowchart illustrating the first 

embodiment of the present invention and illustrating a 

processing procedure of a new transaction. 

 [FIG. 6] FIG. 6 is a flowchart illustrating the first 

embodiment of the present invention and illustrating a 

processing procedure of transaction verification. 

 [FIG. 7] FIG. 7 is a flowchart illustrating the first 

embodiment of the present invention and illustrating a 

processing procedure of public key revocation. 

 [FIG. 8] FIG. 8 is a flowchart illustrating the first 

embodiment of the present invention and illustrating a 

processing procedure of reissuance of a key. 

 [FIG. 9A] FIG. 9A is a diagram illustrating the first 

embodiment of the present invention and illustrating a data 

structure of a public template certificate. 
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 [FIG. 9B] FIG. 9B is a diagram illustrating the first 

embodiment of the present invention and illustrating a data 

structure of a public key certificate. 

 [FIG. 9C] FIG. 9C is a diagram illustrating the first 

embodiment of the present invention and illustrating a data 

structure of a public key revocation application form. 

 [FIG. 9D] FIG. 9D is a diagram illustrating the first 

embodiment of the present invention and illustrating a data 

structure of a certificate revocation list. 

 [FIG. 10] FIG. 10 is a diagram illustrating the first 

embodiment of the present invention and illustrating a data 

structure of a blockchain utilizing a biometric signature. 

 [FIG. 11] FIG. 11 is a block diagram illustrating the 

first embodiment of the present invention and illustrating 

a hardware configuration of a signature terminal, a 

verification terminal, and a public template repository. 

 [FIG. 12] FIG. 12 is a block diagram illustrating a 

second embodiment of the present invention and illustrating 

an exemplary blockchain system. 

 [FIG. 13] FIG. 13 is a flowchart illustrating the 

second embodiment of the present invention and illustrating 

a processing procedure of issuing a public template 

certificate. 

 [FIG. 14] FIG. 14 is a flowchart illustrating the 

second embodiment of the present invention and illustrating 



 

8 

 

a processing procedure of public key revocation. 

 [FIG. 15] FIG. 15 is a diagram illustrating the 

second embodiment of the present invention and illustrating 

a data structure of a public template certificate. 

 [FIG. 16] FIG. 16 is a diagram illustrating the 

second embodiment of the present invention and illustrating 

a data structure of a public key certificate. 

 [FIG. 17] FIG. 17 is a diagram illustrating the 

second embodiment of the present invention and illustrating 

a data structure of a public key revocation application 

form. 

 [FIG. 18] FIG. 18 is a block diagram illustrating a 

third embodiment of the present invention and illustrating 

an exemplary blockchain system. 

 [FIG. 19] FIG. 19 is a sequence diagram illustrating 

the third embodiment of the present invention and 

illustrating an example of registration processing 

performed in the blockchain system. 

 [FIG. 20] FIG. 20 is a sequence diagram illustrating 

the third embodiment of the present invention and 

illustrating an example of transaction verification 

processing performed in the blockchain system. 

 [FIG. 21] FIG. 21 is a sequence diagram illustrating 

the third embodiment of the present invention and 

illustrating an example of key reissuance processing 
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performed in the blockchain system. 

 [FIG. 22] FIG. 22 is a diagram illustrating a fourth 

embodiment of the present invention and illustrating a data 

structure of a blockchain utilizing a biometric signature. 

 

Description of Embodiments 

[0014] 

 Hereinafter, embodiments of the present invention 

will be described on the basis of the accompanying the 

drawings. 

[First Embodiment] 

[0015] 

 The present embodiment is a system that enables 

continuous use of a blockchain system (biometric signature 

system) by allowing, when a user's secret key is lost or 

leaked, a user of the blockchain system to use a biometric 

signature using biometric information of the user as a key 

to revoke (invalidate) the secret key and to reissue a new 

secret key. 

[0016] 

 The procedure will be described below with reference 

to the drawings. 

[0017] 

 FIG. 1 is a block diagram illustrating an exemplary 

configuration of a blockchain system according to a first 
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embodiment of the present invention.  The blockchain system 

includes a signature terminal 1000, a verification terminal 

11000, a public template repository 1200, a user terminal 

1300, and a network 100 that connects these terminals. 

[0018] 

 In this figure, the signature terminal 1000 includes 

a communication unit 1010, a biometric information 

acquiring unit 1020, a public template generating unit 1030, 

a key pair generating unit 1040, a public key certificate 

generating unit 1050, a record information acquiring unit 

1060, a hash value generating unit 1061, a signature 

generating unit 1070, a new transaction generating unit 

1071, a public key revocation application form generating 

unit 1080, a key storing unit 1091, and a public template 

certificate storing unit 1092. 

[0019] 

 The communication unit 1010 performs communication 

with the verification terminal 1100 and the public template 

repository 1200 via the network 100. 

[0020] 

 The biometric information acquiring unit 1020 

acquires biometric information such as a fingerprint, veins, 

or a face image from a user via, for example, a fingerprint 

sensor, a vein sensor, a camera, etc. Note that, as a 

sensor for acquiring biometric information, a fingerprint 
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sensor, a vein sensor, or a camera of a mobile phone or a 

smartphone can be used. 

[0021] 

 The public template generating unit 1030 generates a 

public template by applying unidirectional (irreversible) 

conversion to the biometric information acquired by the 

biometric information acquiring unit 1020 in accordance 

with the method of PTL 1.  Note that, as unidirectional 

conversion, publicly known or well-known conversion 

processing may be applied. 

[0022] 

 The key pair generating unit 1040 generates a pair of 

a secret key and a public key using publicly known or well-

known public key cryptography (RSA, DSA, etc.). 

[0023] 

 The public key certificate generating unit 1050 adds, 

to the public key generated by the key pair generating unit 

1040, a biometric signature using the biometric information 

acquired by the biometric information acquiring unit 1020 

as a key to generate a public key certificate. 

[0024] 

 The record information acquiring unit 1060 acquires 

record information to be written in a transaction from an 

input from an input device or other means. 

[0025] 



 

12 

 

 The hash value generating unit 1061 generates a hash 

value by inputting the record information acquired by the 

record information acquiring unit 1060 or other information 

to a predetermined hash function. 

[0026] 

 The signature generating unit 1070 generates a 

signature value using the secret key for the hash value 

generated by the hash value generating unit 1061. 

[0027] 

 The new transaction generating unit generates a new 

transaction including the public key certificate generated 

by the public key certificate generating unit 1050, a 

public template certificate (described later), the record 

information acquired by the record information acquiring 

unit 1060, the hash value generated by the hash value 

generating unit 1061, the signature generated by the 

signature generating unit 1070, etc. 

[0028] 

 The public key revocation application form generating 

unit 1080 generates a public key revocation application 

form from the public key certificate generated by the 

public key certificate generating unit 1050. 

[0029] 

 Next, the verification terminal 1100 includes a 

communication unit 1110, a public key certificate verifying 
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unit 1120, a hash value generating unit 1161, and a 

signature verifying unit 1140. 

[0030] 

 The public key certificate verifying unit 1120 

verifies the validity of the public key certificate 

generated by the public key certificate generating unit 

1050 of the signature terminal 1000 using the public 

template. 

[0031] 

 The signature verifying unit 1140 verifies the 

validity of the signature value generated by the signature 

generating unit 1070 of the signature terminal 1000 using 

the public key certificate. 

[0032] 

 The communication unit 1110 performs communication 

with the signature terminal 1000 and the public template 

repository 1200 via the network 100. 

[0033] 

 Next, the public template repository 1200 includes a 

communication unit 1210, a public template certificate 

generating unit 1220, a public key revocation application 

form verifying unit 1230, a certificate revocation list 

generating unit 1240, a public template certificate storing 

unit 1290, and a certificate revocation list storing unit 

1291. 



 

14 

 

[0034] 

 The public template certificate generating unit 1220 

generates a public template certificate from the public 

template generated by the public template generating unit 

1030 of the signature terminal 1000. 

[0035] 

 The public key revocation application form verifying 

unit 1230 verifies validity of the public key revocation 

application form generated by the public key revocation 

application form generating unit 1080 of the signature 

terminal 1000 with the public template certificate 

generated by the public template certificate generating 

unit 1220. 

[0036] 

 The certificate revocation list generating unit 1240 

generates a certificate revocation list 9300 (FIG. 9D) on 

the basis of the public key revocation application form 

generated by the public key revocation application form 

generating unit 1080 of the signature terminal 1000. 

[0037] 

 The public template certificate storing unit 1290 

stores the public template certificate generated by the 

public template certificate generating unit 1220. 

[0038] 

 The certificate revocation list storing unit 1291 
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stores the certificate revocation list 9300 generated by 

the certificate revocation list generating unit 1240.  The 

communication unit 1210 performs communication with the 

signature terminal 1000 and the verification terminal 1100 

via the network 100. 

[0039] 

 The user terminal 1300 is a computer used by a user B 

and is a transmission destination to which a user A using 

the signature terminal 1000 transmits a transaction.  The 

user terminal 1300 is a computer having a configuration 

similar to that of the signature terminal 1000. 

[0040] 

 A processing procedure according to the first 

embodiment of the present invention will be described with 

reference to FIGS. 2 to 11. 

[0041] 

 FIG. 2 is a flowchart illustrating a processing 

procedure of initial registration of the public template 

certificate according to the first embodiment of the 

present invention.  This processing enables use of the 

blockchain system by causing the signature terminal 1000 to 

acquire biometric information from the user and causing the 

public template repository 1200 to generate the public 

template certificate.  Each procedure will be described 

below. 
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[0042] 

 At the signature terminal 1000, initial registration 

is performed (S2010).  The specific procedure of the 

initial registration will be described later with reference 

to FIG. 3.  By this procedure, the public template is 

generated. 

[0043] 

 The signature terminal 1000 transmits the public 

template to the public template repository 1200 (S2020).  

At this time, the signature terminal 1000 also 

simultaneously transmits information required for 

generating the public template certificate, such as a user 

name and a biometric signature algorithm used for 

generating the public template.  Note that, in order to 

prevent tampering, a biometric signature may be added to 

such information. 

[0044] 

 The public template repository 1200 receives the 

public template (S2110) and issues a serial number for the 

received public template (S2120).  A serial number is 

uniquely given to a public template and managed by the 

public template repository 1200 so as not to overlap. 

[0045] 

 The public template repository 1200 adds a signature 

to the public template to generate and register the public 
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template certificate (S2130).  The data structure of the 

public template certificate will be described later with 

reference to FIG. 9A.  In the first embodiment, it is 

assumed that the public template repository 1200 functions 

as a reliable third-party organization and that no fraud is 

performed. 

[0046] 

 Therefore, the signature for the public template is 

generated using a secret key of a certificate authority 

stored in the public template repository 1200.  This makes 

it difficult for third parties who do not have the secret 

key of the certificate authority to generate the public 

template certificate, which enables prevention of 

impersonation with issuance of an unauthorized public 

template certificate. 

[0047] 

 The public template repository 1200 transmits the 

public template certificate generated in step S2130 to the 

signature terminal 1000 (S2140), and the signature terminal 

1000 receives the public template certificate (S2030). 

[0048] 

 The signature terminal 1000 stores the public 

template certificate received in step S2030 in the public 

template certificate storing unit 1092 (S2040). 

[0049] 
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 In this manner, the initial registration of the 

public template certificate is completed. 

[0050] 

 Next, a specific procedure of the initial 

registration processing performed in step S2010 of FIG. 2 

will be described with reference to FIG. 3. 

[0051] 

 The biometric information acquiring unit 1020 of the 

signature terminal 1000 acquires the biometric information 

of the user (S3010).  Biometric sensors such as a 

fingerprint sensor, a vein sensor, and a camera are 

connected to the signature terminal 1000.  By using these 

sensors, the biometric information acquiring unit 1020 

acquires biometric information such as fingerprints, veins, 

facial images, etc. of the user. 

[0052] 

 The public template generating unit 1030 generates a 

public template by applying unidirectional conversion to 

the biometric information acquired in step S3010 (S3020).  

In this conversion, a biometric encryption method is 

adopted in which errors included in biometric information 

are corrected to generate unique data and encryption 

processing is performed using the obtained data as a key.  

Examples of methods that can be used for this conversion 

include the fuzzy commitment, the fuzzy vault, and the 
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biometric signature disclosed in PTL 1.  Hereinafter, 

description will be given assuming the biometric signature 

disclosed in PTL 1. 

[0053] 

 In biometric signature, the public template is 

generated by applying unidirectional conversion to 

biometric information.  Even when a third party acquires 

the public template, it is quite difficult to restore the 

biometric information and thus can be handled as public 

information like the public key. 

[0054] 

 The key pair generating unit 1040 of the signature 

terminal 1000 generates a pair of a secret key and a public 

key (S3030).  This key pair is generated on the basis of 

public key cryptography such as publicly known or well-

known RSA encryption, DSA encryption, or Elgamal encryption. 

[0055] 

 The public key certificate generating unit 1050 of 

the signature terminal 1000 generates a public key 

certificate by adding, to the public key obtained in step 

S3030, a biometric signature using the biometric 

information acquired in step S3010 as a key (S3040).  The 

data structure of the public key certificate will be 

described later with reference to FIG. 9B. 

[0056] 
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 The signature terminal 1000 stores the secret key 

generated in step S3030 and the public key certificate 

generated in step S3040 in the key storing unit 1091 

(S3050). 

[0057] 

 In the above manner, the key pair and the public key 

certificate are generated, and the initial registration 

processing in step S2010 is completed. 

[0058] 

 FIG. 4 is a diagram illustrating a procedure of 

generation and verification of a transaction in the 

blockchain system which is executed after completion of the 

initial registration illustrated in FIG. 2.  In this 

processing, after completion of the initial registration in 

the signature terminal 1000, a new transaction is generated 

for an existing transaction, and the validity of the new 

transaction is verified in the verification terminal 1100.  

The procedure will be described below with reference to the 

drawing. 

[0059] 

 The signature terminal 1000 receives an existing 

transaction (S4010).  The existing transaction has been 

generated in the past in the blockchain system and is 

positioned one transaction prior to the new transaction to 

be generated. 
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[0060] 

 For example, in the case of a virtual currency using 

a blockchain, an existing transaction is a transaction 

indicating remittance from another person, and a new 

transaction is a transaction to remit the remitted virtual 

currency to another person. 

[0061] 

 The data structures of an existing transaction and a 

new transaction will be described later with reference to 

FIG. 10.  Meanwhile, the existing transaction is acquired 

from the network (P2P network) 100 via the communication 

unit 1010.  Note that existing transactions may be 

collected in advance and that an existing transaction may 

be acquired by reading from a storage device in the 

signature terminal 1000. 

[0062] 

 The signature terminal 1000 generates a new 

transaction as a transaction to be linked next to the 

existing transaction received in step S4010 (S4011).  A 

detailed procedure of generating the new transaction will 

be described later with reference to FIG. 5. 

[0063] 

 The signature terminal 1000 transmits the existing 

transaction received in step S4010 and the new transaction 

generated in S4011 to the verification terminal 1100 using 
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the communication unit 1010 (S4030). 

[0064] 

 The verification terminal 1100 receives the existing 

transaction and the new transaction transmitted in step 

S4030 with the communication unit 1110 (S4210).  Note that, 

for the sake of simplicity, in FIG. 4 the signature 

terminal 1000 and the verification terminal 1100 directly 

communicate with each other to exchange necessary data; 

however, in an actual blockchain system, the signature 

terminal 1000 and the verification terminal 1100 are 

connected to the network 100 to which a number of terminals 

are connected, and data is transmitted and received via 

other terminals. 

[0065] 

 The verification terminal 1100 verifies the validity 

of transactions using the public template certificate 

included in the existing transaction (S4220).  In the 

verification of a transaction, it is determined that there 

is no inconsistency in the contents of an existing 

transaction and a new transaction and that it is ensured 

that the transaction has been generated by the legitimate 

user.  A detailed procedure of transaction verification 

will be described later with reference to FIG. 6. 

[0066] 

 The verification terminal 1100 performs a conditional 
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branch depending on the verification result of the 

transaction (S4230) and approves the new transaction only 

when the verification result is successful (S4240).  

Approval of a transaction is processing by the verification 

terminal 1100 to recognize the new transaction as being 

appropriate, and a specific procedure varies depending on a 

target blockchain system.  For example in the case of the 

Bitcoin which is one of virtual currencies using a 

blockchain, approved new transactions are grouped, to which 

a header is added to generate a block. 

[0067] 

 In the above manner, generation and verification of a 

transaction in the blockchain system are completed. 

[0068] 

 FIG. 5 is a flowchart illustrating a processing 

procedure of generating a new transaction (S4020) according 

to the first embodiment of the present invention.  The 

procedure will be described below with reference to the 

drawing. 

[0069] 

 The signature terminal 1000 acquires record 

information (message) to be included in the new transaction 

(S5010).  Record information is information to be approved 

in the blockchain system.  For example in the case of a 

virtual currency, record information is a transaction of 
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the currency between users, and in the case of a smart 

contract, record information is the content of the contract. 

[0070] 

 The hash value generating unit 1061 of the signature 

terminal 1000 generates a hash value of the information 

included in the new transaction (S5020). 

[0071] 

 Next, the new transaction generating unit 1071 of the 

signature terminal 1000 activates the secret key stored in 

the key storing unit 1091 to add a signature (S5030).  In 

the case where the key storing unit 1091 is an auxiliary 

storage device in the signature terminal 1000, activation 

of the secret key is performed by reading secret key data 

from the auxiliary storage device to a main storage device.  

At that time, in the case where the secret key is encrypted 

with a password, the password is accepted from the user, 

and the secret key is retrieved after decryption.  

Alternatively, in the case where the secret key is stored 

in a smart device such as an IC card, the secret key is 

activated by input of the password to the smart device. 

[0072] 

 The signature generating unit 1070 of the signature 

terminal 1000 adds a signature to the hash value generated 

in step S5020 using the secret key activated in step S5030 

(step S5040).  In the case where the secret key activated 
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in step S5030 is stored in the main storage device of the 

signature terminal 1000, the signature generating unit 1070 

performs signature processing on the main storage device 

using the secret key.  Note that, in the case where the 

secret key is stored in a smart device, the hash value is 

input to the smart device, and then a signature is 

generated in the smart device.  The signature value is then 

acquired. 

[0073] 

 The new transaction generating unit 1071 generates a 

new transaction including the record information acquired 

in step S5010, the signature generated in step S5040, the 

public template certificate, and the public key certificate 

(S5050).  The data structure of the new transaction will be 

described later with reference to FIG. 10. 

[0074] 

 With the above procedure, generation of the new 

transaction is completed. 

[0075] 

 FIG. 6 is a flowchart illustrating a processing 

procedure of transaction verification (S4250).  In the 

present processing, the verification terminal 1100 accepts 

the new transaction and verifies the validity of each of 

the public template certificate, the public key certificate, 

and the signature value included in the new transaction.  
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Only when all the verifications are successful, 

verification of the new transaction is regarded as being 

successful.  Hereinafter, description will be given with 

reference to the drawing. 

[0076] 

 The verification terminal 1100 verifies the validity 

of the public template certificate included in the new 

transaction (S6010).  The public template certificate is 

attached with the signature value generated with the secret 

key of the certificate authority in step S2130, and in this 

procedure, the signature value is verified using the public 

key of the certificate authority.  As a result, the 

verification terminal 1100 can verify whether the public 

template certificate has been certainly issued by the 

certificate authority. 

[0077] 

 If the verification result of the public template 

certificate is successful, the verification terminal 1100 

proceeds to the next step S6030, and if the result fails, 

substitutes failure into the transaction verification 

result (S6051). 

[0078] 

 The verification terminal 1100 verifies the validity 

of the public key certificate included in the new 

transaction by using the public template certificate 
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included in the existing transaction (S6030).  A biometric 

signature, using biometric information as a key, has been 

given to the public key certificate in step S3040.  The 

validity whether this biometric signature has been attached 

by the identical person is verified using the public 

template certificate. 

[0079] 

 This allows the verification terminal 1100 to verify 

that the user who has generated the public template 

certificate included in the existing transaction is 

identical to the user who has generated the public key 

certificate included in the new transaction.  The user who 

has generated the public template certificate included in 

the existing transaction corresponds to a destination of 

the currency in the case of a virtual currency, and the 

user who has generated the public key certificate included 

in the new transaction corresponds to the sender of the 

currency in the case of the virtual currency. 

[0080] 

 That is, in the case of a virtual currency, this 

verification indicates that the user who wishes to remit 

money has certainly received remittance in the past and 

currently possesses the currency.  Furthermore in step 

S6030, it is verified that the public key certificate is 

not included in the certificate revocation list. 
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[0081] 

 The certificate revocation list is a mechanism for 

invalidating a public key certificate corresponding to a 

secret key due to loss or theft of the secret key or other 

reasons to cause signature verification to fail.  The 

procedure of issuing the certificate revocation list is 

illustrated later in FIG. 7, and the data structure of the 

certificate revocation list is illustrated later in FIG. 9D. 

[0082] 

 Specifically, the verification terminal 1100 compares 

a serial number included in the public template certificate 

with a public template serial number included in the 

certificate revocation list and then compares public key 

serial numbers included in the public key certificate and 

the certificate revocation list.  If they match, validity 

of the biometric signature value (9364) is verified using 

the public template, and validity of the signature value 

(9370) of the certificate revocation list is further 

verified.  When all the verifications are successful, the 

verification terminal 1100 determines that the public key 

certificate has been revoked and regards the verification 

to have failed. 

[0083] 

 The verification terminal 1100 performs a conditional 

branch on the basis of the verification result of step 
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S6030 (S6040), and if the verification is successful, the 

verification terminal 1100 proceeds to processing of step 

S6050 and subsequent steps.  If the verification fails, 

failure is substituted into the transaction verification 

result (S6051). 

[0084] 

 The hash value generating unit 1161 of the 

verification terminal 1100 generates a hash value from data 

in the new transaction (S6050). 

[0085] 

 The signature verifying unit 1140 of the verification 

terminal 1100 verifies the validity of the signature using 

the hash value generated in step S6050 and the public key 

certificate (S6060).  Since the signature is generated by 

the signature terminal 1000 using the secret key for the 

hash value of the new transaction in step S5040, the 

verification terminal 1100 can perform verification the 

validity of the signature using the public key 

corresponding to the secret key. 

[0086] 

 In this verification, the verification terminal 1100 

verifies that the user having the secret key has generated 

the new transaction and further verifies that the contents 

of the new transaction has not been tampered thereafter. 

[0087] 
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 The verification terminal 1100 performs a conditional 

branch on the basis of the verification result of step 

S6060 (S6070), and if the verification is successful, 

success is substituted into the transaction verification 

result (S6080).  If the verification fails, failure is 

substituted into the transaction verification result 

(S6051).  The verification terminal 1100 can notify the 

signature terminal 1000 of the transaction verification 

result. 

[0088] 

 In the above manner, the verification terminal 1100 

completes the processing of verifying the contents of the 

transaction. 

[0089] 

 In FIGS. 2 to 6, a flow from initial registration of 

the public template certificate to generation of the new 

transaction and verification of the transaction has been 

illustrated.  The present invention aims to enable use the 

blockchain system safely and continuously even when a 

user's secret key is lost or stolen.  For this reason, in 

addition to the normal processing procedures of FIGS. 2 to 

6, at times when the secret key is lost or stolen, the 

public key certificate corresponding to the secret key is 

revoked and a new public key certificate is issued. 

[0090] 
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 FIG. 7 is a flowchart illustrating a processing 

procedure for revoking a public key certificate.  The 

procedure will be described below with reference to the 

drawing. 

[0091] 

 The signature terminal 1000 acquires the public 

template certificate of the user who revokes the public key 

certificate (S7010).  In the case where the public template 

certificate is stored in the public template certificate 

storing unit 1092 of the signature terminal 1000, this 

processing corresponds to the signature terminal 1000 

reading the data.  Alternatively, in the case where the 

serial number of the public template certificate is input, 

or in the case where only the serial number of the public 

template certificate is stored in the auxiliary storage 

device, the signature terminal 1000 makes an inquiry to the 

public template repository 1200 on the basis of the serial 

number and obtains the public template certificate. 

[0092] 

 The signature terminal 1000 acquires the public key 

certificate to be revoked from the key storing unit 1091 

(S7020). 

[0093] 

 The public key revocation application form generating 

unit 1080 of the signature terminal 1000 generates a public 
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key revocation application form using the public template 

certificate acquired in step S7010 and the public key 

certificate acquired in step S7020 (S7030).  The data 

structure of the public key revocation application form 

will be described later with reference to FIG. 9C. 

[0094] 

 The signature terminal 1000 transmits the public key 

revocation application form generated in step S7030 to the 

public template repository 1200 (S7040).  In addition, the 

signature terminal 1000 transmits the public key revocation 

application form also to the user terminal 1300 that 

transmits and receives transactions.  This allows the 

public template repository 1200 and the user terminal 1300 

to verify that the current public key certificate of the 

signature terminal 1000 has been revoked. 

[0095] 

 The public template repository 1200 receives the 

public key revocation application form (S7110), and the 

public key revocation application form verifying unit 1230 

verifies the public key revocation application form (S7120).  

In this verification, the public key revocation application 

form verifying unit 1230 verifies that the signature value 

assigned to the public key revocation application form is 

correct using the public template certificate. 

[0096] 
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 Specifically, the public key revocation application 

form verifying unit 1230 acquires the public template 

certificate corresponding to the user by using the public 

template serial number included in the public key 

revocation application form.  Furthermore, the public key 

revocation application form verifying unit 1230 verifies 

the validity of the signature value included in the public 

key revocation application form using the public template 

certificate. 

[0097] 

 The public key revocation application form verifying 

unit 1230 performs a conditional branch on the basis of the 

verification result of step S7120 (S7130), and if the 

verification is successful, the certificate revocation list 

generating unit 1240 generates the certificate revocation 

list 9300 and stores the certificate revocation list 9300 

in the certificate revocation list storing unit 1291 

(S7140).  The data structure of the certificate revocation 

list will be described later with reference to FIG. 9D. 

[0098] 

 In the above manner, revocation of the public key 

certificate is completed.  The certificate revocation list 

issued by the public template repository 1200 is used for 

verification in the public key certificate verification in 

step S6030 of FIG. 6, and if the public key certificate is 
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included in the certificate revocation list, the 

verification fails.  As a result, when the public key 

certificate is revoked due to loss or theft of the secret 

key or for other reasons, the transaction verification in 

step S4220 illustrated in FIG. 4 fails, and the transaction 

is not approved.  Therefore, even in the case where a third 

party acquires the secret key, it is impossible to 

impersonate to cause a transaction to be approved 

fraudulently. 

[0099] 

 FIG. 8 is a flowchart illustrating a processing 

procedure of reissuing a public key certificate according 

to the first embodiment of the present invention.  In this 

processing, after revocation of the public key certificate 

illustrated in FIG. 7 (generation of the public key 

revocation application form), the signature terminal 1000 

generates a new public key certificate to be newly used.  

Note that, even without revocation of a public key 

certificate illustrated in FIG. 7, there are cases where 

the public key certificate is automatically revoked when 

the public key certificate expires.  In such a case, 

reissuance of a public key certificate illustrated in FIG. 

8 can be performed without revocation of the public key 

certificate illustrated in FIG. 7.  In addition, reissuance 

of a public key certificate illustrated in FIG. 8 can be 
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performed when the public key certificate has not been 

revoked.  This is performed in cases where a plurality of 

different public key certificates is issued and secret keys 

corresponding to the public keys are stored in a plurality 

of terminals of the same user or lent to different users.  

Hereinafter, description will be given with reference to 

FIG. 8. 

[0100] 

 The signature terminal 1000 acquires the public 

template certificate (S8010).  In this processing, the 

signature terminal 1000 acquires the public template 

certificate from the public template certificate storing 

unit 1092 or the public template repository 1200 as in step 

S7010 of FIG. 7. 

[0101] 

 The signature terminal 1000 acquires biometric 

information of the user (S8020).  In this processing, as in 

step S3010 of FIG. 3, the biometric information acquiring 

unit 1020 acquires biometric information such as a 

fingerprint, veins, or a face image from the user by a 

biosensor. 

[0102] 

 The signature terminal 1000 verifies the validity of 

the biometric information acquired in step S8020 using the 

public template certificate acquired in step S8010 (S8030).  



 

36 

 

In this verification, the signature terminal 1000 uses a 

biometric signature to verify whether the biometric 

information, from which the public template certificate has 

been generated, and the biometric information, acquired in 

step S8020, have been acquired from the same person.  If 

the information has been acquired from the same person, the 

verification is successful, and if from different persons, 

the verification fails. 

[0103] 

 The signature terminal 1000 performs a conditional 

branch depending on the verification result of step S8030 

(S8040).  In the case of a success, the processing of step 

S8050 and subsequent steps is performed.  In the case of a 

failure, “issuance failed” is substituted for the 

reissuance result (S8051), and the reissuance result is 

displayed on an output device of the signature terminal 

1000 (S8090). 

[0104] 

 If the verification in step S8040 is successful, the 

key pair generating unit 1040 of the signature terminal 

1000 generates a new key pair of a new secret key and a new 

public key (S8050).  In this processing, the new key pair 

is generated on the basis of a publicly known or well-known 

public key cryptography like in S3030. 

[0105] 
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 The public key certificate generating unit 1050 of 

the signature terminal 1000 generates a new public key 

certificate on the basis of the new public key generated in 

step S8050 (S8060).  In this processing, as in step S3040 

in FIG. 3, the signature terminal 1000 adds a biometric 

signature to the new public key using the biometric 

information acquired in step S8020 as a key. 

[0106] 

 The signature terminal 1000 stores the new secret key 

generated in step S8050 and the new public key certificate 

in the key storing unit 1091 (S8070).  In addition, the 

signature terminal 1000 transmits the new public key 

certificate also to the user terminal 1300 that transmits 

and receives transactions. 

[0107] 

 The signature terminal 1000 substitutes “issuance 

successful” into the reissuance result of the public key 

certificate (S8080) and displays the reissuance result on 

the signature terminal 1000 (S8090). 

[0108] 

 In the above manner, reissuance (update) of the 

public key certificate is completed.  With this processing, 

the secret key and the public key certificate in the key 

storing unit 1091 of the signature terminal 1000 are 

updated, and the new secret key and the new public key 
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certificate are used in the subsequent signature generation 

and signature verification. 

[0109] 

 Validity of a transaction generated using this new 

secret key can be verified with the new public key 

certificate.  Therefore, in the first embodiment, even when 

a secret key is lost or leaked, a secret key can be newly 

issued to enable continuous use of the blockchain system. 

[0110] 

 With the above processing, after generation of the 

public key revocation application form, the public key 

certificate generating unit 1050 of the signature terminal 

1000 acquires the public template certificate of the user 

who reissues the key pair from the public template 

certificate storing unit 1092.  Moreover, when the 

biometric information of the user is acquired, and if 

verification of a public template 9080 included in the 

public template certificate and the biometric information 

is successful, reissuance of the key pair and the public 

key certificate allows the user to continue to use the 

blockchain system. 

[0111] 

 FIGS. 9A to 9D are diagrams each illustrating a data 

structure of a public template certificate, a public key 

certificate, a public key revocation application form, and 
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a certificate revocation list, respectively. 

[0112] 

 FIG. 9A is a diagram illustrating an example of a 

public template certificate 9000.  The public template 

certificate 9000 is data generated in step S2130 of FIG. 2.  

The basic data structure is obtained by attaching other 

header information and a signature value 9091 to the public 

template 9080, which is compliant with X.509 which is the 

standards for public key certificates in the public key 

infrastructure (PKI).  Each piece of data will be described 

below. 

[0113] 

 A version 9010 indicates a version of the public 

template certificate by a character string. 

[0114] 

 A public template serial number 9020 is a character 

string uniquely allocated to the public template by the 

public template repository 1200 in such a manner as to 

avoid overlapping. 

[0115] 

 A signature algorithm 9030 indicates an algorithm for 

generating a signature value (9091) to be attached to the 

public template certificate. 

[0116] 

 An issuer 9040 indicates an entity that issues the 
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public template certificate, that is, the certificate 

authority. 

[0117] 

 An expiration date 9050 indicates the expiration date 

and time of the public template certificate. 

[0118] 

 A subject 9060 indicates a subject of the public 

template certificate, that is, the user who requests 

issuance of the certificate. 

[0119] 

 A biometric signature algorithm 9070 indicates an 

algorithm for generating the public template 9080. 

[0120] 

 The public template 9080 indicates the public 

template generated in step S3020 in FIG. 3. 

[0121] 

 Like the signature algorithm 9030, a signature 

algorithm 9090 indicates an algorithm for generating the 

signature value (9091) to be attached to the public 

template certificate. 

[0122] 

 The signature value 9091 is a value obtained by 

inputting the data of 9010 to 9080 to a hash function (for 

example, SHA-1, SHA-256, etc.) and converting the obtained 

hash value with the secret key of the certificate authority. 
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[0123] 

 The above is the data structure of the public 

template certificate. 

[0124] 

 FIG. 9B is a diagram illustrating an example of a 

data structure of a public key certificate. 

[0125] 

 A public key certificate 9100 is data obtained by 

attaching a biometric signature using biometric information 

as a key to the public key generated in step S3040 or S8060, 

which is compliant with X.509 which is the standards for 

public key certificates in the public key infrastructure 

(PKI).  Hereinafter, description will be given with 

reference to the drawing. 

[0126] 

 A version 9110 indicates a character string 

representing a version of the public template certificate. 

[0127] 

 The public template serial number 9120 is a serial 

number uniquely allocated to the public template by the 

public template repository 1200 in such a manner as to 

avoid overlapping. 

[0128] 

 A public key serial number 9121 is a unique character 

string assigned to the public key by the key pair 
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generating unit 1040 of the signature terminal 1000 and is 

generated in such a manner as to avoid overlapping between 

different public keys. 

[0129] 

 A biometric signature algorithm 9130 indicates an 

algorithm for generating a biometric signature value 9191. 

[0130] 

 An issuer 9140 indicates an entity that issues the 

public template certificate, that is, the certificate 

authority. 

[0131] 

 An expiration date 9150 indicates the expiration date 

and time of the public template certificate. 

[0132] 

 A subject 9160 indicates a subject of the public 

template certificate, that is, the user who requests 

issuance of the certificate. 

[0133] 

 A public key algorithm 9170 indicates an algorithm 

for generating a public key 9180. 

[0134] 

 The public key 9180 represents the public key 

generated in step S3030 or S8050. 

[0135] 

 The biometric signature algorithm 9190 indicates an 
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algorithm for generating the biometric signature value 9191 

like the above 9130. 

[0136] 

 The biometric signature value 9191 is obtained by 

inputting the above data of 9110 to 9180 to a hash function 

(for example, SHA-1, SHA-256, etc.) and generating a 

biometric signature using the biometric information as a 

key for the obtained hash value. 

[0137] 

 The above is the data structure of the public key 

certificate. 

[0138] 

 FIG. 9C is a diagram illustrating an example of a 

data structure of a public key revocation application form. 

[0139] 

 A public key revocation application form 9200 is 

generated by the public key revocation application form 

generating unit 1080 of the signature terminal 1000 in step 

S7030 and is data obtained by adding a biometric signature 

using biometric information as a key to a public template 

serial number 9210, a public key serial number 9220, and a 

revocation date and time 9230. 

[0140] 

 The public template serial number 9210 and the public 

key serial number 9220 are data copied from the public 
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template serial number 9120 and the public key serial 

number 9121 of the public key certificate 9100, 

respectively.  Note that the public template serial number 

9210 and the public key serial number 9220 are used as 

identifiers for specifying the public key certificate 9100. 

[0141] 

 The revocation date and time 9230 represents the date 

and time when the public key certificate is to be revoked, 

and thereafter verification using the public key 

certificate will fail. 

[0142] 

 A biometric signature value 9240 is obtained by 

inputting the above data of 9210 to 9230 to a hash function 

(for example, SHA-1, SHA-256, etc.) to acquire a hash value 

and generating a biometric signature using biometric 

information as a key for the hash value. 

[0143] 

 The above is the data structure of the public key 

revocation application form. 

[0144] 

 FIG. 9D is a diagram illustrating an example of a 

data structure of a certificate revocation list. 

[0145] 

 A certificate revocation list 9300 is generated by 

the public template repository 1200 in step S7140 and is 
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data including one or more public key revocation 

application forms and added with a header and a signature 

value.  Description will be given below with reference to 

the drawing. 

[0146] 

 A version 9310 indicates a character string 

representing a version of the certificate revocation list. 

[0147] 

 A signature algorithm 9320 indicates a signature 

algorithm used for generating a signature value 9380 

attached to the certificate revocation list. 

[0148] 

 An issuer 9330 indicates a character string 

indicating the subject issuing the certificate revocation 

list. 

[0149] 

 A latest update date and time 9340 indicates the date 

and time when the target certificate revocation list has 

been issued. 

[0150] 

 A next update date and time 9350 indicates the date 

and time when the certificate revocation list will be 

issued next time. 

[0151] 

 Data 9361 to 9364 correspond to data 9210 to 9240, 
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respectively, of the public key revocation application form.  

In the certificate revocation list, public key revocation 

application forms accepted within a certain period of time 

are collectively included. 

[0152] 

 A signature algorithm 9370 indicates a signature 

algorithm used for generation of a signature value 9380 for 

the certificate revocation list like the above 9320. 

[0153] 

 The signature value 9380 is obtained by inputting the 

data of 9310 to 9364 to a hash function (for example, SHA-1, 

SHA-256, etc.) and adding a signature to the obtained hash 

value with the secret key of the certificate authority held 

by the public template repository 1200. 

[0154] 

 The above is the data structure of the certificate 

revocation list. 

[0155] 

 FIG. 10 is a diagram illustrating a data structure of 

the blockchain targeted by the first embodiment.  FIG. 10 

includes an existing transaction 10010 and a new 

transaction 10110. 

[0156] 

 The existing transaction 10010 corresponds to the 

transaction received in step S4010, and the new transaction 
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10110 corresponds to the transaction generated in step 

S5050.  Each piece of data will be described below with 

reference to the drawing. 

[0157] 

 The existing transaction 10010 is a transaction in 

which transaction information from the user A to the user B 

is recorded and includes a user A’s public key certificate 

10020 (transaction source), a user B’s public template 

certificate 10030 (transaction destination), a record 

information 10040, a generation date and time 10050, a hash 

value 10060, and a user A’s signature 10070.  For example, 

in the case of a virtual currency based on the blockchain, 

the user A corresponds to a remittance source and the user 

B corresponds to a remittance destination. 

[0158] 

 The user A’s public key certificate 10020 is the 

public key certificate generated in step S3040 or step 

S8060.  Note that the public key certificate may be stored 

in the above 10020 as it is.  Alternatively, the public key 

certificate may be converted in accordance with some rules 

into data to be included in the 10020, which may be 

restored when the public key certificate is used.  Further 

alternatively, only the serial number of the public key 

certificate may be stored in 10020, and the public key 

certificate may be acquired by using the serial number when 



 

48 

 

the public key certificate is used. 

[0159] 

 A user B’s public template certificate 10030 is the 

public template certificate generated in step S2130.  Note 

that the public template certificate may store converted 

data or a serial number like the user A’s public key 

certificate 10020. 

[0160] 

 The contents of the record information 10040 is to be 

guaranteed by the blockchain system.  For example in the 

case of a virtual currency, record information includes a 

remittance amount, and in the case of a smart contract, 

record information includes the contents of the contract 

and other information. 

[0161] 

 The generation date and time 10050 indicates the date 

and time when the existing transaction 10010 has been 

created. 

[0162] 

 The hash value 10060 is a hash value obtained by 

inputting the entire transaction prior to the existing 

transaction to the hash function. 

[0163] 

 The user A’s signature 10070 is obtained by inputting 

the contents of the existing transaction (10020 to 10050) 
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and the hash value 10060 to the hash function to calculate 

the total hash value and generating a signature for the 

total hash value with the user A's secret key. 

[0164] 

 The new transaction 10110 is a transaction generated 

subsequent to the existing transaction 10010 and represents 

a transaction from the user B to a user C. 

[0165] 

 A user B’s public key certificate 10120, a user C’s 

public template certificate 10130, record information 10140, 

a generation date and time 10150, a hash value 10160 of the 

previous transaction, and a user B’s signature 10170 

included in the new transaction 10110 are similar to the 

user A’s public key certificate 10020, the user B’s public 

template certificate 10030, the record information 10040, 

the generation date and time 10050, the hash value 10060, 

and the user A’s signature 10070 in the existing 

transaction 10010, respectively. 

[0166] 

 The new transaction 10110 is generated in step S5050 

and then verified in step S4220.  When the new transaction 

is verified, first, the verification terminal 1100 verifies 

the validity of the user C’s public template certificate 

10130 using the public key of the certificate authority, 

then verifies the validity of the user B’s public key 
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certificate 10120 using the user B’s public template 

certificate 10030, and then verifies the validity of the 

user B’s signature 10170 using the user B’s public key 

certificate 10120.  When all of the verifications are 

successful, the verification terminal 1100 approves the 

transaction. 

[0167] 

 In a known blockchain system, a public key of user B 

is stored in an existing transaction, and a signature of 

user B is stored in a new transaction, which are then 

verified.  Therefore, in the case where the user B loses 

the user’s secret key after the existing transaction has 

been generated, a signature cannot be attached to the new 

transaction, and thus transactions cannot be generated 

continuously. 

[0168] 

 In the first embodiment, the user B’s public template 

certificate 10030 is stored in the existing transaction 

10010, and the user B’s public key certificate 10120 and 

the user B’s signature 10170 are stored in the new 

transaction 10110, which are then verified.  The 

verification of the validity of a transaction in the first 

embodiment includes two stages such as a public template 

certificate and a public key certificate, and a public key 

certificate and a signature. 
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[0169] 

 By adopting such a two-stage verification procedure, 

even when the user B loses the secret key, the public key 

certificate can be reissued by using biometric information 

of the user B as a key.  Since the biometric information is 

a characteristic inside the body of the user B, it is 

unlikely that the biometric information is lost or leaked 

like an ordinary secret key. 

[0170] 

 This enables reduction of the risk that the user B 

cannot generate a new transaction due to the loss or 

leakage of the secret key.  In addition, since maintaining 

only the secret key is enough at a normal time for 

generation of a transaction like in a known blockchain 

system, using biometric information does not deteriorate 

the convenience of the user B like in the conventional 

example. 

[0171] 

 FIG. 11 is a block diagram illustrating a hardware 

configuration of the signature terminal 1000, the public 

template repository 1200, and the verification terminal 

1100 in the blockchain system. 

[0172] 

 In this figure, reference numeral 10 denotes a 

central processing unit (CPU), 20 denotes a main storage 
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device, 30 denotes an auxiliary storage device, 40 denotes 

an input device, 50 denotes an output device, and 60 

denotes a communication device. 

[0173] 

 The CPU 10 executes programs that correspond to the 

public template generating unit 1030, the key pair 

generating unit 1040, the public key certificate generating 

unit 1050, the hash value generating unit 1061, the 

signature generating unit 1070, the new transaction 

generating unit 1071, the public key revocation application 

form generating unit 1080, the public key certificate 

verifying unit 1120, the signature verifying unit 1140, the 

public template certificate generating unit 1220, the 

public key revocation application form verifying unit 1230, 

and the certificate revocation list generating unit 1240. 

[0174] 

 The main storage device 20 is a device corresponding 

to a memory of a computer and stores programs that 

corresponds to the public template generating unit 1030, 

the key pair generating unit 1040, the public key 

certificate generating unit 1050, the hash value generating 

unit 1061, the signature generating unit 1070, the new 

transaction generating unit 1071, the public key revocation 

application form generating unit 1080, the public key 

certificate verifying unit 1120, the signature verifying 
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unit 1140, the public template certificate generating unit 

1220, the public key revocation application form verifying 

unit 1230, and the certificate revocation list generating 

unit 1240.  Execution of these programs by the CPU 10 

results in implementation of each processing. 

[0175] 

 The auxiliary storage device 30 is a storage device 

typified by a hard disk drive (HDD) and a solid state drive 

(SSD) and corresponds to the key storing unit 1091, the 

public template certificate storing unit 1092, the public 

template certificate storing unit 1290, and the certificate 

revocation list storing unit 1291.  Data stored in each of 

the units is accumulated as data on the auxiliary storage 

device 11030. 

[0176] 

 The input device 40 includes a sensor, a mouse, and 

keyboard, and the like.  The output device 50 includes a 

display or other devices for outputting information on the 

main storage device 11020.  The communication device 60 is 

used when the signature terminal 1000, the public template 

repository 1200, and the verification terminal 1100 

communicate with the network 100. 

[0177] 

 The CPU 10 operates as a functional unit that 

provides a predetermined function by processing in 
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accordance with a program of each of the functional units.  

For example, the CPU 10 functions as the public template 

generating unit 1030 by processing in accordance with a 

public template generating program.  The above similarly 

applies to other programs as well.  Furthermore, the CPU 10 

also operates as a functional unit that provides each 

function of a plurality of pieces of processing executed by 

each program.  A computer or a computer system is a device 

or a system that includes these functional units. 

[0178] 

 The programs and information such as tables for 

implementing each function can be stored in the auxiliary 

storage device 30 storage device such as a nonvolatile 

semiconductor memory, a hard disk drive, or a solid state 

drive (SSD) or a computer-readable non-transitory data 

storage medium such as an IC card, an SD card, or a DVD. 

[0179] 

 As described above, according to the first embodiment, 

a public template certificate is generated from biometric 

information of a user, a pair of a secret key and a public 

key is generated, a public key certificate is generated by 

attaching a biometric signature to the public key by using 

the biometric information of the user as a key, attaching a 

signature to a message by using the secret key when the 

user generates the signature, when the signature is 
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verified, the validity of the public key certificate is 

verified with a public template certificate and the 

validity of the user's signature is further verified by the 

public key certificate, and when the keys are updated, a 

pair of a secret key and a public key is generated again 

and a signature is attached to the public key using the 

biometric information as a key, which enables reissuance of 

a public key certificate. 

[0180] 

 In addition, a transaction includes the public key 

certificate of the transaction source and the public 

template certificate of the transaction destination, and 

when the signature is verified, the validity of the public 

key certificate 10120 of the new (second) transaction 10110 

is verified using the public template certificate 10030 of 

the existing (first) transaction 10010, and then the 

validity of the user’s signature 10170 included in the new 

transaction 10110 is verified using the public key 

certificate 10120 included in the new transaction 10110, 

which allows the blockchain system to be configured. 

[0181] 

 Furthermore, the public template certificate can be 

attached with a signature with a secret key of a 

certificate authority, and when the signature is verified, 

the validity can be verified with a public key of the 
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certificate authority that corresponds to the secret key of 

the certificate authority. 

[Second Embodiment] 

[0182] 

 In a second embodiment, in the case where a user of a 

blockchain system has lost or leaked the use’s secret key, 

a system that enables continuous use of the blockchain 

system is configured without the public template repository 

1200 by causing a signature terminal 1000 to revoke the 

secret key to reissue a new secret key. 

[0183] 

 In the first embodiment, the public template 

repository 1200 is provided as a reliable third party 

organization, and a public template certificate and a 

certificate revocation list are issued via the public 

template repository 1200. 

[0184] 

 In such a blockchain system, the public template 

repository 1200 functioning as a certificate authority 

allows a highly reliable public template certificate and a 

certificate revocation lists to be issued.  However, in a 

blockchain system, it is also desired to implement 

transaction management at a low cost without providing a 

reliable third party organization, and in the case where a 

certificate authority that requires a certain level of cost 
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for operation is provided, the operation cost of the 

blockchain system rises. 

[0185] 

 Therefore, in the second embodiment, when the secret 

key is lost or leaked, without using the public template 

repository 1200 the secret key is revoked to reissue a new 

secret key like in the first embodiment, thereby allowing 

transactions to be generated continuously.  In the second 

embodiment, the processing of FIGS. 2, 6, and 7 of the 

first embodiment and the data of FIGS. 9A to 9C are 

modified, the public template repository 1200 of FIG. 1 and 

the certificate revocation list of FIG. 9D are deleted.  

The rest of the configuration is similar to that of the 

first embodiment.  Hereinafter, a difference from the first 

embodiment will be described. 

[0186] 

 FIG. 12 is a block diagram illustrating an exemplary 

blockchain system according to the second embodiment.  In 

the blockchain system of FIG. 12, points different from the 

first embodiment are that the public template certificate 

generating unit operating in the public template repository 

1200 of the first embodiment is operated in a signature 

terminal 1000 and that a public key revocation application 

form 9200 is held in the signature terminal 1000. 

[0187] 
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 FIG. 13 is a flowchart illustrating exemplary 

processing of initial registration of a public template 

certificate according to the second embodiment.  In the 

second embodiment, the processing by the public template 

repository 1200 is deleted from the processing of FIG. 2 of 

the first embodiment, and the signature terminal 1000 

executes the processing of generating a public template 

certificate. 

[0188] 

 In step S2010, the signature terminal 1000 performs 

initial registration like in the first embodiment.  Next, a 

public template certificate generating unit 1090 generates 

a public template certificate in step S2035.  In this 

processing, the public template certificate generating unit 

1090 attaches a signature to a public template to generate 

a public template certificate.  Then in step S2040, the 

public template certificate generating unit 1090 registers 

the public template certificate in a public template 

certificate storing unit 1092. 

[0189] 

 FIG. 15 is a diagram illustrating an example of a 

public template certificate 9000 of the second embodiment.  

The public template certificate 9000 of the second 

embodiment is obtained by deleting the public template 

serial number 9020 of FIG. 9A of the first embodiment. 
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[0190] 

 An issuer 9040, as the subject issuing the public 

template certificate place of the certificate authority of 

the first embodiment, stores an identifier of the signature 

terminal 1000.  In addition, a signature value 9091 of the 

public template certificate is replaced with the signature 

of the certificate authority and is a biometric signature 

using biometric information (public template) of the user 

as a key.  In this manner, attaching the user’s own 

biometric signature to the public template certificate 

enables detection of tampering by a third party. 

[0191] 

 In the transaction verification (S4220) illustrated 

in FIG. 6 of the first embodiment, in the public template 

certificate verification S6010, the signature value 9091 is 

verified using the public key of the certificate authority.  

In the second embodiment, the validity of the signature 

value 9091 is verified using a public template 9080.  This 

enables verification of whether the public template 

certificate has not been tampered.  Processing after S6020 

in the second embodiment is similar to that of the first 

embodiment. 

[0192] 

 FIG. 14 is a flowchart illustrating exemplary 

processing of revoking the public key certificate of the 
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second embodiment.  In FIG. 7 of the first embodiment, 

verification of the validity of the public key revocation 

application form is performed in the public template 

repository 1200 (S7120), and the certificate revocation 

list is issued when the verification is successful (S7140). 

[0193] 

 In the second embodiment, since the public template 

repository 1200 is deleted, the signature terminal 1000 

generates a public key revocation application form in step 

S7050.  The verification terminal 1100 stores the generated 

public key revocation application form and utilizes it when 

a transaction is verified. 

[0194] 

 FIG. 16 is a diagram illustrating a public key 

certificate 9100 of the second embodiment. 

[0195] 

 In the second embodiment, the public template serial 

number 9120 of the public key certificate 9100 illustrated 

in FIG. 9B of the first embodiment is not included in the 

public template certificate, but instead the public 

template 9080 itself or a hash value of the public template 

is stored in the public template 9120A.  The rest of the 

configuration is similar to that of the first embodiment. 

[0196] 

 FIG. 17 is a diagram illustrating a public key 
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revocation application form 9200 of the second embodiment. 

[0197] 

 In the second embodiment, the public template serial 

number 9210 of the public key revocation application form 

9200 illustrated in FIG. 9C of the first embodiment is not 

included in the public revocation application form, but 

instead the public template 9080 itself or the hash value 

of the public template is stored in the public template 

9210A.  The rest of the configuration is similar to that of 

the first embodiment. 

[0198] 

 Furthermore, in the second embodiment, the 

certificate revocation list 9300 illustrated in FIG. 9D of 

the first embodiment is not issued. 

[0199] 

 By modifying the processing procedure as described 

above, in the second embodiment, a blockchain system that 

can be used continuously even when the secret key is lost 

or leaked can be implemented without using the public 

template repository 1200. 

[0200] 

 According to the second embodiment, by verifying the 

validity of the biometric signature included in the public 

template certificate by using the public template, even in 

a blockchain system in which no certificate authority is 
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used, the validity of each certificate can be verified by 

user's biometric information, which can reduce the cost 

required for the certificate authority. 

[Third Embodiment] 

[0201] 

 A third embodiment illustrates a blockchain system 

obtained by adding, to the blockchain system of the first 

embodiment, a registration terminal for acquiring biometric 

information and generating a key pair and a public template.  

FIG. 18 is a block diagram illustrating a blockchain system 

according to the third embodiment. 

[0202] 

 In the blockchain system, a registration terminal 

1400 for registering keys and public template certificates 

of users A to C, a verification terminal 1100 for verifying 

the validity of a transaction, a public template repository 

1200 for generating a public template certificate, and user 

terminals 1300-A to 1300-C each for generating a 

transaction are connected via a network 100. 

[0203] 

 The verification terminal 1100 and the public 

template repository 1200 are similar to those of the first 

embodiment.  The user terminals 1300-A to 1300-C are 

similar to the signature terminal 1000 of the first 

embodiment, and the user terminals are collectively denoted 
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by the reference numeral 1300. 

[0204] 

 The registration terminal 1400 is obtained by 

omitting the functional units for generating a transaction 

from the signature terminal 1000 of the first embodiment, 

and the record information acquiring unit 1060, the 

signature generating unit 1070, the hash value generating 

unit 1061, and the new transaction generating unit 1071 

illustrated in FIG. 1 are omitted.  The rest of the 

configuration is similar to that of the first embodiment. 

[0205] 

 In the blockchain system of the third embodiment, the 

users A to C of the blockchain system first acquire 

biometric information from the registration terminal 1400 

and register a public template certificate and keys.  Next, 

keys and certificates are transmitted from the registration 

terminal 1400 to each of the user terminals 1300-A to 1300-

C used by the users A to C, respectively, and stored 

therein.  Thereafter, each of the users transmits or 

receives a public key, etc. and then transmits a 

transaction.  Note that transmission of a key pair and 

certificates may be performed offline.  Alternatively, like 

in the first embodiment, public key certificates may be 

generated in the user terminals 1300. 

[0206] 
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 FIG. 19 is a sequence diagram illustrating an example 

of registration processing performed in the blockchain 

system.  This processing is a registration processing that 

a user using the blockchain system initially performs like 

in FIGS. 2 and 3 of the first embodiment.  Hereinafter, 

exemplary registration processing of the user A will be 

described. 

[0207] 

 First, in the registration terminal 1400, a biometric 

information acquiring unit 1020 acquires biometric 

information of the user A (S301). 

[0208] 

 A public template generating unit 1030 generates a 

public template by applying unidirectional conversion to 

the biometric information acquired in step S301 (S302).  

The public template generating unit 1030 transmits the 

generated public template to the public template repository 

1200 (S303). 

[0209] 

 A key pair generating unit 1040 of the registration 

terminal 1400 generates a key pair of a secret key and a 

public key (S304). 

[0210] 

 A public key certificate generating unit 1050 of the 

registration terminal 1400 generates a public key 
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certificate by attaching, to the generated public key, a 

biometric signature using the biometric information 

acquired in step S301 as a key (S305). 

[0211] 

 The registration terminal 1400 stores the secret key, 

the public key, and the public key certificate in a key 

storing unit 1091 (S306). 

[0212] 

 Next, in the public template repository 1200, a 

public template certificate generating unit 1220 attaches a 

signature to the received public template to generate a 

public template certificate (S309).  In the third 

embodiment, signature is added using the secret key of the 

certificate authority like in the first embodiment. 

[0213] 

 The public template repository 1200 registers the 

generated public template certificate in a public template 

certificate storing unit 1290 (S310) and further transmits 

the public template certificate to the registration 

terminal 1400 (S311).  When receiving the public template 

certificate, the registration terminal 1400 registers the 

public template certificate in the public template 

certificate storing unit 1092 (S307). 

[0214] 

 Next, the registration terminal 1400 transmits the 
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key pair, the public key certificate, and the public 

template certificate to the user terminal 1300-A that the 

user A is using (S308).  The user terminal 1300-A registers 

the received key pair and the public key certificate in a 

key storing unit 1091 and registers the public template 

certificate in a public template certificate storing unit 

1092 (S312). 

[0215] 

 Next, the user terminal 1300-A transmits the public 

key and the public template to the user terminal 1300-B or 

other terminals to which the transaction is to be 

transmitted (S313).  The user terminal 1300-A registers the 

received public key and the public template in a storing 

unit (S314). 

[0216] 

 In this manner, the key pair and the public key 

certificate are generated, the registration processing is 

completed, and preparation for transmitting and receiving 

the transaction is completed. 

[0217] 

 FIG. 20 is a sequence diagram illustrating an example 

of transaction verification processing performed in the 

blockchain system.  This processing is similar to that of 

FIGS. 4 to 6 of the first embodiment.  In FIG. 20, an 

example in which the user A receives an existing 
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transaction transmitted by the user B and the user A 

generates a new transaction and transmits the new 

transaction to the user C will be illustrated. 

[0218] 

 First, the user terminal 1300-B transmits the 

existing transaction, and the user terminal 1300-A receives 

the existing transaction (S401).  Note that transmission of 

transactions is broadcast within the blockchain system, and 

P2P networks are used for transmission of public keys or 

public templates. 

[0219] 

 The user terminal 1300-A generates a new transaction 

by adding the signature of the user A to the existing 

transaction (S402) and broadcasts the new transaction 

destined to the user terminal 1300-C (S403).  The 

verification terminal 1100 receives the broadcast new 

transaction and starts verification. 

[0220] 

 The verification terminal 1100 verifies the validity 

of the public template certificate included in the new 

transaction (S404).  The public template certificate is 

attached with a signature value generated with the secret 

key of the certificate authority, and the verification 

terminal 1100 verifies the validity of the signature value 

using the public key of the certificate authority.  As a 
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result, the verification terminal 1100 can verify whether 

the public template certificate has been certainly issued 

by the certificate authority. 

[0221] 

 Next, the verification terminal 1100 verifies the 

validity of the public key certificate included in the new 

transaction by using the public template certificate 

included in the existing transaction (S405).  The public 

key certificate is attached with a biometric signature 

using biometric information as a key.  The validity whether 

this biometric signature has been attached by the identical 

person is verified using the public template certificate. 

[0222] 

 This allows the verification terminal 1100 to verify 

that the user who has generated the public template 

certificate included in the existing transaction is 

identical to the user who has generated the public key 

certificate included in the new transaction.  Furthermore, 

in step S405, it is verified that the public key 

certificate is not included in a certificate revocation 

list 9300. 

[0223] 

 Next, the verification terminal 1100 verifies the 

validity of the signature (S406).  This processing is 

similar to the steps S6050 to 6070 of FIG. 6 illustrated in 
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the first embodiment, and the verification terminal 1100 

generates a hash value to verify the validity of the 

signature by using the generated hash value and the public 

key certificate. 

[0224] 

 The verification terminal 1100 notifies the user 

terminals 1300-A and 1300-C of the verification results of 

the public template certificate, the public key certificate, 

and the signature. 

[0225] 

 As described above, the verification terminal 1100 

can verify the contents of the transactions. 

[0226] 

 FIG. 21 is a sequence diagram illustrating an example 

of key reissuance processing performed in the blockchain 

system.  This processing is similar to that FIGS. 7 and 8 

of the first embodiment, and FIG. 21 illustrates an example 

in which the user A loses a secret key. 

[0227] 

 The user A of the user terminal 1300-A has lost the 

secret key (S501), and thus the registration terminal 1400 

starts key reissuance processing.  The registration 

terminal 1400 acquires the public key certificate and the 

public template certificate of the user A from the key 

storing unit 1091 and the public template certificate 
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storing unit 1092 to generate a public key revocation 

application form (S502) and transmits the public key 

revocation application form to the public template 

repository 1200 (S503). 

[0228] 

 The public template repository 1200 verifies the 

validity of the public key revocation application form 

(S503).  In this verification, the public template 

repository 1200 verifies that the signature value assigned 

to the public key revocation application form is genuine by 

using the public template certificate.  If the verification 

is successful, the public template repository 1200 issues a 

public key revocation list (S504).  The public template 

repository 1200 registers the public key revocation list in 

a certificate revocation list storing unit 1291 and 

transmits the public key revocation list to the 

registration terminal 1400. 

[0229] 

 After receiving the public key revocation list, the 

registration terminal 1400 acquires biometric information 

of the user A (S505).  Using the biometric signature of the 

public template certificate, the registration terminal 1400 

verifies whether the biometric information with which the 

public template certificate has been generated and the 

acquired biometric information have been acquired from the 
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same person, and if from the same person, the verification 

is regarded as being successful. 

[0230] 

 If the verification is successful, the registration 

terminal 1400 generates a key pair like in the first 

embodiment (S507) and generates a public key certificate by 

attaching a signature to the public key (S508).  The 

registration terminal 1400 registers the key pair and the 

public key certificate in the key storing unit 1091 (S509) 

and then transmits the key pair and the public key 

certificate to the user terminal 1300-A of the user A 

(S510). 

[0231] 

 The user terminal 1300-A deletes the old key pair and 

public key certificate and registers the received new key 

pair and the public key certificate in the key storing unit 

1091 (S511).  Next, the user terminal 1300-A transmits the 

public key to the user terminal 1300-B which a transaction 

is transmitted to or received from (S512). 

[0232] 

 The user terminal 1300-B deletes the old public key 

of the user A and registers the newly received public key 

in a key storing unit 1091 (S513). 

[0233] 

 As described above, in the third embodiment, a public 
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key certificate can be reissued by attaching a signature to 

the public key using user's biometric information acquired 

using the registration terminal 1400 as a key.  In the 

third embodiment, for example, the registration terminal 

1400 may be installed in an organization that manages the 

blockchain system, thereby enabling acquisition of 

biometric information after the administrator or the like 

of the blockchain system confirms identity of the user.  

With this configuration, registration by impersonation can 

be suppressed. 

[0234] 

 Note that the registration terminal 1400 and the 

public template repository 1200 may be configured by a 

single computer.  In this case, the registration units (the 

public key certificate generating unit 1450, the public 

template certificate generating unit 1220, and the public 

key revocation application form generating unit 1080) may 

be provided by a single computer.  Alternatively, the 

registration terminal 1400, the public template repository 

1200, and the verification terminal 1100 may be configured 

by a single computer.  In this case, the registration units 

and the verifying units (public key certificate verifying 

unit 1120) can be provided by a single computer. 

[Fourth Embodiment] 

[0235] 
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 A fourth embodiment is obtained by modifying a part 

of the transaction of the blockchain system of the first or 

third embodiment, and the rest of the configuration is 

similar to that of the first or third embodiment. 

[0236] 

 FIG. 22 is a block diagram illustrating an example of 

a data structure of a blockchain of the fourth embodiment.  

A modification in the fourth embodiment is that, out of the 

transaction illustrated in FIG. 10 of the first embodiment, 

public template serial numbers (S/N) 10031 and 10131 are 

used instead of the public template certificates 10030 and 

10130. 

[0237] 

 The public template serial number 10031 (10131) may 

be attached as a value associated with a public template 

certificate when a public template repository 1200 

generates the public template certificate.  Alternatively, 

when a registration terminal 1400 generates a public 

template, the public template serial number 10031 may be 

attached as a value associated with the public template.  

The public template serial number 10031 (10131) may be any 

number as long as the number is a unique identifier in the 

blockchain system. 

[0238] 

 Note that the public template repository 1200 stores 
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the public template certificate and the public template 

serial number in a public template certificate storing unit 

1290 in association with each other. 

[0239] 

 To verify the validity of an existing transaction 

10010 or a new transaction 10110, for example, it is only 

required that a verification terminal 1100 request the 

public template certificate corresponding to the public 

template serial number 10031 (10131) to the public template 

repository 1200. 

[0240] 

 As described above, the size of a transaction is 

suppressed by setting the public template serial number 

10031 (10131) in the transaction as an identifier for 

identifying the user instead of the public template 

certificate.  Then, when accepting the transaction, the 

verification terminal 1100 acquires the public template 

serial number 10031 and can cause the public template 

repository 1200 to retrieve and acquire. 

[0241] 

 <Summary> 

Note that the present invention is not limited to the 

embodiments described above but may include various 

variations.  For example, the embodiments described above 

are described in detail in order to facilitate 
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understanding of the present invention, and thus the 

present invention is not necessarily limited to include all 

of the configurations having been described.  A part of a 

configuration of one of the embodiments may be replaced 

with a configuration of another embodiment.  Moreover, a 

configuration of an embodiment may be added with a 

configuration of another embodiment.  In addition, a part 

of a configuration of an embodiment may be subjected to 

addition of, deletion of, or replacement with another 

configuration solely or in combination thereof. 

[0242] 

 In addition, a part or all of the aforementioned 

respective configurations, functions, processing units, 

processing means, or the like may be implemented by 

hardware, for example by designing by an integrated circuit.  

Also, the aforementioned respective configurations, 

functions, or the like may be implemented by software with 

a processor interpreting and executing a program 

implementing each of the functions.  Information such as a 

program, a table, or a file implementing the respective 

functions may be secured in a storage device such as a 

memory, a hard disc, or a solid state drive (SSD) or a 

storage medium such as an IC card, an SD card, or a DVD. 

[0243] 

 Note that only control lines or data lines that are 
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considered necessary for the purpose of description are 

illustrated, and thus not all control lines or data lines 

in a product are necessarily illustrated.  In fact, it can 

be assumed that substantially all the configurations are 

connected with each other. 
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CLAIMS 

[Claim 1] 

 A signature verification system for verifying a 

signature by a computer comprising a processor and a memory, 

the signature verification system comprising: 

 a biometric information acquiring unit for acquiring 

biometric information of a user; 

 a public template certificate generating unit for 

generating a public template certificate by applying 

predetermined processing to the biometric information; 

 a key pair generating unit for generating a pair of a 

secret key and a public key; 

 a public key certificate generating unit for 

generating a public key certificate by attaching a 

biometric signature to the public key using the biometric 

information as a key; and 

 a verifying unit for accepting a transaction 

including the public template certificate, the public key 

certificate, and the signature, verifying validity of the 

public key certificate with the public template certificate, 

and verifying the signature with the public key certificate. 

[Claim 2] 

 The signature verification system according to claim 

1, 

 wherein the transaction includes a public key 
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certificate of a transaction source and a public template 

certificate of a transaction destination, and 

 the verifying unit accepts a first transaction and a 

second transaction subsequent thereto, verifies a public 

key certificate of the second transaction by using a public 

template certificate of the first transaction, and verifies 

a signature included in the second transaction by using the 

public key certificate included in the second transaction. 

[Claim 3] 

 The signature verification system according to claim 

1, further comprising: 

 a public template certificate storing unit for 

storing the public template certificate in association with 

a first identifier, 

 wherein the transaction stores the first identifier 

in place of the public template certificate, and 

 the verifying unit acquires the first identifier of 

the transaction to acquire the public template certificate 

associated with the first identifier from the public 

template certificate storing unit. 

[Claim 4] 

 The signature verification system according to claim 

1, 

 wherein the public template certificate of the 

transaction includes a signature value generated with a 
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secret key of a certificate authority, and 

 the verifying unit verifies the signature value of 

the public template certificate using a public key of the 

certificate authority. 

[Claim 5] 

 The signature verification system according to claim 

1, 

 wherein the public template certificate of the 

transaction includes a signature value having biometric 

information as a key and a public template generated from 

the biometric information, and 

 the verifying unit acquires the public template from 

the transaction and verifies the signature value of the 

public template certificate by using the public template. 

[Claim 6] 

 The signature verification system according to claim 

1, further comprising: 

 a public key revocation application form generating 

unit for issuing a public key revocation application form 

attached with a second identifier for identifying the 

public key certificate and a biometric signature using the 

biometric information as a key. 

[Claim 7] 

 The signature verification system according to claim 

6, 
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 wherein the public key certificate generating unit 

acquires a public template certificate associated with the 

issued public key revocation application form, acquires 

biometric information of a user who uses the public 

template certificate, and in a case where the biometric 

information used for generation of the public template 

certificate matches with the acquired biometric information, 

generates a new key pair and a new public key certificate. 

[Claim 8] 

 The signature verification system according to claim 

1, 

 wherein the computer comprises: a registration 

terminal for generating a key pair and a public key 

certificate; a verification terminal for accepting and 

verifying a transaction; and a public template repository 

for generating a public template certificate, 

 the registration terminal comprises the biometric 

information acquiring unit, the key pair generating unit, 

and the public key certificate generating unit, 

 the verification terminal comprises the verifying 

unit, and 

 the public template repository comprises the public 

template certificate generating unit. 

[Claim 9] 

 A signature verification method for verifying a 
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signature by a computer comprising a processor and a memory, 

the signature verification method comprising: 

 a first step of acquiring biometric information of a 

user by the computer; 

 a second step of generating a public template 

certificate by applying predetermined processing to the 

biometric information by the computer; 

 a third step of generating a pair of a secret key and 

a public key by the computer; 

 a fourth step of generating a public key certificate 

by attaching a biometric signature to the public key using 

the biometric information as a key by the computer; 

 a fifth step of accepting a transaction including the 

public template certificate, the public key certificate, 

and the signature by the computer; and 

 a sixth step of verifying validity of the public key 

certificate with the public template certificate included 

in the transaction and verifying the signature with the 

public key certificate by the computer. 

[Claim 10] 

 The signature verification method according to claim 

9, 

 wherein the transaction includes a public key 

certificate of a transaction source and a public template 

certificate of a transaction destination, and 
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 the fifth step includes accepting a first transaction 

and a second transaction subsequent thereto, and 

 the sixth step includes verifying a public key 

certificate of the second transaction by using a public 

template certificate of the first transaction and verifying 

a signature included in the second transaction by using the 

public key certificate included in the second transaction. 

[Claim 11] 

 The signature verification method according to claim 

9, 

 wherein the second step includes storing, in a public 

template certificate storing unit, the public template 

certificate in association with a first identifier, 

 the transaction stores the first identifier in place 

of the public template certificate, and 

 the sixth step includes acquiring the first 

identifier of the transaction to acquire the public 

template certificate associated with the first identifier 

from the public template certificate storing unit. 

[Claim 12] 

 The signature verification method according to claim 

9, 

 wherein the public template certificate of the 

transaction includes a signature value generated with a 

secret key of a certificate authority, and 
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 the sixth step includes verifying the signature value 

of the public template certificate using a public key of 

the certificate authority. 

[Claim 13] 

 The signature verification method according to claim 

9, 

 wherein the public template certificate of the 

transaction includes a signature value having biometric 

information as a key and a public template generated from 

the biometric information, and 

 the sixth step includes acquiring the public template 

from the transaction and verifying the signature value of 

the public template certificate by using the public 

template. 

[Claim 14] 

 The signature verification method according to claim 

9, further comprising: 

 a seventh step of issuing, by the computer, a public 

key revocation application form attached with a second 

identifier for identifying the public key certificate and a 

biometric signature using the biometric information as a 

key. 

[Claim 15] 

 A non-transitory computer-readable recording medium 

storing a program for controlling a computer having a 
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processor and a memory, the program causing the computer to 

execute: 

 a first step of acquiring a message to be included in 

a transaction; 

 a second step of generating a hash value of 

information included in the transaction; 

 a third step of attaching a signature by using a 

secret key having been generated in advance for the hash 

value; 

 a fourth step of acquiring a public template 

certificate having been generated in advance by applying 

predetermined processing to biometric information; 

 a fifth step of acquiring a public key certificate 

obtained by attaching a biometric signature to a public key 

corresponding to the secret key by using the biometric 

information as a key; and 

 a sixth step of generating the transaction including 

the public template certificate, the public key certificate, 

the message, and the signature. 

  




