1/4

100
110 135 140
_ = ~
Active Directory Network Active Directory
Machine (ADM) (e.g. Ethernet) Server (ADS)
A
115 120 130
/ [./ v /
Traffic (e.g. Traffic Capture Network Monitoring
Bus/protocols Device (TCD) Device (NMD)
Input Device |~ 111 Analytic ~—150

(ID)

Machine (AN)

FIG. 1



2/4

200

Capturing Local Input Between Input Device and ADM ~ 210

Listening Configuration Affecting Traffic between ADM and ADS | . 220

Matching Local Input Against Configuration Affecting Traffic ~—_ 230

Identifying Authenticity of the Configuration Affecting Traffic [~ 240

FIG. 2



3/4

Centralized Trusted
Supervisory Command
Input Checker
Controller (310) (314)
Monitor (318)
A
v
Attacker »| Gateway R Ne'twor.k
(380) 312 »| Traffic Mirror
. (316)
v
Internal Network
(390)
| I
y y
Network Network Network
Controllable Controllable Controllable
Module (350) Module (350) Module (350)

FIG. 3




Control
Terminal
(410)

A4

Local Input
Checker
(414)

L

4/4

Attacker
(480)

A 4

Network

Gateway
(412)

Network
Controllable
Device
(450)

\4

Network Traffic
Logger
416)

\4 v

Authenticity
Processor
(418)

FIG. 4




