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SYSTEMS AND METHODS FOR EVENT BETECTION
AND DIAGNOSIS

BACKGROUND

Field of the Disclosed Subiect Matie

6801} The present disclosed subject matter relates to detecting, 1dentifying and

diagnosing fault events in an industrial plant, such as a refinery or petrochemical plant.

Descrintion of Related Art

[6602] Conventional techniques for event detection include heuristic data-driven
approaches, such as Principal Coraponent Analysis {PCA) and parity space approaches,
which develop detection models only based on statistics obtained during normal system
operation. PCA based cvent detection generally defines normal operations based on
historical relationships between measurcements and determines that an event occurred
when the deviation frorn the normal behavior crosses a user-defined Hmit. With respect
to diagnosis, when an event 18 detected, the PCA model can attribute the most frequent
causes to the sensor(s) most strongly correlated with certain loading vectors contributing
to the detected deviation metric, and a human operator can then further diagnose and

correct the situation based on prior expericnce.

6603} Building such PCA models can require a large number of man-hours to
screen the data to be utilized for the model, as well as to manually diagnose the causes of
events when they occur.  Additionally, the PCA models are generally determined by
normal conditions and have low sensitivity duc at least in part to not being specilic to the
emerging fault conditions.  Furthermore, such models require additional efforts to
“fine-tune” the models to suppress or climinate false positive alerts.  In addition, such
models may need to be re-built each time there is a change to the equipment or control
structure of the systermn being monttored. Furthermore, the PCA model output generally
allows for relatively poor interpretation of faults, at least in part because the technigue

provides no direct correspondence to physical sensor variables or operational modes.
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The PCA model output also typically does not provide a suitable diagnostic function, at

least in part because such techniques do not include an optimal estimator or classifier.

[6804] As such, there remains a need for improved systems and techniques for

detecting, identifying and diagnosing fault cvents in an industrial plant.

SUMMARY

[B005] The purpose and advantages of the disclosed subject matter will be set forth
wn and apparent from the description that follows, as well as will be learned by practice
of the disclosed subject matter. Additional advantages of the disclosed subject matter
will be realized and attained by the methods and systems particularly poioted out in the

written description and claims hereof, as well as from the appended drawings,

[6086] To achieve these and other advantages and in accordance with the purpose of
the disclosed subject matter, as cmbodied and broadly described, the disclosed subject
matter includes techniques for detection of event counditions 1u an industrial plast.  An
exemplary technique includes receiving process data corresponding to one or more
sensors, estimating normal statistics from the process data associated with normal
operation of one or more components corresponding to the one or more sensors,
estimating abnormal statistics from the process data with potentially abnormal operation
of the one or more components, determining a fanlt model from the estimated normal
and abnormal statistics, the fault model including a lcarning matrix, one or more fault
indices indicating a likelihood of an occurrence of one or more fault events, and a fault
threshold corresponding to the one or more sensors, receiving the one or more fault
indices, the fault threshold, and further process data from the one or more sensors,
determining one or more further fanlt indices from the further process data, applying the
fault threshold to the one or more further fault indices, and indicating a further
occurrence of the one or more fault events when a magnitude of the one or more further

fault indices exceeds the fanlt threshold corresponding to the one or more sensors,

{6887} For example and as embodied here, estimating the abnormal statistics can

inchade performing a mintmum mean squared error (MMSE) fault estimate on the
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process data. Determuining the one or more further fault indices can inclade performing
one or more of Neyman-Pearson Hypothesis testing and generalized likelihood ratio

testing (GLRT) on the further process data.

[GO08] Furthermore, and as embaodied here, the technique can include dynarnically
adjusting the fault model using the further process data. Dynamically adjusting the fault
model can include contimuously updating the learning matrix based on updated estimnates
of the normal statistics and the abnormal statistics,  Additionally or alternatively,
dynamically adjusting the fault model can include adjusting the fault threshold using the
one or more further fault indices associated with normal and abnormal segments of the

further process data received over a predetermined time window.

[6609] Additionally, and as embodied here, the fault mode! can include a fault sensor
map to relate the one or more sensors to the one or more components, and 1n some
embodiments, the technigue can further include, when the fault event is indicated,
determining a faulty component corresponding to the at least one of the one or more
sensors. The fanlt voodel can further include a fault dictionary stored 1o a database or a
memory to relate patterns of the determined faulty components to the one or more fault

cvents and a label having an operational meaning.

[6010] In some embodiments, the fault model can further include a root cause map to
relate first seusor conditions corresponding to a first faslt event of a first compovent to
second sensor conditions corresponding to a second fault event of a second component,
and the techmque can further joclude determining a faulty system or group of systems
corresponding to the related first and second sensor conditions. The technique can
turther include partitioning the one or more sensors based at least in part on a statistical
dependence among the one or more sensors from a corresponding type of measurement
performed. Additionally or alternatively, the technique can include partitioning the one
or more sensors by a statistical and dynamical characterization of the one or more fault

cvents.,

(6011 According to another aspect of the disclosed subject matter, techniques for

wlentification of cvent conditions in an industrial plant are provided. An cxcmplary
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technique mchudes receiving process data corresponding 1o One Or ore SEnsors,
estimating normal statistics from the process data associated with normal operation of
one or roore components corresponding to the one or more sensors, estiraating abnormal
statistics from the process data with potentially abnormal operation of the one or more
components, determining a fault model from the cstimated normal and abunorroal
statistics, the fault model including a learning matrix, one or more fault indices
indicating a hikelihood of an occurrence of one or more fault events, and a tault threshold
corresponding ¢ the one or more sensors, recetving the one or more fault indices, the
tault threshold, and further process data from the one or more sensors, determining one
or more further fault indices from the further process data, applying the fault threshold to
the one or more further fault indices, indicating a further occurrence of the one or more
fault events when a magnitude of the one or more further fault indices exceeds the fault
threshold corresponding to the one or more sensors, relating the one or more components
to the one or more sensors exceeding the corresponding fault threshold, and wdentifying a
type of the fault event based on the relation of the one or more components to the one or

more seusors exceeding the corresponding fault threshold.

16812} For cxample and as embodied here, estimating the abnormal statistics can
melude performing a miwimoum wean squared error (MMSE) fault estimate ou the
process data. Determining the one or more further fault indices can include performing
one or more of Neywan-Pearson Hypothesis testing and generalized likelihood ratio

testing {GLRT) on the further process data.

{6813} Furthermore, and as embodied here, the technique can include dynamically
adjusting the fault model using the further process data. Dynamically adjusting the fault
model can include continuously updating the learning matrix based on updated estimates
of the normal statistics and the abnormal statistics. Additionally or alternatively,
dynamically adjpusting the fault model can include adjusting the fault threshold using the
one or more further fault indices associated with normal and abnormal segments of the

further process data received over a predetermined tiroe window.

i6814) Additionally, and as embodied here, the fault model can include a fault sensor

map to relate the one or more sensors to the one or more components, and in some
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embodiments, the technigue can further nclude, when the fault event is indicated,
determining a faulty component corresponding to the at least one of the one or more
sensors. The fanlt voodel can further include a fault dictionary stored 1o a database or a
memory to relate patterns of the determined faulty components to the one or more fault

cvents and a label having an operational meaning.

[B015] In some embodiments, the fault model can further include a root cause map to
relate first seusor conditions corresponding to a first faslt event of a first compovent to
second sensor conditions corresponding to a second fault event of a second component,
and the techmque can further joclude determining a faulty system or group of systems
corresponding to the related first and second sensor conditions. The technique can
turther include partitioning the one or more scnsors based at least in part on a statistical
dependence among the one or more sensors from a corresponding type of measurement
performed. Additionally or alternatively, the technigue can include partitioning the one
or more sensors by a statistical and dynamical characterization of the one or more fault

cvents.,

6016} It is to be understood that both the foregoing general description and the
tollowing detatled description are exemplary and are intended to provide further

explanation of the disciosed subject matter claimed.

[6617] The accompanying drawings, which are incorporated in aund constitute
part of this specification, are included to illustrate and provide a further understanding of
the disclosed subject matter.  Together with the description, the drawings serve to

cxplain the principles of the disclosed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[BO1E] FIG. 1 is a schematic representation illustrating cxemplary technigues for
detecting, identifying and diagnosing fault cvents in an industrial plant according to the

disclosed subject matter.
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[6619] FIG. 2 is a diagram dlusirating detection perforroance using oxemplary
technigues of FIG. 1.

[6820] FIG. 3 is a diagram tlhustrating exemplary techniques for determining an

adaptively adjusted threshold level for use with the exeraplary techmiques of FIG. 1.

[6021] FIG. 4 is a diagram illustrating detection performance using exemplary
technques of FIG. 1 compared to PCA-based detection methods for purpose of

iilustration of the disclosed subject matter.

16622} FIG. 5 45 a diagram illostrating detection performance using exernplary
techniques of FIG. 1| compared to PCA-based detection methods for purpose of

ilustration of the disclosed subject matter,

6823} FIG. 6 i1s a diagram illustrating excraplary process data for use with the

exemplary technigues of FIG. 1.

[6024] FIG. 7 is a diagram ilusirating detection performance using cxemplary
techniques of FIG. 1 compared to PCA-based detection methods, using the exemplary

process data of FIG. 6, for purpose of ilustration of the disclosed subject matter.

[(025] FIG. 8 is a diagram illustrating detection performance and operation
characteristics using exemplary techniques of FIG. 1 compared to PCA-based detection

methods for purpose of illustration of the disclosed subject matter.

(6626} FIG. 9A 18 a diagram illustrating exemplary techmques for diagnosing fault

cvents i an industrial plant according to the disclosed subject matter.

16627| FIG. 9B is a detail view of estimated fault components in the region 9B of

FIG. BA.

[6028] FIG. 9C is a detail view of raw data of exemplary variables shown in region

9C of FIG. 9B,
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[6629] FIG. 10A 18 a diagram illustrating exeroplary techniques for diagnosing fault

events in an industrial plant according to the disclosed subject matter.

[3036] FIG. 10B 1s a detail view of region 108 of FIG. 10A.

{6631 FIG. 11 15 a diagrara illustrating exemplary technigues for avtomatic sensor

partitioning according to the disclosed subject matter,

[6832] FIG. 12 is a diagram illustrating exemplary techniques for antomatic sensor

partitioning according to the disclosed subject matter,

[3833] FIG. 13 is a diagram illustrating exemplary techniques for lower-dimensional

space characterization of cstimated faults according to the disclosed subject matter.

[(3034] FIG. 14A is a diagram illustrating exemplary techniques for diagnosing fault

events i an industnial plant according to the disclosed subject matter.

[3635] FIG. 148 1s a diagram Hustrating exemplary technigues for diagnosing fault

events i an industrial plant according to the disclosed subject matter

[6036] FIG. 15 is a Bowchart tllustrating exemplary techniques for diagnosing fanlt

events iy an industrial plant according to the disclosed subject matter.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

{6837} Reference will now be made in detail to the various exemplary embodiments
of the disclosed subject matter, exemplary erobodirnents of which arc illustrated in the
accompanying drawings. The structure and corresponding techniques of the disclosed
subject matter will be described in conjunction with the detailed description of the

syster.

[6038] The apparatus and methods presented herein can be used for event detection

and/or diagnosis in any of a variety of suitable industrial systems, including, but not
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timited to, processing systerns utihized m refineries, petrochemical plants, polymerization
plants, gas utility plants, liquefied natural gas (LNG) plants, volatile organic compounds
processing systems, hquefied carbon dioxide processing plants, and pharmaceutical
plants. For purpose of illustration only and not limitation, and as embodied here, the
systems and technigues presented herein can be utilized to identify and diagnose fault

events in a refinery or petrochemical plant.

13839} Io accordance with one aspect of the disclosed subject matter herein,
exemplary technigues for detecting, identifying and diagnosing fault cvents in an
mdustrial plant generally include receiving process data corresponding to one or roore
sensors. Normal statistics are estimated from the process data associated with normal
operation of one or more components corresponding to the onc or more scnsors.
Abnormal statistics arc estimated from the process data with potentially abnormal
operation of the one or more compounents. A fault model is deterrmined from the
estimated normal and abnormal statistics, and the fanlt model includes a learning matrix,
onc or more fault indices indicating & likelihood of an occurrence of one or more fault
events, and a fault threshold corresponding the one or more sensors. The one or more
fault indices, the fault threshold, and further process data from the one or more sensors
are received. Une or more further fault indices are determomed from the further process
data. The faunlt threshold is applied to the one or more further fault indices. A further
occarrence of the one or more fault events i3 indicated when a magnitude of the one or
more further fault indices exceeds the fault threshold corresponding to the one or more

SCNSOrs,

[(040] The accompanying figures, where like reference numerals refer to identical or
functionally sirotlar clements throughout the separate views, serve to further illustrate
varipus embodiments and to explain various principles and advantages all in accordance
with the disclosed subject roatier. For purpose of explanation and illustration, and not
limitation, cxemplary systems and technigues for identifying and diagnosing fault cvents
i an industnial plant 1o accordance with the disclosed subject moatter are shown in FIGS.
1-15. While the present disclosed subject matter is described with respect to identifying
and diagnosing fault events in 4 refinery or petrochemical plant, one skilled in the art

will recognize that the disclosed subject matter s unot limited to the illustrative
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embodiment, and that the systerns and technigues described herein can be used to

identify and/or diagnose fault events in any suitable industrial system or the like.

[(3041] According to one aspect of the disclosed subject matter, with reference to
FIG. 1, an exemplary system 100 for identifying and diagnosing fault events according to
the disclosed subject matter inchude a learning matrix 102 to produce a fault estimate
104. As cmbodied herein, the learning matrix can incorporate statistics of both normal
106 and fault 108 processes estimated frora process data 110 received from one or more
sensors corresponding to various components in the industrial plant. In this manner, the
normal and faulf statistics of the learning matrix 102 can be regularly or continuously
updated from a stream of measurement data received from the one or more sensors of the

ndustrial plant.

[6042] A detection processor 112 can receive the fault cstimate 104 from the
learing matrix 102, The detection processor can perform one or more f{aunlt event
detection technigues, which can include, for cxample and without limitation, binary
hypothesis testing, described as follows. Additionally or alternatively, a fault analysis
processor 114 can perform identification and/or diagnosis, for example by mapping fault
sensors corresponding fo one or more fault cvents. As a further alternative, a root cause
analysis processor 116 can perform root cause analysis of the fault, for example by
temporal and/or spatial mapping of the componcuts correspounding to one or more fault

events, as discussed further herein.

(6643} For purpose of dlustration, and as embodied heren, event detection can
include binary hypothesis testing. For example, measurement data y{n} can be received,
and observation models for normal and fault event hypotheses, respectively represented

as HO and H1, can be utilized as follows:

HO: yin]

x{n] (1

Hi:yinl = xi{n] + fln]

e
R
e

As such, n can represent a time index, and x|n} and fin] can represent the normal

process data and the process data associated with one or more fault events, respectively.
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o some embodiments, for fanlt diagnosis among several different types of faulty cvents,
the binary hypothesis framework described here can be generalized to multiple

hypothesis testing with Hj for each i™ type of fanlt.

[(044] Furthermore, and as embodied here, hypothesis testing can be performed
according to a Neyman-Pearson hypothesis test, which can provide an improved or
optimal detection probability at a given false positive rate. Additionally or alternatively,
other suitable hypothesis tests can be performed, wncluding and without Hrotation a
Bayesian criterion test, which can reduce or minimize decision error for known prior
data of Hj. For purpose of illustration and not limitation, and as erbodied here, the
Neyman-Pearson hypothesis test can be represented by following likelihood ratio testing
at cach time mstant:

_plylH;)

L(y) = BRI 2

p{y|Hg)

———
[ %)

p(vi{Hy) and p(y{H;) can represent a likelthood function associated with cach
hypothesis, L{v} can represent a likelihood ratio, and r can represent a threshold value.
The threshold value v can be chosen based at least in part on a desired balance between
the resulting detection rate and false alarw rate of the fault detection. That is, inereased
values of 1 can reduce false positive rates but can also reduce detection probability, and
reduced values of r can increase detection probability but can also increase false
positives, For example, and with reference to FIG. 2, in the upper portion, a lower
threshold {(a) and a higher threshold (b} are overlaid together, for purpose of comparison,
on a set of fault indices determined from exampie process data. Separately, p{v|H;) and
p{y{H;) are plotted together and shown with the lower threshold (a) and higher threshold
(b} indicated. As shown in FIG. 2, the lower threshold value produces more faults

etected, but also more false positives, than the higher threshold value. Farthermore, as
shown in the lower portion of FIG. 2, a signal detected with a relatively higher level of
output signal-to-noise ratioc (SNR)} 1s indicated 1o a diagram represcoting exaropie
process data. Separately, p(viHy) and p{viH,) are plotted together and shown with an

example threshold applied thereto. As shown in FIG. 2, the signal detected with a higher
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SNR 1u {¢} provide lower {alse positives and less roissed fault events compared to the

signal detected with the lower SNR in (d}.

[B845] With further reference to FIG. 2, adjusting the fault threshold level, from a
lower level (), to a higher lovel (b}, can provide a tradeoff between the probability of
detection and false positive rate. A performance gain can be obtained, for exampie for
the same type of sensor data inputs, by mcereasing the SNR level in the fault index output
to which the threshold is applied. The signal detected with the higher SNR wn {¢)
iilustrates a fault index obtained using exemplary techniques which has an increased
SNR level compared to the signal of {d), which is obtained using PCA. The mcreased
SR in the fault index can allow increased detection probability with fixed false positive
rate, or alternatively decreased false positive rate with fixed detection probability, oras a
further alternative, simultancously increased detection probability and decreased false

positive rate at a reduced detection delay

[(046] The detection probability and false positive rates can be represented as
Py, = p(L{y) > r|H1), and (4}
Pr = p(L{y) > r|HO) (5

respectively,  Generally, the detection probability and false positive rate can be
considered universal, that is not specific to particular probability distributions of x, v,
and f, and can be specialized and simplified to particular forms, including when x and
assume certain statistical models, such as, Gaussian regression models and the dynamic

state-space models.

16847} For example, and as embodied here, x and f can by represented as a Gaussian
model, and as such, the log of the likelihood ratio, denoted as LL{y), can be represented
as a function of a minimum mean squared error (MMSE) estimate of the faulty
component, f{n]. Thatis, LL{y) can be represented as

-~

LUy = g(ylnk flnd} = y* 0] 05wy + ¥ (0107 f ], {6)
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and the MMSE fault cstimate f{n] can be represented as

fInd = wy + Q@7 (lnd — i1y 7

where Of, P = QF 5 B =4, 1 can represent a covariance matrix of the estimated
process data associated with a fault event fn}], the inverse covariance of the estimated
normal process data x[n}, and the inverse covariance of the observed process data yin],
respectively, and gy, 4, can represent the mean of the potential fault event data and the
input process data respectively.  For purpose of iHustration, the exemplary result
described here represents cstimated normal process data x{n] having a zero mean, and
thus iy can equal i, for example according to eq. (2). However, it is understood that
the results herein can be exiended to estimated normal process data xin] having a nonp-

ZOT0 mean.

[6048] As described herein, both the log hkelbood ratio LL(y) and the MMSE fault
cstimate fin} can be determined by utilizing Q7P By and py.  Furthermore, in
operation, the observed process data yin] can be obtained as a stream of measurement
data received from the one or more sensors of the industrial plant. As such, ¢ P By
and pp can be estimated frovo the observed process data y[n]. For example, and as
embodied herein, the normal process data v{n] can be represented as a multivariate time
series, and as such, the covariance can be approximated by a sampling covariance matrix

estimated over K sample poiots, which can be represented as
Qy = 1/K ¥ k1 }’[i]yt il (8}

The inverse covariance £, can be estimated as the inverse of ¢, Additionally, and as
embodied herein, various constrained inverses can be used to obtain £, from {,, as

discussed further herein below,

13049) The fault event covariance matrix @y can be estimated from the received
streaming data and the updated estimate of the normal statistics.  For purpose of

tustration, the {faulty componcnt data can be uncorrelated with the normal process data,
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and {r can be determined as the difference between {Jy, and the normal covariance

estimate (., and can thus be represented as
Crinl = Qylnl — Qunl. (9

Symimetric non-negativity can be provided by projecting the resulting covariance

cstimate ornto & positive Convex space.

[B056] The normal covariance §,[n] can be calculated from a predetermined set of
historical process data known to be normal.  Additionally or alternatively, the normal
covariance G, [n] can be updated from the strearo of measurernent data received from the
one or wore sensors of the tndusirial plant during one or more periods when no fault is
detected.  As a further alternative, which can be used for example to obtain an initial
estimate, J,[n] can be obtained by averaging process data y[n] over a suitably long
period of time such that the time duration of fault events becomes negligible compared to
the total time duration. Furthermore, the inverse of Qx ind, represented as B, can be

estimated as described further herein below.,

(6051} The mean of the potential fault event data py can be eostimated by
mean-~ceuntering the process data to remove the normal process mean level and
determining a local running average of the mean-centered process data.  Additionally,
and as embodied herem, the estivoated vormal process data and the measured process
data can be updated, for cxample, using a moving average of the measured process data
over a predetermined time window. Additionally or alternatively, the estimated vorroal
process data and the measured process data can be updated using dynamic models of
both the estimated normal process data x{n} and the cstimated fault cvent process data
fin]. For example, dynamic models including state-space models can be constructed for
x[r] utilizing both first principle models and recent process data cleared of faulty cvents,

and can be represented as

x[n + 1} = Axin] + Bun} + win] {10



WO 2015/099964 PCT/US2014/068121
- 14 -

where the model coefficicnts A and B can be fitted or calibrated against the recent
normal process data and used for updating the normal statistics. For the fault event data
fIn], heuristic statistical state-space models corresponding to the dynamics of the data

can be used.

[6052] As such, U, Py, P, and pcan be replaced by corresponding estimates (?f, P,
B, and ji £ respectively, and the log likelihood ratio of eq. (6) in the Neyman-Pearson

detector can thus be determined as
LLy(vin]) = g(¥Inl. fln]) = y' [r1B, Inljisn] + v InIBnlfIn], (11

which can represent the generahized log likehibood ratio (GLRT), and the MMSE fault

cstimate can be represented as
find = fp + @, [R1B [n](yln] — y). (12)

[6053] As discussed herein, {f Py, B, and pycan be utilized to determine the
generalized likelihood ratio test (GLRT) of eq. (11) and the MMSE fault estimation in
eq. (12). However, estimating £, and ¥, as the inverse of @y and §., i.e., the sample
covariance of y{n} and x{n], respectively, can be challenging when @y or {3, is singular,
which can occur, for example, due at least in part to insufficient data samples and/or
cross-correlation among different element variables of y[n] or x{n]. As such, cstimation
of £, from @, can be regularized as

o~

B, = argming .4 —logdet (P} + ir{ PQy) + AWPY, (13)

where [{Pll, is a matrix norm of P, which can be, for example and without limitation, the
Iy norm of P whenn = 1. Such a norm can penalize on the absolute sum over all entries
of P and thus can enhance sparsity. A can represent a weighting factor on the
regularization term. For example and without hmitation, 4 can equal 0, and thus eq. (13)
can be determined by the maximu-~likelihood estimate of P, 4 can increase, and thus

the solution of P can become wore sparse.  Although a closed-form solution to eq. (13)
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can be unavailable, eq. (13} can nevertheless be solved, for exarple and without
limitation, using a graphical lasso technigue, which can include one or more variants,
such as exact covariance thresholding based accelerated graphical lasso.  Similar

techniques can be applied to obtain P, from ..

[6054] With reference now to FIG. 3, an excraplary tocchnigue for determining an
adaptively adjusted threshold level is illustrated. For purpose of illustration, and not
hmitation, a fault event can be determmed when the fault index, for example as
determined based on the GLRT of eq. {11}, exceeds a threshold fevel. The threshold
level can be dynamically adjusted based on the fault indices determuned based on the
recent normal and abnormal data, and as ewbodied heremn, a dynamically adjusted
threshold level can be determined and applied to the fault index. In some embodiments,
detection via thresholding can  be performed wusing a  binary  hypothesis
testing/classification technique. The normal and faulty process data can change over
tirae, and can be characterized by the time-varying fault index output, and as such, the
adaptive threshold can be chosen to yicid suitable scparation between the two sets of

process data obtaimed in a recent predetermined time window.,

[GO55] For purpose of illustration, and as embodied herein, one or more time window
buffers can be utilized to collect the fault index values associated with recent normal and
fanlt data, and can be updated as new data is processed. In this manner, the threshold
tevel can be chosen sach that a desived false positive rate and detection probability can
be met using the fault indices from both buffers. Additionally or alternatively, the
threshold level can be determined using metric minimization, such as linear disctiminant
analysis (LIDA). The determined threshold level can be further smoothed to improve
robusiness against cutliers.  Such adaptive thresholding techniques can be performed
automatically or, if desired, can be tunable to incorporate operator inputs. In operation,
real process data can be subject to drifting or dynamic change. As such, the adaptive
thresholding  techniques described herein can provide suitable desired detection
performance according to the recent process characteristics, which can improve the

performance and usability of the detector.
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[3056] With reference now to FIGS. 4-5, exewplary results of fault ideotification
according to the disclosed subject matter are compared to PCA-based techniques, for
purpose of iltustration of the advantages of the disclosed subject watter. The resulis of
FIGS. 4-5 are based on a synthetic data set, referred to as Tennessce-Eastman Process
data. FIG. 4 corresponds to a known fault cvent that 18 detectabic by PCA-based
techniques, such as squared prediction error (SPE) or T-squared (T7) analysis techniques.
As shown in FIG. 4, the sensitivity of the fault wdentification techniques according to the
disclosed subject matter is higher than compared to the SPE and T° techniques based on
PCA analysis for a wide range of PCA thresholding levels.  As such, while both the
techniques according to the disclosed subject matter and the PCA appreach can detect
the event, the techniques according to the disclosed subject matter provide a fault index
with an SNR fevel orders of magnitude higher thau that of PCA, which can correspond to
reduced false positive rates, improved detection probability and/or reduced detection

delay.

[B057] FIG. § illustrates a so-called subtie fault that was not detected by the
PCA-based techniques. However, as shown in FIG. 3, the techniques according to the
disclosed subject matter can detect such subtle faults not detected by the PCA approach.
Furthermore, the output from the GLRT techumique according to the disclosed subject
matter shows improved peak SNR, and as such can provide robust detection of such

subtle faults.

[B058] Referring now to FIGS. 6-7, further exemplary results of fault identification
according to the disclosed subject matter are compared to PCA-based techniques, for
purpose of iilustration of the advantages of the disclosed subject matter. The results of
FIGS. 6-7 are based ouv a set of real plaut data baving a total of 21 tag variables. FIG. 6
tllustrates the raw process data obtained from the sensors identified by the 21 tag
variables. Using the raw data of FIG. 6 as inpui, the event wdentification techrnigues
described hercin are performed and can generate an output having increased sensitivity
than the SPE and T° techniques based on PCA analysis for a wide range of PCA
thresholding levels, as shown for example in FIG. 7. Furthermore, as further tlhustrated

in FIG. 7, the noise floor of the generated output 18 relatively flat, which can indicate
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improved performance against noise, and thus lower false positives compared to the SPE

and T techniques based on PCA analysis.

[(3359] in FIG. 8, a segment of the cvent detector output is shown for purpose of
itlustrating the detection performance. The detection performance can be characterized
by the so-called Receiver Operating Characteristics (ROC) curve, as shown in FIG. K,
where the horizontal axis can represent the false positive rates and the vertical axis can
represent detection probability. The event detection output according to the disclosed
subject matter appears closer to the north-west location of the ROC curve compared to
the T* or SPE techuniques, which can indicate reduced false positive rates at the same
ictection probability. For purpese of illustration and not limitation, as shown in FIG. §,
at detection probability 90%, the false positive rates for the GLRT, T and SPE arc 0,
43% and 82% respectively. As such, the T2 and SPE technigues can be considered
unsuitable for event detection at these false positive rates. By comparison, as shown in
FIG. 8, the event detection techniques according to the disclosed subject matter perform

with nearly zero false positives.

[6066] FIGS. 9A-9C and 10A-10B cach illustrates an exemplary set of MMSE fault
cstimation results based on an independent plant data set.  FIGS. 9A-9C cach
corresponds to the process data set illustrated in FIG. 6, and FIGS. 10A-10B each
corresponds to a further independent plant data sct. In each of FIGS. 9A-9B and
T10A-10B, each row of the figure corresponds to a different tag variable over time. FIGS.
9B and 10B cach is a detatl view of a portion of FIGS. 9A and 10A, respectively, which
provide increased detail examination of the fault components from cach tag variable at
the sclected time windows. As illustrated in FIGS. 9A-9B and 10A-108, cach diagram
ittustrates the timoe trajectory of various fanlt events detected and further lustrates how a
fanlt event can propagate over time to other tag variables, which can be useful for further
analysis and classification of fault cvents, as discussed further herein below. FIG. 8C

iilustrates the raw process data corresponding to the tag variable identified in FIG. 9B.

[B061] For example and without limitation, and as embodied herein, nverse
covariance estimation can be performed according to cq. (13), as discussed above.

Furthermore, inverse covariance estimation n eq. {13) with n = 1 can be referred to as a
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covariance selection problem, and can be related to the Gaussian Graphical model
{(GGM) representation of the multivariate sample data.  An undirected graph & can be
represented by a collection of nodes and the edges connecting the nodes, which can be
represented as G = (V, F), where V,E can represent the set of nodes and edge
coetficients respectively. In GGM the set of nodes V can be considered as the set of
variables (i.e., tags) in the data and the edge coefficients E can be determined by the
imverse covariance matrix of the dats, e.g. £, for yin], as described herein.  The
connection between the nodes can have a statistical mcaning.  That 1s, the connection
between the nodes can correspond to the couditional independence between nodes or
variables. For example, unconnected nodes or variables can be considered conditionally
mdependent, while conpected nodes or variables can be considered dependent on each

other.

[6062] Furthermore, and as embodied berein, B, can be determined as described
herein, for exaraple for calculating the Neyruan-Pearson hypothesis test and the MMSE
fault estimator. Accordingly, the same £, can be utilized to directly determine the graph
structure of the GGM graph structure of the process data. For purpose of illustration,
FIG. 11 shows an exemplary GGM graph representation of a data set with 41 nodes. As
shown in FIG. 11, the variable nodes can form several groups of connected subgraphs,
and the nodes can be grouped, for example and without limitation, according to similar

types of nodes (1.¢., measured variables) and/or proximity in the process data topology.

[3863] in operation, for example in a relatively large-scale plant or production unit,
the number of tag variables can be on the order of thousands. Nevertheless, a fault cvent,
at least in an early stage, typically ocours at a local node before propagating to other
nodes.  As a result, a graph such as the GGM representation of FIG. 11 can cvolve
dynamically over time, which can provide certain advantages. For example, and as
erabodicd herein, the GGM representation can allow the event analysis system to auto-
partition a relatively large number of tag vaniables into small groups, for which tractable

models can be built,

16864} As a further example, as tlustrated in FIG. 12, a GGM representation can be

obtained from process data captured over a relatively long period of time, for example
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and as embodied berein, a period o a range of weeks, months or the entire history of the
system, to capturc the bascline statistical characteristics for the overall set of node
variables. Additionally, discrete time windows can captured and updated with relatively
short segments of recent process data, for cxample and as embodied herein over a period
in a range of 1 to 24 hours, to capture fault cvents within cach time window. In this
manner, the resulting subgraph structure can associate certain variables responsible for a
detected fault cvent at cach tivoe window, slong with corresponding transient dynarnics
assoctated with the detected fault event, as shown for example in the subgraphs,

tustrating exeraplary time windows n=14428 and n=19228 in FIG. 12.

13065] Referring now to FIG. 13, as embodied herein, during a fault event, the
dynamics of faulty compounents over the time duration of 8 corresponding cvent can be
represented in a spatial-temporal feature space, for example and without limitation, by
projecting the sequence of fault estimates onto 4 lower dimensional space. The projected
sequence can be used to compare unknown events with known ones, for example based
on certain sinularity measures. For exarmople, as shown in FIG. 13, a group of cight
identified fault events are plotted in a three-dimensional space, and each time sample is
color-coded by group. The similarity of the known events to the unknown events, which
can be determined by comparison of the femporal trajectory of the three-dimeusional
projections, can be used to compare fault cvents and classify unknown new events. That
18, for example, unknown faolt events can be grouped or associated with known fault

events based at least in part on the determined simtlarity, as illustrated in FIG. 13,

[3066] For purpose of iflustration and without Himitation, and as embodied herein, the
sequence of MMSE fault estimate f [n] calculated according to eq. (12) can be utilized to
determine the faulty components corresponding to cach tag variable as a function of
tirae. In such a calculation, according to the disclosed subject matter, the mean sguared
error can be reduced or minimal. For example and as embodied herein, a database of
estimated faults and a corresponding fault labels can be represented as Lib{{f;. s;}).
where f; can represent the i"™ cstimated fault data and s; can represent an annotated fanlt
label corresponding to the estioated fault data. The anvotated fault label can be av
operationally meaningful label, for example a textual or graphical label denoting that the

tault corresponds to flooding or partial burning of a faulty component. As such, a newly
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detected and estimated fault can be represcoted as f,, and classification of the fault f,

can be performed. That 1s, the annotated label of the fault £, can be represcuted as

Sp = D{fp, BB 53D {14)

D{fn, Lib{{f;, 5; 1)) can represent the classification map function, which can be obtained
various ways. For example and without Hutation, the classification roap function can be
obtained by unsupervised techniques, such as clustering or metric learming. Additionally
or alternatively, the classification map function can be obtained by supervised

techniques, such as by a support vector machine (SVM) technique.

[3067] Referring now o FIGS. 14A-14B, a set of classification results based on the
real plant data of FIG. 6 1s tllustrated. In FIG. 14A, the left box represents an annotated
event whose estitaated fault data and been determined and saved according to the
techniques described herein. The right box moves along the time scale and can capture
continuously generated fault estimates from the process data stream in real time. As
such, a fault can be detected in the right box, for exarople and as discussed hevewn, by the
process data corresponding to one or more sensors exceeding a threshold, and the
corresponding estimated fanlt data can be sent to a classifier and compared {o other
known faults, such as the known fault represented in the left box. FIG. 14B illustrates an
wdication curve, which can provide classification resulis in termos of similarity of the
new fault to one or more existing faults, if any. For purpose of illustration and
simplification, FIG. 14B illustrates the similarity of one new fault to one known fault.
However, the techniques described herein can be utilized to produce an indication curve

generalized to a library of known faults.

6068} Referring now to FIG. 15, exemplary technigues 150 for detection and
wdentification of fanlt events are illustrated. Exewplary techniques for detection and
identification can include any combination of the steps illustrated in FIG. 15, As
ernbodied herein, at 152, process data can be received, and preprocessing of the data can
be performed. Mean centering of the data and cleansing of the data can be performed.
For cxample, raw plant data can be contaminated by sensor saturation, temporary unit

shut down or other operational issues that can be considered as normal operation vet can
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lead to outlier data valoes. Such data can be detected, isolated and replaced, for

example, using interpolation and validation technigques.

[3069] in some embodiments, at 153, historical process data can be wutilized to

determine initial values for the covariance estimates §, and the threshold value r.

16876 At 154, the estimated statistics of normal data and fault data can be updated
from the recent process data and any new data received, and the covariance estimates §,
and Qj, can be determined as described herein. At 155, fault estimation can be
performed using the updated statistics. For example, the MMSE estimate of a potential

fanlty component £ {n] can be determined and used to test the likelihood ratio L{v).

16071} At 156, fault detection can be performed. For example, the log likelthood
ratio LL{v) can be compared to the threshold r to determine the cxistence of a fauit
event, as described hercin. Furthermore, in some embodiments, the threshold value r can
be chosen based on recent process data to achieve a desired balance between the

resulting detection rate and false alarm rate.

[6872] At 157, fanlt isolation and/or diagnosis can be performed. For example, as
described herein, the MMSE estimate of the faulty component fin] can be utilized to
determine the faulty components corresponding to cach tag variable as a function of
time, Classification of the fault f, can be performed, for example by classification
mapping, as described herein. At 138, in sowe embodiments, tag variables can be

partitioned into groups for diagnosis and root cause analysis, as described herein.

Additional Embodiments

13873} Additionally or alternatively, the disclosed subject roatter can wmchude one or

more of the following embodiments:

(8074 Embodiment 1. A technigue for detection of event conditions in an industrial
plant includes receiving process data corresponding 0 one or more sensors, cstimating

normal statistics from the process data associated with norroal operation of one or more
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compounents corresponding to the one or more sensors, estimating abnormal statistics
from the process data with potentially abnormal operation of the one or more
cormponents, determuning a fault model from the estimoated normal and abnormal
statistics, the fault medel including a learning mainix, one or more fault indices
indicating 4 likelthood of an occurrence of one or more fault cvents, and a fault threshold
corresponding to the one or more sensors, receiving the one or more fault indices, the
fault threshold, and further process data from the one or more sensors, determining one
or more further fault indices from the further process data, applying the fault threshold to
the one or more further fault indices, and indicating a further occurrcunce of the one or
more fault events when a magnitude of the one or more further fanlt indices exceeds the

fault threshold corresponding to the one or more sensors.

[BO75] Embodiment 2: The technique of any of the forcgoing Embodiments,
wherein cstimating the abunorral statistics includes performing a nuniraurm mean squarcd

error (MMSE) fault estimate on the process data.

6676} Ermbodiment 3:  The technique of any of the foregoing Embodiments,
wherein determining the one or more further fault indices inchides performing one or
more of Neyman-Pearson Hypothesis testing and generalized hikelihood ratio testing

{(GLRT} on the further process data.

{66771 Embodiment 4:  The techumque of any of the foregoing Embodiments,

inchuding dynamically adjusting the fault model using the further process data.

[B878] Embodiment 50 The technique of Embodiment 4, wherein dynamically
adjusting the fault model mcludes continuously updating the learning matrix based on

updated estimates of the normal statistics and the abnormal statistics.

[6679] Erbodiment 6: The techuique of Exobodiment 4 or 5, wherein dynarsically
adjusting the fault model includes adjusting the faunlt threshold using the one or more
turther fault indices associated with normal and abnormal segments of the further

process data received over a predetermined time window.
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[3080] Embodiment 7:  The techmque of any of the foregoing Ewbodiments,

wherein the fault model includes a fault sensor map to relate the one or more sensors to
the one or more components, and the technique includes, when the fault event s
indicated, determining a faulty component corresponding to the at least one of the one or

MOTC SCNSOrS.

(6081} Embodiment 8. The technigue of Embodiment 7, wherein the fault model
wcludes a fault dictiovary stored in a database or a mewmory to relate patterns of the
determined faulty components to the one or more fault events and a label having an

operatiopal weaning.

[B082] Embodiment 9: The technique of any of the forcgoing Embodiments,
wherein the fault model includes a root cause map to relate first sensor conditions
corresponding to a first fault event of a first component to sccond sensor conditions
corresponding to a second fault event of a secound compounent, and the technigue includes
determining a faulty system or group of systems corresponding fo the related first and

second sensor conditions.

[GO83] Embodiment 10:  The technique of any of the foregoing Embodiments,
including partitioning the one or more sensors based at least in part on a statistical
dependence arsong the one or more sensors from a correspounding type of rucasurcment

performed.

[B084] Embodiment 11 The technigue of any of the foregoing Erbodiments,
inchading partitioning the one or more sensors by a statistical and dynamical

characterization of the one or more fault events,

HHIREY Embodiment 12: A technigue for identification of event conditions in an
mdustrial plaut includes receiving process data corresponding to 0ne or MOIC SENS0TS,
estimating normal statistics from the process data associated with normal operation of
one or more cornponents corresponding to the one or more sensors, cstimating abnormal
statistics from the process data with potentially abnormal operation of the one or more

components, determining a fault model from the estiroated normal and abnormal
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statistics, the fault wodel including a learning matrix, one or wore faslt indices
indicating a likelihood of an occurrence of one or more fault events, and a fault threshold
corresponding to the one or more sensors, receiving the one or wore fault indices, the
fanlt threshold, and further process data from the one or more sensors, determining one
or more further fanlt indices from the further process data, applying the fault threshold to
the one or more further fault indices, indicating a further occurrence of the one or more
fault events when a magnitude of the onc or more further fault indices excecds the fault
threshold corresponding to the one or more sensors, relating the one or more components
to the one or more scusors exceeding the corresponding fault threshold, and 1dentifying 2
type of the fault event based on the relation of the one or more components to the one or

more sensors exceeding the corresponding fault threshold.

[(3086] Embodiment 13: The technique of any of the foregoing Embodiments,
wherein cstimating the abunorral statistics includes performing a nuniraurm mean squarcd

error (MMSE) fault estimate on the process data.

[6087] Embodiment 14:  The technique of any of the foregomg Embodiments,
wherein determining the one or more further fault indices inchides performing one or
more of Neyman-Pearson Hypothesis testing and generalized hikelihood ratio testing

{(GLRT} on the further process data.

[6088] Embodiment 15:  The technique of any of the foregoing Ewbodiments,

inchading dynamically adjusting the fault model using the further process data.

[G389] Embodiment 16: The technique of Embodiment 15, wherein dynamically
adjusting the fault model mceludes continuously updating the learning matrix based on

updated estimates of the normal statistics and the abnormal statistics.

[B09¢] Embodiment 17:  The technigue of Embodiment 15 or 16, wherein
dynamically adjusting the fault model includes adjusting the fault threshold using the one
or more further tault indices associated with normal and abnormal segments of the

further process data received over a predetermined time window.
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{6091 Embodiment 18:  The technique of any of the foregoing Ewbodiments,

wherein the fault model includes a fault sensor map to relate the one or more sensors to
the one or more components, and the technique includes, when the fault event s
indicated, determining a faulty component corresponding to the at least one of the one or

MOTC SCNSOrS.

H Embodiment 19: The technique of Embodiment 18, wherein the fault model
wcludes a fault dictiovary stored in a database or a mewmory to relate patterns of the
determined faulty components to the one or more fault events and a label having an

operatiopal weaning.

(093] Embodiment 20:  The technique of any of the foregoing Embodiments,
wherein the fault model includes a root cause map to relate first sensor conditions
corresponding to a first fault event of a first component to sccond sensor conditions
corresponding to a second fault event of a secound compounent, and the technigue includes
determining a faulty system or group of systems corresponding fo the related first and

second sensor conditions.

[(3094] Embodiment 21 The technique of any of the foregoing Embodiments,
including partitioning the one or more sensors based at least in part on a statistical
dependence aroong the one or more sensors from a correspounding type of mcasurcment

performed.

[B095] Embodiment 22 The technigue of any of the foregoing Erbodiments,
inchading partitioning the one or more sensors by a statistical and dynamical

characterization of the one or more fault events,

[6096] While the disclosed subject matter is described hercin in terms of certain
preferred cmbodiments, those skilled in the art will recognmze that various modifications
and improvements can be made to the disclosed subject matter without departing from
the scope thereof. Morcover, although individual features of one ernbodiraent of the
disclosed subject matter can be discussed herein or shown in the drawings of the one

erabodirnent and not in other embodiments, it should be apparent that individual features
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of one embodiment can be combined with one or more features of another emmbodiment

or features from a plurality of embodiments.

[3697] in addition to the specific embodiments claimed below, the disclosed subject
matter 18 also directed to other ernbodiments having any other possible combination of
the dependent features claimed below and those disclosed above. As such, the particular
features presented in the dependent claims and disclosed above can be combined with
cach other m other mauners within the scope of the disclosed subject matter such that the
disclosed subject matter should be recognized as also specifically directed to other
erobodiments having any other possible combinations. Thus, the foregoing description
of specific embodiments of the disclosed subject matter has been presented for purposes
of illustration and description. It 1s not intended to be exhaustive or to limnit the disclosed

subject matter to those embodiments disclosed.

[6098] It will be apparent to those skilled in the art that various modifications and
variations can be made in the method and system of the disclosed subject matter without

eparting from the spirit or scope of the disclosed subject matter. Thus, it is intended
that the disclosed subject matter include modifications and variations that are within the

scope of the appended clairas and their equivalents,
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CLAIMS

I A method for detection of event conditions 1 an industrial plant,
comprising:

recetving process data corresponding o one or More sensors;

estimating normal statistics from the process data associated with normal

operation of one or more compongents corresponding (o the one or more sensors;

estimating abnormal statistics from the process data with potentially abnormal

operation of the one or more cornponents;

determining, by a model processor, a fault odel from the estimated normwal and
abnormal statistics, the fanlt model comprising a learning matrix, one or more fault
wdices indicating a likehihood of an occurrence of one or roore fault events, and a fault

threshold corresponding the one or more sensors;

recetving, by a detector processor operably coupled to the model processor, the
one or more fault indices, the fault threshold and further process data from the one or

MOTE SENSOLS;
determining one or more further fault indices from the further process data;
applying the fault threshold to the one or more further fanlt indices; and

indicating a Rurther occurrence of the one or more fault events when a magnitude
of the one or more further fault indices exceeds the fault threshold corresponding to the
OTIC OF TIOTE SENSOTS.

2. The method of claim 1, wherein estimating the abnormal statistics
comprises performing a minimum mean squared error (MMSE) fault estimate on the

process data.
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3 The method of claim 1, wherein determining the one or more further fault
indices comprises performing one or more of Neyman-Pearson Hypothesis testing and

generalized likelihood ratio testing on the further process data.

4. The racthod of claira 1, further comprising dynarmically adjusting the fault

model asing the further process data.

5. The rocthed of claive 4, wherein dynamically adjusting the fault model
comprises continuously updating the learning matrix based on updated estimates of the

normal statistics and the abnormal statistics.

6. The method of claim 4, wherein dynamically adjusting the fault model
comprises adjusting the fault threshold using the one or more further fanlt indices
associated with normal and abnormal segments of the further process data received gver

a predeterroined time window.

7. The method of claim 1, wherein the fault model further comprises a fault
sensor map to relate the one or more sensors to the one or more coraponents, the method
further comprising, when the fault cvent is indicated, determining, by a diagnosis
processor, a faulty coraponent corresponding to the at least one of the one or more

SCHSOLS.

g. The method of claim 7, wherein the fault model further comprises a fault
dictionary stored in a database or a memory fo relate patterns of the determined faulty

corponents to the one or wore fault events and a label having an operational meaning.

9. The method of claira 1, wherein the fanlt model further comprises a root
cause map to relate first sensor conditions corresponding to a first fault event of a first
component to sccond scnsor conditions corresponding to a sccond fault event of a second
component, the method further comprising, determining, by a root cause processor, a
faulty system or group of systems corresponding to the related first and second sensor

conditions,
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10, The method of claim 1, further comprising partitioning the one or more
sensors based at least in part on a statistical dependence among the one or more sensors

from a correspounding type of measurement performed.

11, The method of claim 1, further comprising partitioning the onc or more

sensors by a statistical and dynamical characterization of the one or more fault events,

12, A method forwdentification of event conditions in an industrial plant,

comprising:
receiving process data corresponding to one of MOTe SENsors;

estimating normal statistics from the process data associated with normal

operation of one or more components corresponding to the one or more sensors;

estirnating abnormal statistics from the process data with potentially abnormal

operation of the one or more components;

determining, by a wmodel processor, a fanlt model frovo the estimated normal and
abnormal statistics, the fault model comprising a learning matrix, one or more fault
mdices indicating a hkelihood of an occurrence of one or more fault events, and a fault

threshold corresponding the one or more sensors;

recetving, by a detector processor operably coupled to the model processor, the
one or more fault indices, the fault threshold and further process data from the one or

OIS SeNSOrs;
determining one or more further fanlt indices from the further process data;
applying the fault threshold to the one or more further fault indices;

indicating a further occurrence of the one or more fault events when a magnitude
of the one or more further fanlt indices exceeds the fault threshold corresponding to the

ORC O MOKS 8CNSOTS,

relating the one or more components to the fault threshold corresponding to the

One OF InOre SCNSOLS, and
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identifying a type of the one or more fault events based on the relation of the one

or more components o the fanlt threshold corresponding to the one or more sensors.

13, The method of claim 12, wherein estimating the abnormal statistics
comprises performing a mintmum rcan sguared crror (MMSE) fault estimate on the

process data.

4. The method of claim 12, wherein determining the one or more further
fault indices comprises performing one or more of Neyman-Pearson Hypothesis testing

and generalized likelthood ratio testing on the further process data.

15.  The method of claim 12, further comprising dynamically adjusting the

fanlt model using the further process data.

16.  The method of claim 15, wherein dynamically adjusting the fault model
comprises continuously updating the learning matrix based on updated estimates of the

normal statistics and the abnormal statistics..

17.  The method of claim 15, wherein dynamically adjusting the fault model
comprises adjusting the fault threshold using the one or more further fault indices
associated with normal and abnormal segmeuts of the further process data received over

a predetermined time window.

18, The method of claim 12, wherein the fault model further comprises a fault
sensor map to relate the one or more sensors o the one or more componcents, the method
further comprising, when the fault event 1s indicated, determining, by a diagnosis
processor, 4 faulty compounent corresponding to the at least one of the one or muore

SCHSOrS.

18, The method of claim 18, wherein the fault model further comprises a fault
dictionary stored in & database or a memory to relate patterns of the determined faulty

components to the one or more fault events and a label having an operational meaning.
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26, The method of claim 12, wherein the fault model further comprises a root
cause map to relate first sensor conditions corresponding o a first fault event of a first
coraponent to second sensor conditions corresponding to a second fault event of a second
component, the method further comprising, determining, by a root Cause processor, a
tanlty system or group of systerns corresponding to the related first and sccond sensor

conditions.

21, The method of claim 12, further comprising partitioning the one or more
sensors based at least in part on a statistical dependence among the one or more sensors

from a correspounding type of measurement performed.

22, The method of clair 12, further comprising partitioning the one or more

sensors by a statistical and dynamical characterization of the one or more fault events.



