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[48] FIGS. 36 and 37 illustrate a structure of a
WEEN5Q@ONF RM command according to an exenpl ar yPCT/KR2005/000602

enbodi nent of the present itvention;[49] FIGS. 38 and

39 illustrate a structure of a SET_COPY_ RO command

according to an exenplary enbodi ment of the present

[49]3[]\(52:1{}?@ 3 an%h&é{‘uG%aSQ sﬁg l(ljreA(')f % S ;@@%?3&8 cortmnand according to
exeﬁ@?’éﬂﬂ}l)l%nﬁ@h@d?@ﬁm Oéﬁhetm@e@rle@emn i nvention; [51]

[50fF| GS. H&s, 40%hd,414ustrad saictud©f b IAEIS TORYE RO @hinkll UE@rding to
of parane / ?%r uct |tqn FT MOVE_RO accor di ng
to %“é%?’éﬁ%?’ﬁ?‘y"dé%%d’ At 6t 'PHE"gFesent inventi on;

[51] 52] HHIGS. 4473, 44845 anfbA6 illa@rageraistilictrd ¢f|pargmeterseofan instruction
SUT BEIUUE ! RRASRIRIRNS o bxcAl N6t Ay FE VBN FoRon:

s2fCCOrdhpg 1o Sxegpl Ly eated et ol the PLESAN i rucion
il (@TLMQVE:LMB resotdingtoah cpan@are tabsdiofenad theygescnighvamtion;
[531SET_CGRYSR apcondisngnd & @bs@xe Rhdiuye & ﬁ%ef&?é”(gf aﬁfmstructmn

t he e vent i.o and
0 SPACEORY RBERRE o A ele}yreénbgﬁm&&f Gl Bietenghvigion: and
[54]| nst r UGS oF .GBT_SCORY alk(® laitioarath sgrutoreaet parereraeiyan instruction
enb Qﬁ'[”@@tPYO i{Ot eﬁ@or@fn@ et ex'eHlY)ﬁP} érRtdenP/Qﬁ' %f fne ?resent invention.

I nvention [55] The present |nyvention, and ods of
acconplishing t he same mayedstogdngentian g m)r e readily
[55by r Ef"ﬂferF&Enth@vehh@l fral cheodde 9f ﬁiﬁbﬁpﬂlﬁdlgdﬁé@ﬁieﬂﬁayaﬁ wlerstood

_?_)ﬁe olrea rrseé(}]lfyrgynrg crence n{oﬁhea E)ﬂoﬁﬁl\%e(ie&lﬁg escr é) 1 89 erzx%vn\qpi]agy ‘em-

nanw@mﬁnté pechithe ﬁmomala)n@g @hwmlg@l Hil@tprqgelt EDeBEQN Ry, Bewever, be

Eel BEibbdisd inQﬁ’anty Qiffddent @@i’ﬁﬂ'@h@EMUElfﬂwﬂé EOBinSed€ beih@liflted to the
erein

th {
o os e SRR S (TR R e BE s SbRsimses ar
conpiavided apthaihis|discigisiry wild he Bpraquigk aedbensanbite arfd wilidully convey
i nv %tdoﬁéept & thhRS&RK kd heg s‘kﬁleﬁ Iﬁetha b, anaratcé ;tr&emnﬁ@eiasﬁ will

IL|mlé §nlp/ QFQA?F@E)M%%,P d§9 F%.i: r?fgqggce aﬂi refer toaflke elements

t hr duglghout thhspesipegioni cati on. [56] I n the present
[561 NVeNth QR pri@N i RSii6E '81@'51@45'@&&5‘1@ hékfe Qigﬁhltrﬁéchmenes such as

macn] neri es suc ital caner ones
n—gt&télr@me%dﬂ%%tpaﬁ%e o8P shY en‘gtaBtP%PgE %@Z\ﬁ%eggea@lﬁé lces are

st os@gee dewitas eschsad Géruassmelaowidio candk (VIVEY) tacae dortabMMBe)

t ha‘fen%v%bl@ QE& ﬂl@iu@e Qﬂq r£ioR Ylﬁil? Iaﬁi eﬂﬂ%eﬁg&l MP@déW:e Hereinafter, for

operatlon unit and Interface fqr. a device.

Her Slapkratdhe depgiption. ailr%ewe MM gxerpplidics o periable stopagesdayice: This is
MVCjiexsnphse filicesscue MINIC abd lees todedgeprehdvi de .indlbirg ahd the present
j USEHVQ&%%SOJH;&%%E%@ecl%wm? been widely spread in

he 1 ndustr resent invention is not |imted
[57]t o t hdlagpgfies Wla{ygayl}boﬂglpeélfsrfgﬂteé]rese@)@%p% ylll be descrlbed in
enbdeluirgith sefedendeche therapaehivt diaweist Beforewhd detdiled dessepiidneisl set

IBQ f g(rgteha%ekm eﬁ it @Es&%?ﬁ&t&g wﬁlhﬁe @e‘é&r?o%ﬁ %ﬂ t‘ﬂ{ ?@L&%ﬁon of terms is
usetP b%%ﬁﬂ@deﬁe&eﬂ |f%fét'?e€$ﬁf Wﬁnsta%ngjefsté@ pRSEidicyiqnang yerms that
Des afel ot &x@iicidlly dbRiddhetesn 4r® nbiEnendtats Uad 1Ry vidapeck 6f tha

bet K- 0nder standi ng of the specification and terns

t hat' 'are hot explicitly defined herein are not

[58]i nt enddtblioKey fryptagiaphtyr oad aspect of the
[59] Public-key cryptography is referred to as an asymmetric cipher in which a key used

for encryption is different from a key used for decryption. A public-key algorithm is



invention. [58] - Public-Key Cryptography [59]
Publi c-key cryptography is referred to as an

wasyosioetiss ¢ ci pher in which a key used for encPgPKRe65/000602
is different froma key used for decryption. A
publ i c-key algorithmisopen to the public, but it is
inpossible or difficult to decrypt original content
WI t r(}pf?n ¥l pu%ié%/ e 9 thls 1&%6%&]{3% S f101|i]l¥q d%crellg{~I (rlg{&tl tMent with only
c ry ptct)@ﬁ%tﬂpﬁ@ adgpgithapnap ﬁ@¢rMEFé>HI:1ief/,f&né Ciﬁéﬁmwt Examples of a public-

C ry a&p&yﬁbgﬁpmc B@&nﬁfnﬁlﬁﬂ@@}fﬁ&%ﬁmaﬁb%stems RSA cr ptosystems

ptic curve cr

b FIGTAL SRRt Bt B P S B00 5 PR ower

t hanryptography isabrey 0811001 ogessidwer drd simmetigskey soaldgyaphy and is

useehuk QEuaﬁ?ﬁs&%M%ﬁc@ﬁ zdidgilglﬁl siShaBFa bl fBr dhokypli® of content.
[60 encryp ) g Symmet ri c- Key

lorypt ogér ?3”[ ?/c key cryptography is a

[61ksy mretSyingnattipher crmbgnwlefds t eyrametsie cipbtr-riigyred to as secret-key

CryBLR&RARRY uéi 18 sd kS AMBry 8 ﬁﬁ@%&%ﬁdﬁnAﬁlﬁg encryptlon

decr ata encrypti on st IS a npst
e R ) D e R RO B P ae SR g an
an adiwamianm@pmryq@md@nd (AE8nee dncfAaks) have i ncreased.
(62 621 @?ﬁﬁga{ei cate [63] A certi fi cati on aut hori ty
certlf sers oL publ.i c key resp eé a
[63hubl | R%zfg} Ieatigh apthorpy e%l?lfl?%wserépéapg 5%% g%spect to a public-key
contipher Ageaifipatb lis cmés@ypeandaminger gbhc Bey abentpetsyn's fentity in-

for E&Hag&l \\Mﬁcﬁ’ Qre%[g%eéf\))gﬁ]l@ gﬁxja}’icz{t%ﬁ ﬁtﬁf) %Jﬁgta'pﬁ'aate key. Ac-

aut rit usi n cor
i nt 8ginely. ge “@tﬁ%ﬂ% éf the F?I@Q@aée %&%@Sl%@ﬁl@ﬁ@&ﬁsﬁpabﬁ%he
by apilckenof the EGmﬂbdtioﬁ ak@yn@fto theeeciicite, fand eHetrebdte, attackers are

aut Bpe%ﬁtgd% tn?)r el | é??{nﬁyhc% ther efore, attackers

are pr even om ng a user's public key.
[64] 64] @B@%llséﬂnatsregnat ure [65] A digital signature is
[6510ener a& e@ubmgala@megl@ génemed i S@tee 1d ifaitatd (oL usRMentTAS been
ggir\}vél ]%)\(Iamgles 0 z?gllgl%ﬁ s%fhlat%edl eqellqt l%dA %hg?tnftlélnra&lr arg E%]amal
DS/—\dtglltg]I Y ghjatusg, gﬁ%&@@@tal g}g@ataremqhnm gjggtgu 51gnature When the

si gR3AUigital VLRure MCusBHA sdhd@ biadryfid zgﬂlaéswgeewmhl%@dpnvate key and
sender ncr {s.,a ness

3G Pted fessage) é)gd 560ép1{:1'ﬁ JPhe I'CCIPIGH(p c[e{:rypgf%he er%ryp[gzq

senas € en 0O a rec
r ecinsbaat. Iu é@t’rc;am &t is provedhibatythe @dssm%@@en eneryptiail 8y the sender.
[66)case, -iganiémPluied that the nmessage has been encrypted

67by theAse der. EE % Rando Nubrrber C% . Ar ndoc{n .

o7 hunmber Faél qm oBhe %Se&f’le‘}?ﬁ B8P OCHAFEEP SY'S TR Propertics:
r andowe preogiet tat esgenGiigaecoinplegion ndonanirober t apsgeiveraadam aumber
con‘g{a§tb@uge@ndom nunber, a pseudo-random nunber may be
used. 8].,- ,Portable Storage Device [69] A portable

(685t or agd’ &é@?é?ré{%ﬁe If the present invention includes

[69]a non-A pbrgbid s@ormmwyce ssedhin g paesédtaslenti@ninelydastai noh-volatile

dat %eﬁf%?y 88h W & h&s@l%etrﬁbr%/ LaRd dfatra%ﬁ bé‘&ﬂtt%%@@fr&hoa{ﬂd deleted
and whi can be connec(? to a device. Fpr sB
sucfyo a‘g]lcgl ap be a%nélecte to a device. Examples ol such portable storage
device are smart media, memory sticks, compact flash (CF) cards, xD cards, and
multimedia cards. Hereinafter, a secure MMC will be explained as a portable storage
device.
[70] - Device
[71] A device used in the present invention may be a portable or non-portable



device are smart nedia, nmenory sticks, conpact flash
(CF) cards, xD cards, and nultinedia cards.
whlesosioprbs er, a secure MMC will be expl ai ned aBCEHKR2005/000602
portabl e storage device. [ ] - Device [71] A device
used in the present invention may be a portable or
non- portabl enul tinmedi a device. [72] - Mitua
Autheﬂhh&ﬁ &wwe[73] A device and a portabl e storage
deV|ce ert or m aut henti cati on nmut ual I y. When a session
[72key, I%uwmahk@ynqeea to encrypt data to be

[73]tb r apﬁ fze gé\e& dﬁ&la@grt?ﬁ@ktbﬁ %‘@Mﬂérp)éﬁ'bl‘hgﬁlﬂ]iﬁiﬁicatioﬁ nfud@d19dWhen a
y e. Vice a orta or a Vi Cce
Y SaRORE et P PO B0 R ARG B s R sy

t he cdetizehnngishated by dha detvice ard e agsahliesiprege degice for mutual au-

e NCineRti @fokl Shd\@htd PR bQRekMe dbvid]and (il BRLSIe 9BF@6 tevice is
hts . ob#ect (RO has the content of a

ri gﬁ?"[‘Y%l%uS&?ggtﬁ? &'WFR-and defines a right to play,
[741di spl ayRigxelgettéROprint, export (i.e., copy or

[75]8 r antSf@ hkhts eﬁjeétrﬂﬁg?ﬁﬁs tﬁeht&)n@gngbit ﬁllgh}f\@f zkd1g1-{29 (\j&)ﬁf $R i¥¥ines a right
0P i AP s TG el & oy oL B B e rgsetta
hav wogk. iTefperfomi digital righa moinagengnt Qllﬁﬂl) Ibemwchngn deaice and a portable
c Omi;t%ﬂltge d[:\z&*] it7s Me(s%aa:li;/zg llsegl@() il@\rlﬁ% mmﬁﬁgtmﬂ%gﬁémg aright to

tra sportlng a object from one device t
anoti#dpl ahte. NbV|ng a digital object means nDV|ng
[76k he di-gvival object as it is fromone position to

(77 ]an oth efhegé}?ﬂ fn'o%‘ egnﬁragﬁlydr%%é)&lglft{] gﬂfg&rfﬁ)ng eI (%%E ® another

anot her devi ce. j ect
pr edeyite- ¥vingp Wtaﬁ BRiEct ancappmp ag he d[g7t8 j obje IS[ﬁ‘PQ‘} one
The pbtidh toap@pér poeia s intddlica bﬂfrb@ﬁhdﬂdeglcb & arlijeeddvice. After the

WA Gyl Stlaé &glteﬁ%gﬁ?@}? st Qhél?kmﬁ@dt%% (@ device is

genera Pent position in e deV|ce or in
78lanot herCa¥vi ce. It al so neans that one or nore digita
[79]0 bj eCt'Hlehélm 'Bgpyt MEans AR aRAHE: eigttalajbjeicmﬁ/mbmtth@ﬁna&s a digital
di gi B]ec 1n g\%{;e %rﬁgn ?a art aatd en'%‘fggseltﬁ({nt 1|£]1 ??OC{) W;e or in anotﬁler device.
nor e
Co néttalsau mﬁanff &hﬁbcrw mere 41311211 Obleﬁe havangthe pagficogomgni grinformation

r ef ¢ §dieRaleBRst fr@bétefutcll hawt APcaby! Iv@ drind?®]detical BEhal bBjects
be fele ied or noved only under particular conditions.

Si n€e' %he constraint information controls copying and
[80Imovi ng,Canptrarefyinfgematioherred to as control information.

(8 l]He r EI nafnk@4int 1hfdﬁn£tﬁ)‘hrféf'efé%‘ Ecﬁn@{ralht@ faﬁé\mﬂ% l @ights |o§]ebt5(Rd)) kdbe

conceptj on .as
I oS5 NS Rl Sar GRSl Pl SPase M ok Gk pyrgakion
r el aewehlt @pyingrndimoyingfit mam’eﬁm@eenw tit as(cDRY! informmegion. Hereinafter,
seCWeQertbdi ¥R i@ naadif is(UMNGh: the same conception as 'constraint in-

formation.'

(82] FIG. 2 is a schematic diagram illustrating elements related to digital rights
management (DRM) using a secure multimedia card (MMC).

(83] A user device 210 can obtain encrypted content from a contents issuer 220. The
encrypted content is content protected through DRM. To play the encrypted content, an
RO for the encrypted content is needed. An RO contains a definition of rights to
content, constraints to the rights, and rights to the RO itself. An example of the rights
to the content may be a playback. Examples of the constraints may be the number of

playbacks, a playback time, and playback duration. An example of the rights to the RO



[83] A user device 210 can obtain encrypted content

froma contents issuer 220. The encrypted content is
wa@omsentiepr ot ect ed t hrough DRM To pl ay t he eneP€H/BER2@S5/000602

content, an RO for the encrypted content is needed. An

RO contains a definition of rights to content,

constraints to the rights, and rights to the RO

Sl s A SEDTBL O RS LR ol O 01 500 B 5

nunwvedio apptéyttfkmg or gsqshigNAIEk Amuﬂﬁscor%mn@ Fightp tecdepy may be

dur abpiedo aﬁ&h@fmmab Br OfectdMICIMHEn iR RBO'& dRI¥BYhO6ri@nal RO

[n_.oth r t al n
T B P G0 i gl s oIS R0 L atancd n
secRCeis mlmedmow@fqrowheaau thé RQ is ¢qpirds the orlgmplyRGm;ay lye used in an
COpIa&Q,aIGQSﬁ&(HVB@ﬁﬁQ%&%OY a secure MVC. When the RO

340y acy 1A e ah bR pt P ERORE uiel ey B ey requegtiag RO from

_co neaighie dssier 286 & ROuin g righl teplagl) Wheiothe wear devibel OtrhesiROthe RO
St agsegegl\@/gﬁuﬁ E}telér@rré%emlfmﬁghm hi® %fs%bz r@d% Itﬁbalj?sﬁr @é‘vide\@@@ 84h play
enclsEEaPEQRYEHY thihe TERG: “&w%@e st cbalLahy Gapster the
RO Rioimaausen dghics 25Glsaverg a23€respondibg anany paed obgdet thraugp laggrtable
Whe @to]?a%@ dMRES TH@ﬁér&%le%Maﬁe%%’cé’ ﬁrﬁy BQ g ségﬁ}etl\qgﬁ MhaWnE Ia DRM
an RO res ponse fraom suer
dovivstion i i rag: fiy Wéleélﬁw%@f‘é%ﬂem%lﬁk a”d‘:?iﬂﬂif“% yith the

RO. sédaeenMVI( 260 dnld ehanseavesl gie iIR€etodAOscnery MVIESDETo plae thRO
t

D Bt %r%@vaﬁp Ercantt Qi B9 ) RaGOLIGAAP RIS HARBL LM

PO rtab e S 0 € po rta
st oﬂé éﬂdo‘é?ﬁl\f?é ﬂ}?ergghkféo Blay decy raéoﬂm ezer@pweﬁ girem Biecure
f uNnBIMQIR60] Thetudérsieias 210 ddnlayaky erdepiade ol ysmg flgs ddatent

t hent,i
ot A IEP AL L Bl BN A SR S
enc A5 eeH Oc ha sesyre MMe26fswp mpyg thedRQ mhe B é@t@ 290 or enable the
ri ghterti@ma%@ﬁtt)pmmﬁer@c@p@ub@néﬂvp 260 and receives the

[85]{ | ght SIn cXe We%&%nﬁm@ 0%81nfp?egént%pv%rr1 %m%puai(ael%(hen 1%31(%10n between

he secure use evi

encpyiptiegandgreent MME agneetrs te gmbénthe ém‘?e;ﬁptus%the Rf@yre MMC. As
Meagwhiult of th@ﬁﬁu@l[al ﬁxﬁﬁén@emoﬁga £8d§1d>kﬁlke§ éh@fhtddcaﬁd sa@swn kdy is a

h
Eoe %(EJJYS%%” g%v the d él{;)e éllé& @g 6ecure e 1{ hzgldc cﬁmng access Qﬁnle the

250 agagsyob awm&n@edem@mptl@dtrmtt@dﬂ)em{e%qhe Idﬂwefxméphfaieyure MMC
enbodintBped usthg Hfé%eééfoﬁfk@ﬁ torlsERNEdnORissiBR TURImutual authentication

auth ati.o a .devi ce a secure MMC is
nee&'égg? CSEi Illég?t%{gwgléﬁf%rgncteg E@%t he secure MVC. As

[86la r esUHIEs. Bis afhevatrat obd mawehetitchéatipo procelusemsordimgke yn
I s gengiial %ﬁilboa_ Rensgasd ﬁ?&eﬁﬁﬁvénﬁo@ l\lf@cMal SBRERR A it Q%rocedure

deV|ce

d .t cure i d duri
v PO RE R deves 080 fararea Nl &) sifsbies e SR Ehnencs
t r ansdexchage baidvmenmbhe fd@@n@etlcamf atsh@iondeyirie sdvpitth key can be

enc@géﬁi&ﬁ&i l&.{sﬁi %aﬁ&%ﬁﬁﬁ@r@&aﬁ@&’ dljrﬁlr e ra@thenﬂcatlon In FIG. 3,
transm.ssi on,” The é\f uthentlcatlon W | |

des CFCHBEPTS ADYSEFPY chf1Rgs 1F %tF & Bfruempnyl rpgyssting anf’%‘@] device to
FI GperBorinsa @rthinampefaaert amifdescriptibnseiel cauthb emdw-hadded hines relate to a
pr ogﬁr‘%ﬁ%ér RLE t@'eQQ:uteoché‘Fb i rdhth t&ﬂ%%ﬁém hn Qhoddent of

ent invention enticati
p r o &dFsENt IpVeRHeR: Kheleyics P%IS%’(%) alh pmugands derthe wealy oo
aut kienti¢atiai endde becoteMCS1(9aRtbiegstitiamtheedadnaBgute the

randgm, Sf écafngfe FEEHA 88h & a AuRESRIHRRiKA¥n refbonse may be

Sessli on



generated using a random nunber obtai ned during nutual
authentication. In FIG 3, descriptions above arrowed

WO 2ovem9ried ate to a command requesti ng anot her BPEWKR2005000602
performa certain operationtand descriptions bel ow the
arrow headed lines relate to a paraneter needed to
execute the command or data transported In an
enbcs)éjnlt it from the? (fievtlcre]: 88rte§1§ rs]‘%cHrerME/{Bi The e%ec}{llré: 1\/?(9900 %iends a
i ssu ua

comman or enticatl on an
t he C@teﬁeﬂtqd NN 2OOY et faafem nepkerate tbﬁ ée\ﬁeee‘ct@dn tagponse to the

exeahingl hiiBen¢iOMBR Rebpose! Tn X SHTH eRemplaf ARG A6 h@Predent

mut ual aut t atlon S fromthe
e T R SR T H@i‘?%@ Y Bt PRS- For
100 exanpls tze sseyre MNIE A0 map deralﬁhfemgmkﬂumntl@ndmmsme)gether
to th@ tﬁeeééktﬁﬁ:aé()gndl the %ﬁ&?}iﬂ&ﬁﬁn@l&n hi@beFUIAL device 500. Detailed

aut ent.i cat i anot her e I
ot s oF e RERET B Berp el Bt Give ST ERAS Foypgiow.

[87]d evi cdn®5p¢ratamd 0hdic deder FOMME!s h0Gutpa puithew igatiqorumnid®mmand to
Z‘J{ tlg?]st@f{gé M hg% irergértllgg Mg 11{%9? ﬂvﬁvﬁtthﬁﬁ{éguéd; glre{atletluggc%o sends the
o aSe bl B TR 6 ML 5 ip Shdrrisnior S sfued to
Det dieldedicelbg ¢ rerpficatins agthorithés sent, Ubd ceauidaen tis catet! cmth a digital
pr 0‘31%94&{11% oMe! cell%%cétﬁin atlﬁ’l()h@ 28 'cQPﬂ’ami t%z]de\h&: mnﬁtp'ugﬁb key.

Sl O h devi ce. 500 sen S I\h%@ entl cation

r eq@é Oecstlﬁﬁﬁtbﬁ% 1t f‘esegtéfe&\fﬂ‘é[ Ciwt W&%et}l@&a@g@t 7Qgnd
nmut ubtiinahid devintels pablicdkey. t he devi ce 500 sends t he

[88]deVI C Qn %R‘Q(%F(H §20k§1¥ séc‘ﬁ etlﬁﬁ/lé We?iﬁ%e"tﬂ)sﬁ theI d&lrttﬁcate is vahd

op eratlo a certl icate i ssued evi ce
cer PFing 8 SFTTibeRaiGYprareR Jst(GRL e Hrthe qerdfiqats; S regigisted ip %16 CRL, the
Si ge@UreWIMT 200dhg) dejkt rﬁutgﬁlalhtlhéﬁlcﬁfloﬁ Wigh erdevité S@E (fahe

aut r&%%h&a){ 30foGO %Eté]eﬁ]ﬁltthgéR eyt C&u MW@S&?@&% E&Yee's

Bas lhe cer he secure
aut Reblickexpeng He cadiird®, 500 and D obtain the device's

[89)publ | dn K)@Matlc[na@ﬂo {ho s@Rey MO m(So%Qerateber@asmrnamWC hQperation
ver if ther the certificate val.i d,us
cor o1 R HBEHL G e T8 ol BB B Aol g 0.
i s pagitu aythenticgiioniespomic pracheurg sagriernpdby soolipgg mutual au-
rej efehtididbal edspaiidd Ekﬁﬂﬁlhrﬁlaﬁrdr@ PheWetiBe §0MEr0 GIRVIcE8e MMC 106 or from

tS ggu (r: : ¢ M?O(&) f’o tﬂe dthlCﬁ grtn\leﬁr t%e mupua q%hecﬁﬁdtlon response
t he proasedurd, ithesgeeure N{M@]IOG) ﬂendpétca@qumwMS@s putihe kgzewireelcrypted

M\/Crall@@rngﬁﬁﬁératt@ﬁleaieﬁ@@mmz&tf@ﬁ{odlmén@oﬂlﬁ@b@ﬁén@ﬁn@ﬁg)n instead

th d
pub| B R MR g Ko KB Ry oo s Rouny g sont. o
r es pootber eperoplen wmboilisepesfitor pregnbipvaingi thescaurmMME] 108 may

the @éﬂdCiétdhg?t%{s;&éxﬁﬂQé‘ RANE QTR0 IR MRct Pin %%h&gptg@%tnﬁc‘iein number

th e secyre M 0O or fromthe secure
dev @8 SEFIG e nut ual aut hentication response
[90Jpr oc eduggratidreSetha devidMDOTOR  we fidsettifieats earthe dGpted random

pub Inhlﬁbé?eYau%qu&&@ k& MARAQEH By Ugﬁpmg ‘thet claﬁtffé%é | Gbtains the
500. In #n Slf‘f?gll ment (gf t.he present invention,

i ns PR C £ gpeo tBEﬂi‘fiP‘E‘ npgber, by degrypinedh o
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numberD to the secure MMC 100. In an embodiment of the present invention, the
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[95]publ i Shedale mtaseribing the move and copy of an RO, a send sequence counter (SSC) for
executing instructions will be described first. FIG. 4 is a flowchart of a procedure for
applying an SSC. In an SSC mechanism, when an APDU is transmitted, a sequence
number is allocated to the APDU. Accordingly, it can be verified whether an APDU is
lost during transmission or whether an unauthorized APDU is transmitted. The
sequence number increases with a transmission of an APDU. In an example shown in
FIG. 4, the sequence number increases by 1. To transmit an APDU, a mutual au-

thentication procedure is performed first in operation S121. In operation S122, an
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[102] An SMRF 52 denotes a format supported by a secure MMC. Since a format stored



T MOVE RO and GET_CONFI RM The functions of these
instructions will | ater be described with reference to
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MMC to a device and necessdBy in structions are
SET_SELECT RO, GET_MVE RO, and SET_CONFI RM The
functions of these instructions will |ater be
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[107] FIG. 8 is a flowchart of a procedure for moving an RO from a secure MMC 100 to

a device 500. In operation S310, a mutual authentication is performed and a session
key KSEK is generated. In operation S330, the device 500 sends an instruction
SET SELECT RO to the secure MMC 100. Here, an SSC value and an RID of an RO

to be moved are transmitted as parameters. In response to the instruction, the secure



that paraneters from1l to n of an instruction are
encrypted using the session key K SEK when the
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Operst%cltlgrq SET QONFIRM w1e1/1| an ACEK parameter to the secure MMC 100 to report
the success or failure of the copy. When the copy is successful, the secure MMC 100
changes information regarding the copied RO, for example, by decreasing the number
of available copies. Since an RO is newly generated in the case of a copy, a limitation
may be made such that only an original RO can be copied.

[110] Other exemplary embodiments of moving an RO shown in FIGS. 7 and 8 will be



SEK. configures an APDU wth an instruction

SET_COPY_RO and transmts the APDU to the secure MMC
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[11@xenpl ary enbodi nent of the present invention. [II]]
The nove fromthe device 500 to the secure MMC 100 can
be perforned on an RO and protected content that are
kept by the device 500. Hereinafter, a case of noving
an RO kept by the device 500 w Il be described. [ 112]
Bef ore the device 500 noves an ROto the secure MMC
100, in operation S610, nutual authentication is
performed between the device 500 and the secure MMVC
100. In operations S61 1 and S613, the secure MMC 100
and the device 500 each generate




t he session keys for encryption and decryption. [113]
To select an ROto be noved to the secure MMC 100 in
wop@satileh S620, a user of the device 500 searPCBEER2005/000602

information regarding ROs d6ored in the device 500.
Based on the information regarding the ROs, the user
determ nes whether the RO to be noved is present in

t he devi ce, 500 and whether the ROto be noved has a
ane<?)‘é¥ﬁ‘|g§’§|"on anbng export permssions. |f the ROto
be mevkg:-orexphiEridedrlagid - HAPRIHEXnpve pernission, in
oper ¥mningie- @Eﬂbﬁpﬂh@lmlﬂd@@%g%een encrypt ed and
storad in the device 500 is decrypted using a unique
key of-eklenteet?i ce 500. | n operation S640, constraint

i nf oxerativersioned Axib-ddyvérkienmove permi ssion of the RO s
changrtxadistdkbe RO is converted into an appropriate

f or mag.exfagrbdhbntbn operation S650, the converted RO s
encry‘p gq gng t he session key common to the device
500 a cure MMC 100. In operation S640, the

apprgﬁt}da‘ gjllﬁ’*‘”?‘ﬂ@%éégf?%/%%ﬁ%kﬁfo%st an ROy
|

ri ght on | anguage (REL) is usually extensible
rrark a e (XI\/L) or wireless application protocol
bi naf?feX For exanple, a right to play

expr e&-9d@lay) XI\/L | s as fol | ows. [116]<o-ex:rights
xm nsfoeexepeemissiop™/ / odr| . net/| . 1/ ODRL- EX"

xm ns/oeexclarédment> / / odr| . net/ 1.1/ ODRL- DD" >

<0- ex/oeoxmtightt™> <o- dd: ver si on>1. 0</ o- dd: ver si on>

</ 0- ex; cont ext > <o0- ex; reenent > <o-ex: asset>
[11Y5- ex: WB‘T’R g RO stored in the evice 500 in an XML format is moved to a portable

<0- didragt dendeedl i.é 5thd SARMIOD0C aitkdud {aehati¢adwersion, the RO may be
</ 0% éh?aﬁ% curé OV 1@(?1%% <s(§ ?ﬁ‘ag@ %5}5& ihgﬁ] ﬁle dev1ce 500. For

O-ex: perm ssi
</ oﬂés(reasoghwmbpdlmv owpérprﬁt% IReNéey Fh@dl htomlﬁe/ é@éxﬁrece
500 condtraint KMrmb@inEE corfe@Me Atonay pombeddladeSthal INE. text when

ng{t/e are tra%sqnﬁtelc'l] E)d%g ‘s:e%{ug I\D{M% ﬂ(R)OAn\féd &%Ilt SEIS)};O%B by the secure
MMC 100 will later be descrlbed with reference to FIGS. 17 and 18.

[118] In other exemplary embodiments of the present invention, the RO may be divided
into two portions for the format conversion in operation S640.

[119] For example, if an RO allows a particular movie content to be viewed five times,
the RO may be divided into a right to view three times and a right to view two times at
a user's request. In this situation, a moving process can be performed to assign only the
right to view two times to a user of another device.

[120] The device 500 encrypts the RO, converted into the appropriate format, using the
session key in operation S650 and sends the encrypted RO to the secure MMC 100 in
operation S660. To encrypt the RO, a symmetric cryptographic algorithm such as a
data encryption standard (DES) or an advanced encryption standard (AES) may be
used.

[121] In operation S670, the secure MMC 100 decrypts the encrypted RO received from
the device 500 using the session key. In operation S691, the secure MMC 100 encrypts
the decrypted RO using its unique key according to an encryption algorithm defined
therein and stores the encrypted RO. Thereafter, in operation S680, the secure MMC

100 sends an output response to the device 500 to report whether the moving process is



overhead to the secure MMC 100 having | ess storage

capacity than the device 500. For this reason, in
weerwshirmeht s of the present invention, the ri ghCT/K&2005/000602

play and the constraint inflarmati on are converted into

a binary format smaller than XML text when they are

transrn'tted to the secure MMC 100. An RO for mat

sup%ort 1¥1 e&:ﬁ secure MMC 100 will later be

desCriB P]h reference to FIGS. 17 and 18. [1181 In
(1233t her Iéﬁ@érﬁﬁmrryp%m\ﬂh%@ﬁ the ragvingrogaseis @ntmdlhy\reppleisd, may be

t he ek dgaybyoescstuy iveRdyitii Melowudesion s afnﬁzfvem&u&whrrmm the

conver.si | n o er ati on S640. For
RO SPER0.0 By PF ST & REot eeade‘%oeﬁ et B ATRAEM Blmay
ti rrewgntthﬁestm werd doalugdiindichsicl2 i measess whicg Itite rn@/nwg RYALess is

t hr ﬁ@t’rﬁa‘ll‘j"%@m l@éd @and % gil?e fn@icH iRV falre bhd B8 ndhb& dﬂﬁ@émpﬁs when
req i s. sifuati n cess

o Mt oS Gal Ry sty Tat HasRU RS RE s e

to arygswito tit daviot Hix Thestitoewofdidin T euigetsicg@ns00 the move in-
enciyRkidn W‘l?b%ésc%ﬁ%ﬁfh&@i@re‘n&t @ HOS. APRH2DNdt@! & normal response

format, usin ssion key in operation S650 and
sondBy bré B L L ReE B T GRG R RTEn EtroT] Soccestuly or
operaporsn nﬁﬁﬁ&noﬂ' gepenetyginetated bROe sacwgy MME10@ to indicate that

cry Q8 haik £ s REGORIIT PEFritel as a data encryption
standard (DES) or an dvanced encrypti on st anﬂgrd

[1230aES) LhayrspnsyEegrting 1@1} IMPVYISF AP TS or1
MVCilibGordeaespptss, it heewadfryptiecseRE: MM€i108,dn bpaatdnlt®93, the
deviyCEe5 %ﬂ% Lhe oﬁgﬁﬁﬂ &ﬂlé&ﬁyﬁg'ﬁb é?ﬂa%\%hd tﬁaRé%m existing

t he secure enc RO usi ng

uni uletl @Vhaé%vewoﬁgnil &eéW%MMﬁbﬂ@%ﬁp é’F@félP’?tF H}ﬁongmal of the
def Rie it rhdyeeaiciicdd a sdgdfoeiddichitngeiotvayiph eflddatlivation of the RO may
Theggggttt(%d actnYa%aesria@é ion S680, the secure MMC 100

sends an ou response to the device 500 to report
[124dhet hdf ﬂlewéwﬁ%éﬁor@ew%@@sve.tww TPSPORSSHpHOBingfhalthempving
| nf proxeds Ih@sﬂbdeﬁ melrntaupgombletehesnthmepremmrﬁ@eﬂﬁ)eﬁ@s& tinge or
nor nal. | | et ed A g{ §§led b}/ a_stat.us rd
GCGIV an d Trmal respo C I‘C Ol” I hal e I'IlOV n OCGSS has not.been
e ou? % nse 1t RSt T UCt 10N f rom

t h e ng@mﬂ‘y @ogg]@te@;thﬁﬁgmc@eiog @gqctlagesstép gﬁmné reports the failure of the
ack v @ GRIBRND the WRE oF Beltcich/HED. 1 Ghifiyie &ﬁ@ée@ﬁkeﬂ\h‘lﬂc 100 also

fr:)ahgéﬁltlmesd‘he I'eCﬁalVGUCPRb nlg PVatln%‘pﬁaI{Sfég un&ea gom%a FIOVC ar Copy

SS IS norna
i ndiptagess rmgﬁyévefnapllennpgteéhﬂ satting afagiydrichohdigatesthp statewhd RO as
t he oRDYI MGV RLESSe, |a$1€£b‘ﬁtvat9@§tﬁ'@| dn¥l 1GEIRIVe LR’ 1oQhé RRAfTe state.

t he ult of t rocess to. t
e el Npe b e R B R B e P D o e 30 geine
i n geremied dug oA abnbenzdelmmgm@bew and prevEetimedlic®us bscF iGSn
28 apgik9nd poer. A normal response may be a status
rd i ictln t. an instruction,has been, exe
o o e oTRTRS fed DB gRthe PSS Fab T seas SRR podermined
geneeriided time dr ezesecaatgoMMT rds@Onst cand tidiscthe B Otih alie tengsteve or de-

has a&ﬁ@f&d%é&ﬁ:‘i@ El%géilllt [YboREE 0L ARShe 5[)@ pct thle Secird MWW the device
repo&élng t.hat t he V|nﬁgfrocess n Nnor ne

conpPehegks Ipg data of fhe like, i) therealfss ﬁgcéssnigstﬁ? %%HGMM(? Y0re
t he dstegninewhMiLofl (O xespcctlapROahn hn dS6&:3500tdhé thdeseduee MBOO 100 will
dea ' [

o TRt e ahd R dlinbe B RO oD sb A GHERe geivated
secﬁ‘ia@ MVC 100. To deactlvate the original of the

[126] In another embodiment of the present invention, when the move of an RO fails, it

[12

may be retried according to the available number of attempts.



RO it may be deleted or a tag for indicating
activation or deactivation of the RO nay be set to a
wale@shiMes ed state. [124] If the device 500 doRPGT/R&R2005/000602
receive the normal responsd8reporting that the noving
process has been normally conpleted within a
predeterm ned period of time or receives an abnormal
espo Qrd t the VI n has nat
12 e R e R o M Ot R TR PP LOEB 3R PR R aguc 100 0
t he aR@lam@DOraéwﬁmg (q #recxpmplagy @nbsidimens ofhy PIFEEND yeRiips.

[128]0 t hel“HésrﬁfvleonI thl@ séigfél M{Mdsﬂﬁ) to 'ﬁr%ehdebic§ 5@0 &, be%ﬂormed on an RO
secur o.deact.ivat es
e sdrd Al ed e A By S gt s C B0t er.  case of
pr ocwssgrm\R (bkept hpthe vequreMMy 1 @ewili beglescribady, whi ch

[129]?d| C aie@&a: ttlbﬁieSfc@B@O féﬁuést&@nf%gﬁlﬁﬁm Q{Lﬁn{i’ﬁ tﬁOs &6kl tN@Je@Qre MMC
sta a e [ a tepta
£ ha 160,if ap 9h Y 30 ek 8 GenuRRfeulde PR B BB eeic® 500 and
per flersnade MME84.dmbpaatdunp SV Llatnd 78, thhecROMMENMPant ge device
geg gg@ﬁeﬁﬁéc%@y g&gﬁu&bstgg g&glpigirﬁyg?aéﬂa&?rypﬁ&pﬁﬁ%ag ion.

3G o Dhe el A0 Bt e el g seeare/dbuc 1By R deRspa dn
Wi t lperatidneS 730 soestesinhaddicp 600 oduests infompatam regacding BOs atored in
abn ﬁ{e@éuré FARC |'j§@ Ini%ﬂ‘ﬁiatfoﬂ lI'égar(ﬁ a?tguﬁd? thl%éy%tr@t}deé’t%y sendmg

or de activated, state iIs presen I n

500 HAPAiAR regé@awéom 95020 t tB%Wné%“ smn gA e@%@ 6<gt c
dat aecore MINEC 100k éltednetivel ) e lisadf tad avableRsigpt hyeths surceVIMC

MMC, 4§ 91a§/ Be %g%&g ﬁ%ﬁ\@ﬁh‘o‘ﬁ‘sﬁo Ih@ ?nf?lmgﬁ Hg\c{gln@qi\e R@s is

t he devitce € Ssecure
act feratvediramdhcirang dMG 108 dn BFPonptofs 1getcsl H PReEtios S, the
act usakeekts a1 ROtdBe MOTddwatetbnahateecivddlizofmatonanot her

nbodi
[131§n gol\?ﬁ sepectuﬁgltﬁe Rbet‘g %0 O'VQ(Y g]ﬂ: dsgtl’]d sz%{ﬁl%% %vﬂ?t};}&qyeeRe to be

retri éd accor
avainoast © (hadayise 585 isresepg e[searg MMG109 anq whegher the RO to be
f | owited hasQfm@vepeahiete] arhdhy cRPH FrgmasioROIf thO R0 He aldve is
%8} ggnttalo %afs(%l%evrlng\%rpgagrn(é)ﬁ?lgr? (rizr\{/ (2{)6?&10H%7?(T exe lf ?I{eyselected RO is
fro mqwéeds BbQHeéaUMV@7@G thetsecurhBMfe @ éecsmgs tbapprrﬁépondmg RO,

per MEmﬁs s&n@ﬁcr @mh Josred @etead uﬁ@glﬁsequeh@ TaloBerk@RH S763,
by the rei nafter.

an ﬁ?jlskram 1n ormf"uhon re %%IP% Vfé)ﬁmusﬁlﬁm 3%@ és cgguel%f:%gand the
[ 1280 IBéermeeted o ateapproprisio format m@gnesatlonﬁaﬁmq gonverted RO is

r egard pien e the mlbrhﬁemwcﬁi tB’Mé dJeOiQe sa)marfanﬁer @Eux@ IMMC 100.
1323710 mut uatl 62 tﬂ icati o%ﬁflﬁr 28 % rrg)gg\a t g tod
[13Hevi cdmSBYAY S AT Ve 0 3 Y 1P @ aY7'gh OY%‘?&S“RPOT ¢
and by 118, devie 5S¢k Ear exaiie, 4 60maimd thdhRO devddde tte@ecure MMC 100 is
res E&%ﬁé’@ﬂn)b eglemmsﬁnaft bea mg%ﬂﬁﬁy @pgeﬁedqﬂ%y@évh&rsoo

nd d tion
3fihne caf Bt pRErkbocr oA i b o el Bpian be hvided
S72Mto syvausetiorsfiorn the fad@ei cwevdson megparsdsSTa¥ or mat i on

(1341002 HRAcREVAOT Rferlchy e RECUTRAM AU sppropriste format,
sendfifg ﬂseﬁfsawﬁgw B]rPPF@g‘ é? ﬁ% n?émﬁé}.fhe enéfyated RGho|ths fkfrﬂce 500
t heircomrtaioh S780. Tara:nd:rm)tcthe RO, KOntmocttib erypegtapkic Mybrith@0such as a

Al t eyRat i ¥ alpg, i Edof all avail able ROs kept by the
secure I\/Na/[: m%ae% uested. I n operation S730,

[133]he i dp @p%@qnow 8p etﬁ%lfl‘a’l Opﬁl@crpm thegncrypted RO received 'from the
secure MMC 100 using the session key. In operation S795, the device 500 encrypts the

decrypted RO using its unique key according to an encryption algorithm defined



received fromthe secure MMC 100 in response to the
request. In operation S740, the user selects an ROto
wheoosnyaa based on the received information. [BRGIUKRYS/000602
sel ecting the RO to be nova#l, the user determ nes
whet her the RO to be noved to the device 500 is
present in the secure MMC 100 and whether the RO to be
ved has erm.s n anong export perm Ssions.
| f terenh%?(fsmr%“ fove |d§mgresent and has the nove
[13@er mi sWhemthe mvegﬁhgfipofrprsﬁe@ewﬁ@w\ﬁ@ 19 isppenally|ceapletpd, the

RO lgsvikesnoasdk@she k&uanat | deddifihie thhROSE qws@cuM\MM@ @00 to

d di

R e TR RRRE g b s oD 3R e §wraayrc op. To
operedctipric B2R3). theotig nragibadeleiefl or atagiforindiedime dithigtiother de-
DV @@L @f&h@noqﬁaytﬂ@%eﬁ@aldéadahﬁéwa@teand the ROis

onverted into an a riate for Q
1380001} 6 il e o o Ptk e g AR ERtLded s tre
k ey rasoipdROtand rdpertsl e |f@1b1r65@f0h<amdvm£1 erosess Ur dic MMTofl (O device
[ 133b0 ] tﬂ?ﬁ&@tthé’&c%%%Md 1102 a?s@ F@iEéb%ht@st @ Roy tH@&m”BXacB@atmg

S te Ornﬂt Su Orte V .
2 RO s oVt Ry OF G ROy MO KB igyhich
100 iridécatee nvatet af dhel RO as amre oflvh aftomredstacy; a deddBYRd dtaoe, mad a
SUPRLSH Y tBl?l% SR R0 13Tk PhERD REMRIRIY,

di rents of I.nvent1 on,
di vPEEnt; aﬁlPBh%%O Mé zwgl bedne geperated PPFa‘tO a&&HR’fEP’él ﬁV%
opepaicesandFent ibBdipusiisersSeaustenlivMBe}Q encrypts the

[134]C. CORY &1@910'\/91% r&c@& 1@1?&" Hﬁahlg 5811%% Ofﬂ%%m tRARA Phe

SesSl| on In o rat 1.on e encryp te
RO {@atiNe 0@%—'@%@ edgts iy P’iﬁ’ﬁf‘é]t‘ gt hoghotsheerviceo 0B Aed (i pequprgMMC
RO, 180,slyndeeice 500 chieykd log tap bi the kgahéd thefesiee Ac@ssigy (REScure

or mé§§8 @@Xet&ﬁn#@s\%ﬁ% (Lf]tﬁeslle y(!egtn%)%@ﬁll tf?@de%? g%PO Eiﬁlfetthﬁ secure

devi ce e encr
sec YMCNQE wilhbe ﬁFéllVﬁ‘@d frechgpecs adag oldhe RO ﬁefe@@p%& fody activated
S79to tHaaclewdeeid 00 encrypts the decrypted RO using
u e or.din encr. al m :
[13édefI nre%t? I éntt Ioﬁmlaerrll of 0 I_ygrg an I e}hogvrn 1¥%%§ %d dQ? ﬁllge/\ﬁescnbed
t he withvelerghea REIEH ]ﬁrtbﬁwglhbﬁ secure I\/I\/C 100 is normally

[14@0npl atiedi3 is iaelodenarc@f DOcaBteasr n§ ef RO%wagnLDQork ina
dea t i Va'JIO% tQ fi secure MN/bd P(EO if%%esﬁnbe al ove %Bﬁgfo%neverhtetermlned

ron1eX|s
s ec Qp@ativie.£0@ playoa ewaceriaraeve) benwefmhe tl¢veccRO0 ag/a pertable

del gbof@e Qbvide udlWad @E sécﬁfe"l\@ﬁl@ no, ﬁﬁﬁlhl\/@&}ieﬁﬁcaﬁf)n ﬂﬁst be performed
activat |a¥ % (?I:h% y Lgu % txoataO eacr}ll vat on key K,

st at'®Pf @9% PRSI BGi HEU AYBRLIgat Q. fEQMMEY ﬁ%ﬂ%} Y
conpk-et sxdsion key, dexded @ BOYpdEscandyanasit thhdapdeeicor tivaRBvices is
32& ErgaPé?éd gefggfstp§in 4h @(Pfthets&?lg@“t}'}?Md@ QO@fn@? 88 ShekRedtth €ind
ool e rFIoo MBinet b Skt g B g e 9520 and
an B ddercgtirng operataneSSdp), thopeyicredfl Iperfomsitaskendedet] foysend the

set RNG ik dedfe MLCDO] SicGBDESe faugfif Eﬁ:‘cr)gitedt e tﬁ@ sﬁ)?ed ina
one of an actlvteg ?tate aqleactluiétt a

C endaye/8 PEraRIdhe RS T HemseatpVEgr el RS reed o be

deadtdryatd bgorobeinp eofRed. irscqrdinglor filsdaction pr@eeuibn 8340, the device

duDle(S: c?yrpgg antéﬁgr E&? fﬁd”@l ksrlgu 'ﬂg)'; ﬁ{deé?)ngéf@ helde ted RO into

abnor na VI Ng ocess a ent |1 cious use

fr o g@péod:rr} 0{% thggran be store 1n the secure MMC 100. The format
conversion is performed since an RO format in the device 500 may be different from

that in the secure MMC 100. For example, while an RO is stored in the device 500 in



[138] When the noving process is not normally
conpleted and thus the ROin the tentative or

wale@shiMes ed state is present in both of the deeT/E®R2658000602
and the secure MMC 100, theodevice 500 checks | og data
or the Iike when thereafter accessing the secure MMC
100 to determ ne which of the respective ROs in the
devic se be ac
and RGO AN forRRE TR M P Gl et B0 Y B Spmvc
i nt 409 mey hed bmaltyefde stteameconflifgglp compespsiberciosn ﬂtss gfcessary to

COp¥bi\@rtait IR@tcs hopicdio ke @urdvand 138 ThkreAftdd8n operation $840, the
des%rlbe er enc

Fl 13 th h .16
des LS oL RSEESEA D Fhue douh Rt A ccure
RO trhnsmishiqyi fradpevadioi S8, thedlevice 800500ds the enceyptadr RO KMie secure
100iMe (00 S6ihi B ARAYE SES CCORY R0 MApBARGES FOMHDSure MMC

Oheifh iRt Spg e %%f‘%csw%%@cﬁﬁa@%lcggw LsRE e Hon

t he emnltoe KRV, ai®0y ptanthe dexdry paesk @ ising &$ hwnuerkest andestores the

per Eﬁcrrgﬁﬁgd RO. PREGCAIE MMEABO encHY1OHS le lgk@o@‘é{oﬂﬁé it in order to

aut hen tﬁatlon g men ption key K, i.e., a

ses &MY Re Uty oty W&ﬁ@ﬁ dat a and transmt the
[14dat a HEGween atflowchlevofcasodedugdommayieg an BEf @relig@pybrign a

an EQIJret MR/I@ asHb & d%{& W Ir{T@érJﬁ%n @bﬁ? lﬁﬁl%aﬁ %tﬂénﬁgatlon 18

whet h t he secure 00 has enou space to ipore
t heP rimﬁ d.ope thergienssa %@%O%WGWQQ% eﬁlﬁéﬁe artssion kpy, is generated.
o p e Baforotop$BGn R ehedevice 80G08y petd RO i otnasiks fnoeeteskcure

€ 100% ﬁgltifg RO} gto%ﬁﬁH e s%ﬂ?e MMC 1§b [h%eﬁ@ﬁn@édéo and

usua }é/ encr an tored devi ce
pr ey af{e'esln PP HE, te%lgqcvry ‘\f%% 1&9|p§ffelaﬂs tﬁ%#é negdgd to
nee deﬂthebROd@ the Yiptieel5(ie 8 dceRDe arR@iscOpicackyped ant wWemgoigd in a

f LT ?}‘fet ét&g é &v&@?&rgg%?yu 49 RO% I]ﬁ &Xt 0 eﬁ?ﬁ@ Ghe - speure MMC

S an encr SI ng
co n\lé(?fl%cf)t%“eancf‘é‘éfﬂ?fﬁfl@@ RO 1F$t"c§11CEt1ﬁ k@p ﬁP’b‘f?ﬁF ﬁleéle%jP‘ﬁ%RO into a
t hadag afimfaethat@n edsiored i the sieGus SO0VMA o pts Thecoh 0¢rvaRO using
gon erc%@%?yn'e%cr@ﬁtﬁgn e I 6 NE§tioR'3o tl{geosreg‘lfr%: e 168 sends the
evi ce ere ro m secu

MvCenggRtedRy tesbarfilpwee SQHising agAnsREction @.EB:QQPYﬁQ ﬁféle converting
devibt@e EQchIbt&ﬁROXMel\Q:E CMBIXMngfﬂEH d&iypte@ RO Iné { BleM@dmat supported

t ha% ?ha erflce E(?d: ?Igcr)ﬁera 101 %56(5 hhe Vlce 580 (%\é%é)%s tgel.ﬁnc¥)g$ed g0

i t re;t;ewed: bewahasceye dBIG 0P uﬁlhe tlﬂ@OmmOD engrppioackey &, giveypts the
secus@yBdRbQing TBehigad LtS! and s'fbr@:ﬂﬁé &{drﬁﬁedsl%o t h e

evi c 500 ncrypts the convyert
GEE: M Vo A S M RS e R o A TR Rl
S85 ©0n8trh1et mémneteorﬁ'@oths epjang ik acand ryopstedntRdotroatioh ehat wﬂl be
Sec ldés%n%\fwﬁpgféﬂéicg & A, i 9 8dr %ﬁd(ﬁgcoﬁg&_ﬁ;@:ﬁq&@ fof &ntrolling a

operaélon the secure

oD T B oo BE BT GLEoTe Hiads POEi gy BaTEHR! rairiee! cpgyrigh.
conffberefong thepbhioel ikfeymdGon ensiditiohallyt teedade EIGHtl 2dnd illustrate
U1 R o HRLAHE: chVing 208 SAEETn 10 SALINARL S8 o HiFand s

secur e encryp e RO before storing it in
or d&PPXBUL RS EBEEhe” security of the RO therewithin.

[143]1141] HGGAS k4 flosveharf dfowyerbadtiredbr @pping e BOrseorédin a device 500 to a
C°p¥éc‘ﬂ9: ﬁN/ICR@(Pbp@ra%&'Sﬁ@io g%i?) hih 35‘103?‘61“‘%&%% 100 -

devi ce operation entl catl on
| s H@Pﬁq?ﬁtlﬁ’é and lgﬁl(gmtgﬁgﬁogp@fo@ Jeggr (k'@ﬁﬁlfﬁ pecarfdYSt | @rrg g same as
K, lop@&ations830S$820/ank Sy 30 stHwaen €@t 18dOperation S1040 is also the same

as operation S840, with the exception that a task of changing control information for



Bef ore copying an RO the device 500 may bring RO

information fromthe secure MMC 100 to identify RGCs
war@smoilbh t he secure MMC 100 in operations SOPOT/ERA005/000602

S930. Thereafter, in operation S940, the secure MVC

100 performs tasks needed to send the RO to the device

500. Since RGs are usually encrypted and then stored

in ﬁlepoé%ﬁ%" N tg%&g)r degel\rllldegulflcf\l)ﬂrv&gr%%(%{ t()XO CHI (tiev(lece%% thanges

in oper e secure ecQg
encﬂwpé@olmﬁousatwg qonser@rﬁlim%@ Jodyencrypiptherk uwn&a cornrnon
dec ey mibn RS .1 HW@ ﬂee d@atrd ihfefhBiontih@an&ANo B&es ivth @dightssued to

the® gﬁﬁ%%ﬁo Rr R a ey Rk i el TSE Rt g RO i
secueng VEser0 MEKdEO0tusmegan c.i;rrs;rpﬂ@ai SB® £OPYhROdOptrgeon S1060
500 pegbri@d BY tHeksdura MINIO N06Fetci Gl YheREpicd RO i€ Gi¥%aME 'a@&peratlon
R e A tﬁ%@w@*@@ﬁo@ S i eee
opemaiuqamng 8068s ta the ddesi 06 800 thdeopyipg sf thhBOgngeyptled

RO E@rﬁ b, qnfrésﬁaﬂsta REhe Gfeiale, MVEptQfon 43080 tHeliRvie O 5HPEhanges the

encr he de ted ROusing its

ani § Oigﬁomgﬁan to RSP RS T oao,
[14NeanwilGe] 6 siarfbevcbopyl axgoaitlu@ioROpying eh R@&tcucxpyu arsgcue MMC

di g'l@)@{o LRIEE '59@t0pe&ﬁe§st§ﬁ|16t81|lﬂ(ﬁ Qlflﬁ@“%rbf 91rf0r mutual au-

1. S nee S ralnt i nformati on
des@ﬁpg@&om rf“éf”ér%‘ﬂ aorpgtip gge ﬂfgﬂams%?mr%@%g%@ $950, and
contSps0 showham FHE.i16nOpavationdt 4®islalsn heasamk ghoperaion $9Y0, with the

I f QQA FE&J tﬁgt aCcQﬁ(ydf Q%Hgﬁlg%%ﬁl%ltlﬁ ﬁinatloh fdr @éo{q?ﬂng l(ﬂ“ Ihe% is

protec dﬁ fore e cont FO mat | on
i s adrsdt ingleGyl) | ly oRgratieyS | 1P b sepure AMC1K0jchangss thg centred in-
COopYorplaGG:e dotive s thio Mo inftga ©opyt stivabld ok theldavith&X¥eand encrypts the

EL;%%E&[ 2 (ﬁ)@?ﬂcﬁu{ é&glly?@é)n K ﬁlﬁ%efa{lﬁ a§ {)l%éf tﬂg ??SIE)crrgﬁed dRO is sent to
f or teaisyich éo%vﬁlrla@ngtl%lwéfaoq QER_f@RY O Hompration 2 | §kreriermed by
MMCtHEQR vicOp@r @Eélﬁﬁg (holetbréheSROZ0 theatle SRR SI60 shown in

per fF?é 4n91 opera o) a?f#ot @e (ta\lflgea§d0 dn_aLeg%aIgre] %du%ﬁrég Suceess to the

i nf ornati on regar e secure
as é‘fféredw\%l@ml@n tlssqmyma@él thed$dis gREmHLYi camplegd. Ipsesponse to
Qoe kiRt h@Bag®1id 4PerhSontd 1980, tHEscEATRINIE 10D @Rzt OiRe S§AR information

XGept i on that a task of changing control
f?)?rtgeteRS Fof&ltli i3 copyl ng of the ROis added. In

[ 145iet ai |E1IGSn]Topndr&tillestra@ houocturc o a geopiedd MVEDROd rarig) 6¥MR Fie7 00

c ontaéc@lrdmgm‘o% RR&th iy cEHONiBTchSoftiheprEient ﬁ&?m@ﬁlc rypts the
usi on. ke e _CcQ

19415t or SN AR 2o PR B EEY R BB Stdelbind s
ac Bpnne@slcm@le&h@hdsem inglhdcha plhl@htyo]cf iAseet REIds hird gyeaisaion dinlds. Ac-
S1088inkhiga @Jﬂ%&p&%sg@&%éla 1r§ﬁ‘&&es 1R duieSEICAN:E MMs 299 Number
usi ng an. i nstr. gtl on 51 0 gclg Cﬁer aﬁ 8n S1060
per £ FWSWS indicates dheppypbe by Trenplssoh Hydt he copi ed

[14R0 i s TheRigldfieldadsis o pewnciire Gh0 B8M0ing rdwrmation Fdg@dirfg3in ROis
OperakioR Andiks) b A§s@tef1§@gdﬁﬁa@ns%rlﬁgg)n§%?gtﬁ cdﬁ%? @8@ the

i ndicatin success to the device

of CABURGIPLOLTYHRS MAnEESHBY St 4 ﬁerpégswrf%de ‘foé"tat”ﬁén ormation
nes sageling an aomeha'agm a81@8rmittaé b eWghte iSS@H vwdthatspeds to

t he ,eoMdaQoni-AfQf.meti on for the original RO stored
thelpeln ﬁﬁ?% I'G 16 is_a flowhart of a procedure

lor ¢ OFHS‘?I tal5ldebas a iapcdye i 20 Beliding g aWD_I.f@DIdF’&)Ufémg a unique
devaset, b 06htedDpB @ta farsit BOUDY, a 18lelcaOc toahdpatdnl RO 1o, a message

per ti%lémi%xmﬂgsl@ée dﬂést value, and a content encryption key (CEK). Since the



thentication and bringing RO information are the sane

as operations S910, S920, and S930 shown in FIG 14.
wap@satilteh Sl 140 is al so the same as oper at i oPCTBER)05/000602

with the exception that a task of changi ng contr ol

information for the copying of the ROis added. In

detail, in operation Sl 140, the secure MMC 100

cha e cont.r r at | pyey;

o SV OB L O e MBS D TR goR Gred m

RO {roniy adirgidyagsdicklhcr ypti on key. In operation SI 150,

[144]he engrythe Ro%@ﬂilessmafrm@ @ 4 eendROL 66 paRhk RISITD gnsadad of the

i nstruyctiaqn . era SIlO er f orned
t no -l B s gg ek e T s Ko ﬁéﬁ%&% HERRE SIS Eug ro
as opesladdidon S960 shown in FIG 14. |n operation

[156 170,Hdrb8hdRiée go%@. t&e@lﬂa RO ﬁ’@%ﬁ@ﬂaﬁub%ﬁ;ﬁﬁwm one RO is
SucC e .se

RO fi I}?sﬁwmeg}ﬂ%% il op0 A EaRtESy SR M, Jbg bliSn RO
i n dpfgreatipomiSion}®0 a cohseragie tu ml\ﬂ/mltir()@n@than@étROh@ents them.

contrhOkhild RO FdTB kPMRe fc&{teﬁt hgovRWe 8 iR faknt ﬁ@r(ﬁl:tf‘not bk refer to
ate axé}ructure of a secure

Roeﬁt?rcﬁﬁ‘f’nt(@ﬁ)%zg)“ r‘?%f? 9 J:tﬁ EE No'eF 8t B XK fgnigRy s permitied
enbadiondng togermikaopinésmation nagading dre.child dGjarehs ROhaWRM agent
FI Gcorémeé%nzt&g)nt bl Qﬂé&ﬁﬁmﬁo&ﬁﬂt‘in th@!lcqess %Hc(lj gl?%%er level

fiel an a Permssio may lnC
pl u F%ﬂsrrfuytw thesRaggnt f“i‘%&@‘é‘ Ré??dAlbé mﬂﬂés% rightsrissYprfan sypport a sub-
cor déripgiby pusanebkuimbéxl. of Assets field indicates the

unberwof .
1510 RSBk T IO R e TR Ry e
The IHE&HhY Offl‘F@Fed‘C%‘é’sth%C%‘E% dihgmessagpdigst Vifls g value generated by a
i nf @ﬁlﬂ&thaﬁiﬂalg@gﬂmd& fl0a souiR@Phashvggitianl é3HA 1) DrheAncsbgseligest

fi elngle)Q c%le@ t @ of gﬁﬁtal %ﬂthn? 5% LRAEDEss get(ﬁgesI Qﬁue
AR R 2R B

consu
¥ermi s ec?rEI‘? jsed lwnaébhftya\fah@ qswg iSrcRabPIGhe Fastpar. ding GE&rs also a key
act brallie Ud®§ adkvia€io debrypehatichgfedion@nt. THOES/ideS gkl 84c the content
respect, t r-ot ect ed nt data. [148] The
IBY rel’ t a 8E£ frotmrﬁscetcﬂrrem 0 includi n% an asset
[153]or i d‘éemhpwy |Hh@ICa 13ritcamissign Seld haga gawtush {30 Binggthe §MRF 700
par anl iiRAde Ia)p.luramy of p&renERNtRId e Ramedtof Renhikiond field is

Mes3 agl’t?ongald %eISrOI{t OP a %f(st ers 3 a%% d gg %ﬁft: Pf\f‘/ ﬁlls‘%%aée%acaludes the number

(0] nPen encr
i ncloliécrencpy @ﬂalaﬁﬂeyﬂbfa re{srsaeedo ap amtr{@e the@tﬂmhsrs(émﬂmsswn in-

f | e'fé}niaﬁorpﬁ’éﬂ tan @B @ermhifsidn 191'(‘)‘im£ﬁon5f1eﬁd E@ leaddoneteférbRledo an asset

L T A b oo e pattsish iy B PRI Tl tpkepefo an
W i essct IeinfiCntgsthg asseii IDdn@@ledtil thesefietnrefée t o t he

[154ar entArRQ)'rpd h°avé oLMAGEns [allﬁ%] pé'ﬁ‘is@lontmlsﬂﬁy ﬁ&hns@@nr\%l

and _t he chi nare ons
i's Eé?ﬁ“FFle“BVSlP‘PTﬁg{r “fP‘f’f@“SéwBeﬂ“l#’%’Q’ftQﬁP%%onaa QBH%P‘E%ISHPH and
f r omMowetphenisdRD. The parent RO defines a perm ssion

[158Nd & BRELT Rk REksibP ndlRM QBQﬁtQQEXIﬁ‘&g dﬂ}& Gk Sh ﬁpcludlo/wdeo

iI'nherits them The child RO refers h%conte

Howerant: A IR%Mpaa%F trﬂoemt 4B ap 6%06%?.'%6&%}’ Yol il repRget g gontent
contahtas UAY@ fanfowthar @hestdeteaprietssd tithd ahdidMieen acogss to

[15 6] he c Oﬂkw Mﬁgﬂ?‘lﬁgf gﬁtl(ﬂl&ﬁ\p?agﬂe NQohPrali® rlfrek%n%bl@igcb&(f\rﬂlstra1nt 18

i'nf or mat i on Mg par ent
ageﬁ{esent the DRM agent grants a right to Play accordmg to the specified constraint. If

no specified constraints are present, the DRM agent grants unlimited Play rights.

[157] The Display permission indicates a right to display DRM content through a visual



considers a constraint on the perm ssion granting the

access and all upper level constraints on the parent
wa@pasomibsl ROs. As a result, a rights issuer CBOI/KR2005/000602

support a sub scription bugdness nodel. [151] The

nmessage di gest index and the nessage di gest value are

provided to protect the integrity of reference to the

contEte ATIRMIBARARE M IRR! oY RUHR thSadoX AL PRIRLALEE

aI g@@m@rnﬁvch(aswﬁloyJpegmamﬁ%ﬁéﬂ@nbgéwlawm@r@wghmecvaiuelsdevwe
[158 t yp@l@@x@@ﬁ@ﬁ@hﬂ@bhﬁﬁﬂ@ab&‘é Qg hptoggé&feamemdaﬁtemes%aa&eJAVA

! 955beu e bl P AR SRR

usedelpyataa Hadicory afdReryipnt su¢teasdprerigpeesd content. The
[158eVi Cereaxphi® exhﬁﬁldaqml@a%s aARYehi RGBAYDRYI édﬁeengﬁlﬁd%@ap@ndmg

Fecyr s Mo, G5, AU L dF ST csomer
i nckodentarqiéctinmhichyecpire. e Fixpwi prmissieh dwsy hitveen dqustizent. The

of E’&{sﬂhlﬁ%p@aﬁesf 4 ﬁRQ/I éﬁte&%'atcb%ﬁq)rbtgctfoh Qi Qfurd tcf \lrvﬁlélﬁ DRM
Per m ssi on ssion field

nu nﬁ%‘}w%fanﬁ" Eﬁ‘ ébéﬁ% B%Setnb eféﬁ é%‘%‘fm’l“fﬁm%lsr ‘f%‘?dg‘ﬂ*é’ea Ifl%veafﬂ"de
assetd 4 BypytoelenVirbean RO ipexportgbirom aicnrrény DR ispsteni foedndther
and pRp §§§f@n§ $héRO '1%&:‘?&%&9 rth éuﬁlmq Dfa\t’l s&s@&ﬁ in @B Ghove ﬂlode but is

refergcg:fe to an asset e positioned before t

per APt from ﬁalff%PPfMérsaem CrIRUce to an

[I6@sset THe N peahiesort hdivadeslatto laldevine toucteate iMMChﬁove and a secure
str W@rtg dZ%Qe m[)V]ES ﬂ th@ﬂfm—mc&@}(/ﬁ\/{é nH)QIE R0 ﬂpasdev?ce is sent

Pl ay perm ssi on, é erm ssi on ecut
per H s3cwis MY Cap ﬁlte %@mﬁ Qiip e d&WCE%FSIS?CtﬂVﬁté? rﬁl@&ﬁﬂ&@emﬂons
a Cap)peommdss t}mrsccwmm\acwum@eﬁMeSS| on. [155] The

| fdc: .
16T PR RO B R L i LR BRI Bl o g
al | dMariodedeseopyalader féﬁwwpit@r;sewetMM(é%wécftn R@ s pigvdsistis sent to

such sasireAVIC, Gan@sikt fatMeapeahishien, eﬁ@:ﬂfr%f&ﬁl!':‘HOl ifi tHelRvice is not

gg? ;dgz{c 1ﬁqe In\(lalearrrg)f)%r% noi'Sf ael pﬁr}grrﬁ?elfdax tlf%esgcrﬂr?s ﬂ]\g@—tg{ggvice copy.
[16Ponst rﬁienmmbsr q ibemaiption infpamry (zedisindigptesihesnumber gihpermigsions.

PI ay\ @eﬁgmdn R@orhtibhBel8 REkthihi RELrERASH, @dhnb a cbistr@idt, regarding

) ofetﬂ gonst r ai rSuOIsIS are present, t he DRM agent

granfls unf it BA"Pray > ri ght s, [157] The Display
[L6Yer mi sB1ecmrrmwrtlaf@@a@pnrfu%hasmtrdxttglfg|7é9 impiinggReanission index,

thr th g{po& M UM GEMb&G R cohsIPRM, a8 R EordRS8At Ax+BbdsRUA -

acc ect. to.conte

i S0 R s B SR o S B g e
thevvlu@ﬁadeevT@éel[lSS] The Execute perm ssion

[16d|ndi cates a right to execute DRM content such as JAVA
games and other application programs. The Print
perm ssion indicates a right to generate a hard copy
of DRM content such as jpeg inmages. [159] The Export
perm ssion indicates a right to send DRM contents and
corresponding ROs to a DRM system ot her than an open
nobil e alliance (OVA) DRM system or a content
protection architecture. The Export perm ssion may
have a constraint. The constraint specifies a DRM
system of a content protection architecture to which
DRM content and its RO can be sent. The Export
perm ssion is divided into a nove node



and
DRM

a copy node.
systemto anot her

the ROis d

When an RO is exported froma current
DRM syst em

el et ed

wo e@siopties current DRM systemin the nove node BUI/KIR005/000602
not deleted fromthe curred¢ DRM systemin the copy

node. [160] The Move permission is divided into a
devi ce-to-secure MMC nove and a secure MMC-to-device
nove. I n the device-to-secure MMC nove, an ROin a
device is sent to a setahlelMvC and the original ROin
t he deviﬁﬁ LRl [vated —SIBLl Al riong are

per florred ir‘.ﬁ§1 @ﬁé{é{u.c Tv{‘,-tg%ﬂﬂgisiﬁgﬁ(?fvc. f1161] The
Copy—perm-ssi-gh—s—di-vi-ded—+nt-o—a—dev-ee—toe—secure MVC
copyand a sec#fe MMC-toidevice R 1 the
devilce- t o- sdRigplay MvC copy, an RO P¥H23 device lis sent
to g secure Buetite but _unl i ke the MX® pernissilon, the
oridinal RO ibrinthe device is not Gedcti vated.| Sim | ar
operlations aggperforned|{in the sey e MMC-t g-device
copy. [I6Z] Mi&enunber o perm sspgyp | nfor matji on
fields—Tmdi CEEY [ln.e nu‘: er_of p?bmﬁsi Ons. A

per n=sst+oft—ttrorfacrto—rieraccoftarns—Trornat | on,

[165uUCh ameaxfONRté Al Qlod WIRHAMMRLisQBEimAEx fORaBE¥GHdrt 1o identify
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has °&°

163
sl

The
D IPHE

ons.

FErY

F

erms

F‘I?B“isr?ﬁ

ion information

d A" PEPHUSCE 4A

field

HEXCSSan

[16@x por tThepdenissiorhiefanmatier fiad inclodstin@rmajonaegirding part or all of the
C On%_&{sﬁ’hiﬂ{s shWﬁ?ﬁ*’lﬁ‘a‘B@ e Bnshfind igfoﬁﬁatidﬂl}estff&_@the consumption of

perm s$Si on

I ndex Lndicate

] t )
has Gkl Gtept dakls  Saw aHRRv! FoRcirapr

f _perm ssi

el _CO[ISP@H]t

S

n n
%515? ggslone of the
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perm ssions granted to content during a
A str

Ci)lillﬁ,élﬂ)(%{eﬂ{ tg specify

subfliceodntioa pemgsseons gragiet! tr eonkd /A grusiyecT 2fora TinpeCount
I Nt @pkathinAincibidsGatodft sREG@ PLIBX Qe Ed 1 PEciSQhe count of

permissions granted to content during a period of time defined by a timer.

[170]

A structure 753 for an Interval constraint includes a time subfield having a

structure 754 to specify a time interval at which an RO can be executed for cor-

responding DRM content. A structure 755 for an Accumulated constraint specities a

maximum time interval for an accumulated measured period of time while an RO is

executed for corresponding DRM content. If the accumulated measured period of time



respondi ng DRM content. A structure 755 for an
Accunul at ed constraint specifies a nmaxi numtine

WO ndosyEab3 f or an accunul at ed nmeasured peri od OPCT/KR005/000602
while an RO is executed forScorrespondi ng DRM cont ent.
If the accunul ated neasured period of tineexceeds the
maxi mumtinme interval speC| fied by the Accunul at ed
([:)%rl\]/]%)té%:% eru% maX1DI3M t*? e n etrva? opecrh%h ﬁ%ﬁ{ I"A[&th r%% aFe% cons?rgltélvea DRM
f or a@@nDé@eémph@r@é ra@,qessap ithe PRY qedest WlbreEIM%tOsﬂiLﬁoR@efﬁ digucture

to SB@fdrfaDa&uﬂiéro@hdtﬁ[ht frfé[ud@s Wtﬁ%e%bﬁad@mp&eﬁy%&tuka\ﬁ@h Yor a
contains.a s

ti nger;ngss&o&,&n sﬂ%c&lvelé/ 8ﬂ1§tﬁlﬁf)? Ft&]ﬁ ?18}6 wr& tHP%t\{/]hensfﬁe start time is
per pottaiaet, a@rtsempfaorsﬁéIRMlcemtentllmeremttttddﬁtnea spetiBed tiheand date.

en d Wic®hd éld@i‘ﬁ[bt@b&ﬁﬁnedc @Ji}ﬁﬁ’rﬂpﬁanﬁ (RS DRI oRRM i§ ﬁé}hﬁtﬂ!d by a

& SR e R E e BSAO] SusBBpEGhperon
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uni forM 6f&ﬁ@f9€r§ﬁ he@rdihdll &f a ﬁéﬁ!e)us&fs i1d¥8yPi€ h&Qhentical with the
deV|ce use entity

Accordi.n

G e B ieukisoRaSTitsitte 55 e DRALSHL 5 PRyt cags noppormit
use atdess (DR BRMEcentent. A sDRMu@FSR forddstematongmiintispecifies a DRM
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be expion hﬁdnmaﬁoﬁ)a\mlsme Bysved o1 thercaudnt petadtiomathidedrd. A DRM
thF‘f stV Qe R i ﬁl?deﬁ REGk kir&Rurd 958 LRk Reﬁﬁ@&* ROpRM &LR8m or

stenlor t he cont ent protectlon archi tecture.
DRM@;F@{H@% rEofpstio aErhitediGded in the structure 758
[1785peci fln@s faelhaihtke ednstrdist RSy Sirginn ioforthiteonGhow € M FIG. 19, the

pr Otc?rfs{rhlgpml rl{%lgt!l(;n S rcllﬁ{ g%ﬂ \[r‘]/{}gnla]n ﬂ@ 1stJ(1 1eE1 'oﬂﬁlgve%f F%&%ﬁt&)le, when

constral n ex+cons |nfornat on s

19, thefeu O RO PIes IS sReOHeRY BH CPYnt cARtgaH With 81§ srcte 751, the

I s Ropda@ e QopitDYEHoveiohlyakammhier ohdiess dohespofding (he E¥ekified
g?flug‘% u'rxghefgtﬁg ";cgu'ﬁl?ls Fgoéﬁe‘ﬂ%? ag%ggtg?l‘é Qr%év%%g%}e? 9}1{%% If the RO

nunbesbes corliedar reayed tseeofaesnidicrcaltar tee R sainpl kacopisdpr moved. In

Whe ﬁnétﬁlﬁ emﬂgﬂe if $n BO hidy@e RepE peﬁmhzs@loﬁ QheRe nﬁner@(ﬁdconstramt
C

t hl ézé ving the t%e structtlhre 75i g}eml?yl{lg?t?atg%e RB cdn Pe
oV etk detprmiagbrckiod obsizpheROichn bcdRdawaxihemS Sytimes only

per Witﬁﬁftﬁ@gﬂéﬂét@hﬁlﬁb@ 'Ehﬂ@onﬁh'é“ constraint havi ng_ the

t t th t b
173"k S RSy é e Pl o S BS naf pfuiteihen, or
RO tawhdye ac BH) leueranmo treipopodd oK nedvied sAagpiidynaly, sihreondyaint in-

Pr edshaGM RRImPEL 6! 1ﬁforﬁlhtﬂﬁ usédt62bntFd1€nccR@P s bf Ab of an RO.
(17 nf or r}zt i on shown in

fringdh W@Ph"ﬁﬁlolfé‘d’ %‘i tﬁ‘?‘fz‘l“ét&anftdn%]@méﬁ& ¢t C8‘f‘t“’s1 in-
nov é@imamm:fmr therRyD is,changeth tecpargint enanthoriredfpeppratriomrcopying or
bec ol Qﬁ’@lﬁ@ Ol a'dﬁ‘lfueﬁ TRk R R4S R0l Qpfk hiRlved Qﬁetﬁ@;@fﬂcular

or ve ~of ) ring the
EDF}‘?é’r e%qutaﬁcml Vﬂ%f%%\d%%l?eag exrrqfeé t}qe éQrﬂaP 8f ¢ ﬁ%ﬁwnﬂy managed.
f or ek tharcdnmol femRDri is cdngagehicrt an RO éwepicd will be described as an
unag;(é{}(gﬁézed peopl e from copying or noving the RO In
since the ROis not copied or noved when a
[lmdar ti cFJp§r2Q nde? L dHusgratg an exaaple Pfc‘thé’égeﬁyl tORAT A dnigEBstion, ie.,
expio@] irfbrmalReh Eaingite aficived Binttayediaraged. Akoiwwintie FIG. 20,

\c/:mo lnltc&%galhpm% (5 o&)n{aﬁls %ﬂ%ﬁ&c%@ Qhe%aﬁl@lé munft2P biec%ples and

escri

oM dd 6) b tunes durlng a



exanple. [174] FIGS. 20 and 2 1 illustrate an exanple
of changes in constraint information, i.e., control

w0 pdosiomess on having the structure illustrated POI/RRE05/000602
19. As shown in FIG 20, céfistraint information
contai ns Count indicating the avail abl e nunber of
copi es andDatetine indicating a duration during which
ggp@gﬁegm}g 1111(g craégg ﬁgiurﬂtb(-)rnhgurf:n%%vshtl%lal Oltce{]n l;eocro%r)rﬁgll rg: constraint in-
consarmatief afipadre befatei thhR Pds ¢varedaﬁhatdﬁ ity epaptraRgy information is for an

AcCofislinRIR . m&hﬂlrfgqa ﬁ{ero@hmamt nferhimebh, Q]ih ROREN RQpaRA uPQo three

copi.ed to t e ti uri

Gop 4o e AraleR e B (PR Y B o RO Rrmatiandn FIG.
20 P whithcomtamainhermaféomtdbi dinappearig@fteithd ROpp eemi¢dag value of
af t efe ¢dudt 1B@edr§as§d)9} £ Qliter /b o opfedt MBarHAB thé Datenme in the

d d t

O LTRa P hale R G R R B St BB 8y o0
bef otag vRIOe hgd K981l 2H3$:22004s BendvATE0ARBrddflntheaRO can be
st a(:&plé/@wﬁn %f&lqra%&@ﬁo%o 2%2)6%1119\4&81«1 09 2@@4 A 1enchoval Agil 12,

Acc an be Wi t hi durati.aon

Fr ot 1 9s ¥ B a5 P EAFAD e S8R R Sl S R prormation
12, c@0set hthe RO ve ah thetR(héor tpinede oliths R@k thefnutriber of times the

d ur &id QR -be %&d%& Ql{d SP(ﬁRﬁIothQithl% WhkRuEBE f@e{h I%"%Hox% n’?’aﬁtbe set.

for the nove ¢ RO,
17Humbe rTll?fCO’Pﬁ“ﬁ%‘é Htf%larl@ d5m CPWoO] %\?@ala%%shgwa i 51G- d§ may be
dur idifprentlly configuecdREDradunithel tl’m&@dnpmyyl the caretol infdritafionlise

Conﬁ r@és&f 1n')ﬂ\f/lf])jg\9ﬁiklll nggvsc? LE?P 10 GRH (f 9 Fq&r u i’ Q réirs, the user

sho er ent co n . .

cl afit G}eﬁaﬁ aplRCtYE gf:% flefumsht ordpia apd Pmﬂ@rlre. Hihreepgingite the

ex p defrddirudiurXMuch Wihi@ ke fihih s thad ssed inan@tsendards. For example,
15,5?[ | . .

Strie u}seﬁef&nﬁggéggﬂnﬁ]{lgﬁt@&&)y%SEn Pdggua ggd)ﬁﬁlrjé\v}tuﬁh 1sda1{guage

acc 8pcdi o gxaress ghightier PRaInghe QAT thetMh, fal dppent is defined and a
def | lsufmndﬂge BEAADEbnkSned S theicleni®RNY aBb amdao:nd:a usin@€lements. FIG. 22 il-

exaﬁﬁ% rates X%ékse 0 c%g t%a?nt(ij I)rmna 10n: al “01 c‘o% to angtﬁrpr em %51%nt of the
| anguage age us

i gResEsinveRian; iﬁhet snustim, mfpnnattwe shvn ingG el eeretetnsiche count of

def icoiaek, am@reacSbdiwdnbieter®iond  AurgRRdat A Fhich cdfigng is permitted,
el enent is also configured using el enents. Fl 22 1 |

| ustrates a structure of constraint information
[17@ccor Ratgring todri6t A rTIirad iGN T okemehe agsrpeesenftwithin an element

I nvte:fajmo Mhe ThAE GRARAS g’lbé&tteﬂqﬂfrﬁlrréﬁtidtféﬁ tésth@wpy [hsah@of AR re-
cont aj nce
onesirodt 8t AR TA T RRESP i Mot B 0P 4P ered., and the
per aoptie dermatiasl, wiieh 718 teRpéral testrigfiangs Fitigied? A fefMhd/Eopynshich
CQJ%B_nn%'l ﬁﬂ@lﬁ{aﬁ?tsfé:gafg% ngl?kg?l%&gg?flgtﬁn%ﬁ;ﬁg @%p I%/ggg ZPFIJ%} Th&
I nstc gl 3 efi ned at START and

[17BND i ffheeOTINNElceleang vis gan@atccgalsrmjmtem to tiecopyhdhe OPYNT
ISZt ?%ﬂﬁm&%ﬂa@ glom%ﬂ)rltﬂg&él tﬁﬁp[gé QiME%%%{ehpglﬂ(?ﬂt %?Srtrg({r}taln control in-
r eg & BRHY toR %@éﬁ% e COLYT 5&@% ﬁle?% @ QRO iR tseEirstly. a
not Mie@ENchanyi indicitos whnhwmicgirera RCROotiptlaloor aeppeghdROhe
[ 17 G ROGEY RERE L 06NNk 20 Blesdi® Bbi! il b9nal RO
TR R N
f or tetduarentfRE. Feactuntpiyyhe gEhaaidaldNihealrigihROMRSAR st to 1, and the
tot %J:ne?eftioﬁ of Lu?ﬁgrybﬁied ﬁjofnstflé é(ﬂgh?al RO may be set to 2. In this case, when a




MYCEN el enent indicates whether a current ROis
original or a copy and if the current ROis a copy,

W0 p@sogties how nmany generations are present frPOT/KR2005/000602
original ROto the current 2RO The generation
i ndi cates how many copi es have been done before the
current RO For exanpl e, the generati on of the
%8 C!%lgl? l(e) ¥ GEN ?tﬁge (guﬁ"}en nallS E{%Q (\j/'aﬁleh St ﬁ??:[%r (? Eop"ilend from
thi ﬁleccagent Riheil lewaJrheArbACWEEbﬁB etementhps rnefﬂltmaq@l regarding a

Rd er.&lréﬁ@h 4Wewmith 1@ eraﬁneBClelle@h e8ué som M\ﬁsm BX®Bds a

W e S I N

o bl ROSGCER AN, S i BB, R o P e
VWhenumberaglf timepthat the cwdeROem bedwicl. V\ﬁieu @ value of the NUM is O, the
ACCER TR cabRRYE BEpié® TAOVaIRESThE NEM isAlcbibldegbe mtsnever

b SRR bfaed S Gy TR ED et g oy Roaih te

RO oamhfmof bepicopiae RO [Rieitied kugcly eretrsioNIR G BN Nl mdludes a
by EEMGREMESENKQORY.IGEN isSnlehdiRh t8MArdidy LRYEEN ANFOENNUM
el ement has information re ardl ng t he nu%er of copies
of MRS g?rW% COPICHRERISE AbG EPHALC °p GOPymg is
I ncpedesed oByNhen otk OGENI\MMor@ENtmwon igfvon brtliedME and the re-
r 99%1‘3{1619 1%119%&95 b AP FMNUM i ndi cates the nunber
of Pl er at the gene i on. Consequently
[(78opyi ﬁdgﬁs&p ér %@f %Pg'&uﬁfﬂt%ﬁwaﬁp{%&% Riaggestip éortsgﬁlﬁbﬁnéqrmaﬂon
r eshaviog thontrgitwe ilusyatedia FIGMVE aheh antRO is aeptlrA<dhpen in FIG. 23,

g' M %gngmﬁlnf i!ﬁﬁ)rm{rfoﬁﬁneoryﬁ#p 1%6 l?egorﬁ L%J é 1Eé15@s <%/§Y Gﬁﬂ> 1</

ustrate an ex I'n constralnt

i nf O HeENTdicainadat the g%qefaﬁlefl af cyrrenfiR Yy b-dbe pigiml 8O is 1.
22 \$heo aanluéeI ASCEPPI GEN i% csjiyonis iprnfitéd at 28neration 1. Since NUM

con ' f L

c opé%gna%f;f“e R Y e R T

t he CGEN&EY I IYROgpniging goryelpformehion; f%all gemﬁrétlmsu thediO.He

I S humBre eolﬁes\/;&hﬂﬁe@ﬁt eﬁ@C@ﬁ&_raﬁﬁNslsﬁ)réﬂ in COPA G}IQ\I IIBIFO and is

pe r &L & ?mf?rrr{aﬁor{] OF a C(é%l?(i] %@ éEKIa%(ﬁcates generatlon

needeg g) Sge}net%t% COHS ram
genéﬂ‘h@EHN[@@ M{ENS Fqumm’s)emf@pnl@s POt Rt Be gercrasions Ypce
al | cmm‘xmtls oRePGENTE 2RA R bpianGe rtheafngﬁ@pR@scan be copied four
pﬁ drt?mes Flvglec 1S CF%(%ICGSS gﬁlggega aeEIIIIgtglIrll SOS 2?&0(1)1 fOl" d (f‘Og EQ{D&%T}COII)’}/I% das

copkavROFIGEN- Wn e@t@gngéﬁ@rlampmd SHMSS@NNthﬁ‘/Iconstralnt in-
I ndifGHa@n R AEHERE Int@Eork@NhERIOPRAIENt(bEdr Ak ohgﬁau RO after

st e

whi ebpyiing, BiM bssedilierpf donwbich &i abtainedfbyrdeercisog Syr 1,and
copigrNNRvah HRICEPRYERINGD QQPM{@ a cﬁaﬂéh@val% HeheR cBE‘s@ramt in-

original. ROis co ccessfu nstrai nt

7 or Rt 6y SSRRSNEHS DY bt iR brenfarsh o be

(b) stigbletfveancRQ girwdure RE bk tfenmagsayd pidagce Midtdparteble serge device.
(17410 Fl cf”IGzﬂlS 1statf§nc%gﬁ‘a§tb[0%k 'afa af S aneddrOMNI@ T 06 Q&ordln to an

er caop NUM has a val ue of 4, i ch

orlglna n@ é
i s GHRABRHEETEY 1@@&%5&% Pﬁﬁff%t IBYFNgoN. g GENNUM i n t he
[ 1800 PYGHN theNxOmplagoentitadineeng hiengend 'uuallou gnodukef, @s udel @erein, means,

con %Etr 5 h&thnlnﬁzdft@ rggft{av% o.ﬁr ﬁarg%g)tre %51% S{whp 83@% E@feéd Programmable

cl arlty escrlptlon ut. s Onver
sui CalsIamHdFPGR) RO BRlfcadn SRecikin dntpgrpied £EFREASIG, which performs
devcaainsksaA pordukhhe ®iattageustebd aafighrdd &) redilldon (B6 addessable

a f ls’t%%tgk %ﬁ unﬂlnﬂ%%ni%u?&ft@ @&fute%n%%g uf r%o%oc%gs%rs Thus, a module

accor



exenpl ary enbodi nent of the present invention. [180]
In the exenpl ary enbodi nent, the term'unit' or

wO pawdop63 as used herein, nmeans, but is not |POT/KRA05/000602
to, a software or hardware28onponent, such as a Field
Progranmabl e Gate Array (FPGA) or Application Specific
Integrated Gircuit (ASIC), which perforns certain
trgg iﬁ%é 1nclr$dbey r)eéé(azrg%lgm d gn?%l séguc 33 sc%p gorn(lep%n'érﬁs object-
conprlgmctewfwree%émev@t%ﬁlaﬁrvérr@@nqmtﬂaéd meé@@B@egts Pregesses,

a neheligneeitiribtek Uilesedinys, woﬂfnese&agménes, of o EdteSdrivers,

such_as softvvar nts ectoriente ftvva
conpeREAE el SRRE0 Tl R A FIRES B HES. ana
pr o esabkos. Tifefmectionsligy plarwtdpd butete cpmpersui aadmodules may be
su b E&H&h&ﬁﬁto f‘é@/gﬂ'@ﬂ{p‘én&ﬁs QSR Gpﬂlﬁher%épdfﬁé& into add1t1ona1

fi t dat
St r Gl BLEPR0S kPGl bt tofRiPup RELAORRE e R B
f unpteimeniat! swap that theiy deekufeame ionmpteecoopmgona atcemandication system.

[18110dul e, ifBYenRG: DRV IREM O VME V8 hecd® H@&ﬂﬁ@tfﬁnéﬁ@g a function of
m)dules or furth se arate i nto.additi ona

(SHBR Y GF 1%14nCoR oh gtRhaTedRe ﬁ‘%%lt%i’)ﬂ‘iavd??e Aida DRM
an d fumgdon. 8 pedyrnbdeserfupdtions tiesdcwseYIME A9 inchudys ameaciypéon unit

one 1l thﬁts%%ﬁ&ﬁm' e EncE QTN A ADADBYSHRA bddidd 1042,
funeﬁ?%lﬁgisy ESERELIPBBIC SO ?%/c oot BiIon0 ap@tera)ﬁ’o storage

f unait d0B0OFittex sbapgiungichasrainwirfabe wnidéN D eBowiag data exdRdhge with
fungf Bd RE&d t hidifihd QI mok
100 ﬁ%en(%l(;lﬁ%fgs EEB et%cﬁ: p%l/lptﬂ?%)ﬁcou n(lﬂt %&g Ooglgttig&secur Ity
f un€tIEHICt he encryption unit 1040 havi ng an RSA
[18odul erhb&éﬂml ani @é8X anvdeayaneEhait@d fikkivihadioheat 30idb]c fandic

an ﬁ?é 0 k aﬁlg%%) 41?0 o(%lo(mtﬁé’]ﬁé)%g} J t?e{n@glﬁtu!t'@q:% fé)ot%(ehe device.

unc an | nter ace
aI | dWf R@ ig a@rye%@écw%ﬁ@ga@ R strpctuiestensd it @e dawier i ditsrnt Gpm that
uni ktoddddh) a oMbl tdraRgdcRRE 1. e['[ml(ﬂslﬁealré MM@ rborsotiaat BRMevice can
FLO‘%&%@% télL \%%ﬁ]n acﬁ%g)?l?rtgt E(gnllﬁrlo i f l(ﬁg cna %na\ﬁﬁlréc%l?ig%s S{Eﬂ?@ in the
chastfese Mo HQbdpioperaef t he RO before transmitting the
18330 to Maente@we@mu 16 healiBWs itlge seany F/IN?I@ dowhest cdfnddfed with the
S: Lrlc“lg\; ge.r Nh\l/?é 188\1/8 C%gnecazd Ihftﬁg gerlf'i(‘tef {h 1nterpaceé unit
I\/I\/C_lﬁm)of tlsfoset:lhralMMﬁel 08 éﬂﬂ!}’d?é elﬁawcaﬂé/d@gmczt@ witheanR@erfage unit of
addite R0ice. tﬂlﬁve‘;?@tn tHe Rlect#hltcorfb2Bore R bk @@eyéﬂ\%he' Gt t'h@ Bénnection

tored :
o e RSP Ve AR R CRE B M are devic
contiecughd wirdléss ntedivdevitoat a Weart.t he secure I\/I\/C 100 is

[1ggonne CFh%q{SM tBdd1b @o@epéﬁ%ﬁns Subgc kot &{cfﬁ)ﬁ@n Wik 41%931

t h f @‘&%ﬂ,%r Wﬁ%gﬁ:&%@t@{l Ll(f%%@déﬁ/,gec %r}?(ﬁlgst%rom thg‘\lt’c]ontrol
eI eobit ﬂm Icomtmdondngiofite jresht iavenexaniptieg matudl dufentication, the

K/K’/g@%@@ dn@R pl&Yis B (6ALS (ﬁln@&ﬁtrﬁmb&) %%etop ﬁlgﬁgcsigngture

can ¢ nicaté wth the device thrau
wi 1 BB BRI REDRBRR s sk Brpdeple fﬂ.ﬁgal}erw‘élw%@}& encryption may
nodbt esci042 perforns public-key encryption. Mre

[185’%‘5‘r ti C’f‘ﬂe%égs%n k%? gerg%omﬁiﬁ{ﬂ% lé@f" %e ?ﬁ[efs QM og%mbeli to be

encrypti On acco to a reques rom:t e contro
uni ffaIiS@fEtBe ip hegfepsise %gﬁngra@p dFFRSIOP ke BHAS 3 1L pyRber received
dur ifroen thetiesade aad ileasehéra@dd radtiomtb@ber. The random number generated by

the session key generation module 1044 is encrypted by the RSA module 1042 and



RSA encryption is used for key (random nunber)

exchange or digital signature. However, the RSA
wep@spptisdn i s just an exanpl e, and ot her publ PCFK&005/000602

encryption may be used. [18%] The session key

generati on nodul e 1044 generates a random nunber to be

transmtted to the device and generates a session key

US| i & L ANAOMOIMIRS e Sl RL AT LD AEIES AR ARG of

generate random nunber ntnu er genera ted

by gpreraiiag éhednnd@eymgréwe ingthe sﬁwmw genqralgen mgdlém Hpgpthe gandom

by hﬂ@bﬁ%ym@%&e&ﬂé@ apNHhIRG Bf fah s ﬂh&b@@l ﬂoeldte@ﬁl advance.
face unit 1010,

th
1sglee: S oo g Fode e TR i Ry PR B e
key sgpeina ket iMare poticllalyl 0/ ES medyla hefdmsernvb® enameppiob go encrypt

sel ﬁgbﬁgntfehé} (BonMey ki Jmetwlmmﬁdhmgﬁ@tomn@ﬁypd&ﬂer
I N agava

oy G R M B e ST RRRR b B e H oA prgpyption i
key jusMor &xapiatet argludtizr isymmethnie-kaEShamnpdivh uchOd ® Efsmsryplieh may be
encipydation to encrypt a content encryption key from an
with the s |on ke to encr ot her i rtant
15{T0t or HEEIBRBUT HGREb LA LA T B aP TR UGy ED Fhsecure
AESMYICTIPpEnappts an ROstcading xethp AES eacrgpi@inhsing a unique key that
Sy ”Uﬁtn()t % I‘éﬁ}’bﬂﬂe BAREd, Q%4 &H 138 RBAsH ‘EHeXHﬁdu@ ‘i&ey”ﬁ;yallg@ the

used. The content/ Qrage un|
enc &%tpfba n%f’dﬁt‘ grgoRied Ayt Vlcerﬁée %‘Eﬂﬂ“@g wﬁe K9 owmg The unique key
enc ayptdngn (RO yatoordkeaygeney ptidreis AMESaremnmm Ahmmeng a@RO

uni

dec ‘rf%/ﬁ tbg %t r%ﬁl%fo s‘ﬁ?‘eﬂﬁtva%ﬁe %9(%1)2 teg;ﬁ%\g?a a@ﬁqae I:eécrypted

t o HeEngdyeklicdey ebihe é%FUted\/lM% Whcadicceppgy- enc rypting of
[18&N RO W6 2Mistalfenctioh] bibck eigmacaradicnige 500 ddaerding to an embodiment

syngp&r &méﬁxngﬁﬁgyptlon is just an exanple.

terna may be encrypted using a private
[18Yey ofTq wleélte@aPBNw:s seome ¥HAC RBY nesds g secktitytfuprtiga; igngiion of
pub lsuoﬁng exnt@ ot HER G Cuh@ioVMLeddangifedutnR iR s gk, atﬁdlc”BERM
Fl GLfun thI‘Il o3 ettf})’I Nk 2 ncttk())l so ?li(e sdlu%gﬂ/ﬁ\% gf)(g I‘J.Cﬁl,l vl %eencryptton unit
accor £6°an enbo nt” the presén CRvent i

[ 18§ﬂ)401f@r thmﬁwntemﬁunmm the prcrgrtion ruelt A @0@1&@@8@5‘% Iaodule 5042,
s ecy rsestslym ey g?dde&ﬂon ol 60440 Bnddn SESRiobEe Som 8Rbnt&Mt/Rstorage

%11t g&{bc\;ath a sltora%ee élflgtlorrrlgérhnglteﬁ% S \é\fthlO aHO\YlH% Q5 exchgtnge with

I\/I\/Ctlsobvucn@ndl d eenteph ueih 2QAPponiaelling¢ach sodgle t@perfqme a DRM
sec fd'cgd,hré unction, the encryption unit 5040 havi ng an

e b5 essi en at on m 044
nodfor TohkisBn el Bubia e ho o ity Bt o S g g
Wi t dedcastndrchgymes mﬁumamn ofdle R@tbefoteata:@smmmg @@B@ to the device.

al | qne RO id 8d i RICHRAGR R ttmcttﬂ@stge& i e d&AE i@ AFRRIE Bbm that
unit 5020 con |l i ng, each nod

ol t rform a .
ot 0CERBa P PR (oS e Lepunt SHBC OB s Teeries can
I nt oecagrizd the RO I aldftonnthe coniot wiiot 20D enatidserpplénaiioms semetl in the
chapges NiRi@5dmRbiopi.@f the RO before tr ansm t ti ng the
to the d V|ce conver.t
U9§Or LorUranE st 55{](% fﬂggaéltﬁ CeHTe éﬂtﬁfﬁf)@h foeltﬁwfltf‘&tﬁdtvrt%tt the
st odedcd. Wian plorcabt ¥IMESOageodexvicdavith thedgvidehibe fpaticeunit
MMC 58001 tﬁéjsetcl!ﬂ@tl\/lﬂ/la%og ‘?ﬁ’zﬂy%@ efe@t?ically connected with an interface unit of
the device. However, the electrical connection is just an example, and the connection
may indicate a state in which the secure MMC 500 can communicate with the device

through a wireless medium without a contact.



recogni ze the RO In addition, the control unit 5020

enabl es applications stored in the secure MMC 500 to
woepesardas3 [ 191] The interface unit 5010 al | owsPC€TYER2005/000602

secure MMC 500 to be connedted with the device. Wen

the secure MMC 500 is connected with the device, the

interface unit 5010 of t he secure MMC 500 may be

[19%I ect r'f’heidio§13y mogurier:] S(E f\(l)\/% u%ﬂ 5«2}0 ggc%y% 6n. Llwl]ore part101tllarz¥1 the

evi ce rlca ronis
ex aﬂﬁSIAeIHth’fh@5Q4ﬁ@ei‘f@fﬁr$éb°tA FISTYPHYN Ar@rding lo aaecmeatf@m the control

\éml @hit 5({)&%) ﬁﬁ&hﬁ(ﬁlrﬁéﬁﬁ 05”@1% @d&gﬁﬁ{/’@ﬁﬂﬂﬂl Ql@hﬁg Wufull duntication, the
ev ro iu

con Sttt Gus Rtk a3S Bl s et biepasdr gt sizngiugp

enc Hppevanthe REAenpaptiorcia just aycxampls, REAtwg dublis- 189 42cryption may
per Hou&. RSA encrypti on accordi ng t o a request from

he coptrol.unit 502 of the presen
1931 o R Eosigtieh s g oS B FeRiats f i ke be
enc tlymmmd togharseide ot gduesated naerdiomkayndey J ragstah awgbcraeccived
di girlos th§ HORRLME Ehe JIRMBIE Fandb GuiRBA. ERCHNMIN Rilnbe cbidsdied by

and ot her encryp
o e e AR OE Ry T B R S EOIY s i Dl 042 and
genéreatti@ssnattedodondavigaitepughahd mtdriaensmii 3418 dMeamwhine, instead of
ﬁﬁ‘é}g&%rﬁﬁg t}Q:erQﬁ{oﬂ{ ﬁﬁn&r ﬁletﬁé bé&ﬁoﬁ(E féﬁéﬁ@oxﬁn&&lﬂéj%m the random

er_ recel ved evl C ener a
r andBRPHURARYC s ?ﬁ% E]%amrﬁl&w fanaféﬂ éP‘&P%PW“F‘E & advance.
[194essi orhek' S medide 46qrrfomeiy infefddkdyseneypignpisedg thy/gdnbated

RSA %H hiﬁye %,%}g gﬁp&lw thet A%ﬂﬁg&ﬁ%\/g@h6 V‘\’/Eeﬁ[ Ags BV Iﬁl%g to ?ncrypt

t hr ou ace ‘unit I ns
gené F%@tfﬂﬁﬁn’ffh%ﬂqnéﬁbﬂ SRR vith Ahe esidey .a% taagrypt other
genanpdria@ninfopclutic dubidd corhMenitaivd evihnhadsicenBly AES encryption is

S R SO A B

m#edr i c- key encryption using the generated session
[195qey Miceop@itR G kot Wnit 5050 sf&& dﬁ&@pie& colidhis Mﬁl&&)ﬁﬁﬁe secure

enc MI@E S%E encr%psgs] z(l:ng %Btaccor&?lg&)t n éﬁlg ¥ pt1(?nﬂusi(n%¥1 umq,u{: F’T{] that

i nf erat bomadity tha ge\@@mmﬂﬁeé@pwcshp B\ﬁ)tuﬁmg e vaeape &5@/ tophlew the
AESRENGIHY Fiﬁdv@dﬂ ot &)plebl% thd Ae @¥A 'IBJ: Encr@iilg Of AERO using the un1que key

symret r on SUc
oL oo U SR Bl R A1 Sy Bl B o
encmayte én%m’@c@m@ aprtyaRGsy offthe seraipaulVIMGAD @danay be decrypted
enciyipt & pﬁlﬂw'ﬂ@ 3EGekERAMMT 5(3%1&5%6&%% pt ion using a

198 g o Qs e SERN S vllE ol Bk oSOl ef i fR Bopggrmics
t o bRybasketheotisptayping $06@man be geplérgatediye lepeot gpttilngphfy (LCD)

an RQissiublad ﬁﬁlrpﬂhgﬁ‘ﬁlsiﬁ%y (BEB I 8ideQr taﬁ‘ Erganic clectrolu-

synmetri c- @(e[sy)d ryptlon is just an exanpl e.
Altg}“ﬁeé‘f‘?nv 1SPRYRY Ry be encrypted using a private

[19Key ofExainples o€ nsteuchiMB B0 fcamtbvimgyan i dlestrapqat ie F1GS.I Tnapd & and
pu b'c!aﬁy rg@%f: 1 i1f RS ELUTE S MVIn OR0, iR R REEEPRASY.. [ 196]

The y unit i sual l'y displays playback of )
[9%ont e s ﬁ@l@@?ﬁ?@' 3 IBIP‘&;?B‘BE]R‘HCP Wndﬁuaﬂﬁf%mﬁlm { device

506 @ramsmyits bla: mptplcemmahde dithyn @nsiriqion to £seysteNIMdl siplrengives data or
( LCQ)resqﬁ\éf %cﬁﬂ%hh@ﬁstﬁ]ch%% ?gxfn'&llléﬁewré W@ttﬁ{)uéh-mﬁg ))utb@esponse.

device or an organic e : o .
Accordingly, every command has the input command, which is transmitted from a

device to a secure MMC, and data or a result value corresponding to the input

command is transmitted from the secure MMC to the device through the output



m nescent (EL) display device. [197] Exanpl es of

instructions used for noving an RO illustrated in
WO-k@S09idemand 8 and copying an RO il ustrated i PCHFK&305800602

and 10 will be described bsélow. [198] Conmand is

conprised of an input command and an out put response.

A device transmts the i nput command with an

I nst rsu(():&sI olrhe 1nstruct§oenclurne exl\z{l\nﬁeaor%% r jves data or a

resultoor executi 'ng th ruction fromthe secure
[19NMC t @%G@ﬁlofll?ée]émlﬁlgi&tnchégfb@r‘?@enPUAé@f@mélﬁ%‘glﬂylowehﬁéﬁnyﬁh
[20@]0 rmrar@m asd INFeart R6HN26OMTHR ens NI dhIbf iaB idstradiAl THeGHstruction

t
val DT PLEpiokth D8 v e et aid - MOVE R blsed ona
t r ansmbinaten of Pdrand A vdeduney WG Hooctameled e the Phiolighe in-

t h e s@t‘ﬁﬂ@h‘ hfa§ HB IS EnizclBailiNSth bk |af9c[‘rn'a§ b@ﬂbtﬁ"ﬁﬂﬁﬂ&' a8 of of

S el nts ded in an
"pdt P MBEEED P Reqahy B R mio TS
are dcswflbﬁrmmth mﬁ:rérm tat Fl&xds Aritggughr Oghn lamdlstn@ursh@i firgn one another
They), H§%5H$hhgglgnqhﬁg©g in the input command may be

ecogni z ET sed on a.combi hation o
204 %QL LR VR e T sen i I GRERBROVBEY Sfeyice

01, uhsniisan mHuUQHnmmdmalyh bénta ﬁd@ goitziedg iebanating td osecure MMC,
mv%ﬁ%ﬁ}(@L@ﬁ%ﬁ:%hQ@ FEeR %@ @@h ar%sﬂ%@t?ve H%@EME@HRQ: 88%ke sends

Acc fﬁ%&ﬁé I nstructi.on
deséf i"@éﬁcqu%ar’il r‘%’feéllr‘% S%lf torangipih B@‘ﬂaﬂt‘f ngydn-
d | s tornguorsi ednthinehinaiedaaniddithexccbydinehe Le andLabtvieonlued '06h' and

fl elrrg:hpges &ﬁ@éﬁ} tlw d‘?&g ti'fﬁ nb %Qsastt@remethg&(ta ﬂelgalII@wever values

con alns’in orrralon device transmts an

i np@f the Sislda ABInGFcHons igalbdedin dlednpub AEPAIHERY Y nat i on
[201]0 a SEQWUQJut\Nﬁbonktﬁls asud Hyahdhavere WaMidasceiikgithe &ipdt command to

' e | ' J

| n ol nsgg{fa?'m% a‘(f)l?er&é dat'ﬁ%%,{rﬁ{éle gé@ﬁ&g&%%é‘i%}éﬂ@ﬁ dak 091? 4.

par feregtief mahbeastorﬁé in the g7 Hald; Mﬁaq@ﬂéowea}lfrfédhq secyrp&MMC

dat aectivalgdhe Np@QDEINTAGY YromlBe @ivibelicipaaseedbd! (e Stalud Glues SW1

2?2 rarécgg‘?’r’% ! eéagxg (\:&;olr#/ e’[lh%,( ataguo wlop | gya 1tn?h %t@%%le Qf tw%actasaes \Where the

fi elnpyt @ﬁnmﬁ@tfm@,ﬂlﬁ gagcq i§ éuqsr@@aﬂlw 'rlieqewed amﬁbmrpC%m’mrﬁl@P secure

may WC}énd W28 ]an Thér &Udﬁl@ i a 2@ YRIB. S@ccbﬁhﬂg&S ‘ﬁlel%&'atﬁsh@ord received
S eleI O{n t\%cure%ﬂdﬁap% demﬁe Icarr]lprgctogalzmaﬂer tﬁe sec%re iﬂ/lh has suc-

resul evice req
cer cessiylly sacaivodiimdPDUreofigintg th@wmlawdbefosm@imd\’vhnn theetatus

dat galhibedw aﬁ@S‘W&ltré '90h’ @nd OGS rEsp@étlvteH/ethé @6MMm@ndMEormation has
rec i Vin ut ¢ o
b6 R g TR S T RS T S5 w2 5plapg 00h
wor gespaitigels s tag smvorvdl. Rehen itheditatisst valvesn 8Wdfantl WV Zare @Bh’ and
\;‘ﬂgr@hg%ﬁ écH\%H/ %ﬁfﬁ%f&g r\{{ljlﬁ@?%sgahgngﬁ W16 thesstatus Values SWI and
oS el b RS Y B R TR o s E S her s has
t he bsetnatetfsnmdr\dthoet:amthﬁadca‘tlpm o7 thhre hggebagna phMlm irhathentication.
deviTqe oGP EHeRINFis WHBhBE alled 6f BE ‘ﬁif)ﬁ?cd}%nla@év@%eﬁ properly

cessful | cei ved an contalnlng command
i nf BTRYE Bhheygrsrs YRE: @ttalp%n% EPaeavhepr tﬁﬁ {iP8\fpmgpagd has been
" 9 Optoparhy proBésked byrtes geat IMMEICY To bhieind nfisrmadathnion fwdetiat the mput

h as Q(ﬁglgncﬁlllja% q)gals];rgﬂbﬁby p‘}&{e{gsje Og the\é%'&ﬁ]e MgC Sa'hqﬁdéﬁeﬁﬁ%tqgs?ructlon

respectively,
unkﬁ%ﬂh— ONFERMipsedt at us val ues SW and SW2 are GBh
[20"nd FIGS. 28 and 29 illustrate a structure of a SET_MOVE_RO command used in

operation S230 shown in FIG. 7. As shown in FIG. 28, since the SET_MOVE_RO



"0Ch,' respectively, a paraneter value has an error.
When the status values SW and SW2 are ' 69h' and
WO 3Wh/09116&specti vel y, reaut hentication i s requPCBEER2005/000602
since an access has been péeformed w thout
aut hentication or there has been a problemin
aut henti cation. The out put response reports whet her

val ues ancbttrzpnt% Q Qﬁj f{OCfQO v1ce \ée sek:)c%re ét/ and,Le lﬁwe values
recel ve Secure oes no re OI' et

t he of hply tané &Hhawa)eﬁ%\‘éﬂ)b dén P;b ﬂ@fb%% mypy bwcpé@s@anmyd vHees to
secC udecalVkat ad ts@BERNNS smf WIORE RO. DRis WReidieistid Bﬁhé PPERd P2 is

comand ,has been rocessed.b th ec

R S Bi R, REPERANT R | 4R 2S5 oE sffed when
FI GSthep®stayet omuarg ﬂdsgtsherdél‘:@WaAsiatalf@ﬁtldrmemolﬁpuacommand includes in-
SETMEOIRQC@Q rdﬂ&ﬁ%&ﬂﬂoﬂlﬁ@R@ 'Tﬂé‘lnﬁgﬁ@u&f&%mm&ppendlnfo

SerSvEROke wﬁl%“éﬁf Akt sc BB PG an QRA. odichghage been

sec dessriMdOyitht teéerénce sniddG. . Heviefoundtisads gfcrypREhisingadession key
" 0Qpd S ERRREke! Y. The P I and P2 may have

redet er m ned s to indicate.that an i ucti on
2041, G o g Tor 1S an e e m o VI s e (o he
is amut ¢amtindnd cot herecogmztedlbgztalst:ans valtihurglicades sucbgss pofagure. The
of Bnt%ut%eé offds F& aVVa fule r@sﬁltfﬁ Ito}rﬁrg(ewﬁﬁ O@Ehla %strldctlon but indicates

instru ns are C el ow.
i nputhe %ﬁﬁ%ﬁr&ureﬁ\ér@@é prqre%reﬁer?dow %%Q%gg%wmsére instruction.
t r ambostaws oduofiastbhen R ribElhiebavef or mat i on cont ai ns

[ZOﬁp pen (#1555030 a%%%l 1M¥t@% St Qreﬁﬁ’ﬁeﬁh b@ﬁﬁjlﬁpldcogle Sand u%ed dm

sel ecti ve %ﬁcon al S an have been cri
wi t BPF s 2L shavg imFEG. 77 Asrhewr el ivden the reave iy qamepdeted,
usi frgornation 5h 0 Feskieyl aacuting @it ihstAE8eA dahdd oblaitiod [roMIhe secure

Sho‘MMb%'ﬁg éz?r (?21\1191&&‘1\?8@&%?&0%%% 1&“119 Bﬁ@sé i diCACK.

MMC respon in recogni ze

by ainse ap uetﬂroalp& SEThHODEIR M S yipd b dlhe @wwf: éﬂ TeEfEe pa'mféﬂar data
out prlcbtn thé§d@@ﬂé3\@l\/ll(§ LBaid Be Nak ue \l'aﬁﬁ‘,’sl lobh'gd fHFBJ'ﬁespectwely The P1
el POR e ISR e LoD Rt Ea g beLher the
seclre recerve contai ni ng

t he GEIsCONHR MR A dFF@efleé. @ta@snmlar?%mwa%wﬁ@eﬁ ngerglues pegg the

afboueme{ ré ts ﬁh@s s’iﬁmnﬁi Fi%5. B1] dol dusui &Isﬁon@e fbiUkd det@e MMC
0] In o

'r:_fis&)nd?lg %he 1%&% com narf_d[ %\n%d 6600%1966({ l%yha | &l Va%!ue 1n(§10281ng a result

c 0 npf e awpveiigf, ovhatdei tdm mee hasrseengtdedgnd exte@la walng mtdh:étmg
I nSWh@ﬂiEﬂ tﬁ@l arbo%wramlad BiRd p fcrg@m thavarsUhe sdvMe MSICN The data

SSC
Vg ssna%@? TRRE RS ety B B o et
dev |tr@esnt1t§ecrte¢1eq desicpdPheistiisanlud Ansbeen desctibeel abevaur e MV,
[2041C andiks. femR 3t3h§usﬁ§delé%§uét%f a @E@t S]ﬁﬁfCT RO command used in

respectlve Vv pr e det
ot agedas SR Gt RSB e g in TIE. € This
GET c@ONmhdRMusetl td arasnfii & RID, ne.am Ipln R forferdpicd ot abnsl and is

no \ﬁééd\é&?o SbRGE cBl%lﬁthEiﬁw frém 5%%%1‘&4%4@%%3@&% &MWn'n{‘FIG 32,
FI G n_out sponse fromthe se

res %mtrrgvr '%PSPE @ ?%fg ad REharaalgreddmna gaa ?@@&é AR @yt gapnmand,
dat a/hu:almt?ansnniteddtdrm@le deviestalthe soturt NH\/I@DSnece partixu]ar data is

wh eiﬁg 1&&% §)Utﬁ§ g‘e%gl%%lgi@j L8 aﬁ l't'r;a?'e Yli%l Wfues 'F h‘ and

i ndi catl ng et er t ut conmand pr oper
recéll be@swu‘(% Asgééﬂ‘r”él 3rpa ‘d’&l“ére\?ﬁ(l’qﬁ%tq th%}nBHtecé’Hﬁﬁ‘?n
ACKintalddea aaiak iadicBHg M&Ehd:ﬁthh trgiut bav@arddn besngidietle deceived by

and tﬂessecure MMC and can be recognized by a combination of SW1 and SW2 values.




transmtted to the device. The status val ue has been

descri bed above. [206] FIGS. 32 and 33 illustrate a
waregoruse of a SET_SELECT_RO command used i n POEKRR2005/000602

S330 shown in FIG 8 and i®d3operation S530 shown in

FIG 8. This command is used to transmt an RID, i.e.,

an I D of an ROto be copied or noved and is needed to

2ofiPve QcSORY. g lﬁotrfatfe%g NefBES S o P flethifag (Bain
ar e opgraiaad> sl@pvaamﬂ@i II@l thesf coahnandp@tRQ ehbramevedwhirggmitted
IS hEanam sttt fiamsite thﬁ\id esinfiet iR nSeeie MAYE.to a device, the

Sln i cul.ar data i an m t dfromt
o P aPEEL i RS andip b BEREL & PRl 8T il ARVESRQ. The
OGRO torbe speyed lsxﬁetlypted\sn@sﬁ@m inj the fytgicld 3f an eyipwuespontse, which
I €S PARSETRA M hORUErcOONIABthd R¢ltides a val ue

20y JaES b R S slG e L d” 63h bCOR BB EE Bcd
conbperatiancy3 SO sh@WW indid. Sl iy aperatson] X0V shawinds F1IG41Galbis
35 ebh#ahd BluSedo SHEMEL él’,rcﬁreq\fﬂ\/l@ SEI MUV LR CATRBRG: copy. A

oo e L op ity s bt 550 Gt ind ACK Ve e

of padat@rsf Wiled theSpaweeMME & inormedofsi subeds, ftireowree MMC
Sec Uﬁﬁé%&ﬁatﬁmqg%drﬁﬁg att &?gn%l RMatpg aﬁ b _l_of 4l or move. Lc

conman lnlcae tructlonls
The 2fe5-¢ B Beinpy e aad é%@lﬁ%%’%loané@m{n&n@am%r%wsed%? the
f i ekainods those dudcpibied abegsponse, which is transmtted from

[204jhe S%H&%Mﬁ 3‘9911&&}%&1%}%&& 8&3%%]{“:{%??36% nddsed in

Il lustrate a structure o use

i n GpERER Y0 Sy 8RS - il they qemitiging ndnge An GSbis SgEpRticd from a
SSSGe\s&mtwm sedurdMGIC,1Q: and e $ia eodrerealdesi SFHI @000 réspéaivoly. P1

A
da ; ﬁ&r pgyﬁa& r&fé&%ﬁ@%d luds ln‘d[cﬁ eQﬂdathYn%trgéél&ﬁ ‘?doy

conmand es an
and SEA_GERYRPy2 dals fﬁ@rlﬁ#@f@%wnmm ipqhgdes éé@!ﬁ@tlﬂ)l\/@cﬁ§afy for
I nf eanedssadn drie: IS(Um&iﬁfonhhbn&eﬁmhﬁsw&@ﬁmaﬁlues The in-
Ion gorgla 1(|)n01r§ e{lcel"ng@ecg % aa s%as(%(rl)_r{ na%{i ﬁh@tr%&%tuttg% mfargngbja ﬁgt
[21Q]he swn @mnutswomsrq from B sqsute M%{or@mdlag &0 thp @pypgammpand can be

t howoﬁﬁ%mya%@at@s%m indi@@8} sikckeésSor &&u@mﬂh@&tput response is not a
I l Iy Va ue retsgltnrllg %tal?l}é:xecﬁl{lgn 8ff the Eft&lcﬁgc%}lt—lﬁ(? ﬁzﬁesnrﬁiaet cr H18 secure

pera
S| né/él\/lﬁrhammp@lyt reeaendi ant/’é’dﬁf ﬁ@muamgi éml@Sérut:t@naTh%mwfevalue has
MVCbeéHQiegmm,e(li_%Jq,@ve the values 'FFh' and ' 0Oh,

18P bEeL g R B2 B YR ERRACH Beth ot
f i elperatipnaiP4) simvn ioditraitt I thislcoohasing, rah RQrmthieampied is transmitted

necgss Mive SOF datd NS Hirs 'thEl 1s°t§~an"sllﬁﬁte8@om'reh§:cﬂn€ iveviegb b QBvice, P1
SSC and SMRF, v

cont a he in
e nSLPZ i i CmaaaL st D A PR s QS £O. The RO
[ 2163 beArwprdtipancrypespod sterefl i e idhte fiskloaiae oD response, which is
C anafalieh £ n WhacoPMME RIBBIEMGRN 8 B0 00T 2o i hut
[21%1esporfs¥é§ %2 tﬁ{ﬁug%i@ shayeexage f WE qﬁﬁ%@fﬁ@etaﬁs.havﬁ when
t he comsituidsaitd iarpldmutntaddndi cat es whet her the secure MMC
as pr r
219155, PHABS M hlRER Y SftnAkaipIbof ARAAL s BB ad Hfruction
‘§ET MOVE_RO. As shown in FIGS. 42 43 and 44 , instruction SET MOVE RO

includes a header field and a data field. The header field contains information

abo

identifying an instruction and the data field contains information regarding the in-



[211] FIGS. 40 and 4 1 illustrate a structure of a
CET_COPY_RO command used in operation S540 shown in
WGo-R@5/04063 I n this command, an RO to be copi ed PGI/KR2005/000602

transmtted as a value of @tdata field. Since data is
transmtted froma secure MMC to a device, P | and P2

in an input command indicate that an instruction is

GET CO'EXJ??& -Irgl% il he?c%re ﬁglg r})llasezg Valtlée 15&85&41%% 1nsatru ction
store oNnse, ich

i s SEAnMAVE 8D ﬁrlﬂmetdhe t@e@t@rfeeld\m tagofielthbaviresd tag value indicating
[ 212He 1Edtﬁ&mn45?mt  MovghrA6AS ll%lcﬁ?ﬁ&ﬁ@dla@aﬁﬁélﬁ h¥sad WAk ihdladiing a

t
Er GRTE iy B BE e ey il Ry SRR E LG By o be
mst!lm@dlon SET _MOVE_RO. As shown in FIGS. 42 , 43 and
2144 , |mﬁﬁéﬁ%&ﬂl&mﬁwymahdﬁﬁ{s%ﬂ%ﬁcr?ptB&R@QB aké@atdvimc,

and

i O HEEEOR B aHPYTTRE SR T Fislef B Tand R il and V-
f i elfidldsgnskawrsinitifiorrdtstagws werdar de ngtptiresponstindedds arformation

A Plonfalr@sluﬁ! of &ebitth éhﬁea&lafuchb@éﬁr hasv Kal ue indicating
truction Int

fie
[21§r1| el d SEs e iS&XBTeﬁﬁég?’ﬁéc%rﬁ\“& “\?zﬂfgcy,v | ?{‘&u@'g’%? Hﬁ‘bcail%one of
I nstsnaetsidrxShfiomdiVEe Retruckinn(or fucedssliul mansimessidal ,aunknelgltag',

has ﬂoﬂ?#;éf@mét&qh Qﬁtﬂf @iglda éeﬁ&gltaﬂthgﬁnﬁtlyn Eée@(l:éd du'ﬂlehhgatlon
dat a flgv d. . Th has anPEncry d val'uye

RO {16745 'mf@?aﬂoq fﬂw? ﬁ*lﬁiemin?k"if dery womw Ko 40 A status
t r anond haimgn eherydeaidg RDctossfal cxeattive oMUE nsamndion(or successful

the 'ﬁ%{ls‘&h&mn"j‘ r&oﬁék&)fghﬁs t{@ﬁ&ﬂgﬁ ?efsédﬁse Rh&a kidk: % b Wed ﬁa‘%ﬂlér&asélue

no val ues I n as snown I n
45, indicafing \yeriligaHieon faHuichrorstRoptt toeeéb%ﬂﬁ%l TFHEMSdes
[216]nf or MEGSO47 hifvugh b eshawt exafpx 6L pdrarigers bEaﬂ instkucdeid i on

SET a_ﬁ VE | %(g %a}ch-ﬂgﬁa %{)@h&%&%ﬁz{t QS {h%s figtﬁlqugﬁ/ a

c onbi n I cati ng
' suSEEsMONE B Ault | 'Beld &1 2 hqaderifield hag étV?]é‘ﬁ (wcage&@é dnsfrgtion
t r amim m‘wm)Ro SintRKIROMAnicaG GETWIONE_RE @®s8 ltrahdiitdiéh of an
;jo t% has ﬁ:eerr]les&%lcte(? fé%;lg gs%} {9 4 aelfwocré n(?agaﬁ Efgg iof %IF ienstru%tir?a
nuﬁ?érLWVE\IR(ehﬁt@ valugs shown in FIG 46 . A status

[mq?r d s h@\zﬂlt@ Geld i ah b@putRebpeki lhBQan @u@@ea&amb oeehe R, iRMoving of
0 t e ructio

Ch'has lt’JeeEl reqallles &P 'A ﬁ%%l(l:scv%gr% i lhe ou%atS respotnset 1n21udes ngormatlon

cor r' es ofd
haviong r%sult afl erscytingi thﬁam&tﬂgtwlv & Tfflebian |t}m11afaafudldns @ tag field having a

C Or Ea%sv@ﬁfé(ilﬁléa@lnglﬁ r@APHRE tBthe [r@ﬁlﬁt‘ﬁﬂﬁ GETL R’ﬂ(@\]’E A5\ n B-field has a

| e e s Rt S B Ry T B RSB AT e PlenPec gt e RO

[218]lhose Aftatuhavoidis expressedpy SEMHDNBN ROSWA apil SW 2dihdicitmgane of

hea@ﬁ&cegs‘ﬁﬁle%éﬂﬁ% & t%{ﬁ n's'@udtleﬁ“ 'ﬁﬁiﬂo% tdef ewﬂoﬂ bir%&t%ﬁﬂ the V-
Si.nce el

r eq@'@t @P‘?@@megt aliop ‘Eﬂﬁ %‘SIEUCH‘%\@ & ‘?ﬁl ‘sel ect ed
219y a UdES. Bf theoude vb slow exadhptea of pazhrdeterk of imeinstnstipuct i on

GET sMpVEQRY ﬁ@SPJ?ané/t@Ils e arh%ﬂig]do'%o%teafj dnelhgrucporﬁght spemfy a

out put “response has. an encrypted val ue o

mov BRYP §f IMAREUANHRY Ns e84 gERed e dicead Zisgly ¢ Twpysions

t he SEUIt GOPYr ROpot &ETI QOPYARS relafed taraipymg have tae sasuUCLA and INS
?T ol ?ﬁ@su W g}&g)t &?nén{létﬁornk‘ QJIAth[‘to bpyind hladalid dongs HAERA and a
value 74" as thegINS The 1nst1’uct101§1g SET_COPY_RO is distinguished from the other
instructions related to copying by parameters P1 and P2. An RO to be copied is

encrypted and stored in a data field in the instruction SET_COPY_RO, which is



tag value indicating a response to the instruction
CET_MIVE RO. An L-field has a value indicating a

wo esgnies a V-field. The V-field has the encrB@I/E#2005/000602
val ue of the RO [218] A sBatus word is expressed by a
conbi nation of SW and SW2 indicating one of

'successful execution of the instruction' "unknown
tag ter in the“ﬂ%
o R OA RIS et B A Bl B gy e

[ 219]: ap Bashavsyalups BHgihd 58, sipetiskanphesthe fatp Seldiveniaing no data,
of @B ahdB¢ hatetvarBs ‘68 nCPRY rdfectibay %TEJeQﬁ@chhﬁsua@d I NS

.ns?%EEcé@Eﬁsﬁ%?s@?ﬁ%?Sttﬁ#ﬁa&% Rp gl st i, e
t he spegtvéln slihe dataifighlsnGiies @@%\(Tmraﬁd(umrrd coOrRY(VROelds. The
rel aﬁ&ybté@Requt nghmvmd 5}@1 (EARRitELAn mgodsél% e iﬂd@ﬁcmﬁ

001 oCORE DL R oG eyl oSSR GRT oy Sohe s
i nstslnqmt iindhG SkeT, ¢ t@omumondss dingtrisegofi S &dnd Bahte hdicate whether
oth %6 libSialk %'&!cbé?i@é Jz}ﬁ:hf’élé @zﬁa fahE APYALING h?syenfé?sr MBhE B Ror is in

and coplLed 1S enc store

" 0 BB R bR S S R S

i st passiid Whachnteoronogorstdabihgcaptyorgage devi ce. When t he
226fa1 2 THiekOrmARhah 0 1R anpRS ATBHEFch s AMfluhefave

S , . respe tivel en t at a
fi e@ﬁ eG H@ fﬁbc‘ﬁl’é&“é an RO trog a@@rtﬁ&%tova? tiydce tp g deyery Since
" FFite m@mpternt GEEIGOPHI R & 4 dopy imsstiction it bay tREAnEORYA Bd INS

haz Esaas'tlﬂa ﬁlglﬁlcg@l{ §Eif 'C%lf‘if] aﬁf‘ig Fﬂsg NEd anla‘;l{ﬁeslnstﬁﬁtlon

(T) SETe?@PK %Q)byé’r% I efélum% fiifSérlbf'lsd 27 ViR Ff';%tlg g0 e in a
I S deth fickl, Lhend-d vatiled anier tnd'08 hickicedvelyl. W e Spodusefidld contains
t he L Qshé BE Sﬂdolf‘e é\ﬁé&%ﬁ@—ﬁ% rEhg e&%ﬁ&éﬂb 'S?n)&gf 'ﬂ%rlﬁ‘sgﬁcuon

evi ce uses
FI GGEé"aCOPtthosctoa% 0 sy ¢ptd @t ﬁp i@ dhalc @WLea%aJesw 00" and
t o IARlirGptivieARRD L&PYinnbe ﬁt&&b&u&ﬁ@emedce whetlpied and set in a
o B R IF oGP PRl P B VP BB g i

\Ahemf@mnaaom é%\wb@thgtth@mstwﬁym has hegn pespduscespley-an

error occurs during copmidnstridl2filicab 57 through 6
show ex | es of paraneters of an instructiaq

[22ideT_cotsy t8 (eI BV AHORE T NG C%‘/r“%ga‘kfldég“\?{ BPgEan be
devicemrdloed. Sibe vomen! irfbmeon Fre naviterand tomingGEIpeCiDRY, (ROligital
IS Q,08QRYn b@ﬁl‘é(/éh@etd' i bélﬂg H:@l@leg !%nﬁ%ﬂﬁo%ﬁ;@% ah(li‘ll%oved, and
SET Y_RO and |

val ues as the instruction

di sthergeresioByrisht 63 Rerotered-r uct i on SET_COPY_RO by Pl
[2224nd P2nvddities sindsa shgserce heldbab@a/lh)patednemntﬂmnueﬁdrs dai@loss or

dat gni%ogug@;&egsc% kConpdd Le values are 'FF' and

respecti vel en the data field contains data,
[22%lhe LcF“é‘ﬁEF‘TLOée \?QF%@gt“élraé“heG@@aﬂ%& pegiprmedhelyysen  idgwegand a

Si neertdbiestoragd dewizt ] ioforiitlonCORYidR@ werkss pl@tenM\fﬁ)ndBdlﬁg revealed

' n hﬁﬁngdtﬂnémfsbgh dandh%?}ef{g% c%?gn%hg cé’tﬁ&e%ﬁéte&&? 00" and

respectl ortabl e
m@t or adé Ca@wde@ qh@ d@w@ﬁ;ﬂﬁ%@@ﬂ@h dhoseskilled ig tf&a?{ftanﬂlu agpigeipig that
a I espgRsetianthndmasidatibidat 6¢ ﬁlfaﬂketrc) thd éth§Wy @fiisbdSMhts

val u t%gbs q’r]l‘wﬁlﬁde!ggrtugg ri]r'%%rk tﬁe r?nc (o of?hﬁ Hrgsegtl 1n\éf:nt1?n Thf:refore

|nstruc ess

Applthecfbi’rﬂqsfxt §repplary emlw@ﬁmtmf thfomtméwp ﬂ@s}@?ﬁz in a generic and de-
| NV QPO senb®dH1H 8n Bt & PRdoRG b finfitb@nt al wor ks can be



controlled. Since control information for noving and
copying is specified, the digital works can be
w@e@smpntiesl from bei ng reckl essly and random y POPK&A005/000602
and noved, and therefore, @&6pyright can be protected.
[222] In addition, since a sequence nunber is
allocated to an instruction, data | oss or unauthorized
access can be prevented. 23] Furthernore, since
mut ual aut hentication i s pd@1BA%ed bet ween a device
i gi £ AR LG AR G iR R e B B ieragg cevice
t r ansmi Sisimethodgaaprities:ef ore, copyri ght can be
pr ot ect gshveridg fhe rights@BjRed M@ AOrhdi 8uihRtad byefe portable storage
descrlpalon, Ih@ie skilled IF t he a%t m%glbagpre0|ate
that mafy CaFPEICHTER REREE S LA T SHLEAEROBE made t o
t he exeeEhating deivoniened tightbbjbo uting thesiening foagehgrate an encrypted
departi pghd feect he principles of the present
invention. Therefore, the disclosed ex | ar
erbodi nEHFEIGRE D Ener N Teth e ORee e hlisaPTeigfgrase
de scri fevicegarslense only and not for purposes of
i m tat H@a@t-igtiﬁfg ﬁﬁ_r{ng dﬁje@ﬁtt(;}&ginqle (ﬁ'@/‘i’de@ﬁh@trﬁﬂsgﬂﬁiﬁg the
object froma %ﬁyl%g to a portable storage device, the
met hod SWRASGISIENG: OPESh PPPIREt he rights object into a
[2] f or mat  Fhppethdddf dhyimt h éurfhor ¢aalpringtsdeame tickerightssobirgt bigfore

t he deV&ﬁ&mhﬁ gRNehLAL;A. converted rights object;
encrypting t % converted rights object usin

t he
[31 devi ce ?Ba@@%@4%&%@5ﬁh@HE?&%P@HBF@g%@§m85¢@%@@“8Oweﬁuﬁnga
t r ansm tdiguegkely loé the rieviygpbefore cbigettingaty wgtts dhjam t he
devi ce le ce : -
4 Gonct 1 val RofepOf il £ AL S ARPeRREgor AP fpnyeried ahus oijec
t he tr aff¥PRTEES SIGHPHRS BA &S cBigcvisigl rdep BfreEAed ag a result of mutual
conpl et adhenfiddtionberwrei thodeviée sldahdpaltableUtordperdevice.
conpris t - -
5]convert?ﬁ%@?ﬁég§€%%?5hg@fég%5éﬁ%?g#ﬁééH%?&@%%quﬁﬁﬂm#e&
1, furt f8etvoapHicsizhly ohiselriy pnoil topeonss ipsregpycddiom the
usi ng apéribRusrkeycoike WiBindgidee bRt p&id@TVigk or MGintabormal
rights &E}g&tm (%k@Jdinethod of claim1, wherein the
encrypti ‘d? e converted rights object conprises
encr ypt fepgrting ghat thg oy ingheidghtyeiieng isdenunateseabaprmaliy. as
[6] & T esul ThOhetlbd dRdlaidul, Neihet &dljriRm Qﬁbd&ﬁﬁ@aﬁé&lﬁe&@‘ﬁhﬁﬁer to the
and the.gaétabkﬁ1§tor§%e.dq$|ce. ﬁékfﬁge neg od of
cl ai m 17EHhEVE RePHETHEREM VRTINS CHEPT GUEE obj ect
[7] conpr i ségnetifulad miovate aregghtsebjact, diet methdy] eatprisiiga nor nal
r esponsRqi&iiR®h pbe®R ¥t de0i tioRANE ARl EOER hﬁ_ﬁ%a device;
device within a redg{ern1g§d Perlgd of time or i.f an
abnor mal®7 ¥9p 8 EX YRR QRITE! TaNdNG RPBPE I HEY T he
movi ng tddveypting ttesnopptec tights objestai thatledecadnd stomaf; khe.righlobject

The net Radh Qhs KbRuBrdpied HiRdRNicEOMAr i sing al locating a

sequence nunber to. the . , .
a geactlilvatmg the rlgilts object stored in the portable storage device.

(1]

(8] The method of claim 7, further comprising selecting the rights object to be
encrypted before requesting the portable storage device to move the rights object.

(9] The method of claim 7, wherein the decrypting the encrypted rights object
comprises decrypting the encrypted rights object using a key generated as a
result of mutual authentication between the device and the portable storage

device.



rights object before encrypting the converted rights

object. [7] A nethod of noving a rights object, the
woretosogiiednpri si ng: requesting a portabl e st orBGEKR2005/000602

device to nove the rights ébject using a device;

receiving an encrypted rights object fromthe portable

st orage devi ce; decrypting t he encrypted ri ghts obj ect

t the C n e Gl h has.
[10]‘3een degﬁyp?tﬁgda td 01%11;'16 gl{g/rehngﬁe bde étegcf < elilcry]p ecf 1h%hts gbject

ri ghts empses decoipbing tha ethmptgfbmlap@'ae%t%geagr@tedleirprdeted rights

[ 8} T? eotjedt : h"BﬁGr Qﬁngiﬂhéi Héﬂry ted ﬂﬂg}ft.‘hﬂf ect IR zl §Ii1@.G: key of the device to
selectin e
S5t oy P B Fiah s STl B b e med i

request f
ri ghts @Mf@@tmepgwﬁﬂhe met hod of cIa|n17 wherein the

[11decr ypt rRImEREd SNSLiMPL, Gt &Jﬁp?lsfhgld@&ttwé‘tﬁignﬁé 8% object stored in

d t t.h t t
A R T T
t he devalmenaaikr it e povitadl] the Sglos elgect dewi senfallptormpleted.

[12jet hod @fe &Etﬁbdn)ﬁolaﬂﬁf"?e Rk Rin thered& oV ithteh; Qf hésl'llescquence

encrypted ri ect conprises decrypting t
encrypt%ﬂnvrgﬂFéw ﬂ#@?? to generate a decrypted rights

[13Jobj ect , Aemathodptflinmyirteteerighescrbyqet, éltt methdt @ngivisieet  usi ng a
uni que Worﬁfn [HRud %Mﬂl&ﬁtcﬁt%n%ﬂ%eﬁta%oﬁ%glygttnlagé (écrvice and a device

encrypted rights object d storing t
encryptdepﬁﬁﬁﬁgeﬁﬁﬂédkah the device. [11] The nmethod
of cl ai recdiyinf tiretriphrs abfErpencsiprd vdaa clic enatyptigh kdyeandi ght s
obj ect I t the
novi ng %%Bﬁﬁg %Egﬁggggﬁy %ﬁ aggng§§$d%%ggﬁgg%ornallg
(14§ f the MRMAGoLP dHE 13 gh%remétﬁ réghts ghiechwhich graggepiyed is
conpl et egtryplctidisinEhiee dietyipach kdy. cl ai m 7, wherein the

[15 ]{ ecei v e?he{ Jirgﬁl&g\otockf ﬁlcl 3 ﬁ?ﬁe&oﬁ%%ﬁg fifn “f{gﬂgg ngllnltla(f ﬁ%hcﬁge to

her et noV| rrg
met hod B6RpYiFsiiiegstopeg the Fights @bJﬁdtvdarh \a%ﬁrﬁ@merlc ation
[16]pet weenTie Iﬁ@thb(ﬁbﬂ &aifit 1G] ﬁ@tﬁerddbﬁip@temg BéhcvAmY ieaidh® object which
gener at S &Y Hl)ltc In%r\]ll K ol ’thc Fh! Y)lcrc]&st Qtenornlnglpt t€rminated.
obj ect encry ed' U "Ehe %f Q Ad
[17decr ypt Thggmetned @&Cézrl ; wh@emlt@qﬂegeltﬂﬁh r@@ts qm%lrﬂs wasquence
recervedmn&gémmﬁﬁaﬂﬁaa@od of claim 13, wherein the

[18]t fights gbrhei%god O\MWmovmg[alré%hrts?ch iécygptﬁ 8 d)ogebcle %(tgra%%: %wcer}g a device,

he encryption K
f ur t her the orphodspmgrisinginsni tti ng a normal response to

t he dthe@&vﬁga@é usi ¥ rnege b Eights OhE& R @6 HeWh GRS portable

rece|ved/ Q J e method of claim 13, further
conpri st AGUEAET: vating the rights object which was
r ecei veepnivérting therrighisralyjeof intorpeformay lseppoot] excthe devieroin response to

nor mal | bhetr&ﬁlgét'&%&l@rate[alc%hvéﬂéﬁ r&ﬁ@s%ﬁ%ctof claim 13,

wherein the rece hh é sequ .
nurbor SIPBAE B8 DRt BEE 8P IS RePRG AT omB ol Aghs obicet
ri ghts objsetting thernayped tigh$ ebjett roagbe patablesstarggealevice to the
devi ce, device; and
deactivating the rights object stored in the portable storage device if the
transmitting the encrypted rights object is completed.
[19] The method of claim 18, further comprising decrypting the rights object using a
unique key of the portable storage device before converting of the rights object.
[20] The method of claim 18, wherein the encrypting the converted rights object

comprises encrypting the rights object using a key generated as a result of mutual



the nethod conprising: receiving a request to nove the
rights object fromthe device using the portable
war@sagdedlevi ce; converting the rights object POI/ER2005/000602
format supported by the devBce in response to the
request to generate a converted rights object;
encrypting the converted rights object to generate an
encr ypt e(zhenltlga n b(e)tkv)\Je Eh’e dte rlgnan'tﬁt | nl%blterg? raerf]: r t ed
ights 0 Prom the S the
[21]d evi ce; Tbmmetaefé@ﬁ lajat ]|8n rtﬂlhrecompghmg alécma@aﬁ a @ﬂtﬁr@@l ngmber to the

the poriea&b&mg}@ tﬂﬁ&ﬂe@l&énﬁryﬁaﬁﬁg”ansmt“ ng the
encrypt ht s ect is co eted. [19] The method

2200 B b PR b S sPRERRG Gecrypting the i ghts
obj ect @rsmrtgfaae umifi veftieh kaapeats a pirablsotaredsidevise radgeice:
devi ce @@élﬁroemﬁpwmeﬁ bdiverof fohha o |a gllgh@ o@}@bﬁﬁ&t is t&a&%med (o the
The met hod of c V\ége i encr
T ot G R Gef R PR el Waciivates
ri ght s obitechjeal diahbpsdekregongdeiely atoydd;asda resul t of
nut ual ayﬁﬁﬁfl&h%&ﬂ/ %rﬁ%%ﬂvﬁﬁpwhﬁﬁ RV 6r (ﬁ:@l?/p{sl'@ﬁe rlghts object

portabl e ‘st or devi'ce. % 1] The n®t hod

further“%ﬁﬁﬁwl W@“&FPUH% i ng a sequence number to the
(23] ecei velha paglabls swinggecltvibediod@mt23ewberein yhet righgs. ob[j@Pis eAcrypted or

por t abl &C(??}Ip%dqgﬁl qes)éésﬁ)% k‘é?@ﬁi’ekﬁéd’lﬂras@@sﬁﬂ& feﬁ’é}ﬁldﬁ%édule
whi ch cognectg port abl e stor;%;e devi ce Vi ce;

la cont r &Pe Rt em%,gﬁ deyRverdama2s whergin t tragsrfl}t'ijﬁ%recewed
obj ect tiflas ob]ecthaws:quetnbeduml@rh}mmd\mewo or received
fron1th tar j .

25} oact | vap B o8 Uaied Otidifh B! hAGERML donBihni seperates the
nmoved; HHHCRCE @F@éﬂw@vﬂéﬁﬁFyﬁﬂi €ni t whi ch
Qépncrypts(EdeaﬁmMmhg the rights object converted by

t he Con 1 Va;}t‘ﬂ@é Ltlﬁlt J;}ﬁﬁl C()Tlla tspt(ﬂg gg\meeto% 8&9{9@5@1@%«% &e%lc%f

cla t S 0 encr

dec r y pt a:aoqar@i wgt ‘ahlélé g@iV@lﬁs «@ym@téﬁérnahfé @bisgt tgatg%%w@ﬁted to the
key gengsrabieaforigedidlice of rzédlveﬁlfﬂ)npme tpakdige ﬁ@@gea@eqce through the
?g\élelc\e/eOfterﬁc%ltmlt ané deg%a%%tgsl e tr éﬁts o) e]ﬁ%éhart]h Xen C(I)ql%letelty enaoved

t her et oand 25] The portabl e st orage devi ce of cl ai m 24,

wher ei Na thiem@aBkEPEnckpiibn GENRARA 88criiCoSRANPRER MRS cct
and corrp0 res. dsb %Jenc unbers. [26] A device

nve Con ro umt
conpri sin unit which connects the

[27devi ce ifhﬁ @evaf alblne%s, wdne@gethel aghts ebjeet icensrymisid andearypted using
}Nhi ch copuasi ﬁepﬁh%{éaby QfsesBioh ikej gealefalab@ lodiibat is
ransm e ra evi ce. or e
28} § Sno T bR ol BRuP S0 St B SR kCE e e fes o
uni t anstqdewe nimbdradodalnd thirgfht s obj ect t hat has been

290Nl et ehyddiR¥ R claRNeR, Ay HMRE Ebtrok BYit SMEFa¥R iHcQBquéREd number

whi ch enc(f%gltpgreggqug&g%emget he rights object

(24

[30] A method of copying a rights object from a device to a portable storage device,
the method comprising:
encrypting the rights object which is stored in the device using a common
encryption key;
embedding the encrypted rights object into a signal to be transmitted to the
portable storage device; and
transmitting the signal containing the rights object from the device to the

portable storage device.



converted by the control unit. [27] The device of

claim 26, wherein the rights object is encrypted or
waole@sypptiesl usi ng a sessi on key generated by a BEFKR5/000602

key generation nodule. [28B9The device of claim 26,

wherein the transmtted or received rights object has

a sequence number allocated thereto. [29] The device

[31]ngQSleﬁICghenlalé \é\ér]gf; cld C%R%lét?legrnctoélo lI‘lSllfllglgte f(%ﬁnern%tga[aé@]gnt}fation
met hod bftwedidhe dryics anil ietportetly elerage doyaeaisigwipybliq-keysscheme to
por t abl gensiawtﬁg @orﬂlﬁMﬂl &Rrypiibe keEsdad eﬁ&ﬂﬁfnlgfﬂhd'lﬁlghts ob]ect

(32 encrypt E@ﬁg tlﬂ nt 0 Pdgergt tV\'hI %h tz‘ 1 gt I;zg ct, rises:
levi ce (&TRENY eNEF VPt T ol ey pe fheta R CRQP
encr ypt égrypligh ths'> r@b}se)biecti thatélaab@n gn@flvptt:@u&m a unique key of the
transm fdved h@iddiRedRrhalveest orage device; and
transmttin cont n ht s .obj ect
fr om t heonaEgre B RRIes O RSEh e vah fetfieteyd0 ¢St fopronea by
The net thegondbleiteriags Fjcefandt her conpri si ng perform ng

mut ual  adeaL ﬂﬁ&}%hf%rbb}%@tt Mﬁ@lﬂhésh)@erg&\ﬁ'v&?ed%ﬁtgttﬁéecommon
portabl e sto vi ce using a public-key schene to

r
gener at 8" PRY O’&g?ﬁmn encryption key before encrypting
[331t he ri ghhsmetbpdottclaim3R] widreinrdpdt gtk @fjece haiarpBOgntrol information,

wher ei nyf g @Jb@rc}ﬂ?&dl Notnliioh k&'?l‘ién%@d &Jgéct GORRYA B ﬁcwce is
decrypting th I ghts abject t een encrypted

usi ng a“Hife te’k@? tgpsmpifiige fis N8l and is stored in the
[34ldevi ce; Thomnethod ofigailBe, furtybit enphbifieg tlloadaiicda degserbe smmber to the

decryptg%]téggct@etfo tﬁ@gnw rted by the portable

st or age evi ¢ encr the rights object which
[35has beef Tt caRy RE? Rghts ﬁ'@e RO RE 19 pPPaetrage device,
[ 33] Theemeitvddombrisih@i m 30, wherein the rights object

has cop ec&gllﬁ% agg?eﬁy t&f ttgc%g of: and the copy control

i nforma ‘ect stored in the device
i s chantaring 8 efl%ptte ﬁ%‘ﬁfﬂt’lﬁqt MEing REOBMGR SRCTy DA fkexprad
met hod @brigd e FApROobjbdifihi@rhac Bedardesiyigd &l the p@tdbliGstdage device.

[36]Zﬁg lrJ)e/ Bf?}rllegmgzﬁ%(g ft ialmrbt%hglat%g %csom%?Jsuelgt er oerLl(i)nr&hrtautuz?l authelgtlcatlon

from a bivpedhe @evapemﬁ thetiodakle @i@@g@ Qesgi v g atmbh%q.\/tﬁ@@eme to
conpris gélﬁratef (BE BdrNinbY e@gv;ﬁeﬁ k)PbBste @h@mtﬁlg@m @i object.
[3»7]deC rypt jl“ﬁ]eqm tlﬂod gfn ch‘za%pSES wherelgqé]e ngqjkt)é ect gt%reggx{ &1 V\Borme storage

encryptlon
has be eﬁeverz@e$ W)@ébdl ysing hemmup k@bﬁeth%pmahlge;tqmmd@@ce and stored.

(381 361 ThepdBedRedloaiml Bl ihdsin tﬁé&ﬁéﬂﬁsedb]&ogfﬁfeﬂﬁ i@ portable storage
GO S A S M e i
schene signal.

[39] The method of claim 35, wherein the encrypted rights object has a sequence

number allocated thereto.

[40] A method of copying a rights object from a portable storage device to a device,

the method comprising:

transmitting a request to copy the rights object to the portable storage device;
receiving a response signal corresponding to the request; and

decrypting the rights object embedded in the response signal using a common
encryption key and storing the rights object in the device.

[41] The method of claim 40, further comprising performing mutual authentication

between the device and the portable storage device using a public-key scheme to



generate the common encryption key before encrypting
the rights object. [37] The nethod of claim 35,
wok@sedries he rights object stored in the portabCBKR2005/000602
storage device is encryptedousi ng a uni que key of the
portabl e storage device and stored. [38] The nethod of
claim 35, wherein the rights object stored in the
portablqﬂ%tgﬂﬁge de%r&% hlg gpy control information
whi ch i ¢ ange e et r nsmtting the signal.
[42] 39] Th@hm@@ﬂi@fﬁofcﬁﬂalﬁu A&r nha@sin thevaghts epiechelorsd én ghprie‘dce is

ri ghts ebigrdd a@aam gugp&ah@&ﬁmgr al l ocat ed thereto.

40] A t h
hort ab swgggﬂggf G008 bR TRl poraic
conpr i sétorgge davanesnd has thgeapy rcenfué snfornuation by it thengddgifiesthe

obj ect &thﬂﬁn @ lsphhie storage deV|ce receiving a

di th
44yocry e THOmERE PG Peb B aE s Salefieer Gkt Blfcmannse
si gnal sighahasee scouamonnenier gliicaed theegto.and st oring the
(451 1 ght's @b &kdd dfRopyie ABMIEEbjedt Abln Tﬁlﬁtaﬁ@s&‘)@%e@fwﬁé @iaMevice,

40, fur her co r|S|gg perform ng nut ual
aut hent | Egﬁ the device and the portable
St or ageredeving @ reigiesidp eopp ulind nigrdkabyecs hardee dcogener at e

the co ngﬁ%ﬂ/p%ﬂ% [Hémg'hg r@)bj%@ty storbd il thd, ﬁﬁ'tagﬁtsm%e%few@é @éu‘f@ a common
40, wherel'n t g@t stored in the device is

encr ypt B¥PSOR %@naﬁwaﬁ%t% 'Ctthe device. [43] The
nmet hod ehbaidaignhak@zhtadbgaceivhich has oeg biicsy podaj i@®ta regponse signal cor-

stored j NE RO stQrage device and has the copy
controleg%%Or tloﬁg# i %g changed after the

t r ansni FRISAgtipHEe §~?S@ﬂnasr: sigpgd 41omrihe prwabifotiorage daviee # the device.
[46mher ei NThdw@ethodbit Saimbisetirthemndoampeisidlg perfdring resipgingentication

si gnal Qr%@eé?l QR GHd ﬂ%{géﬁ%lg@&%%@?h&gcet&ﬁr QL %B]ImLﬁe%/] schéme to

nmet hod Ing a ri roma
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obj ect whhivefin & riRBROLROCK P B bebtt @cApiRSNEATRe Pin@Naf the
cor resgondllgﬁto the request; and transmtting the

na

response sighal fromthe portable storage device to
the devénseyptipggi rights ohischwliclohasdicen eanygtedfuging ieercommon
conpri sg Iﬂgﬁg “m ng nut ual authentlcatlon bet ween

e SeVR B 1 AL 0001 Lo,
key bef ardgheeapyypntiral gnfometion fivttke Itlgi]t%fdluect §tarzql infhe portable
met hod Qfragl &viBeddchahbrQr Lleniht 'El@ns%ﬁﬂ?ﬁl el rQ@Joﬁ’Je sidh8l.

oS SHLahosiL s, deciyoling Lo LU O et
signal has a sequence number allocated thereto.

[50] A method of moving or copying a rights object, comprising allocating a sequence
number to information transferred between a device and a portable storage
device to check whether the information is omitted or added during the transfer.

[51] A method of moving or copying a rights object, comprising converting the rights
object into a format supported by a portable storage device when the rights object
is transmitted and received between a device and the portable storage device.

[52] A recording medium having a computer readable program recorded therein, the



portabl e storage device and stored in the portable

st orage device; converting the rights object which has
whe@s/ogiaes ypted into a file format of the devi PET/KRa@s5/000602

encrypting the rights objedt which has been converted

usi ng the comon encryption key. [48] The nethod of

cl aim 45, wherein the rights object has copy contro

|nfornat|on nd t e co contraol inf for e

Hant o bstam AP peRERT b fing QiR b osk oo

changedp%ﬁbéﬁkﬂﬁﬁCkvﬁﬁémﬂpﬁhWEWWMEwH@sponse si gnal .

[ 49] Th@odvsﬂuh @hleghﬂs'o@jeUﬂ i#R, amhﬁart@uﬁpoh&eby ing pbSababji@ate

enbedded in e gnce nunber
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[ 51] A detideochdof noving or copying a rights object,
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supported b (%ab e stora e device when the rights

obj ect ?¥X$¥%H' EﬁtﬁﬁamP@@ Fved between a device
[53land t heApbricabdreprsingr age devi ce. [52] A recording

medi um !ﬁ?éﬂcﬂ@)tl@n ﬁﬂm}ﬁ%ﬁ En(,rrﬁﬁgﬁhglﬁs 9!5]9(9 rv@lﬁbﬁ ﬁ%f?ﬁ&iﬁg the device,
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rights B%ﬁl?e%for‘?@?ﬂﬁnﬁrycﬁgﬁ%l? @ 1P §eRTHOHA %Fyét@tflﬁhéf’d% ce
devi ce, a tdmroimedihwehbiclc emnfyeds sherrgeryped vights objgettitne arsigghitts be

obj ect " il a0k WBa MRNL RSidylihe portabl e stor age

devi ce using .t evice to generate a converted rijghts

obj ect; 2 Eﬁl@ﬁytﬁru%chtt%sre%% pige cpitgping thagneypted §ﬁgﬁf@ object.
[54t he d eVTh‘feddvtbe @etainai® wisredNibe yidrgdioh ugil bsnctddgsahd ¢ommon

transm object fromthe

devi ce %& h{bﬁoﬁ D‘% %ﬂg%&%ﬁg kga?L &n%%w cJe and

Sldeact i vARS dryice Iﬁ’é clainy i, avheTsjelE cagryition unis dedieptyide rights object

when t r ;s bédnﬂs@cﬂyb@d QLIGE ¥ ﬂﬁl@ﬁb lﬁdyg;h"ﬂ&: debjceeid dtGred in the device,

conpl et gl cont£o§ ux]ut %onverYs %e Hgl(l)ts hva;]ls b%enCJegxg tle((i) 1n(§0 a format

uni t whi ¢ encr
in the $eppras byd ¢ Pfgtahleémmrde@ﬁ@ rayfbthﬁ@ncrk@gpnﬂmlt encrypts the
generatg H:molg&ﬁ wmleﬁs bdedl i&bﬁveasdt £6ig tha cG&RMbA Bhcrifiioh key
whi ch eq% 9 ence pte r 189 g@ into

eV1Cf: { ealaltm Wheretm %1? Iig tts

[56]t o be tpacdey Jlege as,eopy £g 2oftrat! rg’ormatlon

t r ansmi andethe mtr@hurtltrczinﬂ@m the qomeccmtrghm rm@mraﬁomhn glghth @bject

encr ypt el it 908 &€t the laddmitharadaHitC@e Siknd kéddihd3 the rights
wher ei n th% encryption unit generates the commmon

encrypt PRy key using a public-key schene. [55] The
[571devi ce Bke ddveseof Bl3im fhevheiem thixenasymedighitsorbjesnhas a sequence

decr ypt guhie afid ARl $hephp.ect that has been encrypted

[5 8]33/ P g eanljen(.lieC\lflce olf/\ claln? §7 wl?lerem t\{le (c:(?ntr% unit ée%[ereages Ithrlz stecli]uence number
and compares sequence numbers.

[59] A portable storage device comprising:
a receiver which receives an encrypted rights object;
an encryption unit which decrypts the encrypted rights object using a common
encryption key to generate a decrypted rights object; and
a storage unit which stores the decrypted rights object in the portable storage
device.

[60] The portable storage device of claim 59, wherein the encryption unit generates



the control unit converts the rights object which has
been decrypted into a format supported by the portable
wat@sagdedlevi ce, and the encryption unit encr yPCBEKRA@S5/000602
ri ghts object which has bedd converted using the
common encryption key. [56] The device of claim53,
wherein the rights obj ect has copy contro
i nf or magi an ntrol unlt es the copy
controlEh ?%?W%meﬂﬁ %E¥H$n% Bﬂﬂw §1 “stored in
[61} he devieepatablerstorige deyighelralaimex, whewgrﬁhq@cwneorsmgmprypts the

cgnt al Niidegy pidagightstbjee @ etiini LEeiZ} ofl dﬁ@t &ﬁéﬂl@@ox@ﬁe &vakm
, ncr as . a.seqguence
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wher ei ncantrel iwbmmatedn. uni t generates t he sequence nunmber

[63@Nnd conpry SorabRGlyRLe %eﬂb'@?&ﬁlzﬁm 5[95&i1er€in I@l%féna&bféd $iloBs dBRct has
devi ce co%Br sin ver which receives an

enory ot bR URE SR ot on un © i ch
W4hecrypt§h¢Mwah@KWQ£e@vm¢@mﬂ@H@B}@@bmusnmg$agcewnmanrwhmh

encrypt bQRrakRYhd Lq@BRER A Ker S ARAIPMRE SduEAGHumbab) ect;

and a s ﬁ{ %e uni t . which stores the decrypted rights
[65bpj ect YRECUBIHIS e storage device. [60] The

por t abl etrarsoriigyevhitdvrapeniof a chashiosOpy atighteohjedt lea portable

encrypthgﬁ uilkccgener at est he common encryption key

usi ng % [1c-key schenme. [61]. The portahl e storage

devi ce. BICEIE] wﬁl@%fgrecm @é?sﬁo?%%élgéﬁléf’%ftp% ingfgy the requiest;

encr ypt an ¢neeypdec nyiptvkidh deqinitstho bighs bbjadticntpedded n tha @esponse

key of i RAh! BRhfins) QlAgRoHRU. Ry [62] The portabl e

storage device 0 eln the rights object
has cop¥SieEee kyt whigh ePWéfhedrghtS[C%ft whigh pasrhcemlgerypted.
[66]St or ageThieddvize oOtlaih 65, Mhbin thb ey piioh uait earCoryPhetal au-

{ ‘6 g]ht _SrhfeﬂQJbtgcg@ rﬂﬁﬁh &t %8%%‘%&@1 éégé%gé aﬁ{i g&%?a%e%qhe% ae yﬁh&a key.
67lconpri sThiydeyice ohplaiabdry qurbqhe gerrerighs obiepds %axpéwc@mg a

nunber ﬁﬂ@dﬂhﬂ@@ﬁ@ﬁk@&iﬂﬁ%@‘z&mﬁun’oers [65] A device

on*pn S a ansmts a uest to
[68]C a Jrl"fl?egtli] vice oaal i he rlgp F as C{)%yr contro élgog%%non

[69]r ec ei v eithf\ﬁiﬁchq of eleem 0% svharentre@p eglste ompqrhm a sequence number
correspgnﬁmﬁ@ﬂkamihe request; an encryptlon uni t which

[70]2?3 Lglpt E}é { nevlcg 0 C % (ﬁaefurc rer C(%m}%e)r%gqeg ] clomé)ﬁr&?or w%%c% rggnerates the

uni t V\meehens;c omebertah@cwm@?mSSSeMp@crtuqursch has been

[71decrypt Aq)ortalﬁ@hofaged@l@éélc@ﬁlpaﬁm | ai m 65, wherein the
encryption .unit

e au thentica |
the por t&6P'Est &hrﬁ‘éel‘éeé\?ur%“éle NG AL °§J?°L%°m aebile:
encr ypt dnoenckygyion 87 hiTh enadgys be rights obja¢tnvbish isstreedinrhe
the stop&ehblel s @Pic€Ghink 3 cERGIoH REEPptlbaikRY irfresponse to the
request;
a control unit which embeds the rights object which has been encrypted into a
response signal corresponding to the request; and
a transmitter which transmits the response signal to the device.
[72] The portable storage device of claim 71, wherein the encryption unit generates
the common encryption key using a public-key scheme.
(73] The portable storage device of claim 71, wherein the encryption unit decrypts the
rights object that has been encrypted using a unique key of the portable storage

device and stored in the portable storage device, the control unit converts the



uni que encryption key of the device. [68] The device
of claim®65, the rights object has copy contro

WO ndosiomess on. [ 69] The device of claime65, whePEI/RRR218/000602
ri ghts object has a sequend@ nunber all ocated thereto.
[ 70] The device of claim69, further conprising a
conparator mhich generates t he sequence nunber and
Compar R ReMIERSH AYIPRLR sk {ba APLILAR So80 R aevice.
to c opya@nﬁ‘i’ gmeptl@b Peit enckypehthe rigiety pject whichdrg bgﬁptcp@wrted using
unit mhm@hmﬁﬁ@ﬁyﬂﬁﬁnhh%gylghtS object which is stored

in the tor e devi ce,
T4t vor P PRBb R R ARG d YT o Vb S O st payoomy
uni t vxhcccmbmﬁe@ethm end thg herroblyiedrangdsitietroha sorttb mformation

encrypt ggl tﬂerﬂgqatsa)bjeeﬁsw&e@ﬁl i Iblecswrag%sceoleg g theQrdnbi@itter
r equest smt.s the

res ponsganﬁ%‘ﬁg]e r?sc?o?ﬁ%élgc‘.@fo&‘é‘mntgf%? NEHEONES L abl e
[75)st or ageTemireblesforageale ieedf, clametl ewvherein ¢hearghtsqbjdcohas a sequence
uni t geﬁﬁmﬁge@xg 8 geedon encryption key using a

public abl e storage device
7681 m 731 oGP BT BRI, UPRTE 4oy G g ganersies tre
ri ghts slgpect ntinbdr ahdsorhgess seqengptvadbetssi ng a uni que
key of the portable storage device and stored in the
portabl e storage device, the control unit converts
t heri ghts obj ect which has been decrypted into a
format supported by the device, and the encryption
unit encrypts the rights object which has been
converted using the common encryption key. [74] The
portabl e storage device of claim71, wherein the
ri ghts object has copy control information, and the
control unit changes the copy control information for
the rights object stored in the portable storage
device after the transmtter transmts the response
signal containing the rights object. [75] The portable
storage device of claim 71, wherein the rights object
has a sequence nunber allocated thereto. [76] The
portabl e storage device of claim75, wherein the
control unit generates the sequence nunber and
conpar es sequence nunbers.



