WIRELESS PERSONAL AREA NETWORK HAVING AUTHENTICATION AND ASSOCIATED
METHODS Field of the Invention [0001]The present invention relates to the field of wireless networks,
and, more particularly, to systems for providing authenticated proximity access to wireless networks
and related methods. Background of the Invention [0002]Electronic computing devices have increased
productivity in the workplace by enabling the easy transportation and transmission of data. However,
the easy transportation and transmission of data has also created problems for those tasked with
protecting an organization's confidential data. [0003]To address this problem a number of
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Field of the Invention

{00011} The present invention relates to the field of
wireless networks, and, more particularly, to gystems for
providing authenticated proximity access to wireless

networks and related methods.

Background of the Invention

fooo2] Electronic computing devices have increased
productivity in the workplace by enabling the easy
transportation and transmission of data. However, the
easy transportation and transmission of data has also
created problems for those tasked with protecting an
organization’s confidential data.

{0003] To address this problem a number of
authentication mechanisms such as card readers, biometric
sensors, and fob keyless entry devices, and the like have
been devised. The use of such authentication mechanisms
can provide an organization with control over usger access
to an electronic device as well as control over user
access to data on the electronic device. For example,

U.5. Patent No. 5,81C,981 tc Mooney et al. discloses a



authentication mechanisms such as card readers, biometric sensors, and fob keyless entry devices,
and the like have been devised. The use of such authentication mechanisms can provide an
organization with control over user access to an electronic device as well as control over user access
to data on the electronic device. For example, U.S. Patent No. 5,610,981 to Mooney et al. discloses a
secure computer controlling the access to data storage devices via a card reader. [0004]U.S. Patent
No. 6,003,135 to Bialick et al. discloses a device that communicates with a host computing device to
enable one or more security operations to be performed by the modular device on data stored within
the host computingedevite, datamprovideddrgrmeie host cdmpatingedevite tode nrodutaradevice, or

data retrieved by the host.computing devige from the modular device. [0005]U.S. Patent No.

6,763,336 to Kolls discloses a universal server that wirelessly networks a plurality of portable digital

devices to an electf8RiBtbmmeltetermaiatthélsystemiéa thudecadthehii€éatich-methanisms such

as a smart card readefe akaypad, admagreticcard sepdem OF hioraeticsensors, §8006]U.S. Patent
No. 6,715,679 to Infonsino discloses a universal card that can be deployed as an access card. A

universal card reade? & sl HEUHFersql &itaaha RBGiMverSaiGarageddétdan communicate with
various electronic devigas suels asa ¢ellutartelephenebe personal digitat agsistant, efa petsonal
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interface. from the host computing device to the modular device, or
data retrieved by the host computing device from the
modular device.
[0005] 7.8. Patent No. 6,763,336 to Kolls discloses a
universal server that wirelessly networks a plurality of
portable digital devices to an electronic commerce
terminal. The system can include authentication
mechanisms such as a smart card reader, a keypad, a
magnetic card reader, or bicmetric sensors.
[0006] U.8. Patent No. 6,715,679 to Infonsino
discloses a universal card that can be deployed as an
access card. A universal card reader can read the
universal card and the universal card reader can
communicate with various electronic devices such as a
cellular telephone, a personal digital assistant, or a
personal computer. The universal card reader inciudes an
interface that may be a wired interface, or a wireless
interface such as an antenna for communicating via radio
waves and/or an infrared communications interface.
[0007] U.S. Patent No. §,732,278 to Baird, III et al.
discloses a device for providing access to a remote site.
Accegs to the device 1s gained through an authentication
process during which a user password and biometrics are

provided to the device. Once authenticated, the device



[0007]U.S. Patent No. 6,732,278 to Baird, Il et al. discloses a device for providing access to a remote
site. Access to the device is gained through an authentication process during which a user password
and biometrics are provided to the device. Once authenticated, the device authorizes access to a
remote site (e.g., a web site or a server on a local area network). [0008]Unfortunately, such
conventional systems have a number of shortcomings. For instance, once a user is signed onto an
electronic device, the user can remain signed onto the electronic device even though the user walks
away from the electronic device. Another shortcoming is that a user usually has to be authenticated for
each device that hasEHrcatithesticationsfetharisne Supsmantef the laventonvfgo09llnview of the

foregoing background.itis a5, abject of the invention ta pravide systems and methods that provide a
proximity authentication mechanism between short-range wirelessly communicating electronic
devices. {0008] Unfortunately, such conventional systems have a

number of shortcomings. For instance, once a user is
signed onto an electronic device, the user can remain
signed onto the electronic device even though the user
walkg away from the electronic device. Another
shortcoming is that a user usually has to be
authenticated for each device that has an authentication

mechanism.

Summary of the Invention

[0009] In view of the foregoing background, it is an
object of the invention to provide systems and methods
that provide a proximity authentication mechanism between
short-range wirelessly communicating electronic devices.
[0010] This and other objects, features, and
advantages in accordance with the invention are provided
by a wireless personal area network (WPAN) system that
includes a plurality of WPAN devices using encrypted
wireless communication therebetween when in an enabled
state and not wirelessly communicating when in a disabled
state. At least one of the WPAN devices preferably
comprises a WPAN identity reader for reading at least one
identifying parameter of a user and for confirming that
the user is an authorized user based upon reading the at
least one identifying parameter. The WPAN identity
reader may also wirelessly communicate with at least one
other WPAN device to switch the at least one other WPAN
device from the disabled state to the enabled state based

upon confirmation that the user is an authorized user.



[0010]This and other objects, features, and advantages in accordance with the invention are provided
by a wireless personal area network (WPAN) system that includes a plurality of WPAN devices using
encrypted wireless communication therebetween when in an enabled state and not wirelessly
communicating when in a disabled state. At least one of the WPAN devices preferably comprises a
WPAN identity reader for reading at least one identifying parameter of a user and for confirming that
the user is an authorized user based upon reading the at least one identifying parameter. The WPAN
identity reader may also wirelessly communicate with at least one other WPAN device to switch the at
least one other WPAN@edicecfiom the'disallled statd totiexénabledastatesisased apdiPabnfirmation

that the user is an gythqrized uses. Acco 'ggllé(\,}\?ugﬁggggt&q proximity access in a WPAN system is
advantageously enabled. [0011]The plurality of WPAN devices may have a limited communication

range and the at IeE3%bhé otherfWP AN HedicktWher if' e rkbid g StatB &WilehEs back to the

disabled state basedkipeacmevement bayantthesligied sammnicationeangesnith Hig, WWPAN identity
reader. The WPAN s%%tem further may include an identifying token carried hy a user and the WPAN

identity reader reali5the ARG tSKENWhERTh BREXIRS tidrals [6815FheSWRaR idehtity reader

may continue to wirelesslyscammanicaie withthedt lgast onewathen Al deviceio mamiaiadhe at

least one other WPAN device in.the enabled state ags.lon ?‘lghe identifying token is in proximity to the
WPAN identity rea%%rﬁnﬁlelfjd%%ﬁﬁﬁngr fokén %J%??ur%leer %Bu ele(g%rrl)?ét%c}’ﬁg ggt%é;%ﬂiedpg%ea substrate
and the encryptioridatd sy irsiuderatlesst vay of aqlubfie ard prilené ehyiyptiondes[0013]The at

Ieastone(ﬁherVV%égkqQ%gqﬂpqylﬁ%er and the WPAN identity reader reads the
identifying token when in proximity thereto.
[ooxrz2] The WPAN identity reader may continue to
wirelessly communicate with the at least one other WPAN
device to maintain the at least one other WPAN device in
the enabled state as long as the identifying token is in
proximity to the WPAN identity reader. The identifving
token may further include encryption data carried by a
substrate and the encryption data may include at least
one of a public and private encryption key.
{0013] The at ileast one other WPAN device may be
operable to permit user operation thereof when in the
enabled state. The at least one other WPAN device may be
operable upon user entry of a password in addition to
being in the enabled state. The WPAN devices may
wirelegsly communicate using a Bluetooth protocol and/ox
a Federal Information Processing Standard (FIPS)
compliant encrypticn protocol. At least one of the
plurality of WPAN devices may include a computer, a
printer, a scanner, a camera, a barcode scanner, a Global
Pogitioning System (GPS) device, a personal digital
assistant, and a wireless email device, for example.
[0014} The WPAN identity reader may comprise a

portabkle housing and a reader carried by the portable



operable to permit user operation thereof when in the enabled state. The at least one other WPAN
device may be operable upon user entry of a password in addition to being in the enabled state. The
WPAN devices may wirelessly communicate using a Bluetooth protocol and/or a Federal Information
Processing Standard (FIPS) compliant encryption protocol. At least one of the plurality of WPAN
devices may include a computer, a printer, a scanner, a camera, a barcode scanner, a Global
Positioning System (CPS) device, a personal digital assistant, and a wireless email device, for
example. [00141The WPAN identity reader may comprise a portable housing and a reader carried by
the portable housii§46i FEading theeadeast 6he idehtihiag parimeteiotaifsenThe WPAN identity

reader may also inglude@ linited commupicationrange PANJFANSCeIver £agred, by the partable
housing. The WPAN identity reader may further comprise a processor carried by the portable housing

and connected to thBTédd&r dnd - ffite G EBIRE AR BEGH rdfgE WPRRNr dristef/e? 1 71e reader may

include at least one ©f aimmagmstic-stripgseaden & swad Gagd reader, angdia bigameatde gharacteristic

reader, for example. [0015]A method aﬁglect of the invention is for operating a WPAN system that
includes a pluralityro%;\}gl?-ﬁl\rlnagvi BE Wit at BB IRE of thREREAN Fev i TonThriding ASWPAN

identity reader. Theomethbdlanaypirclude asidgdheVeRAMIdentityireadenfarreadifigtaideast one
dentifying parametarf2.usel, fROITINg {18! hepveriman auiharized yset based unoDeading the
i %1 i 2 ' ther WBAN device

at least one identifying parameter, and wirelessly communicating with at'least one o
to switch the at ledBRBnéstReO/ AN Hevite from adisablegsiateito @t ehrbledsiderbased upon

confirming the usegisaR agthelizedsser., The @t least gne other WRAN deyvicednay: usg.gncrypted

wireless communication when in the enabled state and not wirelessly communicating when in the
disabled state.  £°T ®BABPB&scription of the Drawings [0016]FIG. 1 is a schematic diagram of the
WPAN system forfis@xsnity aceesscaccondingdedire dwvepten.i[@0dA1RI& 2iis arsghematic diagram of
the WPAN system shown ILFIG; J,kRaling fhe WRAN devicesdn an enabled state e wean

devices with at least one of the WPAN devices comprising

a WPAN identity reader. The method may include using the

WPAN identity reader for reading at least one identifying

parameter of a user, confirming that the user is an

authorized user based upon reading the at least one

identifying parameter, and wirelessly communicating with

at least one other WPAN device to switch the at least one

other WPAN device from a disabled state to an enabled

state based upon confirming the user is an authorized

user. The at least one other WPAN device may use

encrypted wireless communication when in the enabled

state and not wirelessly communicating when in the

disabled state.

Brief Description of the Drawings

foo1s] FIG. 1 is a schematic diagram of the WPAN
system for proximity access according to the invention.
[0017] FIG. 2 is a schematic diagram of the WPAN
system shown in FIG. 1 illustrating the WPAN devices in

an enabled state.



[0018]FIG. 3 is a schematic diagram of the WPAN system shown in FIG. 1 illustrating the WPAN
devices in a disabled state. [0019]FIG. 4 is a more detailed schematic block diagram of a WPAN
identity reader as shown in FIG. 1. [0020]FIG. 5 is a schematic block diagram of an alternate
embodiment of a WPAN identity reader as shown in FIG. 1. [0021]FIG. 6 is a flow chart illustrating a

method according to the invention.

foo1s] FIG. 3 is a schematic diagram of the WPAN
system shown in FIG. 1 illustrating the WPAN devices in a
disabled state.

[0019] FIG. 4 is a more detailed schematic block
diagram of a WPAN identity reader as shown in FIG. 1.
{0020] FIG. 5 is a schematic block diagram of an
alternate embodiment of a WPAN identity reader as shown
in FIG. 1.

{0021] FIG. 6 is a flow chart illustrating a method
according to the invention.

[0022] FIG. 7 is a more detailed schematic block
diagram of an alternate embodiment of a WPAN device

according to the invention.

Detailed Description of the Preferred Embodiments

[0023] The present invention will now be described
more fully hereinafter with reference to the accompanying
drawings, in which preferred embodiments of the invention
are shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein. Rather,
these embodiments are provided so that this disclosure
will be thorough and complete, and will fully convey the
scope of the invention to those skilled in the art. Like
numbers refer to like elements throughout, and prime
notation is used to indicate similar elements in
alternate embodiments.

[0024] Referring initially to FIG. 1, the basic
components and interconnections of a wireless personal
area network (WPAN) system 10 for authenticated proximity
access in accordance with the invention are now

described. A WPAN is a wireless pergonal area network



[0022]FIG. 7 is a more detailed schematic block diagram of an alternate embodiment of a WPAN
device according to the invention. Detailed Description of the Preferred Embodiments [0023]The
present invention will now be described more fully hereinafter with reference to the accompanying
drawings, in which preferred embodiments of the invention are shown. This invention may, however,
be embodied in many different forms and should not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the art. Like numbers refer
to like elements thirdufhotitadnicegritleenctation soused-tolindicafe wiPdilardterherts intalternate

embodiments. (0094 elerring gl o E16 e i companente A insicompegtions of 2

wireless personal area network (WPAN) system 10 for authenticated proximity ‘access’in accordance
with the invention B AW destEbed. A WPARKS WREsSpISdahItaEa efivorkE tat Eriables the

interconnection of WRAN-devices.thatase Within-RIOXHBILY Of eaely othere fhe pProximitylange is
normally about 10 meters between WPAN devices, or a few kilometers between a WPAN device and

a central server, for€xamiBIEPTEchniELPELRtALGRE for'Sorad VB ANIGEiGEE€an'B&Yound in the
|IEEE 802.15 standardiargkothen Sivailatsiaddards eisavil irerappre ciateds by tiaeseiskilied in the art.

other similar standards as will be appreciated by those
skilled in the art.

{0025] The WPAN system 10 illustratively includes a
plurality of WPAN devices 12a-12d. Each WPAN device may
include a respective portable housing 16a-16d and
respective limited communication range WPAN transceiver
l4a-14d carried by the corresponding portable housing.
Each limited communication range WPAN transceiver 14a-14d
may use a respective antenna 28a-28d and may be capable
of encrypted communications over links 22a, 22d. Each
WPAN device 12a-12d4 may also include a resgpective
procegsor 18a-~18d carried by the corresponding portable
housing l6a-16d and connected to its limited
communication range WPAN transceiver l4a-14d.

[0026] One of the WPAN devices ig illustratively a
WPAN identity reader 12d that illustratively includes a
reader 204 carried by the portable housing 163 and
connected to the processor 18d. The reader 204 can be
used for reading at least one identifying parameter of a
user, for example. The reader 204 may comprige at least
one of a magnetic stripe reader, a smart card reader, and
a biometric characteristic reader as will be appreciated
by those skilled in the art. The WPAN identity reader
12d. may further include a memory 24d connected to the

processor 18d.



[0025]The WPAN system 10 illustratively includes a plurality of WPAN devices 12a-12d. Each WPAN
device may include a respective portable housing 16a-16d and respective limited communication
range WPAN transceiver 14a-14d carried by the corresponding portable housing. Each limited
communication range WPAN transceiver 14a-14d may use a respective antenna 28a-28d and may be
capable of encrypted communications over links 22a, 22d. Each WPAN device 12a-12d may also
include a respective processor 18a-18d carried by the corresponding portable housing 16a-16d and
connected to its limited communication range WPAN transceiver 14a-14d. [0026]One of the WPAN
devices is illustrativély 2 WPANTtentity ABader/lizeethat Hlustrativelyeneludesairedden.2ed earried by

the portable housing 4, And.equnected o e processor Lid, e reader 20d,canhs,used Jor
reading at least one identifying parameter of a'user, for éxample. The reader 0d may comprise at
least one of a magftiedie stribe Fedderaadndtirt tard readed eewlla bisrmeticichaigctetistic isnder as will

be appreciated by jhesg,skilled in the artThe WRAN idepfity reader,liad, may further include a
memory 24d connected to the processor 18d. [0027]The WPAN devices 12a-12d use encrypted

wireless communichtivf gt iR 2RI 9Yd tete bEtePARRES ifan Lebled State and do not
wirelessly communigate-whenig agdisakled state £ The Y¥RAN:iFantityreadar 12ehis:tjustiatively

provided for reading at least one identifying parameter of a user and for confirming that the user is an
authorized user bé:gé% Visioint rﬁdiﬁ&t%ﬁ%ﬁﬁw péf}%%e%ﬁslaﬁg WRNH&@%’@%&&& 12d may
also wirelessly cormdamtidateiwith phleastore otherWwPRRRdevide 1R2atl2cteasiwitchithd atalgast one
other WPAN device, iam,he isahied stalg e gpadled siate basetlupan, confimatiop gt the user

is an authorized user. Accordingly, authenticated proximity access in the N system 10 is
advantageously eA&hledS[002BTA fsorecletaiidd-axpitisatich dbthetoparation betheVWRIN system 10

is explained with refarence 1o 5{G8n2 anded FNeVRAN devisesii2a. 126: 12d eachhaye-a limited

communication range indicated by range circles 30a, 30b, 30d in which the WPAN devices are able to

communicate as Wit P GPeEted by thdderdkilfdtRintfg art E e xariple ShkER thefange circle 30a
overlaps the ranga cirelec30dy 1he WMRANdavice: 1 2a apddhe WPANsidestity 12d use enpapted
wireless communicati%n rlrilnligZdSther&petvgeen wheT in an %riab ed state as seen in FIG. 2. In
addition, when WPBAR dévice 128 i§éna ea%%%%ﬁé%aﬁ&é’:‘ irclé 30a overlaps range circle 30b, the
WPAN device 12al 888 #le WPANTscel22b Lise@nerptedatirates sodorhhmeinigativatinde2 24 as also

seen in FIG. 2. the WPAN system 10 is explained with reference to FIGS. 2
and 3. The WPAN devices 12a, 12b, 12d each have a
limited communication range indicated by range circles
30a, 30b, 30d in which the WPAN deviceg are able to
communicate as will be appreciated by those gkilled in
the art. For example, when the range circle 30a cverlaps
the range circle 30d, the WPAN device 12a and the WPAN
identity 124 use encrypted wireless communication link
22d therebetween when in an enabled state as seen in FIG.
2. In addition, when WPAN device 12a is enabled and the
range circle 30a overlaps range circle 30b, the WPAN
device 12a and the WPAN device 12b use encrypted wireless
communication link 22a as also seen in FIG. 2.

[0029] As shown in FIG. 3, when the range circle 30a
does not overlap the range circle 304, the WPAN device
12a and the WPAN identity 12d do not use encrypted

wireless communication link 224 therebetween and WPAN



[0029]As shown in FIG. 3, when the range circle 30a does not overlap the range circle 30d, the WPAN
device 12a and the WPAN identity 12d do not use encrypted wireless communication link 22d
therebetween and WPAN device 12a is not enabled. The communications link 22d is no longer
operative as indicated by the "X". In addition, the WPAN device 12a is not enabled even though the
range circle 30a overlaps the range circle 30b. The WPAN device 12a and the WPAN device 12b may
not use encrypted wireless communication over the link 22a. In other words, when the range circle
30d no longer overlaps the range circle 30a, the WPAN device 12a can no longer communicate with
the WPAN identity #63deére1 2R A& rasuilt, $he WRAN déilice t2amuayi be Wisabled anl thisgdnay also

disable the WPAN device 123, JQ03QReferringnovs ta FIG 4 JUrhgr detalls of the WRAN system 10
are explained. The WPAN system 10 further includes an identifying foken 32 carried by a user and the

WPAN identity rea@8f15d pEadd-ie HBANYHRHKEN B22WhEN TP broximiy #erets: T HeWRIRN identity

reader 12d may coritiue deadredassiy eommunicate withstheqat Isastene. other WEAN deyigg to
maintain the at le ther WPAN device in the enabled state as long as the identifying token 32 is

e
in proximity to thea% Ncglggﬁtﬁ§ ré&Ger o, (B8 3 RS HENH frethbifiu SRt embtidiment, the
identifying token 32maay hirthdrirctede eackyptionciata S84warsed by shsulistrate 38a Theencryption

ey e S5 ! AU ARl SOgbplen 5 YA RS b s
the range circle 30a, the WPAN device 12a can no longer
communicate with the WPAN identity reader 12d. As a
result, the WPAN device 12a may be disabled and this may
also disable the WPAN device 12b.

{0030] Referring now to FIG. 4, further details of the
WPAN system 10 are explained. The WPAN system 10 further
includes an identifying token 22 carried by a user and
the WPAN identity reader 12d reads the identifying token
32 when in proximity theretc. The WPAN identity reader
12d wmay continue to wirelessly communicate with the at
least one other WPAN device to maintain the at least one
other WPAN device in the enabled state as long as the
identifying token 32 is in proximity to the WPAN identity
reader 124d.

[0031] As shown in the illustrated embodiment, the
identifying token 32 may further include encryption data
34 carried by a substrate 38. The encryption data 34 may
include at least one of a public and private encryption
key as will be appreciated by those skilled in the art.
[0032] The at least one other WPAN device may be
cperable to permit user operation thereof when in the
enabled state. The at least one other WPAN device may be
operable upon user entry of a password in addition to
being in the enabled state. The WPAN devices may

wirelessly communicate using a Bluetcoth protocol and/or



operable to permit user operation thereof when in the enabled state. The at least one other WPAN
device may be operable upon user entry of a password in addition to being in the enabled state. The
WPAN devices may wirelessly communicate using a Bluetooth protocol and/or a Federal Information
Processing Standard (FIPS) compliant encryption protocol. At least one of the plurality of WPAN
devices may include a computer, a printer, a scanner, a camera, a barcode scanner, a Global
Positioning System (GPS) device, a personal digital assistant, and a wireless email device, for
example. [0033]An alternate embodiment of a WPAN identity reader 12d' is explained with additional
reference to FIG. 5 THeWRAN ladntitypaddder B2dvilkstativelytinelddas! a Gidmetric characteristic

reader 20d". In this.gmBediment. Riomesric gh erstic reader 20disin the form of a fingerprint

sensor. The data from the sensor is processed by the processor 18d' for determining a match between
an enrolled authorR€d5ers6n antl tHE4RErSBIY presentls plading Bkefifg sFMPeH #te sénsor as will be

appreciated by thoseiskilledl, indhe e [SO34IA Melbed aspeel6itha dnventionds for-oparating the
WPAN system 10 and js now described with reference to the flowchart 43 of FIG 6. The method is for
establishing encrypfei\witelesE2ommbfitatGi BenfEar S5purIiRFSARBAN G&dited When in an

enabled state and aes Wiredess|y eardmuvdatéigzwheania aldisabled siatecAt leashpne of the WPAN

devices includes a identity reader. The method starts at Block d includes reading at least
one identifying pargéln%%ﬁrl of a u%%r %?%Fo%ﬁ}a% ugfﬁ]g?f%sér{ﬁﬁgh#geﬁtﬁ%%%dégeﬂ?:elsﬁger can be
confirmed as an agtwfiged Lef basedxpon yaadingithb atdekist omeddemiffirgeparantater at Block

48. Then, the WPANddentity regdenitglessly,coppupicates with at lgas one afher WIRAN device to

switch the at least one other WPAN device from the disabled state to the enabled
includes a biometric characteristic reader 204‘. In this
embodiment, biometric characteristic reader 204’ isg in
the form of a fingerprint sensocr. The data from the
sensor 1lg processed by the processor 18d’ for determining
a match between an enrolled authorized person and the
person presently placing his finger 41 on the gengor as
will be appreciated by those skilled in the art.
[0034] A method aspect of the invention ig for
operating the WPAN system 10 and is now described with
reference to the flowchart 43 of FIG 6. The method is
for establishing encrypted wireless communication between
a plurality of WPAN devices when in an enzbled state and
not wirelessly communicating when in a digabled state.
At least one of the WPAN devices includes a WPAN identity
reader. The method starts at Block 45 and includesg
reading at least one identifying parameter of a user at
Block 46 using the WPAN identity reader. The user can be
confirmed as an authorized user based upon reading the at
least cone identifying parameter at Block 48. Then, the
WPAN identity reader wirelessly communicates with at
least one other WPAN device to switch the at least one

other WPAN device from the diszabled state to the enabled

10



state based upon confirming the user is an authorized user (Block 50). [0035]The operation of WPAN
system 10 can be affected by different operational parameters, which may be checked at Block 52.
For example, the plurality of WPAN devices may have a limited communication range as described
previously. The method may further include checking to see if the limited communication range of the
WPAN identity reader has been exceeded at Block 54. If the range is exceeded, then the method
includes switching the at least one other WPAN device when in the enabled state back to the disabled
state at Block 56. [0036]Another operational parameter to be checked at Block 52 is if the identity
token is still proxinite the WRAN identityreaderat Bipckiss. dsso; then amintailing thedt least one

other WPAN devicggg]phe(gﬁ]gghg%%@t.e may be maintained as long as the identifying token is in
proximity to the WPAN identity reader. If not, the other WPAN device is disabled at Block 56 before

ending (Block 57). {8838 T he at i&&stBrrerathePWPANRACE ity be dperdie Repaimitaser
operation thereof whem incthe-enablegd staje the nethodmeay furthepinclude seqwengyserk entry of a
password in addition to the at least one other WPAN device being in the enabled state for the at least
one other WPAN d&viceHoe operabie j0B38ENgtne FEtRpIRTGHE WP ARG JERALE £606 858 may be
used in accordance:the psesent invedtionisduihendescribed withegferencededd ki The device
1000 includes a housir‘lhq_c:)L%gs)(_?%‘i:‘a}r ke¥plgard JE%OO and an fout%t device #882 'I(;l%% gﬁ%ué o@c\)/ice shown

is a display 1600, Rhichis préferably a furnegragﬁllcnf_aéb. 5ﬁ1eret§‘;pé%1 6

see 1f the limited communication range of the WPAN
identity reader has been exceeded at Block 4. If the
range is exceeded, then the method includes switching the
at least one other WPAN device when in the enabled state
back to the disabled state at Block 56.

[0036] Another operatiocnal parameter to be checked at
Block 52 is if the identity token is still proximate the
WPAN identity reader at Block %8. If go, then
maintaining the at least one other WPAN device in the
enabled state may be maintained as long as the
identifying token is in proximity to the WPAN identity
reader. If not, the other WPAN device is disabled at
Block 56 before ending (Block 57).

[0037] The at least one other WPAN device may be
operable to permit user operation thereof when in the
enabled state. The method may further include reguiring
user entry of a password in addition to the at least one
other WPAN device being in the enabled state for the at
least one cther WPAN device to be operable.

[00381] Another example of a WPAN device 1000 that may
be used in accordance the present invention is further
described with reference to FIG. 7. The device 1000
includes a housing 1200, a keyboard 1400 and an output
device 1600. The output device shown is a display 160G,
which is preferably a full graphic LCD. Other types of

11



output devices may alternately be utilized. A processing device 1800 is contained within the housing
1200 and is coupled between the keyboard 1400 and the display 1600. The processing device 1800
controls the operation of the display 1600, as well as the overall operation of the mobile device 1000,
in response to actuation of keys on the keyboard 1400 by the user. [0039]The housing 1200 may be
elongated vertically, or may take on other sizes and shapes (including clamshell housing structures).
The keyboard may include a mode selection key, or other hardware or software for switching between
text entry and telephony entry. [0040]In addition to the processing device 1800, other parts of the
mobile device 1000'&F&'shodp scPrRinatally It FiG et etveseineludelia edmmumicaimisselssystem

1001; a short-rangespnamunications subsysten 020 dhe keyheaid 1400 and ihe digplay; 1600, along
with other input/output devices 1060, 1080, 1100 and 1120; as well as memory devices 1160, 1180

and various other G&ViEe SBbEFHERT G THERoBHE dbtite Tovd iSlisteftrablay ey RF
communications devisehayings¥aiag anskdata cosypunisations sapailities. 4a agdditiops the,mobile
device 1000 prefe@b%tjas the capability to communicate with other computer systems via the

ati

Internet. [0041]OPSERNG Syt softitalidxediied by the proddssiRg Gavite 800 iS Preferably

stored in a persistentstore, deechas thedlashimemesy 26, it may lxetstoredinl otbhgstypes of

memory devices, sych as g?gggnﬁwr@j%yt(#gl\@fgg:similar storage element. In addition, system
software, specific device a%p ications, or parts thereof, may be temporarily loaded into a volatile store,

such as the randorfP&dcdss mefiory (RARDNG 1200 may be elongated vertically,
or may take on other sizes and shapes {(including

clamshell housing structures). The keyboard may include a
mode selection key, ox other hardware or software for
switching between text entry and telephony entry.

[0040] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
gschematically in FIG. 7. These include a communications
subsystem 1001; a short-range communications subsystem
10206; the keyboard 1400 and the display 1600, along with
other input/output devices 1060, 1080, 1100 and 1120; as
well as memory devices 1160, 1180 and various other
device subsystems 1201. The mobile device 1000 is
preferably a two-way RF communicationg device having
voice and data communications capabilities. In addition,
the mobile device 1000 preferably has the capability to
communicate with other computer systems via the Internet.
{0041] Operating system software executed by the
processing device 1800 ig preferably stored in a
persistent store, such as the flash memory 1160, but may
be stored in other types of memory devices, such as a
read only memory {(ROM) or similar storage element. In
addition, system software, gpecific device applications,
or parts thereof, may be temporarily loaded into a

volatile store, such as the random access memory (RAM)

12



1180. Communications signals received by the mobile device may also be stored in the RAM 1180.
(0042]The processing device 1800, in addition to its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000. A predetermined set of applications that
control basic device operations, such as data and voice communications 1300A and 1300E, may be
installed on the device 1000 during manufacture. In addition, a personal information manager (PIN)
application may be installed during manufacture. The PIM is preferably capable of organizing and
managing data iteMs, such as e-mail, calendar events, voice mails, appointments, and task items. The
PIN application is al$§ preferiiRieapabiectissehtiit afid FEcEving ey itehs Waaiwireless network

1401. Preferably, the-PiM-datajtemsare,seamiassly integrated; s\nghrepized and updated via the
wireless network 1181 with the device user's corresponding data items stored or associated with a

host computer system. [0043]Commurca R FREHSHY Hdudih§ Yatd And3dide 88mktunidations, are
performed throughdhe commynicatioas sahaystemnt0 ka1 pessibly dieueh the sherdrage

communications sybsystem, The co icat] subsystem 1001 includes a receiver 1500, a
transmitter 1520, eté%%%ecg}t more a%?#gds?%éﬁér and 1‘?%8. fir}eér&é:lﬁo%,otﬂg cofhmunications
subsystem 1001 azesificluges ansdcessing nedulé isaedhiasa digital signal pedcdsseit (DSP) 1580,
and local oscillators , 9811601 The shecific derion andmplemeniation ol e commupieations

subsystem 1001 is dependent upon the communications network in whic . evice 1000 is
intended to operaté?E8PeAApie? 20R obiie Hebite Hvrhagincidé Becommivfc A subsystem

1001 designed to aperaigywithrihe Mehitexm, latadPAC LA, Gengral Racket RadioRevics,(GPRS)
mobile data communications netwgrks, and also, designed to operate with any of a variety of voice

communications nSRVGIRE sudh hs AVBS I FBMATCHRMA BcSnesit 1ae. Bterigpes of data and
voice networks, bathiseparateand Mtegraid, mayalsodeattilizedayitnthe mebie-device 10§O0.

[0044]Network accgss reguli mentsyvar depending upon _the type of communication system. For
example, in the Mobitex ang %at% gé%r%ét\l/vetgr msS ’mgsﬁjige%dgvslcées lz%fr@'—'lelrﬁegis‘fé‘glree(ajnc()‘;l?:—’1 %eerxgeetr\}\;%osrk using a
unique personal idEntifi€atih-AgmbaPbe PINassbeiatahwith asich desice, |TBPRSMetworks,

however, neWork oS- isassecialed vl  subsariber orUseL ol @ dsvicee AGRRS dRvice
therefore requires a subscriber identity module, commonly referred to as a SIM card, in order to
openue(n1a(3PRE9ﬁgﬁﬁﬂE9 data "items via a wireless network 1401.

Preferably, the PIM data items are seamlessly integrated,
synchronized and updated via the wireless network 1401
with the device user's corresponding data items stored or
asgociated with a hogt computer system.

[0043] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The communications
subsystem 1001 includes a receiver 1500, a transmitter
1520, and one or more antennas 1540 and 1560. In
addition, the communications subsystem 1001 also includes
a processing module, such as a digital signal processor
(DsP) 1580, and local oscillators (LOs) 1601. The
specific design and implementation of the communications
subsystem 1001 is dependent upon the communications
network in which the mobile device 1000 is intended to

operate. For example, a mobile device 1000 may include a
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[0045]When required network registration or activation procedures have been completed, the mobile
device 1000 may send and receive communications signals over the communication network 1401.
Signals received from the communications network 1401 by the antenna 1540 are routed to the
receiver 1500, which provides for signal amplification, frequency down conversion, filtering, channel
selection, etc., and may also provide analog to digital conversion. Analog-to-digital conversion of the
received signal allows the DSP 1580 to perform more complex communications functions, such as
demodulation and decoding. In a similar manner, signals to be transmitted to the network 1401 are
processed (e.g. mothilaten dirf- e AEGd et IR e DS R AGB0ETI stecthehopravided:© thettransmitter

1520 for digital to analogieenversion, freayengy-up conx¥ersion, filterpg amplification.and fransmission
to the communication network 1401 (or networks) via the antenna 1560. [0046]In addition to

processing commuhitEtiohs SigHAIE, FRBSPAYSErEHHRT6r B&HHSI D he PEEkiIVEr=T500 and the

transmitter 1520. Fd¢example tgainpapplied o eamaninications.signals §n the keseiver 1500 and
transmitter 1520 mag be ad%ptivecl%controlled hrough automatic gain control aIgIcP)rithms implemented

in the DSP 1580. [004 7] 4 tata CommManEations mode: aF8céVEd ‘sighalsuliPtie a BxPmessage
or web page downfa#d, issprocedsee bytthe €esmmiurieationssubgystem d&0&kankis ippttio the

processing device g.gggrggg rggﬁ'vgg@' £5 t(_kllen r{grther %rgcg(ses%c% 9)}(/%@(?& eg\:%(;le%i(rs‘%;ndevice 1800

for an output to the display 1600, or alterratively to sorme other auxiliary “A device
user may also conistiseldatdsiehss sléfGbs e-mail messages, using the keyboard 1400 and/or some

other auxiliary 10 dewjaes 060, stahas R tguchnad, Adockerswitch, aybsesh ar some gther

type of input device, The composed data items may then be transmitted over the communications
network 1401 via thBEommEnRatiGRTEHBLYREFCIOCIY SoBYSs] IR 2t SiEe®BfruriBatiéis mode,

overall Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each device.
In GPRS networks, however, network access is associated
with a subscriber or user of a device. A GPRS device
therefore requires a subscriber identity module, commonly
referred to as a SIM card, in order to operate on a GPRS
network.
[0045] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna 1540
are routed to the receiver 1500, which provides for
signal amplification, frequency down conversion,
filtering, channel selecticn, etc., and may also provide
analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580 to
perform more complex communications functions, such as
demodulation and decoding. In a similar manner, signals
to be transmitted to the network 1401 are processed (e.g.

modulated and encoded) by the DSP 1580 and are then
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operation of the device is substantially similar to the data communications mode, except that received
signals are output to a speaker 1100, and signals for transmission are generated by a microphone
1120. Alternative voice or audio I/O subsystems, such as a voice message recording subsystem, may
also be implemented on the device 1000. In addition, the display 1600 may also be utilized in voice
communications mode, for example to display the identity of a calling party, the duration of a voice
call, or other voice call related information. [0049]The short-range communications subsystem enables
communication between the mobile device 1000 and other proximate systems or devices, which need
not necessarily be RiAERVicEs. Fee exbipie) ithé shotrahgbromrhaihfeations sabsystem may

include an infrared.davica-andassesiatackeirapits and-cRAPARESHIS, @3 Blygtogth communications
module to provide for communication with similarly-enabled systems and devices. For example, the

interaction betwee SRbHrARGE I ABHichRERS SHES/ <M F0 28 4nd B BRoce8E6F 2800 is what

enables the devicen:@0 tkcammunieatevethvidentity reader A2d astwill;he appreciated by those

skilled in the art. [OPOS(Q%IXI?ny m(}(%llificadt(i&)ng .%nd other embodiments of the invention will come to the
mind of one skilled i the ‘art having Tfie beretit of thé tEaHITgS Bresd e i the Yohsyoing
descriptions and th&l associatetidra®iiiysl Thereforey itds ainflerstood thatithe finwéntion is not to be

ki s i sk i s o g s e spagmgn v e
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented in
the DSP 1580.

T0047] In a data communications mode, a received
gignal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received signal
is then further processed by the processing device 1800
for an output to the display 1600, or alternatively to
some other auxiliary I/0 device 1060. A device user may
also cowpose data items, such as e-mail messages, using
the keyboard 1400 and/or some other auxiliary I/0 device
1060, such as a touchpad, a rocker switch, a thumb-wheel,
or some other type of input device. The composed data
items may then be transmitted over the communications
network 1401 via the communications subsystem 1001.
[0048] In a voice communications mode, overall
operation of the device is substantially similar toc the
data communications mode, except that received signals
are output to a speaker 1100, and sgignals for
transmission are generated by a microphone 1120.
Alternative voice or audic I/0 subsystems, such as a
volce megsage recording subsystem, may also be

implemented on the device 1000. In addition, the display
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1. A wireless personal area network (WPAN) system comprising: a plurality of WPAN devices
using encrypted wireless communication therebetween when in an enabled state and not wirelessly
communicating when in a disabled state; an identifying token to be carried by a user; and at least
one of said WPAN devices comprising a WPAN identity reader for reading said identifying token when
in proximity thereto, for confirming that the user is an authorized user based upon reading said
identifying token, and for wirelessly communicating with at least one other WPAN device to switch the
at least one other WPAN device from the disabled state to the enabled state based upon confirming
the user is an authbfi2&d B8¥r; 2 1 sehdat lehst daedtHar WP deviveuwhenatin ins emabled state,

switching to the disabled state ifthe atdgagt poe ather WRAN deyicersnatdn, pgq;%mgggggle WPAN
identity reader; said WPAN identity reader continuing to wirelessly communicate with the at least
one other WPAN a‘é}i’l?cedférrﬁﬁﬁf?ﬁinqge At st onedther WP A eVicEThIRe @hhbleird@afess long
as the identifying takemis-iatproximity to said WPAN identity reader. 2. The WPAN system according

to Claim | wherein ggbd4i fntifyin[gt;ngokeﬂ cotrrlprises a substrate and‘identiigf/ing data carried thereby.
3. The WPAN systém aécording 10 Crain 2-whershs sarfi4ehty o Bken THRR&SSSMprises encryption

data carried by saidrsibbtratesommunication between the mobile device 1000 and
other proximate systemsg or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated cirxcuits and components, or a
Bluetooth communications module to provide for
communication with similarly-enabled systems and devices.
For example, the interaction between short-range
communications subsystem 1020 and the processor 1800 is
what enables the device 1000 to communicate with identity
reader 12d as will be appreciated by those skilled in the
art.
[0050] Many modificaticons and other embodiments of the
invention will come to the mind of one skilled in the art
having the benefit of the teachings presented in the
foregoing descriptions and the asscociated drawings.
Therefore, it is understood that the invention is not to
be limited to the specific embodiments disclosed, and
that modificationg and embodiments are intended to be

included within the scope of the appended claims.
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4. The WPAN system according to Claim 3 wherein said encryption data comprises at least one of a
public and private encryption key. 5. The WPAN system according to Claim | wherein the at least one
other WPAN device is operable to permit user operation thereof when in the enabled state. 6. The WPAN
system according to Claim | wherein the at least one other WPAN device is operable upon user entry of a
password in addition to being in the enabled state. 7. The WPAN system according to Claim | wherein
said WPAN dewrceswirelessly communicate using a Bluetooth' protocol. 8. The WPAN system according
to Claim | wherein said WPAN devices wirelessly communicate using a Federal Information Processing
Standard (FIPS) compliant encryption protocol. 9. The WPAN system according to Claim | wherein at
least one of said plurality of WPAN devices comprises a computer, a printer, a scanner, a camera, a

emai devioal- 10, PEN S hRESy SR SERBIai & e el O Sl WA Bentty reader
comprises: apompatleinogising;

a plurality of WPAN devices using encrypted wrel ess
conmuni cati on therebetween when in an enabled state and not
wi rel essly comuni cati ng when in a disabled state;

an identifying token to be carried by a user; and

at | east one of said WPAN devices conprising a WPAN
identity reader for reading said identifying token when in
proximty thereto, for confirmng that the user is an
aut hori zed user based upon reading said identifying token,
and for wirelessly communicating wwth at | east one other
WPAN device to swtch the at | east one other WPAN device
fromthe disabled state to the enabl ed state based upon
confirmng the user is an authorized user;

the at | east one other WPAN device, when in the
enabl ed state, switching to the disabled state if the at
| east one other WPAN device is not in proximty to the WPAN
identity reader;

said WPAN identity reader continuing to wirelessly
conmuni cate with the at | east one other WPAN device to
mai ntain the at | east one ot her WPAN device in the enabl ed
state as long as the identifying token is in proximty to
said WPAN i dentity reader.

2. The WPAN system according to Claim1 wherein said

i dentifying token conprises a substrate and identifying

data carried thereby.
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a reader carried by said portable housing for reading the at least one identifying parameter of a user;

a limited communication range WPAN transceiver carried by said portable housing; and a processor
carried by said portable housing and connected to said reader and said limited communication range
WPAN transceiver. 11. The WPAN system according to Claim 10 wherein said reader comprises at least
one of a magnetic stripe reader, a smart card reader, and a biometric characteristic reader. 12. A method

for operatingea wirefess peFasNaharea meaved VRGN) syetes aempripispea pluslityof WPAN devices
with at least one of the WPAN&(}%/ices comprising a WPAN identity reader, tae method comprising:
using the WPARMHEANY Mad mé&m@sﬁ iGRYihg Sk &N ELHRL' R ' B8LAWRBA thé flientifying
token is in pipxingty af thepdtRAdY édentity reader; confirming that the user is an authorized user based
upon reading the identifying token; and wirelessly communicating with at least one other WPAN
device to switch the at least one other WPAN device from a disabled state to an enabled state based
upon confirnding thé'beeMBAN aythoenecusen, thengt leasChieé nifer MiBA de\deé dsing encrypted
wireless comenrwlgpicapon Whgn in the . .

yption data conprises at |east one of a public and

private encryption key.

5. The WPAN system according to Claim1 wherein the at
| east one other WPAN device is operable to permt user
operation thereof when in the enabled state.

6. The WPAN system according to Claim1 wherein the at
| east one ot her WPAN device is operable upon user entry of
a password in addition to being in the enabled state.

7. The WPAN system according to Caim1 wherein said WPAN
devices wirel essly communi cate using a Bl uetooth™ protocol.

8. The WPAN system according to Caim1 wherein said WPAN
devi ces wirel essly conmuni cate using a Federal |nformation

Processing Standard (FIPS) conpliant encryption protocol.

9. The WPAN system according to Claim1l wherein at | east
one of said plurality of WPAN devi ces conprises a conputer,
a printer, a scanner, a canera, a barcode scanner, a @ obal
Positioning System (GPS) device, a personal digital

assistant, and a wirel ess emnil device.
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enabled state and not wirelessly communicating when in the disabled state; switching the at least one
other WPAN device, when in the enabled state, to the disabled state if the at least one other WPAN
device is not in proximity to the WPAN identity reader continuing wireless communication between the
WPAN identity reader and the at least one other WPAN device to maintain the at least one other WPAN
device in the enabled state as long as the identifying token is in proximity to the WPAN identity reader.

13. The method acquyeingAanCiayns tlZniusbebe@MAESNg refdirifo B whrirteienteyaa gasyurprd for the at
least one othe WPAN deV|ce to be o I[?F()erz;lble in addition to the at least one other WPAN device being in
the enabled sBRAt I ty reader conprises:

a portabl e housing;

a reader carried by said portable housing for reading
the at | east one identifying paranmeter of a user;

a limted conmunication range WPAN transcei ver carried
by said portable housing; and

a processor carried by said portable housing and
connected to said reader and said |limted conmunication
range WPAN transcei ver.

11. The WPAN system according to Caim 10 wherein said
reader conprises at |east one of a magnetic stripe reader,
a smart card reader, and a bionetric characteristic reader.

12. A nethod for operating a wireless personal area
net work (WPAN) system conprising a plurality of WPAN
devices with at | east one of the WPAN devi ces conprising a
WPAN i dentity reader, the nethod conprising:

using the WPAN identity reader for reading an
identifying token carried by a user when the identifying
token is in proximty of the WPAN identity reader;

confirmng that the user is an authorized user based
upon reading the identifying token; and

wirel essly communicating with at | east one ot her WPAN
device to switch the at |east one other WPAN device froma
di sabl ed state to an enabl ed state based upon confirm ng
the user is an authorized user, the at |east one ot her WPAN

devi ce using encrypted wi rel ess conmuni cati on when in the
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enabl ed state and not w relessly communi cating when in the
di sabl ed state;

switching the at | east one other WPAN device, when in
t he enabl ed state, to the disabled state if the at |east
one ot her WPAN device is not in proximty to the WPAN
identity reader

continuing wreless communi cati on between the WPAN
identity reader and the at |east one other WPAN device to
mai ntain the at | east one ot her WPAN device in the enabl ed
state as long as the identifying token is in proximty to
the WPAN identity reader.

13. The nethod according to Caim12 further conprising
requiring a user to enter a password for the at |east one
ot her WPAN device to be operable in addition to the at

| east one ot her WPAN device being in the enabled state.
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