1 SYSTEM AND METHOD FOR ESTABLISHING THAT A SERVER AND A
CORRESPONDENT HAVE COMPATIBLE SECURE EMAIL TECHNICAL
FIELD [ 0 0 01 ] Embodiments of the present invention relate to the field of
establishing a compatible interconnection between two domains. In particular,
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SUMMARY OF THE INVENTION

[0004] Embodiments of the invention include an email server which
occasionally adds an additional header to a message that will be delivered to potential
correspondent domains. The data in the header includes a secret that is specific to a
message sent to a particular correspondent domain and an email address to which
administrative messages from that correspondent domain can be directed to the server. If
mail at the correspondent domain is also directed through a server that implements this
embodiment, then it will detect the additional header and determine that there may be a
compatible server at the originating domain. It can then direct administrative traffic such
as requests to establish a secure connection to the contained administrative email address.
Such administrative messages must also contain the secret that was provided for that
correspondent domain. The mail accepter for administrative mail at the originating
domain can then discard any mail that purports to be from the correspondent domain but

that does not contain the secret corresponding to the correspondent domain.



0 0 0 5] In an embodiment, the invention includes a method for determining
that a potential correspondent domain has compatible secure email
technology in order to establish a link between a source domain and a
correspondent domain. A discovery secret is transmitted from the source
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[0007] In another form, the invention comprises a system for establish
that the correspondent and source domains have compatible secure email technology or
other email or communication technology. A source domain server transmits a discovery
secret to the correspondent domain. The discovery secret includes a data element specific
to the correspondent domain and a source domain address to which the correspondent
domain is permitted send a message in order to establish that the correspondent and
source domains have compatible secure email technology. A correspondent domain
computer receives the discovery secret including the data element and the source domain

address. The correspondent domain computer transmits an invitation from the



correspondent domain to the source domain address. The invitation includes
the data element or an element correséponding to the data element. [0 00 8]
Alternatively, the invention may comprise various other methods and
apparatuses. [0009] Other features will be in part apparent and in part
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diagram illustrating operation of secure message management (SMM)

heé‘ﬂf%m%trative routing according to the invention. [ 0 014 ] FIG. 5 is a flow
diagram illustrating operation of SMM worker routing according to the
invention.éﬁollg) 1%@% 6 is an exemplary block diagram illustrating an inter-

B%lﬁﬁr@ffﬁ RO SJH59§'%¥Y\’V @R a server (admin organization A) and

a coffespordent (&min Rraasiaatisiari? bresodiige o dhgarventisenvde Diad 2
llustrating a state diagram after a new security

FIG. 7 is a flow diagram i
hag{gg%&?gﬂ&%%ﬁ@ﬁ%ﬁ@&%smg%h a server and a correspondent according to
the ipoattiop. [ 0 FIG] FiSarBdsetplaskdizaaaanilillssieing omel examiecnfa

suitable computing system enyironment in which the invention may be.
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manager according to the invention.

[0013] FIG. 4 is a flow diagram illustrating operation of secure message
management (SMM) administrative routing according to the invention.

[0014] FIG. 5 is a flow diagram illustrating operation of SMM worker
routing according to the invention.

[0015] FIG. 6 is an exemplary block diagram illustrating an inter-
organization workflow summary between a server (admin organization A) and a
correspondent (admin organization B) according to the invention.

[0016] FIG. 7 is a flow diagram illustrating a state diagram after a new
security association implemented between a server and a correspondent according to the
invention.

[0017] FIG. 8 is a block diagram illustrating one example of a suitable
computing system environment in which the invention may be implemented.

[0018] Corresponding reference characters indicate corresponding parts

throughout the drawings.



a potential correspondent has compatible secure email technology in order to
begin the process of establishing a link between a server and a
correspondent. In particular, the inven %lon relates to a system and method
for initiating the process of establishing a secure link for the deployment of
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servers treat all mail as clear text and encrypt all mail gateway to gateway. If the

gateway and bridgehead servers do not share the same encryption keys, the gateway

servers cannot decrypt bridgehead server encrypted mail.

[0021] There is a need for a single point of administration for the
authoritative data for all internal and external relationships. Optionally, a single master
model rather than a multiple-master model is implemented because it is simpler and
because it does not have to resolve replication conflicts. Secure message management
(SMM) operations are usually infrequent and delays in SMM operations should not delay
mail delivery, but only delay the setup of new secure associations. The database size is
usually small (e.g., hundreds of thousands of records of a few K each; it could get up to

several megabytes, but likely not 100s of megabytes) so that there is sufficient time to



embodiment, critical data for operation is replicated to other gateway servers.
Since there is no single point of management, not all data is replicated and
the replicated data is read only. [0 0 2 2 ] A server may engage with a
number of other correspondent domains to set up mail links for a specific
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administrative address. Therefore, in a preferred embodiment, a single address is used,
and the discovery secrets must be provided in every message. Alternatively, the
indicated address is a random mailbox name which can rotate at a reasonable interval,
e.g., weekly. While this random approach is an option, it is usually a less preferred
embodiment. To ensure that the vulnerabilities are minimized, the discovery secret is
bound to the sending domain, e.qg., the source domain, and to the domain to which it is
sent, e.g., the correspondent domain. In the event that the discovery secret is available to
a third party the only domain that would be affected is the domain whose invitation
address was compromised.

[0024] In one form, the discovery secret may be an 822 header containing

the ephemeral 822 address for negotiation and the expiration time of the 822 address



relative to when the message was sent. Inbound mail is scanned by the
receiving server (e.g., correspondent ar correspondent server) for discovery
secrets from gateway servers and compared against a list of known gateway
servers. Any additions to that list are communicated to the local
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[0025] Fig. 2 is an exemplary diagram illustrating workflow between a
source domain server and a potential correspondent (e.g., target domain computer)
according to the invention. Initially, a discovery secret including an administrative
address, a discovery secret and an expiration date are sent from the server to the
correspondent. The discovery secret should also contain the sending and receiving
domains, so that one can quickly determine whether they are for your domain (because
they might have been relayed as the result of a mailing list). When the correspondent
recognizes the discovery secret, the correspondent sends an invitation back to the server
addressed to the administrative address that was part of the discovery secret. In one



7 embodiment, it only responds to the discovery if it has also sent mail "to"
the domain. Thus, a spammer cannot jnduce the source domain to invite
them (because you never sent mail to them in the first place). The invitation
from the correspondent includes an administrative address of the
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2, then the request may be cued awaiting mapual approval. 2
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indieatigntyntiprivetedpndentineay create a cross certificate on the administrative SMM
agent which is then pushed to the worker SMM agents along with the encryption
certificate. (The cross certificate is usually created for authenticated associations (in
order to define what they are allowed to authenticate). Active associations have
everything except the cross certificate.) The cross certificate constrains the set of names
accepted by the new trust and the restriction to domain gateway server communication.
At this point, the certificates and information regarding that new association to all the
workers is distributed. The session key may also be distributed in this case from
administration SMM to all worker SMM so all workers use the same key to reduce cache
size. To allow for scaling out, the corresponding decryption private key for the
encryption certificate should be available on all internet facing gateway servers to allow



encryption certificate should be available on all internet facing gateway
servers to allow 8 any to decrypt inboynd mail. This is generated in a single
place, i.e., the administration agent, and distributed to all worker servers.
Once a trust relationship is established, it should be maintained. For
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allows the source domain server to initiate a process to establish compatibility between
the correspondent domain server and the source domain server upon receipt by the source
domain server of the invitation from the correspondent domain server. As noted in Fig.
2, the source domain server transmits an acceptance to the correspondent domain server
to establish compatibility therebetween.

[0028] In one embodiment, the source domain selectively transmits the
discovery secret to correspondent domains from which the source domain has sent a
message. Alternatively or in addition, the source domain may send discovery secrets to
correspondent domains which have been specifically identified in advance.

[0029] In one embodiment, the discovery secret may be attached to a
message that was sent specifically to carry the discovery secret. In one embodiment of



[0 0 291 In one embodiment, the discovery secret may be attached to a
message that was sent specifically to carry the discovery secret. In one
embodiment of 9 the invention, an email server occasionally adds an
additional header (an "x-header”) to a message that will be delivered to
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already outbound email from the source domain. This discovery secret reveals the
availability of specific functions on the mail server originating the outbound email while
avoiding the need for generating additional, possibly undesirable, messages. As noted
above, the administrative email address would be included in the mention and there
would be a per-domain secret to mitigate risks of SPAM to the administrative email
address. This would support workflow messages at the administrative email address.
[0031] The discovery secret may be generated from a hash of the
correspondent domain and a secret seed that is kept on the originating server. The
discovery secret may also be generated from a hash of the source domain, because the

same server may represent multiple source domains. One embodiment could potentially



correspondent domain and a secret seed that is kept on the originating
server. The discovery secret may alsq(pe generated from a hash of the
source domain, because the same server may represent multiple source
domains. One embodiment could potentially 10 have a special "source” for
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across multiple servers, so that each server will generate the same discovery
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limit or an allowed rate, further administrative messages using that discovery secret are
discarded or rejected.

[0032] Fig. 4 is a flow diagram illustrating operation of the SMM
administrative routing according to the invention. The signature verification and
decryption must happen before anti-SPAM processing because the output from the
verification is necessary to set the message property flags used by the anti-SPAM agent.
Signature verification should happen after the block list and other IP or protocol address
level functions. Thus, the process begins with receiving messages at the source domain
address to which the correspondent domain is permitted to send a message at 402. If it is
determined at 404 that the discovery secret is not valid for the sending domain, the



Signature verification should happen after the block list and other IP or
protocol address level functions. Thus, the process begins with receiving
messages at the source domain address to which the correspondent domain
is permitted to send a message at 402. If it is determined at 404 that the
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dropped at 406 and the routing process ends. If the discovery secret is valid,
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exceeded, the message is dropped at 406; otherwise, if the signature is valid
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[0034] In one embodiment, the inter-organizational work flows as
illustrated in Fig. 6 are implemented between administrative organizations that represent
the lifecycle of a relationship. Other rollovers are possible: keys have certifications
associated with them. The certifications may rollover more often than the keys. There
are signing, encryption, and authority certifications and keys, all of which rollover
independently. Also, there can be later ping/acknowledgement sequences. The workflow
is performed by the SMM administrative agents and may go through an exchange in
order to accomplish a rollover (rollover is the term for updating to a new key or

certificate). Fig. 7 is a state diagram illustrating the new security association. This



independently. Also, there can be later ping/acknowledgement sequences.
The workflow is performed by the SMM administrative agents and may go
through an exchange in order to accomplish a rollover (rollover is the term
for updating to a new key or certificate). Fig. 7 is a state diagram illustrating

difgPaReYnRECOHEMASIREIRSIRIv BiSel And i By &N GRBSIdE oS BORIEEe
cases and the terminal cases. It does not include other aspects such as

Otper ASPRIIHSURSI AR f FHERRIRISSI i BF TReHTR0RS- RARSIRSG 67 AREMISs 6 gt
Otheyoptw gl feat@ltﬁér(@j‘ptdwm\f@aﬁm ielHelentratehandngievhicio aa e

lemented separately or in comblnatlon The distinction between active

in
W@ﬁﬁ MhBnRRle A SRRGHE bé%Bh%?iHP' nglolte HheHISUASHRTSHSBERRACtive
anm@mghm@d aplirstishaisonpriceally, iRkeedl Iafavaistialys itrResHiemighepe

ery secret may comprise. an expiration date in_which case the source

apgg Frﬁjoavﬂ LARRAUGRINCEHES: i ALY L S HANSHH Wk ta RGOSR RRFRAY

coMPriRr EASH@NAEBH AR AINVGTHSHES &%@o@@é\tﬁfﬂwa@@%@%emnmmﬁiﬁétbyhe
the source Bﬁg}am serv r of the invitation is af(‘aer B |rat|on da{e So that

PrifEssHa e BF)S&‘EHHQ%BV&SQHH sQQH‘B%eF frle SPRET)

coﬁ%@t@iwﬁ@nm@nmbmhéemﬁw@oﬂim\eséwg}vwmeamﬁfaﬁommamqr@t
includin aranchom or pseudorand m numbper for each cor efﬁondent
OXRYAIAR %tﬁ]?)‘b{ g% reé QP %@#a?e@%%w@w fgosed over

timerrFhpoatesibtlemaiac oarutast er@ ofstevRyl Wik @ sq:xevm(ﬁﬁ@m thatds used
intg?élgenerate er-domain,secrets for ore than ne domain; araﬂ a per-domain

T8¢ ﬁéﬁa {0 PHESENI A AL ?FefQ;SSH AR e R b IRpRLY (i Tputer
(esgerw\)eand sscexpcabencdatia hhshimgewebridiparienctRmant computenipyse
creéjln which c:;és%the sou(g\c};e domain seréﬁr cauld rem meer the secret
SeB‘fe R T B Ry et T e X e M e G
do@dn, aad/@()ebsddtamwtﬁt@matébw enonpstiingthieeouespohdesrebiaithe
corr ndent do with the secret included in the
Co A e AR PN Pl E e cREi a6 AP SIS B
complisde sexatttn \nmmmh aase\tatidalrondonairiagpiogcdine sfosrabehthe secret or
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times for each correspondent domain computer (e.g., server) so that there are a plurality
of valid secrets that can be used for communicating from a correspondent domain
computer (e.g., server) to the administrative address of the originating domain. A limit
may be imposed on the number of messages that are passed to the source domain server
address with a particular data element so that denial of service attacks using a correct data
element are mitigated. The source domain server may include the ability to override the
requirement for a data element for a given correspondent domain computer (e.g., server)
to enable out-of-band authorization to send invitation messages from a particular domain.
The data element may be a token in the discovery secret message in a mail header or
embedded in the body of a message or the data element may be a token in a mail header



element are mitigated. The source domain server may include the ability to
override the requirement for a data el%nent for a given correspondent
domain computer (e.g., server) to enable out-of-band authorization to send
invitation messages from a particular domain. The data element may be a
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body of a message or the data element may be a token in a mail header 13
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correspondent domain computer (e.g., server). The data element  may be a
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[0037] Alternatively or in addition, the discovery secret may be a message
with a single correspondent domain and/or a message to a correspondent domain which is
an operator. The single message to the correspondent domain may be for each key and it
may be sent on a time-based determination (e.g., one message per hour). For example,
the user action may be NDRs or return receipts. In particular, the choice of sending a
separate message or attaching to an already being sent message is independent of whether
you do it on every message or only occasionally. One crossover case is to wait for a
message that has recipients at a single domain (the correspondent domain) rather than

attaching the discovery secret to a message that has recipients at multiple domains. In



may be sent on a time-based determination (e.g., one message per hour).
For example, the user action may be NDRs or return receipts. In particular,
the choice of sending a separate message or attaching to an already being
sent message is independent of whether you do it on every message or only
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recipients at a single domain (the correspondent domain) rather than
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invention, a computer such as the computer 130 is suitable for use in the
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including a memory bus or memory controller, a peripheral bus, an
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media,.r vable apd non-rem le media, may be any ayailable medium
ot A ot B B D Bty o e G ot
retidalbédinnedtnnGuiheuteadatidd lamestiia cairiphi sechaiv pute velatidg enthadiavalatile
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instructions, data structures, program modules or other data. Eor example
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medieemoiedearylatile and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of information such as computer
readable instructions, data structures, program modules or other data. For example,
computer storage media include RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium that may be used to store the desired information and that
may be accessed by computer 130. Communication media typically embody computer
readable instructions, data structures, program modules, or other data in a modulated data
signal such as a carrier wave or other transport mechanism and include any information

delivery media. Those skilled in the art are familiar with the modulated data signal,



technology, CD-ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetlfstape magnetic disk storage or other
magnetic storage devices, or any othér medium that may be used to store
the desired information and that may be accessed by computer 130.
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is typically stqred in ROM M 140 t contains data an
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com rage mpedia. For example, FIG. 8 illustrates a hard disk drive
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or writes to a removable, nonvolatile optical disk 162 such as a CD-ROM or other optical
media. Other removable/non-removable, volatile/nonvolatile computer storage media
that may be used in the exemplary operating environment include, but are not limited to,
magnetic tape cassettes, flash memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard disk drive 154, and magnetic
disk drive 156 and optical disk drive 160 are typically connected to the system bus 136
by a non-volatile memory interface, such as interface 166.

[0042] The drives or other mass storage devices and their associated
computer storage media discussed above and illustrated in FIG. 8, provide storage of
computer readable instructions, data structures, program modules and other data for the
computer 130. In FIG. 8, for example, hard disk drive 154 is illustrated as storing



magnetic tape cassettes, flash memory cards, digital versatile disks, digital
video tape, solid state RAM, solid state ROM, and the like. The hard disk
drive 154, and magnetic disk drive 156 and optical disk drive 160 are
typically connected to the system bus 136 by a non-volatile memory
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connegtions to one or more rempte computers, such as a remote. computer .

o, HEE E vote o SULLP 16k B OPEAIE N A NI S AL Cing
logiesiecoansetions kdRibe ar peme device corpuersosuchas aetwoltk cadpuiando4.

typically includes or all of the elements, described above relative to
T 0 GHe 235U g B A RELTRRL CRIpRESy erver, & Toter a hetuorkc PC, o
peer device or other common network node, and typically includes many or all of the
elements described above relative to computer 130. The logical connections depicted in
FIG. 8 include a local area network (LAN) 196 and a wide area network (WAN) 198, but
may also include other networks. LAN 196 and/or WAN 198 may be a wired network, a
wireless network, a combination thereof, and so on. Such networking environments are
commonplace in offices, enterprise-wide computer networks, intranets, and global
computer networks (e.g., the Internet).

[0045] When used in a local area networking environment, computer 130
is connected to the LAN 196 through a network interface or adapter 186. When used in a
wide area networking environment, computer 130 typically includes a modem 178 or

other means for establishing communications over the WAN 198, such as the Internet.



FIG. 8 include a local area network (LAN) 196 and a wide area network
(WAN) 198, but may also include othr?\[rz networks. LAN 196 and/or WAN 198
may be a wired network, a wireless nétwork, a combination thereof, and so
on. Such networking environments are commonplace in offices,
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(e.g., the Internet). [}o 0 451 When used in a local area networking
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computer 130 typically includes a modem 178 or other means for
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tirtiee mhedéfferent storage components of the computer, and are executed by the data
processor(s) of the computer.

[0048] Although described in connection with an exemplary computing
system environment, including computer 130, the invention is operational with numerous
other general purpose or special purpose computing system environments or
configurations. The computing system environment is not intended to suggest any
limitation as to the scope of use or functionality of the invention. Moreover, the
computing system environment should not be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated in the
exemplary operating environment. Examples of well known computing systems,

environments, and/or configurations that may be suitable for use with the invention



processor(s) of the computer. [ 0 0 48 ] Although described in connection with
an exemplary computing system envi gnment including computer 130, the
invention is operational with numerous other general purpose or special
purpose computing system environments or configurations. The computing
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of use or functionality of the invention. Moreover, the computing system
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modules, execu one of more conputers or otherd s Gener
e e S e T O Ryt
disweiyred @Otﬁp@tﬂﬁbfbmﬁ ipifbeivtesibrt taskéarirm ;mftmukar bgs’emé rgpdesmegt

artlc lar ab ata types. The invention m be ractl .
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provided by operating systems, component object model (COM) interfaces (e.g., for peer-
to-peer application communication), and extensible markup language metadata
interchange format (XMI) interfaces (e.g., for communication between web services).
[0051] The interface may be a tightly coupled, synchronous
implementation such as in Java 2 Platform Enterprise Edition (J2EE), COM, or
distributed COM (DCOM) examples. Alternatively or in addition, the interface may be a
loosely coupled, asynchronous implementation such as in a web service (e.g., using the
simple object access protocol). In general, the interface includes any combination of the
following characteristics: tightly coupled, loosely coupled, synchronous, and
asynchronous. Further, the interface may conform to a standard protocol, a proprietary

protocol, or any combination of standard and proprietary protocols.



to-peer application communication), and extensible markup language
metadata interchange format (XMI) in{grfaces (e.g., for communication
between web services). [ 0 0 5 1 ] The interface may be a tightly coupled,
synchronous implementation such as in Java 2 Platform Enterprise Edition

(J2EpEHRNY. or distipwier st & Moreramaiest htesrasfeiingldinterface

addition, the interface may be a logsely coupled, asynchronous
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correspondent main computer (whi ma e a server) to execute
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I th discl herein. F le, it t lated that
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invention are achieved and other advantageous results attained.
[0057] As various changes could be made in the above constructions,
products, and methods without departing from the scope of the invention, it is intended
that all matter contained in the above description and shown in the accompanying

drawings shall be interpreted as illustrative and not in a limiting sense.



[005 71 As various changes could be made in the above constructions,
products, and methods without departing from the scope of the invention, it is
intended that all matter contained in the above description and shown in the
accompanying drawings shall be interpreted as illustrative and not in a
wiiatitiha saieeis20 What is claimed is: 1. A method for determining that a
potential correspondent domain has compatible secure email technology in
1. Okt o%s%rbéfét%r?n“ﬁ%ﬁ’ﬁ%%%‘oﬁe%%ir&?rr%‘s?p%%ﬁ‘eﬁ{ﬁo?nat‘fr? raesSE’é’m”dgt%le .
omain comprising: Transmitting a discovery'secret ffom the source domain
setoithencaitriespooldgytid ondamtowstabdish th & tidmivean senatndtuniEs andata
element specific to the correspondent domain and wherein the discovery
COlEereY Included 4 S 601EE d8iMiain address to which the correspondent domain
Trianpeithittea disoal eryreessetgeoim trelsodoce siblishtodhepatitatippnideniveeméine
wigUIR omain aod e corieaRendent demain: and Receiing, X (e aurce
omain via the sourcé domain address an Ifvitation Trom the ~correspondent
dodeairadnduibeedmttie thsieny sechaties iiedatn @lentenmain addeéssrterwhich the
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intigitaaipoassedoaisked | smuesapajlil Qowdbibe deresmmagnt dgyeaifically
identified in advance; and Correspondent domains via randomly selected

messages. 4. The method of claim 1 wherein the discovery secret is a
2. Mdegagmorhiticiaimentidbed coinirssioaseansrikingat aacepkanes irom the source
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technology.

3. The method of claim 1 wherein the discovery secret is selectively transmitted to at
least one of the following:

Correspondent domains from which the source domain has received a message;
Correspondent domains specifically identified in advance; and

Correspondent domains via randomly selected messages.

4. The method of claim 1 wherein the discovery secret is a message which is generated
in response to user action; wherein the discovery secret is a message with a single
correspondent domain; wherein the discovery secret is a message to a correspondent
domain which is an operator; wherein the discovery secret is a single message to the
correspondent domain for each key; or wherein the discovery secret is a message send on

a time-based determination.



correspondent domain for each key; or wherein the discovery secret is a
message send on a time-based determination. 21 5. The method of claim 1
wherein the discovery secret comprises$ an additional header which includes
the data element and the source domain address. 6. The method of claim 1
wherein the discovery secret comprises an expiration date and wherein the
source domain does not establish that the correspondent and source

5. dbREANRNPhOE LRI YA IRSTRUPES SRAISIIYMRHESS AlLaBt iR hdeader

wiiRHIBR Idasale ahtheldmetiation isealbardbacainalipmedate. 7. The method of
claim 1 wherein the data element is at least one of the following: a per

domain secret including a random or pseudorandom number for each

6. COHERREMSIESE ciamaiviRReC Rt deRelatgtatthashiiigtiacexieRdRAE and
domain and a secret seed that is L@f@{ﬁfﬂ a%enerate per-domain secrets for .
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claim 1 wherein the data element comprises a secret and wherein the source

INYA3HAM Y BFRE D ERXREaHA Y EREved from the correspondent domain by re-

computing and then comparing the current secret for the correspondent
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a pyoNinteaiheaseréicadingt dengdmalrssedderandankafraserdorresposistenpendent
domains is mitigated. 9. The method of claim 1 wherein the data element is

doé@?ér?:ted from a plurality of multiple simultaneously valid secrets for each

a seveeseancent varaihisg tiatdhespardeat gduialityand yakidreesralsihaicasd to
e used foc{ communicatEa

b from a correspondent domain to the
Ge BT R AR S P IHE R AR SRR 85 10, The method of claim

a fefedtinedi ccoTPEisIOgeiap O SING A tingtthe dbeasponidentado meissagieshtasieation
da%?](sg d to th(—:}t source domain address with a particular data element
rﬁwa%rﬁ al of service attacks using a correct data element are mitigated.
11. The method of claim 1 further comprising including the ability to override

8.ﬂﬁe method of claim 1 wherein the data element comprises a secret and wherein the
source domain verifies the secret received from the correspondent domain by re-
computing and then comparing the current secret for the correspondent domain with the
secret included in the discovery secret whereby the source domain only corresponds with
potential correspondent domains which provide the secret so that denials of service
attacks from correspondence domains is mitigated.

9. The method of claim 1 wherein the data element is selected from a plurality of
multiple simultaneously valid secrets for each correspondent domain so that there are a
plurality of valid secrets that can be used for communicating from a correspondent

domain to the administrative address of the originating domain.



requirement for a data element for a given correspondent domain to enable
out-of-band authorization to send inviEzition messages from a particular
domain. 12. The method of claim 1 wherein the data element is a token in the
discovery secret message in a mail header or embedded in the body of a

10ne¥eageissodiIgimibeitie @Irpeshisimiekpiy A amedmeadrinang dne

body of the message remains encrypted when passing through a mail
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messages from sub-domains of the correspondent domain by verifying the
incoming token against tokens for the correspondent domain. 14. The
11mathosahetpsnclanmherriribecdatprRig el isiagnrationigng tuéhede the
comprisin includig]% in the mention of version information for the source
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autisuriaditiohSo Actiatm st e dsyagdisepvearysacitirtaopgatransmitted from a
source domain to a correspondent domain for establishing that the

correspondent and source domains have compatible secure email
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PSR E RS AHIH %r%%{mpatible secure email technology, (2) a discovery
secret and (3) an expiration date. 16. The data structure of claim 15 wherein
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14. The method of claim 1 wherein the data element is a mention and further comprising
including in the mention of version information for the source domain and including in

the mention functions supported by the source domain.

15. A data structure for a discovery secret to be transmitted from a source domain to a
correspondent domain for establishing that the correspondent and source domains have
compatible secure email technology comprising:

A message;

A header relating to the message; and

An additional header attached to the message and including (1) a data element specific to
the correspondent domain and including a source domain address to which the

correspondent domain is permitted send a message to the source domain in order to



date of the secret; a secret and wherein the source domain verifies the secret
received from the correspondent domagjn by re-computing and then
comparing the current secret for the correspondent domain with the secret
included in the discovery secret; a data element is selected from a plurality of

estAbIiSR havREapRIBGD SRGERLINAIBaRR ERHARPARGEES AR Secthakihgie
are a plurality of valid secrets that can be used for communicating from a

teeRIPLANGAALACIRSAYSRY RETFR ARfhIR) RSP IR 8% of the originating

domain; a token in the discovery secret message in a mail header or
embedded in the body of a_message or wherein the data element is a token
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foRa@sig through a mail server; and a mention and further comprising
including in the mentign of version information f$r the source domain and

3 RRERRIMENTAHE SN GRAGRD QU RSBHRLBYANE BHIRE BRI, 17. A

cosysisindeantepiablish that the correspondent and source domains have
compatible secure email technology, comprising: A source domain server
i gt fend d
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gefisanypey-seereh indudeton taia plamestapediiic to the correspondent
\r/agin and wherein the iscove% segcret includes a source domain address
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dagstihliskdbatthe correspondent and source domains have compatible
secure email techpology; and 24 A correspondent domain computer

2 SRENTAG M o e BRI T s LA AT Source
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invitation f th dentd in.to th d in add
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erver tra its an acceptance from the source domain tq th
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cotlomanitathay fraorpatielp sadenedemaiih techo alhginandtiveatirethe tihigrce
in server initiates a process to establish a link with the correspondent

dom _
Or@dﬂqﬁﬂg SW\%Uter upon receipt by the source domain server of the invitation;
a @Rdn in the discovery secret message in a mail header or embedded in the body of a

message or wherein the data element is a token in a mail header and the body of the
message remains encrypted when passing through a mail server; and
a mention and further comprising including in the mention of version information for the

source domain and including in the mention functions supported by the source domain.

17. A system for establish that the correspondent and source domains have compatible
secure email technology, comprising:

A source domain server transmitting a discovery secret to the correspondent domain
wherein the discovery secret includes a data element specific to the correspondent
domain and wherein the discovery secret includes a source domain address to which the
correspondent domain is permitted send a message in order to establish that the
correspondent and source domains have compatible secure email technology; and



further comprising at least one of the following: imposing a limit on the
number of messages that are passed % the source domain address with a
particular data element whereby denial of Service attacks using a correct
data element are mitigated; overriding the requirement for a data element for
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invitation messages from a particular domain; and sur%%orting multiple
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incoming discovery secret against discovery secrets for the correspondent
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eléidhe source domain service comprises at least one of the following: A
discovery secret selectively transmitted to correspondent domains from which
the source domain has received a message; a discovery secret selectively
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single message to the correr?ﬁ)ond t domain f%a?hach key; 25 a message
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wherein the source domain does not initiate the process to establish a link
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impysiaten israften the rexpbatiomtiatagadthhhereyatssd of taisoukéevdoaisim dbdress
data element is at least one of the following: a per domain secret inclydjng a
i A e S e
elgaaeratedhitigdiaghing the correspondent domain and a secret seed that is
used.to generate per-domain secrets for more than one domajn; a .
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oudxfHERIRUthorization to send invitation messages from a particular domain; and
supporting multiple simultaneously valid tokens for the same domain and verifying
invitation messages from sub-domains of the correspondent domain by verifying the

incoming discovery secret against discovery secrets for the correspondent domain.

19. The system of claim 17 wherein the discovery secret transmitted by the source
domain service comprises at least one of the following:

A discovery secret selectively transmitted to correspondent domains from which the
source domain has received a message;

a discovery secret selectively transmitted to correspondent domains specifically
identified in advance or randomly selected correspondent domains;

a message which is generated in response to user action;

a message with a single correspondent domain;

a message to a correspondent domain which is a server's operator address;

a single message to the correspondent domain for each key;



date of the secret; a secret and wherein the source domain verifies the secret
received from the correspondent domain by re-computing and then
comparing the current secret for the correspondent domain with the secret
included in the discovery secret; a data element is selected from a plurality of

a BskiYe LYartRPtNgsSEaitasAAshiserrespondent domain so that there
are a plurality of valid secrets that can be used for communicating from a

NN BERHT MR 1BAHECS ARG ARlA AtRBEAHARSLE HItHE S SIagREtiAgdress: and
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embedded in the body of a message or wherein the data element js a token
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inPRastnd areughcrppihseiveteand a mention and further comprising
including in the mention of version information for the source domain and

including in the mention functions supported by the source domain.
20. The system of claim 17 wherein the data element is at least one of the following:

a per domain secret including a random or pseudorandom number for each correspondent
domain,

a secret generated via hashing the correspondent domain and a secret seed that is used to
generate per-domain secrets for more than one domain;

a per-domain secret generated encrypting the correspondent domain and an expiration
date of the secret;

a secret and wherein the source domain verifies the secret received from the
correspondent domain by re-computing and then comparing the current secret for the
correspondent domain with the secret included in the discovery secret;

a data element is selected from a plurality of multiple overlapping secrets for each
correspondent domain so that there are a plurality of valid secrets that can be used for
communicating from a correspondent domain to the administrative address of the
originating domain;

a token in the discovery secret message in a mail header or embedded in the body of a
message or wherein the data element is a token in a mail header and the body of the
message remains encrypted when passing through a mail server; and

a mention and further comprising including in the mention of version information for the

source domain and including in the mention functions supported by the source domain.
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