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THE METHOD OF SAPE CERTI FI CATI ON SERVI CE Techni ca

Field The present invention relates to authentication
wobRooa/oeees , and nore particularly, to technol oPCBER2004/002495

capabl e of preventing fraudulqnt use of an ID and a

password of an individual, which are stolen through

keyboard i nput information, and the drain of a

password of ARP. y r apGe, door
| ock devi ce?}&Bg%Egregugg %é'?é V%%F};[%’%F 'e[g{éICL '?Yf/
progranms for PCs have been commercialized. They
provide a function of nonitoring illegal invasion for
hacki ng or whether or not a hacking program has been
installed, and the Iike. Further, lots of Internet
TS ICRES FREPNI de services in which if a user checks a
security access option upon logging in, the user's

I D
and @ﬁ%sﬁ@égeﬁﬁeiﬁﬁ@ﬂﬁﬂﬂﬁ“&éfﬁt@@ %%8thﬁe§%%0éﬁﬁgﬁr5% a user,
|1 C I S

Sockets Layer) of an international standard,

andSeflot8 Igarerket abapki "e,  cakkh PRV ’cgﬁgblesgithg{ venting
a hacker cannot intercept those information. Techni ar

frinohlien Howevelr, abhecomnen i gasdusee W tyn PLOY RSO which
the PCs operates only in a correspondi ng conputer.

arBhusolich ahuseght kbgboi od opepuhi SANGK L1, | SHdSIHME drain of
other's conputers, those2 information is exposed to

a thesslanger o6f habkintgn Ahpor thecopyentn ogat r SR Bb¥r lock
access service is helpless

device.

Background Art

A variety of security ©programs for PCs have been
commercialized. They provide a function of monitoring illegal
invasion for hacking or whether or not a hacking program has
been installed, and the like.

Further, lots of Internet websites provide services in
which if a user checks a security access option upon logging in,
the wuser’s 1ID and password are encrypted using 128bits SSL
(Secure Sockets TLayer) of an international standard, which is
used in Internet banking, card payment, etc., so that a hacker

cannot intercept those information.

Technical Problem
However, the conventional security program for the PCs
operates only in a corresponding computer. Thus, if a user tries

to open his/her e-mails using other’s computers, those
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in the face of a keyboard input information hacking

programinstalled within a conputer. Further, a
waeeoser2ieloor | ock device using a button has aPCT/KR2004/002495

di sadvantage in that the password is likely to be

exposed to an acconpani ed person. Accordingly, it is

an object of the present invention to provide an

t hent.i cation_net h .ch ena Ies oth a security

B Ay Sttt & e $SR8 Foareriehe:

Advaﬂiggeoyﬁe %gﬁ& ﬁ%f%ﬁ%ld%%%ﬁ 9%9 QQSVSS EQ exégffga?elpless

invention I's vant ageous IS very

id Neherng of g?Gaseggggpsév/%@f ﬁkelggkn 'mffo%f;@& ack%n program

conmput er regardl ess not a secur

if¥egnam k$chist al Lehutdle security as a door | ock
devi ce, the prevention of an authentication attenpt by

thirg; pardi esa and-Lhe s66HT n&akaa@wéé BBLSHI A9putton has a
Further, the present invention is advantageoUs in that

dlgaoﬁ;%tsz_s,earﬂq thetband essgwmsy@rﬂl@é/ﬁy td @e%@gésed to an
-si zed keypad such as a nobile phone, and it al

adgsmpahgeaaﬁgkyoﬁeport in case of energence. Brlef
Description of Drawings FIG 1 is a flowhart

i1l usésatdingylay,Meid pgogpssbiibew off tthe psasfMt invention to
invention; FIG 2 shows an exanple that clicks on an

prdTEge; 3F| £at i rahiows 18R exanphe whhah repeits tWenpastsecurity
access history upon logging in; FIGS. 4 and 5 show
acreishen enbodomentsr gindan aufhe@é¢££a¢dmi

Advantageous Effects

As described above, the present invention is advantageous
in that it is very excellent in terms of the security of login
information in any computer regardless of whether or not a
security program is installed, the security as a door lock
device, the prevention of an authentication attempt by third
parties, and the security against phishing. Further, the present
invention 1s advantageous in that it can expand the band of a
password even in a small-sized keypad such as a mobile phone,

and it allows a user to safely report in case of emergence.

Brief Description of Drawings
FIG. 1 is a flowchart illustrating a main process flow of
the present invention;

FIG. 2 shows an example that clicks on an image;
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nmet hod by the input of coordinates. FIG 6 shows an
enbodi nent in which nunbers are indicated every
W@ omsa2nat es not coordinate witing;, FIGS. 7 apdI/BR3009102495
anot her enbodi nents of an authentication nethod by the
i nput of coordinates; FIG 9 sShows an enbodi nent of a
non -response screen against t he mani pul ati on of a

dir d on ske G r a creen
forqgéodu0|n% gﬁ%ersona %?%oﬁﬁggi %ﬁ%%£€ ow?agﬁ access
qﬂg he present |nvent|on 'S applled

hl (¥y %EB iQ one ‘G 12 shows an exanpl e of a user

pr ofp#cv% t @bla%df ar san,auhhent i C@rﬁﬁ&ﬁn%%rt\é' ce %%C%%Qﬁtication

to the present invention; and FIG 13 shows an exa

ndfh RN Nt BET 268uf Ofr r&QY: $Li8LLAG, @ Mai n conput er
according to the present invention. Best Mbde for

Car ryidg dUdndute dMVeRbd@mehie Bl ependn i ﬁyr%gfsonafé indicated
conposed of four main steps. Each of the steps w

e Reodastatdetholdaorhingtd fkowchert 111 ust ratl ng a

mai n process flow of the present invention. 1

Aut hemtsi.cat aad st eBoby aheXhet NMHodi9le@Ds i SnSh@PnbStication
t he nost common nethod in which an ID and a password

mé&itdd bRuthedidpuough ddeedkeybeard for authentication. 4
Thus, detailed description on this step will be
om tetzed. 92 shohscessehbsaineir tameKing-steponS808treen against
the manipulation of a direction key;
FIG. 10 illustrates a setting screen for producing a
personalization set;
FIG. 11 shows an embodiment in which the present invention
is applied to a mobile phone;
FIG. 12 shows an example of a user profile table for an
authentication service according to the present invention; and

FIG. 13 shows an example of an interface for registering a

main computer according to the present invention.

Best Mode for Carrying Out the Invention

The present invention is composed of four main steps. Each
of the steps will now be described.

FIG. 1 is a flowchart illustrating a main process flow of
the present invention.

1. Authentication step by text input (S100)

This step is the most common method in which an ID and a

password are inputted through the keyboard for authentication.



If a user passes through the authentication step using

the text input, the process proceeds to a web page for
wa@pooanef2ent i cati on step through coordi nat e i NpRET/KRR004/002495

this time, a JAVA applet that perforns an access

| ocation tracking function is automatically downl oaded

into the user' conputer, and then reports the user's

I at,i, t . L , . St
T o et R BB SRS PR L 2 R ERREn S
JAV, et t . I [ n be found in
or Gan P&?Sﬁtiﬁgﬁ%%gtt%o%%%g g-‘ggélog%(?%ozws?. N
Aut hentj catd on, si.en tt%&gﬂgn. ¢Qgr Mﬁgﬁtig&&or{ %@é;a Iding the
the User's access location is tracked, the user

teQ{tOViiqﬁglrt\’,V!”%h@ SELBENSON égj)&ge@s prigdet.er nj fed gggege for an

and ot i mges are displayed randomy i n order

5  addi@hcliReryser s%%bclﬁlmghhec&gf%ﬁ%%mir}%ﬂ.mg@ this time, a

correctly. At this tinme,” the predeterm ned i mage can

TR %1t ptl_klkgtglﬁseﬂﬁoﬂn% dot epaioed {hait Al thﬁgéé%d OBunction

i s successfu y when the user clicks on

iregedprdidiedyi nrga1eanEgCtihy o Ankernatelsy cdRitdser and then
can click on a second password consisting of a

rePAACt Bfie StukbRgst HiOUGAta AR . 16Eathbs toMs tsRe@ver. The
nunber of available attenpts can be properly Iimted

seri0kosest figds ardmekeribs.di scouraged to nmake an
attenpt on hacking with the user's access | ocation

10 expasedripd20) onFliechhcibaws an exadw! eavhatpplb€kSracks an
on an i nage.5
access location can be found in Korean Patent Application No.1l0-
2001-0027537.
3. Authentication step through coordinate input (S400)
If the wuser’s access location is tracked, the user 1is
15 provided with a screen on which a predetermined image and other
images are displayed randomly in order, so that the user clicks
on the predetermined image correctly. At this time, the
predetermined image can be one or plural. It is determined that
authentication is successful only when the user clicks on the
20 predetermined image correctly. Alternately, the user can click
on a second password consisting of a character string through a
mouse.
At this time, the number of available attempts can be
properly limited (S410), so that a hacker is discouraged to make
25 an attempt on hacking with the user’s access location exposed
(S420).

FIG. 2 shows an example that clicks on an image.
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4 . Access history report step (S330, S500) If soneone
attenpts access in a state where a user is being

waewesseds the | ocation of the person who att ePgit/KR2004/002495

access, which is obtained in the access |ocation
tracking step, and the access”l ocation of a current
| ogin status of the user are conpared (S310) . If they

are not, %ssﬂ[irﬁt?%feréfog{t %Ece%h Sg%[egéo(%)ogi n status

is imed ately In me e access’ | ocatlon of the

per sgn uha att %@@gﬁ%é\g%éées(sf%%g)a st e %%%&?ﬁgpu%re is being

report the access cation o e person so

adatddety Gl GaR Be ¢d g?%rsbﬁ &H?ya@Egmébg 28085, which

t he obtained positional information of the person 0

i AtARNSAGGESSel 3cALYRY Bl AP, .the ro
lneXt o (8508) ? TR %%%??%tﬁgf%&}h?fSF%gfeéﬁga%he access

1dagaonhese el igldmatomedid megechs fal legh aneal am oéompared
a higher level is provided so that the user can

(9p1@par € ff ahelackiengotFkke 3agbpwenanusxanpkertdatyrrent 1ogin
reports the past access history upon logging in. O

stdeisst eps ionsei h bery ahpvermddecst eheof 26684 ViBEat I6n of the
coordi nates of the image is to prevent anyone who

pestseal swhaf erimiipas | apiddsed (5Beough e keyboatdh f kePbrt the
meki ng fraudul ent use of others' ID since the
acewse didcandbn| ofi rheetdwdons switHat dapensh g Aigparithieal can
keyboard. That is, if a person who attenpts access
bedgesighdt click on a predeterm ned i mage correctly
al t hough he has stolen information inputted through
t he Ikeydhear cdhrehetfai amén tiogi nbtained positional information
of the person who attempts access is always reported to the user
in a next login (8500). More particularly, if there is a case
where clicking on an image is failed, an alarm of a higher level
is provided so that the user can prepare for hacking.

FIG. 3 shows an example that reports the past access
history upon logging in.

Of the steps described above, the step of receiving the
coordinates of the image is to prevent anyone who steals
information inputted through the keyboard from making fraudulent
use of others’ ID since the conventional login method is mainly
depending upon the keyboard. That is, if a person who attempts
access does not «click on a predetermined image correctly
although he has stolen information inputted through the keyboard,
he fails in login.

Further, in the access location tacking step, if a wuser

attempts clicking on an image, the user’s access location 1is



Further, in the access |location tacking step, if a
user attenpts clicking on an i mage, the user's access
wo omaneams i s6 exposed. Thus, the user w || notPCEK&2G08/002495
make an attenpt of he does not know a predeterm ned
i mage. Moreover, in the aut hefiti cati on step through
t he keyboard i nput, the speed of clicking on the nouse

becones .slows only with authentigcatiqgn by clicking on
e Sus .usThJ“gl,e s‘i%’?cte@leﬂ‘?dicf?gtepe OSJ#%&PI%@%“PJC of he

S e n easily menorize.an inmage, this step is for
d?ﬁ%@%ﬁiFﬁ%waguéﬁ$g§?%ﬁﬁﬁﬂ%%ﬁﬁ??%g hacking only with

t he i.zed . e. Ih [,S, i.s enpl oys the fact

ot CETRES T hd | it S AP ICE B0 G QNG o i gkeyboard
- epLessi eyer keus J mrediate It.is
. i1$icdﬁ§ %gg%£r§gi3gjt éiﬁnput.tﬁ%abxﬁg? émﬁﬁgﬁs slows only

5 wSBPULIkXCSYSLEM & itk;pg' %ﬁ%&%ngyoﬁ" ing. Lhe InBHl.  <ince

to be nade throug keyboard and t he nouse,

s\BeRRhAL aLY pdieel nafd.er io%‘?ﬁi Qus yenpodigen ﬁsgggtstﬁ%rﬁolrize an

aut henti Catii on nethod by the input of coordina

igydeseni bedst I G5 4rapd &%Wiﬁ@otgeruﬂ‘%)o‘}ir@ﬁm Sttempting

of the authentication nmethod by the input o
h&0amndi BateswiThi shaehbesk &/m avsigkey Thaer dinatgss atthioys the

key images. In this nethod, if a user hits a

fauedaiar ined ke iTmae tor acy edehydAded keherally made by
coordi nate, authentication is successful. For exanple,

10  ddgreissiagsusedrdhake keyigooidicrayesief 18 Useriane: (b perceive
2), and a key image is a heart pattern 1. (4, 2, heart
tk@atir];emnj. i Bhatecasded i dudhesuseritpesgovah iiBf dmPA@Ated by
af?iwing the input to be made through the keyboard and the mouse,
separately.
Hereinafter, various embodiments of the authentication
15 method by the input of coordinates will be described.

FIGS. 4 and 5 show  another embodiments of the
authentication method by the input of coordinates.

This method employs key coordinates and key images. In this
method, 1if a wuser hits a predetermined key image to a

20 predetermined key coordinate, authentication is successful.

For example, it is assumed that key coordinates of a user
are (4, 2), and a key image is a heart pattern 1. (4, 2, heart
pattern) is recorded in the user’s personal information DB of
the server as second authentication information. In the server,

25 all the patterns are randomly mixed and an image table as shown

in FIG. 4 is transmitted to the user’s terminal. At this time,

(2, 3), which is the position of the key image 1 of the image
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the server as second authentication information. In
the server, all the patterns are randonly m xed and an
wo pge2Labl e as shown in FIG 4 is transm ttedPCDKRR@®4/002495
user's termnal. At this tinme, (2, 3), which is the
position of the key image 1 o? the image7 table in
which all the patterns are randomy mxed, is
ecor.ded, .The er.pin ts closel ere the heart
t%%%?é?n f’%@iﬁgﬁhﬁgét§§€€%§n?ﬁﬁﬁ%J%ﬁ%@ﬁdgnm%ﬁggsC?EeﬁecordEd'
| t t he t a.dLr L.on so that_. ,
T
S LOCA! eflsp AL LR ERNUIPL S, A-fL ﬁggkgypﬁ%séeapn;t Peing nis

eart pattern 1 is1ocafed int coor

t%%hk i éﬁéﬁowﬂ'oﬁi%%% %%% Qﬁ?&% @@EE@@H 1a£§ ég%nacontrols

, I'f the right direction Key i3 pressed twce an
a down directign 5§YtﬁaﬁShpéeﬁéggtpgggteEHeleQElﬁ%cated in the
images are shifted in the direction of the direction

kekPWooHisatthe (heapt . paht prg, 141 ogated ( ' -
€¥§c§¥gd a?t(4,(2 , ;s shown in4ﬁI%? 5 .éﬁ? %%&f%ﬂ%%;tern 1 s

(Key3)i,s Pr essedei gt heMd Galdn0kdyS 1 SUGHRSSWl twice and a down
According to the mani pul ati on of the direction key,

ditrketsenveeycantifyese de Shidde,( Zhd3)entCi¥P AR es are shifted
coordi nates i mediately before the enter key is

in npiet tectestibnt be Koy Coafctiinat esy.andusf tReYnader thetern 1
sanme, considers that authentication is successful. I'n
ldchitednethad, &)t dtallceht2b amages ane shifdhesn in FIG. 5. If
together. Thus, it is very difficult to know which
thiemagentear r espondss t opwhis €dd o0& dt nai teiscaalitohouglhs ot ieESessful .
behi nd sees the screen. Moreover, although
Agmemidpubatticorthienfremiptilehiofh blie tdier etitrean ikay key, the server
stolen, authentication will not be successful only
copitithuehe sanmshidthok becdusecthpakey icmgelinatkscatmbdiately
at a different position next tine. In this case, the
bedhiret thgl enitera key is inputted with the key coordinates, and
if +they are the same, considers that authentication is
successful. In this method, a total of 25 images are shifted
together. Thus, it is very difficult to know which image
corresponds to which coordinates although others behind sees the
screen. Moreover, although manipulation information of the
direction key is stolen, authentication will not be successful
only with the same method because the key image is located at a
different position next time. In this case, the shift rule is a
method in which an image located at the end in the traveling
direction like 1-2-3-4-5-1 is shifted toward a first position of
the direction.
Furthermore, in this method, the key coordinates can be

newly designated every time using a second key image.

FIG. 6 shows an embodiment in which numbers are indicated
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met hod in which an inmage |located at the end in the
traveling direction like 1-2-3 -4-5 - 1 is shifted
WO owaneR2a6 first position of the direction. FurPOBEKRO08/002495
in this nmethod, the key coordi nates can be newly
desi gnated every tinme using a®second key i mage. FI G
shows an enbodi nent in which nunbers are indicated8
oEvery co tdigates not cogrdinate witing. In this
B0 FOREME PRASE UMY nd AT "eRE HEAFL Pattern 1 is a

ge is a clover

fir . i mage and second, key, i na _
ot 1y i ARl DS e et e BAern 1 is a

f¢¥§§(¥%§ %&h%%ea% 9%n%e%%X%nggfgggg%n%%LgL%¥g%g§2§§§Lern 4, a

econes Key “coor di nat’es.

' [ . b wh th d
fddpﬁgénhé gﬁ%??é§$y§F@%Q%?H?kgg?ﬁﬂg%fg t%g%gfgg tggysecond key

I mage | at e en

IrBHECESS Tl 4l EL%?C.QFEQ"QGCS@Qﬁk ngﬁgé’cggéﬂéa”%es;s Hat is, if

ged every t s eas e

£ HeDOF di nat ﬁéy g%(I.th%é achi pg Lhe punher E%stihﬂ nC%{edrie”aéh%g second

such as (4, user who receives the inmage tabl e a

k _gﬂ@génig!g%i@&éifykid%a@%ettaQ@ﬁéﬁ%fEék%?%Lg%nghgcessful.

irst key image, fi'nds a clover pattern

secand Keys | FBERod TEMhLEeS dhe-PYPREL, kaQQCEBE ed every
positi on nunber, and then mani pul ates a direction gy

tiie,Order: st @RSt aRmbhe REar tkepatberhidadls tihg é%%ﬁfhing the

position. At this time, menorizing the position nunber

nu@betrhes cligver copatd 8ldtdss Sh not 1o, | 8se theddr Stho receives
position 3 since the clover pattern is al so noved when

thishemhear tapatt &s nshevmoediIGlher efhiang, ai he§a2h Pftern 1 being
t hought that the position 3 designated by the second

hikeyirsageenotnbtie, seooid Keflover pattern 4 being a second key
image, memorizes the number 14 being its position number, and
then manipulates a direction key in order to position the heart
pattern 1 at the 14 position. At this time, memorizing the
position number of the clover pattern is for not to lose the
first position 3 since the clover pattern is also moved when the
heart pattern is moved. Therefore, it can be thought that the
position 3 designated by the second key image not the second key
image is hit. The user can easily memorize the key images using
the name of the images, by producing memorizing sentences such
as “I love clover” (a heart can be moved to a position where the
clover was located), “Carrot to a panda” (a carrot is moved to a
position where the panda was located).

For this method, when the server newly produces the image

table before transmission, coordinates of each key image can be

recorded, and movement of the coordinates can be calculated
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image is hit. The user can easily nenorize the key

i mges using the nane of the inages, by producing
woreiwe2eicg sentences such as "I | ove clover" ¥EI/R&2a004/002495

can be noved to a position mhgre the clover was

| ocated) , "Carrot to a panda™ (a carrot is noved to a

position where the panda was |ocated) . For this

ag&g;mg whenel g SELYEL Nevlr Braduces the |mage tabl e

ore-tran SSI O coordi nat s of - each key |nage can

@ch{}g_ ’tl?ﬂ%d %ngt 8{@}4@:1% aqlcp%tse% g[a%uﬂgié%ons such

calculate 9 according to ey mani pul ation

adly tHHo%yt kMBp ﬁ@?%‘eé rg%gég»cnge n@' h%nﬁw L.ons

such as a booby rap ar por

t hougit,,  Bgth $$@01POQ:Q3égt r Q@ykea}hc?thEheré l{%gzyt are keys

are keys predetermned by a user. In this

pidetéseinsgt $2 gankal. S @s {he b&@@é’dfzﬁé‘pc keﬁ’l&e aﬂgefl sets a
butterfly 6 as the report key. The booby trap I'S

caept rdiGatdhrg R ARYSiria@n kb oHgld Whight PASSRA0E é§ {KE report
al | oned when the key inmage 1s noved. That is, if th

ke .derhedfodryost tdOnkapnber a 18ey 1$ndﬂ-éa’tt:§n§mé(egoé{‘tfdr§ through
, a position 13 where the carrot is |located is a boo

wiircap gemypale. iEhusmt afl Rwadmuhengemer ated f-0m alsPQnoved. That
speaker and authentication is thus unsuccessful. That

id,s,1 ttHes qudefrerafed tdvati taopahbimbér 125 -14-156-14, mdZ=d in FIC.
7- 8- 91-4, etc. be used away fromthe carrot.

6,Fur theritibh thewbeobytiie amkey iis tbapped d8ringodhe trap key
aut henti cation process, the booby trap key transmts

S.an Blwrm ressageno aauseyend@tSNS diroer mal | mD tdiataker and
the user can take a

authentication is thus unsuccessful. That is, it is preferred

that a path of 12-11-15-14, 12-7-8-9-14, etc. be used away from

the carrot.

Further, if the booby trap key i1s trapped during the
authentication process, the booby trap key transmits an alarm
message to a user via SMS or e-mall so that the user can take a
proper action. For example, URL, which can receive a report, can
be included in the alarm message. If a report is received, a
guard can go toc a spot in order to catch a criminal.

The report key 6 allows a user to make report without being
noticed if a criminal enters a company or a home by threats or
when withdraws cash, in the case where the report key 6 1s used
as an authentication device in a door lock device, a bank cash
dispenser, etc. If the user deceives the second key image into

considering it to be the butterfly 6 of the report key or

directly manipulating it, authentication is successful and thus
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proper action. For exanple, URL, which can receive a
report, can be included in the alarmnessage. If a

WO 26029216 recei ved, a guard can go to a spot PCI/BRA@H/002495

to catch a crimnal. The repojt key 6 allows a user to
make report w thout being noticed if a crimnal enters
a conpany or a hone by threats or when w thdraws cash,

sdts the casepmher et hsaésp%goggxfgéﬂﬁ%gys_%%w%%eén a3 report is

aut hentication device in a evi ce, a ba

2@ dicsRensehacets, e th6 Hser ofegeigsdt he, d i
key ingge Pntg gons!def?ng It Foobe t he butteﬁﬁ%@gnghat S

tHN & JRRQT fele¥afl bai & eehh ¥ MBI PULALIARD th: report function is
authentication is successful and thusl0 sets Fhe

addddnitBakhat Feasei o diMitheCa38€onHONEBY emags .F €port is
automatically made to the police or a guard conpany.

ThatrHes pobBe £egpr kekeyn€ athderpdriintelyORuirBh¥hi ¢hctdeses the
report function is added to the function of the second

leeyl idmage. ddmgehoohyr taaperdis anttHdig iepebh K@Y order for an
further increases the |level of a danger that attenpts

ildwigaéntiseat tondi sgwi skerh frgdelan dd legalrsySehet @by maximizing a
di sgui se hinself as others, thereby maxim zing a

pyavevenbnoaf&édtect. Further, a nmethod of assigning a
nunber to each position shown in this nmethod can be
appltivedheo, t ke meethvod of &b&G gdinglhat nusperntbhecach position
method of FIG 4, you can menorize the heart pattern

shawnt Hien nulvber ndhochstaadbef appivedzitey thmt méhieodearft FIG. 4.
pattern is at the position (4, 2). FIGS. 7 and 8 show

Thagot¥for Embbdé neatsodf odn Bl@.heht | zati canmehodiby tthe heart
i nput of coordinates. This nmethod is a case where

pattern at the number 19 instead of memorizing that the heart

pattern is at the position (4, 2).

FIGS. 7 and 8 show another embodiments of an authentication
method by the input of coordinates. This method is a case where
key images form a pair such as 21(7) and 11(8).

21 is found in a left image table of FIG. 7, and 11 is
found in a right image table of FIG. 7. Then, two key images
are overlapped by dragging the right image table using the
mouse, and are then dropped. In this case, if there is (21, 11)
among various pairs of overlapped images, authentication is
successful. Even in this case, the arrangement of the image
tables is randomly changed in order every time. Thus, even if
manipulation information of the mouse is known, next
authentication will be unsuccessful. Further, since several

pairs of images are overlapped at a time, others behind will

not know which image pair is which key pair. In this method, if
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key images forma pair such as 21(7) and 11(8) . 21 is
found in a left inage table of FIG 7, and 11 is found

WO p008/0292¢t 1 mage table of FIG 7 . Then, two REYKR2004/002495

i mges are overlapped by dragging the right inmage
tabl e using the nouse, and are then dropped. In this
case, if there is (21, 11) anong various pairs of

' ooned i > PN o .
QYE" AR LB éi‘}é‘ég”‘;gkﬁﬂo?a%bo@thh: 1?%0%%%%' 2 ?fgrx]ﬂh th

in this case, the arrandgenent of ge t

iandepnt v ohanged e ofidefe evaryed | MBrnJAUScaBVRRskTy know it
f% {

mani pul ation information o e nouse I's known, nex

auhhentiseati iy WhiirdeosnsHecassiils. W tARIn19R6€ Thus, in
several pairs of images are overlapped at a ti e,

ot-hersthebi-Bgdent | knnof kKROW AL Lh-LPBOe PRI £hd Scql Chhere too
key pair. In this nmethod, ifll two i mage tables

GeEkeppond b0 the keygddage paldrieheedt ReeSERY¥8Erded, and new
produces the imge tables, others can easily know it

shhage tawldessrPajchsratetine i mages are overl apped.
Thus, in order to prevent this, the image tables in

t he Ttasevereact00ibes Snpeidds b f tIEcS Mgesnd@r@€ correspond to
over | apped are discarded, and new i mage tables are
genethbtedin Theiahove -gleserdsbed matthods ehe Fk&p. idadddis safe
6 correspond to a nethod in which the process of

hithought hehkey bBtragk &S gSaheeakthdugh Tot herdersteal adcomplish
glance at it. In order to acconplish the object,
thestbjackeyfimege aake vk eyagoeonmi nedessqcodiaasesondr a second
key image arranged within a second i nage table) that

Ha¥t gmdeesponanded i wsthey iarmgeconst ibedenowmble athat must
user hinself. Second, when the position of the key
pﬁﬁg@sp@n@aﬁngtgtggy ampge must be known to a user himself.

Second, when the position of the key image is manipulated, all
other images are manipulated at the same time in the same
direction and as long as the same distance. Thus, although
others watch it, they do not know which image is manipulated.
Since the arrangement of image tables is differently presented
every time, authentication is unsuccessful only with the same
manipulation value although the manipulation value is known.
Furthermore, even if the direction key is manipulated, the
same effect can be obtained although all the images are never
moved. In this case, the user can draw a pointer over the key
image in his mind, and moves the pointer in his mind together
to the key coordinates according to the manipulation of the
direction key. That is, if the images are moved, the pointer is
also moved, but if the images are not moved, the pointer is not

moved. Thus, others who see it from the side do not which image
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ot her inmages are mani pul ated at the sane tine in the

sane direction and as |l ong as the sane di stance. Thus,
wW@bkdaokoeghe ot hers watch it, they do not know whPCHKR®g©02495

i's mani pul ated. Since the arrgngenent of inmage tables

is differently presented every tinme, authentication is

unsuccessful only with the sanme mani pul ati on val ue

ggtHgH?Q?igg% ni pul ati on value is known. Furthernore,
even | e direction key is mani pul ated, the sane

ff bt ai | [ -
€ %G.C@ng?l%iﬂ% tgﬂl @ﬁﬂoéﬁé}?ﬁ%‘f a] n&h—%e‘grgg%é @Lfeen against

never nove IS case, e user can W a polnter

QYT niNELKER JJIRGR L B8 1 A0, @nd Toves the poi nter

I's mnd together to the key coordi nates according

to ﬁﬁﬁt%@ngﬁﬁbaﬁﬁgﬂtoéftﬁﬁEﬂhﬂeQHi%np%%%aggh§ﬁlésisi£ 2 point
the images are noved, the pointer is also " noved, but

ddsdoee typgescare: NGt fMKEd: %BO PRIYLr LSqnat ed ,
pTﬁﬁ%% ot hers who éeg it fron1thg siég}do not V\higﬁ'Sy mages @

tHrRGB1 ZcdSrdmideul ahesk EhG D shomsnan esbedinBnd Qhage are
a non -response screen against the manipul ation of a

bl ecd | QBCK@N: phmnit ﬁ@id_erﬂf&l@ixﬁ@ﬂbnpf aF|s§%n1§%and:ef for memorizing
passage rule is a 2 point passage type starting froma

ckEYybemgeatandad Keycéimgelag tdidghdeoakdhpatiedr™ageln the
and a term nal coordinate i mage are beer, a soccer

esbaldlcastotvel exi BIGN, 94 semieneed dromemeeirzingtiansdecer ball
"Watch a soccer relay while drinking beer”. In the

iexam®l eoshdemnvardly;: &nd aadiditaaceef femmbede tswcdcke ball to
soccer ball is one box downwardly, and a di stance from

tdlrerisdooerisbatwo t bokes evbsitbr isidhwo dokesnéobble upwardly. A
ri ght and one box upwardly. A

total manipulation process is “a down direction key once, enter,

a right direction key twice, and an up direction key ocnce,

enter”.

An embodiment of a p@rsonalizétion set that prepares for
phishing will now be described.

Description on the personalization set will be made
assuming the case of FIG. 9.

The method such as FIG. 9 41is advantageous in that a
personalization set in preparation for phishing can be easily
implemented. That 1is, since sets to pass are differently
registered every ©person, sets different every person are
presented. Thus, others’ key image and passage points cannot be
known using bogus sets.

FIG. 10 illustrates a setting screen for producing a

personalization set.

As shown in FIG. 10, if a user selects his key image and
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total manipul ation process is down direction key once,
enter, aright direction key twice, and an up

walzoosor2060 key once, enter". An enbodi ment of BCT/KR2004/002495
personal i zation set that prepares for phishing wll
now be described. Description on the personalization
set will be made assum ng the case of FIG 9. The

d . [ [ dv. in.that
pa%%%@g c é%éhﬁg%é:fﬁa&%If%o%.%%gt%ge%ggchgﬁﬁsﬁpﬁg more, than 16

ona on set I n preparation for g can be

ne%??%%%yh?fu§mﬁﬂ$%gmiEE%%rE§ESSEng§ﬁ§8%§%££ﬂ$?$§sﬁkfincluding

ently registered every per e eren

th8VELYe PELSOTh A& NI LSAMET. 1 TMSs | @,h%g;ugk%)étis”%g% produced

and passage points cannot be known usin ogus sets.
soFl@adl0 k! | Ut rakesca setdd nQnéEﬁ@i@n afl‘:%r pﬁ?dbg(:l Mafes of a

personalization set. As shown in FIG 10, If a user

coBeb 86453 P Jed¥ohmage andl3 passage coordi nate inmage
fromimages which is nmuch nore than 16 necessary in a

set panghgenerd©s3 ainegsonahbagt Ben istyeknelsudingrtde 10 are
sel ected i mages as shown in FIG 9, bogus sets are

sepsOektcednao datrédaimindi f13 cubbgbe iiRcl rdeiaily th&1éted to
i mages of a correspondi ng person. Assum ng that 3

prod\ge stisnng sihaliagesonasseéd, Ftke doomdie Selveehed apdcific 3
the remaining 13 images is randonly selected to

impyedue tdlel percdorali gathonesettiddecpr dmabinaicky tthath the 36
specific 3 inmages are all included when selecting the

imd@es mhgesefeloym TR 36hat is, the probability that a criminal

passes through a bogus set and then steals a target user’s key

is 7.8%. If specific images are to be selected from 100 images,

the probability is further dropped and results in 0.3%.

Furthermore, it is evident that the personalization set can

be implemented to support a unique set by uploading images

produced by a user.

"Also, in order to steal a glance at a personalization set
in advance and then attempt a phishing attack using a bogus
personalization set, it will be effective to send an alarm
message to a person even in an attempt that a criminal sees only
the perscnalization set but does not pass. The alarm message can
include an advice sentence reading that it is better to change a
key because there is the possibility that the personalization
set may be exposed.

Next, a method of preventing an attempt to steal a key by

applying a personalization set, which is obtained by installing

a hacking tool having an image capture function in others’
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images is nmerely 7.8% That is, the probability that a

crim nal passes through a bogus set and then steals a
wo 20090r02u6er’ key is 7.8% If specific i nages BCEKRO0BO02495

sel ected from 100 i mages, the probability is further

dropped and results in 0.3% Ebrthernnre, it is

evident that the personalization set can be

Wanell ed_ tq_s t upj que set pl ing. . .
e Broatcad bya utle S Sl Gratr 23t e ion st

es produced by a user. in

tﬁlémﬁg sgﬁgeggenghkgﬁy& St i advanee and, Lhen 1 canture

at't shi'ng™at t'ack’ ustig a bogus

cé%”ﬁg”ﬁyévéﬂkhantﬁggugﬁtaﬂ“éﬁthE%? J%th%%hhgléﬁgd i s method
al arm nessage to a person even in an attenpt that a

1L Pabpsees £Rl % thadensonal L zabbein §etoBYt +4A8S cannot be
not pass. The al arm nessage can i nclude” an advice

px%e;rém@aetﬁgégwgtﬁ@aintiit—cbgtl@@ét @écﬁr%fc{]aﬁﬁgs%i%t%?y

because there is the possibility that the

per sanal i zat sigswsehn MayaRg1expesed. y Next prar B hodnof ror an
preventing an attenpt to steal a key by applying a

at@keponahtzahi GRrysete Wicohdisgoiai prE ByeckBstalinkR@tdon. 1n
hacki ng tool having an inmage capture function in
thdtshessardgll cconpuier cempaset 0 i&if%&ﬁn_aﬁ:ﬂ@nablqve_is d_&%’é:b'r_@%@ every
personalization set, to a bogus site for phishing wll
uske .descri bed. Although capture can be prevented
t hrough an anti -capture technology, this nmethod is to
prepace flor showasenwkerepae hatkangihoetrfddwt feantedi e ring a
prevented through the anti-capture technol ogy exists.
mafEnGeothpushowscarrdxanpletbé presart pirrofdnitachabl e for
an aut hentication service according to the present
i nv@hehnonthén personalization set according to the present
invention is executed on-line, specific unique information 14
within a computer of a user can be recognized using, e.g., MAC
address of a LAN card or the computer of the user can be
recognized using cookie. If the computer is recognized as a
computer that has not been registered in the user profile, an
alarm message 1is sent to a contact point 15 designated by the
user, and the interface for registering the main computer as
shown in FIG. 13 1s provided so that the user can take an
necessary step.

The alarm message notifies the user of the fact that
authentication has been attempted by a computer not registered
by the wuser so that the wuser can prepare for personal
information hacking.

Further, the interface for registering the main computer

allows the user to register his computer, which is currently
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this exanple, main conputer information 14 is recorded
every user. FIG 13 shows an exanple of an interface

WO 20050216t eri ng a mai n conput er accordi ng to PEEKR2004/002495
present invention. Wen the personalization set
according to the present i nvetion is executed
on-line, specific unique information 14 within a

caonput er .of _a user_gcan be recognij zed using, e.g., MAC |,
Pt R8T ASLAN BAIH SrUPHE ConPat GPisr T usHlS canolsterad
rrecogni zed usi.ng.cogkie. |f.the conputer._ i .
C$§%§ﬁﬁi%§ﬁl§§o§n65%%u grtﬁﬁapaﬁgscﬁ%?u %%no$e§?%t% ¥y and is

tﬂlps Q}%a%%%r d?%?%#:%rgtlf%r%l a%g§g{ﬁl§§a erégsiszcﬁemetdag:o%puters.

contact poin S|gnatgh ser”

! nt E{Jéq;cié:fh%r ﬁ\gghSt S(lejn@%t%zﬂgtc!‘?iqnchceonpl%te%r gﬁﬁzhgﬁg strange

In I'S provi de e user can ta

; i fi th f :
340 Yo ealfg{:%r?dl%/r “%%’é;asﬁ:ezcgergé‘é’ﬁé L3t tk%g‘égflfoa{:o passing

cthe fact that authenticati een attenp
IR &luIR 1189l $EET 8dePYelne USRI $Or AN NG dIS&Ly 2 1n1e,

can prepare for personal information hacking. Further,

kdihed nierd ace dir daedl sheplipgrt Beg MR Qe%of@uttl§éd al OYSstrange
the user to register his computer, which is

cuputent loehd ReisRg wsethe aon@1BBEN,CAMPELRInt Aot FABI keys can
time, the registered conputer is recogni zed as the

pdBR N HERUL @heOfstrBBgHS Bbmp@hélr | Sut htlsnd reat €tk keys can pass
differently from strange unregi stered conputers. at

tHi@ighRi heonpeier ebmpiiertiserrrand tiRe SNa8RE8gh phishing is

conmputers are differently treated nmeans that Eeys for
syraeSisfgl in the main computer, only the key 12 for the main
computer is stolen, which makes it difficult for fraudulent use
by an attacker who has to input the key 13 for the strange
computer.

Furthermore, the method of confirming keys different every
computer is effective in preventing fraudulent use in a strange
computer even in authentication by an existing text input as
well as authentication by the coordinate input. That is, if a
password is 8 positions, 8 positions are all confirmed in the
strange computer, but only 4 positions are confirmed in the main
computer. It is thus possible to prevent fraudulent use in the
strange computer although the password is stolen.

If the present invention is applied to a security access
service, it 1s evident that there is a sufficient hacking-
prevention effect although the access location tracking step is

omitted. Further, it can be seen that a security effect is

sufficient although a dual authentication step is not practiced.
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t hrough aut hentication are set to be different. For

exanple, a key 12 used in the main conputer and a key
waoaszdié n a strange conputer can be set to bRCT/KR2004/002495

conpletely different, or all keys can pass through the

strange conputer but sone of the keys can pass through

the main conputer. That is, although phishing is

sucarsaf,ulddsttihe iBai Ki6e - |y, t he 2 .for . .

the main conput2$ i's stolgﬁrﬁ(Iit %%%@n%ieg F%%éf ffﬁiﬂ%thh the
pdegrenftr dudehefibnuse Bypanedt tackeridbo has, tos i ppyt, the phone

key 13 for the strange conputer. Furthernore, the !

a wehodook endfadrsdfrg ikewsodififerentaguery conputer is
effective in preventing fraudul ent use in a strange
conmput erheevievbile aphdrent i €Béi @BokY 1R KEXitgd NG 48Xy so on
i nput as well as authentication by the coordinate !
themputls That nesd ith aqedsworhd Si8 RBSI HOAS, Bimerous people
positions are all confirmed in the strange conputer,
Likgt seuvycds posi Tnonmedr ercenbianked Itnithehd®i Mot necessary to
conputer. It is thus possible to prevent fraudul ent
copgérmnai heD stncarig®asewputier al t hough the password is
stolen. If the present invention is applied to a
sechfff§taeeessthamiavi ds, ilesks evedentot hadrider e 4% a above-
sufficient hacking - prevention effect although the
degcgeked | ddasiton aéRFAgdstaphentdeatied. $hepsher fuither, in
«nSan be seen that a security effect is sufficient
Pt hOGJRCES duaincautsidveit6ationa stoeppRstndteyboard not a full

ke racticed.16 Next, description will be given on a
THROU i i T AHEBPES SHRYRGRASNL | 81 | ShisppkPpdotod, it is
cog&giﬁ%iisugh as a nobile phone, a door |ock and a safe '

Y % | t o) Iﬁnﬁﬁﬁneﬂumbers, but inconvenient to input
characters. For this reason, a password in this device 1is
usually composed of only numbers. This results in a too narrow
bandwidth of the password. Furthermore, since there is nothing
meaning in numbers, a password related to personal information
is wused in finding meaningful numbers that can be easily
memorized. This password is disadvantageous in that it can be
easily analogized by third parties.

FIG. 11 shows an embodiment in which the present invention
is applied to a mobile phone.

As shown in FIG. 11, in the case where a text password is
first inputted and the input of coordinates is completed by
presenting an image table for coordinate authentication without
confirming the password, if it is determined whether to allow a

passage by confirming the text password and the coordinates at a

time, the number of cases is 10 thousands when a number password
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' fe and so
I'n the nobile phone, the door |ock, the sa
on, there is no need to confirmwho is who anong
WO\ 00802286 peopl e like services on Internet or BCDERR004/002495
It is thus not necessary to cepfirman ID and a
password. Therefore, there is |ess need to performthe
above - described first and second authentication
istepy Fudsieronsp dheser deyvi £esy 2{F%i§%y%%%%gﬁ%s e in a 16
conpact keyboard not a full keyboard |ike"a corputer
inggehobrlele | nthéi sukleyboard,cddes Si£0pYENI g%gt %ﬁen%t simply
nunmbers, but inconvenient to input characters. For
2qdeds r basormult irdsswor drésuttisg devi ce is gSuald  the total
composed of only nunbers. This results in a too narrow
nugkrdwicdt [fagk st hEhpaseeensd. thutt hesumiey ©INCe L NESE 1S raken
not hi ng nmeaning in nunbers, a password related to

Loperigbhaing At inewshiordsed ifuifli rdinng MRARIAGHULL order to
gunbers that can be easily nenorized. This password is

Fgrs 589 aht hh et PeRaroFd tan7 beowasidne anabegiaes by, .
third parties. FIG 11 shows an embodi nent in which
t he pr elstit PRenttiben Proegpd | ednt doa pobikempbone. AS11ow a
shown in FIG 11, in the case where a text passmo(d is |

PapPRde PﬁﬁﬁtWaanahatbhéh?nﬁ@ﬁtoﬂﬂ@ﬂbr@mﬂaﬁm&Idbopdlnate input

o] Eeted. resenting an imge table_for coord!nage

e P Rant! &’é?fleﬁtthﬁome%ﬁ%i PhI RgnEhenpasstbe diekt fhput and
LS get§1n1ned whether to allow a passage by confirm ng

th%h% XA SRBPE ARt g eridi-nates at a tine, the

nu cases is,.10 thousands when a number |
pag@’\?\%r %%?Vlesg%%?@lbfdpogﬁjr%njsr} &bgei fls t vésy auBepoilntin the

do&@sﬁﬁgf.rfﬂf%iﬁgé%slghat not only the bandwidth of a password
widens, but also all pertinent persons can use the number
password. That 1is, in an existing number key, since all
constituent members uses a single key by, it is inconvenient to
inform all the constituent members of a new password. Thus, it
is very common to use the key for a long time without changing
it. In the present invention, if keys as many as the number of
constituent members are registered, each constituent member can
manage each key separately. Also, since the bandwidth is
sufficiently wide enough to be shared by a plurality of
constituent members, it can be safely used in most door locks
for an office. Furthermore, there 1is an advantage in that
entrance and exit can be managed on a constituent member basis.
Furthermore, if a door lock to which advanced technologies
such as an electronic chip or biomatrics are applied is used,

the level of security does not drop to the level of security of



I mage table, the nunber of cases is 210. They are not
sinply added, but nmultiplied, resulting in 2.1
worRdosiozmss t he total nunber of cases. Thi s nmeanBCT/RRR004/002495
assum ng that an hour is takepto find one nunber
password, a full nonth is taken in order to find the
full nunber password if 7 hours are invested a day. To
a thinbeandeyt peopi Q6@ GAN e RLagrapued to allow a
passage only when both the text Input”and the
coordi nate input are valid w thout the process of
confirmng the text input and the coordi nate i nput
i nternedi ately. The above -described built - in type
is very useful in the door |ock. This means that not
only the bandw dth of a password w dens, but also al
pertinent persons can use the nunber password. That
is, in an existing nunber key, since all constituent
menbers uses a single key by, it is inconvenient to
informall the constituent nenbers of a new password.
Thus, it is very common to use the key for a long tine
wi thout changing it. In the present invention, if keys
as many as the nunber of constituent nenbers are
regi stered, each constituent nmenber can manage each
key separately. Also, since the bandwidth is
sufficiently wi de enough to be shared by a plurality
of constituent nenbers, it can be safely used in nost
door | ocks for an office. Furthernore, there is an
advantage in that entrance and exit can be nmanaged on
a constituent menber basis. Furthernore, if a door
| ock to which advanced technol ogi es such as an
el ectronic chip or -biomatrics are applied is used,



the |l evel of security does not drop to the | evel of
security of 18 a nunber key provided as an assi st ant
wheysawat |s Clained Is: 1 . security accesBRCHER20030802495
met hod in processing nenber kogin in an on-line
service, conprising: an authentication step by the
i nput of text; an access location tracking step; an
whattherdiGakdonsst ep by the input of coordinates; and
an access history report step. 2 . The security access
service nethod as clained in claim1, wherein the
access |l ocation tracking step is perforned between the
t wol auhhesicueatiyomcelesRs. sekvi cENensedl i iy ge668Ssing member
service nethod as clained in claim1, wherein the
lo@xcess dn sholyne eporii st epdnpelivdes:the steps of: if
anot her access is attenpted with a user being already
5 accassethentripatiog $tep Ilpcatheonnphitacpetson; who
attenpts access, which is obtained in the access
| ocart iagrcetssadkicagist epracitiiny tstepaccess | ocation of a
current login status, and if the |l ocation of the user
ancen kaithepssdsatbeat $tozp dfy tthe duprnentf | ogprdistaatass and
are different, inmmediately reporting the access
| oct iasivesf hhetpey serpastio sitepenpt s access to the user
of the current login status through a screen, and if
the | ocation of the user and the access |ocation of
the current login status are the sane, the obtained
10 pos? ¢ i TifalSSCHEdEHRR FORS Bf SeHel gremsehoghesacieaped in claim 1,

access is always reported _
wherein the access location tracking step is performed between

the two authentication steps.

3. The security access service method as claimed in claim 1,
15 wherein the access history report step includes the steps of:
if another access is attempted with a user being already
accessed, comparing the location of a person who attempts access,
which is obtained in the access location tracking step, with the
access location of a current login status, and if the location
20 of the user and the access location of the current login status
are different, immediately reporting the access location of the
person who attempts access to the user of the current login
status through a screen, and
if the location of the user and the access location of the
25 current login status are the same, the obtained positional
information of the person who attempts access is always reported

to the user upon next logging in.
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to the user upon next logging in.20 4. The security
access service nmethod as clained in claim1, wherein
WO b@saeeess history report step includes the SPEPK®&RG04/002495
if the authentication step by,the input of the
coordi nates fails, immedi ately sending an al arm
nmessage t hrough nessage neans that is designated by
the user. 5. A security access service nethod in
processing nenber login in an on-line service,
conpr igdNGecariayt hepbisatd PR & eRthypdt he Ic@Q%eef in claim 1,
text; and an authentication step by the input of
wheaarding escds ThetseqgUirkbYraCEess SLEVHASs MBIdI0% &S of, if
claimed in any one of clains 1 to 5, wherein the
thaudanddciataitdenstsepobibit htnd Nnprdutof ot heheoebdir-ddh &8s fails,
conprises the steps of: transmtting an imge table in
immvliGh ed yk @pnidirage ans alandofkysagx edhwbtidh amptsdqd | hyans that
of other imges to the screen of the user;
is mEsigukatdngy ttiee etdr.e i nages to have the sane val ue
at the sane tinme according to a mani pul ati on val ue of
a keyboard or a nouse of the user; confirmng a
posi tion mani pul ated by the key inmage; and if
codr-di hasesunhiogeamanspulsarivoneofmeshpdsiitn oprésessing member
confirmed and key coordi nates previously designhated by
Logime igsen eor hErtleamtireeachmprhetngdet er ni ni ng t hat
aut hentication is successful, and if they do not
coiaic P#E AR E hCRkIn Gttear bydsher mMph e Hettrhand

authentication i s unsuccessful.?21
an authentication step by the input of coordinates.

6. The security access service method as claimed in any one
of claims 1 to 5, wherein the authentication step by the input
of the coordinates comprises the steps of:

transmitting an image table in which a key image is
randomly mixed with a plurality of other images to the screen of
the user;

manipulating the entire images to have the same value at
the same time according to a manipulation value of a keyboard or
a mouse of the user;

confirming a position manipulated by the key image; and

if coordinates whose manipulation of a position is
confirmed and key coordinates previously designated by the user
coincide with each other, determining that authentication is
successful, and 1i1f they do not coincide with each other,

determining that that authentication is unsuccessful.
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7 . The security access service nethod as clained in
claim, wherein the key coordinates are positions

waele®speried usi ng a second key i mage. 8. The SBCI/IKRRG04/002495

access service nmethod as claifmed in claim?7, further
conprising the step of, if a Tirst key inmage passes

t hrough a position designated by a booby trap key

i mage through the manipul ati on of the user,

determi ning that authentication is unsuccessful, and

transmgdd %%c%@i@yaa&@gisgg&gv&%ﬁe%ﬁoaf ALN81USELAOIL claim 6,

an ori gl nal owner” of an e security access

witflMincer et hed asSlainmRdsi Nl abpk i b8t RRL gnated using a
conprising the steps of, if the user places the FiTst

sdedhd MRgeiahga. posi tion designated by a report key
i mge and then confirns the mani pul ati on, determ ning

that authentication is successful, and allowing this
fact to be automatically reported through a guard

syst®emMThED seBufitt hodc&d s s af @lwi RULREALUCALT B2 8nd$eIn claim 7,
conprising the steps of: transmtting an inmage table

fudthefti chompkieyi igragee | stepnd@yl yim xedrwdith @ey imace passes
plurality of other inages to a screen of a user;

thrnigpulaatdad ttibe eebigeatemges hobbavg thep ShEE Vmdde through
at the sane tinme according to a mani pul ati on val ue of

the keylhioaldtapnachotse wfet hedaisemi22 ngonhbetnmanghantication is
position mani pul ated by the key inage; and if

ursoorcgicpdtiés whdserpaenput ftg oan ok larposetsame i 5o a PC of the

user or an original owner of an ID.

9. The security access service method as claimed in claim 7,
further comprising the steps of, i1f the user places the first
key image at a position designated by a report key image and
then confirms the manipulation, determining that authentication
is successful, and allowing this fact to be automatically

reported through a guard system.

10. A method of safely authenticating a user, comprising
the steps of:

transmitting an image table in which a key image is
randomly mixed with a plurality of other images to a screen of a
user;

manipulating the entire images to have the same value at
the same time according to a manipulation value of a keyboard or

a mouse of the user;
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confirmed and key coordi nates previously designated by

the user coincide with each other, determ ning that
waedobericat i on i s successful, and if they do POI/KR2004/002495

coincide with each other, detgrmning that that

aut hentication is unsuccessful. 11. The safe

authentication nmethod as clained in claim10, wherein

the degy i cRORYl Q%@é@f& 9&%&%{199%@ b onat ed a!magea and
second key i mage. he safe auth |cat|on nmet hod

as glgai r&%ﬂﬁn%@sm Jo\zlqos%ur tzﬁ%&pg@apibﬁl ngrt h@ St@ition is
of, if a first key i mge passes through a position

ccﬁlﬁi!rglaat adabked RERBYIIhEAPs KBY et IREEL § NOIFhdtRRI by the user
mani pul ati on of the user, determ ning that

cAdient i €atH ORach Lmrsfmc;esaéuémmdlgtransm t4idh@n@Acation is
al arm nessage to a PC of the user or an original owner
sufceaR LD, 13nd Thef safleyautdbenhbeaté@ihdirichoeriad each other,
claimed in claim11l, further conprising the steps of,
ddtferi@idgethpt aclest adtheat ikeyiomage atswedqeasitiilon
desi gnated by a report key inmage and then confirnms the
mani pul ati on, determ ning that authentication is
successful, and allowing this fact to be automatically
r epdrit.edhehrseufgh aatgeatdcsysemmetlded Toe sbfigned in claim 10,
aut hentication nethod as clained in any one of claiml
whegre'ing, tHeur khgr compiingicrg tdre speploionegileségiaed28sing a
personal i zati on i mage table in which a construction
saqrage khivsioage of provi ded i mage tables is differently
regi stered on a user basis. 15. The safe
aut henti cation nmethod as clainmed in claim 14,

12. The safe authentication method as claimed in claim 11,
further comprising the step of, if a first key image passes
through a position designated by a booby trap key image through
the manipulation of the user, determining that authentication is
unsuccessful, and transmitting an alarm message to a PC of the

user or an original owner of an ID.

13. The safe authentication method as claimed in claim 11,
further comprising the steps of, if the user places a first key
image at a position designated by a report key image and then
confirms the manipulation, determining that authentication is
successful, and allowing this fact to be automatically reported

through a guard system.

14. The safe authentication method as claimed in any one of

claim 1 to® 9, further comprising the step of registering a
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wherein the step of registering the personalization
i mge table conprises the steps of: allow ng the user
W 008ekeed a key i mage and a through coor di nat BCT/RRQ@®4/002495
or a termnal coordinate inmagg froma group of inmages,
whi ch are nmuch nore than the nunber of inmages that are
required in the personalization inage table, and then
péféddgyiEaEQSnsekﬁgﬁgd Lopges;;al lLawag a seryet 1o, image
random y extract 1 hages as many as the nunber of
hiéﬂ%%%iofmﬁfg%ﬂd%dn%ﬁ%@%aEﬁbgesCQgphgkgekgﬁtifagggistered on a
table, fromthe remaining i mages except for 1he
usel ecleed i mages; and m xing the inages that are
selected and inputted by the user and the inages that
Is selected by the server, and registering the
personalization image table. 16. The safe
aut hent icat iRIFaetednas cat abiedet lo@NYs 0B e £ A NB1aim 14,
10 to 13, further conprising the step of inputting a
wiepdinpasswartdp afl sErstidrihbe tadt benrkbaal i 98- PSIOCESSge table
step includes determ ning that authentication is
caodessf theostyoshef: both the text password and the
key coordinate are valid after the input of the text
passaidogiangd tHe keyrcoor dendtes hkaskbgennmzorpl #id®da through
and determ ning that authentication is unsuccessful if
caindian?4 tihegtert passwnidadr cobedkeyte aorajenatmeon s group of
not valid. 17. The safe authentication nmethod as
ingggispe dvhilchamyreommiotf melz@i hah ttdhied nuvbeandflSimages that are
further conprising: a key coordinate registration step
resfuigedyviidi ridie Heersonalization image table, and then to input

the selected images;
allowing a server to randomly extract images as many as the
number of images, which is necessary to complete the image table,
from the remaining images except for the selected images; and
mixing the images that are selected and inputted by the
user and the images that 1is selected by the server, and

registering the personalization image table.

16. The safe authentication method as claimed in any one of
claims 10 to 13, further comprising the step of inputting a text
password, and

wherein the authentication process step includes
determining that authentication is successful only when both the
text password and the key coordinate are valid after the input
of the text password and the key coordinates has been completed,

and determining that authentication i1s unsuccessful if either
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interface for allowing the user to differently define
key coordinates for a main conputer and key

w@omsainat es for a strange conputer, and regi SPET/KRQV04/002495

the inputted information; a termnal information
acqui sition step of acquiring recognized information
of a conputer of the user; a termnal recognition step
deter il t r.as th ' ut.er, or
RS R e R e
i nformati on on the conputer of the user, which is
acquired in the termnal information acquisition step;
a My Gepubet LeGhShi Lo PLRRA Yy dsf ibik8d in any one of
determi ned that the conmputer iIs the strange conpu?er
cldirda kerglngh £&¢0o0N (HQRnELeRombLYL BIGY I NG the
conputer information to provide a main conputer
regist rady oncddianiace thatseancbenregister e agrihfying the
mai n conputer, and registering the inputted
iRt | 86r aadlewsid ange CoBRHt efo al AMSIRR 19T, dbkine key
the conputer is determ ned to be the strange conputer
cddrdiheteer nigal « eaadni t tonSiap, anat i k¥ NnkdRiiwsees for a
of the al arm nmessage regardl ess of the authentication
stmsulet comhetern st =uyihertriagt the sigptns ke oirhRYton;
of the coordi nates includes determ ning whet her the
coordi nams nEle narfiopukatoon etqgthel posi tiome®f ahi cAcquiring
is confirmed and the key25 coordi nates previously
refegingnatiedn byrindtei arserf @oichopdeeni ¢h Hachisether, if
the conputer is determned to be the main conputer in
t he a eranmiak lr ecogontitbonssegy cbHnfletaiminie Key computer as
coor di nat es

the main computer or the strange computer based on the
recognized information on the computer of the user, which is
acquired in the terminal information acquisition step;

a main computer registration step of, if it is determined
that the computer is the strange computer in the terminal
recognition step, registering the computer information to
provide a main computer registration interface that can be
registered as the main computer, and registering the inputted
information; and

a strange computer alarm step of, 1if the computer is
determined to be the strange computer in the terminal
recognition step, notifying the user of the alarm message
regardless of the authentication result,

wherein the authentication step by the input of the
coordinates includes determining whether the coordinates the

manipulation of the position of which is confirmed and the key
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for the main conputer, and if the conputer is
determ ned to be the stranger conputer in the term nal
WO ewsgei2té on step, confirm ng the key coor di naP@BKROw#04/002495
the strange conmputer. 18. The,safe authentication
method as clained in claim17, wherein the key
coordinates are two or nore, and all the key
c6Oat daales rake o6nfi KBl 1 tyangg conputer . and
only sone %f t he keg cooir]l%II%l naétJ]e?er%]aecglﬁsfe%r %_gnlcﬁé?hvé’lth each
otPed ) CGOTPUHE comdht e et hed ofhiaafely Bgt@ﬁgthgiﬁlgg%ﬁuter in
user, conprising the steps of: a password registratl
tﬁéeﬁeﬁﬁi@&pvk@bﬁgnlhfoﬁn%%éﬁgc%d%Q&rﬁhhgmhﬁﬁzakgfee L9inates
differently define passwords for a mal n”conputer and

fpassvoraksif of oo St BN COMULIRS | cAREI0T D998 f8 ined to be
inputted information; a termnal information

tracqussidrigur steaftacquid i nghd ecogphzesh | NEQEIRLI Oy step,
of a conputer of the user; a termnal recognition step

cwff idetiegnihengey heomanputtes @5rt fite N FarATRWHSNF .
the strange conputer based on the recognized
i nformati on of the conputer of the user, which is
acquired in the termnal information acquisition step;
a ndidn Jbepuede reghstrataohosteptodd 4 dlainfed in claim 17,
determ ned that the conputer is the strange conputer
whegethe Ther nkeial crecdimittaonest epyor egi sieerd, Ngatdeall the key
conputer informati on to26 provide a nmmin conputer
CHoEGLERERE | BRS | Avef s timattheamtihengegbstenedr asaddieonly some
mai N conputer; and an authentication processing step
oﬁoﬁpeikeyh%oQ%ﬁ&ﬂﬂngsi@;e confirmed in the main computer.

19. A method of safely authenticating a user, comprising
the steps of:

a password registration step of providing the interface for
allowing a user to differently define passwords for a main
computer and passwords for a strange computer, and storing the
inputted information;

a terminal information acquisition step of acquiring
recognized information of a computer of the user;

a terminal recognition step of determining the computer as
the main computer or the strange computer based on the
recognized information of the computer of the user, which is
acquired in the terminal information acquisition step;

a main computer registration step of, if it is determined
that the computer is the strange computer in the terminal

recognition step, registering the computer information to
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determ ned the main conputer in the term nal _

recognition step, confirmng a password for the nain
weomseels and if the conputer is determ ned tPEI/KR2004/002495

strange conputer in the term pal recognition step,

confirmng a password for the strange conputer. 20.

The safe authentication nethod as clainmed in claim 19,

plarideer acompih Sid@ndterst 981 Hfrat Vi dhRgrERE:  that can be
interface for allowi ng the user to register a contact

ropisttensiene the ahan edm@ssage ksdreceived, and storing
the inputted information; and a strange conputer alarm

st epof autfetthicaotrput@rodes sdatersdgiedot 0 be e computer is
strange conputer in the termnal recognition step,
detorinfiyiedg tthee red far neogssage 10 the eemhagcdil PeEBbgnition step,
regardl ess of the authentication result.
confirming a password for the main computer, and if the computer
is determined the strange computer in the terminal recognition

step, confirming a password for the strange computer.

20. The safe authentication method as claimed in claim 19,
further comprising the steps of:

providing the interface for allowing the user to register a
contact point where the alarm message is received, and storing
the inputted information; and

a strange computer alarm step of, if the computer 1is
determined to be the strange computer in the terminal
recognition step, notifying the alarm message to the contact

point regardless of the authentication result.



