-1 - AMONITORING SYSTEM Field of the Invention The present invention relates to a monitoring
system for monitoring the status of a facility such as an automated teller machine (ATM), and a
method of monitoring such a facility. Background of the Invention 10 It is known to provide a
monitoring system, for example for monitoring the status of an automated teller machine (ATM), of the
type wherein in response to detection of an alarm situdtion at the ATM, an alarm signal is sent to a
remote surveillance station. The alarm signal is used at the survelllance station to communicate the
alarm 15 situation to an operator, and ba appropriate action can be taken by
the operator. However, current such monitoring systems are relatively unsophisticated, in particular in
relation to hapdlj f communication errors between components of the system, 20 since such
communicati&m&%%%necessnate system downtime while the error is identified and
rectified. Summary of the Invention 25 In accordance with a first aspect of the present invention, there
s provided a fpaniiadng sYsiem. IPramoniedng ibs AiANSOLA RS AR meRiRLIg Rreien

comprisi ng an alarm receiver arrange o receiv alarm signal indicative of an alarm situation
at a monitore@eiityispdloas ffaditgmataditailes mevivecdAd M) prod i eathad JoerrddragEauoe of the
alarm situatiopsgaggd on the alarm signal; a server arranged to receive the alarm data from the
alarm receiver and to make the alarm data available to an operator terminal, at least 2
communication paths through which alarm data is able to pass when the alarm data is sent from the

alarm receiveB4eKdl® SQAUS tHNBhvention

10

It is known to provide a monitoring system, for example for monitoring the status of an
automated teller machine (ATM), of the type wherein in response to detection of an
alarm situation at the ATM, an alarm signal is sent to a remote surveillance station.
The alarm signal is used at the surveillance station to communicate the alarm

15 situation to an operator, and based on the alarm situation appropriate action can be
taken by the operator.

However, current such monitoring systems are relatively unsophisticated, in particular
in relation to handling of communication errors between components of the system,
20  since such communication errors commonly necessitate system downtime while the

error is identified and rectified.

Summary of the Invention

25 In accordance with a first aspect of the present invention, there is provided a
monitoring system for monitoring the status of a facility, the monitoring system
comprising:

an alarm receiver arranged to receive an alarm signal indicative of an alarm
situation at a monitored facility from a facility monitoring device, and to produce alarm

30 data indicative of the alarm situation based on the alarm signal;

a server arranged to receive the alarm data from the alarm receiver and to
make the alarm data available to an operator terminal;
at least 2 communication paths through which alarm data is able to pass when

the alarm data is sent from the alarm receiver to the server; and



- 2 - a switching device arranged to select one of the communication paths as an active
communication path to use to communicate the alarm data from the alarm receiver to the server, the
active communication path being selected based on an indication as to whether communications from
the alarm receiver are being received 5 at the server. In one embodiment, the server is arranged to
send an acknowledgement signal to the alarm receivet when the alarm data is received at the server.

a o In one embodiment, the alarm receiver is arranged to resend the alarm data to the server if an
acknowledgement sighilsEIRGLFRKER S aPaSE I0RER QISR oRaBRERGRIN BRNERBSGIment, the

system is arrapgesidorprashicatidn instieadi e dhatcEmepuRaGRE QNS froda & latAkrgeeiver are not
being received at.the server if an a%knowled ement signal is n@t received at ta%alarm receiver after a
I

defined numBEFYY FELR PSRN NG AFINE CHIEMHAY ALORRAD HeeLEY6'eEIBEPERA Ahdhate
communicatiojcativasthie adiethe@ocommmicataiomafioto theediaco mereineadectbeiatprecelatal from the
alarm recgivegt%ég‘?eﬁgéyer based on the indication. The defined 20 number of resend attempts may
be 3. In one embodiment, the alarm receiver is arranged to communicate a control signal to the
switching device when an indication is produced that communications from the alarm receiver are not

being receiveg} ghitrgauRhdhe R\ slagalinfiged ' SR e RATMRYEIFRIpE BRI D Hge 25

the active communication path. In one embodiment, the system is arranged to produce an audible
and/or visibIﬂﬁ%fﬁQ%WQﬁ@ﬁHﬁﬂﬂWi@%%&(ﬁ&?W@éi gbierfiteliions from the alarm receiver are
not being received at the server. 30 In one embodiment, the system is arranged to send a heartbeat

signal between the alaym receiver and the server and to chagqe the active communication gath when
the heartBea %@'ﬁ%ﬁ@h%&@ﬁ@?v&? alarm receiver is arrangedo resend the alarm data to th
server if an acknowledgement signal is not received at the alarm receiver from the

server.

In one embodiment, the system is arranged to produce an indication that

15 communications from the alarm receiver are not being received at the server if an
acknowledgement signal is not received at the alarm receiver after a defined number
of resend attempts, and the switching device is arranged to select an alternate
communication path as the active communication path to use to communicate the
alarm data from the alarm receiver to the server based on the indication. The defined

20 number of resend attempts may be 3.

In one embodiment, the alarm receiver is arranged to communicate a control signal to
the switching device when an indication is produced that communications from the
alarm receiver are not being received at the server, the control signal indicative of

25  which communication path to use as the active communication path.

In one embodiment, the system is arranged to produce an audible and/or visible
warning when an indication is produced that communications from the alarm receiver
are not being received at the server.

30
In one embodiment, the system is arranged to send a heartbeat signal between the
alarm receiver and the server and to change the active communication path when the

heartbeat signal is not received.



- 3 - In one embodiment, the system includes a network arranged to facilitate communications
between the alarm receiver, the server and the communication paths. The network may include an
addressable network such as an IP Ethernet type network. In one embodiment, the alarm receiver is
arranged to communicate using RS232 type communications, and the system includes a first network
adapter arranged to interface the alarm receiver with themetwork. o In one embodiment, the switching
device is arranged to communicate using RS232 type communications, and the system includes a

second netwHTCA8STRCIMEeatnte SRETC RS BaR ,”@é‘@ﬂrgélfb?’l?ﬂﬁéﬂﬁdﬁ@%@éﬁter arranged to
interface the gyrtaiungafdteceiitcdietnetwanh Adrdivenarydepdima, theceyatainisadisanged such
that the alarm signal received q%/ the alarm receiver from g facility monitoring device passes through
the active coRf BRI EJTA HEHAS 0T e SRR B EN R RIS AR Ir e eine
switching devieenankl the server are 20 disposed at a surveillance station remotely located relative at
least one facility monitoring device. In accordance with a second aspect of the present invention, there

is provided a method of monitoring the status of a facility, the method comprising: 25receiving at an
alarm receivdn @neleihadgnanintiiezalasmoreseiveria sifaaged ta somonitoeaderasing Fivédddirealarm

data indicative,ai it RN S HAY NLARGE R TGRS EMiIRIBRBlwork adBIMAHAIGGEA% e alarm data

from the alarm receiver to a server; 30making the alarm data available to an operator terminal,
providing at Igﬁgffﬁ%mﬂﬂﬁf&ﬁﬁ?%hwmrﬂ'lﬁ;ﬂqwmh- alarm data is able to pass when the alarm
data is communicated from the alarm receiver to the server, producing an indication as to whether

communications from the alarm receiver are bgire/g received at the server; and ,
10 In one embodiment, the switching device is arranged to communicate using RS232

type communications, and the system includes a second network adapter for each
communication path, each second network adapter arranged to interface the
switching device with the network.

15 In one embodiment, the system is arranged such that the alarm signal received by the
alarm receiver from a facility monitoring device passes through the active

communication path to the alarm receiver.

In one embodiment, the alarm receiver, the switching device and the server are
20 disposed at a surveillance station remotely located relative at least one facility

monitoring device.

In accordance with a second aspect of the present invention, there is provided a
method of monitoring the status of a facility, the method comprising:
25 receiving at an alarm receiver an alarm signal indicative of an alarm situation
at a monitored facility;
producing alarm data indicative of the alarm situation based on the alarm
signal;
communicating the alarm data from the alarm receiver to a server;
30 making the alarm data available to an operator terminal;
providing at least 2 communication paths through which alarm data is able to
pass when the alarm data is communicated from the alarm receiver to the server;
producing an indication as to whether communications from the alarm receiver

are being received at the server; and



-4 - selecting one of the communication paths as an active communication path to use to
communicate the alarm data from the alarm receiver to the server, the active communication path
being selected based on the indication. 5 Brief Description of the Drawings The present invention will
now be described, by way of example only, with reference to the accompanying drawings, in which:
Figure 1 is a block diagram of a monitoring system+n Accordance with an o embodiment of the present
invention; Figure 2 is a block diagram illustrating example functional components of an alarm

receiver of the systsi®@HEWPIeMGHIR aemmuigalie PRIBSAS A RSHYERIMBYAIFRY ¥XRAIPIE

functional copoRestseh anreehel dkermysienirohowe Mdriguedivanth 1bEigsred thadpek diagram
of a monitoring system in accordance with a&&%m#d;\ég}imboﬂi{ment of the present invention;

Description of A EARSHIRNP R BRREARRIRG YR MHEHRSring system operates such that

one or more facilities are monitored for an alarm situation, and when an alarm situation is detected, an
a_larm S|gQaI IS5 N égcz} ﬁ)&%qtﬁreaé 8 %tely Iocate_d surveillance statllon.. In response to_ the alarm

signal, the o priate action, for example view image and/or video feeds
from the monitored facility in order that the operator can 25 assess the alarm situation, and if

necessary alef 2 SRIPORTR/ A INARP IRE RRIBEATHP FigHoe efritbemptiniogliagram of a

monitoring system 10 for monitoring one or more facilities'12 according to an émbodiment of the
invention is sitoiR AFCATTEPERYING 14" 28Rl fa NGBS 12 are monitored and the monitored 30 facilities

12 are automated teptigraackires 48K Magrdincsiah Midrilldein g BpsisP Al dbed i Brciliir 2 A2 may take

the formlcgf aré ggmgﬁ{ (k))HLdeinpgr eosrelr?tcﬁt\i/%ﬂt%ens;ired to be monitored.
Figure 2 is a block diagram illustrating example functional components of an
alarm receiver of the system shown in Figure 1;
Figure 3 is a block diagram illustrating example functional components of a
server of the system shown in Figure 1; and
15 Figure 4 is a block diagram of a monitoring system in accordance with an

alternative embodiment of the present invention;

Description of an Embodiment of the Invention

20  The present monitoring system operates such that one or more facilities are
monitored for an alarm situation, and when an alarm situation is detected, an alarm
signal is sent to an operator at a remotely located surveillance station. In response to
the alarm signal, the operator is able to carry out appropriate action, for example view
image and/or video feeds from the monitored facility in order that the operator can

25 assess the alarm situation, and if necessary alert a response team or the police.

Referring to Figure 1, a schematic block diagram of a monitoring system 10 for
monitoring one or more facilities 12 according to an embodiment of the invention is
shown. In this example, several facilities 12 are monitored and the monitored

30 facilities 12 are automated teller machines (ATM), although it will be understood that
the facilities 12 may take the form of any machine, building or location desired to be

monitored.



- 5 - The monitoring system 10 is configured so that operators of work stations 14 disposed remotely
relative to the facilities 12, for example at a remote surveillance station 15, are able to monitor the
status of the facilities 12, in particular whether an alarm situation exists at the facilities 12, and to
instigate appropriate action where necessary. In this example, the work stations 14 are computing
devices such as personal computers. However, it will Be-understood that any device capable of

providing an operator with information indicative of the status of the facilities 12 is envisaged. o The
monitoring syS¥r 20 ALRTBESIRM A8t 8 ceHigHiPR SR 86 CRSEH UR AT RIKSAHOBSING associated with

one or more taspbiasdkrdemrpddathe tanitoraditeacipalaraxaansels W rdisoexanvigigrrives one or
more inputs indicativr%of the alarm status of one or m?r@ ?fsociate facilities 1% andpusees the inputs to
REMPY

determine wiS#ig aﬂ%@ﬁd&t@ﬁ@ﬁé@?ﬁﬂ‘r‘%ﬁu eiagHesulre ihRgHSY fagoan
information, Hiammfosinetion exdstatateref fabiitiesr £2) anddbhiostigatenapsiopriads actanwtemformation
indicati f [ | il] , t | . ' hat |
siuation Bxis e e B B e e s
wirelessly, fopeseampleXORURT. aHBEvRirdlewl bermndsisiacdiiairany slexiee edgedtamatiinications

network 20. | remﬁggé\; Bserarity il iARFRRAGH MM AR SORA By dftardly gedtified, the

alarm panel 16 may rranged to add meta data indicative of the facility 12 to the alarm signal. 25 In
this example SfHESRIEEommunications network 20 communicates the alarm signal to the remote
surveillance station 15, the telecommunications network 20 communicating with the surveillance

station 15 through a dedicated communications link, in this example a digital leased circuit%f C) 22.
Fiowever it w A AR By SHLrSohIRASh E8 G el o o860 ST PAREA 45 an the
surveillance Beistphesctiatedniisagedoriine euiaaiilesct2stasondl o inelvdestaradiviEakPdlavhich in this
example is a ress int m of P Ethernet rk, it will be
understood t;}%aaatf%(ihfaér?ﬁ gﬁv?/so%%t yp%lfg rzaleré?e%e\r{%s(z):lrg]ajeegl!n ﬁ}hoe%n @%\5%%(' %ﬁ%ﬁlﬁé%? ﬂﬁeagﬁQPngﬂéﬂ}’g &b

one or more associated facilities 12 and uses the inputs to determine whether an

alarm situation exists. Such inputs may include images and/or video information,

15 information indicative of whether an unauthorized intrusion has occurred, information

indicative of tampering with a facility 12, and so on.

When the alarm panel 16 determines that an alarm situation exists, an alarm signal is
generated. In this example, the alarm signal is communicated wirelessly, for example

20 using a 3.5G wireless communications link 18, to a telecommunications network 20.
In order that the facility 12 associated with the alarm signal may be readily identified,
the alarm panel 16 may be arranged to add meta data indicative of the facility 12 to
the alarm signal.

25 In this example, the telecommunications network 20 communicates the alarm signal
to the remote surveillance station 15, the telecommunications network 20
communicating with the surveillance station 15 through a dedicated communications
link, in this example a digital leased circuit (DLC) 22. However, it will be appreciated
that any other communication path between the alarm panel 16 and the surveillance

30 station 15 is envisaged.

The surveillance station 15 includes a network 24 which in this example is an
addressable network in the form of an IP Ethernet type network, although it will be
understood that other network types are envisaged. The network 24 is in



- 6 - communication with the digital leased circuit 22, and during use the network 24 receives an alarm
signal from an alarm panel 16 associated with a facility 12 experiencing an alarm situation, and passes
the alarm signal to an alarm receiver 26 connected to the network 24 through a network adapter 28. In
this example, the s network adapter 28 is necessary because the alarm receiver is configured to
communicate using RS232 type protocols, while the nétwork 24 uses IP type protocols. The alarm
signal communicated between the alarm panel 16 and the alarm receiver 10 26 may use any suitable

protocol apprenatETEAEBMIthibStHg Rdeassmh JiaHisPRiGRARIH g SPtHC AGMPPaR# to the alarm
receiver 26. resavasmeal it alryimal SlonabmalatiAtememssytiasdivithl A fadipne modem 11, 4+2

format protocol, or.any other suitable protocol. is On receipt of the alarm signal at the alarm receiver
26, the alarm AL IS QACEHERT) LA BRSSPI HOHALO AN LAUR BRRR:ARs of the
facility 12 assaciatetedith the mdanorkigaahrs sgnafnatwtre atapieres2@ivier tAG thxangiethienetwork 24 to
a server 30. V, ' g]qlg h Qgta ingicati f alarm si vailable to the or
each wor stﬁ%@r@ i& %ﬁiﬂblee\kvrlbr%rg{/] an o%p%é a?or. Egj;%hélgé T)nﬁrb%&gée%]e@ ﬁ%\/@lllj%@g%tation 15
includes a sviethingnieaie¢!SnaR$ 73t ing peviosdincnhiekzeiapteiers2436esdPmweely. Each of the
first and secqidipetyork adapters 34, 36 in this example serves as an interface between RS232 type

protocols used by the alarm receiver 26 and IP type protocols used by the network 2524. The
switching device 32 is arranged to receive alarm data from the alarm receiver 26 through a data path

38, and to comiiglayiteBigapctiffReriudstatatiedatehtAdlins irerMmenieatipe BRiydieiveding the
first network ég?ﬁter 34 or a second 30 com unicatiorgé)fa\th B including. the sec%réd network adapter

36. Each bf thS fleY 4156 S0¥sHB IQIRERLBRAISMTEIK T8 GHTIMUNCEHID iR A RARBIK 24 and is
able to comniniticattiafaimondta tlanmtibarssviic hivegatirmceteittee 26rvEoBexample, the alarm

signal may use Ademco Contact ID, SIA, Radionic modem I, 4+2 format protocol, or

any other suitable protocol.

15 On receipt of the alarm signal at the alarm receiver 26, the alarm signal is decoded by
the alarm receiver 26, and alarm data indicative of the status of the facility 12
associated with the alarm signal is sent from the alarm receiver 26 through the
network 24 to a server 30. The server 30, in turn, makes the data indicative of the
alarm signal available to the or each work station 14 for viewing by an operator.

20
For this purpose, the surveillance station 15 includes a switching device 32 and first
and second network adapters 34, 36 respectively. Each of the first and second
network adapters 34, 36 in this example serves as an interface between RS232 type
protocols used by the alarm receiver 26 and IP type protocols used by the network

25 24,

The switching device 32 is arranged to receive alarm data from the alarm receiver 26
through a data path 38, and to control switching of the received alarm data to a first
communication path A including the first network adapter 34 or a second

30 communication path B including the second network adapter 36. Each of the first and
second communication paths A, B communicates with the network 24 and is able to
communicate alarm data from the switching device to the server 30.



In order to facilitate control of switching, the switching device 32 receives a control signal from the
alarm receiver through a control path 39. The control signal contains information usable by the
switching device 32 to determine which communication path A, B to use to communicate the alarm
data from the switching device 32 to the s network 24. Ordinarily, when an alarm signal is received by
the alarm receiver 26 and corresponding alarm data i¥ sent to the switching device 32, a control signal
is communicated from the alarm receiver 26 to the switching device 32 to cause the 10 switching

device 32 to HirBE4ehEdraHiaiacCHBLBhsIMECHBE cHIf PYRFNEE IPUas A3E8RR R P @n receipt

of the alarm @gjaathe seivealRProepesalestprsligRROsoRN AGkapvdedgemeshs@nay Hidicatien®at the
alarm data has been.receivai hﬁ{}ﬁt e 15 se@/er Otot alaan receiver 26 through the network 24 and
communicati§l PRAIRMHFERR Y 123 SWES BRI SR IGhgrdd SRIGITHAR PRICL RITIHUERIARNt signal is
not received fratim Ayddervee &)camepadtatzmineua srati alata dachinetilseviddhing dixteds Sertbftioen the
alarm rec;iv gh communication path A to the network 24 and the 20 server 30. This may

€ . : ) . :
occur several fimes until either an acknowledgement signal is received by the alarm receiver 26 from
the server 30 or a defined number of resend attempts has occurred. If after a defined number of repeat

communicatigfs; aRCkiuM sAGamENt Rieaak Fetaivtll BPFecaled RedirAlyagceiver 26, a

warning signal is generated by the alarm receiver 26 indicative that the alarm data may not be
reaching the SRRASPAOHNY ArtraislRtAdSRE LdheRMiEnIPARBEICR T AFRMIARIGRR 1 personnel at

the surveillangghsit@iinbatéd tenving iereicRakbivay 5o 3rd su@siingade asesEliele ard engisible alarm
at the surveillanc%vstati n15. 30 As a co se%tjenc%gf the in&i‘c%%{] that the alarm. data trE[::z?/ not be
reaching the SWARI¥b08 o 1SiREFId AR T Rl U S AT YENBHAPBHO AR &wRching
device 32 thrthegbetlverc@itrol path 39 to cause the switching device 32 to select communication path B
as the active communication path instead of

On receipt of the alarm data, the server 30 generates and sends an

acknowledgement signal indicative that the alarm data has been received by the

15 server 30 to the alarm receiver 26 through the network 24 and communication path A.

The alarm receiver 26 is configured such that if an acknowledgement signal is not
received from the server 30, a repeat communication including the alarm data is sent
from the alarm receiver 26 through communication path A to the network 24 and the

20 server 30. This may occur several times until either an acknowledgement signal is
received by the alarm receiver 26 from the server 30 or a defined number of resend
attempts has occurred.

If after a defined number of repeat communications, an acknowledgement signal is
25 still not received by the alarm receiver 26, a warning signal is generated by the alarm
receiver 26 indicative that the alarm data may not be reaching the server 30 and
thereby the work stations 14. In order to communicate this to personnel at the
surveillance station 15, the warning signal may be used to generate an audible and/or
visible alarm at the surveillance station 15.
30
As a consequence of the indication that the alarm data may not be reaching the
server 30, a control signal is communicated from the alarm receiver 26 to the
switching device 32 through the control path 39 to cause the switching device 32 to
select communication path B as the active communication path instead of



- 8 - communication path A. At the next resend attempt, the switching device 32 is then caused to
communicate the alarm data to the server 30 through communication path B instead of communication
path A. The audible and/or visible alarm may indicate to an operator that communication path B is
currently active for communicating the alarm data from the switching device 32 to the network 24. It
will be appreciated that communication path B serves&s-a backup to communication path A should a
fault occur with communication path A to the extent that alarm data fails to reach the server 30. In this

way, system SROMMHAIEAIRE RATDBMM R RS eSS BEGTRRY R SERNINE aViSe R 4p i@ server 30
is avoided. Eyanzele fibiaehanahrempeeentsAiafdhe MassriessvanAghecshmimibdiguisath In this

le, th ti I ts 40 impl t i { d iated
inetructions ORI TALGL SRR AR, bENE RIS GANELE B AT Rt Gre
possiblc_a. Theafuoptaatal toah poments idatmonpatisdas cajalentaigi_mih/éefooderrmmmtiggdhe receive an
alarm S|gQaI g%%agaﬂafm%eg%% C%rﬁ%tg %@ﬁ%%&%h%%@%{\%%%%}o produce alarm data used by the

server 30 to communicate the sta ?am y 20 associated with the alarm signal to an operator of
a work station 14. The components 40 also include an alarm acknowledgement receiver 44 responsive

to an acknowegaesBeY AP Y ARG GETEHiSA Faih & JaRRd eeeiveA R ARd arranged to cause a

warning generator 46 to generate a warning signal after a 25 defined number of failed attempts to

communicateRIBTRMYRRERRPR i vkl ataurheca WA GaBlIedgRIRERFEAlR thrraxtao
arranged to apatrakRinaw I8 BYEEBIc Y sdisked8AMmnagriia g eyetate dovantind sigaad usable by

the switching device to select communicatign path A or communication path B. If an acknowledgement
Signal i e TSR HE LT BEMEEHR PR ARt Fonee: 24 BATRARe smtcr
controller to generate a control signal usable by the switching device to select communication path A
as the active icati Af n ignal | t received from. rver 30
aer a definec ST RLeL LRl e A e e ) & 28 S e
receiver 44 clisexanpisyitod fcostiolar corgeneeats dlcarariongigmantedbRing amsesersdirand
associated instructions stored in a memory, although it will be understood that other

15 implementations are possible.

The functional components 40 comprise an alarm signal decoder 42 arranged to

receive an alarm signal from an alarm panel 16 and to decode the alarm signal to

produce alarm data used by the server 30 to communicate the status of the facility
20 associated with the alarm signal to an operator of a work station 14.

The components 40 also include an alarm acknowledgement receiver 44 responsive
to an acknowledgement signal sent by the server 30 to the alarm receiver 26, and
arranged to cause a warning generator 46 to generate a warning signal after a

25 defined number of failed attempts to communicate the alarm data to the server 30.
The alarm acknowledgement receiver 44 is also arranged to communicate with a
switch controller 48 arranged to generate a control signal usable by the switching
device to select communication path A or communication path B. If an
acknowledgement signal is received from the server 30, the alarm acknowledgement

30 receiver 44 causes the switch controller to generate a control signal usable by the
switching device to select communication path A as the active communication path. If
an acknowledgement signal is not received from the server 30 after a defined number
of repeat attempts, for example 3 attempts, the alarm acknowledgement receiver 44
causes the switch controller to generate a control signal usable by the switching



- 9 - device to select communication path B as the active communication path. Example functional
components 50 of the server 30 are shown in Figure 3. In this example, the functional components 50
are implemented using a processor and 5 associated instructions stored in a memory, although it will
be understood that other implementations are possible. The server 30 may be implemented using a
computing device such as a personal computer. The fBinctional components 50 include an alarm

management application 52 arranged io to receive alarm data from the alarm receiver 26 and to store
the alarm da@eYE8I SelRE SERIBILBILaHP R RAH - HY NSO BUNINIGALALBAIBIe, the alarm data

stored in the database is indicative of historical alarm situations communicated to the server 30 from
one or more alarm panels 16, and the alarm data stored in the database 54 |s accessible by the work
Ctiome L1 AP SO N AL PR e S T8 AR 5 S B ety i
information irekaatple, dhaamotzhstonsoionstnd 0 mea nsrenented beivgse probessorcaodal

components 04| &t%\ﬁgiﬁ%a e %’i‘r?‘é"%%‘ﬂr‘r?m RGN rﬂf’{}vﬁ?o%r[ﬁ%%‘g%é%scg%‘?r&ﬁe?”

acknowledgement signal when aadvised by the a 0 management app : at alarm data
has been receéNad@NERtatidns AL RASHEEg iR sEHE@isiatDaB Dedmiiemerderrviedyednpittiignal to

the alarm re%ﬁg&%iggigﬁgrg&ﬁg@&}ﬁ{ u{&x_:eiver 26 that the alarm data has been received. While

the above embodiment is described in relation to a monitoring system 10 25 wherein the alarm
receiver 26, the switching device 32 and the server 30 are disposed at the same location at a

surveillance Stﬁfqgnb'ﬁoHalgwolﬁﬂogﬂdﬁf@&l@ﬂwﬁmﬂ@ﬁlﬁhéiﬁﬁﬁi@ﬁﬁﬁ@éﬁ@ﬁ%@ﬂﬁ@ﬁﬁ@ﬁf@g@ﬁ%@we, the
server 30 may be disposed at a different location to the aJarm receiver 26 and the switching device 32.
e Sl et Frliaca

30 A scHémalfc BRENCAY L HBR AP B AR RIS E I 868 YA TH BRRr8AWRE and
similar featurée aervediBa)éor withnipke ieferdatabassrstaly this example, the alarm data stored in

the database is indicative of historical alarm situations communicated to the server 30
from one or more alarm panels 16, and the alarm data stored in the database 54 is
accessible by the work stations 14 through a web server 56. In this way, the work

15 stations 14 are able to view the information indicative of alarm situations in html

format using a web browser.

The functional components 50 also include an alarm acknowledgement generator 58
arranged to generate an acknowledgement signal when advised by the alarm

20 management application 52 that alarm data has been received. The alarm
acknowledgement generator 58 sends the acknowledgement signal to the alarm
receiver 26 to indicate to the alarm receiver 26 that the alarm data has been received.

While the above embodiment is described in relation to a monitoring system 10

25 wherein the alarm receiver 26, the switching device 32 and the server 30 are
disposed at the same location at a surveillance station 15, it will be understood that
other implementations are possible. For example, the server 30 may be disposed at
a different location to the alarm receiver 26 and the switching device 32.

30 A schematic block diagram of an alternative monitoring system 60 is shown in Figure
4. Like and similar features are indicated with like reference numerals.



- 10 - The alternative system 60 operates in a similar way to the system 10 shown in Figure 1 in that a
backup communication path B is provided for communications between the alarm receiver 26 and the
server 30 if no acknowledgement signal is received by the alarm receiver 26 from the server 30.
However, with this embodiment, instead of 5 providing a dedicated communication path from the
network 24 to the alarm receiver 26 through whichthé@larm signal passes, the alarm signal
emanating from the alarm panel 16 passes through communication path A to the switching device 32,

and through theesHligehfly dievRIEB L QiaRAR st FadiiRtdietaIkersyeten 01 M AEHER to the

acknowledgemanhsignBhbkaiosesmes daidaticaisanhetiaastiedei@rsr datanthrinbagsaasuteceived
by the server 30 and thereby whether to swit Iacommunicat'ogs throutgh theI backu& cc(g%m nication
path B, the s U5 1FE5 156 25 ARG A0SRk SOHEBRBSAT QN RIPBERCANG IARSPRELIBEI™S and the

server 30 thralagmtl'm;eivmr_ﬁﬁrﬁmﬁdnqmrvér, 23hd lHo wertel) w_itbdrr'nsrmnlmmmrepaﬂmﬁeabeﬂ t_he 15
e ea SO Re A el G RATRLE EARIRSAY e Rmane egdRq Jeasyigricaly

send a heart the server and await a reply. [T a reply is receive e alarm receiver 26
communicatebdivongblwiieathe elarsnsionalpasssse herlarooaignahrasoatnaironateeladtive

communicatigg gaite  &ceRNHRISh SRR RARINRIBIVRS SAIRAMG HalGeIRsz sagUol signal o

the 20 switching device to use communication path B as the active communication path. In this way,
since the systBIAUSBhINLBULRNIERAGYEK S0/ FeteprAria RatbtRBre SAeHATRARSS ML is operational,

a back-up path is effectively provided for the alarm signal communicated from the network 24 to the
alarm receivir 26. 25 Modifications and variations as \/\hould be ap%%rfnt to a skilled addressee are

deemed'td bEARANRLLLSH AL NI GPEEmR hSNR AL $8TVeS I dieRle MRSl The
invention aredetddd desigbdubcaswiitityirersivete imyftherseniterBQ dnd giatebyohaddaiitiy Svatohonitoring

communications through the backup communication path B, the system may be
arranged to send a heartbeat signal between the alarm receiver 26 and the server 30
through the communication path A, and to switch to communication path B when the

15 heartbeat signal is not received. For example, the alarm receiver 26 may be
arranged to periodically send a heartbeat signal to the server 30 and await a reply. If
a reply is received, the alarm receiver 26 communicates a control signal to the
switching device to use communication path A as the active communication path. If a
reply is not received, the alarm receiver 26 communicates a control signal to the

20  switching device to use communication path B as the active communication path. In
this way, since the system continuously self checks to determine whether
communication path A is operational, a back-up path is effectively provided for the

alarm signal communicated from the network 24 to the alarm receiver 26.

25  Modifications and variations as would be apparent to a skilled addressee are deemed
to be within the scope of the present invention.



system comprising: an alarm receiver arranged to receive an alarm signal indicative of an alarm
situation at a monitored facility from a facility monitoring device, and to produce alarm data indicative
of the alarm situation based on the alarm signal; oa server arranged to receive the alarm data from the
alarm receiver and to make the alarm data available to an operator terminal, at least 2
communication paths through which alarm data is abfltopass when the alarm data is sent from the
alarm receiver to the server; and a switching device arranged to select one of the communication
paths as an {5ajBsie communication path to use to communicate the alarm data from the alarm
receiver to the server, the active communication path being selected based on an indication as to
whether communi r’:\tions fr]pm the alarm receiver ar Ht}ein received at the server. 20 2.A monitoring
system as clallﬁh?egﬁi"eﬁaﬁﬁ PINgh R R YRRISE AL ?ssj d to communicate an acknowledgement
signal to the alarm receiver when the alarm data is received at the server. 3. A monitoring system as

claimed in claim 2, reip ik e I$ # -C i data to the
server i he Seknovu NN Wbl Teang i L L R Rebaog o
monitoring system zyglaimearnpiasiigt 3, wherein the system is arranged to produce an indication that

communications frogy the AR dRERNRAATRAR REBASAkeasHedighinmaRMRId Mg glarm

acknowledgement signal is not received af the alarm receiver after a defined number o
re-communicBfitaiighéhpidonitosed daollit S migeliteRe RioRRISY 6P cRIF2 BFAdHRf 8laiRerein
the alarm recgiygiingisEtaroemtie epnmuticaienbesst drstapaliterthsgvditching device when an

indication is produced that communacations fror’rhthe alarm receiver are POt being
10 a server arranged to receive the alarm data from the alarm receiver and to

make the alarm data available to an operator terminal;
at least 2 communication paths through which alarm data is able to pass when
the alarm data is sent from the alarm receiver to the server; and
a switching device arranged to select one of the communication paths as an
15 active communication path to use to communicate the alarm data from the alarm
receiver to the server, the active communication path being selected based on an
indication as to whether communications from the alarm receiver are being received

at the server.

20 2. A monitoring system as claimed in claim 1, wherein the server is arranged to
communicate an acknowledgement signal to the alarm receiver when the alarm data

is received at the server.

3. A monitoring system as claimed in claim 2, wherein the alarm receiver is
25 arranged to re-communicate the alarm data to the server if the acknowledgement

signal is not received at the alarm receiver from the server.

4. A monitoring system as claimed in claim 3, wherein the system is arranged to
produce an indication that communications from the alarm receiver are not being
30 received at the server if the acknowledgement signal is not received at the alarm

receiver after a defined number of re-communication attempts.

5. A monitoring system as claimed in claim 4, wherein the defined number of re-

communication attempts is 3.



5 received at the server, the control signal indicative of which communication path to use as the active
communication path. 7. A monitoring system as claimed in any one of claims 4 to 6, wherein the
system is arranged to produce an audible and/or visible warning when an indication is a o produced
that communications from the alarm receiver are not being received at the server. 8. A monitoring
system as claimed in any one of the preceding claimg,4viterein the system is arranged to send a
heartbeat signal between the alarm receiver and the 15 server, and to change the active
communication path when the heartbeat signal is not received. 9. A monitoring system as claimed in

any one of the. precedingrileiing syérersindeprstem dngidesecratverkvhsiRng asbtalsagilitate
communications between the 20 alarm receiver, the server.and the commclinication. aths. 10. A

monitoring syS&THY &S TATFARASH GRS WHERIS AR TR\ FHRING BB S WHAWP SRRk such
as an IP Ethendétaijype isgivedudceZbtidt Aomomitidatiosygshemm disecidame daoeileina @ ootlaaéing 0, wherein

the alarm_rec iXSi%Sd"r’é{ g@&sgr%mm&éﬁﬁafggﬁm9@%&%%?%&%%@ '%%bﬂrg’ﬁﬁﬁz pystem

includes a first netwo apter arranged to Intetface the alarm receiver wi e netw % 12.A
monitoring sysRerasadeladiieridanerakmicationhealin the switching device is arranged to communicate
using RS232 type communications, and the system includes a second network adapter for each
communication path, each second network adapter arranged to interface the switching device with the

network. - 13~ 13.%%%%??&93@@6}@%96@%@iﬁ”é(r@ﬂ@r@ slaies st S RIS ewherein the

Zystem is arf@?ﬁfl}@%%‘éﬁgﬁlﬁ}}é@@oﬂ@b@h@@ﬁﬂ' é@@&iﬁdﬁ@vﬁhﬂ?ﬂﬂ@wwﬁm&wﬁm@imﬁﬂ'ﬁvdﬁ@@itoring
evice passes throu e active communication path to the alarm receiver.. 14. A monitoring system
Sl Tram i p AR

as claimed iPiA FhEBELAU R WS AT HE R Th LCGRINT RIEL PN RN e and

the server argahgposed at a surveillance station remotely located relative at least one facility
monitoring device. o 15.A method of monitoring the status of a facility, the method comprising:
8. A monitoring system as claimed in any one of the preceding claims, wherein
the system is arranged to send a heartbeat signal between the alarm receiver and the
15 server, and to change the active communication path when the heartbeat signal is not

received.

9. A monitoring system as claimed in any one of the preceding claims, wherein
the system includes a network arranged to facilitate communications between the

20 alarm receiver, the server and the communication paths.

10. A monitoring system as claimed in claim 9, wherein the network includes an

addressable network such as an IP Ethernet type network.

25 11. A monitoring system as claimed in claim 9 or claim 10, wherein the alarm
receiver is arranged to communicate using RS232 type communications, and the
system includes a first network adapter arranged to interface the alarm receiver with
the network.

30 12. A monitoring system as claimed in claim 11, wherein the switching device is
arranged to communicate using RS232 type communications, and the system
includes a second network adapter for each communication path, each second
network adapter arranged to interface the switching device with the network.



receiving at an alarm receiver an alarm signal indicative of an alarm situation at a monitored facility;
producing alarm data indicative of the alarm situation based on the alarm signal; 15communicating the
alarm data from the alarm receiver to a server; making the alarm data available to an operator
terminal; providing at least 2 communication paths through which alarm data is able to pass when the
alarm data is communicated from the alarm receiver #63the server; producing an indication as to
whether communications from the alarm receiver 20 are being received at the server; and

selecting one!8f theAGIRAIIMIEARYSISHHRS S2HRLEIR 8RR hibLBIeFRAN O IRIE R WHRIRIONicate the
alarm data frefia Hyetalars seepiyed Kubtetserves, dkeraciyrr esae1uaireyi ehcpatihesbreleftad based

on the indication. 25 16.A.method as claimed in claim 15, comprising communicating a
koo BT RATBTS et SRS os DR SRR G e e AT do Ao Mbived at the
server. 17.A alethobesivdaimed in claim 16, comprising re-communicating the alarm data 30 to the

server if tpe acknowledgement signal is not received at the alarm receiver from the server. - 14 - 18.A

method as claimed in claim 17, comprising producing an indication that
14. A monitoring system as claimed in any one of the preceding claims, wherein

the alarm receiver, the switching device and the server are disposed at a surveillance
station remotely located relative at least one facility monitoring device.

10 15. A method of monitoring the status of a facility, the method comprising:
receiving at an alarm receiver an alarm signal indicative of an alarm situation
at a monitored facility;
producing alarm data indicative of the alarm situation based on the alarm
signal;
15 communicating the alarm data from the alarm receiver to a server;
making the alarm data available to an operator terminal;
providing at least 2 communication paths through which alarm data is able to
pass when the alarm data is communicated from the alarm receiver to the server;
producing an indication as to whether communications from the alarm receiver
20 are being received at the server; and
selecting one of the communication paths as an active communication path to
use to communicate the alarm data from the alarm receiver to the server, the active

communication path being selected based on the indication.

25 16. A method as claimed in claim 15, comprising communicating an
acknowledgement signal from the server to the alarm receiver when the alarm data is

received at the server.

17. A method as claimed in claim 16, comprising re-communicating the alarm data
30 tothe server if the acknowledgement signal is not received at the alarm receiver from

the server.



communications from the alarm receiver are not being received at the server if the acknowledgement
signal is not received at the alarm receiver after a defined number of communication attempts. 5 19. A
method as claimed in claim 18, wherein the defined number of communication attempts is 3. 20. A
method as claimed in claim 18 or claim 19, comprising communicating a a o control signal from the
alarm receiver to the switching device when an indicatthn-is produced that communications from the
alarm receiver are not being received at the server, the control signal indicative of which

communicatidf-patft8'6H0d iR BGRITUM ARSI oL ang & sefica e gl in any one

of claims 15 ighr{m GRIRMRIEHBIrBre thisiaiaran rRYdinte andiet YSIEraGunEw v ien sunvedication is
produced that omnhléaications from the alarm recejver are |not b%i(?réq rec?%'ved ?ﬁtﬁe server, 22. A
method as cIAMRAEAAEBRRTSILMERPS 85V ethah IR AIG S ATl & 20 ReAdFHaedigHA AR tween
the alarm recefivenandricattenatemptschanging the active communication path when the heartbeat
signal is rgot received. 23. A method as claimed in any one of claims 15 to 22, comprising providing a
network arranged to facilitate communications between the alarm receiver, the server 25 and the
communicatidf-pathfs M2hod @ thainas diasd 18.anhesaw dhedahisetstaiE @ mprising receiving
the alarm sigg@,lrﬁmﬁyh%g{%rﬁrhgfé;ﬁ%rigfgpugh the active communication path. 30 25.A method as
claimed in any one of claims 15 to 24, comprising disposing the alarm receiver, the switching device
and the server at a surveillance station remotely located relative at least one facility monitoring device.

20. A method as claimed in claim 18 or claim 19, comprising communicating a

10 control signal from the alarm receiver to the switching device when an indication is
produced that communications from the alarm receiver are not being received at the
server, the control signal indicative of which communication path to use as the active

communication path.

15 21. A method as claimed in any one of claims 15 to 20, comprising producing an
audible and/or visible warning when an indication is produced that communications

from the alarm receiver are not being received at the server.

22. A method as claimed in any one of claims 15 to 21, comprising sending a
20 heartbeat signal between the alarm receiver and the server, and changing the active
communication path when the heartbeat signal is not received.

23. A method as claimed in any one of claims 15 to 22, comprising providing a
network arranged to facilitate communications between the alarm receiver, the server

25 and the communication paths.

24. A method as claimed in any one of claims 15 to 23, comprising receiving the

alarm signal at the alarm receiver through the active communication path.

30 25. A method as claimed in any one of claims 15 to 24, comprising disposing the
alarm receiver, the switching device and the server at a surveillance station remotely

located relative at least one facility monitoring device.



