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CROSS- REFERENCE TO RELATED WAPPLI CATIONS [Para 1] This
invention is a continuation in part of and clains
priority to U S. Patent Application No. 10/711, 720,
titled "SYSTEMS AND METHODS FOR MANAGI NG MULTI PLE
ACCOUNTS ON A RF TRA PF@ P§! NG SECONDARY
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[Para 1]

This invention is a continuation in part of and claims priority to U.S.
Patent Application No. 10/711,720, titled “SYSTEMS AND METHODS
FOR MANAGING MULTIPLE ACCOUNTS ON A RF TRANSACTION
DEVICE USING SECONDARY IDENTIFICATION INDICIA,” filed
September 30, 2004. This invention is also a continuation-in-part of
and claims priority to U.S. Patent Application No. 10/708;545, titled
“SYSTEM AND METHOD FOR SECURING RF TRANSACTIONS
USING A RADIO FREQUENCY IDENTIFICATION DEVICE
INCLUDING A TRANSACTION COUNTER,” filed March 10, 2004.
Both the 720 and ‘545 applibations claim priority to U.S. Provisional
Application No. 60/507,803, filed September 30, 2003. This invention
is also a continuation-in-part of and claims priority to U.S. Patent
Application No. 10/340,352, entitled “SYSTEM AND METHOD FOR
INCENTING PAYMENT USING RADIO FREQUENCY
IDENTIFICATION IN CONTACT AND CONTACTLESS



to U.S. Provisional Patent Application No. 60/396, 577,
filed July 16, 2002), and is also a

W@ mvbi082184 | on-i n-part and clainms priority to UPEH/US2005/033986

Pat ent Application No. 10/ 182,488, entitled "SYSTEM

Aﬁﬁﬁ@%@ﬁ*@ﬁ @Wﬁw itself claims priority
ol Fospr il P ARt g T 16

/304 216, filed 1.
253082); 3nddSalpPiasen bPg- mq-eartpa%{ i & arwrbty toU.S.
reference. FIELD OF | NVENTI ON(% 2] This.inventi
geRatent fpplication Ne. 40419248 renfbeb SN ST E%AN%METHOD
a Radi o Frequency (RF) transaction using a RF o erabl e
t r EORRAYIMESNT LESINGRARIO FREQUENGY [DEN d:EKDA@'ION IN
a RF transaction using a Radi o Frequency
| deNTAGTI AND RFORTAEVILES 8oIRAN SROIdONS” filed on July 9,
transactions counter. BACKGROUND OF | NVENTI ON [ Para 3]

Li Beobanaioiee itself vRiipts PrbAtETe Y.S APrbvisionaal Patent Appllcatlon
contact ess information acquisition technol ogy.
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tTve in hos i ronnent s ere conventl ona
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hi gh- speed readi ng of railway containers, tracking

FIELDOOMINYENEIGNsuch as |ivestock or autonobiles, and

[Para 2]

retail inventory applications. As such, RFID
AR RN IS generally relates to a system and method for securing a

Radio Frequency (RF) transaction using a RF operable transaction
device, and more particularly, to securing a RF transaction using a
Radio Frequency ldentification (RFID) device module including a

transactions counter.

BACKGROUND OF INVENTION

[Para 3]

Like barcode and voice data entry, RFID is a contactless information
acquisition technology. RFID systems are wireless, and are usually
extremely effective in hostile environments where gonventional
acquisition methods fail. RFID has established itself in a wide range of
rﬁarketé, such as, for example, the high-speed reading of railway
containérs, tracking moving objects such as -livestock or automobiles,
‘and retail inventory applications. As such, RFID technology has

become a primary focus in automated data collection, identification



become a primary focus in automated data collection,
i dentificationand analysis systems worldw de. [Para 4]

W@R00A8HER0 conpani es are increasingly enbodyi ngPEFUER005/033986

[Para 4]

[Para 5]

glgt a a;:quiblsi tion technol ogy3in portable devices are

i dent,i fi e b nd. npl e, RFID nodul es are

bg?ﬂg 3;5?3383@ ?%S%??%Mgﬁaﬁégf or use in conpleting

fi nanci alj transactions. A typical fob includes a RF

tr nder Ny ' il: - ' - s
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n_sone i nst.ance atter be,.i. | t:h

F oIS BoIBane aP B dBulrs ary jiapipBiEE halhr” Fdtexample,

internal circuitry of the fob. (ingcludi t.he . .

t R BomedyicHarebaing PEGLIME R Sbked 10F e i completing

battery power source. Alternatively, the fob may exi st )

i nﬂnaeomrﬁ[anﬁa@tmmmt:%rtyalchMbrm@élﬂ%?ea Ri ransponder and is

instance the internal circuitry of the fob (including

t h@rdihanigpam@lf-)cmﬂairgmj device widchtrinay pewentdi nedtoy any
froman RF interrogation signal provided by a RF

rssﬁgﬁbblélf&m%b%ﬁ. INGorhelipstaiides) a battetyomay be included

uer mann, describes a typical transponder RF
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| nEdsRendeRt akannks EkaAES BoHEGe aRitiRdFACe the internal

[ng{ugu'tstlyeg? ﬂag i?@ﬁo(?nvéﬂhiinoé" ?fhe ftroabnspp?(\)ﬂﬁcg‘ierrigmtai/cggi% ?t%i ggerating
power directly from an RF interrogation signal provided by a RF
reader. U.S. Patent No. 5,053,774, issued to Schuermann, describes
a typical transponder RF interrogation system which may be found in
the prior art. The Schuermann patent describes in general the
powering technology surrounding conventional transponder
structures. U.S. Patent No. 4,739,328 discusses a method by which a
‘éonventional transponder may respond to a RF interrogation signal.

Other typical modulation techniques which may be used include, for

" example, ISO/IEC 14443 and the like.

In the conventional fob powering technologies used, the fob is
typically activated upon presenting the fob in an interrogation signal.

In this regard, the fob may be activated irrespective of whether the



typically activated upon presenting the fob in an
interrogation signal. In this regard, the fob may be

wa@ceacwadied i rrespective of mhether theuser desPCEESENDMB3986

[Para 6]

[Para 7]

activation. These are called paSS| ve" RFI D devi ces.

k
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Shel | ' s Eas Paygdégproducts These products use
t r areqdingdr $heis IPrdevices aie tefglwh. ‘aptiepaiID devices.

automatic identification of the user when the fob IS
presented at a Point-of-Sale devi ce.

i deftne ot the snoavisible uegs&ﬂ th@ é@et@Chsongy is found in the

third-party server database, where the identification
dat mtreductian ei cEedmrdl\éobnljstspeedpesg@ andebhelisedasyPay®
or debit account. In an exenplary processing nethod,

t hepgsdets. Jerise prodactszase srarfsponders praretin anfdbyor tag
passi ng the transaction and account data to an

aut RRliER I8 I dtonsasd idenfifcatfn @ tBe alserawfien 81 fob is

or account 1ssuer. Once the server receives

aut ﬁPééélﬂte'doﬁt %rI@BWntt hs- dgalgggp;s "dey 1. Pob Id¥ntification data is

authorizing entity sen o t he

??'a sieIE ReSeReS th rbrﬁ:Sﬁ?'ﬁ%%P itabBSg whgrethe
cclslpnticadionr dak 1 tetereninetiioed cubtodtet a”hdser) credit or
fraudul ent RFID transacti on devi ce usage.

condehttiageauitedman exemydaty PROCESSIDG rmtbaes thaserver seeks

i nvol ves requiring the device user to
authorization for the transaction by passing the transaction and

account data to an authorizing entity, such as for example an
“acquirer” or account issuer. Once the server receives authorization
from the authorizing entity, the authorizing entity sends clearance to

the point-of-sale device for completion of the transaction.

Minimizing fraud transactions in the RFID environment is typically
important to account issuer to lessen the loss associated with
fraudulent RFID transaction device usage. One conventional method
for securing RFID transactions involves requiring the device user to
provide a secondary form of identification during transaction |
.completion. For example, RFID transaction device user may be asked

to enter a personal identification number (PIN) into a keypad. The PIN



provi de a secondary formof identification during

transaction conpl etion. For exanple, RFID transaction
walewsos91eGcer nmay be aslced to enter a personal PCT/US2005/033986

identification number (PIN)Sinto a keypad. The Pl Nmay

t her‘ﬂ\ag/fth\é‘?f bE\RSiffR beRlingt & WIAbeASRRTERY Wiﬂhtﬁé‘gser or

user RFI D transaction device, where the associ ate

rF‘,:J :??'idt%ﬁé%ﬁ%@%vg%‘ye,t e%‘t‘atthbséé‘%cig?é(?gﬁgﬁbtehgs Wi6red in an

nuirber’ prov device user na
PSR RCRUR HasablSh, Whe' ERJSAGHR B8 TP B Bevice
SRR ohe TR Sshprale b A B il BATRECHR iy be

i ncreased. The increased tine is typically due to the
RrIcieasd der govplglipAyi ng the transaction to provide

the alternate identification. The increased time for

CO{B| eting a transaction defeats one of the real
advnedyedlem withdhe epsyentionad method ehiserurag gn RFID
permt expedient conpletion of a transaction since the
acdoansactionisrthabtherti;meéopagswyletingdhectiassaationdstincreased.
mer chant invol venent. [Para 9] As such, a need exists

f orThe iptiezbad tinee iy typicalRdue to dns REFID device usdvetelaying
not increase the tine needed to conplete a

t r apeAFhh8action dovpreiide thaalferhiand idantieatisedThe increased
w t hout device user intervention. SUMMVARY OF | NVENTI ON

[ Pafifeliok Id%ﬁ&ﬁ%&:{‘é' tPAnSAEtON %{ﬁféa?é’ %h?:bfiﬂfé F@%f;ﬁgvantages

for secur ransacti ons I ch addresses t
edaE D R Sab o A0 BRTcR I RBRDUPBpBRIENT Sompletion of

a transaction since the account information may be passed to a

[Para 8]

reader without merchant involvement.

[Para9] As such, a need exists for a method of securing a RFID transaction
which does not increase the time needed to complete a transaction,
and wherein the method may be used without device user

intervention.

SUMMARY OF INVENTION

[Para10]  The invention includes a system and method for securing RFID
| transactions which addresses the problems found in conventional
transaction securing methods. The securing method ihcludes verifying
a RFID transaction device counter, which may generate an indicia
corresponding to the number of transactions conducted using a

particular RFID transaction device. The method involves variously



a RFID transaction device counter, which may generate

an indicia corresponding to the nunber of transactions
wa@oeovdiosdied using a particular RFID transacti onPABUSNEs/033986

The nethod i nvol ves variousd yvalidating a RFID device

g, VBl SR A e AT e R, ) 2o B I eadter

nethoq fob vgrifeéi9 g a RFID transaction device and
RFI BYBeHEFa0pE @9 ¢ with a RF transaction system An .
exenpl ary nmet hod i nvolves presenting a RFID

Pare LSRR RT IR 8B AR TS PGS i a R

transacti on devi ce aut jcation tag usjng.the ndom .
nunEaneagion devite ANARED adupRErERE WithdsRE Tansaction
nunber, counter value, and RFID transaction_device )
aut IysteaatAR exemplasydnrthod davabies presgntitg & RFID transaction
reader authentication tag using counter random nunber,

and gysténeta adRFiDatader; egceirimg @r andbmgn@FidenrfeaneRFID
and RFID transaction device for authentication. [Para

12] rdader, ercairane RMDAransactibhadéviceriithenticatioreing using
verifying RFID transaction device only. In another

e egbBfdorh HMuhBEPHAPE dayRleramiver !&MV@%@@%Q random

reader wi thout verifying RFID transaction ce.

L Pars il Ta66d SRAIHEC SRR R ad (B S 8 adiontication

system , as we structure an

oper,ati.on Lo exenmpl ar di ts he .. .
oy < tat B HRIREAdSr RRY $43F BaiteRe s BhehtiBation tag using
DES%Fgu%thlaror\'anogorTnHﬁum c\e/\ll, l\é\GnSd [l'\Flglr[fl aluﬂmntication tag, and providing

RFID reader and RFID transaction device for authentication.

[Para 12] Under a second embodiment, the invention involves verifying RFID
transaction device only. In another embodiment, the invention
involves verifying RFID reader without verifying RFID transaction

device.

[Para 13] These features and other advantages of the system and method, as
well as the structure and operation of various exemplary embodiments

of the system and method, are described below.
BRIEF DESCRIPTION OF THE DRAWINGS

[Para 14]
| The accompanying drawings, wherein like numerals depict like

elements, illustrate exemplary embodiments of the present invention,

and together with the description, serve to explain the principles of the



The acconpanyi ng draw ngs, wherein |ike nunerals

depict like elenents, illustrate exenplary enbodi nents
w@R00bl0891p0 esent i nvention, and together w th tPEr/US2005/033986

description, serve to expla n the principles of

UhE\RYERH 9. nbyiifiniawl nos: [ Para 15] Figure 1
mpl ary

ilTustratés an exe RFI D- based system depi cti ng
exenpl ary conponents for use in RFID transaction

CO i ' \ toy BBt
[Para 151 SFRLeef M SSAARDSaILY REDSSe AT Ep
se 1S | - .
kel EobihondiE i a5 HI AL LR Qlorp BORIALECn in
[Para 1 Fi gure,.3 depicts.a fl.ow diagramof an
ex%ﬁ%@%%%“ﬁ??@ﬂ}ﬂﬁ%§5§§?8ﬁ"HQVﬁHELand RFI D r eader
aut hentication flow chart useful with this invention;
[Para 18] .Fi qure 4 depicts,a flow di.aaram of .
[Para 16] ¢, eiairar 3 st @l aabRiahur B S ctkirtln RFIR,
di agram uyseful, with this invention; and [Para 1 .
Fi fansastigegising a couslteerosgesated i 'C@thﬁpgpﬁ%ﬁ%wﬂh the
reader authentication flow diagramuseful with this
i npegsentinveRliaN,.ED DESCRI PTI ON [ Para 20] The present
i nvention may be described herein in terns of
functional bl ock conmponents, screen shots, optional )
[Para 17] seFigitrechslepiatsia fiow slipgaynsef ag exaspplarg RRID transaction
functional bl ocks may be realized by any nunber of

hadeévimeeand RRBID setidenrauthempicationsflowrchast usefubwith this
performto specified functions. For exanple, the

prigs@mtiomvent i on
[Para 18] Figure 4 depicts a flow diagram of an exemplary RFID transaction

device authentication flow diagram useful with this invention; and

[Para 19] Figure 5 depicts a flow diagram of an exemplary RFID reader

authentication f'low-.diagram useful with this  invention.
DETAILED DESCRIPTION -
[Para 20]
| The present invention may be described herein.in terms of functional

block components, Screen shots, optional selections and various
processing steps. Such f;uhctional blocks may be realized by any
number of hardware and/or software components configured to
perform to sbecified functions. For example, the present invention
may employ various integrated circuit components (e.g., memory

elements, processing elements, logic elements, look-up tables, and



may enpl oy various integrated circuit conponents
{e.g., nenory elenents, processing elenents, |ogic

web@asstis) | ook-up tables, andthe like), whichP@BYS2005/033986

[Para 21]

[Para 22]

carry out a variety of funciions under the control of

r ni rocessars .or,. ot devi ces.

B Seef cBRbianey 1l R leBolY or fRHigbafdS e contro
|nv ntlon may be jnplenmented with ro
scQ @q%@rméb@g@l@ngg@p%sqgs Qp,qthqy g&ntr%@ylcegs élmllarly, the
assenbl er, PERL, extensible markup | anguage

Jasatvarealernenteof dherprasent dnyentonigayi bwm%emﬁjlted with
i mpl enented with any conbi nation of data structures,

objagmt programmpsEBgr soupliingdanguageesush agr &nGhy, Java,

el ements. Further, it should be noted that the present

I \GOBOD, ﬁESeﬁiﬁibﬁyPErR(L nextetsible ararkemt flavtalage (XML),
technlques for data transm ssion, signaling, data

Pr OeReT &Y aRatMUIKTOS Wi th@Oérfbhu% &lgeRithhes beikgsi ¢

|ntroduct| on on crypt ography review a‘text witten by

= SR ank ESpiRalRtorh sls, objecs

he ebfeEhesy e ooty FURGRATEBAF hprf FArf, i shoui
coRenBiEd SrakiHa BEeSaRLTORSHArLARErBY ankdlisesar of

here| n may i ncl ude, any systemfor exchangi ng data or
t r geswentianal dechvigles fendata traasmissien: Sigmnaling, data
intranet, an extranet, WAN, LAN, satellite

commnesaiﬁgmnatvmf&/mnhmb drickéhe likei ora basicintrodaction on

network may be inplenented as ot her types of networks,

sughyptographyt eeviaw wetaxvenitten oy BetiserEciiméidr.entitied “Applied
Cryptography: Protocols, Algorithms, and Source Code in C,”
published by John Wiley & Sons (second editi‘on, 1996), herein

incorporated by reference.

In addition, many applications of the present invention could be
formulated. The exemplary network'disclbsed herein may include any
system for exchanging data or transacting business, such as the
Internét, an intranet, an extranet, WAN, LAN, satellite
Communiéations, and/or the like. It is noted that the network may be
implemented as other types of networks, such as an interactive

television network (ITN).

Further still, the terms “Internet” or “network” may refer to the Internet,

any replacement, competitor or successor to the Internet, or any



[Para 22] Further still, the ternms "Internet" or
"network" may refer to the Internet, any repl acenent,

W@ 0vp®B418®r or successor to the Internet, or aPgpPuUBtNN®033986
or private inter-network, iftranet or extranet that is

R e
gy LB S IEEA o e

B INTOIREDR, sﬁ%@‘a?é%‘g@ﬁé it Ssﬁft&?&}f@gﬁé“%%@ggpﬂnnectlon
Java 2 Conpl ete, various authors, (Sybex 1999)

Debwita thedptemetanay mal/bemiscussag hemain4For (q@bw information
Loshin, TCP/IP Cearly Explained (1997). Al of these

t ex’egaadmgwsuehydehmlsc seentfod ebpmiplies LitipdNajlkRdnterzeit
By comruni cating, a signal may travel to/from one

corpritritrdscand RittocolE el 998N 2 Oempietdli vadouy authors,
connected to each other or may be connected through

35{%&5@*’199 2h9“emﬁ FCR&YOAN § THRO T4y, MabheriNg HPNAL 4.0

i ng conplOnents or t he devices can i ncl ude but

S(J;Q%?)O!T%h\ﬁﬁrg@fggp (')I'étaaﬁf)ggkp o lﬁ@ i ¥Ptfes& texts are
rdteamaneet8r Fh bY relidiice-ot hZPycgbBF{ g devi ce
or medi um [ Para 24] Were reqU|red, the system user
(Para 23{T By R0 RSl g, BB Ay b ofE ARt o
%SSi e ’(ﬁr)enggr?{pdor?gn surtneary {)e cﬁréctﬁl ccr)nnln'ec?ecg t<)) 'each other or
may be connected through one or more other devices or components.
The various coupling components for the devices can include but are
not limited to the Internet, a wireless network, a conventional wire
cable, an opﬁcal cable or connection through air, water, or any other

medium that conducts signals, and any other coupling device or.

medium.

[Para 24] ) . . . .
Where required, the system user may interact with the' system via any

input device such as, a keypad, keyboard, mouse, kiosk, personal
digital assistant, handheld computer (e.g., Palm Pilot®, Blueberry®),
cellular phone and/or the like). Similarly, the invention could be used

| in conjunction with any type of personal computer, network computer,
work station, minicomputer, mainframe, or the like running any

operating system such as any version of Windows, Windows NT,



cel lul ar phone and/or the like). Simlarly, the

i nvention could be used in conjunction with any type
wobkoopesasnal conputer, network conputer, work BECBUSING/033986

m ni conput er, mainframe, ondthe |ike running any

W %@&EWW@%%& gvayvvﬁv{o%v?@ o M\éB@SVSpS/z BeOS,

hdows 98, W ndows

SRSt 0 B SRR e, it rention
d b d b I d
orEHRERoRS G et & teﬁm)”u“'ntai‘ed@‘ép el B JCPAR
AT AAE N AT Y —
communi cati ons protocols. Mreover, the s

Concaulsl atses berienplesnente Using §MA IBX ApplefaliaJPte, NetBIOS,

goods, services or information over any network having
si nOSdrorf anytriwmdlert gf destmuhimatiavseprotddeds aVizéeorer, the
vari ety of conventional conmmunications nedi a and

pr ospstelny diebsplated theruskat salkel, Drdistriblittbmaf any goods,
physi cal connections bet ween the vari ous system

CONPORAS %or':lﬁ'fo éﬁBh%véPSggq{éMdWa Q?hﬂ’ék functionality

I nternet Service rOV|der ) configured™t

gg{ i cations over a local |oop as IS
tyd#%%#ﬁ@gggg ﬁ connection with standard nodem
conmuni cati on, cable nodem dish networks, | SDN,

[Para 25£>| gAt\?ér&eS&’ F&bﬂ En'tlo:ﬁ%? é:g)ﬁr)umeé iBR% MEHE &7 pLgtggols may

onmuntl 1 On ms e merchant s

oot K0P gaty 1BRS S dRaP ke 2R Cﬁﬁ%@é‘)ﬁs@%n the

renot e netvvork not shown r rermt a}tlon of
an YafieHasyste §9&@Peﬂen}%s‘g AbEXATIPIEothic AALa K TRy be an

the renpote network vi; . L
Internet Service Prowder (ISP) configured to facilitate communications

over a local loop as is typically used in connection with standard
modem communication, cable modem, dish networks, ISDN, Digital
Subscriber Lines (DSL), or any wireless éommunication media. In
addition, the merchant system including the POS device 106 and host
network 108 may reside on a Iocé( area network which interfaces to a
remote.network (not shown) for remoté authori_zétion of an intended '
transaction. POS 106 may communicate with the femote network via
aleased line, suchas a T1, 'D3 line, or the like. Such communications
lines are described in a variety of texts, such as, “U'ndersfanding Data
Communications,” by Gilbert Held, which is incorporated hereéin by

reference.



a leased line, such as a T 1, D3 line, or the like.
Such communi cations lines are described in a variety

wo@boob®3418) such as, "Understandi ng Data PCT/US2005/033986

Communi cations,” by Gl bertiiHeld, which is

Para 26] P%ﬁ@%@%ﬁ%ﬁa@- PSTRIRECBSSSGELRREL ey g any

O GRTISH fo de@ansa%i'o&ﬁé@@icieiﬁii%Cfrhé’?ﬁ%eébﬁiee'?’ﬂei@?9 a user
Féir%r{s}aéﬁé‘ﬁ?ae@cdc?&héie%f%% aapendebitnheckin, savings,

account provi der {e.g., paynent authorization center).

A rgpiacdl, loyaﬁyaontbﬁ ld@)dmamtamaduby artragsgction account

account nunber) nmay be correlated to a credit or debit
acpoovidet (paj.| pagecenthauthorizatianaerdechuhtypical transaction
mal nt ai ned and serviced by such entities as Anmerican

Expicgdein Mdentilsl @

g'Veéc@@@ﬁt Aunter) raalyi kg .cdrRalated to a credit
27] To facilitate understanding, the present invention

{
IR PRSI b A LackaiCinappaned an

of SEHRRET K SuPhi ELLRE P ARAE EX RS \iE dor

ed,to thin the scope of the present
n%ﬁ&%&gﬁafcba‘?r Bﬁ%ﬁ transaction device identifier

may be, for exanple a si xt een digit credit card

Para 271 RSB F b hE pér%%ieﬁiiinﬁé‘é himBihe fpsoribea

[Para 28]

AT ?ae%”%iéaﬁm R0 SR TR o pofd that the

f or mat such that the conmpany usin

invention is not so limited and other %ccounts permitting an exchange
of goods and services for an account data value is contemplated to be

within the scope of the present invention.

A transaction device identifier may be, for example, a sixteen-digit
credit card number, although each credit provider has its own
numbering system, such as the fifteen-digit numbering system used
by American Express. Each company’s credit card numbers comply
with that company’s standardizéd format such that the compény using
a sixteen-digit format will generally use four spaced sets of numbcrs, |
as represented by the number ‘;0000 0000 0000 0000". In a typical
exaniple, the first five to seven digits are reserved for processing |
purposes and identify i:he-.issuing bank, card type and, etc. In this

example; the last sixteenth digit is used as a sum check for the



a sixteen-digit format will generally use four spaced
sets of nunbers, as represented by the nunber "0000

wQ@o®e/0808® 0000". In a typical exanple, the fiP&T/US2008033986

to seven Qigitﬁ are reservad for processing purposes
o N R e RREtmeRery 18 Riden g/ e used to
g RS B, A RSB gt aung as Track 1
SR abl 5 80 A it 550818 TRt e RSy be

and further may be made unique to RFID transaction

devnade (imigue RoRF HDdrensaestiphadgviegbodi ment ,

transaction device identifier may include a uni que
RFI D transacti on device serial nunber and user

[Para 29} ddntone exenoplanyeeaibodinget, trapsaptions devigepiderdifiesimay

[Para 30]

appl ets. Transaction device identifier nmay be stored
on iacludeaaatigos RVIL2 ¢rates atticre devdee atralmumber and user
transaction device. Transaction device database may be

confieatifiedtida Mmimbremag wWwalkagasecificrapplication spplets
RFI D transacti on device user by the sanme or different

ggglﬁ?gfsiagfgg;ﬁ geﬂ@e N$&htHET %éyodé‘a sfgb% bAM tm&tgig?device

I er corresponds ty or rewar

38%ﬁfé&@g?ﬁb@aﬁ%@@ﬁﬁér‘?g??géh;tﬁ?\ﬁﬁb?‘%?ﬁs%l’iohede\éige database

store the oyal Ty or rewar
dat a

raiiey o onHosRe dui st NS HocTid TGRS JhiEd to RFID

a distinct nmerchant identifier. Database discussed -
P RUATS AP oI AHHICRY (i SR Bf CARGI a1 ageanal providing
obj ectoriented or other database, and may be
maiingéiuliense Anaddidion awhesedheadeviogeidestifiar eorresponds to a
separate conmputer coupled to the server via a |oca

loyalty or rewards account, RFID transaction device database may be

configured to store the attendant loyalty or rewards points data.

The merchant database locations maintéined on database 116 by
server 110 are provided a distinct merchant identifier. Database
discussed hereiﬁ may be a graphical, hierarchical,f relational, object-
oriented or other database, and may be maintained on a local drivé of
a server or on a separate computer coupled to the server via a local
area or other network (not showh). In one embodiment, databases
‘dis_plosed are a collection of ASCH or other text files stored on a local
drive of server. Database information is‘suitably retrieved from the
datébase and provided to transaction processing systems upon

request via a server application, as described more fully below.



area or other network (not shown). In one enbodi nent,
dat abases di sclosed are a collection of ASCI| or other

wWo 2006/0891Bes stored on a |local drive of server.PORUSATE33986
information is suitably retiBi eved fromthe database

[Para 31]?23{]2&{3 |j\t/i§§dtgtﬁ"|et 588§@0Eria?%z?&88ﬁ3§%\9i gii?%ﬁgg%rﬁ@%& be

server applicatron,
fully below [Para 31] In di tion . . .
{1 asseliath Wil Aoy Sesdhdisy Tl ofidal ity cprigured to
any secondary formof .identjfication confjgured to
a1 Todla flae EsinsuiRarT f infarach@r SPMuBRicR e pdtNa rayment
paynment system For exanple, transaction device .
i deystemeF oregxampie stansastion Weviegridexdifier énaybe associated
aut hori zati on/ access code, personal identification
nuvith, foPlegample,eamauthodzatidlactessecode; parsonal

bi onetric data, and/or other secondary identification

datdenfifidation vRIrber ¢PINy et atsde cdigilsd certificate, biometric
identity. [Para 32] It should be further noted that

COoryARt h@gﬁ%r sHBISER6Sdafy RAERticatiRArHhed udRd feverify a

may not i scussed herei’n for brevity. For instance,

f?i@gﬁaﬁ% g%vf&fu@[% ié\%,gt)?_ppr eciate that RFID

i'on device and eader disclosed herein
i nclude traditional transponders, antennas, protoco

Para a2] L SRRGIEBBLA P g B BB i e
" teans i SBIRAIE R Bl va3 UiBEEb 8% NIk g Rg For
RS, S R ol bl SURLAH Sl BSERIE Ensacton
! ﬁcd%%/gé:é%g'gg% Dgge%hgfrgcéé%egg%iﬁgfn%?ﬂgte tiraséilfi%rhal
transponders, antennas, protocol sequence controllers,
modulators/demodulators and the like, necessary for proper RFID
data transmission. As such, those components are contemplated to

‘be included in the scope of the invention.

[Para 33] It should be noted that the transfer of information inlaccordance with
this. invention, may be done in a format reoognizable by a merchant
system or account issuer. In that regard, by way of example, the
information may be transmitted in magnetic stripe or multi-track
magnetic stripe format. Because of the proliferation of devices using

“magnetic stripe format, the standards for coding information in
magnetic stripe format were standardized by the International

Standards Organization (1ISO)-



information may be transmtted in magnetic stripe or
multi-track nmagnetic stripe format. Because of the

w@eakioas@at i on of devices using magnetic stri peCT/Os100$/033986
the standards for coding in#ormation in magnetic

CEd : e .

Para 3415} TYRECA TRAIFAR, SRR PR 4 pmhaeLnf YRR track.
TSR BB it S g £ S oRitain portion of
Tl B SRS B oRFS e kS Sl Spen cta
fields. The contents of each track an% the_forna%thng .
of fiekds. Thercantests pf adieliack andhedagmatiing of the information
controlled by I SO standard | SO I EC 7811. For exanpl e,
t hprovidedrta eachntnack iy gordralied bydsd sdandans KROYIEC 7811.

Track 1 is usually encoded with user information

( n@mR)examplehireuinformationnmiustiypidally be eppodad in binary.
conprised of discretionary and non-di scretionary data

fi qirdek 1 5 A8AafydAdcied At ordr safarimatiany(rfameled inay
conprise 19 characters and the discretionary field nay

o ﬁéﬁuﬁ%r‘?@ﬁﬁﬁéﬁrﬁac}r?‘?g éyq’;lni%llgyc%rﬁgﬂié’%ﬁ%Qlf‘fgl*é%?'etionary

for i nanci al ansactions an des enci phere

versi pns. of. . ' . (' tiJd .0 r,

coane Popdishid el fotE RRRS R P St s TS 1

cycl.e, subsidiary accounts,. and_restrictions., |Par .

L sy R B RrSEn | P STl Arie E discretionary
accordance with this invention,ajt . be BJoYided in

mediedd neay compprisertdcheraelersr wa@% ypigally: aserved for
val ues, authentication tags and encrypted identifiers, ,
defioainoial tiansaationayankineudesdeac ageliversigns of the user’s
portion of a data streamrepresenting data encoded i n,

f opeesennl &lentification number, country code, currently units amount

authorized per cycle, subsidiary accounts, and restrictions.

[Para 35] As such, where information is provided in accordance with this
invention, it may be provided in magnetic stripe format track. For
example, counter values, authentication tags and encrypted
identifiers, described herein, may be forwarded encoded in all or a
portion .of a data stream representing data encoded in, for example,

track 2 or track 3 format.

36 .
[Para 36] Further still, various components may be described herein in terms of

their “validity.” In this context, a “valid” component is one which is
authorized for use in completing a transaction request in accordance

with the present invention. Cont'farily, an “invalid” component is one



track 2 or track 3 format. [Para 36] Further still,
vari ous conponents may be descri bed herein in terns of

WO b@e3d1s@l i dity. " In this context, a "valid" BOIpSI0e5033986

[Para 37]

[Para 38]

is one which is authorizedifor use in conpleting a

‘r tionl . . -
| nIRREf an Mt ied forFaRRIENGH Cuiciin Iif3@Bition, an
onewhi,ch is not authorjzed for transacéion compl.etion.,.

| nITARIIA FEMPRRETRUHY B SHaIA gobieedTigRAcHS; teing

not recogni zed as beijng permited for use on th .
separaitteddps usa apdbei sreHneeRE ﬁyst@ar@ew?bw Z\ﬁr@"ﬂ-
illustrates an exenplary secure RFID transaction

system 100 i n accordance wiith the pr i nventj on,

whEIGURe %HH%U@?%S abnpeRRiary §fecu§%ﬁﬁ&5 sransagtignsystem 100
RF transaction are depicted. In general, system 100

mayn accbrdanae wFAtD the present davestippe Witereim eemplary

conmuni cation with a RFID reader 104 for transm tting

datampenenteforese iREDMplediey alRE wrapsaetion drerdépicted. In
comrmuni cation with a nmerchant point-of-sale (PQOS)

dep*e@@ré@%ystenpﬂ%i itaydinctud®ea RF Digraasaetienvgdvicom02 in RF
RFID transacti on devicé 102. POS 106 nay be in further

Comﬁg&%mw% %ﬂRmMéaederlg;M%r ¥hRSARKAY data there

i ssuer via host network 108 for transmtting a
tr i.0 [ ' i nf ' ' ;
( SRTRERD” RERYEaHsr 1D A Bel R firtTR: SOnTRffickRfon with a
concerni ng tr.ansacti,o | et i.on. [.a . tho
hEiaatt poRfRRRAG B R sebice age Rhdpidliafid 6] #90s 106
herein with r ec nmer chant poi nt - of - .
oot rephtachTomm R Framsadipibeevics he £0% hgbmay be in
a nmerchant PCS device is used herein b ' )
further communication with an acquirer 118/ or an account issuer 112
via host network 108 for transmitting a transaction request, including

information received from RFID reader 104, and receiving

authorization concerning trahsaction completion.

Although the point-of-interaction device (POS) is described herein with
respect to a merchant point-of-sale (POS) device, the invention is not
to be so limited. Indeed, a merchant POS device is used herein b'y-
way of example, and tﬁe point-of-interaction device may be any .
device ce;pa’ble of receiving transaction device account data. In fhis
rc:eg'ard,_ the POS may be any point-of-interaction device enabling the -
user to. complete a transaction using a transaction device 102. POS
device 106 may breceive RFID transaction device 102 information and

provide the information to host network 108 for processing.



way of exanple, and the point-of-interaction device

may b e any devi ce capable of receiving transaction
waleyosdiaccount data. In this regard, the POS pemyubm05/033986

any point-of-interaction da¢ice enabling the user to

conpl ete transacti on usipng a transactjon device .102. .
[Para 39]p 0B aspaarsa nd) AECAT” BRY S Bbksk PaHYdMfdnehising
i nformati on and provide the info tign to host )
neVabiokS1dRtaRAS S aa@s@m@erqa:%rsefogg clidatig dhgapsting of the
an "acquirer" may be a third-party entity including .
vatiansadiiararegeestitdaprapepyyiatef @@cmtaa%/ isstgri H.tAequirer
routing of the transaction request to an appropriate

acdddnmayssuee (Hi2reduesi teactdOniissueanineatcterdamessith a
to account issuer in accordance wth a routing nunber

pr puiifiRg riymBer Providsd ey RFIDeransatfidn dddcertoR.i Tioe “routing
nunber"”in this context nmay be a unique network

ad o g QY] .
isglygﬁﬁ?[qfngﬂg‘y%ost %’g mrkb%g%mgggﬁﬁtmﬁaén%ans o‘?F any

ro . t t, |

rosrngr HesP Y Dot Biac JifRsHER {14 bhhestnetwork 108.
prgcess. for, usin routing nunber t rovide the .
bay haftiong| fB8aNg ¢F faling the Rabebt réaHEsh I grcordance with
brevity. [Para 40] Additionally, account issyer 112

(" He souting ryyndgrargy wallstsnmrség?@fiez\-% 8%5, Rgcess for
entity which provides a transaction account for L

f atising atnowing nprebento provide tie paynoent eegquest witheot be
transacti on account nay be any credit, debit, loyalty,

di disdusdsid hereimefsi gvityr savi ngs, or the |ike. The
term"issuer” or "account provider" may refer to any

entity facilitating paynent of a transaction using a
[Para 40]t ransacti on ‘

Additionally, account issuer 112 (“account provider” or “issuer
system”) may be any entity which provides a transaction account for
facilitatihg completion of a transaction reqqest. The transaction
account may be any credit, debit, loyalty, direct debit, checking, or
savings, or the like. The term “issuer” or “account provider” may refer
to any entity facilitating payment of a transaction using a transaction
device, and which includes systems permitting payment using at least
one of a preloéded and non-preloaded transaction device. Typical
issuers may be American Express, MasterCard, Visa, Discover, and
the like. In the preloaded value processing context, an exchénge
value (eg money, rewards péints, barter points, etc.) may be stored
in a preloaded value database (not shown) for use in completing a

' requested transaction. The preloaded value database and thus the



devi ce, and which includes systens permtting paynent
using at | east one of a prel oaded and non-prel oaded

WO c@a®3as8o on devi ce. Typical issuers nmay be AnRCT/TS2005/033986
Express, MsterCard, Visa, 1Di scover, and the like. In

h ' '
t ee%l?%r?@é%%%@%y%%ﬁ%?tg%&w ﬁé‘grstagﬁogl’é(:}%ﬁb%tself, but

val Ue , ~rewar ol nts,

Sy B st PRkl SuRifed Ratik@ifel AL ARERAriSOuer 112

The prel oaded, val dat gbase ,and t hys, theexchange .
vallgBatiap. ot dheres oadeAamue damtias Gy Deaibited the
but may be stored renptely, such as, for exanple, at
accameuntafibe trapspetian resiuirngithervalugetopbe|repdriished. The
val ue dat abase may be debited the anobunt of the

t r apiedoaded valgei mayberany ebaventiobal vaue fiesgie thometary,
prel oaded val ue may be any conventional value {e.qg.,

o nydvediinds R@Wﬁts,d bap@rpsintdastcey whichinsay ¢iec exchbinged for goods
may be exchanged for goods or services. In that

g %Me@s.prrgg RiRSa) e TREICRIS] VNS NGV THARE by

et erm ned ssUer system 112. [Para 41] In

gen . ' WSH i: REQY 0, RFID
r eager?ﬂ'q‘ef%q@ad;ggr oweg@lggdi%rx err ogﬁ?ﬁ%@ﬁgn%l to
transaction device 102 for powering device 102 and

[Para 41] ¢ éﬁéﬁlggﬂzﬁgﬁﬁﬁgﬁdfg% ée%ﬁbe%/sqém-1 OUIRFID reader 104

nteryoga e recel ved at a transaction

devj r i.ded. t.

© S AR At iRl AT, Sl bian gt is 02 for
devi ce processor ,]. é may retri.eve a tragnsacti on devi cg

- aaewerod degie. 107 And ceFoiing fransddiom devich ESIASE data.
providing to RFID reader 104 to conplete a transacti on,

r eqlid@tn erm@@@nﬁlgnabﬁmbed@%‘%@ atigpnsacion,dgvice

be encrypted prior to .
antenna 120 and may be further provided to a transponder (not

shown). In response, a transaction device processor 114 may retrieve
a transaction device identifier from a transaction device database 116
for providing to RFID reader 104 to complete a transaction request.
Typically, transaction device identifier may be encrypted prior to
providing the device identifier to a modulator/demodulator (not shown)

for providing the identifier to RFID reader 104.

‘ 2
[Para 42] It should be noted that RFID reader 104 and RFID transaction device

102 may engage in. mutual authentication prior to transferring any
transaction device 102 data to RFID reader 104. For a detailed
explanation of a suitable mutual authentication process for use with

the invention, please refer to commonly owned U.S. Patent



providing the device identifier to a
nodul at or/ denodul at or (not shown) for providing the

wo deasfiser to RFID reader 104. [Para 42] |t shoOUS2008033986
noted that RFID reader 1041&nd RFID transacti on device

102A§§Nc§ﬁ&fi‘§k?o.i 1‘9)@&0’%‘52&%&@@ g%‘V?gl‘;Efg{g {AE\EIPLME,_IIIBOD FOR

transterring any transacti’

re - i htabl e

N ERING HATMENT LEuEE A BRER SN

i ny i ef n

ol MaTTICATTOR! . Cow 846 BENDLGRIRTAC TERS B ano

METHOD FOR | NCENTI NG PAYMENT USI NG RADI O FREQUENCY

| DENRAN QA THON R, chiterhdannrry d&AH3 Hesorporated by reference

TRANSACTIONS, " filed January 10, 2003, incorporated by

r efinritmentifetyits entirety. [Para 43] In accordance

wi th one enbodi nent of the present invention, a RF

transaction using a RFID transaction device is secured
[Para 43by Ihiadeardgnceswitbnbiae erhbodimenttdfdhe miesantiayebéion, a RF

performed with a particular transaction device. Once

t hdramgaction using acRFIDstraakaetion devichedd, secwarsbby ilioniting the
device may automatically disable itself against

f uriipber YAdRn A dtdoma i iehymagose Wrformed with 2 pavticular

flag the transaction account correlating to

tr atgérn%‘:éét&f}? deVi&s Ok ﬂ@fné&ﬁﬂ}mttr%ﬁéééﬁoﬁﬁ}aq{]b is reached,

aut Ically prevents conpletion of transactlons

1 AR R R Figh St oRRI AN ¢ e S ringt further

gﬂ\éeg%m : o%l{té@aﬁﬁelw 8'(:888?1’( ?sscuoéjrn& ‘f ﬁ rrllég f[aogr tﬁee %Pe{nds'an ion

account correlating to transaction device such that account issuer
system automatically prevents completion of transactions using

transaction device

[Para 44] As such, RFID transaction device 102 in accordance with the present
invention further includes a counter 118 for recording and reporting
the number of transactions performed with a particular transaction.
device 102. Counter 118 may be any device capable of being initiated
with a beginning value and incrementing that value by a
predetermined amount when transaction device 102 is presented for
completion. of a transaction. Counter 118 may be a discrete electronic
device on the transponder, or m.a.y bé software or code based counter

as is found in the art.

[Para 45] The initial counter value may be any value from which other similar



t he nunber of transactions perforned wth a particular
transaction device 102. Counter 118 may be any device

we apalobasof being initiated with a begi nni ng vetT/eSENE 033986
i ncrenenting that val ue by 18 predetermnm ned anount when

G R B T SRR NS el BB hA Bt as.

S oFRARGN D GAca (AUBRURBLAT SV e oF HniEiatiap thereof

[Para 45] The initial counter value may be any val ue

fr i ot her siml.arvalue . be sur.ed. ..

[Para 46, 5 i Fiithed s it o S ol CWindLp ERETMNIEN qisCsses an
formation of synbols, or any c i pati t her eof .
| Pauasfo ke FLanrete it < adding FAUSoEpURGavalues, the
description discusses all values to be in nuneric
univiedue @meunpto be inaspmenigd, thedetal transastionsigounted value,
val ue anmount to be increnented, the total transactions ‘
counick ther ahadmumdtrahsactivnswalueaeseall eholeaiurabesse
all whole nunbers. [Para 47] It should be noted that
account issuer 112 may preset the initial counter

[Para 47]vallshatichbg noted tiatadcauniissasirktl may preset tuiiitial
112 may al so predeterm ne the val ue anount to be

| NGRIFRBE QeI at eyt @itidlléalvecas idesiredt Aocodry isstiers] 12 may
used to conplete a'transaction. Further, account

S ' [ i
2480 pHIACTRASSTE HILS Spolnt 1 ey keolienied y sounter

incre on devi ce 102.

i s RERR a) R ldd TROBISET e ditop.

C2 S A R0 By St B R R Lo pe

?ﬁéﬁé%c{ngt@agég ?&t ieggﬁ (Yigjtirufzt tgarﬁ(esaﬁi%tne@e\%%% P65 Elirther still,
account issuer 112 may determine the maximum transactions value,
which may be particular to each individual transaction device 102
issued by account issuer 112. Where counter 118 value equals a
maximum transactions value, the system 100 prevents the usage of
transaction device 102 to complete additional tran‘sacitions'. Account
issuer 112 may prevent the usage of transaction device 102 where
account-issuer flags the transaction account corresponding to
transaction device 102, thereby preventing -authorization for using the
account to complete transactions. Alternatively, transaction device
102 may self-disable. For example, counter 118 value'méy trigger

transaction device processor 114 to provide a signal for preventing

4 the transfer of transaction device 102 identifier.



transaction device 102 to conplete additiona
transactions. Account issuer 112 may prevent the usage
wo@boobnzgis@ct i on devi ce 102 where account i ssuepPCT/US85/033986

the transacti on account corfesponding to transaction
device 102, .thereb reventj aut hori zatjon for usi

[Para 48}; & QicesafiPIeoaEeRUNEIS UsahdadhPyiIesattbRatti) gQiinter value
transaction device 102 may sel f-di sable, For exanple,
codteunitseand aeunigy Vﬁl’ﬁ'@é@ﬁ)q ngremeentad abJlcenits per
processor 114 to provide a signal for preventing the )
t r draisaction t Aeasrot issuearel 1 2énagxetgsmineitbat trarsaction device
48] For exanple, account issuer 112 nay preset the
i nit02may b eseddbusomplé&teuaitotaldransaciior valae uf 20
be incremented at 10 units per transaction. Account

| sgERisddtiomYSRRieEoURtert 148 ihtraPREIts ToutrEr valudby the

may be used to conplete a total transaction val ue of

§g|\iuage§§tet & MirerRbAfed gauA! 90 drifls) AT RIS, then for

e value t tremented (e.g., 10 unit
¢ anfel ob 7 fafReERens o fled hel Flaxthuet tansagiions value
il Be G5 RS Sk FafiPler VoS stfien20aiaeS then the
LAY M b

understood with reference to Figure 1 and to the

t hod of [ RFI D t ti d I bed
[Para 49]?6{]?@ o%er%ﬁé%w&a%ﬁmﬁ@@gzm Coaﬁ’gﬁnasﬁ%rglcn%ed gbove, may be

transaction device 102 is presented for conpletion of .

a tungersteodwitmrafereaceote Higuree! rod tefhe enpthed @fisecuring a

an interrogation field generated by RFID reader 104 -

( stRBIDMnsaEidn desdeibetDih Figuren? eThegaperatieirbomay begin

transaction device 102 enabling transacti on device
when RFID transaction device 102 is presented for completion of a
transaction. Transaction device 102 may be placed in an interrogation
field generated by RFID reader 104 (step 202). RFID reader 104 may
interrogate RFID transaction device 102 enabling transaction device
102 operation. In response, RFID transaction device 102 may retrieve
transaction device 102 identifier, account issuer 112 routing number
and encrypted transaction device identifier from database 116 for

providing to RFID reader 104 (step 204).

[Para 50
L ara ] Once RFID transaction device 102 detects the interrogation signal

provided by RFID reader 104, counter 118 may increment its counter
value (step 206). Counter 118 value may be incremented by an

amount predetermined by account issuer 112 (e.g., value amount to



102 operation. In response, RFID transaction device

102 may retrieve transaction device 102 identifier,
waewowst18e ssuer 112 routing nunmber and encrypt BAI/US2005/033986

transaction device identifi2ér from database 116 for

2ol alfed, 15 Rl e s incramenting i

t d RFI D d 104,
coufeero Bl aRsariEns e tEaallnt er val e (st ep
206). Counter 118 value may be increnented by an
{ term b { 11 . Q.
[Para 5{1o; tipfuierTupid e bighfairachy setifesyaianREID
oo ek BB Broviie RBbEhEA oS Sunted

transactions counted value, RFID transaction device

102 vadiye pthey enerypted traaisactionsdeyicen$02ddentifievaand account
the encrypted transaction device 102 identifier, and
accigsuer $$2aoutitd) nontbegtoRAE read&F Odreéiad@F transmission
via RF transm ssion (step 208). RFID reader 104 may,

(step 2O%VRFID feadact 0ameagy i eud) ot itFaresaction device
rout| ng nu and total transactions counted val ue

LQLS‘Q??@?’“"# oA cﬁgﬁ‘?ﬁéao‘tstr%%a"gﬁ’iﬁ%‘““@d value

5 TP EErcRET IS {54%2%8%4@%65?%2@ Rififverted

f ec IpERAR o raRC RO I 8p AT kg IERNAR system,

LPL&[@nﬁhwﬁ§§g1Q@n?ﬂow%’P?Hgggg{éﬁo%nﬁaﬂﬁéchﬁrf%%ﬁo acquirer

reqlﬁ%t 3:% lggtv?/grlf %%l Ql'theg tr%%ts%ct|on request may include the
information received from transaction device 102 along with
information (e.g., amount, number of product, product/service
identifier) concérning the transaction requested to be completed (step

216). The transaction request may include information relative to RFID

reader 104.

[Para 52] . . ) ) ,
Acquirer 110 may receive the transaction request and forward the

transaction request to the appropriate account issuer 112 in
accordance with the routing Amjmber provided (step 218). Account
issuer 112 may then identify that a transaction request is being
~prov'ide'd that relates to a transaction device. For exémple, merchant
POS 106 may provide a code appended to the fransaction request

specially configured for identifying a transaction device transaction



216). The transaction request may include information

relative to RFID reader 104. [Para 52] Acquirer 110
woraye/08a1ed ve t he transaction request and forwarPdr/URm®05/033986

transaction request to the2appropriate account i ssuer

H 28687 4505 cBbhrdd By QUS4 s 1 PO OKjFatively,

(step : ount ”i ssuer - then identi
fo AP ARGR HERRERerlicts 07ch Boplio heh el /& Tapntified by
epeRPEPHYt Bestieigh 2t oF chaHRoYRAG RHTHERRACN device 102
devi ce transacti onwhi ch may be recogni zed by account

er 112. Alternatiyel ansactign devi

i SS t .

[Para 53]; gJfit PeaFxefipiarysinbarimanhaacconnl Rsuiar LTz repeiyasthe
account issuer 112 aoriginating wywth a RFID | )
1 Mapsechencdevice 102 ldp%éﬁsr@s]d chesks texeapiibie transaction
enbodi ment, account issuer 112 receives the
t r adlevics ilentifierceomrespomsis ior asralightransestion aceeunt f
the transaction device identifier corresponds to a

val imhintainedcon @ccoubissueni Tt2asystemn(séep &20). iFruexample,
112 system (step 220). For exanple, account issuer 112

nmayaceseht Bsdusr $I2mBlaedeive e térmsryptst dtansaction device
identifier and | ocate the correspondi ng decryption key

| aoner e addobARTERE oIS dotriforf ek idthg to the
2C oAk addnl 1 W8 orl B AR RIREE s invalid, gyoh as, for

cort eéspondrng t1on Key, count I sSuer

(<o By, WS Beicotln G800t 41205 08461 B Itk

permtted to.Rro i de an aLternate ans .
corresponding decryption key, account issuer 112 may provide a

“Transaction Invalid” message to POS 106 (step 228). Transaction
device 102 user may then be permitted to provide an alternate means

of satisfying the transaction, or the transaction is ended (step 230).

[Para 54] If the RFID transaction device 102 encrypted identifier corresponding
decryption key is located, the encrypted identifier is considered “valid”
and account iséuer 1'12 may then use the corresponding decryption
key to “unlock” or locate transaction device account correlative to
transaction device 102. Account provider 112 may then retrieve all
information rélating to the usage limits which have been
predeterminied by account issuer 112. Account issuer 112 may be
able to determine if a particular transaction device 102 has reached its

limit of available transactions.



of satisfying the transaction, or the transaction is

ended (step 230). [Para 54] If the RFID transaction
walenwcos91802 encrypted identifier correspondi NngPCT/US2005/033986

decryption key is |ocated, 26he encrypted identifier is

consi dered "val id" d accou I ssue

[Para 551; né Gt doraBphRa AT URE saee 12 1a% Chemrolckoes e 138!
transacti on device account correlative to transaction
dediansagpnaciinedyalie equals arlXeeras themaxendm
information relating to the usage limts which have
be#iansaadicnss @lioydedy(séepolitd). il the maximunt temsactions allowed
i ssuer 112 nay be able to deternmine if a particular
t r imvecbéon reackhedlibzrhesuntachellis ismetrot erteeded, and the
avai |l abl e transactions.[Para 55] For exanple, account

| s giefisablionmay cﬁiﬁéﬁ&eﬁ*@ds‘ﬂwaﬁd r l}% sathl accasrissees112 may
counted val ue equal s or exceeds the maxi mum

T SR GrbOltFe "‘F\“Eﬂsﬁéﬁ@ﬂ IBeAlid” hhes %59%’31” Y PUB 106 (step 228).

transa tl ons a ave been reac count

Va'#i BelsudF. A ALY é,éJ%F'ﬁ?ﬁé il fhgtotal

royide a "Tra i on nva " S e
Lo asionm ourneltaahi s t el oA aibe Eot, then the
detern1ne whet her the total transa tlons counted val ue
i s iansagtion éxsensiderad udvalid rard ageawint Hgsuer 112 may also
transaction _is considered "invalid" and account issuer
11 provdigent S @ansaction Invalids message o O 106s(stge 228). The
to POS 106 (step 228). The transaction device 102 user

nayransaction pevicet t0R usqmmdydiheal berpetraittecits prdvide
conpl eting the transaction (step 226) or the

t r aftdpahicom eaneefdonipletingtile laneavtion @tep 2PEY er the

the total transactions counted val ue does not
transaction is ended.

[Para 56] Alternatively, where the total transactions counted value does not
exceed or meet the maXimumtransactions allowed value, counter
value is considered valid and a “Transaction Valid” message is sent to
merchant POS 106 (step 230). The merchant system may then
complete the transaction under business as usual sfandards as are

employed by the merchant.

[Para 57
[ , ] in accordance with the various embodiments described, the present.

invention addresses the problem of securing a RF transaction
completed by a RFID transaction device. The invention provides a
system and method for an account issuer to determine if RFID

transaction device is a valid device for completing a transaction on a



exceed or neet the maxi mumtransacti ons all owed val ue,
counter value is considered valid and a "Transacti on

wMale@3oisessage i s sent to nmerchant POS 106 ( sPepulB03/033986

[Para 58]

[Para 59]

[Para 60]

The nmerchant system may them conplete the transaction

un busi ness as ,usual, standards as are | oyed

¢ N AN, SlstaPee AU S A ey Rether

enbodi nent s desprLbed,,tgg present invention addresses

t h&ransastion devisedsrvagd wfetrrfxm&rﬁrb%w%ﬁ@t\/&e gpunter, and
a RFID transaction device. The invention provides a

sy snenypiihen idenbiier. dit shoulecbemotess weyeaethatithgepresent

if RFID transaction device is a valid device for

coimplattioy centempiate: $ aarous BfrangessenisowheysireRFID reader
Account issuer can determ ne whether transaction

dem&eai]@ vel validutevkri fyi ng transacti on device
count'er, and encryption identifier. It should be
not ed, however, that the present invention

cofiquir 3tikgstraterdn cthernaethot 300 ¢oeusae 6f REl@etransaction
may al so be validated . [Para 58] Figure 3 illustrates

g”&b@ﬁfe BBLAgst ?‘@g Jé[ué*ﬁ?r%e@ﬁriﬁg B RFapgAsaERSN. In accordance
evice counter 118 value for securing a RF
h . I : .
PR ORERAELRr 0 A0, FRIFCLIORS o oo

20 j d ' .
scBureber BRRRIrORIEBIOHABES <efolttRtalier ig be used in
{ 0B8RV HABAGIONS, ARARGT) RN SB0SHAIPTLaP ke any
a user presents RFID transaction device, 102 for

, . for
t r gopyentionat capdem snimbesgeogsatortas isteundyn therart.
exanpl e,

Method 300 may begin when a user presents RFID transaction device
102 for transaction completion (step 302). The user may, for example,
place RFID transaction device 102 into the interrogation zone

provided by RFID reader 104. The interrogation zone.may be the area

or zone defined by the interrogation signél cast by RFID reader 104.

Upon presentment of transaction device 102, RFID reader 104 may
provide the random number to RFID transaction device 102 (step
304). RFID transaction device 102 may receive the random number
and use it to create a- RFID transaction device authentication tag (step
| 306). RFID transaction device 102 may receive the‘random‘number
and use the random number, counter vélue, transaction account
number and RFID transaction device encryption key fo create a RFID

transaction device authentication tag.



pl ace RFID transaction device 102 into the
interrogation zone provided by RFID reader 104. The

WO naoe08ag@t i on zone may be the area or zone dePCTEs2005033986
the interrogation signal cast by RFID reader 104.

P Upon. pr esent f n [ ' .
[Para 61} i3 M e A B O Mt PPER B BRI St Saiify device

transaction device 1 step . 304). transacti on )

o Benssatey euis (F DN ESAdan I 4nblp f3RaGuoM deyice 102
create a RFID transaction device authentication tag

( strepy30ed. pravids: indhe=pleasslatey caunter valyies éapdesn number to
t he random nunber and use the random nunber, counter
valRE|DtreadseactQ4ralangowith RidDdr amshdtirirdevies attthentication

devi ce encryption key to create a RFlI D transaction
deviage(stei [398) REIDtranaadtioar detite Probdssorshtd imay increment

devi ce 102 may provide RFID transaction device

autnifitef AigPOsirRPahy dfthe irkreaiehlifg MBtRods discussed above

transaction devicCe 182 may al so provi ge I n-the-clear
~ dat er val ue, random nunber to RFID reader 104,
- al o@éeﬁ%ﬁh@)RFl D transacti on devi ce authentication tag
(step 308). RFID transaction device processor 114 may

Para 621 IRESPEcER Y P rbe458 0 gffe! ONASEPMEID ransponder
i A0 TGl B e e e gt ke

d [ [ k [ Fl D d
o HE e Sas Ry RO 181 B seatss 104 may
transacti on data and RFI D reader 103 encryption key to
endispthe ansackion data apd §E¢Dcr@a s 1@1 eneryption key to

transaction device using common techni ques such as DES
ancererypt thopsthedtipatienttag created by the RF transaction device

using common techniques such as DES and Triple DES and pass the
modified authentication tag together with the in-the-clear data, random
number, counter value, modified RFID transaction device
authentication tag, and RFID reader authentication tag into a format
readable by POS 106 (step 314) and provide the converted data to
POS 106 (step 316).

Para 63 ' |
[Para 831 11 an atternate embodiment, RFID reader 104 may receive the data

provided by RFID transaction device 102,-and use the data to créate a |
RFID reader authehtfcation key uéing a RFID reader encryption key
‘(step 312). The reader authénticati'on,key is a digitél signature créated
using the reader encryption key, RFID transaction device transaction

data, and reader random number. RFID reader 104 may then pass the



nodi fi ed authentication tag together with the
i n-t he-cl ear data, random nunber, counter val ue,

wOoaksEsr RFI D transaction devi ce aut henti cat i POT/USIN5/033986

[Para 64]

[Para 65]

[Para 66]

and RFI D reader authenticatfon tag into a format

oI PPN s pi e
dat SR BB R AR hB BB 16 evi co. 105, “and use
the data to create a RFID reader authentication key

o 1bDa T SAORE AT Y S 1B 19). For

created usi he reader encryption.key, RFO D .

Cr Eneitpl P oS, 188 Aot At BSRGIOR BateRicsing: i data
nunber., RFID reader 104 may then_pass thetransaction
datraceived trea Rk tragsaction devieh 10eviensd RigDmeader 104
reader authentication tag to POS 106. [Para 64] PCS
10@&narnyptienkkeyaandffacwiasd tbe trapsactiosaequerst ta agquirer 110
318). For exanple, POS 106 may form a transaction

r equies imayg ifogvat thia transactiore defjuest ®-bbconamsiasiuier 12 using
devi ce 102, and RFID reader 104 encryption key and
fomgrr@uﬁhg hi@bact i on request to acquirer 110 who

may forward the transaction request to account issuer

112 using the routing nunber. [Para 65] Account i ssuer
11Adeduntassue 112enidpnsasivetthe #aHsatIBAFeGUEEY and verify
that RFID reader 104 and RFID transm ssion device 102

gméﬁﬁﬂo RESRIN 04 Rﬁ@x%@ﬁgﬂ%@ﬁ%& 038R valid.

cation tag by decrypting reader

au%tﬁrﬁ%&ﬁ@rﬁﬁ@ Ny 9afd B REIBPAS der au thentication tag by
decfypting RFID reader authentication tag using @ -RFID reader

encryption key stored on an account issuer database (not shown)

(step 320). If the decryption is unsuccessful, then issuer system 112
may provide a “Transaction Invalid” message to POS 106 (step 322)
and the transaction is terminated. Alternatively, if decryptionis
successful, issuer system 112 may seek to validate RFID transaction

device authentication tag (step 332).

For example, account issuer 112 may use the RF transaction device
account number to locate a RFID transaction device encryption key
stored on the issuer 112 (step 324) database and use RFID
transaction device encryption key to decrypt RFID transaction device
authentication tag (step 326). If Adecryption is unsuccessful then issuer -

system 112 provides a “Transaction Invalid” mes sage to POS 106



encryption key stored on an account issuer database

(not shown) (step 320). If the decryption is
\Nmmmmmaﬁsmful, then i ssuer system 112 nmay pr ovPGRUS2005/033986

Transaction Invalid" nessage to POS 106 (step 322)

dolyip 78] ABLinss Babparonsa ey iy alash ARSIl the

to valldate RFI D transacti on device authentlcatlon ta
( stleeraation is pacgessfulrtienr iesyeesyatesn unt2 m@myah@@ie counter
may use the RF transaction device account nunber to

| ovatue éstepl BR8).dssuer isystervi 12 mayr gpmipanekegunteswlue to an
on the issuer 112 (step 324) database and use RFID

t r axpactedeolgmer eahreriypanothdregxémplanr gnibdinient, issuer
transaction device authentication tag (step 326). If

de@ggfémm 2 f@nag W@éﬁé@un@%lh@@ewa enIREID transaction
PCS

provides a "Transaction Invalid" nessage to

10?@% 182%0 §ﬁ%l{g§ﬁtﬁéﬁaﬂﬁ%aféélﬂfb b# wHiEA! Lfé*hq%tgrq against

|ver ecryption 1 s success

3z%i*?&e%%*@?%éﬁ@ﬂ%ﬁ%&%%m%ﬁ#@@oLﬁ?s‘%?%éﬁhi@ﬁ e

n ex ec ed counter val ue.. I n,anot her, exe

cnsheRke VLS el ieing b ot dech i ingrement

val ue received fromRFID transaction device 102 to an

al geuntemvake. feyiexamplenRkdp HraspstipadedcggtPaspay have
an expected counter value. |ssuer system 112
denearalgosthmée.gx poaiader algerithmi estoredwmdransaction device
al gorithmused to i ncrenent counter val ue. For

ex deiphloas & iichr magelot iusedity ineretienteguhterevalue. In an
algorithm{e.g., "counter algorithn) stored on

| SRERERY oA, oper oI Z0Stcyogt Sabsfantaly

| SSHtRllar $8h§BAdGuUNRr AI§SrithmER i8shéAby¥tem 112 which is used
to determine an expected counter value based on transactions known
to issuer system 112. In some instances, the expected counier value
and counter value are not the same. That is, there may be differences
due to, for example, transactions being processed off-line using RFID
transaction device 102. By “off-line” what may be meant is that the
transaction is not immediately. reported to issuer System 112. Instead,
the transaction may be approved for processing without prior approwval
from issuer system 112, and issuer system 112 is notified of the
transaction at a later date (e.g., not in real-time). In this case, counter

algorithm may be such that a valid value is a value within an expected

error range.



simlar copy of counter algorithmon issuer system 112

which is used to determ ne an expected counter val ue
whamea3aso t r ansacti ons known to i ssuer system BARUS1005/033986

some i nstances, the expectes8 counter value and counter

Para 6715 5o Gh B VY B Ao b ot R, ¥ Rt sytem 112

By May Proviis auTaanrasine ualie’ Pacssageind OF 106. Stherwise,

transaction is not imediately reported to issuer
sysssierigpstennsikamay peocess hetRbHo tegnsrctigneeeeynt number
for processing wthout prior approval fromi ssuer
sysinelardizsiness as siseal standardsl step 330) flncithiswandhe
transaction at .a |ater date {e.g., not in real-tine).

| ntidrishctifris sevoted ugingya tbuntery byeusingncobaterao validate a

valid value is a value within an expected error

e Bairsftior] HevRiehathemicstibs tHeaed esRFID! reader

validated, then Issuer system 112 may provide a
Tr@ﬂﬁﬁéﬁﬁeﬁﬁbﬂ%%gtd nmessage to POS 106. O herwi se,

i ssuer “system 1

may process the RFID transaction

account nunber under business as usual standards (step

[Para ss]ggﬁglé@zﬂiﬂhétr%s atrfb%péf %gg%@%ﬁaﬁg drAbd WRERSINRFID

t

ARSI BN 10 BT oAed FLR 1n i

by "Using count ér ate a

illustrates another exe nmbodi t wh in RELD
1 e BB LSRRIy RcT 2 B BBt
value. In this exeggkg&x%enbodinent, RFI D transaction

deystap 302) anchRéd

184 serds an@NYB R r tpoRFID

sends a random nunmber to RFID transacti on device 102

[Para 69]

( stremsgmtion gevite d8assiep d4e R temsaction device 102

receives the random number and creates a RFID transaction device
authentication tag using the random number, the in-the-clear data,

and a counter value (step 306). RFID transaction device 102 may then

provide RFID transaction device authentication tag, random number,

counter value, and in-the-clear data to RFID reader 104 (step 308).
RFID transaction device 102 may increment counter value by a

predetermined value (step 310).

RFID reader 104 may receive RFID transaction device authentication
tag, in-the-cléar data and counter value and convert counter value, in-
the-clear data and RFID transaction device authentication tag to a
merchant POS 106 format (step 414). RFID reader 104 may then
provide the converted data to POS 106 (step 316). Mérchant POS 106



recei ves the random nunmber and creates a RFID

transaction device authentication tag using the random
wove®8918¢ he i n-t he-cl ear data, and a count er RPEI/US2005/033986

(step 306). RFID transactian device 102 may then

prov

REI D tr.gnsacti devi.c he
rar{Hé%e‘HEHb%rro‘”aS 80 FeRe BT AT REUER e 3By tpgssuer
RFI D read 1 St 308) RFI D.tr evi ce
TOBYRG) AP AR SARRCU A taroad Bl %Sﬁt@a system 112
val ue (step 310). [Para 69] RFID reader 104 may
r edBRYJERBIE thadatarand vesify RF K transactian Sﬁrw%g
i n-the-clear data and counter val ue and convert
colauthentiebtion fag (stepcBdz). fdat exampleFissuearasysien di2 may
devi ce authentication tag to a nerchant POS 106 for mat

( stweflidaté theARFIDrigadsactiont avthentieatipnotdgdantirgounter value in
converted data to POS 106 (step 316). Merchant PGS

106{msrHARRPVRNI gshgggq;ggrecel ved from RFI D reader

104 to issuer system 112 for transaction satisfaction
(step 318). Issuer system 112 nay receive the data and

[Para 70}’erlUﬁMeRngaHoQﬁéﬁ@mBBdﬁﬁéht? eF@Wré@Hlmﬁat@@ ér@@hspect of the
For exanple, issuer system 11

e o T B o,
i L A AT
R T 0 ST RSBl Bk
il o e b e e asentefor

for.
transaction completion (step 302). RFID transaction device 102 may

then provide counter and the in-the-clear data to RFID reader 104

(step 508). RFID transaction device 102 may increment counter value
. by a predetermined value (step 310). Alternatively, RFID reader 104

may provide a signal to transaction device 102 for use in incremenﬁng

the counter value.

[Para 71 ‘
[Para 71] RFID reader 104 may receive the in-the-clear data and counter value

and prepare RFID reader authentication tag using'a RFID reader
encryption key (step 512). RFID reader may then convert the in-the- -
clear data and RFID reader autﬁentication tag to a merchant POS 106
format (step 514) and prov’idé fhe converted data o POS 106 (step
316). The merchant POS 106 may then provide the data received

from RFID reader 104 to an issuer system 112 for iransaction



transaction conpletion (step 302). RFID transaction
devi ce 102 may then provide counter and the

WO peobl089180 ear data to RFID reader 104 (step 508)T/URIDEN33986
transactl on device 102 may3dncrenent counter val ue by

%ﬁﬁ&nggfég ah (r?bﬁ% %ét?%tplé’h{ i diveemt, tRE Merchant

rea rovi a Sl ansaction devi ce

71]39@% ?95531!83@‘?%&5%@%}‘%2%@56‘ TR HOS fenifgssociated
I
ORI 108 Qe B P BB S, e sy o veriy
t 512 RFI D d
R R rehdendOd (S1@PHEs D) EateradtIfelRsUSA Yrerad 12 may
a merchant POS 106 format (step 514) and provide the
comeeeival ttea PO Sddeosfi mﬁanétlepatﬁ_e)rela‘nwp P& Srencryption key

106 may then provide the data received fromRFID

r eglored 0 4w issuessysternydatatrast(step 524). Issuer system 112
transactionsati sfaction (step 318). In one exenplary

enagi W’é&blvé fife ERCEYptibn Sy dafa ainevyeery RRIDereader
syste 116 with a P identifier associated with POS

LS oERF T3 okpOytly B PO oo ey SpAl (stop 526). For
i ee?a?pgéez ealef SFSHR 1 T2 s SR thE RF D rafSatfon

t 24) ..
?gg@ 61@“? Sﬁ@&pséﬁt%&?q{ébt'algféu ﬁ%ﬁ%t Ey&%élaré@feader
TG 8 ST BRI £ e
validate the RFID transacti on authentication ta
at tRIYD regdeo atgbepticatiendagesduiccessfully decryp?ed, then the

transaction may be processed under business as usual standards
(step 330). In another exemplary embodiment, prior to processing the
transaction request (step 330), issuer system 112 may further verify
RFID reader 104 by verifying counter value used to create thé RFID
authentication tag (step 528), in similar manner as was done with step

328.

[Para 72]
The preceding detailed description of exemplary embodiments of the

invention makes reference to the accompanying drawings, which
show the exemplary embodiment by way of illustration. While these
exemplary embodiments are described in sufficient detail to enable
those skilled in the art to éractice the invention, it should be

understood that other embodiments may be realized and that logical



aut hentication tag using the POS encryption key {i.e

step 526). If RFID reader authentication tag is
waeweesasul | y decrypted, then the transacti on PERURE05/033986

processed under busi ness aslusual standards (step

330 not. he xenpl ary epbodi nent, , pri o

Bl aTHes! FHADGRS Y Ba bete witbRusppatting pm the

systen1112 may further verify RFID reader 104 by

vespiyi agd seepeeef (g irverlan: botcs@napten R RIP seader may

aut hentication tag (step 528), in simlar manner as

wasnclode antRFHD ¢pades er[dPypéedﬂ]leﬁhfeerpstﬁredr ingthe reader

detai |l ed description of exenplary enbodi nents of the

i ndennhbasematdsh maygrismealidateddyeacoopatissuer in similar manner

drawi ngs, which show the exenpl ary enbodi nent by way

of ddl WithitFahsadtioNievice ardy P{@@de@nweﬁi’m@r@w&e @nter may

descrlbed in sufficient detail to enabl e those ski

ondicBrfEht itfe R idiisdatfors kB iintod vl Bt phedetormined
82@'@9@?}3‘33?4' %qvgeeaqq&  §mefiangs @‘eg%?f‘c?ﬁégﬁﬂ%%@%%ﬁ%" In
cnadsiifien. fHielans Bated B annof S fadhad o 85?588@@3 claims may

mhlch may be validated by account issuer in sim
rabgeexasutad i anyrsleriand aseinet lindegdodae order presented

identifier. Moreover, counter may increnment the total

t r &stven, dhe presentdnventientimayHze practiced msieg one or more

i ncremental value at the conpletion of a successful

t r gesvety, &5 nkoesddiy.i Dhust tire prepsdingrdetailachdesgription is

the method or process clainms may be executed in any -

or deeseftbdfér Paipdsed bEdiustratien drflgfany AsEBE dthitation, and
the scope of the invention is defined by the preceding description, and

with respect to the attached claims.



Further, the present invention may be practiced using

one or nore servers, as necessary. Thus, the preceding
waledoaiobaso description is presented for purposeBCDS2005/033986

illustration only and not 62 limtation, and the scope

of the inventiona s defined by the pregeding
description, and/Mioigitebse @l e G iSted
claims. What is clainmed is: [Claim1l] A nmethod for
securing a radio frequency (RF) transaction

[Claim 1IZ°PRMEURE 5PEEGHIAR Al Ry, (REL MRl Fgmprising:
thenti.cati t = LI ti [
coutceioa 4t varef HyReRlichlBAdRg. < HalekiPo.aognunt
| Suberca RET 8Sedihelodeb i b Beallr % Y Rr
transaction request, wherein the RF transaction device
auttrensaction slevieg counteeyadieaut henti cation tag, and
RF transaction device counter value are verified, the

RF warifyireg the R egader authenticationdag, &Y Heamgaction device
produced using a RF transaction device encryption key,

t heathentieatiort 122)) aley iRE temedctiory device tbanter value;
transacti on account number, and a random nunber, where

t h:{)r%’éés_%%@ ?Zfr{aﬁ@.a@%h%qufs”t}’%é?@iﬂfﬁﬁ{e Riberdfisaction deviAce

trdnsacti on vice counter val ue, and the transaction

gﬁ%@ﬁ%ﬁ% %ﬁg@?"fﬂé‘é{# SHBATCHAHERT AR R Y fsaction
oidrvtreter YRROE BV Ghctle R hEesb Rl HegRe

the RE t t devi ) . .
autﬁenrt%% 1%?1 {a%nbe?r\{é %?oduced using a RF transaction device

encrypﬁon key, the RF transaction device counter value, the
transaction account number, and a random number, where the RF
transaction device encryption key, the RF transaction device counter
value, and the transaction account number are provided by a RF
transaction device and the random number is provided by a RF
reader, and

wherein the RF reader authentication tag is produced using the RF
transaction device authentication tag, the RF transaction device

counter value, the random number, and transaction account number.

[Claim2] A method of claim 1 comprising locating a RF reader encryption key

using a merchant Point-of-Sale (POS) identifier.

[Claim 3] A method of claim 1 comprising receiving a converted RF reader



counter value, the random nunber, and transaction
account nunber. [Caim?2] A nethod of claiml

W@ ovp/08EBNg | ocati ng a RF reader encrypti on KepCT/Bs1005/833986
merchant Point-of-Sale (PO8) identifier. [aim3] A

e aanhebticafblitads SRy sHAP R frelndditidh GRUE pfhéfitication
devi ce aut he tlc on ta onverted RF transacti on
Govids SoMBPCyaFEaNEBHeR URViEG RRINIAINGIRS, ghgverted

converted transaction nunber, where the conversion is
doneandoat senabAteang Cenyerted Fansaston BEHYpeE eyhere the
format. [CGaim4] A nmethod of claim3 conprisin

r epconversign ised GRerinaataordancenvitbaa inearchant P%hs recognized
transacti on account nunber, counter value, the random
nunfgimand t he RF transaction devi ce aut hentication

tag fromthe RF reader authentication tag using the RF
reader encryption key. [Claim5] A nmethod of claim4

[Claim 4phepenidthodrof claisadidamprsing ecpradwecingctiie R tegdérs
verified using a corresponding RF transacti on device

enchyifheRficf¥n tb@e tise tfasEstibn acBbunt HigAbEr 0dounter value, the
devi ce encrypt| on~key correspondl ng to the RF

tra hgﬂ HéF%n fo Vaﬁ'ﬁn@%&tloﬁﬂj f%uﬁléfﬁi&ﬂfbn tag from

of C ere COU ue IS VeH

[O%Fg]g ) %%?%L%“%W?ﬁ&?ﬁ%ﬂe@iﬁ@@%e + Fedtish Bristyntion key.

account nunber, transactlon account expiration date,

[Claim 5ﬂ: a%‘étg&stﬂ%#(g 9%3@ Fwfiokd é'FQﬁ HYs dellé’c%]h ?Ie%fce aythentication

or pr0VI ng coun
f‘ : Z;é@gslt 5%?;1 @é{)p@@g@({gﬁﬂ%?éébﬁ ﬁ\f'-‘ fanYtion” Sewce encryption
key, the corresponding RF transaction device encrypti‘on key

corresponding to the RF transaction device encryption key.

[Claim 6] A method of claim 5 where counter value is verified by comparing

counter value to an expected counter value.

[Claim 7] A method of claim 6, where the transaction account number,
transaction account expiration date, RF transaction device encryption
key, and a RF transaction device counter for prdvidingcounter value
are included on a RF transaction device when the RF transaction

device is manufactured.

[Claim 8] A method of claim 6, where counter value is a value incremented by a

random amount from a counter beginning value.



[Claim8] A nethod of claim®6, where counter value is

a val ue increnented by a random anount from a counter
whegonostisg val ue. [C aim9] A nethod of clai m 6PCTMIS2085/033986

counter value is a value iB¢renented by a

. pr ede e a r npi
(Craim 9P A THRBP A, GRS, WHRele St el iiud iffprgented by a
freguency tr.ansaction rising.,receiving a RF
¢ r drcedetesmier! dmaiint R expdditaricaionigale; on
account nunber, a transaction account expiration date,
. nd,a RE transaction,..device count val ue: verifving ..
ctaim 10 Rt aHIRE TRGHRRE0B S TR et G bg B taSdotion
correspondi ng RF transaction device encryption key,
t hEERBHNEHPEndi ng RF transaction device encryption key
corresponding to a RF transaction device encryption .
key ecgiving eedh Gansretionadevies authrntication éags gitrgnsaction
the RF transacti on device counter val ue; and
pr @essunt naimbensa dransactonaccovndt resipiratien @ate, and a RF
transacti on device authentication tag and the RF

tr gpapshictionddevioe counter vatugierified, the RF
transaction devi ce authentication tag bei ng produced

ushpgrifyifigithe RIPansHcidrigel ke SOHemicaton ¢4 Bsing a
r, the RF val e

random nuﬁbe ) transacti on device counte

o Ol PEAMAGIRE AR Aoy WEREe oA Re e o,

LS5 SR g Bk rap B3R RBAR PR REY Yagesponding to

rL é%“j{aﬁ itpatgggc igrqdé)en\]/iggngﬁéryip ion %i/%gelpgncae(? fo a RF transaction
device;
verifying the RF transaction device counter value; and
processing a transaction request wherein the RF transaction device
-authentication tag and the RF transaction device counter is verified,
the RF transaction device authentication tag being produced using the
RF trahs_action device encryption key, a random number, the RF
transaction device counter value ‘anfd the transaction account number,
‘where the RF transaction device encryption key, the RF transaction
device counter value, and the 4transaction account number are

provided by a RF transaction device, and

wherein the random number is provided by a RF.reader.

[Claim 11] .A method of claim 10 comprising receiving a converted RF transaction

device authentication tag, converted RF transaction device counter



[Gaim1l1l] A nethod of claim10 conprising receiving a

converted RF transaction device authentication tag,
wa@eowsmsdiedd RF transacti on devi ce counterval ue, PCT/US2005/033986

converted random nunber, a8 converted transaction

nunber, where the conversion is done in accordance

wi tvaldenepbnvaiiepagndypgat Ren @nheonyertgdirapsagtion number,

method o f claim 11 where counter value is verified by

conphere the cwoneersianus donanneageeidancswilhea merckant POS

[Claim13] A nmethod of claim 12, where the transaction

acgecognmedidiorniatansacti on account expiration date,
RF transacti on device encryption key, and R F
transaction device counter for providing counter value

[Claim 13 & imethatkdfcclaimhe! Rzgheracsamteovalies iis eevndfied bijecdfparing
transaction device is manufactured. [Claim 14] A

netdishtel velldienoldn ekpeetsdeoiriteroblige. s a val ue
incremented by a random anmount from a counter

begi nni ng value. [Caim 15] A nethod of claim 12,

[Claim 13hex enéthot &f dlaimel 2swherd tife tragisavtioredcbyuat number,
predet erm ned anount from a counter begi nning val ue.

[ Otﬁéﬁ%éalo(‘gF@@@Ht é&p_irfa%rad tadé RF ﬁéﬁ%bbﬂ@nadé@i@s;éncryption

f requency ransaction conprising: receiving a

reade). i BeE'ALhanohdfeyibd EAIRRS R HBVAIE counter value are

a ner encryption ver

S N VA o B acton i

request ere the RF reader authentication tag is
ver$ MaRUTaGHINR. eader aut hentication tag bei ng
pr.oduced usi ng

[Claim 14] A method of claim 12, where counter value is a value incremented by

-a random amount from a counter beginning value.

[Claim 15] A method of claim 12, where counter value is a value incremented by

a predetermined amount from a counter beginning value.

‘[Claim 16] A method for facilitating securing a radio frequency (RF) transaction
comprising:
receiving @ RF reader authentication tag, a transaction account
number, and a merchant POS encryption key;
\)erifying fhe RF reader authentication tag using the merchant POS
encryption key; and
processing a transaction request where the RF reader authentication
'tag is verified, the RF reader authentication tag being produced using

a RF transaction devicé counter value, a RF reader encryption key,



a RF transaction device counter value, a RF reader
encryption key,and transacti on account nunber, where
WO b@oRB9180 ansact i on devi ce counter val ue and tPET/US2005/033986
transacti on account nunber 36s provided by a RF
trans tion device t he :\RF reader . en tion ke .
0 AR PrL g0 LB Janbas, dRp e 1A R thesation device
cla|n116 conprising verifying the RF reader
autGaHItes Malen argb?r@ﬂﬁ@nﬁﬁ@ IREY @repunPogrehef ypPrevided by a
key, the merchant POS encryption key being provided by
a rRFdransacios devicemarg] the fRE readsr enaiyption kewdserovided
the transaction account nunber and a RF transaction
deviyca RBumiaeterf or provi ding counter value are
i ncluded on the RF transaction device when the RF
transaction device is manufactured. [Claim19] A
[Claim 1 fetAedetifod baichaifiY 1 6weeneprising eerifping:thes R veader
incremented by a random ampunt from a counter

begithenticutibvetad GsamgtAe] mérehbePOS éh@rmtldn key, the
where counter value is a val ue increnented by a
pr

P RS B TS I PrOTRILYS Yt POS.
a RF transaction conprising: a. RF transaction device,

[Claim 1@‘3'/33 n%tﬁd@ﬁ?@fé«h?ﬂ?dewgl%?e'tﬁ@ tehaact OIlbn éc&’funt number and a

ransact i on device database configured to store

t & Elfarg%é”%ﬁ(?ﬁ @é&é._cc%%@ﬁﬁt Ffo?'@%%ﬂ ﬁ@eé{iﬁﬂﬁ{? valtke are included

exprra ransac I on ‘deviceencrypti

Aty TSR RS G Bl S NI gpvice i
pror%gaa ac u?g&l gured to increment said

[Claim 19] A method of claim 17, where counter value is a value incremented by

a random amount from a counter beginning value.

[Claim 20] A method of claim 17, where counter value is a value incremented by

a predetermined amount from a counter beginning value.

S[Claim 21] A system configured to facilitate securing a RF transaction
comprising:
a. RF transaction device, said RF transaction device including: .
i.aRF .transagtion device database configﬁred fo store fransaction
account number, transaction account expiration date, RF transaction
device encryption key;
ii. a RF transaction device counter, said counter having a counter

value;



counter value; and iv. a RF transponder configured to

transmt said transaction account nunber, transaction
wa@ecwe0stisexpi rati on date, RF transaction devi CEBCT/US2005/033986

encryption key and counter 3value; b. a RFID reader in

RF co 'cation.mﬁ&gasaid RF transacti.on device .

conlih GUREATABSAERRN AL dGPPrOcE A% PORTIGLEBHO WersEent said

transaction account expiration date, RF transaction

deveeentaicYdlpe; 8Rckey, and said counter val ue, said

RFI D reader including a random nunber generator for

genit a Rigtranspooder monigyreskicdtrRRm®MEadid transaction account

configured to provide said random nunber to said RF

t r ansadep radmdatiin acceuntexbisitioni dateyfREaran$BEBON device
in conmunication with said RFID reader, said nerchant

PCSehd8/ptiimRed divd ebanteP@RIdedentifier, i . said RF

transaction device config ured to receive said random

nunge = [ i ; :

nureh RO PERaNs o RECATANTALAIRS, 98} $810 RE transactin

enc 1.0 , ' ' Fd_count al ye

and€les e FurRfld redeNElal BRlnsARoh R it Gier,

tr nsactiﬁn devi ce ,conf.i gured, to q&gyide said RE . .

t r ANAHERPHAN AGAAUNLRXRIERIPR Haten RE(raRsaclignsdevicshencryption

devi ce encryption key, said random nunber, said .

coukRrandisgd seyndar yakre  saidsRdt il reader dacluding a random

encryption key to said RFID reader, said RFID reader

contumberqyenreiatod ioeganprating eadandambeunriben, isaid tRigID reader

using said RF transaction device authentication tag,

sai comfaguied topniveide saiddrarmdormenwabee tershidaRE transaction
device; |
‘¢. a merchant point of sale (POS) in communication with said RFID
reader, said merchant POS including a merchant POS identifier,
i. said RF transactibn device configured to receive said random
number and produce a RF transaction device authentication tag using
the RF transaction device encryption key, said random number, said
counter value and said RF transaction device encryption key, said RF
transaction device configured to provide said RF transaction device
authentication tag, RF transaction device encryption key, said random
number, said counter value and said RF transaction device encryption .
key to said RFID reader, said RFID reader configured to produce a
RFID reader authentication tag using said RF transaction device
authentication tag, said random nuinber, said counter value and,said‘

fransaction account number, said RFID reader configured to convert



transacti on account nunber, said RFID reader

configured to convertsaid RF transaction device
wa@oniohesdiscat i on tag, RF transaction devi ce encPgpUSIING/033986

key, said random nunber, sa&8d counter value and said

tran i,on acgount, nunber .t o g. ner chant . .

- S2UT A sRnstiim eV ay thartidn 149 R trapsaction device
conmuni cati on mﬁtg said nmerchant POS said |ssue ‘
sphcayplen ey said randsyaraum f,ssalé*a@féwntﬁfcv@(sﬁ gRd said
key using said nerchant POS identifier, rehash from

s Slahsaton aadetnhnumher tata snerelyant ROSrranaghizable format;
account nunber, counter val ue, random nunber, and said

REarid ansacti on device authentication tag using said

RFI D reader encryption key, verify said RF transaction

deVigitissdidiasiistent irrBoh@raunicadion eath eapdderthdit POS, said
transacti on device encryption key, and verify said

e e R ko1 EfFffon key using

where s sald
L SER ER AR TRS (IR Afhadh 0% sARERE reader

confj qur.ed..to facilitate securing a RE trapnsaction
cauthaufication tag: e thiidchibh AdeSubt nudPgTreoGhter value,
transacti on devi ce i ngl ing: i. a RF transactjion,. .
déandeny auanaee Mﬁ%@% Wansastion deice atghentication tag

account nunber, transaction account expiration date,

REsingseid Rl seadee enccy pitarokeyeyerify sadd @Rkt transaction

transacti on device counter, said counter having a

caeviee audhenrtication tag using a corresponding RF transaction
device encryption key, and verify said counter value, and to process a
transaction request where said RFID reader authentication tag, said
RF transaction device authentication tag, and said counter value are

verified.

[Claim 22] A system configured to facilitate securing é RF transaction
comprising:
a. a RF transaction device, said RF transaction device including:
i. a RF transaction device database configured to store transaction
account number, transaction acéoﬁn_t expiration date, RF transaction
device encryption key;
ii. a RF transaction device counter, said counter having a counter
value;

iii. a RF transaction device processor configured to increment said



iii. a RF transaction device processor configured to

i ncrenment sai dcounter value; and iv. a RF transponder
wa@eovbiogaised to transmit said transacti on accouPtT/US2005/033986

nunber, transacti on accountB9expiration date, RF

transaction device encryption key and counter val ue;

b. caurt@mvakd@nd n RF comunication with said RF

transaction device configured to receive said

t r ansaRA tansponder configured tatransnnidsaid dcamsaction account

expiration date, RF transaction device encryption key,

anfuathér, trams actio@laceo usiiekpifEtiom dater Rtrandiaction device
random nunber generator for generating a random

nu i I ¢aniaegured to provide said
rag@gmpt&% tefprhRY 'RRAREr Yalie;

nunmber "to said RF transacti on device; c¢c. a

. ‘. > . . . .
saPHorRr B eakie inJRF RnicAUERHA R RE: fahsaction
mer,chant P i deptifier j r Clj '

BB chTigbHERYb el bl FEnsrERREr AR P er

{r HACRACHON AEePEEl BRBFTHONGIFEaR” S He B ANCTyPtion
said counter value and said RF_transaction deyjce
enkeypandrsaigycounted iatuer sahRAIbhr chdedingarandom

to provide said RF transaction device authentication

t apuniivert gensaatardor ¢erneratiogea yandom keynbesi shidaREd reader
nunber, said counter value and said RF transaction

dewbafiganrsd totprovide gaid rand dnRrRUMberttesaid & tRfidaction
reader configured to convert said RF transaction
deMegfeaaut hentication tag, RF transaction device
encrypti'on key, said random.nunber, said counter val ue

and 5@h@rchant point of sale (POS) in communication with said RFID
reader, said merchant POS including a merchant POS identifier, said
RF transaction device configured to receive said random number and
produce a RF transaction device authentication tag using the RF
transaction devicé encryption key, said random number, said Cdunter
value and said RF transaction device encryption key, said RF
transaction device configured to provide said RF transaction d evice
authentication tag, RF transaction device encryption key, said random
number, said counter Qalue and said RF transaction device encryption
key to said RFID reader, said RFID reader configured to convert said
RF transaction device authentication tag, RF transaction device
encryption key, said random number, said counter value and said
transaction account number to a merchant POS recognizable format;

and



transaction account nunber to a nmerchant POS

recogni zable format; andd. an issuer systemin
w@ormasdis@t i on with said nmerchant POS, sai d i SBCEUS2005/033986

system configured verify sabd RF transacti on device

aut hentication tag using a usjing a correspondi ng RF .

t r afls 8BtiIsSHEH SYSIEMJAGYHMBRIGAEIRN Wi said mergga@t POS, said

counter value, and process a transaction request where

sai ibsEertsysteaccoofigdesd veridy saithiRk dtansaction deyicai d

counter value are verified. [Caim23] A system

confuthemtication tag lusing @ asity &nreesthondang &K tramsaction

conprising: a. a RF transaction device, said RF

t r ageerid encapitictekepchndi varifyi said dbuhternidtel, @hd process a
devi ce dat abase configured to "store transaction

accﬁﬁﬂ%aeﬁﬁﬁg%qt@%@ V%éfeaﬁégfﬁpﬂa?%‘é@ﬂﬂn Hémc{?ﬁéh%ntication
. a evi ce count er,

dat e; ransacti on sal

GovS BpR BBt Veffip dter Forfidd..nont sai o count or

value; and iv. a RF transponder configured to transmt

(Ciaim 231 4{AEFF G BSR4 IR Kok RGP RE SR

in RE comunication with said RF transacti on device
con??ﬁmf@dngo recei ve said transaction account nunber,

e e b S R B Sipaafon SR R Rling:
ot GURyransestipBrevias dalabase epnfigyred o Siore transaction
account number, and a transaction account expiration date;
ii. a RF transaction device counter, said counter having a counter
value;
iii. a RF transaction device processor configured to increment said
counter value; and
iv. a RF transponder configured to transmit said transaction account
number, transaction account expiration date, and counter value;
“b. a RFID reader in RF communicétion with said RF transaction
device configured to receive said transaction account number,
-traﬁsaction account expiratibn date, and said counter value;
¢.-a merchant poinAt'Aof sale .(POS) in communication with said RFID
reader, said merchant POS including a merchant POS encryption key,

said RF fransaction device configured to receive said random number

and said RF transaction device configured to provide said RF



said RF transaction device configured to receive said
random nunber and said RF transaction device

wa@eovbiogaised to provi de said RFtransacti on devi B€T/US2005/033986
aut hentication tag, RF tradsaction device encryption

key, said_.random nunber, said count val ue o said

Re) thaneagtion daiaCrBeniadion i g EanvactiPB alrdce

RFI D reader authentication tag using _a RFID reader .
encepprypiionk key, saidirapion sagbes Grid awder yalue to said RFID
convert, RFID authentication tag, said random nunber,

sai readentsaid \RIF W2 raades @onfiguaaddot praduse aurf | Dundsster

to a merchant PCS recogni zable format; and d. an

| ssdathentidation tag izcRAIDreaddr eacd/ptiore keyt sBIESRFID
said i ssuer systemconfigured to | ocate a RFID reader

eané/éEérO@ohfFrg;u#& 19 comiviriTERFIR HutReRtieatibrrfdg sdi@fandom
verify said I

D reader authentication tag using said

mer chaler” @i@'&%ﬁ%‘ﬂé} Q81u&un i.d"ﬁéhfsécﬁébda teﬁu?ber,to a

val ue, "and to process a transaction reques ere sal

RFI D readet entli ' ] id counter are
vermf%fgﬁ.a“f gq&%%ﬂﬁiégﬁp%%%ﬁﬁgbl e storage

medi.um cont ai ning a .set of instructigns far a ne g:l .
pur 38 1SBHRL EYPLBin RIMBAUR Gt pEIvsaIg WeNABLEDS, said
aut hentication tag, a transaction account nunber, a RF )

t r alssaerisystemceafiigured e lesateoa REH) reades encryption key using
transaction device counter value; verifying the RF

r eagaid merbhant €0 ScencryptiorFkey avietify said Dereader
aut hentication tag, and RF transaction devi ce counter

val gathemtitation® txg using saidmenthant PO esicrypior Kdy and verify
RF transaction device authentication tag, RF reader
aut 85t ESahtetvdlas, apddtdprédadts adramsaction request where said

RFID reader authentication tag and said counter are verified.

[Claim 24] A computer-readable storage medium containing a set of instructions

for a general purpose computer configured fdr:
receiving a RF reader authentication tag, a transaction acéount
number, a RF transaction device authentication tag, and a RF
transaction device counter value;
verifying the RF reader authenﬁcation tag, RF transaction device
authentication tag, an'd RF transaction device counter value; and

: bro’cessing a transactién réquest where the RF transaction device

‘ authehtication tag, RF reader authentication tag, and RF fransaction
device counter value are verified, the RF transaction device

authentication tag being produced using a RF transaction device



device counter value are verified, the RF transaction
devi ce authentication tag being produced using a RF

WO ec@a®3a80 on devi ceencrypti on key, the RF tranBerUsm5/033986
devi ce counter value, the #eansaction account nunber,

and I re.t n j i
enc¢§w%3ﬁ)?k”k§9“ﬁﬁ% REFHEE RO UnvBISAIN A\ A1EE. e
Iue & t he transaction account aunber ée pr id%H RE

by rapeacign ARAQWH LIPS dRd 4 FRNAQHABHT %e‘f" elner
provi ded hy a RF reader, .and wherein the RF reaqs _
autthansastionsleviag encryptiendey.dbengFt iiangaction device counter
transaction device authentication tag, the RF
t r avalae; and the transastioncaceaunknumber arel provideskby a RF
and transacti on account nunber. [Caim25] A

~ confpahsactiendidlice i tpe ramdommeoniber is pgovideet byfa RF
instructions for a general purpose conputer configured
f orfeddsitiatid'd a RF transaction device authentication
tag, a transaction account number, a transaction

SCSHEIe RN R Roadat S \id 18 protadelai the RF
¢ abelicebloh dhligd %ﬁb?ﬁaﬁﬁﬁﬁw@p?ﬁ%ﬁ% s e

o RO SkIIRofIS EINEETE RHAREY ke&yyar{sia%zhﬂ%'sﬁgya?gumber-
RF transaction devi ce; verlfylng the RF transaction

(Claim 28E AL e o PlaB REBIG, AR 854 By ngipuctions
t agfoarlrédg'érr])%ra pUFBOSS Gomputer configured for: | S Ve T ed:

receiving a RF transaction device authentication tag, a transactuon
account number, a transaction account expiration date, and a RF
transaction device counter value,
verifying the RF transaction device authentication tag using a
corresponding RF transaction device encryption key, the
corresponding RF transaction device encryption key corresponding to
a RF transaction dev‘ice endryption kéy referenced to a RF transaction
device;
verifying the RF transaction device counter value; and
processing a transaction request where fhe-R‘F transaction device
authentication tag and the RF transaction device counter is verified,

the RF transaction device authentication tag being produced using the

RF transaction device encryption key, a random number, the RF



the RF transaction device authentication tag being
produced using the RF transaction device encryption
waoeys/ozo1is@andom nunber, the RFtransacti on devi CEBCT/OSIW®033986
val ue and the transaction @count nunber, where the RF
transaction device enc ti.on key, the RF transactio
eV B A dPVir caUnIaVAINg FrdibedrbRaciEBHrCout number,
nunber are provided by a RF transaction device, .
whavhene the E%Fatr@mam@nedewgep%wmwrbyem te Rfadegnsaction
[Claim26] A conputer-readabl e storage nmedi um
codeaiice cguntesrvahfe,iaryd the transadton acgenat slurpbepase
comput er configured for: receiving a RF reader

auphevidethbyen RFatransdctiansdevicen account nunber, and
a nmerchant POS encryption key; verifying the RF reader

aullesyidif ahe Fandeen YRirMBet ke pidvickanby RORPREAYEE.T On
key; and processing a transaction request where the RF
reader authentication tag is verified, the RF reader

[Claim 26?“W@6h’imﬂ@r%ak1®%l@%it@®g§ pskdiar wwimdirdngfa set of instructions
ransacti on devi ce counter val ue, a RF reader

engey BidERbiurBBLel CAAPREL! EONAGERNATORUTDET , wher e

ransa evi ce counter*val ue and the

" BCAEAGR AR RTINS g ed n@idFon account

O RbER ar S ierBhaht F1s dnéry o RES!
verifying the RF reader authentication tag using the merchant POS
encryption key; and
processing a transaction requést where the RF reader authentication
tag is verified, the RF reader authentication tag being produced using
a RF transaction device counter value, a RF ré'ader encryption key,
and transaction account number, where the RF fransaction device
counter value and the transaction account number is provided by a
RF transaction device, and wherein the RF reader encryption key is

provided by a RF reader.



