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SMART SWITCH

KGR D OF THE INVENTI
Field of the Invention

This invention relates to the field of remote control. More particularly, the present invention
relates to the field of remotely monitoring and controlling target system(s). This application is a
continuation-in-part of appli;:ation Serial No. 08/183,196, filed January 14, 1994, incorporated
herein by reference in its entirety.

Description of the Related Art

Field service and maintenance of electrically-powered systems, e.g., database or video serv-
ers. atremote locations is generally a labor-intensive and hence an expensive activity. For example,
after a power outage has occurred at a remote location, it is often necessary to power up the various
systems in a particular order or sequence in order to minimize the risk of damaging the hardware
and/or software/data of these systems. An exemplary conventional remote control device is dis-
closed in the parent application cited above.

Although conventional remote control devi;:es are available for pre-defined installations,
they are very limited in capability and not easily rc;:onﬁ gurable. Typically, commercially-available
remote control devices are acccsscci by a system administrator via a pair of modems and a telephone
line. Typically, these remote control devices are capable of remotely powering up/down a system
or a bank of systems simultaneously, under the direct control of the system administrator.

Unfortunately, the system administrator or a service personnel has to visit the remote location
each time a new system is added/deleted or when the existing systems need to be rcconﬁéured.
This is because, typically, each remote control device is dedicated to & single system or a bank of
systems. As a result, these remote control devices are inflexible in their control of the systems.

Hence there is a need for a versatile, easily-configurable remote control device that can

monitor status(es) of one or more systems and provide flexibility in controlling these systems.
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The present invention provides a configurable remote controller for remotely sensin_g the
status(es) of one or more electrically-powered targef-systems and for altering the status(es) of the
target systems in response.

In one embodiment, the rémotc control device is coupled to a pre-existing communication
channel established between a command system and one or more target systems. A system admin-
istrator transmits control instructions via the pre-existing communication to the remote cogtroller
which receives and processes the control instructions.

The remote controller senses for a change in the status of at least one of the target systems,
and if the change is detected, then the remote controller alters the status in accordance with the
control instructions. In one implementation, the status is the voltage level of a primary power source
associated with the one target system. The change to be detected is a lowering of the voltage level
normally associated with a power outage or a browngut, and the corresponding altering step includes
disconnecting the one target system from the power source.

The remote controller can also be reprogrammed using additional control instructions so
that a different control sequence can be used. For example, the same primary source may be shared
by several target systems and the control séqucnce indicate the order in which the various target
systems are powered down/up.

Other_statuses are possible. For example, the status to be monitored may be the ambient
temperature at the remote location, and the altering step may include increasing/decreasing the air-

conditioning flow rate at the remote location.
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The objects, features and advantages of the system of the present invention will be apparent
from the following description in which: o

Figure 1A is a block diagram illustrating one exemplary use of an embodiment of a remote
controller of the present invention.

Figure 1B is a block diagram showing the remote controller coupled in an alternate config-
uration with respect to a primary control system.

Figures 2A-E illustrat'e- how the various components of the remote controller.

Figure 3 is a detailed block diagram of a power-control circuitry of the remote controller.

Figure 4 illustrates a power-sensing circuitry of the remote controller.

Figure 5 is a circuit diagram showing a communication circuitry of the remote controller.

Figure 6 shows an exemplary reset circuit for the remote controller.

Figure7 is a circuit diagram of a voltage regulator and a backup power supply for the rer.note

controller.
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In the following description, numerous details provide a thorough understanding o% the
present invention. These details include functional blocks and use an eﬁcemplary system status to
assist one in implementing a remote bonﬁolﬁng scheme. In addition, while the present invention
has been described with reference to a specific implementation, the invention is applicable to a wide
variety of electrically powered systems, architectures and environments. In other instances, well-
known circuits and structures are not described in detail so as not to obscure the invention unnec-
essarily.

Figure 1A is a block diagram illustrating one exemplary use of an embodiment of a remote

controller 200 of the present invention. In this example, the status(es) being monitored and con-

trolled by remote controller 200 is the power source(s) for a plurality of systems 121, 122, ... 129.

Other statuses such as power consumption, environmental electrical noise, and ambient/system
temperature, are also possible. -

Remote controller 200 includes a microprocéssor 210, a latch 220, a non-volatile random
access memory (NV RAM) 230, a boot programmable read-only memory (PROM) 340, a static
RAM 250, a power-control circuitry 300, a power-sensing circuitry 400, a communication circuitry
500, a system reset circuitry 600, and a voltage regulator and backup power supply 700.

A primary control system 110 is coupled to system 121 via a connector 130. In this imple-
mentation, the communication protocol used for communicating between primary control system
110 and system 121 using connector 130 is the RS232 serial protocol. .Remote controller 200 is

able to communicate with either primary control system 110 and system 121 via a tap to connector

. 130.

Remote controller 200 is coupled to the plurality of systems 121, 122, ... 129 via a corre-
sponding plurality of power sensors 410, 420, ... 490 and power controller 310, 320, ... 390. In
addition, primary control system 110 and systems 121, 122, ... 129 are coupled to each other via a

local area network (LAN) 190. Primary control system 110 is also coupled to a wide area network
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(WAN) 180, which can be one of a number of WAN architectures, e.g., an ISDN link to a public
telephone switch, a node coupled to the internet or & node coupled to a corporate-wide WAN. .

- In this configuration, remote controller 200 monitors the commands/responses between
primary control system 110 and system 121, identifies commands/responses which are recognizable
by remote controller 200 and provides appropriate control signals accordingly. The system admin-
istrator, physically located at a remote location, uses public network 180 to communicate with
remote controller 200 by sending a message to primary control system 110 which then transmit an
appropriate command for remote controller 200. For example, primary control system 110 may
send an ASCII command string causing remote controller 200 to reprogram NV RAM 230 with a
new reboot or power-up sequence for systems 121, 122, .., 129.

Figure 1B is a block diagram showing remote controller 200 coupled in an alternate con-
figuration with respect to primary control system 110 and system 121. In this configuration, remote
controller 200 can function in the passive mode described above, i.e., monitoring but not chan.ging
the commands/responses between primary control .system 110 and system 121.

Alternatively, remote controller 200 can function as an active participant in the communi-
cation between primary control system 110 and system 121. For example, instead of merely mon-
itoring a command from primary control system 110, remote controller 200 can now receive a
command from primary control system 110 and send a different command tosystem 121 in response.
Another exemplary active mode function involves remote controller 200 logging error messages
from either primary control system 110 and sending a error report to secondary system 121, or vice
versa.

Other configurations are possible. For example, an additional link may be provided between
WAN 180 and system 121 so that should primary control system 110 fail, system 121 can function
as a secondary or backup control system accessible by the system administrator. In this configura-

tion, system 121 can send commands towards primary control system 110 which is then monitored



10

15

20

by remote controller 200, thereby enabling the system administrator to communicate with remote
controller 200 via WAN 180 and system 121, while bypassing primary control system 110.

Figures 2A-E are detailed block diagrams illustrating how the various components of rc.rnc;tc
controller 200, i.e., microprocessor 210, latch 220, NV RAM 230, boot PROM 340 and static RAM
250, are coupled to an address bus 280 and a data bus 290.

Flash RAM 230 increases the programming flexibility of remote controller 200. For exam-
ple, the reboot sequence for systems 121, 122, ... 129 may be remotely selected and subscguently
updated. New control sequence(s) can be added or changed to RAM 230 of remote controller 200
remotely by the system administrator via WAN 180 after installation. Flash RAM 230 also allows

systems 121, 122, ... 129 to be identified with user-selectable names which can be updated. For

example, systems 121, 122, ... 129 may be given different names according to their function. In

addition, the different levels of system passwords may be used in order to preéervc an audit trail of
any reboot of systems 121, 122, 129.

Latch 220 enable remote controller 200 to stér.c the lower address bits of PROM 340. PROM
340 can be used to store program code such as bootstrap code. As shown in Figure 2D, jumper 241
is used to select the size and type o'f PROM 240, e.g. with respect to its address space.

Referring back to Figure 1A, remote controller 200 monitors and controls the plurality of
systems 121, 122, ... 129 via power sensors 410, 420, ... 490 and power controllers 310, 320, ...
390, respectively. As discussed above, other statuses such as ambient temperature may be monitored
in place of or in addition to the power source(s).

Figure 3 is a detailed block diagiam of power-control circuitry 300 of remote controller 200

-which includes power controllers 310, 320, ... 390, for remotely controlling up to n+1 systems under

the direction of control signals PORTO, PORT1, ... PORTn, respectively. Each power controller
includes a relay and a jack for coupling/uncoupling the respective power source to/from each system.

For example, power controller 310 includes relay 311 and jack 312 for powering up/down system
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121. Hence, power-control circuitry 300 provides remote controller 200 with a great deal of fiex-
ibility in powering up/down systems 121, 122, ... 129. '

Figure 4 illustrates power-sensing circuitry 400 of remote controller 200 which iﬂclu&.ies
power sensors 410, 420, ... 490, for remotely sensing up to n+1 power sources. By monitoring the
power statuses of systems 121, 122, ... 129, remote controller 200 can exercise intelligent control
of the systems 121, 122, ... 129, For examplé, in the event of a brown-out which may indicate an
impending power outage, remote controller 200 can send a message to system 121, which can then
propagate the brown-out warning to systems 122, ... 129 via LAN 190. Systems 121, 122, ... 129
can then gracefully backup data in anticipation of a shutdown. In this embodiment, sensors 410,
420, ... 490 are coupled to and share the same optoisolator. If more granularity or better response
time is needed, separate optoisolators may be used for each power sensor.

Figure 5 is a circuit diaéram showing communication circuitry 500 with two serial interfaces,
a pair of RS-232 ports 520 and 530 coupled to a dual-channel RS-232 driver 510, for communica.ting
with primary control system 110. Figure 6 shows the exemplary reset circuit 600 for remote
controller 200.

Figure 7 is a circuit diagram of voltage regulator and backup power supply 700 of remote
controller 200. An external 12 volt supply is coupled to vdltagc regulator 710. Backup power is

provided by both a conventional battery and/or a rechargeable battery such as a NiCd battery.
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The following table includes an exemplary list of integrated circuits for remote controller

200:
Microprocessor 210
Latch 220
NV RAM 230
Boot PROM 240
Static RAM 250,
Optoisolator 402
UART 510
Timer 610

Voltage Regulator 710

L)

DS80C320

74HC373
AT29C256
27C64
KM62256
4N26
MAX232
LMC555
LM7805

Other modifications are possible without departing from the spirit of the invention. For

example, the remote controller of the present invention can be adapted for regular maintenance and

diagnostics. Accordingly, the scope of the invention should be determined by the following claims.
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CLAIMS

What is claimed is:
1. A method for remotely controlling a plurality of systems, said method comprising
the steps of:

receiving control instructions through a pre-existing communication channel of a
control system;
processing said control instructions at a remote controller;
sensing for a first change in a status of a first system of said plurality of systems; and
if said sensing step senses said first change, then the method includes a step of:
altering the status .of said first system in accordance with said control in-

structions.

2. The method of claim 1 wherein said status is a voltage level of a primary power
source associated with said first system, said first change is a lowering of said voltage level normally
associated with a power outage or a brown-out of said primary power source, and said altering step

includes the step of decoupling said first system from said power source.

3. The method of claim 1 further comprising the steps of:
sensing a second change in the status of said first system; and
1f ;:;id sensing step senses said second change, then the method includes the step of:
re-altering the status of said first systém in accordance with said control

instructions.
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4, The method of claim 3 wherein said status is a voltage level of a primary power
source associated with said first system, said first change is a lowering of said voltage level normally
associated with a power outage or a brown-out of said primary power source, and said alteri:;g step
includes the step of decoupling said first system from said power source, and wherein said second
change is a rise of said voltage level normally associated with a return of power to said primary
power source, and said re-altering step includes the step of recoupling said first system to said power

source.

5. The method of claim 4 wherein said primary power supply is also coupled toa second
system of said plurality of systems, and said altering and re-altering step also decouples and re-

couples said power supply to and from said second system, respectively.

6. The method of claim 4 further comprising a step of reprogramming said control
controlier.
7. The method of claim 6 wherein said reprogramming step includes the steps of:

ransmitting additional control instructions through the pre-existing communication
channel of the control system; and

receiving and processing said additional control instructions said remote controller.

THIS SHEET Has &E
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8. A remote controller for remotely controlling a plurality of systems, said controller
comprising:
-a receiver configured to receive control instructions through a pre-existing commu-
nication channel of a control system; N
a processor configured to process said control instructions;
a first sensor configured to sense a change in a status of a first system of said plurality
of systems; and

a first controller configured to alter the status of said first system in accordance with

said control instructions.

9. The remote controller of ¢laim 8 wherein said status is a voltage level of a primary
power source associated with said first system, said change is a lowering of said voltage level
normally associated with a power outage or a brown-out of said primary power source, and said

first controller is a switch for coupling/decoupling said first system toffrom said power source.

10.  The remote controller of claim 8 further comprising:

& second sensor configured to sense a change in a status of a second system of said
plurality of systems; and ‘

a second controller configured to alter the status of said second system in accordance

with said control instructions.

11.  Theremote controller of claim 10 wherein said statuses are respective voltage levels

- of primary power sources associated with said first and second systems, said change is a lowering

of said voltage levels normally associated witha power outage or a brown-out of said primary power

sources, and said first and second controllers are switches for coupling/decoupling said first and

second systems to/from said power sources.
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12.  The remote controller of claim 8 further comprising & reprogrammable memory

configured to store said control instructions.
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