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destination electronic mail server. However, to ensure that the data packet is
successfully transmitted to the destination electronic mail server and not lost
in the meantime, the wireless gateway generally stores the data packet in an
internal permanent storage device (e.g. a database server or a file system)
25 before transmitting the data packet. Typically, the wireless gateway waits until
the permanent storage device confifms storage of the data packet before
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This kind of storage procedure appreciably slows down the processing of data
30 packets within the router.
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15 (e)  aborting the storage of the data packet in
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20 [0005] In another aspect, the present invention provides a system for
processing and routing an incoming data packet from a wireless mobile
network to a destination server, the system comprising:

(@) a wireless transport module for receiving
the incoming data packet from the wireless mobile
25 network;

(b) apermanent storage device associated with
the wireless transport module for storing the data
packet until acknowledgement of the data packet
from the destination server;
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aborting the storage of the data packet in the
15 permanent storage device if the data packet has
been acknowledged by the destination server and
if the storage of the data packet has not been

completed.

[0006] In another aspect, the present invention provides a computer-
20 readable medium having stored thereon a set of instructions, said set of
instructions, which when executed, perform the steps comprising:

(a) receiving an incoming data packet from a
wireless mobile network;

(b) initiating the storage of the data packet in a
25 permanent storage device based on a permanent
storage gqueue;

(c) simultaneously delivering the data packet to
the destination server based on a main queue;

(d)  determining whether the data packet has
30 been acknowledged by the destination server; and
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storage of the data packet has not been 5 conpleted.
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is adapted to route data packets 15 received froma
manages the permanent storage queue implemented in the wireless transport

module and utilized to store data packets within the permanent storage device
of FIG. 1;

[0010] FIG. 3 is an event sequence diagram that illustrates the typical
20 data flow of a data packet sent from mobile device to destination electronic
mail server through wireless connector system of FIG. 1;

[0011] FIG. 4 is a finite state machine representation of the functionality
of the database thread of FIG. 2; and

[0012] FIG. 5 is a schematic diagram illustrating an example of a
25 permanent storage queue utilized o store data packet operations within the
permanent storage device of FIG. 1.

DETAILED DESCRIPTION OF THE INVENTION
[0013] FIG. 1 illustrates the main elements of a wireless gateway 10

30 built in accordance with a preferred embodiment of the invention. Specifically,
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[0016] Wireless gateway 10 forms a connection or bridge between the
servers and wireless networks associated with wireless e-mail

30 communication. Specifically, wireless gateway 10 is coupled between wireless
| LAN 16 and the hardwired data network that includes wireless connector
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[0020] Destination electronic mail server 18 is coupled o wireless
connector system 20 and is a conventional electronic mail server (e.g.
25 Exchange Server manufactured by Microsoft of Seattle, Washington). It
should be understood that any other commercially available electronic mail
server could be utilized within wireless gateway 10. For purposes of
illustration, only destination electronic mail server 18 has been discussed as a
possible destination, although it should be understood that the inventive
30 method of wireless gateway 10 is applicable to various types of destination
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[0023] The database thread shown in FIG. 2 is used to manage and

coordinate the storage of data packets 15 in permanent storage device 22.
25 The database thread manages the storage of data packets 15 within
permanent storage device 22 using a permanent storage queue. Individual
worker threads (not shown) are associated with the three basic operations
that are carried out on data packets 15, namely ‘insert", "update" and
"delete". When wireless gateway 10 receives a message from mobile device
30 14, an "insert" operation is posted. When the routing endpoint (i.e. the
connection point) within the wireless gateway 10 has been located, then the
messege is updated in the permanent storage device 22 using the "update”
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[0025] FIG. 3 is an event sequence diagram that illustrates an example

25 data flow of data packet 15 sent by mobile device 14 to destination electronic
mail server 18.

[0026] Specifically, data packet 15 is sent from mobile device 14 to
wireless transport module 22 at (100). At (102), wireless transport modulé 24
initiates the storage of data packet 15 into a table within permanent storage
30 device 22 by the associated "insert" operation within the permanent storage
queue. The specific operation of permanent storage queue is detailed in detail
below in association with FIG. 4. Data packet 15 is then simultaneously
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[0028] FIG. 4 is a finite state machine illustrating how the database
thread manages the "insert", "update" and "delete" operations that are applied
to a data packet 15 within the permanent storage queue. As discussed above,
database thread manages the position and content of the various operations
30 within permanent storage queue to provide an efficient utilization of
permanent storage device 22. Specifically, the database thread combines
data packet 15 operations in order to minimize the number of storage
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"update" operation is received at (214) prior to the "acknowledgement” from

25 destination server 18 (222), then at (216), the "update" operation is placed in

.the permanent storage queue. Once the "acknowledgement" is received from

destination server 18, the "update" operation is replaced ‘with a "delete"
operation in the permanent storage queue at (221).

[0032] Alternatively, at (202) if an "update" operation is posted by
30 wireless gateway 10 (i.e. routing endpoint has been located) at (208), before
data packet 15 reaches and is acknowledged by destination electronic mail



sends an "acknow edgenent" at (222), then at (224),
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removed from the permanent storage queue. This is done, since data packet

15 has not been written to permanent storage device 22 and accordingly,
there is no need to evoke the "delete" operation to remove it from storage.

[0035] FIG. 5 illustrates an example of a permanent storage queue for
30 wireless transport module 24 of wireless gateway 10. Each data packet 15 in
permanent storage queue is placed there to be forwarded to permanent
storage device 22 for storage and each data packet operation is associated
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25 packet 15 in permanent storage device 22 can be reduced.

[0037] It is preferable to use the inverse of the moving average of the
delivery time of data packet 15 to a destination device to determine the
position of a data packet 15 operation within permanent storage device 22
instead of average delivery time. Specifically, it has been determined that it is
30 desirable to keep track of delivery times for the past 10 messages. By using a
moving average measure, wireless gateway 10 is able to react much faster to
changes in the state of the destination device and the overall communication
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packet 15 operation at the top of the permanent storage queue. Similarly,
where the destination device specified with the data packet 15 is "invalid" then
main thread causes wireless transport module 24 to provide an emergency
message back to mobile device 14.

30 [0040] Finally, it is preferred that the main thread places data packet 15
operations within main queue based on the moving average delivery time for
previous data sent to the destination device. However, it is also possible for
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perform costly permanent storage operations. By reducing the number of
permanent storage device writing operations, wireless gateway 10 is able to
handle a substantially higher volume of messages then would otherwise be

the case where data packets 15 are first stored within a wireless gateway

30 before being forwarded to a destination device. Further, this approach
reduces the network traffic between wireless transport module 24 and

permanent storage device 22 and the associated CPU usage for both wireless
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for a sustained load. [0042] It should be understood
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nunber of permanent storage device witing
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substanti ally hi gher vol unme of nessages then woul d

ot herwi se be the case where data packets 15 are first
stored within a wirel ess gateway 30 before being
forwarded to a destination device. Further, this
approach reduces the network traffic between wreless
transport nodul e 24 and pernanent storage device 22
and the associ ated CPU usage for both wirel ess WO
2004/ 057799 PCT/ CA2003/000194 -15 transport nodule 24
and pernmanent storage device 22. Finally, this
approach reduces the effective cost of hardware since
it is possible to achieve a higher volune of
processi ng using the sane hardware. [0044] As will be
apparent to those skilled in the art, various 5

nodi ficati ons and adaptations of the structure

descri bed above are possible wthout departing from
the present invention, the scope of which is defined
in



t he appended cl ai ns. WO 2004/ 057799 PCT/ CA2003/ 000194
-16- Cains 1. A nethod of processing and routing a
waolaioa/opaeket froma wirel ess nobile network tBCEHCA2003/000194
destination server, said nethod conprising the steps:
(a) receiving the inconing dal@-packet fromthe
W reless nobile network; (b) initiating the storage of
the data packet in a permanent storage device based
on a permanent storage queue; (c) sinultaneously
del €l@lPSng t he data packet to the destination server
based on a mai n queue; (d) determ ning whether the
dat a packet has been acknow edged by the destination

ser er 2 anﬁj rﬂétﬁ%d %E,EFJc'e?Qﬁ I&ﬁd %lﬂ c@g§ d8a ?gifiﬁg ?ré?h a wireless

pac nen
pacmeblle rrreiwoﬂ@era destlnawreww bayd m&th@iasmmpmnmg)ﬂne steps:
server and if the storage of the data packet has not

been conpleted. 2. Thg m?Mﬁt{th‘é'nﬁbdﬁnﬁ dta%%@(etfromthe

conprising the step of dynam ca ad) us

priority of the data putsess mpbllﬂnetwwé( per manent

storage queue based on the average delivery tine

taken for the data padkekt tnitisliegdbastorage gbtheideda paeket in a

server. 3. The method rm%hé’r‘nt'@t&mg%%‘erbatsléﬁ di ég%('ghénent

of the data packet within +the pefnanent storage
is dynam cal | y adj ust exioragé agetdie i nverse of the
average delivery time. 4. The method of claimi1,
wherein the priority df)theimidieacpusikdelivaringite datagacket to

per manent storage que
the inverse of the n&@?ﬁésﬁ%@%g@%k M?%gj%%ﬁ%éﬁrjgu‘é&
time. WO 2004/057799 F@Sr/ C%%%Qﬁ{rm%%‘éther the data packet has

been acknowledged by the destination server; and

(e) aborting the storage of the data packet in
the permanent storage device if the data packet
has been acknowledged by the destination server
and if .the storage of the data packet has not been
completed.

2. The method of claim 1, further comprising the step of dynamically
adjusting the priority of the data packet within the permanent storage queue
based on the average delivery time taken for the data packet to be sent to
destination server.

3. The method of claim 1, wherein the priority of the data packet within
the permanent storage queue is dynamically adjusted using the inverse of the
average delivery time. t

4. The method of claim 1, wherein the priority of the data packet within
the permanent storage queue is dynamically adjusted using the inverse of the
moving average of the delivery time.



-17 5. The nethod of claim 1, wherein a database

thread is used to nmanage the operations being
w@eoohosited on the data packet and to adjust theBCT/CA2003/000194

per manent storage queue accordingly. 6. The nethod of

claimb5, wherein operations b€ ng perforned on the

data packet include the insertion of the data packet

into the permanent storage device, updating the data

packet within the permanent storage device, and
del%®tion ofhe metded &f igked, Whermsin e @éﬁhmaeﬂhreast o aged to

de%&r@'ﬁ\qgmeyg)%{éﬂg)h? (P)gmg eqéﬂo%ga On t t%%%.' @%Ic{kgie%rg@&ozgﬁaﬁ the

t hrea ermne tor
wh epetmaneaint stmragequeu@amqrdmglys pendi ng and an update
operation has been received, and if so revising the

i nsgrt opefid ingthddor didi £ SYHERER e?éti%é‘%%x L@%@g@g&% the

the insert operation takes 1 nto account
opedasa |Rﬁ¢ke’t8mcl‘ude thet Insartion ef éhemdeta wa@m. intat e permanent

dat%&%ﬁ %U c?atﬂg apt.e ga{ao e\&ﬁﬂiﬁ‘ gtgég[)eﬁ%eﬂ?ts?orage

pac ert op &r REYon
perdayiagednd elaletnmj at ibealatyr paoke’nfra)m tinez pelinmemnent stochge device.
del ete operation has been received, and if so

repy aci ng e Ry & c%ﬁ{ Bt RSkl tbg @ﬁéﬂsgttﬁregB% ahhH8d to

in the pernmanent storage queue. 9. e method o

cl adeierginevasrtee datmmabtat a\mmertalmneseﬂ pperatiapisegertding and an

det t an i o
ScLFEEIE o i S, AL RRRKEL 750502 b psipfon

r ectbe yethmarsand stdra@qmwmsuchghe msertroperation pakest inloraccount the

fro nent storage queue. 10. A systemfor
proce dégé?é;‘% ‘routing an incom ng data packet from a

wireless nobile network to a destination server, the
syst.em confhe miethpd gfadaim 6vi widreinsthe rdatahasetthreadus adépted to

SR, B 6 BRofL BREHShn O O R voen
assmrioaned, an tipdate lopewtior|i® pending,resyada k:ieleb@l operatiom has been
st O.Jébé]%&, r}aenddi%g rg%?aégg %eo gzgagfg o%ga{t%ﬁzvs)l%/ Od%?ejte opera on in

the permanent storage queue.

9. The method of claim 6, wherein the database thread is adapted to
determine for the data packet whether an insert operation is pending and a
delete operation has been received, and if so removing the insert operation
from the permanent storage queue.

10. A system for processing and routing an incoming data packet from
a wireless mobile network to a destination server, the system comprising:

( (@) a wireless transport module for receiving
the incoming data packet from the wireless mobile
network;

(b)  apermanent storage device associated with
the wireless transport module for storing the data



packet until acknow edgenent of the data packet from

the destination server; (c) a database thread
waz@aosaPed with the wreless transport nodul BCEHAARI0S/00194

to manage the operations bei ng performed on the data

packet and for initiating théstorage of the data

packet in a permanent storage device based on a

per manent storage queRasket antil ackpewledgareant cistbeciata edcket

el 1 vering the. data ARARG F4 T RSNl Shat i on server
based on a main queue(t o(g)eat %I%'té%a\é’évﬁrgﬁé é%s;b'af%déh[tw:th the

nodul e bei ng adapted erm ne
packet has been acknowialeRgeidansportieodids eidapteddn manage the

server and aborting t t C [

the pernmanent storage Jb%eV|°%at9$nq)rPeﬁ—@ﬁpg§ ck 5%;% ngket
been acknow edged by tdmel fdewitiatiag trmrstemgeeaf trendbtaipbcket in a
the storage of the dat t en

conpl eted. 11. The syst élﬁllgﬁ '%ﬁtgaﬁlef%t\”c\?ﬁ%a}sg ArPn fpermanent
dat abase t hread dynamsatahby quaal;usts the priority of

the data packet within the pernmanent storage gueue
based on the average dd)i vermaini theeadohssociated itk td@wdreless
packet to be sent to . destinati

2. The. .
system of claim 10, wiEEPRT Oéi%geafoét?é@lé“qq’ﬁogﬂ& Jelivering the

adj usts the priority dafta phekelad ahpaektiationtdurvertfised on a
per manent storage queue u5|nﬁ the inverse of the
average delivery ti ne.M PHe system of claim 10,

wherei n the database thyead adjusts th riorit f .
the data packet wi t hi fhesﬂg nifiefes ?fép L’T&%’é'% being

using the inverse of ddaptetiigidegeraies whethef tHel‘kﬂata packet has
delivery time. VO ZOOAE)/e%?17et7c: %ovelce:g/ CA% (@r?é (c)lgstlnatlon server and
aborting the storage of the data packet in the

permanent storage device if the data packet has

been acknowledged by the destination server and

if the storage of the data packet has not been

completed.

11. The system of claim 10, wherein the database thread dynamically
adjusts the priority of the data packet within the permanent storage queue
based on the average delivery time taken for the data pécket to be sent to
destination server.

12. The system of claim 10, wherein the database thread adjusts the
priority of the data packet within the permanent storage queue using the
inverse of the average delivery time.

13. The system of claim 10, wherein the database thread adjusts the
priority of the data packet within the permanent storage queue using the
inverse of the moving average of the delivery time.



-19 14. The system of claim 10, wherein the database

t hread manages the operations perforned on the data
wW@awkes779%ai d operations including the insertPGHCat003/000194

~ the data packet into the permanent storage devi ce,
updating the data packet with?n the pernmanent storage

device, and deletion of the data packet fromthe
pertanent Ehesysiemdd clabe. 101 whemir thectiaialbasss thegat manages the

wher e o flae thre [ p .11

For Tl SRRSO P Rlte! DeBALSER bHeralfhe ffing the
penigsergom ol thendatapubeket iojsethat jesmahenst dieragerdayigiey epdating the

and. eViuS t ' r rattan i t

S0 BT e o RB I o i o e e

t akeecketiram dloz permartehestorggeateviceper at i on. 16. The

met hod of claim 14, wherein the database thread is

adapj ed t oTh(%jﬁlteﬁH;H &%llja(ir‘ﬁrﬁ, n\ﬁ’le?@ﬁ %@3&58&3%‘?%&%% &H3pted to
i nsert operation has been ’pertorned, an update
opedeieinine fer the widiangackeh dvhetitke| st ieserp eperation ihpendiegand an

recej ' I.ng pda ratl.o .
w t o Fgpdalon haf BebE R A e bR BF s beration in
quethe pefidandrstaragéd qdewd sudhahenirisért opleeativinrtakdseinto account the
datgpgq?a%e thrﬁad Is adapted to determne for the data
pac RREAER Y an i nsert operation is pending and a

del ete operation has been received, and if so renoving

t hel@.nser t Thepmethiadoof cldimoty, whergie thmdanbass threaykis adapted to

et P AL R LB LHB e NG s eer

| nspertermiednan updiateopshationes peodtied, amiaagdatete toberasibe]g)&s been
r ng: r ) n.n at a et from .

o "RerarEendfbeioReludbe Ponp araifon Vi) al S apeigln i

of thbeetnarematkage queuw. per nanent storage devi ce

based on a permanent storage queue; (c)

Si t ane elj vieri. k t t h

dégﬁ ‘nat i ghmésé're\f/hé)rd Cﬁ}ca%%@ggﬁ,%egﬁé ﬂ‘%@%ﬁﬁ%sev%m‘ﬂg adapted to

200det&oni® SorR6e/ daAX Paskél 0 er an insert operation is pending and a
delete operation has been received, and if so removing the insert operation
from the permanent storage queue.

18. A computer-readable medium having stored thereon a set of
instructions, said set of instructions, which when executed, perform the steps
comprising:

(a) receiving an incoming data packet from a
wireless mobile network;

(b) initiating the storage of the data packet in a
permanent storage device based on a permanent
storage queus;

(¢)  simultaneously delivering the data packet to
the destination server based on a main queue;



-20 (d) determ ning whether the data packet has been

acknow edged by the destination server; and (e)
w@bansT1ge t he storage of the data packet in tP€I/CA2003/000194

per manent storage device if the data packet has been

acknow edged by the destinatir8R-server and if the

storage of the data packet has not been conpl eted.

19. The conput er-readalf) e HetrWiRiRG vdeihen the, datar packet has

containing instructi %b%n\é}%ykﬁgwl\éﬂﬁ&% ﬁ%%%&%n?tﬁ&ngferr?%{éand

the step of dynam cally adjusting priori

data packet within t haeger %Bﬁmgktg%%?%rgs? %Zeg% gﬁaep%cket in

on the average deliv tinme t
packet to be sent to dbstpemmanent stomgeedeviDif thbedata packet

conput er - r eadabl e medi %ﬁ”ﬁﬁﬂﬂ%"@@e& :tgg 'destination server

containing instructions XecC

dynami cal | y adj ust t heangtif thei stgrage of lifree datagpacheictkeest not been
wi thin the permanent s gueue using the inverse

of the average deli veéoyrﬁi&%%i 21. The

conmpit er - r?ﬁ@%ﬁﬁﬂ%ﬁg&t\%l rﬁ%&y\ﬁe P clefé%m Eg further containing

containing 1ns n ex
dy niasfrediohy wiighu shen lexeguted mistfprno fthe Istepdaft dynapaicAligt adjusting

wi t i I eue usi the inverse

of - ey B8 badted A M e o thabe sbiet fgsed on
contpetayerageadilivery tivad itakendbr tHeadata IBickevterss serdt to destination
dat%q\:;\re thread is used to manage the operations

bei Ty %Erfor med on the data packet and to adjust the

per manent storage queue accordingly. 23. The

con@fut er - r Bl alohpuberceadaldé roeciumm B claiinen 8j furthee containing

oper.at.i ' rfaor n_the data cket jnc|lyde
¢ heneiBe st ApRE HEhIES R Rénh Atteh B Fortingh e deta
st opantyet within dke pepdatent gidrage dadue psing ee iveiseroftthe average
per(ﬁleﬁnentt. storage device, and deletion of the data
pac VRNt he per manent storage device. WO
2004/ 057799 PCT/ CA2003/ 000194 -21

21. The computer-readable medium of claim 18, further containing

instructions which when executed dynamically adjust the priority of the data
packet within the permanent storage queue using the inverse of the moving
average of the delivery time.

22. The computer-readable medium of claim 18, wherein a database
thread is used to manage the operations being performed on the data packet
and to adjust the permanent storage queue accordingly.

23. The computer-readable medium of claim 18, wherein the operations
being performed on the data packet include the insertion of the data packet
into the permanent storage device, updating the data packet within the
permanent storage device, and deletion of the data packet from the
permanent storage device.



24. The conputer-readabl e medi um of claim 23, wherein

the database thread is adapted to determ ne for the
walatoa/opaeket , whet her an insert operation i s PEndAn®3/000194

and an update operation has been received, and if so

revising the insert operation2ln the pernmanent storage

gueue such the insert Beratl_on takes into account

t he24jpdat el ifhepraputenreagigbleTnedivengiuaiaim 23 aukerein the diatahase

é@d”‘s?%tda#ﬁ‘@ﬁr ﬁ'ﬁe&é\‘ ﬁieatf&bgftf da e{ R{e‘é?& | ShdREP L dinsert

to eterm ne ta pack I ah 1 nsert
op ePREratiom lsrmdmgeancpenﬂmdatajpp@mtlcurpbas beepaectiverh angd if so

B B A8 e S L R e ansR R HBEE oBRE sl ing ioer
opeopEraton taked into aemomanibatupdaterapgeatipneue. 26. The
conput er -readabl e nmedi um of claim 23, wherein the

dat ghase 'ﬂ% @,-;ae% %%E&’iy%eéfe&%ﬁh{‘ﬁs f\gﬁerbfﬂ g%tg?abase,

packet whe |nser operati on
del @t@dd@eﬂwtedmo deisrmleerﬁorrtbe elatmpackah\dhethesm msed\obagtion

t heha\sI e ;Serﬂj?ﬁ\ @t 519 'ﬁp&étgrgpepaeuoﬂ% rﬁ%ﬂ& % grl\é) bW fete operation

queue
has been received, and if so replacing the update operation with a delete

operation in the permanent storage queue.

26. The computer-readable medium of claim 23, wherein the database
thread is adapted to determine for the data packet whether an insert operation
is pending and a delete operation has been received, and if so removing the
insert operation from the permanent storage queue.



