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WD 2004/ 054180 PCT/ GB2003/ 005147 A DATA TRANSFER
PROCEDURE FOR TRANSFERRI NG DATA OF A DATA SEQUENCE

WEBRIWMBENSNA TRANSM TTI NG ENTI TY AND A RECEI VI NeCENBRO0S/005147

5 BACKGROUND OF THE I NVENTION 1. Field of the
I nvention The present invention relates generally to a

dAIPA TAAIRANSFIROPROCED URE FOR TRANSIELRRINGIBAT AOOFaA
dat a sequence between a transmtti nEBFntlt and a

r eQATARE QUENGE BETHYEEN 4 nER ANSMEGTING THAND A
conmuni cati on syst erﬁﬁ&ﬁg?gﬁ&%ﬂ?ﬁw tting entity in

whi ch the procedure 1S € e invention
provi des a nethod of and apparatus for recovering
data lost in a transm ssion, and is useful for

i mprovi ng t he BAEKGROUNY OF THE BNVBNTION i very in a
packet radio systembut is not limted to such an 15
application. 1l. Description of the Related Art The
general packet radio system (GPRS) is a packet data
nj.cati on systemthat has been devel oped

d, . co
15‘3{?‘3@@&% YEBHRR with the ai mof 20 providing
net Wok& Spréddht timteati&hir@laﬁasagaﬁmlyvvkd h AatdeiatsPer BREbMIre for

hi gher data speeds and packet sw tched connecti ons.
~ I u i ' i, VLS| ot .

DS e el 57 p e Wllal? SoePBeE R AR ebtl SuPEIER ine

transitional th to third eneration (3G wreless . .
R arbiyeauel FbS aniish da o st FRBF B pet R S eKERSmitting

SwWi t chi nq_l and Internet Protocol (IP). The GPRS
erfity i yrhdach therpsaeadirg isgrdfectedd Birinventiqiy promidey axgethed g and

depl oyed in existing GSM based nobil e networks, in
appadeus foo rpeayerivie dataviayt ifi artrarGB¥sopme aad ox ssefd foe@npiokiag the

grow ng demand for wreless packet data services. WO
reZidBuit 062 d 60 uRCTEIBR20 08 A PAGKA fadio system but is not limited to such an

application.

I1. Description of the Related Art

The general packet radio system (GPRS) is a packet data based
communication systém that has been developed for GSM networks with the aim of
providing networks built to this standard with a way to handle higher data speeds and
packet switched connections. GPRS can also be used in time division multiple access
(TDMA) networks (IS-136). It is intended to provide a transitional path to third
generation (3G) wireless data services It enables the introduction of packet switching
and Internet Protocol (IP). The GPRS standard is now well defined and is currently
being deployed in existing GSM-based mobile networks,v in ordér to provide a way for

GSM operators to meet the growing demand for wireless packet data services.



10

15

20

25

2 The GPRS standard defines a logical link control

(LLC) layer which provides a logical link between a
worelilost18d at i on (MS) and a serving GPRS supporPCTIGB2003/005147

(SGSN). The logical link cantrol (LLC) provides

services necessary to maintain a ciphered data Iink

bet vReIGPRE si¥bdaddicfihes Slegal Tthie comgil ¢BLC) iayker which provides

mai ntai ned as 5 the M5 noves between cells serviced by

a 1d¥caP AR ewbtn WhEBbild18talybn &N{’Sﬁsaﬁcp_a &erve®d IGHFES REpport node

serviced by a different SGS e existing connection
SESRSEFFEIBA- T T8 4 0 bR T e«
e ok SRS TR M AREHR Y ORA, BRI R0 Bl inst o

the nobile station (M5) and the serving GPRS susport
the dfe moseshhtwaeri cells servieas byithei sgBientCIAI| Wéwh%?/f) moves to a

packets fromthe SGSN to the MS. The LLC | ayer al so
cefirbeinigobe svidearbyde igt=rénn §GSIV e xfstingncommectipn escrePBids! doyd a new

checking a franme check sequence (FCS) in the LLC

lokitamhki@hRtion Th@tdtlisheont ai ns the value of a cyclic
redundancy check (CRC) cal cul ation perfornmed over a

h - 1.nf grmat | [ 15 1 f
hecdety ST ISR 9160 3y gmfaribe e

tran may request

retransm ssion of the frane f,data r. whic

igEheBr g ha R A6t en L bRt el s rB Py spveen
protocols are intended to operate over services _

the angbyleBtatioant™MS) andigheyseryiag \OIgtS supRoTepofsr QG yarhpgint to
i nks. GPRS supports several network |ayer 20

mpltipbine alelivery oofi dagkgtspfrotmodel SGSAhspahedd§. Toe Liserlayesfalso
the service. Al functions relating to the transfer of

pro@ideo Tr Aerteolerdad frounicbsuptbd ADNSY By ehaxking adfrmmg check
transparently by GPRS network entities. A layer known

<HEESPoSP I oI chnssn ores amnce, gt cyol
reéﬁ%&# (s:ﬁei%g éléCRa lrc;z}ﬁ:gl?é{lgg tpglg[)mg&o%?ﬁq{ea@ér%aqﬂ%o%atTJﬁefields
in a frame. For the acknowledged mode of transfer, the LLC may request
retransmission of the frames of data for which an acknowledgement has not been
received.

Network layer protocols are intended to operate over services derived from a
wide variety of sub-networks and data links. GPRS supports several network layer
protocols providing protocol transparency for users of the service. All functions
relating to the transfer of network protocol data units (N-PDUs) are carried out
transparently by GPRS network entities. A layer known as the Sub-Network
Dependant Convergence Protocol (SNDCP) provides this protocol transpérency and

support for a variety of network layer protocols. The SNDCP is logically situated

below the network layer and above the LLC layer. It performs multiplexing of data
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perfornms multiplexing of data WO 2004/ 054180

wEO4aBA®®3/ 005147 3 conming fromdifferent sSoPCT/&€B2003/005147
before the data is sent viathe logical Iink contro
(LLC) layer. Data to be transmtted is first

comlrg pbexéitteyt tsherc&NDERre THeeddatia sew viaehe 18gigarekdiedontrol
to maxi mum | ength LLC franes that are then sent over

kl& to the 5 nobile station (or other network

entlty) At the rece|V|ng entlty the SNDCP | ayer

r easgg{gr?{ F?e]sn%g rstt I?f }rk]l <{ ?ggﬁe SﬁlibeCPg.h%Pdanﬂs then

r eques

acknow ed ed nod acknowl edged node. t
SSERIGN GomeTgt ngf*hﬁ%ﬁ Gt tF atgahgn sgntcw.thﬁ@ﬁca@ the

delivered by the LLC | ayer and data transm ssion and
nrobde ptation (bepthee metwask SNOOP. Af dhd_recejvang estitysthd ociNDER layer
10 order. In the unacknow edged node, the receipt of
redddeanbls thotdatoinf ihendldC fldneesnathe SANREP Icagirequest itk the data be
control (LLC) operation is such that for an

t@ﬁé&ﬂa&w eR0QH AnGLMIRBd RHRHYOSK aRr AhAG@bwitisdd Utolle. In the
(N-PDU) delivery confirmations froma sendit ng LLC

aagqto'\&xlé/dg%&’ n?ogﬁb%% rggerl]?tuﬁft' &l Y@({)(Jéﬂgxﬁ&? gd ﬁ@ﬁve‘f@&%? WAELEE 1ayer

protoc y nay 'ven

SPR AR IRGRLEE R PPl N&%&S%ﬁ S beEess! {;ﬁf:]]eyers o in

t he ot her hand, nust be given uentially. In the
oménwr@cmwlﬁéﬂeé mede ewem@if g“g‘tau%n@rﬁ@m&yraadu n the
sending SNDCP entity, the currently specified SNDCP

oper ahe omtirs ¢fl dogichl ulderconolt HilC) opewmtinstianswdy. that for an
These circunstances may ari se when the sendi ng SNDCP
a€ltiowlatiga opéragen, iR vork Gretetdlvrtyuri o(N-PDW dedivefyodonfirmations
buf fered N-PDU and di scarded the buffered copy but,

ML sdridirf 1108 enkiy B8R s%ﬁ‘(ﬁllnb 8hib-heiRligek Gébénﬁ@ntrc%@ﬂl&géﬁc@i@rotocol
t he rece|V|ng LL& entity Ras not yet = been able

(glﬁﬁlﬁ%@ gn@ﬁ drglggp nggg?gen Ay %Bﬁ%e&&nh&emﬁ{%&e‘i' W—%Usmnes by a

receiving LLC entity to a receiving SNDCP entity, on the other hand, must be given

sequentially. In the case where multiple N-PDU buffering is employed in the sending

SNDCP entity, the currently specified SNDCP operation is flawed under certain

circumstances.

These circumstances may arise when the sending SNDCP entity has received
delivery confirmation for a buffered N-PDU and discarded the buffered copy but, due
to a loss of an earlier N-PDU on the radio link, the receiving LL.C entity has not yet
been able to pass on a completed sequence to the receiving SNDCP entity. Under the

GPRS standard when a radio link deteriorates below a certain level or simply is

broken, the system may initiate a link reestablishment procedure. Alternatively, an
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GPRS standard when a radio |ink deteriorates bel ow a
certain level or sinply is broken, the system may

WO pooiost1€0 a | i nk reestabli shment procedure. PCT/GB2003/005147

Al ternatively, an WO 2004/ 064180 PCT/ GB2003/005147 4

M5 may nove to another cell served by a different

MESShNy mpde $© aasthemte! séEENby rodiffert@t 05N, udadoean inter-SGSN
procedure ainmed at reestablishing the link may be

rbitk@h upiatedhrb@atel an‘?lfed hNes8atsAME I ﬁﬁ'k mta? Be mvok%d
recei vi ng LLC entity's re-sequencing buffer wl

pur o o LY b Bene EBAL P 105 L 856 DS B S encineg
et BT e DS B ooty B Lot Lhe Sendi g it the

the receiving LLC entity has passed on the conpl eted
dasqiiantes Howewer, ifeers of mlepssparderses ishouldt ersuniafier thg sending
N-PDU will be lost in the purge. Any subsequent

engtyr ks sates sedodelivecyo eenfyrmpition eblutr efonsi the réadiving tIALC entity has
recover the | ost data. 10 The probl em may be better

paside bﬁtmq@rﬁmaaa ScNEhEab At @&1%otslmelaeﬁﬁ5}pmem19§ano N—PDU
F| gure 1, which shows an exanpl e of how thé SNDCP ah

I a
& s‘ﬁ%ﬁt&f&% ATR g ?&’23%?4?‘5@;@03%5%%@1‘%%@*%4@%“ fal
afore 109 circunstances. Figure 1 is divided into
Q{50 ‘{)eé OStI'—‘fg%re la shows the uplink transfer of
dataﬁ1 . froma nobile station to an SGSN) under 15
nor aﬁEPbéeéfleFfiadr &G iptebnenderserd fpm mogsideratipn of the
shows how an LLC link is reestablished and recovered
apesinppanying Figiire Uiy whigh shémes fni enamte glinev ke SNOGP anid ME.C layers
lines for an SNDCP | ayer 11 and an LLC layer 12 for a
ama bidbéle Stagibh RIS) MY alBrviag GPRISWodel (S6&SN)dhteddet blds time under
| ayer 17 and an SNDCP | ayer 18 for a serving GPRS

oR@detht ferhertfoned BirdirAdthites. EFl 5881158 8viR iRLNRL ARk f}g ure la
or store 21 in 20 the SNDCP layer 11 in the I\/SlS

t C u R,
438,009 FH a1y b4 TP B R 9 e
n-gprrexal@gsdetenor% rrlc(r-j conditions, and Figure 1b shows how an LLC link is

reestablished and recovered following failure of the link.

Figure 1a shows time lines for an SNDCP layer 11 and an LLC layer 12 for a
mobile station (MS) 13, and time lines for an LLC layer 17 and an SNDCP layer 18
for a serving GPRS node (SGSN) 19. Initially, a register or other buffer or store 21 in
the SNDCP layer 11 in the MS 13 has two network protocol data units (N-PDUy),
shown as segments [5,0] and [5,1] for transfer to the SGSN 19. The GPRS standard
refers to these segments as sub-network protocol data units (SNPDUs), but the term
“segment” will be used herein for the sake of clarity. The legend [5,0] represents the
0™ segment of the 5™ N-PDU in a sequence of N-PDUs. At this point in time, the

segment [5,0] has already been sent from the MS 13 to the SGSN 19 and the segment
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refers to these segnents as sub-network protocol data
units (SNPDUs), but the term "segnent"” will be used
whesogiopiBor t he sake of clarity. The | egend [ 5P01/GB2003/005147
represents the Oth segnentSof the 5h NNPDUin a
sequence of N-PDUs. At this point in tinme, the 25

SAREBbul B ST & SON iSRAl ihromgide WD oldr saitabl
(RIS 2, @aﬁég@trﬁe sﬁ%ﬂ%ﬁ? v%12004/10541§ (V5 oftier biftable

sto%T L %%%Rg.g{ %\?ﬁge‘lgND?g[ l%xé'r] ude Iegﬁyb §NVets J@gﬁo ation

are ter r her Sul

EHE T WAl = o

NPDU have been received by the receiving entity (i.e

SEAN I19B5GSN 19). 5 The SNDCP | ayer 11 sends a | ogi cal

link data request 20 to the LLC layer 12 and that
caus®lse SNBAPLiGydrallesend@a lagital dimkmata raquest 20 to the LLC layer 12
i nf or mati on-and-supervisory (1+S) frame 22 to the LLC

and tat cARes BN .E%ayethe lotSadshamen 2doaamica-asl-a@pervisory (I+S)
acknow edgenent request (A) for the receiving SGSN 19

frg'lznlé tbt 01§@nd,Dae gh@n Ggﬁ kngwedogpe r}trarﬁ\@ e tBBains an

ta 'has een receive | +S frame 22 al so contains
0 bot.h infornmat] heform

afigonfeddrtudsdiot O9) bt by SecoRiik SHSNEe AR i SR ack an
sequence nunber N(s) of the I+S fra the e
i SR SBQURTICEE FlbE en S Rdcd i+ it ] 48 coitains
frame 22 at the LLC 17 causes the value in a register
bathRpfdrmatien setthe o 8 £he SNP@U&SBQFGCM( R)1] anddsupgraspry data,
the nunber N(S) of the next in sequence expected to be

wheghaholadbs th &nadsdqubhcdasmparN(spefahe e framed so the
next nunber expected in the sequence is N(S)=55 and

t her gf @cQxhiBleY BleUlnd Bedulficd RGhBdras S¥(Riceiph of @le 1S fodme 22
The LLC 17 passes the segnent [5,1] up to the SNDCP

atlt%a i%gleffqgarusgg &1@ v%ﬂe 1x§1 g 'rﬁsttiro?:(#');to A LAy tl)gRS%?’l The value V(R)

cating rece er of segnents
ng;cazﬁ%zﬁsggﬁagg 304y b s S, S
has _]USt been received so the next number expected in the sequence is N(S)=55 and
therefore the value in the register V(R) is set to 55. The LLC 17 passes the segment
[5,1] up to the SNDCP 18 together with an indication LL-DATA-IND 23 indicating
receipt at the LLC layer of all segments in sequence of this, the 5" N-PDU.

The receiving LLC 17 also sends a supervisory S frame 24 back down to the
sending LLC 12 in the MS 13, which S frame 24 includes a receiver ready RR flag
and a next in sequence field N(R) indicating the number of the next frame in the
sequence expected to be received by the LLC 17, in tﬁis case field 55. The LLC 12 at
the MS 13 reacts to that S frame 24 by sefting a register V(A) equal to 55, i.e. the
value V(A) of the next in-sequence frame number to be acknowledged as received.

That, in turn, causes a confirmation of receipt LL-DATA-CNF 25 to be sent up to the
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20 sending LLC 12 in the M5 13, which S frane 24
includes a receiver ready RR flag and a next in
waeguoenaer fiel d N(R) indicating the nunber of POEGBe00B/005147
frame in the sequence expected to be received by the
LLC 17, in this case field 55. The LLC 12 at the M5

sN8cp @@@% $ 1100 S, Sorfffranmy Bdt Bythseihémngoand agifshes” N-PDU
V(A) equal to 55, i.e. the value V(A) of the next

havE bS&! R/Qgedf mg‘éaﬂémrSWqu 1366 @dIBEFRY copy of the 51

recei ve I'n turn, causes a confirmation of
i pt.L -CNF 25 to be sent up to the WD
N%@fﬁ%ﬁigﬁ PCT/ GB2003/ 005147 6 SNDCP | ayer 11 of the
, confirm ng that both segnents 0.an ft
S0 FeoNTa 9ETevR b dhe ﬁﬂ@n@au%ég lhgorsmeowiilof this
to deI ete the buffered copy of the 5th NPDU fromits
extaiplee the2 degnkne imghawmaPbiing dgmemittedrint dnelSeffamackd wihout a
[6,0]. For the sake of this 5 exanple, the segment is
reGHBWor as abendvdeddnadigMhid NPDU [6)0] IstEankfeand o26r wi thaeteiving
a request for an acknow edgnent. The N-PDU [6,0] is

SI{ID@PSflfSGJf" gd S@?‘SN 19 o tHR&afRGRAMPEs praVuRl Yl s&ibddN 8xcept that
in the sane manner as preV|oust descrlbed

thSIﬁClSe 1[1)? ﬁél{hng)t\azvtlea tbs!eﬂt Qa%k%%%g \g‘cﬁ%gﬁﬁg):% ?e%Q§.98 a&li'egtl?]tcr 27

een recel ve

. LLC f t uf f er G t
S 2B I, B 0SBl M 8
but not acknow edged as received by the receiving LLC
theinthe tdptallyas teen S@mgv%@pp@@@owec@feélaam@aeﬂ@ﬁ byakhs reeeiviagy LLC
that the transfer conditions deteriorate, as
emepiEsented by the broken line 28 in Figure la. The
next N-PDU segnent in the sequence [6,1] is
t r ansdretheepurbb@nbf RepLhEXdR, | ayeafe abwt fitat Mee Ifankfer Idonditions
the LLC | ayer 12 mhere it is transmtted in an |+S

2 i,N dj
SR LSRR L0 SR g A

seb,gjgﬂtt lglgtll}% eg%z:tnﬁer Ll qgl e ll\ﬁgr glt §IGBEPC@§7§ 3f4Re IR/?SS 13 to

the LLC layer 12 where it is transmitted in an I+S frame 29 together with other

system data including an acknowledgement request A. An entry, N(S)=56 is added to
the register 27 indicating that that data too has been sent and not yet acknowledged as
received.

Normally, the receiving LLC entity 17 would in due course send back an
acknowledgement of receipt of the segment [6,1], as requested. Receipt of the
segment [6,0] is implicit in the receipt of an acknowledgement of the segment [6,1].
However, in this example, the segment [6,1] has not transferred to the receiving
SGSN and therefore no acknowledgement is sent by the réceiving LLC layer 17.

Next, the SNDCP provides N-PDU [7,0] to the LLC 12 for transmission.

Buffered frame N(S)=57 is added to the register 27 for the segment [7,0] and the
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received. Normally, the receiving LLC entity 17 woul d
in due course send back an 20 acknow edgenent of

wo e@eioptisof the segnment [6,1], as requested. ReCEGBR003/005147

the segnent [6,0] is inplitit in the receipt of an
acknow edgenent of the segnent [6,1]. However, in

sédthént exa@imhfied bawseOmRMLEH 13 hndas inah 148 FedeeB0.elhat frame
the receiving SGSN and therefore no acknow edgenent

30 Sgetf m@ah w% SE&iVhHG Lk G7 qmevlc? th%lef%%mvmeLﬁﬁD@F can
o 7R e

prow LLC 12 for transm $sion.

25 Buffere adde to the r

APEprips I0E fetg%% =20 R AR g Sp e Ame ot be 56,
PCT/ GB2003/ 005147 7 segnent. is transmtted between

aphaoL P bt qze%acemumheralﬁ P Srameatiat Somas Thattress vege 1t Berefore
gets through to the receiving LLC 17. However, the
deteunines thgt ubt@égframhn thtetequence bas nayet gw thogelst er

V(R) =56 that the next in sequence franme should be 56

and Agtménfiontd presRusigrteecinusieest the tdsheof hamaLa hafker istto order
has just received. It therefore 5 determ nes that the

theOidta fifl ML coedt RERACLIBBGE: PASIHOL welo @&etsmbr:@uqine IAC 17
menti oned preV|oust herei n, one of "the tasks of the

tﬂ;é&a#eﬂ%’oi&sb&fto tsggr%nq i‘? Obgﬂf d r{%t pF%s 1p ERIE%B( e#[’&DCEL &ye:[718 of
e{‘seé%NﬁE?e{ 'e%ﬁs%%v?a%%?ﬁ@%?c%sw%és%ﬁes Ak 58S frame

however, send back an_acknow edgement ACK in an S

31 tosethapwih an ingicaies NREI0. Arhei ardnewleggervgR) isger thenisame 57
acknow edgenent is for the frame 57 (for which an

(fac kytoell exl gekmviledgesene guae st@atptedndnd hie inddiacattolls thel demding
the sending LLC 12 that the receiving LLC has

LLErEl theckhakdcef viiEBC Wls feReilvE@BR flates LpTd fréink 55N thi s
is that the segnment conveyed by franme N(S)=56 is

ther ghOr&: id B84 is fﬁ@tetht%%@gfnglgt édnge%%eﬁfﬁﬁ%dﬁ §)05(§ If§ §16refore

|an|ct |nforrrat|on | eari ng register
he %ﬂ £ ranme es N o
l%te(;fa{lﬁ Ssg avrgs%)nd% P(P this 1mp§1c?t 1n5f%rmeﬂton y glearm’ the register

27 of the buffered frame copies N(S)=55 and N(S)=57, because these have been
acknowledged as having been received by the SGSN 19, and by sending information
LL-DATA-CNF 33 confirming delivery to the SGSN 19. First, the LLC 12 sends up a
receipt of the [6,0] segment and next it sends up a delivery confirmation for the [7,0]
segment. The SNDCP deduces from this that segment [6,1] has not been received and
so holds onto buffered copies of both it and segment [6,0]. Together segments [6,0]
and [6,1] make up the 6™ N-PDU and all of the information for that N-PDU is
retained by the transmitting SNDCP 11, until delivery has been confirmed.

At this point in time the LLC 12 aftempts to retransmit the missing segment
[6,1], as represented by broken line 30°. The SNDCP 11 provides the LLC 12 with the

next segment [7,1] in the sequence for transmission to the receiving entity. The



acknowl edged as havi ng been received by the SGSN 19,

and by sending information LL-DATA-CNF 33 confirmng
waledoswerigot o the SGSN 19. First, the LLC 12 sendBEGBp00a/005147

recei pt of the [6,0] segnert and next it sends up a

delivery confirmation for the [7,0] segnent. The

29edREss f:&gﬁhg me§raﬁ§?r§§51§1e§&%ﬁ5 66.bhih hae &;‘ﬂnent (6,13

een recei ved an so holds onto buffered coples of
t
et 58k, 530 OBRE 1 BPRR °P

i nformation f DU.is .retained by.th
CPRIAREG SEEPFRY [ Gipent Tft'\%fﬁ‘ﬂ?ﬂﬁr%féY‘?“\)@’rtge freeTiRehLC.
confirmed. At this point in tine the LLC 12 attenpts
to r &he Reeatving LA& sAnds baak a2 Firewt36 tp ghertransgytting LLC, which S
represented by broken line 30'. The SNDCP 11 provides
5 fiahe 3d Contdnsboth 4 belectBe mdxdowkdgmentt (BACK) ofnthehero sequence
sequence for transm ssion to the receiving entity. The
b9 Q450541 8Rd BE Hh & (i At R )=5b. rB@i préRhce of the mc}]lcator

27therefore contains retransm ssion copies of both

%ggﬁ'ﬂ)%lgj) Qlalli]rarpé g@?g s'tﬁ@og@'ﬁe }%n%gﬁgfﬂ% dlL] oilfframe of N(S)=58

transmitte contalnin

rame : .
i BB o1 Fg Pereere ot eiswgalL@cbf%-&ﬁa% cgnénwgﬁshvew
36 to the transmtting LLC, which S 5 fr
of g HEmEnbB: H 18 Sevl Wt e DREBledge ﬁ%%ﬁler(ts/&bkj agg [7,1] are
the two sequence nunbers N(S)= 57 and 58 and the
10 theneforatonsidtie®Rby3be SN BHlagerehicte hafve bhen deldiecal and, are removed
again, inplies that frane 56 is still lost. The

ffopi tha R&finSHiseionGapPyr of thhirlayee. of N(S)=58 is renoved
fromthe register 27 and a signal LL-DATA-CNF 38

conf g &%ﬁ@'éte&ﬁw thedl Wae ﬁ)?gé'm[g—&de[tgrrriﬂled Spesient ofunlme as
to the SNDCP 1 The segnents | ] 7,1] are

dggeghl%g blyvegﬁgelnq i) 4 4lby hB&n gD??(r)g ay Q) heilljthl: o3 tﬁner period

ar e’remnmove
retransnj ssi on buffer er.
cSPU; BN OTaT fsmits (et dat %fﬁﬂﬁé E+ Bieo10't ppgaining
as determned by a systemtiner 40, known as "T201".
15  thheagmenel6thoThay #empsafsodails (as determined by a lack of a reply by the

time that T201 40’ again expires) and so a further attempt is made to transmit the I+S

frame. This is represented by the retransmission (Retx#3) 30”’’shown at the bottom of
Figure la.

The timeline is continued at the top of Figure 1b. When the number of failed

20  retransmissions is equal to a value held in a register 41 known in the GPRS standard

s “N200” (in this example N200=3), the LLC 12 at the MS 13 responds by

abandoning the retries and attempting instead to reestablish the LLC link. The LLC 12

at the transrﬂitting mobile station (MS) transmits an unnumbered or “U” frame 42

containing an LLC layer 2 initiated SABM command (set asynchronous balanced
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expires, another attenpt is made (Retx#2) to transmt
the 1+S frane 30" containing 15 the segnent [6, 1].
wa bat/ostisenpt al so fails (as determ ned by a | BCRGBR00a/005147
reply by the tinme that T200 40' again expires) and so
a further attenpt is made to transmt the 1+S frane.
mblk)s Thé plipscestnisas tdyaush thel ELT HAR b 56 rexBt Hfreit ts#RY link being
30""'shown at the bottomof Figure la. The tineline is
regggf,lqsﬂy@d at the top of Figure 1lb. Wien the nunber of
[ed 20 retransm SSI ons is equal to a value held in

?i fneghzgﬁgxag%h kpe%d §3§1§ ggpoEgﬁgiggnacgﬁo b NBORLC o the
SRR N BRI I o bt e S R g

the transmtting nobile station (M5) transmts an
(Wivrleyeb @ echidy is'takerf asapre adovwdesigenieni ¢igthaSABM ¢emmand Both

initiated SABM command (set asynchronous bal anced WO
LR004203% 18én B $S320@B1 DOBIRABLISHAOND) to Heer rupqetse SNDCP

this is to cause the LLC link to be reset prior to the

layéK 1 Dei kontAaas alt | shqchatidhexiniNete, t\bﬁﬁcﬁeﬁﬁilié's Ng layer 2
GSN responds by” sending back to the LLC at the

o] a%g%\r}sg‘h&%n e B ¢ %?1‘21@3? %%Bfrggtgu@rnr} g‘)hé DediSHIIER TP Bayers

gement response

i 8 e Farg i FREALS a1 & gef”éﬁﬁ{g Lo arafieh %Efﬁwg(cpatems reset

their respective SNDCP rs 11, 18 containing the
t0) 2eFQPTRhGrEIvicRE TRt NG and\ﬁhecﬁlw hpkisdbugreselyer 2
originated instruction, i.e. an LLC originating
i nst The téxarfewTdperatiogs seree $o atcoveidrbmyrerestablishibgthe tidde Note
transmtting M5 and the receiving SGSN are then

thelsugiaily Womnhefitss favesfthanddd shown € Bigare Df. IFakt, ehe SISDERLL] at
state) and the LLC link is thus reset. The next few

th@FNIS 38 irQRRISEIWiErol the T EEOMBEr ﬁtﬁ@ﬁﬁtﬁ f&%ameh@[@ 3)9n tREorm of
l'ink. Note the simiarity with the first few

a %%ﬂgﬁat%*}é’dmst'& tﬁhtgéﬁ ges tfe LEbrlﬁ}ger 1&*18 tr%r’\xlg%ct) al:li }ni%}matlon—
and-supervisory (I+S) framé 45 to the receiving LL.C 17 at the SGSN 19.

This I+S frame 45 (N(S)=0) is received in-sequence, so the data for the N-
PDU segment [6,0] is simply passed by the LLC layer 17 up to the receiving SNDCP
19. The I+S frame 45 contains superviscry data, which includes the send sequence
number N(s) of the N-PDU. In the example, the send sequence number N(S) is now 0
because the LL.C layers have been reset. Receipt of the I1+S frame 45 at the LLC 17
causes the value in a register V(R) to be set to N(S)+1= 1. The value V(R) indicates
the number of the next in sequence expected to be received. The LLC layers have
been reset to zero so the next number expected to be received will be 1, i.e. V(R)=L.

The segment [6,1] is next resent down from the SNDCP layer 11 of the MS

13 to the LLC layer 12. The LLC layer 12 reacts by transmitting another information-



the M5 13 resends down to the LLC |l ayer 12 the data
for segnent [6,0] in the formof a logical |ink data

WO e@u®s418814 t hat causes the LLC | ayer 12 to trBOEGBR00AI005147
i nformati on- 15 and-supervilgory (1+S) frame 45 to the
receiving LLC 17 at the SGSN 19. This |+S frame 45

aﬁdsléugkﬁﬂaor'y FIHDERANES A6 itH1BCUNENCE at HR $GSNAEL A HiOtimdeNBe 1+
N- PDU segnment [6,0] is sinply passed by the LLC | ayer

frathe Y& ddds %Bﬁtafneﬁpﬁc\khg\ggetﬁg%i fﬁd _A-I,_t%?fe!:tféli bk f]’rg receiving

cont ai ns supervisory i ncludes the sen

nce unber N(s f th PDU. In.the exanple
LR ng Bt hibisie Rl e s g 1ot Bt BTReSy pe 1o
LLC | ayers have been reset. Receipt of the |+S frane
frame 46 alsconteing the sead seqvepprenymbefeNih=h Resgintob thaf4R) frame
to be set to N(S)+1= 1. The value V(R) indicates the
5 46anthe L6 1T ¢rarserethe vilne YR Msrmeseesqp clited 140 1 hpasses the segment
received. The LLC | ayers have been reset to zero so
[6, Meup@Xthe SN | Lasdewhefbcti@edi-segoenceed Wil |l be 1,
i.e. V(R =1. The segnent [6,1] is next resent down

fromrhhey SNOCH b syt akdpQlisbRes MEmeX® Hadk @ whhs thdf3.C 12 in
| ayer 12. The LLC layer 12 réacts by transm tting

anpicher .1 nf or mat | WO 80, ,PCT/ 003/
LSRN S A R SR S TR TN
.SGSN 19. This ti the ] +S frane 46 does contajn an

ingigeHB R BURRT Ofrthe PErLATaIRE {1 Hie; S\?@P‘gﬁcsgkpﬁ‘e@ecp fpae received by
receiving LLC 17 to send back an acknow edgenent when
10 theHd (g7 .dntikis coredicld acBiodeldC 12nebtheddS 1Brreants Wahaf Ssisame 48 by
contai ns the send sequence nunber N(S)=1. Receipt of
séthigg b +e3idteraVies Beqhbl at2, i.hethk valud Bf deusas in-feguemdefean IR)mber
to be set to 2. The LLC 17 passes the segnment [6, 1]

tdBe héknbigedoBIDeE rek8ivas. THat WaSuime6Risked coffi sRAleang elelivdig LL-
LLC 17 al so sends a supervisory S frane 48 back down

ﬂﬁgé]@ﬁﬁ-{ocb nt Op td i€ Mp B 1%9'}?&?3&@%@98& ih ﬁgb’bom

ag and a next In sequen I ndi cat

SRR ShuBg 50l R B ggriene erpected
15 The '%“%g S%\I%)(?lt) ltl h\»\?asl\{%ol%i’?’> egﬁfae(r:ttt?at ttt?e trergzgitvin% g(r}gllr\rle haAcfiSre?g{ved the
7% N-PDU. When the receiving LL.C 17 received segments [7,0] and [7,1] it sent back
an acknowledgement SACK=57+58 in an S frame 36 (see Figure la) and the
retransmission copy of NPDU 7 was deleted from register 21. The 6™ N-PDU has also
been received and acknowledged as such, so the SNDCP “thinks” that the next
20  segment to be sent is [8,0] and behaves accordingly.
However, the truth is that the 7" N-PDU never got sent up to the SNDCP 18
layer of the receiving SGSN 19 because the LLC 17 thereof was waiting for the
receipt of segment [6,1], so that it could pass all of the segﬁlents [6,1], [7,0] and [7,1]

up to the SNDCP layer 18 in-sequence, as it is required to do. When the LLC layers

25 12, 17 were reset the segments [7,0] and [7,1] in LLC 17 were deleted. As the sending
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setting a register V(A equal to 2, i.e. the value of
t he next in-sequence frane nunber to be acknow edged

wasommesasyved. That, in turn, causes a confir mPCDGBOF03/005147

delivery LL- DATA-CNF to bdlsent up to the SNDCP | ayer

11 of the M5 13, confirm ng that both segnents 0 and
SNIXEP tihehat drdidPlAdidual &ts heeamsaédsionecasl. ofl NPINEé SNBER carlier
11 was "tol d" earlier that the receiving SGSN had

deBeR) Y&dirtdaBon Wab gN‘eﬁ) @?J sedhSNLLOEI X @f8é 4 0w A6 rddend NPDU
recel ved segnents [7,0] and T? 1] 7't sent back an

@ﬁhr&&wpg;l??gﬁ@ér{rﬁ%ﬁgst%ﬁdéﬂh% %&dﬁ?@@ 36 (see

gure ransm ssi on copy of NPDU 7 was

del eted from.register. 21. The 6t N—PDU h

Gt pRg EndNS L How Hagaty U un e ugeher ikt and SNbce
"thinks" that the next 20 segnent to be sent is [8,0]
layses Bethg\asknawledgest mgty of laparation s tp@revide | highlyyglhiable link
the 7th N-PDU never got sent up to the SNDCP 18 | ayer
vafhotithdata éess) tarnge $EShull ntblecamt spplidaciohd. The 7starklerdeas currently
was waiting for the receipt of segnent [6,1], so that
defin€dQy tHérd¥aeTaidink iRfts sikedsagnments [6,1], [7,0] and

[7,1] wup to the “SNDCP | ayer 18 in-sequence, as it is
required to do. Wen the LLC layers 25 12, 17 were

reset the segnents [7,0] and [7,1] in LLC 17 were

gg"l’? Eégooﬁoégif—iﬁ%m%ﬁﬁﬁiﬁﬁmy deleted its

retransm ssion copy of NPDU 7 when earlier  delivery

conf PeReidingntangae @ﬁRPéhowhesmem@ theee 19 providsdea .détan'aansfer
way to resend NPDU 7 and so NPDU 7 is permanently
prassdurg fioetransfregpg gate o€ d risseqkdmpe betweet lai tansmiitting entity and a
unsati sfactory because the purpose of the LLC and

r&NBGE etidyaydich eittitiel ecadle koaiptisd geldigh@rdéatothandléteatayemnand a
is to provide a highly reliable link wthout data

16W&Sdatd Wandfy Rief, aHé throdeliRleCEARbriARP! irsREdrOAS doWAefrom the
standard as currently defined is therefore failing in

Hi g}h@r aﬁtgthﬁgdﬁn%sllﬁyer%‘l’%ﬁ%s%ttﬂgl':entl't\p/%\ﬁfe%er data handling layer

of the transmitting entity a data unit of the data sequence, which data unit comprises

at least one segment; transmitting via a transmission link between the transmitting
entity and the receiving entity each of the at least one segment from the lower data
handling level of the transmitting entity to the lower data handling level of the
receiving entity; sending an acknowledgement of receipt of the at least one segment
from the lower data handling level of the receiving entity to the lower data handling
level of the transmitting entity; transferring up the at least one segment from the lower
data handling layer of the receiving entity to the higher data handling layer of the
receiving entity in data sequence order; and wherein the higher data handling layer of
the transmitting entity is arranged to retain a copy of the data unit until such time as

an at least implied acknowledgement of receipt of earlier segments in the sequence is



10 According to one aspect of the invention there is

provided a data transfer procedure for transferring
walaioa/0efis@ dat a sequence between a transm tti NECEOBRG0F/005147

and a receiving entity, wh2ch entities each conprise

a higher data handling layer and a |ower data

sEABAL REmItRY Rk eividdnft0RaBd [ovet ARfAMaBdING: le Vel Sifettrdrs M@ting

down fromthe higher data handling | ayer of the

e%@§nsn1tting entity to the | ower data handling | ayer

of the transmtting entity a data unit of the data

sequence,,.. whi ch data unit. conprises,. at.|east, on
egnentercintlnamofiEt fuwlh of G TRERTRT el is mEnke g8 aapunster
the transmtting entity and the receivin entitg eafh
pEFcedie f9F traBsfefringn &0 QebfyBIVinst FHIHY t |°§v9e agapegquence from a
handling level of the transmtting entity to the | ower

5 tolatneitthgrasititngprhpsihg ahighhedats bendlingigyes and ayoweredad mapdling
an acknow edgenent of receipt of the at |east one
18Rg Ratpréldiifeotdrhpesing@Weinsidaiy Hawdlfrarg theuggheofdatahkandling
receiving entity to the Iower data handling |I|evel of
143810t tha sl tdalahn 8 d faYer 4 ARDSLEDF IhB YatiRelhcalwhi€R84ta unit

ne segnment fromthe |ower data handling’'|layer of the

recejvin i h i gh dl:L0G:
chRETS B3 ST hht Sedely R oG 0 FaRERSHLT TR o tower
wher ei n the higher data. handling,|I r of the
EdEe Frg whs et RagLaeh 6Tt o st g sperpmt for the
the data unit until such tinme as 25 an at | east

10 reaeplingeentiipkreseilvinggeinbatowsr dase banstlingflewed ranj agkngwledagment of
in the sequence is WO 2004/ 054180 PCT/ GB2003/ 005147
rdc2ips efi thebatdkast baens¢dneent éoen therrgecedving teytityo andhevhiemivethe higher
data handling level of the transmtting entity.

dAGaRhaiD]aler 6NOENRMsARRLEENDY i Agarigel entdtain 4 beyeofithe data
provi ded a data transfer procedure for transferring

u@ﬁt‘fhtiﬁ Q68 Yinfd a@ahiémeg@tiﬁp@éq aclg@m@cggﬁgfreﬁgeﬁ NGt earlier

ransmtting entity conpfising a hi ata
ayer and.a_ | ower

handl.i ng | I dat a,_handl . er.,
pRbehar £ SRS i reoR B8 P BRGLIE b b Mver doa
hi gher data handling layer to the | ower data handling
}Pﬁg@%lﬁwﬂata unit of the data sequence, which data
uni t

According to a further aspect of the invention there is provided a

15

communication system comprising: a transmitting entity for transmitting data of a
data sequence, which transmitting entity comprises a higher data handling layer and a
lower data handling layer; a receiving entity for receiving the data of the data
20  sequence, which receiving entity comprises a higher data handling layer and a'lower
data handling layer; means for transferring down from the higher data handling layer
of the transmitting entity to the lower data handling layer of the transmitting entity a
data unit of the data sequence, which data unit comprises at least one segment; means
for transmitting via a transmission link between the transmitting entity and the

25  receiving entity each of the at least one segment from the lower data handling level of
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conprises at | east one segnent; transmtting on a
transm ssion link fromthe |ower data handling |evel
w@bootloss180 ansnitting entity each of the at | eaBtT/GB2003/005147
segnent for the 10 receiving entity; receiving at the
| ower data handling | evel an acknow edgenent of
tHeQ€@b iR edeht wﬁ t@thd 1008t daaRasdpiFEBlel fof @ig tdaeivirgomitivy; maeans
entity; and erein the hi gher data handling | ayer of

f&r@@ncﬁﬁﬁﬂﬁat &BW%U@BHEM ré %Tﬁfégeﬁ‘#ezfspoﬂeeée@h@n@fr%m[e lower

uni € until time as an at | east

AT LSS s PGP, U 8 s 0 s
receiving entity at the_I| ower ggta 15 handling. | evel

ARG e ey FHEnstsEREP Hast W@ﬁsmswgﬁfwert%e lower
is provided a conmuni cation system conprisin

detndnadiing fagey efthetipcdivingtantfste thei lighatadaga ban mgdam of the
sequence, which transmtting entity conprises a higher

redatvingheneiell innditd eeg@encerdder; andwherethatha highed Hatadahdiinerlayer of
a receiving entity for receiving the data of the data

tf?eotracrﬁﬁxﬂﬁﬁ‘@ @ntxtwik ﬁﬁaﬁg%@ﬁb%tﬁﬁ £88Pyt of 16O WRfal E@SurRil RL&hEhe as
dat a andflng ayer and | ower ““data handling | ayer;

TIrdH v ot e TR D0 g
T 3 Nl 00 Loyt oL 8 L NSELL L0 EY Hehing

conprises at |east one segment; neans for
entitinsnitting via a transm ssion |ink between the
transmtting entity and the 25 receiving entity each

of t Wae atvehears blsopeovidgreamsmittiogrentity fhowensmitiing data of a data
handl i ng | evel of WO 2004/054180 PCT/ GB2003/ 005147 13

séqiendd FRAMcbdiving éfity iy atcomnhiRidativRy sydadnd, thantinkmting entity
|l evel of the receiving entity; nmeans for sending an

c?&éﬁnﬁ .29%?%@9%&“ hdrRERkE Ahye?f tlB@e@Haﬂa%ﬁhﬁQ@aﬁ?gﬂﬁﬁﬂs for

dat a handllng | evel of the reéeceiving

trtaﬁgfle d wn reorrll ?hwel{l he&;dgt gﬁﬁghﬁgﬁg ?llne l%&ve} rc‘igta hﬁndhrig layer

I'ng en err

Ifaﬁ on e%nmtfromthelg
ta unit of the data sequence, which data umt comprises at least one segment;

means for transmitting on a transmission link from the lower data handling level each
of the at least one segment for the receiving entity; means for receiving at the lower
data handling level an acknowledgement of receipt of the at least one segment from
the receiving entity; and means for causing the higher data handling layer to retain a
copy of the data unit until such time as an at least implied acknowledgement of
receipt of earlier segments in the sequence is received at the lower data handling level
from the receiving entity.

The above and further features of the invention are set forth with particularity

in the appended claims and together with advantages thereof will become clearer from
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5 data handling layer of the receiving entity to the

hi gher data handling |ayer of the receiving entity in
walatoa/0sdaguence order; and wherein the higher JdBCEGB2003/005147

handling | ayer of the trangmtting entity is arranged

to retain a copy of the data unit until such tine as

cansidérali@ast thenfollbethgaddemind édgeprnt ofodn exeplpty e@hbodiment of

earlier segnents in the sequence is sent back from

th BIvERTAR Oy RN ffd¥ndottheadcowPhnydad arabangll i ng | evel

of the transmtting 10 entity. The i nvention al so

provides transmtting entity for transmtting data of

a data sequence for a receiving entity in a

comuni cations system the transmtting entity

conprising: a higher data handling |l ayer; a | ower data

handling | ayer; neans for transferring down fromthe

hi gher dat aﬁwp’ﬂ@qw&IQ%th'EHm@%W!\Ngshandl i ng

| ayer 15 a data unit of the data sequence, which data

uni t Iodhepdrawmgs:aat | east one segnent; neans for

transmtting on a transmssion link fromthe | ower

dat a fandllangolve el exeatly petedde fat arl eplsik eassfeceiMemnt under
for the recei vi ng entlty, means for rece|V|ng at the

Ao%fand%%eﬂoﬁﬁﬂglcb tibf gl 1%010%%1@ geeRA; of
recei pt o ast one seg on1 t he

receiyin and h

Gat o Hiafith Foods af R TRR e o B de e iR o vering o
uni t unt|I such_tine_as an at | east l'ied
H@%HBWW@EQ@HﬁﬁPf@FlmFe%@WBWOHﬂYQﬁFPP@?R§§§hents in the
sequence is received at the | ower data handling |evel

f r omHigee 2esbdvs agewnprocsdureTfas aapipliek andsteupf datp under normal
features of the invention are set forth wth

gndrdetegiotaging tynditionst ed appended cl ai ns and t oget her

wi th advant ages thereof will becone clearer from WO

2004/ Ppdk80h REJWBARABHARRAGE fol 4ezABREHIRE Ahil BcPtrikd@ link

follomnng detail ed description of an exenplary

9 Fihell invention given with reference to
ft%ﬂg g‘lcgg%%%ﬁyf r‘?gn‘ Fawi ngs. 5 BRI EF DESCRI PTI ON OF THE

DRAW NGS

DETAILED DESCRIPTION OF AN EMBODIMENT OF THE INVENTION

In a GPRS system where reliable delivery of network layer packets is
required, it is the function of the logical link control (LLC) layer and the radio link
control (RLC) layer to ensure that where delivery has been unsuccessful, appropriate
action is taken to retransmit lost information and so guarantee delivery. The LLC and
RLC layers have limits to the performance of their recovery mechanisms. The sub-
network dependant convergence protocol (SNDCP) is permitted to maintain its own
recovery mechanism of retransmission to suppiement that of the lower layers, for use

when such limits are exceeded.
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In the drawi ngs: Figure | a shows an existing procedure
for an uplink transfer of data under nornmal and

waledoesas@t i ng condi tions, as previously descrP@EdB2003/005147

herein; Figure Ib shows ani&xi sting procedure for
reestablishing and recovering a 10 link follow ng

fai | One &f tHehfunkiidrs, ofashepsEvnaustly ddpsdantechveggeace protocol
Fi gure 2a shows a new procedure for an uplink transfer

(SNDERY & tandRs ndtRoBlayePPRkee! R éMeatneRebrk Pastotd] A units (N-
and Figure 2b shows a new procedure for reestablishing

PRI BB e G ot cro-lfec s Bheowork
ehp Ry r (R e R P, 17 LSeh Bt iyt

of the logical link control (LLC) layer and the radio
(LERRUs ) st ¢ropre(gRyan) tof thy LG tryen §Qirteanspert tovksr igceiving SNDCP
del i very has been unsuccessful, appropriate 20 action

engtyt aken to retransmt |ost information and so
guarantee delivery. The LLC and RLC |ayers have

L' i t$e trécei i BRIDCY BRMGEME: ré-AsiemblegRVREMents (SNPDUSs) into
mechani sms. e sub- network dependant convergence

NPBIRGE o n\gl}lﬁ(&@vér (t)(%’ﬁlre'nemcﬁﬁ 1R MR AL thhSth@¥eiving LLC

recovery chani s retransm-ssion to suppl enent
when such limts

t hat ., of tH% | ower, | avers g
98 dehiedtiae HighsobhroRe sH T esBoba Bos ! Taeg for
of the functjons_of the sub-network dependant ) )
spengvbylgarrsemBlyo Wicst segmaucNERUSAre ARst d4e tusFIRY frhihs radio
packets, so-called network protocol data units (N ‘
lmbUthe, LI{Adayen is eggpensible Hesre-sequencyeg amit reskivpd dutkdteansmitted
segnents, so-called sub-network protocol data units
NP Iseforefdetivancapeutad ving SNIXEP.| | nk | ayer pr ot ocol
data units

The sending SNDCP entity is sent confirmation of SNPDU delivery by the
LLC layer when the sending LLC entity receives acknowledgement signaling from
the receiving LLC entity. The nature of LLC operation is such that SNPDU delivery
confirmations to the sending SNDCP entity may arrive out of sequence, and only
signify the successful delivery to the receiving LLC entity. SNPDUs will only be
passed up to the receiving SNDCP entity when the receiving LLC entity has received
complete SNPDU sequences, i.e. when it has received all of the segments of an N-
PDU.

The GPRS standard defines a LLC link re-establishment procedure, which is
of no consequence under regular operational conditions, but which is invoked under
poor transfer conditions when the LLC entity’s link with its peer is lost. The LLC link

re-establishment procedure resets the LLC layer and purges LLC re-transmission and

re-sequencing buffers. Under such conditions, as previously explained herein, a



5 (LLPDUs), which are given to the LLC | ayer for
transport to the receiving SNDCP entity. The
WOo e@eiosilsg SNDCP entity nust re-assenbl e the SPOMEBR®3/005147
(SNPDUs) into N-PDUs for dfiward delivery to the
network layer. It is crucial that the receiving LLC
sdndit@rSNIBCP vttty hegehdve bebie gives eioxfingatiNDEPSINBDET délivery, but
the correct sequence for 10 successful reassenbly.
boMGieneeReBRing { BNPRYS) had §iok Gt BHRILEd &F Fedfeqndid}e of the
radio |ink, the LLC | ayer is responsible for
guenc ei efra e
S@EP%EEHEQIhgg}ﬁg%ogsﬁbdégggF@#%S @ﬁD%%E%%#%gsen iE%ﬁq/had
SN entity is sent confirmati on of SNPDU delivery by
gty Wrﬂ@@qdéygp'mhen the sending LLC entity receives
acknow edgenment signaling from 15 the receiving LLC
5 entiThe seTHagnANREE @ity ma@ingpey atbubaredsopiiof theher gisNRRPU,
delivery confirmations to the sending SNDCP entity nay
amd rdosse nowidelefe siegumitic eall ENEDANIsggmentgndff yhet beginal NPDU are
successful delivery to the receiving LLC entity.

cHRRLS d¥iVeke @ Thirehste, RASISC AnK Re-ERaBIRBmMERCRLYIINEE M6 the
entity when the receiving LLC entity has received

P e i1 [ a el Vv

PO iy RS AP Shpriy SpeHBRs o e RapRBCH, Ropecayery
def i nes LLC lipk re-establi t procedure [
reghang dooubisenivncEe Sitsdre SRiTTaEBcR s fuptble SppUs,
condi tions, but which_ is invoked under poor transfer

10 thivreapvenomschimesn isHasufficertiie ghgrantes pyeetifeliesaVepeer s
| ost. The LLC link re-establishment procedure resets
t he TheCekiayeg neablarpsmge lawed in ghatrwihemni s buffered NPIDB copy is
re-sequenci ng buffers. Under such conditions, as

dpeauddy usl del@xRdandednhifiel NPDY (W2 2694nas 41 88PDUs) may have
PCT/ GB2003/ 005147 16 sending SNDCP entity may have

bOSEI SAVRAnE ANC [iABEd-QRatPEh RN HEA N XiBRY re-Buencing, because
because the“receiving LLC | ayer had not yet conpl eted

oftad %}lf’e%wingghﬁfiné B&n fully delivered.

15 This problem can, however, be overcome by modifying the procedure to
ensure that buffered N-PDUs are discarded in-sequence, in a manner consistent with
the in-sequence delivery by the receiving LLC layer to the receiving SNDCP layer.
Thus, when the receiving LLC entity’s re-sequencing buffer is purged during link re-
establishment, the sending SNDCP entity’s recovery process can successfully

20  retransmit all purged data without loss.

An example of how the modified procedure operates in practice is shown in
Figure 2 of the accompanying drawings. This diagram is similar to Figure 1 in that it
shows an example of SNDCP and LLC layers at a mobile Station (MS) and a serving
GPRS node (SGSN) interacting over time. Like Figure 1, Figure 2 is divided into two

25  parts that show (a) an uplink transfer of data (i.e. from a mobile station to an SGSN)



SNPDUs, they have now been del eted before the

receiving SNDCP entity had actually received them 5
wab@4s84180 ng SNDCP entity mai ntains a buffer edPCDOEB2@B/005147

the original NPDU, and dod% not delete this until al

SNPDU segnents of the original NPDU are confirned
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NPDU (as a sequence of SNPDUs) may have been purged

5 SHRGCHpyer Tl lin the ¥§- Eshelbingsmoaratworki protocalvdita iungs (N-PDUs),
re-sequenci ng, because of an earlier NPDU not having
sheen af ukhiyeate! [5\08rad. [515 0t SaRfedbbbethe CRAGSNN09\EYERE prdeedure
overcome by nodifying the procedure to ensure that

cBitfrdugs @@déﬂ‘cﬁ%pr@@%u@&%ﬂ{ fedehd éqfigﬁ@% "y trd) t‘ﬂe 'ﬁ@ﬂﬁ‘ﬁ{ time
consistent with® the in-sequence delTvery

V\;b%i:eefhg ﬁﬂaxjn%%d Y fthint nQr lg(ﬂﬁ aé%f“e%t V% Q&n%&%em%}{te éSAanK) of the

he’ recei vi°eng e-sequen
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successf ul | 20 retransmt all purged data w thout

10 LEES4 aph tos ikl Eelotes Hbmrairmasmiseion; ey phiokedMiS)=58 from the
operates in practice is shown in Figure 2 of the
regigcamPanHowg velr, amlkgsFighte daditlegnetmnsmission tapiet of segments
Figure 1 in that it shows an exanple of SNDCP and LLC

($NpPUS) @0]andyhil| gresioatiéierd (Mn) trRRegigteS 2T W the SNBEDlayer 11,
node (SGSN) interacting over tine. Like Figure 1,

b Qﬂérs‘?m 1 Safled i dednkiRh&, tﬁ\pt}%sseg?n{egﬁ %WU?E?‘Q’% 629 n&been

upl i nk nsfer of data (i.e ion to

cgrrljfu%%ws dV\Pver(e)cQ 4bu9§€'zilt agggégclsnBezn %le,(/thOQSS E’flg] has been confirmed as

15  delivered, it is therefore known by implication that the receiving LLC entity 17 has
not yet passed segments (SNPDUs) [7,0] and [7,1] to the receiving SNDCP layer 18,
as it must wait for completed sequences to be received before doing so. The re-
sequencing buffer is at risk of being purged as a result of one of two aforementioned
procedures. It is therefore better for the sending SNDCP entity 11 to retain

20  retransmission copies of confirmed segments (SNPDUs) [7,0] and [7,1] in case of
such an event, and only delete them if confirmed as delivered in-sequence.

The remainder of Figure 2a is identical to what is shown in Figure 1a, with the
LLC layer of the MS attempting second and third retransmissions 30” and 30"’ of the

[6,1] segment following time-outs of the T201 system timer 40, 40°.



under normal and deteriorating conditions, and (b) LLC
link recovery following failure of the link. In the

WO paoe0ea80 of brevity, the follow ng descri pti oPCTMGBR003/005147
concentrate on the differdfces in Figure 2. Figure 2a
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received by the 10 LLC 12 and the LLC del etes the
5 et tenisin® $mjean 12, 0yindfoth teneansn8)ing 813 8 rantitiee receiving SGSN
regi ster 27. However, unlike Figure la, the

(DR TREAESIARAQREF B8niBfs 8RGBRAtSzerd. SNPDUs) [7, 0] and
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known by inplication that the recei vin LLC ent|t 17
bﬁﬁf§fedﬁ?}fa“§’é¥ssk9§s¢§@t?s§$g}ﬁ%‘ﬁ%‘§s {SRPES ﬁ?ﬂ ot rs%féte[ Lftpgether
to the receiving SNDCP | ayer 18, as it nust wait for

10 vdtnhk duifdredaquanmoessicrocdmes efcwigwentsH6100 aad d6ilhgltsis, when the
The re- sequencing buffer is at risk of being purged

s@sierd ré3tiblishedl the NEOfink, Whe aihdnimatINIDEH 1 1pfcagmintsakat it has
It is therefore better for the sending SNDCP entity 11

tb BesERE Bt tk%%e%Ug:ﬁt@B? S QIPIY Rh & theQbgifiORE bf IRA™ N-PDU.
segnents ( 7,0] and [7,1] in case of such an

evem’[‘he%ggt& tdtﬂ!e Hr%r& éce ﬁgmh'n{ gec%%e 654’7' Wi dbegms
peed i

I N-sequence. e re er o ure is 1dentica

it e rl Hhpe S S g %éha%%?%ﬁ& Sty for

and 30"'of the [6,1] segnent follow ng timne-ou

f
15 segrment16.9]-sTha &an i3 eyt d@wn inghe foim obedegisy 1tk data request LL-
PCT/ GB2003/ 005147
DAT-REQ 64 that causes the LLC layer 12 to transmit an information-and-

supervisory (I+S) frame 65 to the receiving LLC 17 at the SGSN 19.
This I+S frame 65 is received in-sequence, so the data for the N-PDU segment
[6,0] is simply passed by the LLC layer 17 up to the receiving SNDCP 19. The I+S
20  frame 65 contains supervisory data, which includes the send sequence number N(s) of
the N-PDU. In the example, the send sequence number N(S) is now 0 because the
LLC layers have been reset. Receipt of the I+S frame 65 at the LLC 17 causes the
value in a register V(R) 67 to be set to N(S)+1=1. The value V(R) indicates the

number of the next in sequence frame that LLC 17 would expect to be received. The
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18 At the top of Figure 2b, and in the sanme manner as
previously described with reference to Figure 1b,

waleoodos#180 | | nk reest abl i shnent period 51 when PEEGB2003/005147

nunber of failed retransmigsi ons N200=3, the LLC 12
at the M5 13 responds by abandoning the retries and

rac 1@{7@3& hidg HeBf k@0 olRrd REGE abkd nahbehexdebedltd BE recfvied will be
results in the registers 5 27 at the LLC |ayers 12, 17

in fhe transmtting M5 13 and the receiving SGSN
1§3§SF25 flushed so that their contents are reset to

Ho , | d
(k. TUECRRIER T I P Hie e o BB ERE PG dpser 11 of
b flu th SNDCP I 11
A2 PRS0 o PR P TP, SAOCE ) Br e cncter

segnents [7,0] and [7,1] in its register 21, toget her _
infornpition-andesuprrf fserye@+$)draran §oricthe dA.CC bphtebe SGSHe frelistime
[6,0] and [6,1]. Thus, when the systemreestablished

thd BrSLEr&ink i66Kdoek Renfafmans atkiowlgleSNERIPTidlll AleéfeeoriveBsasking the
that it has to resend both the segnents of the 6h

&R end 1the seqrﬁﬂﬁ%ﬁtaﬁ a&inoﬁ&hé’d%ﬁ!@n%ﬁ%he The B8%Bken received.

st age of the procedure is reest abl i shnment recovery 52,

3
TRIES el @éﬁlﬁégb%&‘rs%‘e sRudite Fuphe NS> R%Sél?ﬂ Hthe 1+S
6, 0 The S se 0 e for
f{airrﬁké%aéttge Lﬂﬁd@ﬁwﬁst voReq &8 4 heperdh g She BB Bises the
| ayer 12 to transmt an information-and- supervisory
segmapy (6.4 upetogBe BYD(Rel & asceivs rgeivedinequencehe SGSN 19.
This 1+S frane 65 is received in-sequence, so the data

for flhe LRCPDUalse gemelata sup&yvBary S fraimemi8ybapksieed tbyhd heC 12 in
LLC layer 17 up to the receiving SNDCP 19. The I+S 20

the 3B 18 3ndloMbianfecSiveeeat$ R fAatad Mabahin seguektesfidlAeN(R)
send sequence nunber N(s) of the N-PDU. In the

ﬁdé@imb%e h!ﬁ’ﬁbée&qhé %gkief'?grﬁe W'Eﬂ%esfe Db ekﬁec'ﬂ&i’vtoobe received by

cauSe t LLC | ayer s have been r eset Recel pt of

(e P AR o TR BTy easen Ay YOS fpdgs o
SEAE A LERET I8 AP 4o i Bk @idﬁe I
number which would be expected to be acknowledged as received. That, in turn,
causes a confirmation of receipt LL-DATA-CNF to be sent up to the SNDCP layer 11
of the MS 13, confirming that both segments 0 and 1 of the 6™ N-PDU have been
delivered. Because the segments of the 6™ N-PDU have been confirmed in-sequence,
they are then removed from the SNDCP layer 11, leaving the segments of the 7" N-
PDU in the SNDCP layer 11 for transmission.

As can be seen from Figure 2b, the procedure for the transmission of the
segments [7,0] and [7,1] of the 7™ N-PDU from the SNDCP 11 of the MS 13 to the

SNDCP 18 of the SGSN 19 is exactly the same as that for the 6™ N-PDU. Signals 74
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wo eweiosaso Wi 1| be 1, i.e. V(R =1. The segnent P(BGBR00BH05147
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tdY8 kdladisnid then@gapatkhgrthe 5™ NIRD Uadok@fpone dwistu pmulis il o 68
(1+S) frane 66 to the LLC 17 at the SGSN 19. This tine
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gffectively asking the Treceiving LLC 17 to send

Al R A AR S o
1. | +S th
sBUEye B e A% rangioue b Pr eames Oatnd, bopite 7" -

The LLC 17 passes the 10 segnent [6,1] up to the

5 PBRiaRe beemesceivedudle transtsi gertinues suitiaaness manper 80 for the next N-
al so sends a supervi sory S frane 68 back down to the
PDLGn 112 dequeridedi.d/Bhdl8" NERIDUYiI ng a recei ver ready RR
flag and a next in sequence field N(R) indicating the

nuNbRrwidlf bd BiHr&t8xed FlofMBhel fOrdoBf sSGQAUPIE habiReGEBEd [described
be received by LLC 17, in this case field 2. The LLC
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of the ast in-seguence a
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urn, causes a confirmation of receipt LL-DATA-CNF to
10 Sb@@elﬁofu‘iﬁ% 1Phe SNDCP | ayer 11 of the MS 13,
confirm ng that both segnments 0 and 1 of the 6th N PDU
haveHbeigg thalesudreddhe Beertimedyt teéeremgrte atpsefofred brmbeditment it
N- PDU have been confirned in-sequence, 20 they are
id does wellan@dlstbodhat i eaodintmyif iqudstionl ie@xémplatyhénly and that
segnents of the 7th N~ PDU in the SNDCP | ayer 11 for

ndodBRaAbSES bR varfiti 8 RubE a§ 8BN SO itBALE & RBbssddBf appropnate
procedure for the transm ssion of the segnents [7,0]

k&(gglte%b?e{ #d ﬁ(flllst Hgy Zé Iﬁlah‘é E}RHOL{ (9é1p1a¥tnl% e s]p:}rltogndt slggpe!\@ the

15 invention as set forth in the appended claims and equivalents thereof.
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SNDCP 18 of the SGSN 19 is exactly the sanme as that
for the 6th N-PDU. Signals 74 WO 2004/ 054180
wEO4aBA®®3/ 005147 20 to 78 relating to the SPOMEBR®3/005147
of the 7th N-PDU correspondiwith signals 64 to 68
relating to the segnents of the 6 h NNPDU. Once a
conf CLa@dMiSon of recei pt LL- DATA-CNF has been sent up
to the SNDCP |ayer 11 of the M5 13, confirm ng that
both segnments 0 and 1 of the 7th N 5 PDU have been
received, the transfer continues in the usual manner
80 fDFJ)A tdFtt% t&%%(ﬁ(er EL ocgpi!tre (lfe(g-l téatlﬁg%xsﬁ?e %oc?al?g ﬁf z( fi%tr?i és.e%leleaceS be!?ween a
exa | e t hat e nethod descrlbed provi des gr.eat
trRT ‘B‘plf%“{‘ib' %ﬂdh YECE ViR Whith epfieggaeipcrmpHse ’ﬂﬁ@é?f data
adverse channel conditions than was previously
haysitiag biyer anflgelopvsr dite hendlingdsayan) thelpracedyry compNFBE 7 t o
10 SNDCP 18 of SGSN 19. Having thus described the
I nvenirstarriby doehefrenc ehet higherpdeth drandlinge iyedi ofethe trdnsmitting
is to be well understood that the enbodi nent in

et @ §d the Tow & RERERUARY 1a<y&l o tﬁ@fiaﬁslﬂﬂ&moraa@kti 4 8ah AR %f adata
vari ati ons such as W I I' occur to those possessed of

s%@@&%p®héh ata %@eggﬁeﬁgohgggg&%Fbe nade mnthout

parture on1t rit and sco t he

t {forth ded. <l
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21 CLAIMS : 1. A data transfer procedure fo
receixigreatiy ¢agh @hthe afeat et saeBerfiEe shplomise éﬁaélandlmo level of
transmtting entity and a receiving entity, which
thertanshigsngerntty totp dowe datatiagtleng datlaof tihe teacidingregtityayer
and a |l ower data handling |layer, the procedure
COoNpsendingdin dokaowfedcemag daveeiftrsinthé Ae1dakighRr sedafedt from the

handling | ayer of the transmtting

lower data handling level of the receiving entity to the lower data handling level of
the transmitting entity;

transferring up the at least one segment from the lower data handling layer of
the receiving entity to the higher data handling layer of the receiving entity in data
sequence order;

and wherein the higher data handling layer of the transmitting entity is
arranged to retain the data unit until such time as an at least implied acknowledgement

of receipt of earlier segments in the sequence is sent back from the receiving entity to

the lower data handling level of the transmitting entity.

2. A data transfer procedure as claimed in claim 1, wherein the higher data

handling layer of the transmitting entity comprises a store for storing the data unit,



entity to the | ower data handling | ayer of the
transmtting entity a data unit of the data sequence,
wobkioglosdat a unit conprises at | east one segnmenPCT/GB2003/005147
transmtting via a transm 28ion |ink between the
transmtting entity and the 10 receiving entity each
and thehlataatitlie ssdinahia tkegornintil tlenackhewleav@ner af eceipt has been
handling | evel of the transmtting entity to the
sen@Bedk, datatHrane ifibs inabmeled HEMIBE /LN Ng entity;
sendi ng an acknow edgenent of receipt of the at |east
one segnent fromthe |ower data handling |evel of the
receiving entity to the I ower data handling | evel of

the transmiti entity; 15 transferring t.he at
I eas%" %,{é&&@\}iﬁtp@qe&% ?Feaﬁ‘é‘%@rm (R I'né’ﬁé? VTG iRy at least
of the receiving entity to the higher data handling
> onggegmenfofieaeh faia aniyimie st sequange Hag aposéequiribe dap dequence,
and wherein the higher data handling |ayer of the
therlawsnilata hadlimgtlayey df she anmsanigang dnvity edraprisdshestoi@t far storing
unit until such tine as an at |least inplied

dag leerh@dde mMenpositd 6 the QF RhafttorRfseSABA RAnsHRGEEINE o, and
the sequence is sent back fromthe receiving entity to

tHe16weiOWe] hAdtiRs NABOLE Mg i RS b ! ing
entity. 2. A 13%?% tr atﬁsfr %C%Kgé%getgg ?gmgé?ééls‘ag%t%ﬁ 1|gshtormc data

cl.ai.m wher.ei n e _hjgher data  handli |.ayer of
el it PR RGO e o[ iGhe Setiio BRGNS Bt o or ng

the data unit, WD 2004/054180 PCT/ GB2003/005147 22

and the data unit is retained in the store until the

acknow edgenment of receipt has been sent back, when

t he #ah datamiansfesprogesture endsiogdfin olairh Befusther eompxising:

data transfer procedure as clainmed in claim1 or 2,

wher ddterntilnieg aliat tleastnsmissivadinkdgb®ikenaindeach data unit

in the data sequence has a position in the data

SequUeRGPLthe ErARmi@NE Nintak brbind kdddtbligiss o8 thl\Enitting link by

transmtting entity conprises a store for storing

i.nl 1 t t el .t

p@ggﬁéﬂg GlofdsbeBed B ﬁ]laq()&g]fs%rl%grin (Plgré&r:]lg]g lla%rg of b%ﬂ]slheotpﬁsmlttmg

nt transmtted there

10

15  entity and the receiving entity.

5. A data transfer procedure as claimed in claim 4, wherein the transmitting
link is determined to be broken by:
the transmitting entity waiting for a period of time for the acknowledgement of
20 receipt of at least one segment from the lower data handling level of the receiving
entity;
the lower data handling level of the transmitting entity retransmitting the at
least one segment when the acknowledgement of receipt is not received;

repeating the waiting and retransmitting; and
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the | ower data handling | ayer of the receiving entity

conprises a store for storing data pertaining to the
w@omisaro of the at | east one segnent recei vedrthreBed®y/005147

10 4. A data transfer procedlure as claimed in claim3,

further conprising: determining that the transm ssion

| i nk desidmgihenthedindl inbiekei bgertthanamirgtandgetrdmknittiig have been

broken, reestablishing the transmtting |ink by

repea@i AGubier st @hes of data in the | ower data handling

|'ayers of both the transmtting 15 entity and the

receiving entity. 5. A data transfer procedure as

claimed in claim4, wherein the transmtting link is

determ,n to pbe broken by:. the transmtting entity

e & P 6 s BEPRSACE of Fiish b IRB Bk edgeai

of 20 receipt of at |east one segnment fromthe | ower

dat a WhsRdhe Hepsmatiag ligk is reesiablisiedi nensfesring down tfrpan the higher

| oner data handling | evel of the transmtting entity

deethandismg tayemef thheraasmittiepsttitpne tieekwen dawtandlimelayer of the

acknow edgenent of receipt is not received; repeating

ttah@nivigt dnfigy @astaaitlofnaedbiaisb@iendd thr \WRiADAAARREWcement of
PCT/ GB2003/ 005147 23 deciding that the link is broken

réelp® Wat RE: M8 Ld DWErER L t%rfsﬂﬂ%i% k‘hg Rehs Rgi&nPeen

repeated a nunber of tines. ata transfer

procedure as clainmed in claimb5, further conprising: 5
when the transmitting link is reestablished,

transferring down fromthe higher data handling |ayer

of t ReAt4ahaARYIEn PICsivEs £ clamschin spiiecesins clamdwhérgin the
layer of the transmtting entity a data unit of the
tigpsrittygoerdiiy és omobid sthatiam and Kinowoetidegrentitydf a sevimg pGPRS
was not received before the transmtting |ink was
sippokiervde in a GPRS system.

8. A data transfer procedure as claimed in claim 7, wherein the higher data
handling layers are both SNDCP layers and the lower data handling layers are both

LLC layers.

9. A data transfer procedure for transferring to a receiving entity data of a data
sequence from a transmitting entity comprising a higher data handling layer and a
lower data handling layer, the procedure comprising:

transferring down from the higher data handling layer to the lower data
handling layer a data unit of the data sequence, which data unit comprises at least
one segment; |

transmitting on a transmission link from the lower data handling level of the

transmitting entity each of the at least one segment for the receiving entity;



10 7. A data transfer procedure as clainmed in any

preceding claim wherein the transmtting entity is a
wolilost18¢ at i on and the receiving entity i s a BET/GB23/005147

GPRS support node in a GPR$% system 8. A data

transfer procedure as clained in claim7, wherein the

hi ghegcetlat@at the 1b@BdlitdGahdiRS BvalH mmw@kﬂ%ﬁedtaﬁé&lpt of
and the | ower data handl i ng layers are both LLC

thNGERt ord se&n@ﬁﬁﬁorﬁ"tl?é":%@&hng egﬁ@,dur e for transferring

to a receiving entity data data sequence froma
tran t t ata ha
I aye?lggn‘&l!]eggn I%lé}e'r ﬁar?gﬁ%i t{/g}e ttrfrlﬂsemr}mg tity is
rocedure conpr.i sin; transferrln dovvn fromt
R¥rE 0 Zetpin ‘H‘}e)xﬂ%ﬁa P “‘P%Jysé‘F tigerap @i Iablﬁéﬁt igalied aq#aﬁwlqda@nent

Iayer a data unit of the data sequence, which data

S5 ofimgeeipt ohprilisessgatentsdashe sagnencsdgmencivedtiream g tetéimiggentity at
a transmssion link fromthe | ower data handling |evel
tlof lotveedat2 haddliandevel.t i ng entity each of the at |east
one segnent for the receiving entity; W 2004/054180
PCT/ GB2003/ 005147 24 receiving at the | ower data
handling | evel an acknow edgenent of receipt of the

3\;1 o lr glﬁf’] At ﬁl‘ﬂf H?rgﬁ%%f&gcgdﬁp Q?Hﬁe%c?ll 31519199 e\gb%]r%%; th& rt]lggher data

. ata i'ng Tayer
cﬁ H]ﬁ)%qtr:cg ggetslta} qur%rl jgr ahltnggh gqeegjgiz?uquﬁ%ﬁ I B@tcpata unit 1s retained
acknovvl edgenment 5 of receipt of earlier segnents in

10 ip Hhe deguaid shg gclﬁn@wéngememtr fnieetipt hascldenirageleash iwthgndbe data
the | ower data handling level. 10. A data transfer
upit acthereenasd dtomi thedtdrey ¢l ai m 9, wherein the hi gher
data handling |ayer conprises a store for storing the
data unit, and the data unit is retained 10 in the
store until the acknow edgenent of recei pt has been

r eCGilY?&daVM"t%sfe‘?%r&@&tﬁe as claimed in claim 9 or 10, wherein the at least
one segment of each data unit in the data sequence has a position in the data sequence,
15 and the lower data handling layer comprises a store for storing data pertaining to the

position of the at least one segment transmitted therefrom.

12. A data transfer procedure as claimed in claim 11, further comprising:
determining that the transmission link is broken; and
20 when the transmitting link is broken, reestablishing the transmitting link by

purging the stores of data in the lower data handling layer.

13. A data transfer procedure as claimed in claim 12, wherein the transmitting

link is determined to be broken by:
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unit is then renoved fromthe store. 11. A data
transfer procedure as clained in claim9 or 10,

wob@nos418d he at | east one segnent of each dat BCT/GBR00B005147

the data sequence has a pogbtion in the data sequence,

15 and the | ower data handling | ayer conprises a store
for stomgfor dp¢todeftirae formbe heknbivedgp@ehtdfaacedft of ALleadt one
| east one segnent transmitted therefrom 12. A data

ségnadn 18 hE RCBAM Leridy;Cl @i med in claim 11, further
conprl si ng: det r m ni ng that the transm ssion link is

br ok, br ok
X80 AUEL 0 MR AV 18 AP AR BLRen o

s, of data in the | ower data handlln | ayer. 13. A
‘33'[03’? desmertl Tt dynntdecevedi ai med in cl gl m )1/2

wherein the transmtting |ink is determ ned to be

br ok Epefing hOWang/a8 4a8MsPEINGRRY03/ 005147 25

waiting for a period of tine for the acknow edgenent

of r eleeidptg tbét th¢ lihle &stirokereaftes elgnwaiting nadrditasmateg Mavetbeen
entity; the lower data handling level retransmtting

rdp8&ed@h nLipd&t ofdiigessegment when the acknow edgement of
receipt is not received; 5 repeating the waiting and

retransmtting; and deci di ng that the Iink is broken
after the waiting and retransrn'tting have been

repeaj e nu r of 14.. .A sfer

pr oci%dz? 8%3§r38nt%§5 ?Fgﬁeqtuﬁe 8 %li“mef’om ce‘ 3%&“@8‘&9’?@15%

10 when the transmtting link is reestablished,

tr an%’fe%ﬁ‘ thefErnaepiFng #laknl% FrestAblighed. translearingdevi fign dp dvigher

to the lower data handling |ayer a data unit of the
defathandimgueyee o theolowshidata handlagklapen daje meittof othe detesegtence

was not received before the transmtting |ink was
fdrrwelieln an acknowledgement of receipt was not received before the transmitting

link was broken.

15. A data transfer procedure as claimed in any of claims 9 to 14, wherein the

transmitting entity is a mobile station for a GPRS system.

16. A data transfer procedure as claimed in claim 15, wherein the higher data

handling layer is an SNDCP layer and the lower data handling layers is an LLC layer.

17. A communication system comprising:

a transmitting entity for transmitting data of a data sequence, which

 transmitting entity comprises a higher data handling layer and a lower data handling

layer;



15 15. A data transfer procedure as clained in any of

clains 9 to 14, wherein the transmtting entity is a
woikiostise at i on for a GPRS system 16. A data PCHGBR@B/005147

procedure as clainmed in clam15, wherein the higher

data handling layer is an SNDCP | ayer and the | ower

dat 3, RABR] g hik PR rEceliin@ heldden bAMBIdata #Quehle, Which receiving
conmmuni cati on syst em conprising: a transmtti ng ent i ty

AR b ey
B0 R BB T i AL

the data of the data sequence, which receiving entity
trenSFRIING €3LiEY 191 R deweradata hardlinenlgysr8fethe Aipsmaitiipgentity a data
data handling layer; nmeans for transferring down from
5 utihef theghorsedadnae halmdh datg uhayemmpises itdeast pensginteni;ng
entity to the | ower data handling | ayer of the

t r angBardstfon graditting \da datadsmissieRilinkHetwdr@ tH@t@nsmitting entity
sequence, which data unit conprises at |east one

rﬁftgg?%grtv\}\ré,@éﬁtﬁ LR drRnSNLask bR sé@nﬂzn@flioﬁlat'ﬂé ”(5»5&1 &ita handling

en the transmtting entlty and

e e 1 s a8 FafE0 18 on S b iR ‘%Veiﬂfs tmgtr%cewm" ithy,
entity to the | ower datagandlln | evel @QF
r eceqnemgf%?ﬁridmg ARV e eBRIH AL Agreant Oéélvﬁn W ganesgment
of receipt of the at |east one segnent 10 fromthe

10 frbomwvibe lajearadatraiaiidiing lavel ef thefreedieing én@éiyviprie &wdrtdata gandling
the |l ower data handling |evel of the transmtting
leeéltdfthye travganiising entitlyr ansferring up the at | east one
segnent fromthe |ower data handling |ayer of the

I ecemhdid f@NirhdsYertifg tpe thd anedastdahe LBamehd ABnl Aol data
the receiving enti ?y in data sequence order;
handling layer of the receiving entity to the higher data handling layer of the receiving
entity in data sequence order;
15 and wherein the higher data handling layer of the transmitting entity is
arranged to retain the data unit until such time as an at least implied acknowledgement

of receipt of earlier segments in the sequence is sent back from the receiving entity to

the lower data handling level of the transmitting entity.

20 18. A communication system as claimed in claim 17, wherein the higher data
handling layer of the transmitting entity comprises a store for storing the data unit,
the data handling layer being arranged to retain the data unit in the store until the
acknowledgement éf receipt has been sent back, when the data unit is then removed
from the store.

25



15 and wherein the higher data handling | ayer of the
transmtting entity is arranged to retain the data
wa@iRook/0sH180 | such tinme as an at |east inplied PCT/GB2003/005147
acknow edgenent of recei pt270of earlier segnents in the
sequence is sent back fromthe receiving entity to

t he llovweicothatumida@o lsistidn hevialmed intdk@nt I7adisI®, WheRe the at least
entity. 20 18. A comunication systemas clained in

Rk dgMehf of YRGS Y ERLeqd R hal Q?ghh&gll‘l @¥@htaQlquence,

t he transn1tt|ng entity conprises a store for storin
ég%pgatggtﬁ &magd[ag@ drarﬁ]é‘ tra%‘”dfu'm %thy ?q%ﬁ'sc{]c,ga 46129 §fring
acknow edgenent of pt has been sent back,
d@ﬁepeﬂélﬁ’é{‘&ﬁ‘? © IPQS‘E‘PI'éﬁg efl@r?é\}%t ofe; HEeRE rapsgted ﬁ@r%m and
2004/ 054180 PCT/ GB2003/ 005147 27 19. A conmuni cation

5  thylowendaig hendlingdayer of dleakeniving entitySompiiieesed sfotehfier storing data
| east one segnent of each data unit in the data
peedgjhiap cethegmsiaiopad itlid ateastoreegaitacssivpdahaeby. t he
| ower data handling |layer of the transmtting entity
conprises a store for storing data pertaining to the
position of the at |east one segnent transnmitted

ther 96 'R, %ﬂgltlcsﬁtlgpg Jte%{vgg clgﬁllie% 19%%?1111' 19 rﬁ?é%orgértlstnboe

receil vi ng e Yy CO I‘ISGS a store

pertaining to the Lon of .the t one, segment
P ece Mt freriehy i hoihg Brmivicn i wﬁtg@fe@
claimed in claim19, further conprising means for
10 det erenps fry-reastablishing theamansmiting Ainki byidureing ek atares Hh data in

10 neans for, reestablishing the transmtting |ink by
tipulogendpta thHilngrlasar&IBf tobélt theitmansrh@ng ey aththa réindhg exgity.
| ayers of both the transmtting entity and the

receiving entity. 21. A communication system as

clainmed in claim20, wherein the nmeans for

det e Ai dighrhidtaddiesyseANEB18i51e@Nn! itk b6 PER&RNNE %neans for
operable: 15 to causé the transmitting entity to walt

degﬂnl%lr%etlﬁlatqge Prgnstn!ngﬁor( ik }sl?)?oken is operable:

15 to cause the transmitting entity to wait for a period of time for the
acknowledgement of receipt of at least one segment from the lower data handling
level of the receiving entity;

to cause the lower data handling level of the transmitting entity to retransmit
the at least one segment when the acknowledgement of receipt is not received;

20 to repeat the waiting and retransmitting; and

to decide that the link is broken after the waiting and retransmitting have been

repeated a number of times.

22. A communication system as claimed in claim 21, further comprising:



acknow edgenent of receipt of at |east one segnent
fromthe | ower data handling |evel of the receiving

W@niaodiy418¢ o cause the | ower data handling | evePCDGBRIVE/005147
transmtting entity to retr&nsmt the at |east one
segnent when the acknow edgenent of receipt is not

r eceinwRfls, oferdb wapedie tri@miRinl Kk RNEedteBIIsABE Mot talderring
and to decide that the link is broken after the

ddRint g uangt gﬁ&tcfa@i;lgamdkm’ E%E BY e ARRBmitfiRP %ﬁ‘ttitgg[o g eallor\?/ga data

nunber of tines. ¢ ni cation system

i.n.claim?2 further. conprisjing: . 004/ 054180 .
el of sy miing BBle UoBEupLE) B iR KepEnce for which an
t an% jtting link is reestablished, for transferrin
aa%w ﬁgsmeﬂw TRFCHPerasdiot EECRYRAPEoES the yiapsmaittipglnk was broken.
transmtting entity to the |lower data handling |ayer

5 of the transmtting entity a data unit of the data
sequence for which an acknow edgenent of receipt was

not ReckicuechudRfatio® sydiem b aammddihiang of tIaknVEE tdXX) k@Brein the
5 23. A conmmuni cation systemas clained in any of

tl%mhﬁ'hi:ﬁ%glgntf& 123 m¥b8e 8lalloh REd the OLMikd eRGHERL k¥virg @PRS

bile station and the receiving entity is a serving

séﬁ%ﬁnoﬁg?rfgaPR@os tei‘rp a GPRS system 10 24. A

nmuni catl on system'as clainmed in claim23, wherein
the higher data handling | ayers are both SNDCP | ayers
and the |l ower data handling | ayers are both LLC
layers. 25. Atransmtting entity for transmttin
10 dat a26f Agopamunicatignsgiemfasclaamed In glagei23i whewsin thpg»igihnr data
a comuni cations system the transnmitting entity
hendimgi lgyang areabdth GANIPCH Asy@rhantihe igweagaa ;handlidgolagers are both
data handling | ayer;
LLC layers.

25. A transmitting entity for transmitting data of a data sequence for a
15  receiving entity in a communications system, the transmitting entity comprising:
a higher data handling layer;
a lower data handling layer;
means for transferring down from the higher data handling layer to the lower
data handling layer a data unit of the data sequence, which data unit comprises at
20 least one segment;
means for transmitting on a transmission link from the lower data handling
level each of the at least one segment for the’ receiving entity;
means for receiving at the lower data handling level an acknowledgement of

receipt of the at least one segment from the receiving entity; and
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15

25

means for transferring down fromthe higher data

handling |ayer to the lower data handling |ayer a
walatoa/osu18e of the data sequence, which data unP¢T/GB2003/005147

conprises at 20 |east one28egnent; neans for

transmtting on a transmssion link fromthe | ower

dat a nenslforngusihgvied highehdah hbhdingt lal @astre@nethe i@ it until

for the receiving entity; neans for receiving at the

shéV@ie dabR anBRdihped RXRbwRAARKIOMELFE BEBA1if segments in the
recei pt of the at |east one Segment fromthe recéiving

b, O, LR L SREOISL HEME B

the data unit until such tine as an at |least inplied
acknow edgenent of receipt of earlier segnents in the
sequence is received at the [ower data handling |evel
from26hé frersspittinggensity jasyclaimegoin @ainp s wiherdimghe mighey data
as clainmed in claim25, wherein the higher data

haediigi lagericapprisesangpoiefos staris g treadaftunis taod ithegddth enid & @tained
unit, and the data unit is retained in the store

inlite Stotehientid G BN UARIZBRMENOS F06iBt Ris PR 1888Ved, when the data
recei ved, when the data unit is then renpved fromthe

uﬁ%t?gﬁaen é&j&gdél%n{\/\}:]h%%m'tti ng entity as clained in

claim?25 or 2 ereln the at | east one segnent of

each data unit in the data sequence has a position in

t he data sequence, and the |ower data handling | ayer
conprises a store for storing data pertaining to the

posi &/ t@flsrtlﬁ"é“%%m!tiéa%?laﬁﬁ“éig@ 5 @ 2n ¥ibetai the at least one
therefrom 15 28. A transmtting entity as clainmed in
segragninof paclt date wait io dhedai seguencedans fositioddh eheridatarsgquence,
that the transm ssion link is broken; and neans for

ané éxt labkt dith handlhg lhyansmpriseNg slokdfor Biorivgr @ikNgertd@ing to the
stores of data in the |ower data handling | ayer. 20

pd8tioof tha ABRhdt bh8 Segdidnt tinRhideg diet&rads. ¢l aimed in
cl aim 28, wherein the nmeans
28. A transmitting entity as claimed in claim 27, further comprising:
means for determining that the transmission link is broken; and
means for reestablishing the transmitting link by purging the stores of data in

the lower data handling layer.

29. A transmitting entity procedure as claimed in claim 28, wherein the means
for determining that the transmission link is broken is operable:

to wait for a period of time for the acknowledgement of receipt of at least one
segment from the receiving éntity;

to cause the lower data handling level to retransmit the at least one segment

when the acknowledgement of receipt is not received;



for determning that the transmission link is broken

is operable: to wait for a period of tinme for the
wacedlnosdiedgenent of receipt of at | east one SEPQNEBLR003/005147

fromthe receiving entity; 300 cause the | ower data

handling level to retransmt the at |east one segnent

25 whereptiiehawkifiawhedgenrmahit@le; aagei pt is not

recei ved; WD 20047054180 PCT/ GB2003/ 005147 30 to

repeat, defife Wat IHeNGkaNBrdieh LANS gxa&aﬂ%éaingggtéingm%ﬁg 48ve been

that the link s broken after t
1.tt1ng. have been repeated a nunber of tines.

r%%%%agiﬁ¥?%%§%¥ﬁ 'ng entity as clained in claim?29
further conprising: neans for transferring down from
t he higher data handling |ayer to the |ower data
handling | ayer a data unit of the data sequence for
whi cR0af tragknidhin gengishasalaimst in elagn P, fnvetbemwimpriste: ved
before the transmtting |ink was broken. 10 31. A
t r ansreahd fongraesteiring dasvrciraimniel higheatyta Gndlid Werdd thé® lower
30, wherein the transmtting entity is a nobile
d8th Hah@hgf AYerda GRENS YFt B8 daBlseqlierdct #RS Which AM%ackbwiedgement
as clainmed in claim31, wherein the higher data

' | I o and .t | ower data
oﬁgegg:p{ Wis 1{1&3@&:1\}6?1 b@fbrg’%ng@}e/tﬁﬁo ﬂnlgi WaL1 Broky

Ing layers is an

31. A transmitting entity as claimed in any of claims 25 to 30, wherein the

transmitting entity is a mobile station for a GPRS system.

32. A transmitting entity as claimed in claim 31, wherein the higher data

handling layer is an SNDCP layer and the lower data handling layers is an LLC layer.



