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WD 2004/ 049315 PCTI US20031037425 SYSTEM AND METHOD
FOR ADM NI STERI NG PERM SSI ON FOR USE OF | NFORMATI ON
BACKGROUND OF THE I NVENTION 5 The present invention is
wh bRehRGst 0 a system and nmet hod for adm ni sbegi8ehosn3742s
perm ssion for use of information in respective use

ci rcunst ances, and especi al | adm ni stering

per mi ssi ons SYSTEMAND W@B&QRWEMNG n
respective usBEBW%SIﬁN%HﬁOﬁmF@%ﬂAﬂ%r t he
present invention is the prerri se that an individual
owns any 10 peBAOKA& o OFEEHT) ENYENTEINI ng to t he
i ndi vi dua and t.he shoul d con . use of .
s b St PRpPR ALY OB R b
periflission il uss hefuihfbriigtioa omRépetiiveofise Ucﬁﬁﬁmﬁt&[ces hdCdypdiidily to

ersonal i nformation i s enployed; his perm ssion

TEFngP eTRigtions dor Uspimersonal dforgiatian I APSPPHIVE MRAICHTStRRCES.

used. There are no systens or nethods presently
avail able for inplenenting the desired 15 permi ssion
cont A9/ impefus farbhprsientinvenion i thepramise thet anmdividual ¢wns any

58l B bl BELSRLR LAED 3 s o

hisgebesonal énfprngtition.  S#id edther slayampndivigoal ellcﬁlﬂd e icontrol of uses for
atabase arr.apgenents fqr i.dentifyin mat i 0

RPE b A I St pyedebrasiet hHE b Ty before s

pplrs@{aemﬁgﬁmpifsugda i ndi vi dual regarding uses of his
personal information. For exanple, U S. Patent No.

6, 253hgparemg sy;tq:rpsacp;émqﬂgpdépregqntlyfa@mlahb for implementing the desired
ﬂl&ﬁ’(ﬁ&%ﬂt’f&lﬂﬁ%ﬁﬁ%x%ﬁp BedRssaldf éﬁf&%e é@g d%rgggthat C?.n dual’

di scl oses a msm)ry structure t I n ase
peragriaé infonriatign as quqrdaby the mﬂwdhrah Somt dkloswtuhas been made

araneters .. Patent .
g R BT R 10 R0 o e gBpmation
pérsor2DD b illividiadl, ahdkesrdingetrtaan prefbrehtds@s @@m&wi@hh@ﬁar&ﬂg uses
ﬁléSt em fqr FI'HOVI ding a custoner unique pro
PPTSE ERMRAIe L FoneERyPlEdt-o ekt iy 53 BRSO H ot ol for
“TkRcf-BARMER DS 0P AnB 26206V, dfRlotksh Merl FPQRIREe that includes
privacy preferences upon data in the database. In one

a@s@b@ﬁ tatfrehaying aplralitit of, datheontrobendumms reflecfing cowwmen privacy
pﬂ&x:n A%y service that enables the consuner to renove
Information fromwhich identity of the consuner

may UsS. BabﬂrApphemon LBuEhcaEBaﬁ dio! VS2008/0RT 243 24 Alvgust 2, 2001, by

f
Oq?lahe he aly dJ%Eﬂogels a mc od ar%ss%sﬁzgnmafndpr%&%g% cugtrom't\a/?ﬂz?i%{lg groxy

manifested in a privacy card issued to the consumer. The consumer uses the privacy card for
imposing privacy preferences upon data in the database. In one use of the privacy card, the
consumer may access a privacy service that enables the consumer to remove all information
from which identity of the consumer may be determined.

U.S. Patent No. 6,275,824 to O Flaherty et al. for “System and Method for Managing

- Privacy in a Database Management System” of August 14, 2001, discloses a database

management system for storing and refrieving data from a plurality of database tables
wherein the data in the database tables is controllably accessible according to privacy

parameters stored in the database table,
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30 Privacy in a Database Managenent Systeni of August
14, 2001, discloses a database managenent system for
storing and retrieving data froma plurality of

dat abase tables wherein the data in the database
tables is controllably accessible according to privacy
‘3?5%? &3 stored in the database table. T/US2003/037425
2004/ 049315 PCT/ US2003/ 037425 2 U.S. Pat ent No.
6,438,544 to Ginmmer et al.2for "Method and Apparat us
for Dynam ¢ Discovery of Data Mddel Allow ng

Cust otd.& ﬁatbm Noxﬁt43 E;Gm:cmﬁmnmﬁmpdl ifmaMe&nsanﬁ@@p&rmgfgr Dynamic

Pri vac al ust st em..and ]
a%%%ﬂ?’ ar ds ,tﬁé’f %‘aﬁjﬁ& 5 ga X‘ﬁ%ﬁ%”&‘ﬁ%ﬁ“ Accessing
erb/a%sDam mmuamomaob asﬁmx&nmpﬁfmmiﬂclm e ©O B RS
acce s s upl.ed to, the data warehouse and
RS ‘ﬁega‘*aglt ‘gd%*tjb’%%‘t“é %ﬁ@n&% affess sy
mb;ﬂétﬁb ﬂi&ﬂﬁ@ﬁ'&ﬁﬁo‘&s@n& RULDEVach Abtadiid MBGHerh ThOEI B ntePibcess
froma client and translates the request to a data

VP REFET SR A TR IR AR PHTRSY ipformatign Spm @ glignhand irgrsiajes the reqyest

34 it DRSSinGHARk g Bé}g‘\ﬁ%ﬁhﬁs thO R 18 BSRR VL hBusk thdltltRards
query to the client he representative disclosures

aip Egponsigeltirtkesameryite e diselei f i ¢ sol utions to provide 10
i dent f n
provi T ARG aBLE Yl st AR et AiERl: B piRle
déentaficatien oftprivacy esma@oual wodn@tamtand)m\ﬂﬁofor pimmwsldsncaiﬁlg ina
i yagc nf or Tt
&%&5‘2&?%%%? tgir%l on%k’cgt{d) o pFeoﬂr @ |¥fn or ﬂpali | (5’?1” tﬂ%Feém S
§prb&¢3&nfonﬁduby" “Siveie nformuetion” aihie‘pasonﬂl aforegidn” dowbuaitially
for. a broader handling capability of privacy
PAPOFHE i on. 15 In today's society there are many
hol demereeiamded GbRB/er, n 2 bhdf hdidlidgQapaBilibydf gtk $information.
E’E%’ of entities holding information relating to
FOFAYT SPOSIPLE herr@re epRy Beldey qf %EF”&“?%‘%‘&%O Edtisiapp- S amples

bftids KolBiRE RIdHAMIRA RilABg toRAMVduRS int R ditC RARAMLSmpanies,
Eﬁ%dum vvarranty i nformati on conpani es, magazi ne

AT SeTPRSFie] PR ERRTSI PP RTP ISt TN irferrstionsgmpanies,
th@&ﬁ&n?@d'n:ggo%&sﬁf&g#&es ﬁld%ﬁl%i‘SCAs n%ﬁgﬂeg &Irﬁe?lléréiﬁlgibasw

privacy 1In tion"refating to a party ongs
Prbralse isdint yrivagyinfornmtiommstiegrto 2 gartydbglohgsliaithatiperty nottewioever
i ms(?ﬁo ggfhc}' In?oqﬁgtmlns’lﬂmr}g ggeed %r aas nsltoxe ggr\%e or ?neﬁ:oﬁ ?’or

recordi ng 1 ntormati n owner

_qw:edm mfmnmonegnmj iprederénass dégardingdbindling of thﬁepmmﬂ lor private

DL nfOI‘rTHIOI']I a.manner t ermt
o 811 ﬁ’é *HESE Bt e?eﬂi"@n"é‘@’é" l%g’%‘eg‘f“ é‘B‘Bh“SCS of such
information.

There is a need for a system and method for administering permission by an
information owner for use of specified information in a respective use circumstance by an

information user.




information. There is a need for a system and net hod
for adm nistering permssion by an 25 infornmation
owner for use of specified information in a respective
use circunstance by an inforjmtion user. 2a SUMVARY
OF THE | NVENTI ON According td?a first aspect of the
present invention, there is provided a systemfor

adm ni stering perm ssion for use of specified
information in a respective use circunstance byat

| east one infornq@iﬁgggiﬁg%gﬁg' cified information
being owned by a SRINRUME AL SO owner; the
system conpr,i sing: .5 (a) an information control unit;
sai d i nfSFEInESR afymtaspect afithe presepyanvantjomithere is provided a

i nf9EteRtbO MRS ORI ha Qo' &Y 88 hﬁ”& te'é‘iﬁgeﬁ gd{%%[%%tﬁﬁn” .

information use directions for ectin

ad riefesve b RiEcumsiaReiby fideaseng mformsionmeertSaidspedifiédififs@Hition being

i denf .5 Y e id_specified informtion and

© sai %Hregé g%teﬁ% %/gllleuig%h&gt?o&o ‘g é?’sf%'afamyw mation use
i recti @)san iimfotmation geontrolt afit; dsafl @F6mdoR SoRBGITuhit @8mparing an
usqm%f §9ld speci fi.ed |nforng%éon; 10 (b) a o
cormunl cati'on FFEErT PR PR sldPrafetammaed dnformetionapseotirections for
Corffciing wild ddchifstePihf R8I TEmaHOHEY Bé%siogur}eéﬁf gt@dcﬁﬂfy% atleast said
inforpption control "unit to receive said | for mat Porr
us EPgsatedindg on WRWWUMWW&FW@&&M ifrgmation use directions

I N8l Piferid 'ﬁﬂé?u ' coptrol - unit
conmuni cglati ng%{afc%pr t?ﬁlegagé;écﬁsgigtsg?c % RRMmAtn; | o ast
10\me i nf@ﬁmmmummnfamﬁim@usbadzit? mmm?b@m&agﬁﬂfweﬁecﬁng
, J.ve use circunstance, conforms w o
sar R g’ﬁ?@?‘?@%}“ﬂ@ aﬁ%@%ﬁgﬂ#@@@aﬁeamﬁ%}e&%uﬁee%rmissmn
| nfegnesafior syid silehs( dhk inforniatibidiseR i @ ot GO@ kB vhit co unicating
cougled.MAIE,at | east one of said |nfornat|pn contr?ﬁn
unf Peraplnaiafigateniestif aideast ong inferation ysef wsingseidcomgusizatibn facility
I N{yBETRdrRPe Mg EudiclrEftsR) {.n .a seeon .
aspect  of ?%e_p?%ggnt inséﬁ?ﬁgﬁ$&§§%$gnﬁg&%¥gv§g§§wgmmﬁxsmd
- 15 ptngeitied iformatiomiand er i ng permi ssion for use of

speci fi Is roption in.a 20 respective use ]
o1 cumd AR Ry ook o srelef SR oo pe Saiddptormation contol
s petiahd eaid odmoRitition fAelith Sor sRWRE shidP i nali& RSl @8 ions.

i nformati on owner, the nmethod conprising the steps o
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(a) in no particular order: (1) provide an information
control unit; (2) provide a communication facility
coupled with said information 25 control unit; and
(3) provide an information gtorage unit coupled with
at least one of said information control unit and
said communi cation facility, (b) storing predeterm ned
information use directions in “said information

storag upit; 30 (c)' operating said conmunication
facili %FO{‘S“%H %iet"g'tfiﬂ%ﬁ?fﬁ PE%F PEEeRtiiByengan, dhere is provided a

| MEBbAELF QAmERAEHY %éiﬁﬁstsiohofoE GSE Y Spaiadd [ RS ARLbLR Tn Us €
a f d at” [ east one

perm ssi on request rom sai
| FRsPRREefrcymstancedyptdeastohoinfamation user sajispedifiaiinformation being

ir nf or %ta {I lg%@%%@%&?‘e‘ls“% g% p}es.aétgféd:&"encé’i ];IIE'E ﬂg’ﬁ&?ﬁﬁgf (d)

oper at(#)ngns particalaf@derat i on control unit to conpare

said i nforpation %ﬁe 5_perm ssion request with said

pr edet er ni hed i fred i cgpird@nitons for

effecting @i d RERHSaSdoRirARati SR bt BhTRd informati
directions i ncllﬁgi ng criteria pr elscgﬁr]icb{lé}rgtI B@@mﬁﬁa‘&{?maﬁm
use of said spe@nfplaaity #sor mati on; and (e)

communi cat jaRQg 1 1. g dndicator. to i.d. at. | east .
one i nfor ng? i 0 DG i ‘-’naﬁ"fﬁg&b‘m‘iﬁ?ﬂpi%ﬂ‘ﬂwt least one of said

-

user USO ng s
facility when dafotnationpestiol wsit Aifieai cofiaticafeLlacilif);

confo wi.th said information use_directions for said
S ooer e o gt Redtenmined bmpcton ioe e o i S0 i foapeen storoge

of the prag@nt invention, there is provided a nethod

for adm nistering permssion for use of specified

i nf or(ht | SWerafing s3id sprammniasion facilityite effeet tcamowmivation with said
| east one ;j td X i d specifi.ed inforomatiaon
bei ng owne Hg{i/ﬁ.a;tdoﬁlgoég%ﬁ (rg?fe e B9 HEPTRAH O Mfopermyssign Tequest
nmet hod conprising the steps of. (a) establishing
predeterm ned informati on use directions; said
informati on use directions including use criteria

‘prescribing permtted use of said specified
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information and identifying criteria identifying a
respective said informati on owner owning said

specified information; 5 (b) receiving an infornmation

use perm ssion query from saidsgt | east one

i nformati on user, said information use permn ssion

guery identifying at |l east said specified information

and said respective use circunstance; (c) conparing

sai d infornpti %Qidu§(ie£f5ﬂy iﬁﬁhggioilgﬁgry s¥ih lifl¥ofiAdtiin use permission
i nformati on use . directions, 1 roviding a ]
perm tting iequbstidemifyibmatienstaaidspacifind infommtipmirsksaidirespective use
user when said respective use circunstance conforns

with said i f#UMT8E%n use directions for said

speci f (gd i §fcpftiR!sdaRNinforRationnddatbInRif & @mdakesad afemtation use
invention provide a system and nethod for

adni ni st er | PRETSEIPATFS FiByald prodiieared FISHmatipR posriections for

use of specigd &l dafifaGnIRdRAR: shid ifornlaBSPRE birdtAokkifcluding criteria
circunstance by an infornmation user. Further objects
and f eat ur egressfibing penittedaise of saidenedified informatins; aihar ent

fromt fol | owi. [ fi.cati ¢l ai t
const df ed peaafREng P Bediip HoRacR R okd 21 MaSRtomarion user
drawi ngs, iwinghiaithcdninamicetiembioiisy when $aabedspaitive isegeircumstance
i ke reference nuneral s Ln the various .25 fiqur .

i |l ustrati rfguioras B’f‘éf Rt lere %ﬁ?%usgfrsiuﬁé&cm%ﬁmfmmmm'
i nvention. BRI EF DESCRI PTION CF THE DRAWNGS FIG | is

a schematic diagramof a system for adm nistering

“per m 3gt@ding@s a 4Rl Bpect oNhe PRALAIVAGSHREra g providéea

present invention. 3Q FIG 2 is a flow diagram .
imethpgh fprnadmypistering Repeipior tuse of speafied iMoapationin awp

20021,049315 PCTLUSA003 031428 & DRIALL, ;
PR Pt Yy e T et R O oene

thc b adeaist one\isfohhaionawaer the ntetialdl cpmpriting thedtepnofa
service offering provided to an entity that wi shes to

use | ﬂig or r@%ﬁﬁﬁ%&e@mﬁn@@w&ﬁ{aﬁéﬁ’ué RREdtioRS said information use

i ndi vidual (1 nformation owner), when the entity does .

not have pérectiensiingluding uss eriteriz prescribing permitted use of said specified
information and identifying criteria identifying a respective said information
owner owning said specified information;

(b)  receiving an information use permjﬁsion query from said at leastone
information user; said information use permission query identifying at least
said ‘;peciﬁed information and said respective use circumstance;

(c) c-omparing said information use permission query with said information use

" directions;
(@  providing a permitting indicator to said at least one information user when
"said respective use circumstance conforms with said information use

directions for said specified information,
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5 information. The service is perfornmed on behalf of
the informati on owner. Courts and regulatory bodi es
may render decisions as to who "owns" certain
properties in the future. The {present invention is

i ntended to accomodat e such d%C|S|ons and operate to
adm ni ster permssions for information belonging to
such deenedi nformati on owners, who mayi nclude a
person I?mboe}fq mgﬂtg 8{8 e %&ésgﬁ’m\?&ux\ﬁ) p|r0\§¢§e £ rsgﬁ m lafid h‘l\éﬂgﬁ%r
i nforma anti ci pat ed

t hdhllﬁlh&l@,&félmtselowblylanhnﬁ'opﬂmfonrdmﬂr foo uswpfg;pm;ﬁecbmfonnatmn ina
i nfornmati on owners, gachﬁg hi s own respective

pé?ﬁﬁ’F@‘é’ieé‘ﬁ%clfq“ﬂFEﬁ% Y BhiINDalPR B3 ons) recorded and

stored in an informati on storage unit for

adm ni by e _ser |ce OVIde

exanpl l%_u—tg aﬁé I} es 5tlF‘é?ﬂ£°np‘§¥1 S%c arent from the
i lﬁlllbﬁvg%@pd@iﬁfcﬂfoﬂfaﬁ@ﬂﬁﬁs bmen qaarmsn &ﬁﬁedtl:in wmﬂﬁyampalnymg
i ncl udes information pert mily,

d SFHIEE i g%@ll’éeeeta@wﬁfeéf‘@egﬁé@@%ﬁfagﬁ%mw vartous
PeESaNMstiabh She Bk ferred b8 ¥f thé batipRt i on s st ored
in"a storage unit in various information el enents
(e.g., nane, address, social security nunber, and
various 'nd'V'ﬂNﬁ# DIRCREFOQ PR EAPRARISGS "
limtations) in a recoverable formidentifying each

r es pediG.ids p sibowptistdiagrrmeefammtem for edmigisiedngisemisyen for use of
_ | at ed service enbodies
t%%’sysbgﬁﬁgﬁ] Rod t%a%ﬁgﬂgresent invention 20 to
pernlEKFahoaﬁmﬁdmmamsmmENMQﬂnbm&mdoﬁﬂnpﬁaﬁﬁmwwﬁmxnn

i nformati on owners to use their personal information
according to the limts on use inposed by the

i nformati on owners. . Informati on owners are

contenpl ated by the present invention as being enabl ed
to set forth predeterm ned use paraneters identifying
generic use limtations. Information owners may, for

-exanple, set forth limtations cruse paraneters on use

oftheir information as to who can 25 use it, how it
may be used, when it may be:used, what information can
be used, and additional limtations. Preferably, any
[imtation or use paraneter may be inposed on an

i ndi vi dual information clenment, on groups of
informati on elenments, or on all information elenents
associated with a respective information owner. Wen
an:informati gh user seeks to obtain perm ssion to use

i nformation fOf a 30 respectlve use circunstance, a

permtting indicator or permssion response (i.e.,
either granting or denying perm ssion) may be
delivered to the information user in real tine or in
WO 2004/ 049315 PCT/tJS2003/ 037425
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5 a batch node. Wether to grant or deny perm ssion
for use is determ ned by the service enbodying the
system and nmet hod of the present invention by

j the informati on use permssion r
‘@@%@?@?eg by the information user with the ?ﬂﬁ@?ﬁ%ﬁ?&ﬁs
use directions enbodied in the informati on owner's
stored use paraneters. 5 Thé exenplary enbodi nents of
the nethod and system of the present invention

DI AR EDED RS GRE a8l ) R EFFERR IGID (R

e LB RIETHIN QI THE B iR EIR (VS O v )
faci l,jtate understandi ng the 1 nventi on u rs of .
subs Pt HePe B TR B e r PP ot br s e ipsgrvic
dfferif@ptlodlidb@ eoarEentitinthatabishes touAtfoah/ioh 1RSI tHtGatity about an
the system and net hod of the inventjaon using

.enbadyi n

%dmgv%i dFD%O@@PW o Wienothe shder does agh baienesisgen i gse the
iffiatioh T8 ¥aRBOberfoliied SRR of BCHIARioh bkl ] BHEE ang
an enbodi nent in ich logic and data are distributed
regiiaiery bediecmayirenddrdecisionsad to whe ewns’ gerdai hroperties in the future.

| 3 ' ] .

R UALE n B il GO0 6Bt R v
pemfissions for tuforration isslonginp toisech deemedinformati chloembns jwloanayfinclude

| ogic and data .may be. "called’ by the informti ser
- AR EEAN RSB &5 BT pP e il Bepation gmers. I practice, it

id aﬁlﬁ@lFﬂEd h&thd RrviddeviPBeE pekforthl forbSovpl of TifEEIa AR @rnels)Sach with
bundl e ofl ogic, .and data woul d 15 be updat ed at )
hisneVe pespective pewHEsions Giarpaticn wssitealignshiseprded and stored in an

i AAAbR §falsl BniPlor RERiIMsRFh O PP the I6ict YRERILT 1 nformation

that can bé adm nistered are varied as well. By way of
exanBy way abekample abg netdy waf of limitativh] personalivefornation protacted by

. of Lnvention may be used. to.adm ni.st .
o Pt SR o B o R el e
pcbgmo_eadﬂmgramfs and peﬁ&lzfnglsinteif%fsr Iﬁ'hﬁrabm &(rjmﬁ;atiom is Qored in a

adm ni,ster  perm ssion n author  vis-d-yls
sioggF L P NP @'P%mame?%n%?ﬁwwe, aErss EesipL oGty pgmber, and
Vi ndI QWS bernAthn phidfrefe B Iusaﬂt"aﬁ@frsfiﬂ dWeSVetaBREbIY identifying

broad in the context of the inventi

i on discl osed
eprbyresppctive infprnagion elempnt it redpaetive drframation Pivoer. anong

t he ' fLCl 3| (] j .

L B oAl BB S B A e 8 ot Rt
to parmitt infimmatich tdees toi obfair perhission Usoet snformutipi ewhsts o @seotheir

nor e of. vari ous co i catjon ml.ieux .nc]uding, .by 25
PR PR BaET G B HpRict 4 o B G s
TVBnatibh SwhePatk Cortenlhted B RE PREOMVerfiion ARbding/drabled® set forth

I nternet or another network; tel ephone comunication
PiFdefersnipadise parampters frsarifying gensHe e |maitafions Infopmatiproperess may,
f&gr%kzﬁm%l@, & R B ondt d}h%aﬁ\‘dﬁeﬂ SHRE BheiPh ARG a6 ¥ W can
use it, how it may be used, when it may be used, what information can be used, and
additional limitations. Preferably, any limitation or use parameter may be imposed on an
individual information element, on groups of information elements, or on all information
elements associated with a respective information owner.

When an information user seeks to obtain permission to use information for a
respective use circumstance, a permitting indicator or permission response (i.e., either

granting or denying permission) may be delivered to the information user in real time orin
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~anot her tel ephone system or network; facsinmile

communi cations; or another conmunication mlieu.

Simlar comrunication mlieux may al so be enpl oyed for
W8NS NiAgs | nformation 30 use directions fromﬁnﬁfﬁgﬁﬁfsm 5
subscribing informati on owner or for conveying upda d2

i nformati on use directions or changes from an al ready
subscribed information owners. It is WD 2004/ 049315

PCTI US2003/ 037425 6 contenpl ated that information
mmmommequae terant ghdeny permdssioavforoise dndetérminged st thieoservice

SEPAREBFPRrRe B LSt lebo oy i Rl naBause

eaRitith quﬁd:sﬂ Rfbnitd Byahehfiroptieh mser Witlpstiedhfogndtioh ise directions
aspect ,of the service., Further, it is contenplated

qpedied ip th{ ?Iﬁ’éf‘f”b?lw%ﬁéﬁor‘?ﬁle’&e%@&?tﬁmt heir respective

i nf ommetekaﬁbm-z%uﬁo&ﬁh{eﬁ@t&%%aﬁw BnP§ysRPeMhé pRbent invention
informati on they decide should not bé all owed or a

dgsgribgd besein arg si d etradghtforware o farilitate undestanding tisHavpntion. As
' | . t I

ARBENTE SIS of S B8 hmlhF IR NG, e prome
mein’:dyﬁomptriammlm sarvitewmtiedyingrhesyptenizad owthoded theuvention using a

ne or in a dit

TR EAaRD e (e R R P b BT o Bheset invention
il tuh @RbdtMent MOV IEIIBEE asd dabid dibtEBiltbddindng selected information
i nformatj on users that new subscribers have subscrj bed

users¢ Fesuch gp Alieate fysiemat bERdR g dogiagrd dee mayekcoinpfaled 3 an

i Em A Us B 1o Qo ﬁ@mg h{f&ﬁﬁﬁgd‘ése?g c&ﬁglﬁaleamgmeﬁto "I‘ﬂ%bﬂ?ﬂ‘e of

owners. Recl o] ents of suc oadcast’s rray e selected

Iogic and datplmay ber“oalled’abithg infoysationbisergo ireckiye rpenision oeise the

m t i f

sBrettF ot SR PR ool LR B e Bl ot Bata wontd

Hengdatéd ot ngémlp 6]: cohfimfoxsle tmaisima pg@wdahmtehmgroﬂmmlim.

for |nformat use faci]itat b h

br e DIy BhieT g PR s b penistred e S el iy we of

&%ﬁ@%h%ﬂ HySvay O RANARE, thes J&@ﬁﬂmh nfitd oP{he hﬂ»@hﬁ/dndﬁ@'b‘é used
who have opted'to be Iace on a no-call list. Such

teadraiaister porissionsly ab@lswm@é BOPEEicEisArisslopmioading musical works

o'v@nf e F;I?éxﬁf? G}t‘ ik gﬁst&%eﬁ'ln gg QIF Lutﬁéf%gsgdp}ug piggt egdthQ Suthor’s

no-ca us of
namsl. ﬂéhs;scmm@f ﬂredvmt*é‘dwbgr”lahé mﬁlrmam”tam iatentioradly fmedaid om the
uest query submitted by an

"P’r’ltf”étrq%&e 2o 1 nhg%‘a‘“q‘ﬁﬁgﬁﬂf’%r mation use perm ssion

- request c&iﬂ@ﬁﬂat@@&aﬁb@nﬁﬁﬁ@dﬁ@ymfgl thY GRS peRiicipimin opdtation

a formthat describes desired information in genera

of dherseryice hothe mloapatiop; segirelnynibahthe system of the invention and the

information users - may be by one or more of various communication milieux including, by
way of example and not by way of limitation, Internet web site inputting of information; e-
mail via the Internet or another network; telephone communication via a public switched
telephone network, a wireless telephone network, voice over Internet protocol (VoIP) or
another telephone system or network; facsimile communications; or another communication
milieu. Similar communication milieux may also be employed for conveying information
use directions from a newly subscribing information owner or for conveying updated

information use directions or changes from an already subscribed information owner. It is
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requi renents, so that a class of information may fit

the description. The present invention contenplates
that the service enbodying the system and net hod of
vg(yﬁmh&\éﬁgtl on may 25 respond to such a descpiphéNEosra2s
request by providing identifying information fromits
per m ssi ons database - subject to the perm ssions
limtations of the various dubscribing information
owners - to facilitate creation of a mailing list for
contemplptad;thitdnfortasionawnesn may exquest tHaht of seviewseiany infernation use

%ég@ggg@ ng\nlgs&e H;(eﬁ% m%eﬁhhereg{ Qe G BOMATE %achOJucﬁ';l est, and

n conte provi ding comun
Biiolratovememidaties ity be amp]owi in pfdvrdnﬂg thil aﬂpeetfof tﬂwe&yc:et Emther,

and I aI' of.renpt e _dat abase ch r .
it ccapaDaiter st o DURTHRCH M By SRt BEL FSpHETe Damaispsuse
difeBtvdng Qﬁm@ﬁn dxa@p ﬁ@fﬁﬁcﬁﬁmm BEPdbciAd 4R not be allowed or a using as

PCT/ US2003/ 037425 7 enbodyi ng .the system and net hod
aexqple pyitational ap inylangeivehgn lmwﬁasmmwowmt@h@&ehm

slﬂéﬁﬁ ﬁot'mye ek §1ﬁfﬁg@e§\fcﬁ l}]ﬂf&‘?naﬁSﬁ Wik c&HH&%&tﬁ% Jil‘l?ﬁlpdatmg may

system and e present invention

heaptried optdn ecal time bringebatchowde.l n a system i nvoI vi ng such

an nf g?&%ﬁ t)flggaﬁl &Ilggc L fcg grrnb (ﬁ[?r{gﬁgag’yesﬁ?nggr{qlﬁ?%%t c[fglgé in9ehtion may
hpmdnass ﬁottﬂcaﬁorf taciuﬁa&hatﬂmewsyrs ahed netresuBsEiliérs Gawd dubsqribedl S the
subscrii E dat abases as S.ifs own g m.ssions |

3R et atess Federh oo g e i BnatiR vEe igeetions of certain

HBERAE dwinbrs! RRcIpRAN Fshdbroddths ARY bO BelbR&S forTé?cﬁmple, from
per usi ng_nay. be carried out usi n| conmmuni Cat| on 1 n any

agfong sbsesihing mfymatinciens on em idengitiablg dndyptey: grovpscsusly 8s/leanks,
H@gﬂ or mati on

%égléa?lg@%n h;Q? téri\% i]??eg‘% gér’:g; 6@% %ﬂst@y gﬁe@er red
enbobkiemally pdnetated lintations ﬁmmﬁmnaﬂmiﬂme ajap alsp be dtcditated by the
codi nmuni_gat i ons_.an sac ions a

pftes ieb on, FEE AR e SR SR ek R R BRRS 10 keep Hists

of aldahasds WhhBSR!dptediel bk packNbvk E’(BTchlP [istC bk ﬁb-ch!ﬂ ![1§ts @fay be
t he S){St emof the invention so that audit trail

inpRIRgEAteddnty thejinfpapation ptoyed by thgprrgens a@teatﬁ%hﬁthenowéstaws ofan
RSP de RABULLR:- anﬂ( I'efs}gélsé oV IRE by &%tsaqg,le% Elgm'fcl}ﬁ‘l%gon use
an renote

I nformat1on owners, on users
-PMI&MS@QWM&Q‘QS@@ﬁ@bwn@anmomupat e in the service

b th t]
i ot SR S P e R e P e SR  Blrgion woer
i foametiat descliitieg ﬂmil’ed)fnf@‘nﬁﬂsﬁ BIPeharil @ withsktepédiffing any owner

erm ssion for
réquirements, so that a class of 1nformat10n may fit the description. The present invention

contemplates that the service embodying the system and method of the invention may

respond to such a descriptive request by providing identifying information from its

- permissions database — subject to the permissions limitations of the various subscribing

- information owners —to facilitate creation of a mailing list for an inquiring information user

that is responsive to the descriptive request.
Another embodiment of the present invention contemplates providing communication
between the information control unit of the system and a plurality of remote databases. Such

remote databases may be maintained by entities other than the provider of the service
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information according to the present invention. In

FIG 1, a system 10 for adm nistering perm ssion for

use of specified information in a respective

vg;bw;,y,m;ggnce by at | east one 20 informati onP§§%§2003,037425

I ncludes an information access control unit

communi catingly coupled wth a plurality of

i nformati on users 14 and at 1 east one information

owner 16 including information owers 17, 19, 21. An

prplfedying theayptasmansrmetiiod of the ppesers dventivine Avenngerks phisuch remote data
0 r

%@ésaﬁlﬁgﬂrmgﬁb?&‘& gﬁé g%ﬁ?m@% r?&‘go &Lth% %P{%{éra Rl %Bé%ﬂc?d Of tHdYrésent

ﬁomﬁum 'tcx:;altiodpatenﬁl [theesgryice0 hmmyystenmhuﬂang ﬁmh agxapantie] subscnber
t 24, vaqice ove

%@ access 22. vfl a the 25 Inte g

8¥°n "é’f‘ BF?}{“&%IP IRyBIAEPY IET Y {’1‘8 PRERIHRRHIOS fise é’f’]ﬁ?éfs“’n
14§UEsE §Sery @nd @hed servichiviB | (RARe REBBANIAL ddiaBiskalas afeHll &t adtown
(PDA) devi ces) via the Internet 24. Conmunication

PAOR}SEgns é@ah%r:ymaf%lauhm & PN HIE dNEEOR ASFRORES EhBepgpesting
RERhhfon M BREHnlsElGRNARGRRE Wﬁﬁm (cgrgﬂﬂ)ucg&xﬁﬁ &Yy &Svarious

vol ce phone comuni cat’i ons 32 or aCSI mile
omrpieden Miix34s deuserd alwyeniuroneion witBccommyunidagon with

19%rﬂn§t‘fon%9§gaﬂ&&&Emﬂat?o%“%n}scat' on mlieux 20, such as

N CAat 1'0RS or anot her communi cati on
m | i dbe grofemedrembodimeunef Bl mx&nﬁlms pg;mﬂbe&ppﬁtlﬁﬁhte QABER to
the,indicator, "a", is int

"a' in FlG
GORRRROTS H’ﬁ% tppReptions amoge M%WB?‘? v Vﬁ%&? GHgggsremote
dafabhde hinRL:3 4 fheldforBatidrdohtrd1Qnktte tHRFREHh Bthe invention so that

informati on owners_ 17,19, 21 that can comunicate with
udlit piveeraaiche estgblished for erviendng aparations ot theayyermendhseEded. on

m i qux ABEES S CAM Ok A

cormunl catl ng(?]1 &HBF gﬁ I'n o?wrrrﬂ:t[bi’(llann ua%g%éséfia@rg&ote
dataphsemehagess ca¢h mwpmmpawm the serivice ernbod3Big (heatystem and method of

| lustrat.ed in detail, i n.Fl 5 Conmuni cati on
tht 1R LS Bt ot g Bdeto i i o o

CoONN@E.i 1084 sétenfatio SRgERSHTalshash &rAdMidiflergpit@aissionfor use of
q\%t h conmunication mlieux 20. _Thus, an information

Bpation gocopding WAneaRpseRb AYEIoRa l FIG-tina systes AR {qr sministering
;ﬁﬁﬁi@ﬁ&l ﬁ)? ra&er eﬂ sprHﬁEd ffortiafiorPAS REpeEBeirchRBHHLR t%azft Q8 one

i eux . ormation user 44 | s desi gnat ed
lmszﬁatmmusqr mclild@ anginformpéon; agelise eanirel uni'12) cominmnégatiegly e@ipled

C

LTS R g P IR e o
mﬁ)mmﬂan @atnersVii7t 19, 2. o AREibfoffatn GREsr mnla; an domxﬂunﬂcates with
b\é%a conmuni cat i Ofl n Hje,ux 38. Infor Ss "

FRRAHOR 2efitrs copgo T {rie gy eRsoR HPTE P & t° spmynication
RifiEdH S CeMmunication milieux 20 may include, for example, website access 22 via the
Internet 24, voice over Internet protocol (VoIP) 26 via the Internet 24, other devices 28 (e.g.,
wireless personal digital assistant (PDA) devices) via the Internet 24. Communication

-

milieux 20 may also include phone communications via a public switched telephone network
(PSTN) 30 such as voice phone communications 32 or facsimile communications 34. Other
communications 36 may also be included within communication milieux 20, such as wireless
comnmnications or another communication milien. Information owner 21 is designated INFO
OWNER “a” in FIG. 1; the indicator “a” is intended to indicate that there is no theoretical
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criteria storage unit 52 and a conparing unit 54.

Thus, information owners 16 may, for exanple, set

forth limtations or use parameters on use oftheir

i I jOn as to who can use 15 it, howit

v&@é f"m\%ﬁgn it my be used, what informati onpgg%S%§3/ﬂs74zs
used, and additional |imtations. These

useparaneters, or pernissioBcriteria, are conveyed to

i nformation access control unit 12 in information use
Hinitéoshé mmebenofanigmention ownarel %19, 8 biwiaah cerminuricate Witk mformation
cks SO AC £ i@ Rortlikioatfn gL | ON access cont rol

uni st or es e permssion cfiteria in permssion
cri t dnfoamsion hegss comird] wihfl 2 iRdwfcematuhicatigyycoupled with information
ar ter, or.permssion.criferi 20, be_ | nposed

lors Wit BUREAILY R SRR g OISR o5 it R n et in FIG. 1),
CohAuRRAHRA MBIt B8 Say nBlid® Sindlat chMfnhidRtdnOfnBtBIRNAsS those
associ ated with a respective informtion owner 17, 19,

depcribied ahre i ospention mith epmeuaeasion guliewri20. Thus, yiisforeition user
hoV 149 MBa0Ro igéé Wit ForhSiAPicdsd Bk Rk 12Mvik gnéjﬁPmore

i nf or mat1on for respective use circumstance,
copgmaddaiioremiliefo 8 Sralinfoomationarser4d is degignatad BEHQIYESER “m” in FIG. 1;

G RERE HOP 1o AR SR IR A SESL S0t DO TR fifber of
membitnGRék 00, 42 44 thavcadCommiundte With infigmafish d2edse torio] unit 12
erm ssi.on, res onsg (i.e., either granting or denying
B FOREeieakpn ﬁe“ﬁé delivered to the respective

I equastohiioh AEQES B Rnit Y3 Bohls a dnmdkflcdicR it 50, a permission
i nformati on access control unit 12 via one or noré of

eriverm tITagst WdinS2 #rid| 4 eampagBe it $4 alhus,; inferpatianpvenetsatocinay, for

%%ﬁilglet s\é%ftﬂ ﬁigut%tsonlg F)]lﬁ.{é% %zg%mggrg $n e %ﬁhéilc‘ Ir.]n? A afiln éé‘?(?\{féﬁscan use

etermne I'on access co unit
it,dwopat maygbet used, iwhien ity ibe msad seha énfoinssion nad/Md used, and additional

004/ 049315 PCT/ US2003/ 037425 request suybmfted.b
A8 R AP RAGS DT R AL e B QY ed glojpatiopocess
Mntrél R NirSHRRatici st 8l dcBonsMAnBRE dfe STREAMMBRatdA milieux 20
information use directions froman informati on owner

ang comynppiratiog wait O, Informasionagepss rordrob witl 2stnesten penission griteria
S Rnll-RACHARA 0L bUiCH! bferith, ity B BB Oy UERESiadon Hirion
sytisamposed on ak individpal infonhatrometanent, ongroups dfi)fotmation elements,
subsgribed..t o .t he .servi and recorded. i nfornati .
GRB MR GS For Al REEI pl S BRI 21 n
pefnidsiRrisiagtorggd dnrs2a storage unit 52, or that

changes have_been recorded in the perm.ssion ¢rjter.a

P

of - ceYHeaiaR INTOFBHIRRAISGASHIES 4G PeTpSEPR R 196 hipweaion for a
1béhebiRE B iRUmIURAR, PFQRLERAShRRN AGer 36! £ 148 cbnd & information
exanpl e, from anon
use permission request to mformation access control unit 12 via one or more of
communication milieux 38. A permitting indicator or permission response (i.e., either
granting or denying permission) may be delivered to the respective requesting information
user 40, 42, 44 from information access control unit 12 via one or more of communication
milieux 38 in real time or in a batch mode. Whether to grant or deny permission for use is

determined by information access control unit 12 comparing the information use permission
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subscribing information users (e.g., information users
40,42,44; FIG 1) or fromidentifiable 10 industry
groups such as banks, insurance conpanies, telephone
WOIRRRbSS, or other industry groups. An inbaf Rl ok
use perm ssion request query may be posed by an
information user 14 in a formthat describes desired
information in general tern® w thout specifying

anyowner requirements, so that a class of information
meyestsubmitied by S eespprtivorequesiing wformatigoisereifpi 2 tié sith Hermission
Jrﬁ&ﬁ%hﬂgiohgec?%g@inﬁngﬁﬁ ohRkd &?ecﬁgn%%% anbi¥1f gtYolanwtﬁ%r 16.
IFdentrtying informatron from permssions criteria

st or dgiditionally, 32formaiohjseeks tanttoh emnjd €l2ningg baradcast notification to

Jimtations of .the vario subscr.i bi [ rmati o .

Bl B 08 18 vist pH6 ¥ Blors o eomBmep oLk, P fhiah o, pipecribers

(8.4, iForn@Gibh biidre 16)HafPdub@Abe todhdRinidd Whdlrbddtdefi difordfhtion use

i,nquiring inf ormatjon _user 14 th_at IS responsive to

dirsetions eerveyipg pepeissioR enitria fobsioragedn perissisnichierie Bgiggsinit 52, or

B4 ch:I HH0L bRA r&&a@@@ r%%&s%ioﬂl&h%ﬁa%%ﬁémn iafogrﬂa&ﬁ owners 16.
I edwth a p ion

conmuni catingly coup urality 1 nformat
Ipfopnitiperusers 84 vaceiviag phohbedadeasts afaydbo setentéd; &iriewample, | ffopuamong

B P B bt oo i
industiygrioapa sucas badks Anduk@BScoRfhahits) Sepll 6:tbinpdesahi@er industry
connection with communication mlieux 20, 38. Thus,
E8YPPnf or mat i onprovi der 62, 64, 66 maycommuni cate with

I nf oBhfoRfatba mglgfbh{zé.& quRy fhayl ¥e Pdséd %@riﬁiggﬁﬁ'{og user

[ ' nf or mat i'on "provi

communi cation_ mlieux 60.
14 dna fgmathatiesegbes deiodimdpmatian injganargl Grmg withews siepidingany pwaer
NG S At :

iy 2 AN OO B PbepbIRIRs, 518y 0 comemp
rgspondigi it s8¢k, a Glbscriplve Inaguest dry pooidingnideatifgingi information from

i nf.ormati.on. access _contrql. it 12 via canouni cati,on
PR CHOTa SRR FBL SecETRIET FHEOPELISGRS JROUREIS Pl B8 various
shiEbcribifig Msaliéh GWneff0 b StoRd SifekisSitn critehid SifrAeMit 5910 facilitate
store, or database. Thus, information provider 62 has

ceeations o6 mpiling lish o5 apdnquining infosmatiqrpuser A ghatdg fespensive to the
RPNl iRt se e AR SIBS | i nformati on store 74 and
P eanformat A b o BIBAIAMBE ) U003 037455 10 store
66 hidormatien aeseisatoatoli unitd2masy dsp bt cmeniteatingly anupled with a

PRSP PYTRET WA it A eal ol SRR AR ot

ilhsomed € Sdefadl IR FIG.S UPS C i0ok@nuinttai@ tili¢uRab® rhdy ildRide similar

service offered by informatiaqon access control unit 12.
coyymunication connections as those described above in connection with communication

milieux 20, 38, Thus, an information provider 62, 64, 66 may communicate with information
access control unit 12 via one or more communication milieux 60, Information provider 66
is designated INFO PROVIDER “n” in FIG. 1; the indicator “n” is intended to indicate that
there is no theoretical limit to the number of information providers 62, 64, 66 that can
communicate with information access control unit 12 via communication milieux 60.
Each respective information provider 60, 62, 66 has one or more associated
information store, or database. Thus, information provider 62 has an associated information

store 72, information provider 64 has an associated information store 74 and information
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exanpl e of such a system enbodi nent invol ves

~information providers 18 who are database 5 nanagers

for renote databases enbodied in information stores

W& 200493166 \hen system 10 enpl oys such an gx ﬂ@ﬁﬁ&&mw&s

subscri ber database configuration to |nclude I enot

dat abases enbodied in information stores 72, 74, 76

an information user 14 mayl8ubnit an information use
ern1SS|on re%uest query to informati on access contro

%H?’FP p0 hag on asgepipipdipformpation stareyoc g embediment ofisysternld thet includes
J&ﬁ'fhﬂﬁﬁcaﬁbip)ﬁﬁﬁéug'ﬁﬁ QP&] ﬁff&%ﬁ@ﬁ &Vﬂ%ﬁrl@aﬁﬁﬁﬁa&% ?&9 d§r§ 18 may

: as well as It erm §si ons
upssrihe gspawﬁmlmm inghé sar'scﬁooﬁ«ged bmmfomﬁﬁc)n acaess cpmirdl atut n8. An

c n xe) the re
BRELD O bR st S Rm BB ko R A0S ol iR Sy e catabase
POES'S fot eatote Hatal:rasds efhBodied/inlefofndtioh e@rea IR, 4769
i cation in of varlouscmwnlcatlon mlieux
i n%ﬁ&ﬁp’%}% Br?“ﬁ’ﬁ’lygélifk apgxpapged gpsriher datahase; eqgiguration to
i et e AXABUBE liBBdiBl finfeRAANR kAL 7948 Rinformation user 14
informati on owners 16, i nformation access 15 control

1Y, sbopis an infergiation ¥se ReruEBioy ragres query tf ipfomuaticgraceess control unit
12" W iR Ratid- acJJQ@cogﬁglfﬁgtr ﬁ%ﬁgﬂé&gé DROLrua] cﬁgaﬁés%gh iclll%rmatlon

pfovi des appropfiate co COTMTLNI ¢ At
Stqr%ersEa'é‘t i76)has vegilons dfs bwh @cmﬁsmm detslense (pkdnissiorf oiterixt staxage unit

nformaiuozgstg r ovi and |Ec’ormtlsgq4 The

) Rbdabine s bRt R4 RRebeinie T fa il

peﬁltsﬁb by ifexthation adcey el gnib PEIaY b@d&ﬁw@fouﬁtﬁﬁ{g%}nlaﬁmmaﬂon in
2 is a flow diagramillustrating _the_nethod of

| aﬂﬁg VrGUESHmIHRSHPR BieuF f qomuncationmifiot 3% 3806D, pyeiscussed

aBEBiREHh8dtHoR §rith 8o @Rt R hRbn MRS rBitioR BREES 16 s r}r/natlon access

information in a respective -use clrcunstance
cprfzed nid 4 inffreation vsenl 4 andrintbewitios preividersd$t abl i shi ng

user Tﬁf_ﬁ eﬂﬁf@ﬁé@ rlamb%ﬁx'n}eﬁ{ 'o? S)%férenlr :1@ §?c}v?<ge§ t a(?pgilﬁ. q cPtﬂng to

102. UsSér perm ssion crl

. cpmeuieications nadi mamﬁactroﬁahmcﬁg iferndtioe afero g ihfdahatiohChwitkes 16,

t bi tted 25
85 iR R A oS58 OB e il rmay e

eamaﬂeMr@hebvﬁ@%e@ﬁ&mIom&ﬁfeaﬁio on owner and the
informati on use directions include identifying

cri t BiG- 2 ig vilaw diggamiilistrafinsdhe methepefiths mresentifroantian.i BFIG. 2,
o AR 10D £ MR A phfis R0 ok e (e M epogstive
usgreiicnigiamg by etlesst omsisfonmttanmberﬂnagms Wih @tabﬂmtﬁmg st parmission
CCesSS £ ntr unjt .12: 30 Meth
oAERE R IS by hbioak T chiouel vpsoltn P e shlished in
pRaéteintinddinfosiHftior usd diRblicli tHabRSdORE cHiIdHPPrRkbRR poSHfted use

?% i ndj cat ed b%/ a _block 104. The information use
of the specified iformation. The specified information is owned by at least one information

owner and the information use directions include identifying criteria that identify which
respective information owner or owners own the specified information. The information use
directions are preferably received by an information access control unit (e.g. information
access control unit 12; FIG. 1). |

Method 100 continues with the step of receiving an information use permission query

from at least one information user, as indicated by a block 104, The information use
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WO 2004/ 049315 PCT/ US2003/ 037425 11 perm ssion query
identifies at |least the specified information and the
respective use circunmstance. A query is next posed to
WeSEbhAs{y Whet her storedperm ssion criteria, ? {H§ 2435
pursuant to the step represented by a bl ock nee

to be updated, as indicated by a query block 106.

the permission criteria neell updati ng, method 100
proceeds according to YES 5 response |ine 108 and the
Repmissen query ddeyiifien algleasidhe sprRckied cigfogmatipnyansc the jrespective use

0
%‘%‘ﬂ%}%‘% o% ﬁ}'%ﬁ EQ%EB%H toialte a?fhﬁﬁér éltjdg?d ﬁ?‘fu@gorpéhtEﬁJb%tamed
nuepaE et etdp l:ﬁpreqm@d;by‘ml b 10D ﬁyedl ts bﬂupdateé,cee ﬂxbﬂatdd)by a query

h f
88305 U B R RGP 55

- répbnse[iziati 0N gnmy cﬁﬂdﬁi mee:pdﬁeda @sl Bidivyite® by @itk 10 80HHA 100

be bas u n el apsed tinme, 10 tinme since |ast
dd%éﬂ?’ﬁ”@? g&g ‘B“teélbé'g‘ln‘??&%ﬂoﬁn"i“ﬁ‘f’orrratl on owner, or
ot he Bu&ﬁ{n%ﬁétﬁé ﬁued{ fas I‘f{b?esﬂﬁécmy%%b@'ﬂlo‘ék O Td ot Q&eﬁ%ﬂg posed

require updating no neéd for updafing is to
véithegacinieeapion ﬁﬁﬂﬂh@féml@@n pmweekﬂsommw dPasgpienal ¢lrecks relating to
t
SRR s A o PR 5L e
tieersiidce iaseqheme]ah@ toppanicslar mformamdmmmr @esﬂla’qiarm{mls
purs t to. 0 _ascer.t ai

U MR I IR T LT (U T

eﬁalﬁht@?Mnéihdml@O prbBecds éccbﬂaﬁagwmreebﬁe lifd 114@hA fe AFERARGN use
satisfied for the specified information in the

PSR, MRSy ds eoBparec Frish e énformating aisa doeqsione @eagested in the
pRGRQ di’ﬂerfa_?esbl@li&h%& t%dﬁ%k?ﬂﬁ) to Q:@rta Whoh ission

use perm ssion quer eni ed (mEn este I'n a e yi ng
cpterippetsptiged, nel indivatod b:sequery block hib. r equest | ng

i nfo [ . nd et h 00 .returns. et ur

1 ol W B! Bl Sho) s s bR A it A n e

réspécnﬁrmei cﬁﬁummcﬂemdﬂhcﬁlﬂjﬁo Progeeis Yccotding 1 NP REPONSS 1M1 18, the
iteria are, sati sf] dfor t?eé‘i‘? ecj fi,ed i nformat.ion

ﬂmtaﬂgn psggﬁtggstspy@uqﬁlé adﬁ@ﬂ%@'@@g indicator sent
t&h@ﬁﬁ%ﬁn@ﬁﬁﬁﬁhﬁioﬂ&s&%ﬁ%ﬂoﬁq 9@&%&:& Vid¥etuhithes #9189 to block

query is posed whether the requested informati on 1s
14, for F@bﬁv@g agext infrrmationcisp pernigpicarqpenyl olf khejRenissiprecriteria are

sﬂfsﬁ&f ggp@rrp ea;ﬁt)n %e%%ﬁ:ggve %se A t%?clg,ggletgod 100

nven i on enplioynent in o
pmeeeds g@otding tnf&@Srraspom lined 24, asd aighay issposed Wit theodquested

SR e e B b s Reb Ak dbe ot or mat on

rel aftiggreferred embodlment of the method of the present invention contemplates
employment in offering a service to information users so that an information user may

inquire whether a particular use circumstance is permitied for specified information relating

. to a particular information owner. In such an embodiment, no inquiry is made regarding

whether certain information is available, merely whether permission is accorded for the
specified information in the respective use circumstance for which the inquiring information

user seeks clearance,
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to a particular informati on owner. In such an
enbodi nent, no inquiry is made regardi ng whether
certain information is avail able, nerely whether

wEhithsskRn is accorded for the specified iEE?,Eg%HI@QM

In the respective use circunstance for whic

inquiring information 30 user seeks clearance. WO

2004/ 049315 PCT/ US2003/ 037425 12 The query

represented by query block 126 refers to enpl oynent of
an alTfherquenyaepreashitod byremery dlock HE6 mefead emplayhmentpofomeniternate

SR B e Rlatets B0 B YO8 Bl I Rk e, infirmeon s
Fwnitabdd ardrauiteeizal foe diifdndngies in dditin Srodtarmiep c@e@ndtaneds. The

uerybl ock 126 | d be jnvpolved in the nethod of the
@Wg eseRi by Y BlAck @GFVSPde?QHWB]IV@‘“Fh? mgthodofile pssenfiEption,

B ek, TRlal YatbhOwREr i SERBHE BleYpehRishOS gder?xs Bbsed by an
information user in a formthat describes desired

informaatingt Usernini s fogs fbat Alesaribpsdesitpd indermatien v gdngiah geraip without
Prifing £ PirklFObRornld, oMt h G ST 10mdtol P e hsorprion
Mettled t0d mp4yi repond pueastt a escyirive nguedt by gosingythe eprespresanttd by
b |l ock.126 in anti Ci i.on of provi.di n . .

inteR et St gt o Mined B i RnpBierY G0 Gfhueapgmissions
cEikdria @ifbaakion, SRBIERE fo@k pefriiidgiGiCdritéri of e vR U ks brMing information

criteria of the various subscribing information ]
R rERofhinEEmpatings fatef oS mentiensd sglieragncha descypides information

e
v Epditatpgreationiofit oaitiap listn Whenercheak wizethier sieaified information is

: P L] ' eck e . .
S BB B8 Loy WRR SR MELSH o
npayibs serdhed mdphwidgd Ao al@pl dambnde€de. entisdoycriitrbcbordg@Gnit 52;

afarmatj on 15 maybe. searched .andprovided froma | ocal
E§G isiciaimpie nginisqidn G786 ) dnpiband ifaspifioggelaging o infprmation
ofin6es, HherGO8-AdvALds BreREdcBlimS hRelL fhe bRdck Fhamek sheemtd ifistation
information relating to information owners. |If renote

iyaveilemay keludehesegenpic datgbasesasiwelli he check whet her

7 bt d ifuish SEREAR By oleSn B Rin e P b Py Bt
nipghokii 80 proeseys aceprding tril B rekponsplize Y28 perkissiddGo use the information

avai | abl . 20 nmet hod 10 roceed ccor dj to,YE
o B sfibeed informen epiyied of FEGRAE 6 Rlock A raRd T B 10
rébils ¥ib eenirf U9 828,022 RLRICRADA PPreddifinDh Akt B@HFmafidh use permission
i ndicated by a block 130, and nmethod 100 returns via

qF&Y-urn lines 132,122 to block 104 for receiving a next
| Nf OfrIRGABAMMRDE iPH/lTABIS (0PI the information use permission query does not

request information but merely requests permission to use information (as is contemplated
for the preferred embodiment of the invention), method 100 proceeds according to NO
response line 134 and method 100 provides permission subject to criteria restrictions, as
indicated by a block 134, Provision of permission subject to criteria restrictions preferably
is manifested in providing a permitting indicator to the information user when the respective
use circumstance conforms with the information use directions for the specified information.

It is further contemplated that a denial notice is sent to the information user when the



query. If no information is available, or if the

i nformati on use perm ssion query does not 25 request
information but nerely requests pernission to use

' on (as is contenplated for the pr

v@ﬁ%ﬁ&ﬂﬁ%ﬁt of the invention), nethod 100 prgﬁgﬁgﬁgmmmus
according to NO response line 134 and nethod 100

provi des perm ssion subjectiio criteria restrictions,

as indicated by a block 134. Provision of perm ssion
=eivpiBctuse dranmistanes does sattconfotn: eith tigriefoangiinyuse diections for the

PR Rt ol RRiCHoO EaioRBC it bl 1 36 e nd 222 Whrouk

104rfotretd v LnexOitfdmationst Pertrli®ionheynat i on u s e
directjons fgr t he speC|f|ed i.nformation, [

IS
f ur t Hle ksindsryped ek Whk the defailed dravrrgsisad Sﬂeglﬁgéﬁemnlas given
dBGive PlRIABLMBSHIHSRS oGV ehing), ME 20RO AR of illustration only,
PCT/ U52003/ 037425 13 respectlve use circunstance does
thajtthe appaegfunang uwthpﬁ of thefinyantien en ngtkimited tocthi presise details and
c%ﬂ“%(t:l&ésgcgs%io\s}éﬁaglpe Iyr:]hgaﬂﬁei g@:&lﬂgg}a& %er%%%k@%?@epmg}ﬁom
the gnif g iavento whmli Brdefindddry thesfollpwingtlaanon query. |t
IS to be understood that, while the detail ed draw ngs
and specific exanples given 5 describe preferred
enbodi ments ofthe invention, they are forthe purpose
of illustration only, that the apparatus and net hod
of the invention are not limted to the precise
details and conditions disclosed and that various
changes maybe nade therein w thout departing from the
spirit of the invention which is defined by the
followi ng clains: WO 2004/ 049315 PCT/ 1JS2003/ 037425
14 | Caim 1. A systemfor admnistering perm ssion
for use of specified information in a respective use
ci rcunstance by at |east one information user; said
specified informati on being owned by at | east one
i nformati on owner; the systemconprising: 5 (a) an
information control unit; said information contro
unit conparing an information use perm ssion request
with predeterm ned information use directions for
effecting said admnistering; said information use
perm ssion request identifying at |east said




10

15

20

25

30

specified informati on and sai d respective use

ci rcunstance; said information use directions

incl udi criteria prescribing permtted use of said
‘é’@?&@gﬁggﬁ‘ information; 10 (b) a conmuni cati - Y&RPU{037p25
coupled with said information control unit for

effecting communication witfg said information contro
unit to receive said informati on use perm ssion

d€dprast from said at | east one information user; said
inforpation control unit comrunicating a permtting

| ndli clit or A SYSIEH {p° aministesing BRISIR v olcpmecietinfosnatipn in
$&bebtiCOANBLIRuERlah Y bylhABdst 61&“01%4?:3&1 1?@1" Sid sﬁé&ﬁ&f ihiofmMff being
circunstance conforms wth said i nfofmatron use
QYR 8 lrastoae infermgtion Gvrendls fystent comprsingit i on; and (c)

an i raﬂ'q?' OLARS it upled with at. | east one

of sg(lf?g In %%?r%%on comj’lrm 51 Sﬁ‘gﬁ%m%%'éms%ﬁn ol uni% comparing an

mf@nnamrc aiei mmnfssdgh Irhqmstf\:aith p?edetbxmgn@lainﬁc;ﬂnaﬁ@f @ digsdtions for

) ions. .2. A .systemfor adm. nistering . . .

e ol B ko p RS i gt st aid

spesified informatitgeand s4i@ wIBdcaERe BiYcuaistan62 §did A& mation yse directions
din daim1 wherein 0

in{ Jmati Qn user as recite ) _
g “8“‘5 RRESHSRICF S NEPRERIERd s of saideperifiedsinguingtion;
| nf orER doRRE At GG BibTed %ﬂ@aﬁ%ﬂ{nﬁ%ﬁﬁh?@%ﬁl }Qtpgfor effecting

i nformation owner via sald conmuni ca
myyication with saiftinformation corgropenittd wedivesaidinfotsation ise permission
i fduedid don i.n a respective use , .

%l&rﬁgﬂuﬂ Bt andcag{e f%mﬁé%gtfmb‘ﬁeé’ THRASCR Aonfobyniteommunicating
7 pEohifteg ndicafirao snidat Wasto8d i forth AEMSruYiBg SAd Sbmmunication facility
|€for.§rat| op use directions are submtted by a .
VG SEEPRAET ISR T msignessontams withispid informatipn wie diregtignsfior said
Spe@fidd itdEntbhOLfa@t i on owner; said respective

I nformation use directions being stored in said

i nf o pHaR indprmstion sterage it conplebwitmatderstwnelof swd mformation control
: | ' ' informatian.owner. 4.. A.system
@gfaﬂg d YEnmabRELh E‘z{cﬁ% fgglst rrl]ngfsgi,do Iﬂg)gnm%}onélﬁ%équcp ;

m ni stering per

i nf oRat i Amystem for adeimsteing pamiisondor b 6B$pa0Eed Biordtation in a
[ recited in daiml

" eacilieor%e.i nf or mati on user ,a% Cl aj ) )
Wherar fee o4 8ﬁ‘2‘ﬁ?f? PnG IPGHAtiop ussriay resitpdint(aim 1 wherein
seid Afokitiation codfrolinit radeives 334 infifab ir&aib] bt

,og a plurali t_)c/) of cc?rlnmni.cati_qﬁ m igfaicﬁbt?%ﬁjmmimgﬁemom
! ownes viasrid gspuepicetaviadlity15 5. A system for

adm #fi st e | e af specifi.ed,. ..
o opmat (ot e BciBlsRag Bletin c BERpRoiER ippragtion in
r¢speetive whesircurisianca by atleasseare inforniatioh s ak fecfBdinWIAm 1 wherein

erein... . . .
ré@Bec'ﬁge said information use directions are submitted by a respective submitting

information owner of said at least one information owner; said respective information use
directions being stored in said information storage unit associated with each respective
submitting information owner,

4. A system for administering permission for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 1 wherein
said communication facility effects communication via at least one communication milieu

of a phurality of communication milieux.
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said communication facility effects communi cation via

at | east one communication mlieu of a plurality of
communi cation mlieux. 5 6. A systemfor adm nistering
PO 2EBth for use of specified infornati on RGI/U$2003/037425
respective use circunstance by at |east one

information user as recitedign Caim5 wherein said
plurality of communication mlieux includes Internet

web s.te dadysteRiTof MmirdistergPeihiBibd foF uRTsptcied ihfBShation in a
perm ssion for use of specified information in a

PeEApRTEUSY Birdyanstagre i atleesipae Infyrmation wsases rodited in Claim 2 wherein
LA QRO SRS I\ e bon e
ofedl pdyrhlity of commmunicatiat imdlisusi ngvoi ce, over I nternet

pr ot gcol ui t .. 8. A system.for adm_nisterin. ..
per m'%(é:si o%av%trgm gléadg?mgﬁgﬁyﬂe%ﬁs’?%#%llwr%eﬁ %%ﬁmaﬂmma
regRpietusy SiraidBtaped DU g vaeinfymatiol @aF4ds 8¢iRd in Claim 5 wherein
[ n{@rﬁatl gn user,"as recited, in daim5 wherein said
PIURUPHLY P 6ROBERifAReR BREus AncHdes Biprmet ieb sitdia @Rphone
commyni cai @ﬁeﬁ%mma&mgg@mﬁs%m 1108 Shek el PIFMAtion in a
network. 9. A system for admnistering permssion for
Tgspsctive uspeitupistancs byfablead phoiafdrmation ysesasaediied in Gleim 5 wherein
> _ I _ . . _
B PRY 5 p B SR80 AR BRI ffn g voioove
Intemetprotoatliequipmiedti eux i ncl udes e-nmil communi cati on

i t . 10. A nethod far_adnini .
ber e ot ™ 4 B PRt PbyAft FOH e nformgfion n
18pORIVE b/ @rouietafidety AR BLinfyRhtidnaRS  as @6Red in Claim 5 wherein

i nformati onuser; said _specified information being, )
sgishmigaliy ofgomranmeatignwilicny mckdes teigphona epmmypigation by a public
sHRABR 1k gHOnd REwsikePs © (&) in no particular order: (1)
provi de "an I nformati on control unit; (2) provide a
commBni cadispsierh fariathininysterivg peradssivntfor wseiofispecifiod imigringtion in a

ntrol. unit: and, {3 r.ovi de, an i nfor ] . .
r8Ba 8 e Hnobiehnos BN % oo B Yetyiks Sfeed oo 5 wherein
shid phiraly boontRiiidatibn milietx MORd&a-Hail smHMBhiCaioh 912 a network.

faciljty; (b) storing_ predeterm ned infornmation use

di r edt-i oré merhodforadmpisringprmtissiendprge of snepified pforation in a
r&p&ﬁa&ﬁge%a@&n%mmseaﬁeﬁ&dﬁsme&xaia&eaké@ﬁomﬁonbemg

comuni cation wth said
owned by at least one information owner; the method comprising the steps of:

(a} in no particular order:
(1)  provide an information conirol unit;
(2) provide a communication facility coupled with said information
control unit; and
(3)  provide an information storage unit coupled with at least one of said
information control unit and said communication facility;
(b)  storing predetermined information use directions in said information storage -
unit;
()  operating said communication facility to effect communication with said

information control unit to receive an information use permission request
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information control unit to receive an information use
perm ssion request WO 20041049315 PCT/ US2003/ 037425

16 fromsaid at | east one information user; said
WR2BMAMERIDN use permission request identifPCAGISaR03/037425

| east said specified information and said respective

use circunstance; (d) operaging said information

control unit to conpare said information use 5

per mi Ssi Otfofreshitb &t leddt bie MfdrthaRérakRt; Gk iRfREnAHthafs8Bbingion
use directions, for, . effecting said adm njistering; said

i nf or mat i SSEIdgntfung pldenst sideperfioddniomation pad satdrespective use
prescri bi pgoRakREd.t €ed use of said specified

i nformation; and (’e) communi cating a permtting

i ndi dé or opesatingi tidatnfdragtion egméro] wilib foneomipere seid Infoystioguse

said co | call f ACI:)1 wh sai d. respective.use

o r currat ae il e i ool R Bl i BREGH it ptiEons or
di r ect i onsffécting snid adorirpisterirfpt saidl infomeutiomise difectidds induding criteria
A T AR R T

Ci I C@gyBt agmidicalihg b PemiittAR tndiddtR teTBHd ANeddb e Afrmation user
recited in daim10 wherein said information control

uni t recevsigssaheommyrienting fodity when giid especve user dipnmstance
communi cagt s S b8 Biahdno fH43ine y 3y belifed information.
admi hl.st efmeghoddonadsnigerinizgermisstorobr wp efspktified information ina

Information in a .respective use circunstance .
R Bl ohpete by B8 G Mot bt OB i Rl 0 wherein
switd @ ferniation €SR@DiniMecedwrl chid Rf@MARIH RO didkbosl K@ bdi@AJeast one
h%ﬁ_@,ubm tted by a respective submtting information

10g, pwaetVap s3id qopuinicafien Rty nat i on owner; said
respegt i Ve miefo téBkniHist kst | Gihid
said infor Mt | on Stor a%gﬁ%gfl?mg@ofg%té ggﬁ\?\/latgﬁ&%g%?hn%éﬁna
respepise se gicundtange byrttleastage inféroration wserasgesied in ¢iim M) wherein
Qr. adm ni st eri.ng..per m ssion, f use of . ey
sBOF sl RS b o P2 SibBRcichy, geaRotive submitting
irfortmmtions dvunt of iayd stledseatinforigation lowhem tdidrespive Mformation use

recited.in C gi,m 18_ erein said comruni cation .
diregfipRs bejneosipred du sed {RGTRAHGR StorRsgURIt #esopiated (wihhgach respective
sERITIME inffetdafbn Shhdrey  of a plurality of comunication

mlieux. 25 14. A nethod for adm nistering permssion

for Wse dfmelhedforpdministeriog permissionifer uge of specified information ina

‘respective use circumstance by at least one information user as recited in Claim 10 wherein

said communication facility effects communication via at least one communication milien
of a plurality of communication milieux.

14. A method for administering permission for use of specified information ina
respective use circumstance by at least one information user as recited in Claim 11 wherein
said communication facility effects communication via at least one communication milieu
of a plurality of communication milieux.

15. A method for administering permission for use of specified information in a

respectiveuse circumstance by at least one information user; said specified information being

-owned by at least one information owner; the method comprising the steps of:
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respective use circunstance by at |east one

information user as recited in Claim1ll wherein said
communi cation facility effects comuni cation via at
WOR/041ES conmruni cation milieu of a plural iRCYSRe03/037425
conmuni cation mlieux. 15. A nmethod for adm nistering
perm ssion for use of specifj,ed information in a 30
respective use circunstance by at |east one
i nf orgmt i HSBin ' J%—juf' - i .nakion LR .
owned@Zy ;ét?tal gaast_g F g‘%gtgrln%?or rrgP? %H’h%ﬁégg?ﬁéq%ésaﬁdé?ﬁ%ﬂmm use
conpri si nglizeptions inghdingfuse BErROAEYCAYIAS parmitted use of said specified
PCT/]JS20 A7 . establishing predeternined .

i nf or nat | gﬁfog%é%g%de%%ﬂ%ﬁasg, cnieé}add‘?“ﬁgﬁg%ﬁﬁ%??vﬁ §9ég]“‘?°nnan°n
di r ect i onswinecewdiggidspecifidd ibfkhaion; escri bi ng

per m ied use . of sa’igdpgegﬁci fied information and

i dent¥f yi AYFEGE &y jafo R YSH i ReEMgsione gpy tiope saidi ¢ least one

i nf or Mat | QWForniiBR hiseP W oS Rkith SRSk - an:
5 (b) receiyving an inf or_rrgti on?usgﬁggﬁﬁg%i#bﬁﬁé%%aﬂew
from sai d5aifl spesiied indprmatiomdngysaidirespective use cisminstance;

i nf orggpat i g eSS N i fvi.ng .at_J east
ot d Opect T reaeRfd M Sk o g §Ron e
ci rcunst adgestiois) conparing said i nformation use

n_use

G v ol onBrooifftel slabibil e S s ot B R omrmeianopse when

sai d at | exdd trespagive Nfse rditdhirh Qihcd SO fOMNAS RyittS 34id dinfonnation use

respective, _use cjrcunmstance conforns with sai

i nformati chags f°"cﬁaldé8?q‘%€ﬁ’§nﬁ)5¥1at§’ai d specified

i nf ongmt | Rrinetﬂcﬁfoﬁdl?ﬁ_}iﬂ%{gfpgﬁn@s‘iﬂ;ﬂ ﬁf@e%&'%ﬂé&ﬁ@?&%&%ﬁ% a
for use of .specified info tron1n a respective use
TeSPeYRBIeagumssgncg by htdesst one irdotimation neet asarcited ér Clasn 15 wherein

i ' .ein. 15 said.i.nformtipn
SHE b Sttt e A iR e BB inuito fesPeakor v and
vdiemin @i feomittirspeindiaatet inoktd2s gdid dSsoisbdRefofhdtiohNg

i ndi g,;\t or i na)lr#%es sai.d described information. 17. A.
met O o TRERF Airafmpmsieging eemnissiondir yse of speeified information in a
réspeEivé hse dirbuh s@dd&@syalﬁﬂbabtfbnéinf&ﬁﬁp&%ée}’fs rHed in Clgim 15 wherein

. Cl rcqmst ance by at east one Informatl on user
infrmatien)use peanissipg QB s seasived viardt deasteinie enmmswication milieu of a

phEii 'éﬁbﬁalugfégﬁ%mie&ecei ved via at |east one
co

nicatiron mlireu of a 20 plurality of
conmidni c &t methodidr administering permission for use of specified information ina

respective use circumstance by at least one information user as recited in Claim 16 wherein
information use permission query is received via at least one communication milieu of a
plurality of communication milieux.
| 19. A method for administering permission for use of specified information ina
respective use circumstance by at least one information user as recited in Claim 18 wherein
said plurality of communication milisux includes Internet web site data entry and e-mail
communication via a network.
20. A method for administering permission for use of specified information in a
respective use circumstance by at least one information user as recited in Claim 18 wherein

said plurality of communication milieux includes telephonic communication; said telephonic



18. A nethod for adm nistering permssion for use of
specified information in a respective use

ci rcunstance by at |east one information user as

reci i_n Claim16 wherein information use

%%?Oﬂélgé‘gf’lan query is received via at | east ohET/US2003/037425
communi cation mlieu of a plurality of comunication
mlieux. 25 19. A nethod fag adm ni stering permn ssion
for use of specified information in a respective use
cOifRHiEBlicNBelubYig at dastasdiceomer inbmenpiotoasl ed@hurdsation, public

recited in Claiml18 wherein said plurality of .

ST el o P Kt tefe ST LE rromIpiBlsaton and; ipless

b Ye Gid¥Bbd. communication via a network. 20. A
thod for adm nistering perm ssion for use of

specified information in a 30 respective use

ci rcunst ance by at |east one information user as

recited in Claim18 wherein said plurality of

conmuni cation mlieux includes tel ephonic

comruni cation; said tel ephonic WO 2004/ 049315

PCT/ US2003/ 037425 18 conmuni cation includi ng at | east

voi ce over Internet protocol comunication, public

switched tel ephone network communi cation, facsimle

comruni cation and w rel ess tel ephone conmuni cati on.




