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PCT/ US97/ 13918 METHOD AND APPARATUS FOR CORRECTI NG A MULTI LEVEL
CELL NEN%98/19241 BY USI NG ERROR LOCATI NG CODES poiridder/4a%e1d HE

| NVENTI ON The present invention relates to the field of
menory devi ces. More particularly, this I nvention relates to
correcting an error in data read froma multilevel cell nenory.

BACKGROUND OF THE | NVENTI ON A mltilevel cell menory is

conprised of nmultilevel cells, each of which is able to store
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represe LA cell that stores four charge
states: Levels 0 - 3. Level 3 mmintains a higher charge than |level 2; |evel

2 mai nt g R iNvENTIONCNAr ge than Tevel 1; level 1 maintains a higher
charge t nce vol tage separates the various
charge state héfﬁx‘éie%c RcH R Bards Y @Ae 1%1@8%%\531 dé?wceyr ®icke paRuRt9sthisevel 2

15 and level 1. VrefO separates level 1 and l'evel O. Each

charge sin@éMionaelaisd ta6SrRscting efl eBNrdatareadribin dlntlltimaicl eslhmeinoty.one
| npl enmentation, the nenory elenent bit pattern "00' is associated with

| evel 3, BAOK OF THE ONbi t pattern 10" is associated with
| evel 2, the nenory elenent bit pattern '01' is associated with
| evel 1, and Ammultifenelrogliehemenytis omprised o€ multilevel celis, aarhafivwhiehiiswablertolstore |
.20 A nmultilevel cell nmenory is able to store nore than one
b|t of dmulipleschatgasiases, ohlsvels. Each ofthe ehargs staaisqssasiatedwith g Jpemery elgiment
store. For exanple, a nmultilevel cell nmenory that can store f our

charlge sPiEPEE™an store two bits of data; a nultil evel cell nenory that can
store eight ates. can store thr ata Itllevel
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separates the various charge states. Vref2 separates level 3 and level 2. Vrefl separates level 2

15  andlevel 1. VrefO separates level 1 and level 0.

- Bach charge state has an associated memory element bit pattern. For one
implementation, the memory element bit pattern ‘00’ is associated with level 3, the memory
element bit pattern ‘10’ is associated with level 2, the memory element bit pattern ‘01’ is
associated with level 1, and the memory element bit pattern *11’ is associated with level 0.

20 A multilevel cell memory is able to store more than one bit of data based upon the
. number of charge states that it can store. For example, a multilevel cell memory that can store
four charge states can store two bits of data; a multilevel cell memory that can store eight charge
states can store three bits of data; a multilevel cell memory that can store sixteen charge states
can store four bits of data. For each of the n-bit multilevel cell memories, various memory
25  element bit patterns can be implemnented to be associated with each of the different charge states.
The number of charge states storable in a multilevel cell, however, is not limited to
powers of two. For example, a multilevel cell with tixree charge states stores 1.5 bits of data.

When this multilevel cell is combined with additional decoding logic and coupled to a second
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power s of two. For exanple, a multilevel cell with three charge states

stores 1.5 bits of data. When this nmultilevel cell is conbined with
addi ti onal decoding | ogic and coupled to a second WO 98/ 19241
PCT/ USO 7 wiBs5118241 PCT/US97/13918 - 2-
simlar multilevel cell, three bits of data are provi ded as output of the
two-cel |l conbi nation. Various other nulti-cell conbinations are al so
possi bl e. One exanple of a multilevel cell nenory is
described in U S. Patent No. 5,450, 363, entitled "Gray Coding for a

Mul til evel CBII Menor y Systenl" by Chri topherson et al., and 5 issued
to the Gt ?é &fq éﬂiﬁsof%ﬁdrﬁg daIB uRSIhP M RN EfsbinhiRss one
lon o TurtiTevel ce nory.

i mpl ement at I\/UI ilevel cell nenories can be
used 'n\Qfﬁﬁ%@hermultl-celﬁa&%mhﬁ&fsﬁas@alwmrsmlé DRAM and various types of
Read-Only Menory (ROM), such as an Er asabl e Programmbl e Read-Only

Mermory ( EPRODme @ﬂn?l@@ﬁ 4 inGRilével Eslbmainosy BdegtibedrblS. Patent No.Re4i0,369, y
Menory (EEPROM), and flash Erasabl e Programmabl e Read- Menory (fl ash

10 EPR@M)led “Gray Coding for a Nflgilevel Cels Nwworn Spstero)” baﬁhrmm&e@en ewali,endof a
processor 100 and nultilevel cell menory 104. A processor 100 is
coupSed issued this cofRnarassighes ofshisrappliction. Thee rASdwaipnt descibnstodens - an
interface controller 105 and a nultilevel cell pennry array 150,

pr ocessdmplaentaion of a mulgleyph eedf reraonyh Mtile valpsll menpdiies P%Fééné??ﬁ?’b‘f | er

mul 11 ovRAndom Rocsesbieosy a5 AREGERd Pagons fyBes ol Reaa Sl BléFaery (RESD: BEndsany he
e empoifebs Progfgimatte REA-FRby Mo R O an st T nkyblq Bogeitiomfe”
Eﬂrgi ycgigeea?ygég%gm&y @ﬁk@{,gq ?gypl &3t Hrlé;?%gfa?érgﬁée FSadéOB rti cuf'y gh menory

arrgy a 8 )I eved fromthe nenory array in a unit conprising a
predet erm ned ‘nunber of bits, referred to herein as a "data word".

Figure 2 shows a prior art representation of a processor 100 and multilevel cell memory

104, A processor 100 is coupled to a bus 102 and the memory 104. The memory 104 contains
an interface controller 105 and a multilevel cell memory array 150. The processor 100 is
coupled via the bus 102 to the interface controller 105. The processor 100 is also coupled via

15 the bué 102 to the multilevel cell memory array 150. The interface controller 105 provides the
necessary operations to control the multilevel cell memory array 150. For one embodiment, the
interface controller 105 aﬁd multilevel cell memory array 150 are located on a single integrated
circuit dle.
Error Codes

20 Data is typically provided to a particular memory array and retrieved from the memory
array in a unit comprising a predetermined number of bits, referred to herein as a “data word”.
When the ciata is stored in the memory array, an encoder is sometimes used to generate error
codes. The error codes can be stored such that they can be retrieved with their associated data
word. When the data words are retrieved from the memory array, error decoding circuitry uses

25  the previously-saved error codes associated with the data words for detecting, locating, and/or

correcting errors found in the data words as read from the memory array, as is well-known in the

prior art.



When the data is stored in the nenory array, an encoder is sonetines used
to generate error codes. The error codes can be stored such that
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25 t he previously-saved error codes associated with the data words for

detecting, |ocating, and/or correcting errors found in the data
words as read fromthe menory array, as is well-known in the pri or
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Error locating codes are also described in “Error-Locating CodeszA New Concept in

FError Control,” by J.K. Wolf and B. Elspas, IEEE Transactions on Information Theory, April
15  1963.
SUMMARY OF THE INVENTION

A method and apparatus corrects data read from a multilevel cell of a memory. The
multileve] cell is capable of storing three or more charge states. A first charge state read from
the multilevel cell is determined to be erroneous. An output is provided corresponding to that

20  which would be provided if the multilevel cell were maintaining a second charge state, wherein
the second charge state has more charge than the first charge state.

Other features and advantages of the present invention will be apparent from the
:accompanying drawings and from the detailed description that follows below.

BRIEF DESCRIPTION OF THE DRAWINGS
25 Figure 1 shows a representation of a prior art muitilevel cell that stores four charge
states. |

Figure 2 shows a prior art representation of a processor and a multilevel cell memory.



the nultilevel cell is determined to be erroneous. An output is provided
corresponding to that 20 - which would be provided if the nmultilevel cell
were mai ntaining a second charge state, wherein t he second charge
st at e haworssriezachar ge than the first charge state. PCT/US97/13918x her
features and advantages of the present invention wll be apparent fromthe
acconpanyi ng drawi ngs and fromthe detail ed description that follows bel ow.

BRI EF DESCRI PTI ON OF THE DRAW NGS 25 Figure 1 shows a
representation of a prior art nmultilevel cell that stores four charge
st ates. Figure 2 shows agprior art representation of a

processor angighéyshdwey RpreséithtidHPORA processor and a multilevel cell memory employing
-4- Figure 3" shows a representation of a processor and a

mul ti | evigd présnt inveriyny enpl oyi ng the present invention.
Figure 4 s%ows an enbodi rent of error correction circuitry used for

programm ng (Eiguee 4 shows an enbddiment)of darbacdrmctibmcinaiy ysedrfonprograngming (ie.,
Figure 5 shows an enbodi nent of error correction circuitry used for reading
dat a fr eriting) data t¢ the memay yrray.r ay 250. Figure 6 shows an
enbodi ment of_error correction circuitry incl udiimrl’g a %ﬁtfa buf f er a}ap{d

an e¥ror enc&igire §showeaberabodiment)of errar Cerpstip CHRRY pisd fopterdipgidalaiiomo ¢ he
menory array and reading fromthe nmenory array. 10

Fi gure HeRBREI-HHYRS: enbodi ment of error correction circuitry for witing
data to the
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reading from the memory array.
10 Figure 7 shoWé another embodiment of error correction circuitry for writing data to the
Iemory atray.
Figure 8 shows another embodiment of error correction circuitry for reading data from
the memory array.
Figure 9 shows a flowchart of the process of generating error correction codes when a
15 data wbrd is written to the multilevel cell memory.
Figure 10 shows a representative drawing of a data word and its associated error locating
code.
I*:*igure 11 shows an example of a 64-bit data word along with its associated 8-bit error
locating code.
20 Figure 12 shows a flowchart of the process of correcting errors detected by the error
locating codes when reading a data word from a multileve] cell memory.
DETAILED DESCRIPTION
A method and épparatus for correcting errors in a multilevel cell memory is described.
The method makes use of error locating codes to correct errors in a data word read from one or
25 more multilevel cells. The error locating codes indicate a block of bits within the data word that

contain an error but does not identify which bit is erroneous. Since the block of bits corresponds

to one or more multilevel cells, the error locating codes identify an erroneous multilevel cell.



15 data word is witten to the nultilevel cell nenory.
Figure 10 shows a representative drawng of a data word and its associ at ed

error lo code. Figure 11 sho e of a
64-bit dgﬂbﬁv\%?g along with its associated 8-bit error %C%stﬁaggjagﬁ ng
code. 20 Figure 12 shows a flowchart of the process of -
correcting errors detected by the error | ocati ng codes when readi ng
a data word froma nultilevel cell nenory. DETAI LED DESCRI PTI ON

A met hod and apparatus for correcting eryors in a nultilevel cell nmenory is
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possible.
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Correction of an erroneous multilevel cell is achieved by modifying the data read from
the erroneous multilevel cell to refiect the value it would have been if the erroneous multilevel

15 cell were at the next higher charge state. The error locating codes are used to check whether the
modification corrects the error. If the modified data from the erroneous multilevel cell is still
incorrect, then this modification process may be repeated. If multiple multilevel cells are
erroneots, then the data from one multilevel cell can be held constant while the other is
modified or vice versa until the error has been corrected.

20 Tl;roughout the description of the invention, the error locating codes as described in
Fujiwara are cited as one example of implementation. However, other algorithms and other
types of implementations may also be used to identify an erroneous multilevel cell.

Figures 3-9 show sample implementations of the invention. Figure 3 shows a
representation of a processor 200 and multilevel cell memory 204. The processor 200 is coupled

25  toabus 202. The multilevel cell memory 204 comprises an interface controller 205, a
multilevel cell memory array 250, and error correcti(-)n circuitry 260. The interface controller

205 is coupled to provide the necessary operations to control the multilevel cell memory array



possi bl e. Correction of an erroneous nultilevel cell is

achi eved by nodifying the data read from the erroneous nultil evel
cell toreflect the value it would have been if the erroneous nultilevel

15 cel womsriezseat t he next hi gher charge state. The errorPCHUS¥W1AgI8codes
are used to check whether the nodi fication corrects the error. If
the nodified data fromthe erroneous nultilevel cell is stil

incorrect, then this nodification process may be repeated. If nultiple
multilevel cells are erroneous, then the data fromone nultilevel
cell can be held constant while the othgr is nmodi fied or vice versa

until tBepghd e é?&?,c@ﬁ@dﬁoﬁ%frf:ﬁ&k%& Béfh the interface conttélle? 205 and tHeh@ror

description of the invention, the error |ocating codes as described in
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al gorithnms and ot her types of inplementations may al so be used to

i dent i f yoapledtd theefrofcatttction ivalitrg 260.. The processor 200 writes-daga tcethe 3ndinarip @64
sanpl e i npl enentations of the invention. Figure 3 shows a

r epr eserndréads doti feonptheaessay 2000 and nul til evel cell nenory 204. The
processor 200 is coupled 25 to a bus 202. The nultilevel cell nenmory 204
conp?i ses an Honpae embediment; thelintsrfageontrgller 205, the myltilevel ool meraory amanas(,
array 250, and error correction circuitry 260.. The interface,_coptroller

205 is 84 pheTar SoppRiAnsircuiy 2002 logatyd é&éﬁl&ﬁlﬁdﬂ@%ﬂéﬂ%ﬂlﬁ&i&t another
[til | [ 1 .. .
M6 embsdtmens fhe padrsomseton sirauity 260 is seRerAte FrgmIe M AL 290,01 e o

control l.er 205 a

he. bus 19%ceR O 105e Far Crastate s R GFpLHR Aoy dola £6Hle 303 SRHRLTT  °

error c%{Pection circuitry 260. The processor 200 wites data to the nenory
204 "and reads data fromthe nenory 204. 5 For one

enbggli ment ,  thgurk QBN &GS etBOifehd EFerrP Borrdcfion Blitiitry 260 hisddetok propr@hidindl r ay
250, and the error correction circuitry 260 are |located on a single

i nt egr at(gel, writifg) datdioghe MeMmodN@rdye250. The erroe ohroettion kircuitrh @60 inahudes ardaeact i on
circuitry 260 is separate fromthe nenory array 250 and the
" buffer 302, an error buffer 304, and an error encoder 300.
The bus 202 is coupled to the data buffer 302 via data buffer bus 308. The data buffer
302 is coupled to the memory array 250 via memory bus 312. The data buffer is coupled to the
15  error ehcodcr 300 via bus 314, The error encoder 300 is coupled to the error buffer 304 via bus
316, and the error buffer 304 is coupled to the memory array 250 via the error bus 318.
Data is written to the data buffer 302 via the data buffer bus 308. Each transfer of data
over the.‘Ziata buffer bus 308 is typically a fraction of the width of the data buffer 302. For
example, data buffer bus 308 may be 8 bits or 16 bits wide, and the data buffer 302 may be 64
20  bits wide.
When the entire width of the data buffer 302 has been written with data from the bus
202, the 64-bit data word in the data buffer 302 is transferred to the memory array 250 via the
memory bus 312. The error encoder 300, using the data input via bus 314 from the data buffer
302, generates an error correction code that is provided to the error buffer 304. The error buffer
25 304 provides the error correction code via the bus 318 to the memory array 250.
For one embodiment of the invention, the error encoder 300 generates error locating

codes, which ar€ a class of error correction codes such as those described in “A Class of Error-



interface controller 205. For exanple, the error correction circuitry could
resi de on a separate chip. 10 Figure 4 shows an

enbodi meRfo 641084y OF correction circuitry 260 used for progeassfisos

(i.e., witing) data to the nenory array 250. The error correction

circuitry 260 includes a data buffer 302, an error buffer 304, and
an error encoder 300. The bus 202 is coupled to the data
buffer 302 via data buffer bus 308. The data buffer 302 is coupled

to the nmenory array 250 via nenory bus 312. The data buffer is coupled to
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data word in the data buffer 302 is transferred to the nenory array 250 via
t he buffer G02raid thesroddalie prbeided bythe @nopbieffer 300 arastoned comtigud@sia in nput  vi a
bus 314 fromthe data buffer 302, generates an error correction
code t hahemerymrmyi256d Fooaddtlerémplementatibarth@fata wohdisestared sdpafatefromabe err@04
provides the error correction code via the bus 318 to the nenory array 250.
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may detect sing
During a read operation, a data word is provided from the memory array 250 via bus 330

to the data buffer 320. Similarly, the data word’s associated error correction code is provided to
15  error buffer 322. For one embodiment, the error correction code is provided from the memory
array 250 via bus 332.
The data buffer 320 is coupled to provide its data to the EED 324 via bus 334. The error
buffer 322 is coupled to provide its error correction code to the EED 324 via bus 336, The EED
324 upon receiving inputs from both the data buffer 320 and the error buffer 322, determines
20  whether tt;erc are any erroneous bits in the data word that was read from the memory array. If
there are any erroneous bits in the data word, then the EED 324 asserts the appropriate signals
340 to correct the erroneous bits, as will be described with respect to Figures 11 and 12. The
signals 340 can individually change any of the data bits of the data buffer 320. The EED 324
may need to iteratively test various data values in the data buffer 320 before determining a final
25  data value that no longer has erroneous bits. The data buffer 320 is coupled to bus 202 via bus

338.



5 For one inplenentation of the present invention, the data word

provi ded by the data buffer 302 and the error code provided by the
error buffer 304 are stored contiguously in menory arr 9¥ 250. ‘For
anot her WEO@IB@9dht ati on, the data word is stored separat e BGHRYHPBr r or

code within the nmenory array 250. For yet another inplenmentation, the error

code is stored in a separate storage area fromits associ ated data
word. 10 Figure 5 shows an enbodi nent of error correction
circuitry 260 that is used for reading data fromthe nenory array

250. The error correction circuitry 260 ncludes a data buffer 320,

an error buf fRuiré@ ghov i edibodihett of Bgedeirestich deuiide26((inBM}ing 24data buffer
During a read operation, a data word is provided fromthe nmenory array 250

vi a bus3888hd an error ehcodeh endlddcadérn (EEEY) 332 that Simbd \mﬁﬁqr hotdeweiting tavbed' s

associated error correction code is provided to error buffer 322. For
one enbnmimveybrray 250 andreading fromche mnmdarraysﬁ& &he(ﬁﬁ:p Badincludes am prgoder
array 250 via bus 332. e data buffer 320 .coupled to

pr ovi defartgenetating the erroplogatingsodey framihe d@swordme adgepder Which S Bedifer 322 s
coupled to provide its error corr Ctl@ﬂ code to the EED 324 via bus 336.
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gﬁff T gnﬁ;‘?éﬁb {12 bt 88@1 Tr{@élata %ﬁi 15\4% ipparadeipdsan It €6 theent &iier 984 a

ore determning a final data val ue that no | onger has
gr NeNeoys tiist382. The eAdder 584 deRbrated @rios ldémﬂg ®des andoprevidethemeao lnhlsmcmory8

Fi gure Grray29Gviarbue 386.0Thie binbodinemt pray be employedwhen theienceder 384 hanwifficientg a
data bUfti];neerto generate the error correction codes before the input data to the encoder 384 is changed.
Figure 8 shows another embodiment of error correction circuitry 260 for reading data
from the memory array 250. The error circuitry 260 of Figure 8 does not include the data buffer
15 or error buffer of Figure 5.
A data word is provided from the memory array 250 to the error correction circuitry 260
via signal lines 388a-z. The data word is provided to the encoder 390 via signal lines 38%a-z.
The encc;'der re-encodes the data word and provides error correction codes on signal lines 393a-
m. The re-encoded error correction codes are compared against the error correction codes that
20  had been previously saved and which are provided on signal lines 392a-m. The comparison can
be performed with XOR circuitry, for example. The output of the comparison is provided to a
decoder 394. The decoder provides signals 396a-z which can modify the original signals 388a-z
to correct errors detected in the data word. The corrected data word is provided to bus 202 via
signal lines 398.

25 For an alternate embodiment, the programming circuitry of Figure 7 and the reading

circuitry of Figure 8 can be combined to share an encoder.



350 and an error encoder and decoder (EED) 354 that can be used for both

witing to the menory array 250 and reading fromthe nenory array
250. Th'e,wlé i ncl udes an encoder for generati oy
| ocati ng c?g/égzs“?r omthe data word, and a decoder which i 2&%@597“?18?& 5

correcting the data word when reading fromthe nenory array.

Figure 7 shows anot her enbodi nent of error correction circuitry 260 for
witing data to the nenory array 250. The error correction circuitry
260 of Figure 7, however, does not include the data buffer or error
buf fer of Figure 4. The data word is pr®vided frombus 202 to the

menory ar r ay Fignee 9 showsaflogehartishewing the sispytaken if gSBEraHpg eI CoEeCHon Fodsst - t o

e T8k ot e SR RS, TR SRS B
nmbodi ner; b I d when .th d 3 ficient ti

e R R L e

384 i . . j { ' :

0 A op oo S A B STBSERAEI 1

o cr e o .
The srrgf fr ][Lgat’d %{té{ Ei%gcgrgrf@g%fh% SR Rr B3 mlaf Ak $everdland %gélggyé fide thd

or error A data word i s ed from

the menmpgy bak baferfo} t%l_ﬂcﬁl is bt & witielak Bldafibutfer 802.L Ty 260 via
signal lines 388a-z. e data word is provided to the encoder 390 via

si gnal |i nes Op8fiiod continues at bld¢ie4®Na adeich the birsofitie datalweord ateaprooessedibylthe
provi des error correction codes on signal |ines 393a- m The

r e- enc odmabder 3@( toqgenemts dncenrot debating cadec dxtibdookdiOagthe data wdrd apd therercwr r ect i on
codes that 20 had been previously saved and which are provided on signal
| i nes 38=ating cadeaare siopedrin shermultitevel cell memery 204r Qperasign sgroinateratdlockid10r v |
for exanple. The output of the conparison_is provided tﬁf' a i decoder
3940 The dec&imire b0 shavireasrepregeniativesaming of 4datd word 440 and ifs pyseciated Grags
signal s ,388a-z to correct errgrs detected in the data word. The
cor r ect fa80g sodrgt3d- (The sy ogaipg <P 5&26 CQ‘%Q to point to an,erioNeOus BLoUR 0593
25 . Far . an._al t,erpate. enbadi,pent, the progranmm ng circuitry of
Fi gure 9“%1%8%%86‘? @a@%ﬁ’g in (e datd W%ﬁ%?dggft ry of Figure 8 can be conbined to
share an encegder,. embodiment, each byte corresponds exactly to a single multilevel cell, i.e., each
byte is comprised of the number of bits that is stored in a particular multilevel cell, and each
15  byte is aligned with the multilevel cell boundaries. In this case, when the error locating code
identifies an erroneous byte, it also identifies an erroneous muitilevel cell. Because the failure
mechanism of the multilevel cell is predictable based on charge loss, the correct state of the
erroneous multilevel cell is predicted to be a charge state having more charge than the charge
state read from the erroneous multilevel cell.
20 For another embodiment, the erroneous byte overlaps with two muitilevel cells, i.e., part
of the byte is stored in one multilevel cell, and part of the byte is stored in another multilevel
cell. This may occur when the number of bits in the byte are not the same as the number of bits
stored in a multilevel cell, or the byte is misaligned with respect to the multilevel cell
boundaries. If overlap of two muitilevel cells occurs, one or both cells associated with the
25  erroneous byte may be corrected by predicting higher charge states of one or both of the two

multilevel cells. Similarly, overlap of more than two multilevel cells may be corrected by

predicting higher charge states of one or more of the erroneous multilevel cells.



-9- Figure 9 shows a flowhart showi ng the steps taken in
generating error correction codes when a data word is witten to
the nultilevel cell nmenory. The follow ng description is nade . Wi th
referenc®@ /I programming circuitry of Figure 4. The f PERURVI3SH arts at
bl ock 400, from whi ch operation continues at bl ock 402. At bl ock
402, the data buffer 302 is filled wth data 5 maki ng up a data word.
Witing to the data buffer 302 may take several bus cycl es because the
data bus buffer 308 typically is not as wide as the data buffer 302.
Qperation continues at block 404 at whi.glh the bits of the data word are
processed by Kipére 11 shows a®B£a6iRE 08964-bit dgRvesrd Y60 along Wit itd BEctidted 8aade.
bl ock 406, the data word and the error | ocating code are stored |n
t he mul tartoexk@anngbdﬁmtﬁ@o The 26rbr 1oCptingatade 460 is aypa bEsrratlodating kodel 8k desdibed
Figure 10 shows a representative drawing of a data word 420 and its
associ atindfugimara: It can detect hw ot byte thetie errgaeouthk can pisp detecta singje bisderod30 i s
decoded to point to an erroneous group of bits, also called a
"byt e, " HigureHd showsamexamplo of the n=4 case. The data wﬂ 1%?4@0 élma.mﬁ@ﬁwo 3aduh byt e
correspqnds exactly to a single tilevel

Sis sa,a odks:

conp tAe Srhihereor lpgatigg cods 40 is pkle 49 e?tefa onf, 4&%‘% F’E‘Bﬂ igcach Pk ‘th 8ol °
cell, tfila(‘k 15 byte is aligned with the nultilevel cell boundaries.
Inthis B Suhen the error | ocating code i dentifies an erroneous

D b TR SRy PR LS o BlbrorPRERATS WL |1 e

mechani sm of I'S predi c 0SS

correct s&al ﬁﬁ@c 16 Ofirge states), theh EARSR R 41 trbz le§ ¥6ikespBhds th [p@ftﬁqua? g@ﬂ?fe%lbe a

charge state having re charge than the charge te re romthe

err oneou]IMY 4d drfdfSher€ Bbtbeted #lone of the 4-bit byiée rthamte ligfa rm&hmﬁmn@m
erroneous byte overlaps wwth two nultilevel cells, i.e., part of

t hel®yt ecilaissdchtatwith tRELIIBY kil ysleote| Usingithd epodt localing dudlefuh@rioiedisor ed
in another nultilevel cell. This may occur when the nunber of bits
in the bptlaleyekceliatantbeeesanined svithireeachbivek. of bits stored in a
multilevel cell, or the byte is msaligned with respect to the nultilevel
cel | Moltipttaerianeous mubwnel eqslsmaymmiemmnmeﬂemmm thelsame dgtauwerd, aiie or
both cells associated with th erroneous %/te may be corrected by
predi ct iSRgWRilyKigure hlab)g thermer @a@ﬂg endle 48P ppisting &t wwp% erroneous 4-bit bytes

RN M 1 L ARANECTE A, ER Y M TRANE T
t hel§ rr Oe?reo%lélgusrg"tlstalnh %Ybexl bycteesI As 1§ described in the IEEE article by E. Fujiwara and M.
Kitakami, cited previously. Various configurations of n-bit bytes, and m-bit blocks can be
implemented to achieve the level of error location and correction performance desired.
E:‘rror locating codes have an advantage over error correction codes because fewer bits
are requirc:,d to implement them. This reduces the cost and the size of the memory array: For
20 comparison, if an 8-bit Hamming code (a type of error correction code) were used in place of the
error locating code 460, then only a single bit error in the data word 450 could be corrected. If a
double bit error occurred in the data word 450, the double bit error would be detected but could
not be corrected by the Hamming code. Thus, the error locating code 460 provides a better
method of cotrecting etrors in the data word than the error correction Hamming code.
25 Since a predominant failure mechanism for a multilevel cell is for the multilevel cell to
lose charge, once an erroneous multilevel cell is determined, it is possible to predict that the

erroneous multilevel cell should have a charge level higher than that of its current state.



-10- Figure 11 shows an exanple of a 64-bit data word 450
along with its associated 8-bit error locating code 460. The error

| ocating wedgnsh@P is a type of error locating code as desqicdtiafdrizols in
Fujiwara. It can detect an n-bit byte that is erroneous. It can also detect

a single bit error. Figure 11 shows an exanple of the n=4 case. The
data word is also divided into two 32-bit 5 bl ocks. The 8-bit error

| ocating code 460 is able to detect one 4-bit byte error in each of the 32-
bit bl ocks. Thus, if the ata vvordis storedina4bit

mul til evel charg

states), t hen{:’(gﬁ@nf%#}yof’%@ ik Chﬁg sl"%‘i??? N %’rcgs 8"&}3?‘?‘@9}' “ertor

byt es, ¢ Resting codes pi) Leesaméraaﬂ%‘ i o P 1 B el B R0 1
the 4- i et  nbich BN Rrerds 0 heli cﬁ{cgg@hdfgﬁ%}rtgg THO#ESon P siEhd AIQUS

mul til ev can etermned wt

Mul tipl es@y, mﬁ@e}uﬁhmcinhh@eé% bk 582 TAY bldgk 864, 3dxt 4 P6kd nki s Bisdol te%iaéfﬁordat a
word, as iIs shown in Figure 11 by the error |ocating co

poi n6i ndlotatirgddde aparead &ithin' the aRltilevel Rel miioes The data wofd is hbK ifi @ieaddt\@r d
450. The accuracy of the error correction varies dependent upon the nunber

of 15 bufferG@60and the tsorochtinglzotle s\Hekbinake érsordaffer 32%d in the | EEE article
by E. Fujiwara and M Ki takam , cited previously. Various

confi gur at i onét blockiS64.tthdgatebits anddtheretyor lobdtinglcodesaane peocessed throughrthe EEnt ed
to achieve the level of error location and correction perfornance desired.
Error | otk terigtesmineswheshes these moagéths@éta veardo i he processingf tewdata biseandise
fewer bits re re wrgd tQ | ;nent th m T s I‘e? ces the cost
and the er%owmsﬁe e&"é’r‘ ¥%{pe E3p 324 gan b by el g‘ﬁ"‘ﬁ“lﬂ‘f’mﬂé{mn ng

crr 80" Focat s na wBck S0maFRq fsr SRy, fEp 8?%??9%%5“ E“"rsr??Pﬁ’ékégﬁaP‘Wﬂ‘ 450
could b K t{ﬂ?ﬁ&gﬂflatu &, however aggﬂg ?g&é&?éteﬁ{)dr ?ﬁan%é?x‘éﬁ&f goﬂtﬁ'mgp?c bg@ékas 16°" d

450, the error wou

corrected by hb6ioERETR, 8tnE 28D 304 dkkectdd Esifigle Blt ehBF W UpeFRIUG HRGRE QYT des a
block 512, at which the EED 324 corrects the single bit error within the data buffer 320 by
asserting one of the signal lines 340 for altering the appropriate bit value of the data buffer 320.

15 From block 512, operation continues at block 560, at which operation terminates.

If at block 510, however, the decoder detected a multi-bit byte error, such as a 4-bit byte
error as was described with respect to Figure 11, then operation continues at block 520. At
block 520, the one or more erroneous multilevel cells storing part of the data word are
determined. These erroneous multilevel cells are pointed to by the EED 324. At block 522, the

20  current cl{arge state of the erroneous cell(s) are detected by well-known circuitry in the
multilevel cell prior art. At block 524, the memory element bit pattern corresponding to the
erroneous cell(s) is modified to that of a next higher charge state. For one implementation, the
directly next higher charge state from the current charge state is predicted as being the most
likely corrective measure. For another implementation, a charge state different from the next

25  higher charge state may be more likely to correct an error. For example, it may be
experimentally found that a predominant error mode.is for a particular charge state of a

multilevel cell to skip down two states. In this case, the error can be corrected by predicting that



met hod of correcting errors in the data word than the error correction

Hamm ng code. 25 Since a predom nant failure nechanismfor a
multilevel cell is for the nultilevel cell to | ose charge, once an
er roneousvositazkevel cell is determined, it is possible tBCHUSATEP1IE hat t he
erroneous nmultilevel cell should have a charge |evel higher than that of
Its current state. '

-11-° - Figure 12 shows a flowhart of the process of correcting
errors detected by the error | ocating codes when reading a data
word froma nultilevel cell menory. Thejj.0l 1 ow ng description is

made W terk - | | dhhdbe Qfatdve 8@ {s@h&modtlikely eoredeavé Starts
at bl ockﬁesgg&a%g%d;&&{trcgﬁ]gé i%ﬁr{m%on??gﬁugé at bsl ocf<n°502.e}fé\t bl ock 502, a

dat a worgeamek. | $ifnilRE§IE itheREl ftit Biat a gﬁrﬁculaﬁmmodmdereaheoﬂﬂgifdlm iude of he
multilevel cell nenory. The data word is held in the data buffer
320, anda rhailevel ol ltheedrieador algerithm ¢onldibé apprdpriataly onplbmeiited t@@Re only the

At bl ock 504, the data bits and the error |ocating codes are processed

t hr ough tdededcEdirective measud@®4 t o deternmi ne whether there is an error in the

data word. The grocessi ng of the data bits and . error |ocating codes
carrPed out bit bleck 526 thomodified dataiwasd andibe seroplpcaling cods atapreressed thrguegh - 19

At block 506, if no error was detected, then opetation ti,nues at bl ock
560, at URIEGP 324 to see ifdb@ﬁ%?ﬁ*@ﬁ%}?ﬂfﬁ&iﬂ@?%ﬁf @0@%@%&?%%“3??’&(3 was
detected, then_ o a]gl;gg continues at block 510. At bl ock
510, if PH r@Eﬁ)“ggi?c 8ttcted a single bit error, then operation continues
at ) bl 512...at ich . ; ' '

M thin the dafanmers e ot b asodatbalAll G kiohqie sl folRehisFLabe,
)

for alt e}érxoﬂﬂiehr}g?i?ggﬁga ra%hear% %atyl Hforfbation Prétabds Réththdck320-back B blo&i OM

bl ock 512, oper (1 nue t bl ock 560, "at whi ch operation term nates.
It ab bl 98k FHDLwLNBYEI the EMRAIKING QF eHerdl@ilEeigarferiotlabd e therbyfyel@némbit such
as a 4-bit byte error as was described with respect to Figure 11,

t hen opepaten®Ass6eibiel MigSanadrroak QamEBBRvelAtell not being atilk exbe Hadifietive ahigheor

nore erroneous nultilevel cells storing part of the data word are

det er m nelthrgeTitate aresatisfiah then wpkiatibe pmicesss laf Bloek 84G0i nted to by the EED 324.
At block 522, the 20 current charge state of the erroneous cell Qs} are
det ect ed by walt block 549, if thersuis st} an prrema the data word, then operation proceeds at block

550, in which an error is flagged. The processor 200 or other device requesting the data word is

15  informed that an error has occurred.
If, however, at block 540, an error is no longer detected, then operation continues at
block 560.
;Xt block 560, the flowchart terminates. The data buffer 320 holds a data word which has
been corrected of errors. In one embodiment of a multilevel cell memory, the erroneous
20  multilevel cell is rewritten with the corrected data word held in the data buffer 320. In other
embodiments, however, a correction to the memory array is not made. This is due to the ’
complexity of adding additional circuitry to write back to the memory array. Additionally, fora
flash memory embodiment, generally, an entire block would have to be erased in order to
rewrite a data word that has previously already been written to the flash memory.
25 In the foregoing specification, the invention has been described with reference to specific
exemplary embodiments thereof. It will, however be evident that various modifications and

changes may be made thereto without departing from the broader spirit and scope of the



mul tilevel cell prior art. At block 524, the nenory elenent bit pattern
corresponding to the erroneous cell(s) is nodified to that of a

next hi giagyos@bgyige state. For one inplenentation, the PCT/USSH3e@™L | y next
hi gher charge state fromthe current charge state is predicted as being the

nost i kely corrective neasure. For another inplenentation, a
charge state different fromthe next 25 hi gher charge state nmay be nore
likely-to correct an error. For exanple, it nay be experinmental ly

found that a predom nant error node is I£r a particular charge state of a
gglr ﬁ Iel:'? \égwlre&}gh :a% tach &‘%ﬁl&hgx tgg \é\ﬁpetn\ggd c ta.la}rtxs(.3 s1"he:I sBeéiHc':a%ioﬁ R/ dratwqg gsea.rré,%:cgrglr}xg?y? .
-12- : - hi r.ge. . t romthe charge state read
is the %%g?h%ﬁﬁ%ﬁ§8§g#£§é%?€%gﬁggﬂgn%&%ﬁ%ﬁ%%égg%hiIarly, if it were found
that a particular failure node were the only failure node of .a
multilevel cell, the correction algorithmcould be appropriately

i npl enented to take only the needed corrective neasures. 5

At bl ock 526, the nodified data word and the error |ocating code are
processed t hrough the EED 324 to see if the error has been corrected
by the nodification of the data word performed in block 524.

If there is still an error and the bits associated with the erroneous

mul tilevel cell(s) can be nodi fied again to a higher charge state,

t hen operation proceeds from bl ock 530 back to block 10 524. 1f,
however, both the conditions of there still being an error and the nenory
el ement bit pattern associated with an erroneous multilevel cell not
being able to be nodified to a higher charge state are satisfied,

t hen operation proceeds at bl ock 540. At bl ock 540, if there
is still an error in the data word, then operation proceeds at bl ock

550, in which an error is flagged. The processor 200 or other device
requesting the data word is 15 infornmed that an error has occurred.

| f, however, at block 540, an error is no |longer detected, then operation
conti nues at



bl ock 560. At bl ock 560, the flowchart term nates. The data

buffer 320 holds a data word whiech—has———— —been corrected of errors. In
one enbodi nent of a nultilevel | : erroneous 20 nul titevel

cell is VOWPMPLn with the cor rlﬂ“ﬂ"ﬁ”ﬂ“ﬂﬂﬂhel d in t RETESPHUBIK fer 320.
I n ot her enbodi nents, howevert ascoarrection to the nmenory array is

not made. This is due to the conpl exity of adding additional

circuitry to wite back to the nenory array. Additionally, for a

flash nenory enbodi nent, generally, an entire bl ock would have to be erased
in order to rewite a data weikd that has previously already been
witten to the flash nenory. 25 CLAIMS In the foregoing specification,-
the invention has been described with reference to specific

exenpl agygamasrmrspiyereof. It will, however be evident that various
nmodi fi catiops,and . changes may, be ' L rting
fromthe brbafdRctiod pf ?a%l%ggtﬁgrﬁg‘ ?)letﬁ%vep@eqﬁ’ftanﬁ%ﬁfg& th e BT

- 13- i nespublecof semingahreé or tbre chatgesstagspti desthagl cv)hmgﬁlnm@ %ms(ﬁff i cation and
drawings are, aGeaklfing that b fird SnkBY A Gad o el I MRVERLNE e GEE, shan 2

restrictive sen . _ o
-14- (b) providing an output corresponding to the multilevel cell paigtaiping a second  WyAT

|'S CLAI MED | Sharge state, wherein the decofid Bledrgtiate hiag ma@icharge #an the fi%t éhavgd dtatkevel
cell of a nenpry, -t

he nmultil evel cell capabl e of .staring.three or

more char ge2sthg @Eh@%cmﬂd’éhe&}ﬁ&ﬁ stspg) ?ft@t%’ég %‘P‘.aﬁrs;c arge'state rea
(a) det o thie Rgultileaé] call fid dridneolisdis gerfatmtdynelizing aoerohedaul til evel cell is
erroneous; an . . b). j ding. e ling to
The i t11 eqonbeBetohaf sl i hpein dlslegfarof il Bl Pk, E0EEASRE Al
wher ei n fromeths emdtiig velitall grecrsanavies is asrfonmed by wiligiag en arfot leeatingregde.char ge
state. 4 The metl}qd%f cliif 1A thY seCdiidl (Harke WARY i€ ofle Ekﬁ@%le%tﬁQ abdVe tRE
determining that a tirst charge state read fromthe multilevel cell
i s errofEgsbangs st f orned by utilizing an error code.

5. The method of claim 1 wherein the second charge state is two charge states above the

first charge state.
6. A method of reading data from a memory comprised of multilevel cells, each of the
multilevel cells storing more than one bit of data, the method comprising the steps of:
(a) reading data bits stored in a set of multilevel cells;
(b) reading error code bits associated with the data bits;
(c) using the error code bits to determine that the data bits read from the set of
] multilevel cells include target bits that are erroneous, wherein the target bits are
associated with a target multilevel cell, and wherein the target bits indicate that the target
multilevel cell maintains a first charge state; and
(d) modifying the target bits to correspond to the target muitilevel cell maintaining a
second charge state, wherein the second charge state maintains more charge than the first
5 charge state.
7. The method of claim 6, wherein the error code bits are error locating bits.
8. The method of claim 6 further comprising the step of:
(e) determining whether the target bits that were modified in the step (d) are still
erroneous, and if the target bits are still erroneous, then modifying the target bits to correspond
0 to the target multilevel cell maintaining a third charge state, wherein the third charge state
| maintains more charge than the second charge state.
9. The method of claim 6 wherein the target bits are also associated with a second target
multilevel cell, and wherein the target bits indicate that the second target multilevel cell

maintains a fourth charge state, the method further comprising the step of:



3. The method of claiml1l wherein the step (a) of determining that a first

charge state read fromthe nultilevel cell is erroneous is

per f or mesyds/widil i zing an err ommﬁm“mgl mﬂj“[ pCT/USH7ATHE et hod
of claim1l wherein the second ¢W® i si's;one charge state above the
first charge state. 5. The nmethod of claim 1l wherein the
second charge state is two charge states above the first charge
state. - 6. A nethod of reading data froma nmenory conprised of

multilevel cells, each of the mul tilevel cells storing nore than

one bit of ta, .the nethod.co risi'rll't S ’ . e
(a) reading %a'f‘ﬁdl P& {@tt%fg%&mis ﬁné)'éorgeéi’é'gftg?nlﬁ {e‘?&gdvtg{ge tcrgHué?Vd cell maintaining .
(b) readi fifih ehdrpe stargwhdreinghafifti chagestateimaintaine mese chargetthan the fourth charge

(c) usi ngatghe error code bits to determne that the data bits read fromthe

set of mul tilevel cells include target bits that arg
erroneous, viferAemethode! readingidats fram g multilevel cell memory comprisipg ths sps Qft h a

tagget mul tilevely £edking 3RedeWA o the ntifilevel gell mehiosy, ilciodaiverd domiprishieg a
t ar get ) %ul ti IF¥eI cell m‘:u@etal ns a first charl‘?qe .stgtte,; and
(d) nodi f yi ngprefiicnmipesbqumher of dafa bifs tergunedaumber of ctrgr 1ating Bisi. o |
mai ntai ning a  (b) using the error locatiag dit t delermires thitat rtiothefithe prefeternsisednd
charge state maintai.ns re.charge..t . i : ar ge
tar e Aimser O daty B 4 SHRERE e FPRIcHT I e frédtGrmined number of daa EECT 0°,
are error | ocedrtesporsiinigsto a first multilevel cell acigallyrmaingaining @ fisst charge stag; ped t her
coppri sing the A i defrmitRlaSuribet SXtia itsBEockdi&d wWith get
bi?g that were 3@???@@&“%trtllelpﬁreuogtogpt)he(pég re still : sE:rro neous, and

i f the target theifirs raultilexelicell teeormspnddo at}!‘éﬁf FRages Sath rapiihe Host RATBHTHE: (o
correspond t o te hahe@bf dithi 10 fvlér celprisimgitd akpefag a third charge state,
wherein the thirg charge_, state . el .nt ai

second charge st ‘él".e%gg for an error in the gr_edeltqgmﬂgqawgrgbeg?)% g?tgllgﬁg gﬁ\ti\%gl%gp Er’fnfiﬁde
target bits ajpethakep (@sarci ated with a second target mul til evel

cell, and wherein thefar g#g}pﬁfﬂg,ﬁ%fit&cﬂxgﬁeﬁfrﬁﬁ%tnumr SEERNBhs RESHEted with

miftilevel cell ns a charge state, t_h% net hgd
further conpr theifiret multileyelensllde correspond to a next higher Charge state until the error has been

- 15- corr ctec\( e) nodifying the target bits to correspond to the
second target rru?tl evel cell maintaining a fifth charge state,
wherein the #3-fAKIEHAFYBPRYHE e mai ntai ns nore charge than the fourth charge
state. a memoryldi‘ray/éoﬂ?ﬁkiﬁg a pluralitpof myltieteh céliseapablerod storingvatllease] |

mepory conpri sing. the. steps o (a) accessing a
coggword in tH& ‘t’ﬁa&/"é’gﬁ’caé'fil memory, the codeword conprising a
predet er mi ned nuaneEzror ofrculb¢aupleidiia regpive thepatafson e MEMOTY AT the £ITEF piFguit

| ocating bitsy,mg ble of édectifh AertdiRofy MbhotyUidhé BitPatiemt O
det erm ne thaForg‘_mSol?%figﬁcog?r%aﬁg e?ecf;e?%egrn% d 3

.. b f
data bits is proiedduroneoh e uitioys cohs. daccpde oricting & FOMBrHIRTMOR Slpment

bi t's Bit pattern HAGY AMAskeretd Mseeidted @ithnhd dridnesues mernddy elerhenabity
mapntaining a first charge state; and (c) nodifying the portion of the
pradet er mi ned PAfBer of data bits associated with the first

mul til evel ceblThociemirafspimd2tfartizer comprsinghar ge state than the first

fﬂgr gt(:aef)t S]E ?' a data buffer capable %?%ﬂ%qgﬂggﬁagﬁe&bg’ elerhéhebit! 53&%. %mfai sing

) . ‘Qy; an .e[JO{ in thg L.

pr edet er mi ned buffaballowing aminauifiren thedecodss fr Mediiinggdividual bits stored within the o
step (c); a”ddéﬁ)bu‘il%ﬂi fying the portion of the predeterm ned nunber of data
bits associated wt .. the first multilevel cell to
coPrespond t d4aATBXMOR GRIISBRar ge state until the error has been
corrected. a multilevel ceuLiaapawlle_Q)if storing atdleasptv'/(sbimg)f daTa; a
menory array conprising.a pluraldt . o . i ng
at | east two bit H‘Tor(fgf‘%lg%&ﬁ or fgﬁéen%anﬁg frbl RY4ingHits hSsob@RARYiM AL 2Bl

two bits of data of the muitilevel cell; and

an error code decoder for determining whether there is an error when retrieving the at

35 least two bits of data from the multilevel cell.
15. The memory of claim 14 further comprising:



an error circuit coupled to receive the data fromthe nenory array, the
error circuit conprising a decoder capabl e of correcting
an erroneous nenory elenent bit pattern provi ded by one of

the multilevel cells, the decgderfﬂpr'edr’ft’r/nf \“correct menory el enent

bit patt@igegaasgd on a charge “‘w wth the EFEHOSTNINBENDS Y
el ement bit pattern. 1 mg cuit of claim12 further

conpri si ng: *a Cdaﬂ-a Buft er capabl e of storing the
erroneous nenory elenment bit pattern, the data buf fer
all owi ng an input fromthe decoder foléaodifying individual bits stored
within the a data buffer coupttaitta threrfogcode decoder for storing the 4t lesstrwabity of

compri sing: datg, the data buffer allowing®itdtokdd Witth iG8lbk nfifdy. € of storing at
| east two bits o an error code generator for

generating error Iocatr ng bits associated with the at | east

two bits of qaagﬁfe;ﬁoﬁecdmﬁﬂsg vel cell; and 'an error
codge decoder for deter v%é@ r there r VY:AF L tnrlevglngfthe
at 35 Ty ehels Yo sioiinech 4o, ot saqh ey hietl capgbic

15. The menor ysrmﬁng:mmemrinbré chargestategyapd i si ng.

- 16- gg‘é? coupled to the error code decoder
for storing the a{mll'ceoe{refn?nar c‘gﬁéﬂg data, the data

buffer allowi ng bits &rgcisenivy that amploys srerdogasineicodes associated with the data word1 6,

A MeNDry conpri si NGo lodate an erroneous multxlevel ceﬂnmﬁray of multilevel cells for
g(?r ng a data word, each multi

ing three or noreS&9ad ﬁ’éc‘gﬂé? o Qﬁ’dg a mé)m"ry ompfm associated withghe grroneous

correction circuit ryukievel dedl wgerem the the memory output corresponds to afcharge state
circuitry that enpl %'3 A wi th the data word
to Iocatg an errgﬁe@éﬁeﬁ”n% &Fﬂb Qﬁ,é an 0‘%85%!&%?&11'

second circuitry for providing a nmenory output associated with the
erroneous mul tilevel cell, wherein the the nenory
out put corresponds to a charge state hi gher than
that read fromthe erroneous nultilevel cell.



