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Fi el d Thi wao oswesdsbon rel ates to a broadcast reception systmrmimes/oszch only
such pl ayback apparatuses that are owned by users authorized to view

di gital broadcast contents are able to play back contents properly
(hereafter, referred to as the "conditional access system), 10 and
particularly to a techni que for,&ﬁﬁgﬁFﬁEIﬂ%ster keys that are needed at
times of playing back the contents. Background Art In MPEG 2 Systens

(1 SO | EC13818chhrridi Einvieaca Abanderek, oeAgbbl onab BeresHy, sygbem the
distributor transmts contents 15 including 1 mages and audi o after

scranbling themwi th a scranbling key Ks. The receiver plays back the
contents after descrabBli WNAHSMNTWAPRABATETY £ iSH§TkMy Ks. At this tine,
the distributor and the receiver each need to have the sanme scranbling key
Ks. The distributor therefore stores the scranbling key Ks into 20 a piece
of information called ECM (Entitl enent Control Messages), and transmts
the ECM after encrypting themw th a work key Kw. Further, 1 WD 03/079689
PCI/ JPOIhn32al Field

This invention relates to a broadcast reception system in
whichonly such playbackapparatuses that are ownedbyusers authorized
to view digital broadcast contents are able to play back contents
properly (hereafter, referredto as the “conditional access system”),

10 and particularly to a technique for ﬁpdating master keys that are
needed at times of playing back the contents.
Background Art

In MPEG-2 Systems (ISO/IEC13818-1), which is a standard

conditional access system, the distributor transmits contents

15 including images and audio after scrambling them with a scrambling
key Ks. The receiver plays back the contents after descrambling them
with a scrambling key Ks. At this time, the distributor and the
receiver each need to have the same scrambling key Ks.

The distributor therefore stores the scrambling key Ks into

20 a piece of information called ECM (Entitlemeﬁt Control Messages),

andtransmitsthe ECMafter encryptingthemwithaworkkeyKw. Further,



the distributor stores the work key Kwinto a piece of information called
EMM (Entitl enent Managenent Messages), and transmts the EMM after
encrypti ngadsanmvasdpt h a naster key Km which is unique to eaatt/Jppsesgback
apparatus. 5 The receiver decrypts the EMM using the nmaster key Kmthat is
of its own to obtain the work key Kw, and then decrypts the ECM using the

wor k key ., Kw | cr.anbl i S,..Thi_s h i.stributor and
the recetier S Rl SRS S LEPE A Al ko ke84 o et e
general structure of the conditional access system The broadcast

appar at 421164 anM t(Ept EXesncartoMi tagsmaritsMé e ddes ) , phay haeksapparacugmmM 02 by
broadcast, various kinds of information including scranbled contents, ECM

EMM Thef&%ayback apparatus 102 15 descr%pbles/ %%%ygts the informati on and
di spl ay$H roﬁn%rﬂ?‘ﬁﬁ’igawelﬁdfﬁtthoﬁ HRBEC ALY B W 18 i A%y backedppar at us
102 perfornms decryption with use of an ID and a master key Km stored in

t he pIaxﬁgﬁéacﬁpggéégégﬁsLtself, and then descranbl es the scranbl ed
contents. different IDis assigned to each playback apparatus, each
manuf acturer, 20 or else, as necessary. Also, a different master key Kmis
assigned to edbh peRiyeErkdappariad de EMYHusmLthetReier devekgethals
necessary. 2 WO 03/079689 PCT/ JP03/ 03232

is of its own to obtain the work key Kw, and then decrypts the ECM
using the work key Kw to obtain the scrémbling key Ks. This way,
the distributor and the receiver each have the same scrambling key
Ks.

10 FIG. 1 shows the general structure of the conditional access
system.

The broadcast appara;tus 101 multiplexes and transmits to the
playback apparatus 102 by broadcast, various kinds of information
including scrambled contents, ECM, EMM. The playback apparatus 102

15 descrambles/decrypts the information and displays it on a display
monitor 103. At this time, the playback apparatus 102 performs
decryption with use of an ID and a master key Km stored in the playback
apparatus itself, and then aescrambles the scrambled contents. A
different ID isassignedtoeachplaybackapparatus, eachmanufacturer,

20 or else, as necessary. Also, a different master key Km is assigned

to each playback apparatus, each manufacturer, or else, as necessary.



The master keys correspond one-to-one with the IDs. FIG 2 shows the
structure of the playback apparatus in the <conditional access system In
t he pl aybwewkosappae at us 201, the receiving unit 202 recei vaxT/BRPOVeRBDUS

ki nds of information including scranbled contents, ECM EMM and the type
judging unit 203 judges the types of information. The type judging unit

203 trapsfers infarmation to different units., .depending on what type of
inforna&?ISnm??{?%ﬂ{ﬁyosr Exanprel? i angpgr‘gltlégﬁ}ﬁﬁ%d contents to the
content descranmbling unit 211, ECMto the 10 ECM decrypting unit 208, and

EMM to the EMWdecryphbing thd 6t208turd e th¥ hasiatkngopaiatud04n iy es an

I D and a nmaster key that are unique to the playback apparatus 201. The EMM
decrypting unit 205 decrypts EMMwi th the master key Km and inputs, to
the Kw GpAgLFRgRaLIMICEG6SYEESMr k key Kw which has been a part of the
decrypted EMM 15 The Kw updating unit 206 obtains the work key Kw fromthe

EMM decrypti ng Lt e isd ‘Wl ; W
storing unit %%'%Ewg tpolr%lg/g)a{E Egpﬁg%ﬁéﬁb%v%a%d%gl\gggﬁ lﬁgydoa%%%c%%%e Kw

updating wunit 206. There is also another exanple where, in order to update
arb 20 ewrirspiadgindslokenfommatdwnviordl udéngi sersibdiederpritionsagEC, EMM,
bi -directional comunication system (e.g. see Japanese Unexam ned Patent

3 VO 03/a(r)1c7:1919§e9 t@%y j]upé’&{nog%ﬁft 203 judges the types of information. The

type Jjudging unit 2Q3 transfers information to different units
depending on what type of information it is; for example, it transfers
scrambled contents to the content descrambling unit 211, ECM to the
10 ECM decrypting unit 208, and EMM to the EMM decrypting unit 205.
The ID/Km storing unit 204 stores an ID and a master key that
are unique to the playback apparatus 201. The EMM decrypting unit
205 decrypts EMM with the master key Km, and inputs, to the Kw updating
unit 206, a work key Kw which has been a part of the decrypted EMM.
15 The Kw updating unit 206 obtains the work key Kw from the EMM decrylbting
unit 205 and updates the existing work key Kw. The Kw storing unit
207 stores the work key Kw that has been updated by the Kw updating

unit 206.
There is also another example where, in order to update an
20 ‘ existing work key, a new work key is obtained through a bi-directional

communication system. (e.g. see Japanese Unexamined Patent



Application Publication No. 2002-16901) The ECM decrypting unit 208
decrypts' ECMwith the work key Kw, and inputs, to the Ks updating unit
209, a scwanlormgokey Ks which has been a part of the demoaptresioZ&M The
Ks updating unit 209 obtains 5 the scranbling key Ks fromthe ECM
decrypting unit 208 and updates the existing scranbling key Ks. Here,

updati ng of .t he, wor ey Kw and th Ccr ing key Ks wusually neans to
overwr i %@ﬁ@%l%vé{}gﬁcaittlopsﬁaccg%(fzaﬁ%?ahb) make additions to the work
key and the scranbling key. 10 The Ks storing unit 210 stores the

scranbl i ng keyrKs tdatdgegpthagnunirdabedadyridies KeMupdat idie wekk 1289. The

content descranbling wunit 211 descranbles the scranbled contents using the

scranbling kra_ Ks, and inputs- the descranbled contents to the content
out put t iKrg anmiereeD, toHchatefatsng poitisly uhiscranbling kenisswi ke

contents 15 to the display nmonitor. FIG 3 shows the operation of the

| aybac i i :Plf%‘] a IS ]pﬁ%
gpp)e/lr at &a%%ﬁggrE%%o%&?ﬁg&%r oa c'as? ﬁsz%par at u?g(%ggcl ?MT e ESM\/I

include (i) an 1D of a playback apparatus 20 that is to receive the EMM
amgd (i i )thensenamylpired kegr Ks ket hECMKdpcwipting sinatwodd & doelyup@ateser ypt ed
with a master key Kmthat corresponds 4 WD 03/079689 PCT/ JP03/ 03232

the existing scrambling key Ks.

Here, updating of the work key Kw and the scrambling key Ks
usually means to overwrite them; however, it is acceptable to make
additions to the work key and the scrambling key.

10 | The Ks storing unit 210 stores the scrambling key Ks that
has been updated by the Ks updatingunit 209. The content descrambling
unit 211 descrambles the scrambled contents using the scrambling key
Ks, and inputs the descrambled contents to the content outputting
unit 212. The content outputting unit 212 transmits the contents

15 to the display monitor.

FIG. 3 shows the operation of the playback apparatus in the
conditional access system.

The playback apparatus receives EMM from the broadcast
apparatus (S301). The EMM include (i) an ID of a playback apparatus

20 that is to receilve the EMM and (ii) an encryioted work key E (Kw, Km)

which is a work key Kw encrypted with a master key Km that corresponds

4



to the ID. Here and hereafter, E (X, Y) denotes "informationXencrypted
with the key Y' or "information X scranbled with the key Y'. The pl ayback
appar at uswesrypiss E( Kw, Km) using a Kmstored in the pl adramks/eppar at us
itself, if the IDincluded in EMM coincides 5 with the ID stored in the

pl ayback apparatus itself. As a result, the playback apparatus obtains the

wor k key Kw ((S302). Next, the pl aybhac aratys receives ECMfrom.the
broadcagPthﬁgﬁar d%%%%)ea%t?ﬁe%g&/&? %@Baé%s aﬁné%?%oél LEFAREPng key E
(Ks, Kw) which is a scranbling key Ks encrypted with a work key Kw. 10 The

pl aybacl; appaitius, dechypt snforkti®iokWk Y&hahidie whehktkeykeKw stored in the
pl ayback apparatus itself. As a result, the playback apparatus obtains the

scranbling key Ks (S304). Further, the playback %ggarax us receives a
scranbl ed contBm PlEYCeak @FPArRE)SfiesHYIRe Bflond&adt usbparafustessds) . 15
The pl ayback apparatus descranbles E(Content, Ks) using the scranbling key

appar ot 06 G R AU ARR Gy LS b SRR Ll RARRARETT

content. FIG 4 shows the general structure of the conditional access 20
syst em whtwhiteh IDheteread enatpé wlayideykodpphsdvac kt apbbr abasesesullite
pl ayback apparatus 1 and the playback apparatus 2 receive 5 WO 03/ 079689
PCT/JPO%égsgfazyback apparatus obtains the work key Kw (S302).
Next, the playback apparatus receives ECM from the broadcast
apparatus (S303). The ECM include an encrypted scrambling key E (Ks,
Kw) which is a scrambling key Ks encrypted with a work key Kw.
10 The playback apparatus decrypts E(Ks, Kw) using the work key
Kw stored in the playback apparatus itself. Asa result, theplayback
apparatus obtains the scrambling key Ks (S304).
Further, the playback apparatus receives a scrambled content
E (Content, Ks) from the broadcast apparatus (S305).
15 The playback apparatus descrambles E(Content, Ks) using the
scramblingkeyKs storedintheplaybackapparatusitself. Asaresult,
the playback apparatus obtains the content (S306) and the user is
able to view the content.
FIG. 4 shéws the general structure of the conditional access

20 system in which there are a plurality of playback apparatuses.

The playback apparatus 1 and the playback apparatus 2 receive



various kinds of information transmtted fromthe broadcast apparatus 101.
A display nonitor is omtted fromthe drawing. The IDlL and the I1D2 are
assi gned wo ®acyssof the pl ayback apparatuses respectivel y pcanboznni3?
different fromeach other. Since |IDs correspond one-to-one 5 with naster
keys Kns, Kml and KnR are different fromeach other as well. Here, a

di f f t I.Dis.assigned. t h, pl ayback ‘ Jbut it is al
accept abPEPF K AP o BB G Aeel et T Bt s REAEH SeT L Per 2t model

of playback apparatuses, each production |ot, or each specific group. In

such cases, anpiwpalivt moditet aybaek t 184 apRad alhes esaihdl NTRe gTPLEMAVeE t he
sane | Ds and naster keys Kns, but those IDs and naster keys are different

fromI|Ds and master keys owned b Blayback appar atuses i n anot her. group.
FIG 5 $h6ewsP2 pee gseranpdiosfadhnel shardievbyckrprasbasks Tappart Y n t he

conditional access system 15 The pl ayback apparatus 1 selectively receives

EMM 1 fromthe di?%@?%ﬁ?%ﬁoﬂiﬁ%@&wﬂnﬁ%%.5,595&}10e ML Lasiydesntbe, Id4k and an

encrypted work key is a wrk key Kw encrypted with the
master key Knl that corresponds to the IDl. Because of the ID1 included

i b EMM Yithheapten eyl Eppakatiusnd Hne? alybediOfdnterit Efgm tazath ohher 23
particul ar set of EMMis addressed to the playback apparatus 1 itself. The

glc.al‘.y‘t])gggv gg‘rz!-?‘érues, % éjleffre)_{t%%% B l:l{.vsv’asKsniﬂ'g?neléiSjcg %a{[crﬁepﬁ%ac@ X%)p%ét%s?%g
‘but it is also acceptable if a different ID is assigned to each
manufacturer, each model of playback apparatuses, each production
lot, or each specific group. In such cases, a plurality of playback

10 apparatuses within a group have the same IDs and master keys Kms,
but those IDs and master keys are different from IDs and master keys
owned by playback apparatuses in another group.

FIG. 5 shows the operation of the plurality of playback
apparatus in the conditional access system.

15 The playback apparatus 1 selectively receives EMM 1 from the
broadcast apparatus (S501). EMM 1 includes the iDl and an encrypted
work key E (Kw, Kml) which is a work key Kw encrypted with the master
key Kml that corresponds to the IDl‘. Because of the IDl included
in EMM 1, the playback apparatus 1 is able to identify that this

20 particular set of EMM is addressed to the playback apparatus 1 itself.

The playback apparatus 1 decrypts E(Kw, Kml) using the Kml



stored in the playback apparatus 1 itself. As a result, the playback
apparatus 1 obtains the work key Kw (S502). The playback apparatus 2

sel ecti vep i3aamisves EMM 2 fromthe broadcast apparatus (FESQ@D3/0328WM 2
include 1D2 and an encrypted work 5 key E(Kw, KnR) which is the work key
Kw encrypt ed vvith the master key KnR that corresponds to | D2. Because of

theID2incI i t he parat us 2 to.id ntify
t hat thiS§OB qih FI\% %?)f‘ @if\%”&yg&%ﬁgzg ffﬁéu;)fa?yglgcﬁ}a 6’65 atus 2
itself. The pI ayback apparatus 2 decrypts E(Kw, Ker) using the Kn2 10

stored ipphhec aybackiapparatws i kelSekf (s#®)a resul t, the playback
apparatus 2 obtains the work key Kw (S504). This is how the playback

apparatus 1 and the playback apparatus 2 each obtain the work ke% Kw. The
procedur e af t €¥he BiLayback peragatus dsseretoiie desess et EiM @ &omthe
t herefore, explanation will be omtted. 15 The foll ow ng describe a nethod

of preventing, &Hggygﬁggl (35013 aPRa bicih@mbbay Ngn Rtk £08E Gk-g. when

there i s one. e general structure of the conditional access
systemin which there is an unauthorized apparatus. The unauthori zed

plsaybac kegpp tfvat Ken2i) swalph aybdble wapparkeyu&w eocrypttedlivdgbi tless nasselef as t he
pl ayback apparatus 2 with D2 and the mnmaster Key KnR2 havi ng been obtai ned

in an ur]l%lﬂ}tienozr %:l%g’(cj Jo?‘:?rglsggnds r:E:o sz\O %:é/cggg % B%HI“E)BOSA%% in EMM
2, the playback apparatus 2 is able to identify that this particular
set of EMM 1s addressed ﬁo the playback apparatus 2 itself.
The playback apparatus 2 decrypts E(Kw, Km2) using the Km2
10 stored in the playback apparatus 2 itself. As a result, the playback
apparatus 2 obtains the work key Kw (S504).
This is how the playback apparatus 1 and the playback apparatus
2 each obtain the work key Kw. Tl;le procedure after this is the same
A as the one described in FIG. 3; therefore, explanationwill be omitted.
15 The following describe a method of preventing an unauthorized
apparatus from playing back contents, when there is one.
FIG. 6 shows the general structure of the conditional access
system in which there is an unauthorized apparatus.
The unauthorized playback apparatus is a playback apparatus
20 that disguises itself as the playback apparatus 2 with ID2 and the

master Key Km2 having been obtained in an unauthorized fashion. In



this situation, the unauthorized apparatus is able to pretend as if it was

t he pl ayback apparatus 2 and play back the contents, by the sane procedure

of operatwans/gyswn in FIG 5. Here is a nethod by which tHaa/irosesteast

apparatus does hot 5 transmt EMMthat include the ID2 so that it is

possi ble to prevent unauthorized playback of contents when it has been

| earned that an uynauthori zed %ggar tus exists, FI shows the ogeration
howsy e

of the pRayEEEaEHERr 4R} aﬁﬁaiﬁﬁ¥feh%FﬁﬁkhﬁoéﬁﬁﬁFﬁér?%

apparatus fromperform ng 10 unauthorized pl ayback.of contents. FIG 7

di ffers;frpom kh@ pPaiBhdiabphhst s gadea 1@\?@%&@% don@ealk} SoPring EMM 1
i ntended for the playback apparatus 1 (Sb01), and does not transmt EMWR

which are intended for the playback apparatus 2. This way, the
unaut hospredoepgrivaeusti epereatidilse shewsbinai flG-he-15 work key Kw. As a
result, the unauthorized playback apparatus is not able to obtain a

sorarbling keyukse (370 Her ol gmﬁ%h AL - BaabLC IR Nty € ther

(S702). There 1S, however, emin this net cast
apparatus does not transmt EMMthat include the I1D2. --- The playback 20
appar at utgafsmbieiiMy amt@unbtnde echeafparsas tbatwitl Lsnodssidlabte prevendy back
the contents, either. 8 WO 03/079689 PCT/ JP03/ 03232
unauthorized playback of contents when it has been learned that an
unauthorized apparatus exists.
FIG. 7 shows the operation of the playback apparatuses at
times of preventing an unauthorized apparatus from performing
10 unauthorized playback of contents.
FIG. 7 differs from FIG. 5 in that the broadcast apparatus
transmits only EMM 1 intended for the playback apparatus 1 (S501),
and does not transmit EMM2 which are intended for the playbackapparatus
2. This way, the unauthorized apparatus is not able to obtain the
15 work key Kw. As a result, the unauthorized playback apparatus is
not able to obtain a scrambling key Ks (S701), and is not able to
receive the contents, either (S8702).
There is, however, a problem in thismethod since the broadcast
apparatus does not transmit EMM that include the ID2. ---Theplayback

20 apparatus 2, being an authorized apparatus, will not be able to play

back the contents, either.



The first object of the present invention, therefore, is to provide a
technique that makes it possible to elimnate content playback by

unaut hor i we&dsphgeghack appar atus, and enabl e only aut hori zed/ypoayark
apparatuses to play back contents properly. 5 The second object of the
present invention is to provide a technique that enables only authorized

pl ayback apparatus.to,_play L ba contents properly by.utilizing the channel
t hr ough mhichtﬁﬁ%%lﬁﬁhfgﬁf§ta? %?¥h3§ﬁ??¥%&P”EF§é¥%@ P&rgfof%é%fhggntion 10
The present invention provides a content playback apparatus conprising: a
stori ngoriftad hatcaniqueeehet Henestiar ebsihbnei 8o alikinatienfonmanhton
decrypting unit operable to (i) obtain encrypted key information that has
been encrypted by a first secret-key encrypting nethod, and (ii) _decrypt

t he enc@%ﬁﬁ@ﬁﬂkngiﬁméﬂﬁﬁ@¥%%@inP%aK%®C@5aPR$%ﬁFHﬂ4cﬁp%s?ﬁ@b%%e°§98red
secret key, the key information being either a decryption key used for

d ; 1 | Nl . erdpdat | h
ecrypt i&&&&%@ gsggyﬁs%f %ﬁ&ﬁ%u‘é@ga{:b 2%%? B MSS bieripdat i ng t ‘ e

secret key; a con ack unit op e to, when the decrypted key
information is the decryption key, (i) decrypt an encrypted content key
t Bat has been TG eecoyptcuidnt afstbemreentetnkeytiemcigptd rigrawidsod, usi ng
the decryption key, (ii) descranble a scranbled content that has been 9

Vo 03/ O’Zggl%gr?iql?l%wt%ggséga 2ZLsezs only authorized playback apparatus to play

back contents properly by utilizing the channel through which the
contents are trénsmitted.
Disclosure of the Invention

10 The present invention provides a content playback apparatus
comprising: a storing unit that has a secret key stored therein; a
key information decrypting unit operable to (i) obtain encrypted key
information that has been encrypted by a first secret-key encrypting
method, and (ii) decrypt the encrypted key information into key

15 information using the stored secret key, the key information being
either a decryption key used for decrypting a content key or
key-updating information used for updating the secret key; a content
playback unit operable to, when the decrypted key information is the
decryption key, (i) decrypt an encrypted content key that has been

20~ encrypted by a second secret-key encrypting method, using the
decryption'key, (ii) descramble a scrambled content that has been

9



scranbl ed by a scranbl e encrypting nethod, using the decrypted content

key, and (iii) play back the descranbled content; and an updating wunit
oper abl e wo 03whesot he decrypted key information is the keaGupdaoizay

i nformation, update the secret key according to the 5 key-updating
information. Wth this arrangenent, the content playback apparatus obtains

o or mat o apaat ey Ce S TR B Ty LR PR BN o 1 a

decryption key, plays back contents using the decryption key. 10 By
updat i ngketyheaséctiti)k@jlagcbacklithg tiosthankeyd updathhg amf enmapdsiing n thi s
fashi on, when obtaining key information that has been encrypted wth use

of the updated secret key, ihe ntent pl ack apparatus, will be able to
pr oper | QPn&gcr?Ppetrar%r%es er V%?%dggﬁy (%‘ﬁrgpﬁégl g&ﬁ_y A?c’%rﬂﬁa%é??, 1§ t€i® t he
secret key is updated, only authorized 15 content playback apparatuses are

abl e to yavaypbackng o @ieit1d3A(] btdates thesetose pPOFHAR L Agetd niHat e
content playback by unauthorized content playback apparatus. The content
pl ayback apparatus may have an arrangenent wherein, the key infornmation
has an iGantPeRrbinGtHH @Rt iRBreto for identifying 20 the key information
as either the decryption key or the key-updating information, and the

tent playb i :
content yogngwktﬁ@mwﬁ%@ﬁéﬁ@; tROWBhESES p11 0o N0k O30 A88% brains

key information and (a) when the key information is key-updating

information, updates the secret key, and (b) when the key information

is a decryption key, plays back contents using the decryption key.

10 By updating the secret key according to the key-updating information

inthis fashion, when obtaining key informationthat hasbeenencrypted

with use of the updated secret key, the content playback apparatus

wil; be able to properly decrypt this encrypted key information.

Accordingly, after the secret key is updated, only authorized

15 content playback apparatuses are able to play back contents, and it

is therefore possible to eliminate content playback by unauthorized
content playback apparatus.

The content playbackapparatusmayhave an arrangement wherein,

the key informationhas anidentifier attachedthereto for identifying

20 the key information as either the decryption key or the key-updating

information, and the content playback apparatus further comprisés

10



a judging unit operable to judge, according to the identifier, whether the
key information is the decryption key or the key-updating information.
Wth thi swarosangmaent, the content playback apparatus is admPo®o03262 j udge
fronmthe identifier whether the key information is a decryption key or
key-updating informati on. The content playback apparatus may have an

arrangenment _wherein the key information j.s included in EMM denoti ng
Enti t | eReHA9iNEiEHEmRRr e s Sy8Loe e iegierie b‘i%j%?r rap‘g‘gﬂer%‘te s

further 10 conprises a broadcast receiving unit operable to receive

broadcashe data \WFoehat Gh Udes tBBCHEBEGS: FYM tdiat ohavge brep-giuapiged with
use of the sécret key and thereby obtain the encrypted key information,
and the key information decrypting unit obtains the encrypted key

i nf or matindprmetidtved by the broadcast receiving unit. 15 One of the ways to
update a secret key is that a nmanager of the secret keys sends, to each

aut hori zed usehit@tﬁgé%ﬁgﬁﬁggﬁgﬁynEhQEPWQEﬁP g?9§%653§ESESFS¥ig%bﬁ%corded'

In this method, i €S a ~consr'derable nu ore each
aut hori zed user receives the portable nmedium and there is a possibility
t at t heocauidverfiroed hesietent2@isnivhethar tioskepinpoimat iegel 4 @deceppttiloa
contents neanwhile. Also, fromthe viewoint of the manager of the secret
keys, iH{is necessary .11 WD_03/ 079689 PCT/JP03/ 03232
ey or key-updating i1nformation.
The content playback apparatus may have an arrangement wherein
the key information is included in EMM, EMM denoting Entitlement
Management Messages, and the content playback apparatus further
10 comprises a broadcast receiving unit operable to receive broadcast
data which includes encrypted EMM that have been encrypted with use
of the secret key and thereby obtain the encrypted key information,
and the key information decrypting unit obtains the encrypted key
information received by the broadcast receiving unit.
15 " One of the ways to update a secret key is that a manager of
the secret keys sends, to each authorized user, a portable medium
on which a new secret key is recorded. In this method, it takes a
considerable number of days before each authorized user receives the
portable medium, and there is a possibility that the authorized users
20 suffer a loss of privilege to view the contents meanwhile. Also,

from the viewpoint of the manager of the secret keys, it is necessary

11



to send a.portable nediumto each of the users when secret keys of a
plurality of content playback apparatuses need to be updated, and the
costs thawadse7mmaager needs to bear would be very high. \Wathroses232

af orenenti oned arrangenent, however, the content 5 playback apparatus is
able to obtain the key-updating information by receiving the broadcast

data. Si.nce the key-updating i nfornmatio is transmtted by broadcast, it
o e i et 5, SR EBT e E LR B rhd 4 e B P kSRS s | 2
users will not suffer a loss as 10 nenti oned above. Besides, it is

possi bl & pouRSLidy off @ritcaki pYayackc apperdtucayhask tappargiduses, eindipdat i ng
of the secret keys at the sane tinme by transmtting the key-updating
informati on by broadcast. Thus, the nmanager of the secret keys is able to
reduce fhe cessesthahtihenBanageyeiceds thebesht eitlplogy FaEK BpPar at us may
have an arrangenent wherein the updating unit updates the secret key by

enerating a n t ! v i unique h
g g @E‘tﬁeﬁﬂ@ afo‘i%)ﬁeﬁ‘c‘ﬁﬁﬁé’d R GRmERN) q{oﬁde%r,e‘rc]%llépﬁ:%%ac

content playback apparatus, each production |ot of cont
appar atuses, each nodel of content playback apparatuses, or each
meEnuf actolegback apprmEuspl aydizslek to20bapirartdeuses-updlathnghii s farmanigenent ,
since the secret key is updated 12 WO 03/079689 PCT/JP03/ 03232
by receiving the broadcast data. Since the key-updating information
is transmitt'ed by broadcast, it is possible to update the secret key
instantly.
This way, the authorized users will not suffer a loss as

10 mentioned above. Besides, it is possible to notify a plurality of
content playback apparatuses of updating of the secret keys at the
same time by transmitting the key-updating information by broadcast.

Thus, the manager of the secret keys is able to reduce the
costs mentioned above.

15 The content playback apparatus may have an arrangement wherein
the updating unit updates the secret key by generating a new secret
keyaccordingto é conversionunique toeachcontent playback apparatus,
each production lot of content playback apparatuses, each model of
content playbackapparatuses, or eachmanufacturer of content playback

20 apparatuses.

With this arrangement, since the secret key is updated

12



according to a conversion that is unique to each content playback

appar atus, each production | ot of content playback apparatuses, each nodel
of cont enwopiayixek apparatuses, or each manuf acturer of roantPenv323pl ayback
apparatuses, there will only be a limted nunber of content 5 playback
apparatuses for which nmeasures need to be taken, even if a content

pl ayback a ratus i s reverse-engi neered .and the cqnversio net hod of the
ey ot RESORALTY dh cacORT ST CORbert BHaPEatR Sararn s ha FaE fan
arrangenment wherein the key-updating information includes seed infornmation

from whigghardfua, Bawh$ROHEELKEY 168 Jochecganel Atk anshidieisepdaddng unit
updates the secret key by converting the seed information into the new

secret key. Wth this arran%enent, since the key-updating information
i ncl ude&osleé@fiqerdentileryrackarpant dite sl Ay ek appeaEtreriof epitentis to
obtain the seed informati on and generate a new secret key by converting

the s ee%%pﬁ%g%g&;%gaggggif %ﬂ%?gtwjﬂllaryﬂ KeaPPRah AL nB¥e %Yetf ent

arrange ey-updating information 1s trigger 1 nformation
which instructs that the secret key should be updated, and the updating
urb t furtlhgbagl appEnadesesafor asioht neagusdbumeetl bpdraltlgenp ¢veamsdit, in
response to the trigger information, a request signal requesting seed 13

VO 03/ 0751990811 el?lgrp/l‘]a@%%/c%%%%%ratus is reverse—engineered and the conversion

method of the secret key has leaked out.

The content playback apparafus may have an arrangement wherein

the key-updating information includes seed information from which

10 a new secret key is to be generated, and the updating unit updates ‘
the secret key by converting the seed information into the new secret
key.

With this arrangement, since the key-updating information
includes seed information, the content playback apparatus is able

15 to obtain the seed information and generate a new secret key by
converting the seed information.

The content playback apparatusmay have an arrangement wherein
the key-updating information is trigger information which instructs
that the secret key should be updated, and the updating unit further

20 includes: a transmitting subunit operable to transmit, in response

to the trigger information, a request signal requesting seed

13



information fromwhich a new secret key is to be generated, to a key
managenent apparatus that nmanages one or nore secret keys; and a seed

i nf or mat | w0 (3@0®i8Yi ng subunit operable to receive the seeddmfros/mas: on
transmtted by the key managenent apparatus in response to the request 5
signal, and the updating unit updates the secret key by converting the

receive | nf or, ion i,nto the ne ecret key. Wth this arrangenent,
t he conﬁéﬁggﬁ?gg‘égg%éﬁﬁgfﬁiﬁé“%b?&?ﬁ%éﬁ%?ﬁb@é%’¥%ﬁ%¥ﬁﬁ?&8ﬂr&ﬁhar i zes
that the secret key needs to be updated due to the trigger information.

Then, thanegshernt appayheek tappaiaaiades hd sansieisecratamipst afds seed
information to the key managenent apparatus, receives the seed

i nformat,i an, and obtai ns a new secret key by converting the seed

i nf or MR M SR RFF NG %Mbﬂlillttﬁé’el?éé?le%ﬁﬁ&@@%@%?h%ﬁﬁﬁdéﬂﬁgﬂﬁ%@ﬂ
receiving the key-updating information has tw advantages as follows: 15

ne i s thahshherkeyy MRBaGS RIHa ARRAL A rhfudbhe oﬁgé%rﬂﬁr%%de% whi ch

content playback apparatus the ‘unauthorized conten pl ayba par at us has
derived. For exanple, if it has been arranged so that content pl ayback
appar at §3€8aheand sherapdading heit weketebsthasegretgies tivngosverisingand
there is an unauthori zed content playback 20 apparatus, then the sanme ID

o) e HEATSELLLEY ol URkEIFRIRASTE L BB AU RS LA orce, Then
With this arrangement, the content playback apparatus obtains
trigger informationandrealizesthat the secret keyneeds tobeupdated
due to the trigger information. Then, the content playback apparatus

10 transmits a request for se;d information to the key management
apparatus, receives the seed information, and obtains a new secret
key by converting the seed information. Communicating with the key
management apparatus after receiving the key-updating information
has two advantages as follows:

15 One is that the key management apparatus is able to determine
from which content playback apparatus the unauthorized content ‘
playback apparatus has derived. For example, if it ﬂas been arranged
so that content playback apparatuses need to transmit their own IDs
as a requesi?ing signal and there is an unauthorized content playback

20 apparatus, then the same ID will be transmitted to the key management
apparatus more than once. Then, the key ménagement apparatus is able

14



to judge that the content playback apparatus having this particular IDis
the one from which the unauthorized content playback apparatus has
derived. WMoty advantage is that the key nanagenent amgarebses23s 5
able to find out that the content playback apparatus is updating a naster
key. For exanple, in a case where only seed information is transmtted by

br oadcast, .t he k nagenent. apparatus is not able to find out that the
conton st dbade s EaRE Tt HRAPRNE prraarer PATGRS WA PeRoicular
af orenenti oned arrangenent, however, the key 10 nanagenent apparatus is

abl e t o 1900§ i@ Ste lr@am twhiRAt t KD Bns Ot &t zePESYRAGKpBRPE AL HBphast£cei ved
t he key-updating i nformati on because there is comunication ?ron1the

content playback apparatus. The content playback apparatus may have an
ar r ange@st dgfiéFedn the key-updating information includes seed infornmation
fromwhich 15 a new secret key is to be generated, and the updating unit

further includ i U r abl t I rmati on
that 15 di 11 or eF Sty B AOGS L hae RS RS S Bt L ™ o
times of output, the updating unit updates the secret key by converting

t e seechblef bonftridpuanthathéhevemttanif plagback appheathe 20 updatsegret key,

and the content playback apparatus further conprises a transmtting unit

operabl e t tr%nsni%,the event informatio 15 %D 03&9296 9 PCT/ JP03/ 03232
master Key. Oor exXample, 1n a cCase wihere only seed lnrormation 1S

transmitted by broadcast, the key management apparatus is not able
to find out that the content playback apparatus is updating a master
key. With the aforementioned arrangement, however, the key
10 management apparatus is able to confirm at least that the content
playback apparatus has received the key-updating information because
there is communication from the content playback apparatus.
The content playback apparatus may have an arrangement wherein
the key-updating information includes seed information from which
15 a new secret key is to be generated, and the updating unit further
includes an outputting subunit operable to output event information
that is different every time of output or once in every certain number
of times of output, the updating unit updates the secret key by
converting the seed information and the event information into the
20 new secret key, and the content playback apparatus further comprises
a transmitting unit operable to transmit the event information

15



outputted by the outputting subunit to a key managenent apparatus that
manages one or nore secret keys. Wth this arrangenent, the content

pl ayback wopsriaeass generates a new secret key fromthe sewd/ipa$/as2anti on
and the event 5 information, and also transmits the event information in
order to |l et the key nmanagenent apparatus have the same new secret key.

Comruni cating wi.th the ke nage t t ft I Vi th
oy Upd ST R CF A P EoR CLBET (Y SHOHRT Bgdb 2aboY dTT RS Co e PRAARE the ey

managenment apparatus is able to determine 10 from which content playback

appar at usat-hRanaged hild zedmeeat eddretpli@yBack apparatus has derived. For
exanple, if it has been arranged so that content playback apparatuses need

to transmt their own IDs as a requesting signal and there is an
unaut hori zed cBhtlentthdisaydaaagcagphr attfs, ePrErEtheP5R2AMD HpPPIrajars

transmtted to the key managenent 15 apparatus nore than once. Then, the

key man r j e j-ud cont ayRagk

appar at %%%%gg%%gp%o%egt %%?%?tcgﬁagrf%%%h% tg ee&t(}%ltéfo E%Fﬁ(?%i C Fﬁé unaut hori zed
content playback apparatus has derived. The other advantage is that the
key nandgdoenttapparatduslss t2hsabilte tbefévmhtodthfotmatidre ioontraet fd ayback
apparatus is updating a mnaster key. For exanple, in a case where only seed

I nfor mitlle%n t'h% k]é?/' \I/n\gngalerggr?@ Sa?pp%%/t%go%ggréz%%e same new secret key.

Communicating with the key management apparatus after receiving the
key-updating information has two advantages as follows:
One is that the key management apparatus is able to determine
10 from which content playback apparatus‘ the unauthorized content
playback apparatus has derived. For example, if it has been arranged
so that content playback apparatuses need to transmit their own IDs
as a requesting signal and there is an unauthorized content playback
apparatus, then the same ID will be transmitted to the key management
15 apparatus more than once. Then, the key management apparatus is able
to judge that the content playback apparatus having this particular
ID is the one from which the unauthorized content playback apparatus
has derived.
The other advantage is that the key management apparatus is
20 able to find out that the content playback apparatus is updating a

master key. For example, in a case where only seed information is

16



transmtted by broadcast, the key managenent apparatus is not able to find
out that the content playback apparatus is updating a master key. Wth the
af or enent wanBsd)7g489 angenent , however, the key managenent aumarras/oi3ts abl e
to confirmat |east that the content 5 playback apparatus has received the
key-updating information because there is communication fromthe content

pl ayback apparatu The content pl ayback apparatus may, have an,_arr.angenent
Cher o n CERETS B LD BROST T e FHo TR SEBRPHES TP E b g Siien
content playback apparatus, each production |ot of content playback 10

appar at ugesin®aah tmeethofcmeshendl fRlarkagpappacaidispdat Ofig 8atdkter
manuf acturer of content playback apparatuses. Wth this arrangenent, since

the secret key is unique to each content playback apparatus, each
product i% | ot Wekh c shceRLqyampbad RN pFaraRUeRet cabAVABEEl ShecdiftYent
pl ayback apparatuses, or each 15 manufacturer of content playback

Appar at Ysesychbet S ullLonl ysha (ki pLiecnurbesaof GoRi el Shaxback

appar at uses “for whi nmeasures nee aken, even If a content

pl ayback apparatus is reverse-engineered and the conversion nethod of the
sekret kedwybask abpaketusbbs r2@eied tbrtleyt-uptaybag knéppaaatarsbesgusfeur t her
have an ID that 1is unique to each content playback apparatus, each

product It(l)'lnerleogs é‘gm%i%%/tqggeggog CEE{e‘J %%%éggg 3lglayback apparatus.

The content playback apparatus may have an arrangement wherein
the secret key stored in the storing unit is unique to each content
playback apparatus, each production lot of content playback

10 apparatuses, each model of content playback apparatuses, or each
manufacturer of content playback apparatuses.

With this arrangement, since the secret key is unique to each
content playback apparatus, each production lot of content playback
apparatuses, each model of content playback apparatuses, or each

15 manufacturer of content playback apparatuses, there will only be a-:
limited number of content playback apparatuses for which measures
need to be taken, even if a content playback apparatus is
reverse—-engineered and the conversion method of the secret key has
leaked out.

20 The content playback apparatus may further have an ID that
is unique to each content playback apparatus, each production lot

17



of content playback apparatuses, each nodel of content playback

appar at uses, or each manufacturer of content playback apparat

uses, wherein

t he updat wag3unddso updat es t he secret key by converting theCtiboamiiseed

information into a new secret key, the seed information 5 bei
fromwhich the new secret key is to be generated Wth this

ng i nformation
arrangenent,

since the IDis unique to each content a paratus, each oducti on
| ot of 6’5nF8ﬁFerbTa®)g%’ C%aﬁaaﬁa%%%% ﬁ@w #8385 88%?%% f%@é%‘&
apparatuses, or each manufacturer of content playback appar atuses, there

Wil onbypheasudds | baidLg ANARES c1Qfr<08t el¥ntBha btk anpapsd taescker  whi ch
nmeasures need to be taken, even if a content pl ayback apparatus is

reverse-engi neered and the conversion nethod of the secret key

has | eaked

out. Th¥hpreserihg npéatingh uhikt ledatmeothgetecretokedy pPayBEek I Fhenet hod

to be used in a content playback apparatus whi ch includes a

storing unit

that haspma, seclel %&eg/r%ge & 4 eaergenée t‘iﬁ% eébacfnfcsﬁ&a&q@n

conprising: a key orna ron c p |ng step tainin
key information that has been encrypted by a first secret-key

g encrypted
encrypting

meét hod, batdg(infortacliyptimg vheckbeypdecekeyt i ieyolrate b @haemttedkey

information using the stored secret key, the key information

bei ng either

a_decryption kﬁ!t#%ﬁgsfa%&a%%g&ggt ! ngncegc%nt fgtlskl?r}/lque td eaV\Q co:%l/t07%689

PCT/ JP03/ 03232

playback apparatus, each production lot of content playback

apparatuses, each model of content playback apparatuses, or each

manufacturer of content playback apparatuses, there will only be a

10 limited number of content playback apparatuses for which measures

need to be taken, even if a content playbeck apparatus is

reverse—-engineered and the conversion method of the secret key has

leaked out.

The present invention further provides a content playback

15 method to be used in a content playback apparatus which includes a

storingunit that has a secret key stored therein, the content playback

method comprising: a key information decrypting step of (i) obtaining

encrypted key informationthat hasbeenencryptedbya first secret-key

encrypting method, and (ii) decrypting the encrypted key information

20 into key information using the stored secret key, the key information

being either a decryption key used for decrypting a content

18
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key-updating information used for updating the secret key; a content

pl ayback step of, when the decrypted key information is the decryption

key, (i) dexosypedsng an encrypted content key that has beerrcanmroypizezl by a
second secret-key encrypting nethod, using the decryption key, 5 (ii)
descranbling a scranbled content that has been scranbled by a scranble
encrypting nmethod, using the decrypted content ke and. (i) | ayi ng back
Che. tos CParBPLa. Cih L BRD e S PrEi S R RGPSt BF ‘OIS SHRer et teetirited key
information is the key-updating information, wupdating the secret key

accor di paatpatRetkp-rypaRn 113 dev BfytRld Iy 1AL MId chhisSt 18 Aedgaiedn t he

content playback apparatus obtains key information and (a) when the key
information is key-updating information, updates the secret key, and (b)
when t h&eiey(HnfeERat Bl ap $NETHRERY FINSANKkEY Phaly Sapdhaercontemi®disi ng
the decryption key. By updating the secret key according to the

key-updat 5‘%eic%aré@éf'egﬂk\%?t%]ﬂ&&é@%ﬁﬁéﬂm Ny QHéaciéEkfg%}tEtSﬁeﬂe%omﬁtion

t hat has been encrypte e updated secret nt ent
pl ayback apparatus w Il be able to properly decrypt this encrypted key
i i or mat(iion. desommiilighya stfrembledecasmmdat they las bpdatsdianpiky yitshor i zed
content playback apparatuses are able to play back contents, and it 20 is

(rerf oce, 885 e st antenl slasback, B NS AP ont o
playing back the descrambled content; and an updating step of, when
the decrypted key information is the key-updating information,
updating the secret key according to the key-updating information.

10 With this arrangement, the content playback apparatus obtains
key information and (a) when the key information is key-updating
information, updates the secret key, and (b) when the key information
is a decryption key, plays back contents using the decryption key.
By updating the secret key according to the key-updating information

15 inthis fashion, whenobtaining key informationthat hasbeenencrypted
with use of the updated secret key, the content playback apparatus
will be able to properly decrypt this encrypted key information.

Accordingly, after the secret key is updated, only authorized
content playback apparatuses are able to play back contents, and it

20 is therefore possible to eliminate content playback by unauthorized
content playback apparatus.

19



The present invention further provides a progranthat instructs a conputer
to play back contents, the conputer including a storing unit that has a
secret kewosi3are@ot herein, the program conprising: a key RQIfJposred2snn
decrypting step of (i) obtaining encrypted key 5 information that has been
encrypted by a first secret-key encrypting nethod, and (ii) decrypting the

encrypted key information into, ke i.nfornat,ion using th t.ored secret
key the key i NPSETRCEBN BEFRGLO0T FHEIST R GHaCry SIS ERRY PAEARSEBrCtS

decrypting a content key or key-updating information used for updating the

secret keyompueontNb1iQ iy kackest£p ok, chondhendecayRy @dsks¥ing
information Is the decryption Kkey, (1) decrypting an encrypted content key

that has been encrypted by a second secret-key encrypting nethod, using
t he decrypili 6hakdias a( pegrefeseranbbiary thesetantihedreostanConnai sha®: been

scranbled by a scranble encrypting nethod, using the decrypted content

key, and, (yd.) ) i &gﬁé ; ?@é&pﬁﬁQL d : g&% p i ng
step of?adﬁgthngﬁgﬁgg%%gg%e g&ﬂ?n 0 natloﬁ§igg?ﬁgﬁggi-up X??%g E@§
information, updating the secret key according to the key-updating

i nbor mat ifleormat i hntthias lzas bage mentcypt &@ byarfutret setratrkekepcppotmat i on
and (a) when the key information is key-updating information, updates

t he secret, .k

20
e SCCIEL S, ABRY ) ol LN KBy LILSURM g1, 5B foEruplyon oy, ol s
03/ 079689 PCT/ JP03/ 03232

information using the stored secret key, the key information being
either .a decryption key used for decrypting a content key or
.key~-updating information used for updating the secret key; a content
10 playback step of, when the decrypted key information is the decryption
key, (i) decrypting an encrypted content key that has been encrypted
by a second secret-key encrypting method, using the decryption key,
(ii) descrambling a scrambled content that has been scrambled by a
scramble encryptingmethod, using the decrypted content key, and (iii)
15 playing back the descrambled content; and an updating step of, when
the decrypted key information is the key-updating information,
updating the secret key according to the key-updating information.
With this arrangement, the computer obtains key information
and (a) when the key information is key-updating information, updates
20 the secret key, and (b) when the key information is a decryption key,

plays back contents using the decryption key. By updating the secret

20



key according to the key-updating information in this fashion, when
obt ai ning key information that has been encrypted with use of the updated
secret kewo @3hwevasont ent pl ayback apparatus will be abl e t®CTprropes2By
decrypt this encrypted key information. 5 Accordingly, after the secret key
is updated, only authorized content playback apparatuses are able to play

back contents, and it is therefore pgssible to eli '.na%e conten 1[.l)l ayback
by unauk$ibeicgeddinghrcite FriyBRART HyhaPAPHR tATe D e Ent 2P At BRI f ur t her
provi des a key managenent 10 apparatus that manages a secret key used in a

Secr et - kay BNGIYRL “Enfbd??&atw@n ERIPHA Blen derk@ptRdali 08 idY ofFmahéon

generating unit® operable to generate key-updating information used for
updating the secret key; a transmtting unit operable to encrypt key

i nf or metpdatediskenget Heys ethetcdkdyenangdl @ yeasaappe ket e ety gt logl abdy to
information to 15 a pl ayback apparatus, the key information being either a

decryption ey for ing back caont S. . key-updating i nformation,;
and a Eﬁﬁ%ﬁﬁx&?cﬁgggﬁkﬁgglﬁﬁryg%gaag% %ngo&%gg%éﬁf he secret key according
to the key-updating information. Wth this arrangenent, since the key

mgnagenent appEd@irdsng20, aFaasiHesSsenestypdeds kpyglatafipromitiorthogizhe cont ent
pl ayback apparatus, the key managenent apparatus and the content pl ayback

apparat ggnt?grsth plg%bggc %%é)gzggggesp gJI;/nggfé gzglzay back contents, and it

is therefore possible to eliminate content playback by unauthorized
content playback apparatus.
The present invention further provides a key management
10 apparatus that manages a secret key used in a secret-key encrypting
method, comprising: a key-updating information generating unit
operable to generate key-updating information used for updating the
secret key; a transmitting unit operable to encrypt key information
using the secret key and transmit the encrypted key information to
15 a playback apparatus, the key information being either a decryption
key for playing back contents or the key-updating information; and
. a secret key updating unit operable to update the secret key according
to the key-updating information.
With this arrangement, since the key management appara"cus
20 transmitsencrypted key informationtothe content playbackapparatus,

the key management apparatus and the content playback apparatus each

21



will be able to have the sane key information. Al so, the key managenent
apparatus is able to update the secret key according to key-updating

i nf or mat i w0 03radasded i n the key information. Consequentl| y,pcafires/o32she
secret key is updated, only authorized content playback 5 apparatuses are
able to playback contents, and it is therefore possible to elimnate

content playback by unauthorized content playback ratus. The key
managenthtl BppatatbsavarhRarEeERY, Qﬁ@@ﬁgﬂ?'m%@?8f%8g%ﬁ¥nPP§ﬁ§WF?¥ing uni t
attaches, to the key information, an identifier 10 for identifying the key

| nfor magLon A% 84 Beh lheudesty Phboibdiay @é\% bBeokeyng!pdaidyrgpdat ongat i on,
before transmtting the key information. th this arrangenent, the key
managenent apparatus is able to transmt, in one form two kinds of

i nf or matnformsuclonasnaladet yipt the kas ivdpranbiey - GRASETHRI G orMBEF on. The
key managenent apparatus may have an arrangenent wherein the key

information_is included,in ot Entiyl emgptne Managerent
Nbssageg?eaﬁgcfﬁ é%ansﬁ%t?gﬁg%%%??%ﬂggnéﬁggg t%e key i%fg?ﬁhgion to the
pl ayback apparatus by broadcast. 20 Wth this arrangenent, the key

managengfba enaieatdie disl e @l a o dlk @nsrarnt st, redkdeyt-atfuate fogeipoissikbei on by
broadcast. Since the 22 WO 03/079689 PCT/JP03/03232
to eliminate content playback by unauthorized content playback
apparatus.

The key management apparatus may have an arrangement wherein
the transmitting unit attaches, to the key information, an identifier

10 for identifying the key information as either the decryption key or
the key-updating information, before transmitting the key
information.

With this arrangement, the key management apparatus is able
to transmit, in one form, two kinds of information such as a decryption

15 key and key-updating information.

The key management apparatus may have an arrangement wherein
the key information is included in EMM, EMM denoting Entitlement
Management Messages, and the transmitting unit transmits the key
information to fhe playback apparatus by broadcast.

20 - With this arrangement, the key management apparatus is able

to transmit the key-updating information by broadcast. Since the

22



key-updating information is transmtted by broadcast, it is possible to
update the secret keys instantly. The key managenent apparatus may have an
ar rangenmewo aslogsasdn t he key-updating information includescaerds/asor mati on
fromwhich 5 a new secret key is to be generated, and the secret key
updating unit updates the secret key by converting the seed information

into th g ; y th. L hi [ t, since the key-updating

|t or oA AT UGeE ORER L b e o P RS DY ayF RERAG B A DR 1 <
able to 10 generate the seed information and also to generate a new secret
key by tcompdetéenghe heecsmed kené ofmettarrly . The key managenent apparatus nay
have an arrangenent wherein the key-updating information is trigger

i nformation mhsﬁh instructs that the secret key should be updated, and the
secret key updabfrtFYIBRrgenstir PRATIHS TRIESaVE FeaBr3daHaRkt Whgrejaner at i ng

subunit operable to generate seed information fromwhich a new secret key

i's to behegregr@b@etimnandothansher hbNgasy i 1 apsrallet e éﬁ%ﬂg\/&l a
request signal transmtted by the playback apparatus fhat has obtai ned t he
trigger information, and transfer the generated seed information to 20 the
playback BPpEESEas kay +edpdiseeperatrd s endddte segretl keunpdehéngsedrtet key
updating unit updates the secret key by converting the 23 WD 03/079689
P g p y Dby
PCT/JPO%@@§@§3 the secret key by converting the seed information into the
new secret key.
With this arrangement, since the key-updating information
includes seed information, the key management apparatus is able to
10 generate the seed information and also to generate a new secret key
by converting the seed information.
The key management apparatus may have an arrangement wherein
the key-updating information is trigger information which instructs
that the secret key should be updated, and the secret key updating
15 unitfurtherincludes:aseedinformationgeneratingsubunitoperable
to generate seed information from which a new secret key is to be
generated; and a transferring subunit operable to receive a request
signal transmitted by the playback apparatus that has obtained the
trigger information, and transfer the generated seed information to

20 the playback apparatus in response to the request signal, and the

secret key updating unit updates the secret key by converting the

23



seed information into the new secret key. Wth this arrangenent, the key
managenent apparatus generates trigger information and notifies the

cont ent pWwaydsacissapparatus, with use of the trigger i nforraarirong32shat the
secret key needs to be updated. 5 Then, the key managenent apparatus
receives fromthe content. playback apparatus a request signal requesting

seed i nforpat ] sm the seed information to the content playback
apparat&%eﬁﬁabggﬁgﬁggﬂlg%&ﬁhgh?éﬁﬂ%§Fx§F ndfY - and obtains a new secret key

by converting the seed information. Communicating with the content

pl ayback 10 appatathssaftrengémansnihé kag rhagkeyntpdphing.d EQLPRIdON has
two advantages as follows: One is that the key managenent apparatus is
abl e totdeterning fromwhi ch content playback apparatus the unauthorized
cont ent “TpPEATHACKk CEPPET At 8 Ak HeRS Viael corbeneRARpPack appanatives viddn

arranged 15 so that content playback apparatuses need to transmt their own

IDs  asugelcgRst+ e Hrm@Rdoh NeRSt itﬁe%cﬁ%@ﬁ'ﬂ%e%%e‘eﬁ%%o@%ﬂf&gte% ayback

apparatus, then the same ID Wil be transmtte t he key nagenent
aﬁgaratus nore than once. Then, the key managenent apparatus is able to
j wige t RAENt fbeduit banaganepbatioaappas atarsivas ifrgmt tiescqrardritcpil ayba2® | D i s
the one from which the unauthorized content playback apparatus has

derivedo,24, Y, 03/ Qéaﬁggt Psqgn‘!lﬁoigéc?égss&ng seed information, transmits

the seed information to the content playback apparatus in response
to the request signal, and obtains a new secret key by converting
the seed information. Communicating with the content playback

10 apparatus after transmitting the key-updating information has two
advantages as follows:

One is that the key management apparatus is able to determine
from which content playback apparatus the unauthorized content
playback apparatus has derived. For example, if it has been arranged

15 so that content playback apparatuses need to transmit their own IDs
as a requesting signal and there is an unauthorized content rlayback
apparatus, then the same ID will be transmitted to the key management
apparatus more than once. Then, the key management apparatus is able
to judge that the content playback apparatus having this particular

20 ID is the one from which the unauthorized content playback apparatus
has derived.
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The ot her advantage is that the key managenent apparatus is able to find
out that the content playback apparatus is updating a mnaster key. For
exanpl e, wWo @/case where only seed information i s transmirATePORY3232
broadcast, the key managenent apparatus is not able 5 to find out that the
content playback apparatus is updating a master key. Wth the

af orenenti oned_arr enent, however,, the key .nanagenent apparatus, i s able
Co confirmat FBRSt PRt et ie RS HEaY TRparaEnS HABIRa0e fed ¢ he
key-updating information because there is conmmunication fromthe content

pl aybackaappasatitel obO dheec kay B&Q@&ﬁf@mh?/]@@@]@ra@pa&aﬁﬁﬁ havgdasiag rangenent
wherein the key-updating information I ncludes seed information from which

a new secret key is to be generated, and the secret key updating unit
further MafdieddeaY a FOEPXARYSSuBIN IC36FeVRBTR A3 ¥r E8Rd Vi £1on dfor mat i on
transmtted by the playback apparatus that has obtained 15 the seed

| nf or matyd,af,spfi f ' tipn P&l Randhihere ¥ekUs 14 BBt
transnigg%bﬁmOrg%%§§nkﬁb§§§%€@kerta?%}nuﬁ%gr %é F#ﬁ§s§o¥8 t%ansﬁ%ﬁ%ﬁon, and
the secret key updating unit updates the secret key by converting the seed

i ¥ or matticofiadduthehayehe danftentreplayipaickt appata useis sedadingeymadEnV t h
this arrangenent, the key nanagenent apparatus receives the event

nformatj o 11 gL hergont £0tpl Aubagk 2pRALALYS, AN hofR YE, 0327908
management apparatus is able to confirm at least that the content
playback apparatus has received the key-updating information because
there is communication from the content playback apparatus.

10 The key management apparatus may have an arrangement wherein
the key-updating information includes seed information from which
a new secret key is to be generated, and the secret key updating unit
further includes a receiving subunit operable to receive event
information transmitted by the playback apparatus that has obtained

15 the seed information, the event information being different every
time of transmission or onc'e in every certain number of times of
transmission, and the secret key updating unit updates the secret
key by converting the seed information and the event information into
the new secret key.

20 With this arrangement, the key management apparatus receives

the event information from the content playback apparatus and
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generates a new secret key fromthe seed informati on and the event

i nformati on. Communi cating with the content playback apparatus after
transm t t wagostohssskey- updati ng i nformati on has two advant agea/me3/0$202 | ows: 5
One is that the key managenent apparatus is able to determ ne from which
content playback apparatus the unauthorized content playback apparatus has

derived. For exanple, if it has been_arranged _so that content playback
appar at GSBETAERY & HHr SRt XEKe ?O%\Eﬁel fﬁgC?&?fQW@Eﬁ@%ﬁ%gg? g%’aﬁr%and
there is an unauthorized content playback 10 apparatus, then the sanme ID

will beitrapsgtised temhhe: ki mpnageiRtontpPaN alHScRBpSatdtals KRG Then,
t he key nmanagenent apparatus is able to judge that the content playback

apparatus having this particular 1D is the one from which the unauthorized
cont ent tpeagbickinpparatkey-Updatiegi ietorme iPhe hgEhércaadamtiaages £ hat t he
key managenent apparatus is able to find out that the content playback
apparat ys(hg, ypdating a naster key. For exanple, in a case where only seed
information 1S transmtted by broadcast, the key managenent apparatus is
not able to find out that the content playback apparatus is updating a
meest er 20 key. Owtils thee: aherievemanayeecbrdr apreyertest s hbhever det drenikey
managenent apparatus is able to confirmat |east that the content 26 WO

0s/ 0796%?:oﬁcgvlh{gg3/cgggggt playback apparatus the unauthorized content

playback apparatus has derived. For example, if it has been arranged
so that content playback apparatuses need to transmit their own IDs
as a requesting signal and there is an unauthorized content playback

10 apparatué, then the same ID will be transmitted to the key management
apparatus more than once. Then, the key management apparatus is able
to judge that the content playback apparatus having this particular
ID is the one from which the unauthorized content playback apparatus
has derived.

15 The other advantage is that the key management apparatus is
able to find out that the content playback apparatus is updating a
master key. For example, in a case where only seed information is
transmitted by broadcast, the key management apparatus is not able
to find out that the content playback apparatus is updating a master

20 key. With the aforementioned arrangement, however, the key

management apparatus is able to confirm at least that the content
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pl ayback apparatus has received the key-updating information because there
i's comruni cation fromthe content playback apparatus. The present invention
further pwaviddessa key nmanagenment system nmade up of (i) acarrvem23pl ayback
apparatus and (ii) a key nmanagenment 5 apparatus that nanages one or nore

secret keys used in a secret-key encrypting nmethod for the content playback

apparatus, the ke nagenent system conprisjng. a key-updatjn
e Pk R
apparatus and is operable to generate key-updating information used for

updat i ngrRaeh i geesmtudf-Reon &rbhangdiddriteatuplbyioast aljparkeusncrypt key
information using a first secret key, and transmt the encrypted key
information to_the content playback apparatus, the key infornmation being
either a decr ypeirsiesray ingenplay fugtaerreviient SepmappgeRat speEy ng
information; a key information decrypting unit that is included in 15 the

content ;playhack Pﬂpgr%@@a@a&% r%th%%%h'>§hﬁex§ﬁaﬁéﬁ&£&9c key

information transmtte transmtting unit an ecrypt the encrypted
key information into key information using a second secret key, the second
sebret leppayeitng Siadr mdnages haecontrone peaydtakkys apyral atus searéi+lsty
updating unit that is included in the key managenent 20 apparatus and is

ot or et PRAG AT h B AL Eng CUNEL 1 Rt e F 2908 D0 e oY
PCT/ JP03/ 03232
management system comprising: a key-updating information generating
unit that is included in the key management apparatus and is operable
to generate key-updating information used for updating each secret
10 key; a transmitting unit operable to encrypt key information using
a first secret key, and transmit the encrypted key information to
the content playback apparatus, the key information being either a
decryption key for playing back contents or the key—ﬁpdating
information; a key information decrypting unit that is included in
15 the content playback apparatus and is operable to obtain the encrypted
key information transmitted by the transmitting unit and decrypt the
encrypted key information into key information using a second secret
key, the second secret key being stored in the content playback
apparatus; a first updatingunit that is included in the keymanagement

20 apparatus and is operable to update the first secret key according

to the key-updating information; and a second updating unit that is

27



included in the content playback apparatus and is operable to, when the
decrypted key information is key-updating information used for wupdating
t he secondosBarsisokey, update the second secret key accor diaugpos/as28he
key-updating information. 5 Wth this arrangenment, the content playback

apparatus and

t he key managenent apparatus each obtain key information and

(a) when, he key information js key-updating information, update the
secr et ,udﬁﬁdlrt Egem%ﬁepk%xbﬁ BEQWZ?W% F%dalsﬁSE?%;?Jr%Eoké'&enpl ay
back contents using the decryption key. By updating the secret keys 10

accordi rghd Qe&f"ﬁpﬂ‘e%’klé?dﬁ{f'dl%aitﬁfaﬁrﬁit]de?nuy%cﬂ‘aﬂimgs ihashhom onisag Rt ai ni ng

key information that has been encrypted w

h use of the wupdated secret

key, the content playback apparatus and the key rmanagenent apparatus each

wi || be uisled ing theqsmong shanefptet hirfatendregreandkescraif keyaceeriinms

Accordi ngly,

after the secret keys are updated, only authorized content

pIaybachxggﬂg{?%?ﬁgigﬂggﬁﬁghﬁo%@aP(ﬂy back contents, and it 1is therefore

possi bl e 1

ayback by unaut horized content playback

apparatus. Brief Description of The Drawings 20 FIG 1 shows the general
st$ucture of awWtonhdihiorairaagemsst, shist ennt2Bt WO H3340540689aPET U RARY 03232

the key management apparatus each obtain key information and (a) when

the key information is key-updating information, update the secret

key, and (b) when the key information is a decryption key, play back

contents using the decryption key. By updating the secret keys

10 according to the key-updating information in this fashion, when

obtalning key information that has been encrypted with use of the

updated secret key, the content playback apparatus and the key

management apparatus each will be able to properly decrypt this

encrypted key information.

15

Accordingly, afterthe secret keysareupdated, onlyauthorized

content playback apparatuses are able to play back contents, and it

is therefore possible to eliminate content playback by unauthorized

content playback apparatus.

Brief Description of The Drawings

20

system;

FIG. 1 shows the general structure of a conditional access
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FIG 2 shows the structure of a playback apparatus in the conditional
access system FIG 3 shows the operation of the playback apparatus in the
condi ti onalo @ooess system 5 FIG 4 shows the general str uaturres/af231 he
conditional access systemin which there are a plurality of playback
apparatuses; FIG 5 shows the operation of the plurality of playback
apparatus in the caonditional access system F|G. 6 shows the general
structure of th&EcondPignale a%%?é:ur)éoogygt@ﬁ%%%?@ﬁafﬂg?%%i%%Qﬁ

unaut hori zed apparatus; FIG 7 shows the operation of the playback

appar at ysggi el ondi MRSk Q{,gﬁ/&ﬁl;ti ng an unaut hori zed apparatus from
perform ng unauthorized playback of contents; FIG 8 shows the general
structure of the conditional access 15 systemof the first enbodi ment;
FIG 9 shows tFREGstY abews &hef opheatpiary pickhapparhecls aapamséuscondibe onal
access system FIG 10 shows the detailed structure of the Kmupdating unit

in the %bhﬁ&tf@ﬁé’fjg{&% 5 ggsféng 11 shows the data structure of normal EMM
owWs e [

FIG 12°7s ata str ure of EMM for updating a master 29 WO
03/ 079689 PCT/ JP03/ 03232
5 FIG. 4 shows the general structure of the conditional access

system in which there are a plurality of playback apparatuses;

FIG. 5 shows the operation of the plurality of playback
apparatus in the conditional access system;

FIG. 6 shows the general structure of the conditional access

10 system in which there is an unaufhorized apparatus;

FIG. 7 shows the operation of the playback apparatuses at
times of preventing an unauthorized apparatus from performing
unauthorized playback of contents;

FIG.‘8 shows the general structure of the conditional access

15 system of the first embodiment;

FIG. 9 shows the structure of the playback apparatus in the
conditional access system;

FIG. 10 shows the detailed structure of the Km updating unit
in the first embodiment;

20 FIG. 11 shows the data structure of normal EMM;
FIG. 12 shows the data structure of EMM for updating a master
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key Km FIGs. 13A and 13B show exanples of algorithnms used in the Km
generating unit; FIG 14 shows the operation of the playback apparatus in
the 5 cowd alioyab access system FIG 15 shows the structrameIros/o2Be key
managenment apparatus in the conditional access system FIG 16 shows an
exanpl e of managenent of IDs and naster keys Kns by the key nmanagenent
apparatus; 10 FIG 17 shows the operation of the key managenent apparatus
i n the kemndint;i onal access system FIG 18 shows the operation of the

pl ayback apparatuses at tines of elimnating unauthorized content view ng

by an unaut horized ;appafatiss o waéggm fgégﬁ%%%g§§i95ﬂ§ﬁékd$HBUEBQVe of

the conditional”accéss ~system o econ rment; FIG 20 shows the
detailed structure of the Kmupdating unit in the second enbodi nment; FIG
21 shovemtdenadaitansgt cutture of EMM for updating a naster 20 key Km FIG
22 shows the structure of the key managenent apparatus 30 WO 03/079689

PCT/ JPO3/ 03232FIG. 14 shows the operation of the playback apparatus in the

5 conditional access system;

FIG. 15 shows the structure of the key management apparatus
in thg conditional access system;

FIG. 16 shows an example of management of IDs and master keys
Kms by the key management apparatus;

10 FIG. 17 shows the operation of the key management apparatus
in the conditional access system;

FIG. 18 shows the operation of the playback apparatuses at
times of eliminating unauthorized content viewing by an unauthorized
apparatus;

15 FIG. 19 shows the general structure of the conditional access
system of the second embodiment;

FIG. 20 shows fhg detailed structure of the Km updating unit
in the second embodiment;

FIG. 21 shows the data structure of EMM for updating a master

20 key Km:
FIG. 22 shows the structure of the key management apparatué
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in the conditional access system FIG 23 shows the general structure of
the conditional access systemof the third enbodinent; FIG 24 shows the
detai | ed storasaesse of the Kmupdating unit 5 in the thirdcnrosioizent; Fl G
25 shows the structure of the key managenent apparatus in the conditional
access system and FIG 26 shows the structure of a DVD pl ayback apparat us.
Best Mbde for Carrying Qut the Invention 10 First Enbodi ment Gener al

Struct uie Bfe tqpdishanat ofetes &¥$$S8)stem FI G 8 shows the general
structure of the conditional access systemof the first enbodi nent. The

condi ti onal aCﬁ%S.Sz%%%@,@tQIe ng&@efa'lr st rehodi 5B Rh GRS 88al kocaskey

managenent apparatus 801, a nufacturing acturingmachpl ayback apparatus
803, and a broadcast apparatus 804. Firstly, explanation is provided on how
t he keysgahagenerthe &ppadatrizoB@Ensand t he pl ayback apparatus 803 each get
to have the sane ID and the sane master key Km 20 The key managenent

R RS IR T L R T R
5 in the third embodiment;
FIG. 25 shows the structure of the key management apparatus
in the conditional access system; and
FIG. 26 shows the structure of a DVD playback apparatus.
Best Mode for Carrying Out the Invention
10 First Embodiment
General Structure of the Conditional Access System
FIG. 8 shows the general structure of the conditional access
system of the first embodiment.
The conditional access systemof the first embodiment comprises
15 . akeymanagement apparatus 801, amanufacturingmachine 802, aplayback
apparatus 803, and a broadcast apparatus 804.
Firstly, explanation is provided on how the key management
apparatus 801 and the playback apparatus 803 each get to have the
same ID and the same master key Km.

20 The key management apparatus 801 assigns an ID and a master

key that are both unique to each playback apparatus, each production
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| ot, each nodel, or each manufacturer, as necessary, and provides themfor
t he manuf acturing machi nes 802. The manufacturing nmachi ne 802, which

manuf act uwesostongsspl ayback apparatus 803, assenbl es the | Pcanmbos/bz3zrast er
key Kmthat have been 5 assigned by the key nmanagenent apparatus 801 into
t he pl ayback apparatus 803, and then provides the playback apparatus 803

for a ser. TE%S , the k nan%geﬂgnt appar atus 801 and the %yback
appar at USt8082€AdIP Y Pb eREsEher$D Avd"EHeS e EJFO%%P 10 Km
Secondl y, explanation is provided on the procedure by which a user views a

desi r ed tgRpt €8t theMndrhckSrass uiishitat goas an exanple, the user' s
pl ayback apparatus 803 stores an I D "00000001" and a master Kkey Km

"27832529" therein. 15 The user makes a request for content viewing to the
broadcast appahamasuagtuniag trdddedi’s WHehaesufagteons epeprlaybadi s ti ne,
the user infornms the broadcast apparatus 804 of the ID "00000001" stored

oquest “TRARTHS Oy Teariaty E08 Rl PSSR0 B 00T S PRIV key kv
for the playback apparatus 8 03 into EMM and sends the EMMto the key
mehagenerdsigppdr btyushe 3ReWONOB34 PtB689 REErARO3/ 68232nto the playback
apparatus 803, and then provides the playback apparatus 803 for a
user.

TAhis way, the key managemel;lt apparatus 801 and the playback

apparatus 803 each get to have the same ID and the same master key
10 Km.

Secondly, explanation is provided on the procedure by which
auserviewsadesiredcontent. | Here, it isassumedthat, asanexample,
the user’ s playback apparatus 803 stores an ID “00000001” and a master
key Km “27832529” therein.

15 The user makes a request for content viewing to the bro}adcast
apparatus 804 that broadcasts the desired content. At this time,
the user informs the broadcast apparatus 804 of the ID “00000001”
stored in his/her playback apparatus 803.
The broadcast apparatus 804 receives the request from the
20 user and stores the ID “00000001” and the work key Kw for the playback

apparatus 803 into EMM and sends the EMM to the keymanagement apparatus
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801. Here, the work key Kwis a key which only such playback apparatuses
that are owned by users authorized to view contents are able to obtain. 5
The key nwoapperm®isp appar at us 801 recei ves the EMM from t heeCTarrozo2ast 804,
and extracts the I D "00000001" stored in the EMM Then, the key managenent
apparatus 801 identifies that a master key Km "27832529" corresponds to
this ID and encrypts the EMMwi th the naster key Km "27832529", before
transm t810i1ng the EMMto the broadcast 10 apparatus 804. The broadcast
apparatus 804 broadcasts the encrypted EMM The pl ayback apparatus 803

sel ectively regglyestide,ENM ey UGQIRT f NQRY &8 chDogl or 8Gch NoididaMM t hat

this particular set of EMM has been addressed to the pl ayback apparat us
itself. In this 15 case, the ID stored in the EMMis the I D "00000001";

t her ef oepparabuses apbackra ppacdtususess javijesieddtta niew sontentENS s
addressed to the playback apparatus 803 itself. Subsequently, the playback
appar at Lé%lgog, dCEk%é/. ts the EMMw th the naster key Km "27832529" and

obt ai ns “A Wwork ke . 20 This is how the broadcast apparatus 804 and the
pl ayback apparatus 803 each get to have the sane work key Kw. 33 WO

034 079689 PCT/ IR HHB2BAagement apparatus 801 receives the EMM from the

broadcast 804, and extracts the ID“00000001” storedinthe EMM. Then,
the key management apparatus 801 identifies that a master key Km
27832529 corresponds to this ID and encrypts the EMM with the master
key Km “27832529”, before transmitting the EMM to the broadcast
10 apparatus 804.
The broadcast apparatus 804 broadcasts the encrypted EMM.
The playback ‘apparatus 803 selectively receives the EMM,
judging from the ID stored in the EMM that this particular set of
EMM has been addressed to the playback apparatus itself. 1In this
15 case, the ID stored in the EMM is the ID “00000001”; therefore, the
playback apparatus 803 judges that this set of EMM is addressed to
the playback apparatus 803 itself. Subsequently, the playback
apparatus 803 decrypts the EMM with the master key Km “27832529” and
obtains a work key Kw.
20 This is how the broadcast apparatus 804 and the playback
apparatus 803 each get to have the same work key Kw.
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In addition to EMM the broadcast apparatus 804 al so broadcasts ECM t hat
include a scranbling key Ks as well as contents scranbled by a scranbling
key Ks. Th® (@liagasack apparatus 803 is able to obtain a sacamrogodesy Ks by
decrypting ECM using the work key Kw, and is 5 able to obtain a content by
descranbling a scranbl ed content that has been scranbled by the scranbling
key Ks. The foll ow n exEIains updating of a master which 1is one

g, key_ K
of the charact éPPEFFESCR OFN@'§P€§€ﬁpd€ﬁﬁEépﬁéﬁ%tu§@%%@%%gkﬁﬁﬁd%ﬁ$ﬂbes not
need to be updated in principle, 10 however, if the ID "00000001" and the

mast er ke KAxt 2783498% QrantNenB! BAPasKaanRANARYSc &0 @Akt Snsitd

unaut hori zed user, for exanple, hen by copying and registering these ID
and master key Kminto his/her playback apparatus, this unauthorized user
wi || be kabbesarembl bvg ke Kan Uhaptlaybhekdrbashton 808hes ebhedmt ebighirch t he
user of the playback 15 apparatus 803 has been authorized to view. In this

cppar af 1o O RIOPE R BT A PR TR G By Back Sevparh e Rt - noeds

an update of the master key and (ii) seed information fromwhich a new
mest er ke sotabtzerganesated: 2y apdcbamisidoasbssthaniddd cbheant titeatpl ayback
apparatus in need of an updatednaster key generates a newraster key

fromhe seeg L ormation,, 34, Y0.03,479689, POTL 1P03/ 03232

The following explains updating of a master key Km, which
is one of the characteristics of the present embodiment.
A master key Km does not need to be updated in principle;
10 however, 1f the ID “00000001” and the master key Km %“27832529” of
the playback apparatus 803 leak to an unauthorized user, for example,
then by copying and registering these ID and master key Km into his/her
playback apparatus, this unauthorized user will be able to view, in
an unauthorized fashion, the contents which the user of the playback
15 apparatus 803 has been authorized to view. In this case, Updating
of the master key Km becomes necessary.
Thus, the broadcast apparatus 804 stores in EMM (i) an ID
of the playback apparatus that needs an update of the master key and
(ii) seed information from which a new master key is to be generated
20 and broadcasts the EMM. Then, the playback apparatus in need of an
updatedmaster key generates anewmaster key fromthe seed information.
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Here, the algorithmused to generate a new nmaster key from seed information
is determned at the tinme of manufacturing a playback apparatus and is
assenbl edwioni3m7edse pl ayback apparatus in a secure state. PLRIPSRNER32

al gorithm has al so been assenbled into a keymanagenent 5 apparatus in a
secure state. It neans that since only the key nmanagenent apparatus and

t he pl ayback apparatus o thorl ed user store the sane al rlthms,
onty ¢ ho. ey~ nARABeridiR S380EH Bl SSRIC O HE i AR R JRS ot OB LA
aut hori zed user are able to have the same new naster keys. 10 Accor di ngly,

the condideoigloraceess 18 iemn®hed B HHcOSRMY of AEHOLH JRIM ngS B Wdck
el imnate unauthorized view ng of contents by wunauthorized users after the

master keys are updated. The follow n lains in detail the playback
appar at @raggtus rndkay mﬁi\%@nwb@ﬁ%e ayhifilc ArRpBatisednt 8 IRIURE i ze
such a 15 condi t| onal access system Structure of Pl ayback Apparatus FI G

9 shows %% str o&'ﬁ%bﬁhg%%ﬁ%b%BB%EQEﬁBlé&‘iﬁﬁ}?a k& m té%%é&lt aCCgSS

system | ay a ap ar at us conprises a recelving

type judgi ng unit 903, an IDKmstoring unit 904, an EMM decrypting wunit

90b, an appdabing infer patnos §iedg.ng Inimkeaf66that Keingelatning tizh RAO

03/ 079689 PCT/ JP03/ 03232
management apparatus and the playback apparatus of an authorized user
store the same algorithms, only the key management apparatus and the
playback apparatus of the authorized user are able to have the same
new master keys.

10 Accordingly, the conditional access system of the present
embodiment is able to eliminate unauthorized viewing of contents by
unauthorized users after the master keys are updated.

The following explains in detail the playback apparatus and
the key management apparatus which are used to actualize such a
15 conditional access system.
Structure of Playback Apparatus
FIG. 9 shows the structure of the playback apparatus in the
conditional access system.
The playback apparatus 901 comprises a receiving unit 902,

20 a type judging unit 903, an ID/Km storing unit 904, an EMM decrypting

unit 905, an updating information judging unit 906, a Kw updating
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unit 907, a Kw storing unit 908, an ECM decrypting unit 909, a Ks updating
unit 910, a Ks storing unit 911, a content descranbling unit 912, a

cont ent owtopastor9asg unit 913, and a Kmupdating unit 914. THga/IPe®ed2s: ng unit
902 receives various kinds of information 5 including scranbled contents,
ECM and EMM from t he broadcast apparatus. The type judging unit 903

transfers information to different _units pendi ng,on what pe of
0 or et PR < RS CBRA LT 200y 3 BT CRCEY B RE i CRYY <2 67 ¢ he
content descranbling unit 912, 10 ECMto the ECM decrypting unit 909, and

EMM to tliRiaEMVbdecryplo e KekdriPuniihe 1l PKabst&ii AEs8Ridb1904 st es an
I D and a naster key that are unique to the playback apparatus 901, and

inputs the master key Kmto the EMM decrypting unit 905, as necessary. The
initial YAuée TINEENE HutRdtdpdkepitKAlis ehe anEnttedatiay beéh Asbenbl ed

into the playback apparatus by the manufacturer and gets updated by the Km
USing The mast & s R AN ouR € FRe decryria TS PReSEa R
information judging 20 unit 906. The updating information judging unit
90%, acciordiudgngo stdremb3éd WOoB8£07968BCRCENIPIIM 32BN the broadcast
apparatus.
The type judging unit 903 transfers information to different
units depending on what type of information it is, for example, it
transfers scrambled contents to the content descrambling unit 9212,
10 ECM to the ECM decrypting unit 909, and EMM to the EMM decrypting
unit 905.
The ID/Km storing unit 904 stores an ID and a master key that
are gnique to the playback apparatus 901, and inputs the master key
Km to the EMM decrypting unit 905, as necessary. The initial value
15 of themaster key Kmis the one that has been assembled into the playback
apparatus by the manufacturer and gets updated by the Km updating
unit 914, as necessary.
The EMM decrypting unit 905 decrypts EMM using the master
key Km and inputs the decrypted EMM to the updating information judging
20 unit 906.
The updating information judging unit 906, according to the
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identifier included in the EMM judges whet her the EMM stores seed
information for updating the master key Kmor a new work key for updating

t he wor k Wweyo3oryaoi dentifier will be explained | ater. WherrGa/Jmoss2Bey Kw i s
stored, the updating information judging 5 unit 906 inputs the work key Kw
to the Kw updating unit 907. When seed information is stored, the updating
information judging unit 906 inputs the seed information to the Km

updat i ngOgRELT LAY INFhEARY pdaei Wl uAAges 7hsiietnshe FEMWSERTREVESRR f r om

the wupdating information judging unit 906 and updates the existing work

10 key. iﬁfwﬁgti&ﬁyféﬁémy@:ﬂdgvtwﬁ%% By, ReLDY VAW EdLhor Mﬁ&@@rhi t is

al so acceptable to update a work key by 'naking an additi'on to e Kw
storing unit 908 stores the work key Kw updated by the Kw updating unit
907, andhenpatrk tdp wih& kdsntkWiers whel BEgMeakedeypedngatds. unit 909, as
necessary. The ECM decrypting unit 909 decrypts ECM using the work key Kw

and i nputs a new scranbling.ke s stored | t.he ating
unit 910. The se%ﬁalacf@i?(nlée Ir?l'vtl)éQ%_KT’Aooroeb ’aﬁesugﬂéé@lgqﬁ g%#ﬁ?lagakoenﬁtﬂ%&% %om 20

the ECM decrypting unit 909 and updates the existing scranbling key Ks. A
s@ anbl ungtkeys iimpusyathy wipdaked ky Hoethg Kwempsaittihgnunitowever ,Whed/ WO
03/ 079689 PCT/ JP03/ 03232
seed information is stored, the updating information judging unit
906 inputs the seed information to the Km updating unit 914.
The Kw updating unit 907 obtains the work key Kw from the
updating information judging unit 906 and updates the existing work
10 key. A work key is usually updated by being overwritten; however,
it is also acceptable to update a work key by making an addition to
it.
The Kw storing unit 908 stores the work key Kw updated by
the Kwupdatingunit 907, and inputs the work key Kw to the ECMdecrypting
15 unit 909, as necessary.
The ECM decrypting unit 909 decrypts ECM using the work key
Kw and inputs a new scrambling key Ks stored in the ECM to the Ks
updating unit 910.
The Ks updating unit 910 obtains the scrambling key Ks from
20 the ECM decrypting unit 909 and updates the existing scrambling key

Ks. Ascramblingkeyisusuallyupdatedbybeingoverwritten; however,
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it is also acceptable to update a scranbling key by making an addition to
it. The Ks storing unit 911 stores the scranbling key Ks updated by the Ks
updat i ng wa 43/099489 and i nputs the scranbling key Ks to the pd@/Irosorst
descranbling unit 912, as necessary. The content descranbling unit 912
descranbl es scranbled contents using the scranbling key Ks and inputs the
descramhl ed contents to the content outputti upnit 913. The, caont ent

out put t Hhg-SURTLEC 9ESEPTANSTHP SPPRES GOt li%?% 4 16B§F§gﬁﬁﬁ- it0r . The
Km updating unit 914 obtains the seed information from the updating

i nf or makpony] udgi ng unit 906 and updates the master key Kmusing the seed
information. A master key is usually updated by being overwitten,;

however, it is also acceptable to update a master 15 key by making an
addi tion to itTheWenshertipibrPlilsshages theaseiastddngklesy Kenardayekn
storing unit 904 will be able to store all nmaster keys that are there

Cur rent Seot oS af S Y] uBEy) ) BHE Shar ke a1l ey KO E8RR% "to use
one of the master keys prior to updates 20 instead. It is further
accept abbeteht tdesdfhiatounitg M ,t 2@0deseosa@sy. only the initial naster
key in addition to the current master key. 38 WO 03/079689 PCT/ JP03/ 03232
The content descrambling unit 912 descrambles scrambled
contents using the scrambling key Ks and inputs the descrambled
contents to the content outputting unit 913.
The content outputting unit 913 transmits the content to the
10 display monitor.
The Km updating unit 914 obtains the seed information from
the updating information judging unit 906 and updates the master key
Km using the seed information. A master key is usually updated by
being overwritten; however, it is also acceptable to update a master
15 key by making an addition to it. When an addition is made to a master
key, the ID/Km storing unit 904 will be able to store all master keys
that are there prior to updates as well as the current master key.
Thus, in case the current master key is unusable due to an error,
it will be possible to use one of the master keys prior to updates
20 instead. It is furtheracceptableifthe ID/Kmstoringunit 904 stores

only the initial master key in addition to the current master key.
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Furthernore, it is also acceptable to update the master key and the ID at
the sanme tine. It is also acceptable to use part of an ID as a generation
nunber andoupdatadt he generati on of a conbination of an |HOTarrd3/e328BSt er
key. In such a case, the ID nay be updated 5 by being overwitten or by
having an addition nmade to it. FIG 10 shows the detailed structure of the

Kmupdating unit in the first enbodi nent. The Km uypdating unit 914
conprises a seBE RS bh IGhRaFRiIATFEPGAPLE 150 FPIatRihGemRT 5t % ?F&yuni t

1002, and a Kmretaining unit 1003. 10 The seed information obtaining unit

1001 Obéﬁhr‘@hé K seeehd MRt hon oM thesdpdabhesol dfiQy GBEI @4 d Begi ng

unit and 1nputs the seed information to the Kmgenerating unit 1002 as an
argunent in the algorithmused for generating a master key. The Km

gener at iang Das & gED@2Zagbor nambsr andawdabs ttée dengreilon PF sy natd oal gorit hm
havi ng been assenbled into the Kmgenerating unit 1002 itself. The

algorithmis ique to_each playback r , ti | ot , each
nodel , 8E]%%c#§ ﬁﬁ at ﬁ?%?ﬁg¥ﬁe @gﬁ%ﬁgg%gg%?§h§gggﬁg1gégg&%ﬁggﬂﬁﬁgkhe key
managenent apparatus. The Kmretaining unit 1003 retains the master key Km
ipa 20yf bedhd owhhelitthe b MsivdhigngnuaddiQith widde be abl e to store it.
This way, the playback apparatus 901 is able to update the 39 WD 03/079689

PCﬂV‘JP03/03232FIG. 10 shows the detailed structure of the Km updating unit

in the first embodiment.
TheKmupdatingunit914comprisesaseedinformationobtaining
unit 1001, a Km generating unit 1002, and a Km retaining unit 1003.
10 The seed information obtaining unit 1001 obtains the seed
information from the updating information judging unit and inputs
the seed information to the Km generating unit 1002 as an argument
in the algorithm used for generating a master key.
The Km generating unit 1002 generates a new master key Km'
15 using the algorithm having been assembled into the Km generating unit
1002 itself.‘ The algorithm is unique to each playback apparatus,
each production lot, each model, or each manufacturer. The same
algorithm is also stored in the key management apparatus.
The Km retaining unit 1003 retains the master key Km in a
20 form in which the ID/Km storing unit 904 will be able to store it.
This way, the playback apparatus 901 is able to update the
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master key Km using the EMM broadcasted fromthe broadcast apparatus. The
Km updating unit 914 has two possibilities as will be nentioned bel ow
dependi ngwarn3arsashi ch point of tinme a new master key is gererras/ext32 and it
could be either way. 5 The first possibility is that a new master key is
generated as soon as the seed information is obtained. The second

possi biIitt¥8irs that the seed infornmation is obtained and stored till. it is

necessaf{StET dendinrelng hag Bt eadaayp tef frompine RERACas @ aedt’sr key may
be generated, for exanple, after EMM 10 are inputted to the EMM decrypting

unit, and thenrge Smﬂn@datt&ﬁ?sahiﬁ egh 4 flamfibep FAMAaGYBE 89 Wil HeS
received. The follow ng explfains the data structure of EMM FIG 11 shows
the data structure of normal EMM EMM are made up of an ID segnment and a
dat a segeantonghéelpw depegedimaren stoveistanoim: of thee pl agbaeRtapparat us
that is to receive this particular set of EMM The pl ayback apparatus is

ol ayback agaaesrie Eeteehy S SRR M B ke set's "of MM br oadcast ed from
t he broadcast apparatus. 20 The data segnent stores an identifier and key
i rformation. The fident pdserbildent ifitgmtt hendeeyaishborimt iengstearagedi n t he
data 40 WD 03/079689 PCT/ JP03/ 03232
as soon as the seed information is obtained.
The secondpossibilityisthat the seedinformation is obtained
and stored till it is necessary to generate a new master key. In
this case, a new master key may be generated, for example, after EMM
10 are inputted to the EMM decrypting unit, and then a signal transmitted
from the EMM decrypting unit is received.
The following explains the data structure of EMM.
FIG. 11 shows the data structure of normal EMM.
EMM are que up of an ID segment and a data segment. The ID
15 segment stores an ID of the playback apparatus that is to receive
this particular set of EMM. The playback apparatus is therefore able
toselectivelydecryptonlyEMMinwhichthe IDof theplaybackapparatus
is stored, among different sets of EMM broadcasted from the broadcast
apparatus.
20 The data segment stores an identifier and key information.

The identifier identifies the key information stored in the data
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segnent as either a work key or seed information. For instance, it could
be arranged so that when the identifier is "0Ox01", a work key 1is stored,
and when waoeosidsaspi fier is "0Ox02", seed information is sStrRaOTeIP03/8323he dat a
segnment al so stores other itens such as an information |ength, a protocol
nunber, an expiration date, but explanation on these itens wll be
omtted. FIG 12 shows the data structure of EMM for updating a mgster key
Km 10 ARSSEENbfaERNPeF aupasakikey er%?secdellnﬁ‘é?‘“%ﬁqrb also lﬁﬁaénii% ¢ an 1D
segnent and a data segnent |ike the normal EMM The data segnent stores an

identifigfjande %%?cgng@&ogcf@ﬁéﬁ’mhen-rgﬁeS_L%?eglt'l@g_gfr@"‘95301’5 ianf,erraddyon from

whi ch a new naster ey 1s to be generated and coul d be for exanple, a
generation nunmber 15 of the master key, random nunbers, or a conbination of
t hese. iFl 660rd3A antd wheB Hmvidexampies iof “QKk§ar t sansl dséariatiore 15Km
generating unit. FIG 13A indicates a nethod where a master key is obtained
fromthetll;:)e nd the generation nunber of the playback apparatus, with 20
use of &N orrginal hash function. FIG 13B indicates a nethod where a
master key is obtained 41 WO 03/079689 PCT/JP03/ 03232

5 The data segment also stores other items such as an information

length, a protocol number, an expiration date, but explanation on
these items will be omitted.
FIG. 12 shows the data structure of EMM for updating a master
key Km.
10 A set of EMM for updating a master key Km is also made up
of an ID segment and a data segment like the normal EMM.
The data segment stores an identifier and seed information.
The seed information is information from which a new master
key is to be generated and could be, for example, a generation number
15 of the master key, random numbers, or a chbination of these.
FIGs. 13A and 13B show examples of algorithms used in the
Km generating unit.
FIG. 13A indicates a method where a master key is obtained
from the ID and the generation number of the playback apparatus, with
20 use of an original hash function.

FIG. 13B indicates a method where a master key is obtained
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by encrypting random nunbers generated in the key managenent apparatus
with use of an original encrypting function. Methods for generating a new
master kewa®/oneds9limted to the ones nentioned here as |rTgPrazo2Be

pl ayback apparatus and the 5 keymanagenent apparatus are each able to own
anew master key securely. It is acceptable, for exanple, to generate a new
master key by inputtin the ID, the generation nunber and the seed

"B or e B YD LR GG RToh SRAFEACTS b LAV B RGP aRR: cabatErs

manuf acturer. Operation of Playback Apparatus 10 FIG 14 shows the

oper at i o tef ubbeopl &y haclyiappaeatgotihd Fenceosdi ti onal access system The
pl ayback apparatus receives various kinds of information including

scranbl ed contents, ECM and EMM fromthe broadcast apparatus. The
fol |l owi ng expl ¥PRBOSHI {rm qenseakihpy e PV APsteEckeyels NPF WhBhteRetpl ayback
apparatus receives EMM it is judged whether a work key is included or

(51401) 1 eeed et oo & e add T PR B (SLAgd oy e e
pl ayback apparatus obtains the seed information included in the EMM 20
(S1403) . kephmrpiceybat kppppatas aseeheh agéndoaiwes: aewmpashaskey skeyrérym 42 WO
03/ 079689 PCT/ JP03/ 03232

It isacceptable, for example, togenerate anewmaster key by inputting

the ID, the generation number and the seed information intoanoriginal

hash function that is unique to each manufacturer.

Operation of Playback Apparatus
10 FIG. 14 shows the operation of the playback apparatus in the

conditional access system.

The playback apparatus receives various kinds of information
including scrambled contents, ECM, and EMM from the broadcast
apparatus. The followingexplainsonlya case where EMM are received.

15 When the playback apparatus receives EMM, it is judged whether
a work key is included or seed information is included from the
identifier stored in the EMM (S1401).

If seed information is included in the EMM (S1402, Y) the
playback apparatus obtains the seed information included in the EMM

20 (S1403) .

The playback apparatus then generates a new master key from
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the seed information (S1404). The pl ayback apparatus stores the master key
generated in Step S1404 and uses it starting fromthe next occasion
(S1405). wWdaosw79essk key is included in the EMM at Step S14@a/Ip8id0222 5 N),
t he pl ayback apparatus obtains the work key (S1406). The pl ayback apparat us
stores the work key decrypted in Step S1406 so that it can be used
starting fromthe next qQccasion of receiving ECM (S1407). So far,

expl anafthensped pFhaed a8 (814¢® structure and the 10 operation of the

pl ayback apparatus that is able to generate a new naster key fromthe seed

| nformat | on st 9hedidyMd ofBerions Wdies €XBI Al N0NA gERY  REAGE TEN!

apparatus is a 0 "have t sane new naster key as thé playbac
apparatus does. Structure of the Key Managenent Apparatus 15 FIG 15 shows
t he str@tepr 81604 tdnasl kepsnahagemertnadpamatbs next tdesasdndi (348) .access
system The key managenent apparatus 1501 conprises an EMM receiving unit

Inserting. uni { L1S0400 KAV uBBALIHETA £ 1400 L M T O R 50 RPOr TRt
1506, an EMM encrypting unit 1507, and an encrypted EMM transmtting unit
1508. 43)WO:03/ PTRGRRKPEPpd PABAH3IARZ1ins the work key (S1406).
The playback apparatus stores the work key decrypted in Step
S1406 sothat it canbeusedstarting fromthe pext occasion of receiving
ECM (S1407).
So far, explanation is provided as to the structure and the
10 operation of the playback apparatus that is able to generate a new
master key from the seed information stored in EMM. The following
explains how a key management apparatus is able to have the same new
master key as the playback apparatus does.
Structure of the Key Management Apparatus
15 FIG. 15 shows the structure of the key management apparatus
in the conditional access system.
The key management apparatus 1501 comprises an EMM receiving
unit 1502, a key-updating judging unit 1503, a seed information
generating and inserting unit 1504, a Km updating unit 1505, an ID/Km
20 storing unit 1506, an EMM encrypting unit 1507, and an encrypted EMM
transmitting unit 1508.
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The EMM receiving unit 1502 receives EMtransmtted fromthe broadcast
apparatus and inputs the EMMto the key-updating judging wunit 1503. The
key- updat wegosjoagtgd ng unit 1503 judges if the EMMincl ude PETaIO®03232

i nformation which indicates that the nmaster key needs to be updated. More
specifically, if it is arranged so that an identifier "0x02" neans "the
mast er key needs to be updated", then the key-updatin j ud in(g unit 1503

checks if the rB8nEHERCSIYingxwRLt ohoGforecahins e § PLEFeY Feem ox02"
t he key-updating judging unit notifies the 10 seed informati on generating

and i nsehie izt 04 rafub Redfiaghe s R ENEMM Whi lkeReupaRtd£fudSiddye EMWM
encrypting unit 1507. "The seed informati on generating and inserting unit
1504 receives the notification fromthe key-updating judging unit 1503,
gener at es1iged80Bnformation, inserts it into the EMM and also inputs 15 the
seed information to the Kmupdating unit 1505. The seed information 1is

information fr i 1 : d be,
for exanpl e, a%g%\rll{g a’?l gﬁggﬁl%gglr%@gbgt elen%g@grj%%gggom&r ?%%%ﬁg%%ﬁ‘g%r s. The
Km updating unit 1505 obtains the seed information from 20 the seed

i ' or matsione igefoemat i ogwhahch i ndardtiargthat thelbiel canick wipskaiseiso bd iedatesier key
Km using the seed information. Here, the algorithm 44 WO 03/079689

PCT/ JPO3 o?:?ézggecifically, if it is arranged so that an identifier “0x02”

means “the master key needs to be updated”, then the key-updating
judging unit 1503 checks if the identifier is “0x02” or not. When
the identifier is “0x02”, the key-updating judging unit notifies the
10 seed information generating and inserting unit 1504 of the fact. The
EMM will be inputted to the EMM encrypting unit 1507.
The seed information generating and inserting unit 1504
receives the notification from the key-updating judging unit 1503,
generates seed information, inserts it into the EMM, and also inputs
15 the seedinformationtotheKmupdatingunit1505. The seedinformation
is information from which a new master key is to be generated and
could be, for example, a generation number of the master key or random
numbers.
The Km updating unit 1505 obtains the seed information from
20 the seed information generating and inserting unit 1504 and updates
the master key Km using the seed information. Here, the algorithm
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used to generate the new master key fromthe seed information is stored in
t he pl ayback apparatus as well. The ID)Km storing unit 1506 stores an ID
and a maswero3keys9Km t hat are uni que to each pl ayback appacatirss3/orarh
production lot, 5 each nodel, or manufacturer, and inputs the master key
Kmto the EMM encrypting unit 1507, as necessary. The initial value of the

master key Kmis the qne that has been assenbl ed. into the playbac
appar at 4§S94e TR RIS neRRBF ERE bRy Agom ??8 s&@i‘jslrﬁ%&g‘?%ﬂloﬁﬁst%é)rﬁﬁn
updating wunit 1505, as necessary. 10 The EMM encrypting unit 1507 encrypts

t he EMM;USiLRY E%r@ym QpbpaksyuKmandiinputs the encrypted EMM to the
encrypted EMMtransmtting unit 1508. The encrypted EMMtransmtting unit

1508 transmits the encrypted EMMto the broadcast apparatus. 15 The EMM
for transnittiBgesHoEKN sterdagi onlt HO0S ALEEES aeddt @hfed WRIFLLIEYOf the
ol d master key before being updated. The new nmaster key after the update

Wil be sl LAt iNg,ld 08 NG BEXna ACCASLOR B, BOEHYRALG B A so far
expl ai néd, e Key nmmhagenent appar at us generates = 20 seed information
and inserts it into the EMM (ii) transmts the seed information to the
playbackaappasdelysoy inentifecbuoadcastl appearsat g mastsr\Wey0Bh 00688 EMM
PCT/ JP03/ 03232
encrypting unit 1507, as necessary. The initial value of the master
key Km is the one that has been assembled into the playback apparatus
at the time of manufacturing, and gets updated by the Km updating
unit 1505, as necessary.
10 The EMM encrypting unit 1507 encrypts the EMM using the master
key Km and inputs the encrypted EMM to the encrypted EMM transmitting
unit 1508.
The encrypted EMM transmitting unit 1508 transmits the
encrypted EMM to the broadcast apparatus.
15 The EMM for transmitting seed information therein gets
encrypted with use of the old master key before being updated. The
new master key after the update will be used starting from the next
occasion of encrypting EMM.
As so far explained, the keymanagement apparatus (i) generates

20 seed information and inserts it into the EMM, (ii) transmits the seed

information to the playback apparatus via the broadcast apparatus,
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and (iii) updates the master key Kmw th use of the seed information. The
pl ayback apparatus, on the other hand, updates the master key wth use of
t he seed wafasroredsbon havi ng been transmitted. Here, since PdIhPokesr32
managenent apparatus and the pl ayback apparatus each own the 5 sane
algorithmthat is used to generate a master key fromseed information, the
key managepent , apparatus_and the pl ayback apparatus each get to, own the
same ne ?%+)ﬁ59?t?§@$efﬁi S} Yee of tmhage ogPat £ and
master keys Knms by the key managenent apparatus. 10 The key nmanagenent

appar at Ughdagsscil dpdaPetagd smstRy oka¥s hdis hgasw@ru?é mhB el DiKM
storing unit uSing a nmanagenent table shown in FIG 16. |In the naragenent
table, different IDs are arranged in the row direction, and different
gener at i oig! @de phehegsedrinfeynakhen hay ngbeemgeansmi tiesl.c oflerms dinest i on.
15 When the key managenent apparatus assigns an ID and a nmaster key to a

manuf actﬁé‘ gg%lrmaggﬁ?nﬁ h fﬁﬂ&égﬂdf@@e;sg%@%cdéggﬁ%%ﬁgsdsgc Ot S

manageme €. iITs a nmaster col'unm of the
first generation, and every tine the master key is updated, a new naster
key is aghied dlgotrhehmexrhaicol simisedtar tgargraiteh at hastekuiray 20raf $dwei second
generation and then to the colum of the third generation. The reason that

al l miStienrfo%:?r%t i!)l’rll ,C ltggl kne%/ I%at]r?ag?errlnee%tl a[]pgar}:%tugfsan\éotlr?g /p Zggggk Egéggggs/ 03232

each get to own the same new master key.
FIG. 16 shows an example of management of IDs and master keys
Kms by the key management apparatus.

10 The key management apparatus manages all IDs and master keys
Kms together at the ID/Km storing unit using a management table shown
in FIG. 16. In the management table, different IDs are arranged in
the row direction, and different generations of the master keys Kms
are arranged in the column direction.

15 - When the key management apparatus assigns an ID and a master
key to a manufacturing machine, these ID and master key Km are added
to this management table. At first, a master key is added to the
columnof the first generation, andeverytimethemasterkeyis updated',
a new master key is added to the next column, starting with the column

20 of the second generationand then to the column of the third generation.

The reason that all master keys including the ones in the
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past are stored can be explained as follows: Wen a sane IDis assigned to
each pl ayback apparatus of the sane nodel, all the playback apparatuses
will not wecesaseasply be successful in updating their nastraT/ipeyes2aiter the
first transmssion 5 of updating information. It is therefore necessary to
transmt, to those playback apparatuses that have not been successful in

updatin hei r master keys, u ting information that has been encrypted
with u%@s AL nREYETY K ?)?o?#gff%”ﬁgista.s %ﬁa‘f’?on of the Key Managenent
Apparatus 10 FIG. 17 shows the operation of the key nmanagenment appar atus

in the conditi @Rah AGERESIFY St RNt s *ERhVHIG,HIMM Epeamdhe Broagsdcast
apparatus, the key nmanagenent apparatus judges whether a secret key needs

to be updated or not fromthe identifier included in the EMM (S1701). 15
| f the madeeloRey, nekdsheobbevhpdatabarstrees will ek kegesaanbbemt

apparatus generates seed information (S1703), and inserts the seed

st er Sy SEOr Ba e B Kt Ao CAG i T (SL705) - Sha ACTV BT he EMM

using the 20 master key (S1706). Then, the key managenent apparatus

t ransm tof tbdateney yptednationdD V316701688 FEH IR0 (33320 transmit, to
those playback apparatuses that have not been successful in updating
their master keys, updating information that has been ehcrypted with
use of a master key from the past.

Operation of the Key Management Apparatus

10 FIG. 17 shows the operation of the key management apparatus
in the conditional access system.

When receiving EMM from the broadcast apparatus, the key
management apparatus judges whether a secret key needs to be updated
or not from the identifier included in the EMM (S1701).

15 If the master key needs to be updated (S1702, Y), the key
management apparatus generates seed information (S1703), and inserts
the seed information into the EMM (S1704).

The key management apparatus obtains the master key stored
in the ID/Km storing unit (S1705), and encrypts the EMM using the

20 master key (S1706).

Then, the key management apparatus transmits the encrypted
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EMM to the broadcast apparatus (S1707). After transmtting the encrypted
EMM to the broadcast apparatus in Step S1707, the key managenent apparatus
gener at eswa® 03avvasast er key using the seed information gerraTatPesioi2s2 St ep
S1703 (S1708). 5 The key managenent apparatus stores the new master key
generated in Step S1708 and uses the new master key starting from the next

occasion (S1709). If the master key da not need to be updated in Step
S1702 F@?BQF brqzeicrey ﬁﬁﬂ%@%’rﬁsnt(sggﬁa? atus obtains the master key

stored 10 in the IDDKmstoring unit (S1710), and encrypts the EMM using

the nmaster kexfﬁég-gﬂéﬂsmi-@ﬁ@lgt%@%n@@ﬁ@@@ﬂﬁ@B%he%&%éﬂ@éé‘@aﬁé@ﬁﬁiﬂst5 the
encrypted EMMto the broadcast apparatus (S1712). Operation of the

Condi tional Access System 15 The foll ow ng describes the operation of the
condi t i dhaPterd&dddd  sike avt haragemanidasra el gebackteppanay uRsied t he key
managenent apparatus nentioned above. This enbodinent is characterized

mnagen ! ti oned above. ° m rized
an unauthr (oo g ieee RSkl O REREFE LR B ST B P e e s ther e

i s an unaut hori zed pl ayback apparatus which disguises itself as an
aud hori zed pl aybackegppanayesentl hepdatdtms rgrordd WR03 7 IGEBEFer key
PCT/ JP03/ 03232
generated in Step S1708 and uses the new master key starting from
the next occasion (81709).
If the master key does not need to be updated in Step S1702
(81702, N), the key management apparatus obtains the master key stored
10 in the ID/Km storing unit (S1710), and encrypts the EMM using the
master key (S1711).
Then, the key management apparatus transmits the encrypted
EMM to the broadcast apparatus (S1712).
Operation of the Conditional Access System
15 _ The following describes the operation of the conditional
access system that includes the playback apparatus and the key
management apparatus mentioned above. This embodiment is
characterized with the operation by which it is possible to eliminate
content viewing by an unauthorized playback apparatus, when it has
20 been learned that there is an unauthorized playback apparatus which

disguises itself as an authorized playback apparatus. The following
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explains this particular operation. FIG 18 shows the operation of the

pl ayback apparatuses at tinmes of elimnating unauthorized content view ng
by an unawtthwro7gesd apparatus. 5 The pl ayback apparatus 1 RGI/Iposiext3by t he
user 1 authorized to view contents and stores IDL and a nmaster key Kml. In
the sane nmanner, the playback apparatus 2 is owned by the user 2
authorized to view contents and stores ID2 and a master key KnR. The

unaut horkpéeinp| dyisacRrapputat PSatdPBgui sing itsel f as the pl ayback
apparatus 10 2 and stores |D2 and a master key KnR. The follow ng explains

the procedurep$ayba2£@hbag @%qugéé 1o€9ﬂ?%ﬁ5u§l$ ye: ConE%aEQ@ﬁsé§%ﬁﬁ is an

unaut hori zed appar at us i mnate nt view ng by the
unaut hori zed pl ayback apparat us. 15 The broadcast apparatus transmts EMM
1 to theipktaypfackimiappdnagtursuthp8l86d Fontene vakhvyng paaki ngautEidvtiiaed ude (i)
the ID of a pI ayback apparatus that is to receive this particular set of
EMM and gll encrypted work key E(Kw, Knm) which is a work key Kw
encrypt &4P %’0 a master key Km Accordingly, EMM 1 include the IDl1 and
an encrypt ed wor k key E(Kw, Km). 49 WO 03/079689 PCT/ JP03/ 03232

5 The playback apparatus 1 i1s owned by the user 1 authorized
to view contents and stores ID1l and a master key Kml. In the same
manner, the playback apparatus 2 is owned by the user 2 authorized
to view contents and stores ID2 and amaster key Km2. The unauthorized
playback apparatus is disguising itself as the playback apparatus

10 2 and stores ID2 and a master key Km2.

The following explains the procedure in which the broadcast
apparatus finds out that there is an unauthorized playback apparatus
and eliminates the content viewing by the unauthorized playback
apparatus.

15 The broadcast apparatus transmits EMM 1 to the playback
apparatus 1 (S1801).

Generally speaking, EMM include (i) the ID of a playback
apparatus that is to receive this particular set of EMM and (ii) an
encrypted work key E(Kw, Km) which is a work key Kw encrypted with

20 a master key Km. Accordingly, EMM 1 include the ID1 and an encrypted
work key E(Kw, Kml).
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The pl ayback apparatus 1 judges that this particular set of EMM s addressed
to the playback apparatus 1 itself fronthe ID1 included in the EMM 1, and
decrypts ®WOs/07%asb) using the Km stored in the playback rapapmoanizs2 1
itself. As a result, the playback apparatus 5 1 obtains the work key Kw
(S1802). The broadcast apparatus transmts EMM 2 to the playback apparatus
2 (S1803). The EMM.2 include the 1 D2 and encr % d seed .in ornatlo

(Seed, KnR) .Th$@l éﬁéaybtaéwasré@&%fjblﬁﬁﬁﬁwg@ Fs&wrwﬁarss 8

information 10 "Seed" that has been encrypted using the master key KnR.

The pl aypack ;aRRaE8LHEo 2nk BILEBa L PAbpd thsPa ttd O Aondele 1051 1 fdMdgsq

addressed to the playback apparatus 2 itself fronthe ID2 included in the
EMM 2, and decrypts E(Seed, KnR) using the KnR stored in the playback

appar at s 2hé¢tR@] fl, Asdadewzults, EfKe, pimybasknappze &nds stese® ightaens t he
seed information "Seed" (S1804). The unaut horized pl ayback apparatus al so

bl By back SABar SERETREEI T o ne T (b P AT GO o BN Ad decr ypt s
E (Seed, KnR)using the KnR stored in the unauthorized pl ayback apparat us
i tssel f. 120bAsims resukiorkt hey uwautdidoRzed pl ayback apparatus obtains the
seed information "Seed" (S1805). 50 WO 03/079689 PCT/JP03/ 03232

The broadcast apparatus transmits EMM 2 to the playback
apparatus 2 (S1803).

TheEMMZincludetheIDZandéncryptedseedinformationE(Seed,

Km2). Theencryptedseedinformationk (Seed, Km2) is seedinformation
10 “Seed” that has been encrypted using the master key Km2.

The playback apparatus 2 judges that this particular set of
EMMisaddressedtotheplaybackapparatus?2itself fromthe ID2 included
iﬁ the EMM 2, and decrypts E(Seed, Km2) using the Km2 stored in the
playback apparatus 2 itself. As a result, the playback apparatus

15 2 obtains the seed information “Seed” (S1804).

The unauthorized playback apparatus also judges that this
particular set of EMM is addressed to the unauthorized playback
apparatus itself fromthe ID2 included in the EMM 2 and decrypts E (Seed,

Km2) using the Km2 stored in theunauthorizedplayback apparatus itself.
20 As a result, the unauthorized playback apparatus obtains the seed

information “Seed” (S1805).
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The pl ayback apparatus 2 generates a new nmaster key Kn2' fromthe seed
information "Seed" (S1806). The algorithmused to generate the naster key
Knm2' fronmwohes/semsd | nfornmation "Seed" is unique to each mcaylrashs232
apparatus, each production |ot, each nodel, or each 5 nmanufacturer. As
storing the sane algorithm the key managenent apparatus is also able to
generate the master key Kn2' from éhe see i nformation "Seed:,
Consequent |y, tHePpREYHHERPERPAT A 499 etsl‘?ene‘ﬁétﬁ?sﬁﬁﬁa{beé’ngrﬂ% &B56%r at us
are each able to own the sane new naster key Kn2'. 10 On the other hand,

the unaytbordezed, flapukack \aRRaratdsodoes THOh] HeveHihesad gerdddupatsed to
generate the nmaster key KnR2' fromthe seed information "Seed", and is

therefore not able to generate a master key Kn2' (S1807). The broadcast
appar at tbetmasisyt tkeyYENMY" finom Kbe pSegmbdaiornat ipparsseds 2S (WHESH®) tOHere t he
EM\R' include ID2 and an encrypted work key E(Kw, KnR'). The pl ayback

ol Bybac ko gppr R re P et R B TRy 26 RorhG S 2 and

decrypts E (Kw, KnmR') using the KnR2' stored in the playback apparatus 2

i tssel f. mAsuBacestdd.,, Abestpbuaytpdcheappae ad UgoriZhm\WOtD8/ BFY 68N REMNR03/ 03232
apparatus is also able to generate the master key Km2’ from the seed
information “Seed”. Consequently, the playback apparatus 2 and the
key management apparatus are each able to own the same new master
key Km2'.

10 On the other hand, the unauthorized playback apparatus does
not have the algorithm used to generate the master key Km2’ from the
seed information “Seed”, and is thereforenot able to generate amaster
key Km2’ (S1807).

The broadcast apparatus transmits EMM2’ to the playback

15 apparatus 2 (S1808).

Here the EMM2’ include ID2 and an encrypted work key E (Kw,
Km2") .

The playback apparatus 2 judges that this particular set of
EMMisaddressedtotheplaybackapparatus2itself fromthe ID2 included

20 in the EMM 2, and decrypts E(Kw, Km2’) using the Km2’ stored in the
playback apparatus 2 itself. As a result, the playback apparatus
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2 obtains a work key Kw (S1809). On the other hand, the unauthorized

pl ayback apparatus also judges that this particular set of EMWMIis

addr essedwoostohsssanaut hori zed pl ayback apparatus itsel f frcamarosres28D2
included in the EMM 2, but 5 is not able to obtain a work key Kw because

t he unaut hori zed pl ayback apparatus does not store the master key Kn?'
(S1810). The broadcast apparatus transmts ECMto both the playback

appar at asobtading ehwopk akdadly d5pdPat us 2. (S1811). ECMincl ude an encrypt ed
scranbling key E(Ks, Kw) which is 10 a scranmbling key Ks encrypted with a

wor k key Kw. e g?eqkk anat.u 1681 LeSH T e GV gps-fass ¥pEs E (Ks,
Kw) usi ng theB\}IDFEEi%y Whgﬁcghit%tgdé?%u%t ep ZSl Z%BﬁoAs a ?%sult, t he

pl ayback apparatus 1 obtains the scranbling key Ks (S1812). The pl ayback
appar at tisd@es ozt ess phet EGManskdet Fiftis ddrkssedtp thg)unmithgriaedwor k key
Kw obtained in Step S1809. As a result, the playback apparatus 2 obtains

th i key Ks, (S1813). t ; ' | ayback
Lhe o ATRLS, KXk (1B . ok O 16ofhed NIg LBRRD) 2elcp! aybac
therefore not able to obtain the scranbling key Ks, either (S1814). 20 The

brsoadcast nappasad Us dutansn WerR ksl kuirbkedusonhentndurheadthed gflatybecgl ayback
apparatus 1 and the playback apparatus 2 (S1815). 52 WO 03/079689

PCT/ JP03/ 03232
apparatus does not store the master key Km2’ (S1810).

The broadcast apparatus transmits ECM to both the playback
apparatus 1 and the playback apparatus 2. (S1811).

ECM include an encrypted scrambling key E(Ks, Kw) which is

10 a scrambling key Ks encrypted with a work key Kw.

The playback apparatus 1 receives the ECM and decrypts E (Ks,
Kw) using the work key Kw obtained in Step S1802. As a result, the
playback apparatus 1 obtains the scrambling key Ks (S1812).

The playback apparatus 2 receives the ECM and decrypts E (Ks,

15 Kw) using the work key Kw obtained in Step S1809. As a result, the
playback apparatus 2 obtains the scrambling key Ks (51813).

On the other hand, the unauthorized playback apparatus is
not able to obtain the work key Kw in Step S1810, and is therefore
not able to obtain the scrambling key Ks, either (S1814).

20 The broadcast apparatus transmits a scrambled content to each

of the playback apparatus 1 and the playback apparatus 2 (S1815).
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The scranbled content E(Content, Ks) is a content scranbled wth a
scranbl i ng key Ks. The pl ayback apparatus 1 descranbles E(Content, Ks)
usi ng thwoswroasdshi ng key Ks obtained in Step S1812. As a m@EaIPs/9328he

pl ayback 5 apparatus 1 obtains the content (S1816). The pl ayback appar atus
2 descranbles E(Content, Ks) using the scranmbling key Ks obtained in Step
S1813. Asa result, the ﬁ%gyback apparatus 2 qbtains the conteﬁ% g§1817).
On the other HAwdSCrHEPlRthGOREENE & ONESBaC K SHpparacQRtFEt SEFaRB bl e t o
obtain the scranbling key Ks in Step S1814, and is therefore not able to

obtain the conten lghgggé%Q§§818). In this manner, when it is |earned that

there i s an unauthori z |'ayback apparatus whi ch disguises itself as an
aut hori zed pl ayback apparatus, the broadcast apparatus updates the naster
keys owned by THe Ipdblgbebk &egersvsgéndascrppaiest ddCantenhe 5l)ayisank
apparatuses, and is therefore able to elimnate the content view ng by the

unaut horj zed | ayback ar us, . 0, ok hi i i.n he

mast er %é?§Cﬁ?ﬁbﬁ%ﬁ%@%ﬁgg§§{%1%%%l% é%%ﬁ*?%%t é?%‘E%%%%ﬁ?%Fggagggg%oadcast,
it takes fewer 20 days to update the nmaster keys than in the case where
pert abl gppeehitussuchbasihe oas domeatusstBt®r. the transnission. Accordingly,

an 53 WO 03/079689 PCT/ JP03/ 03232

The playback apparatus 2 descrambles E(Content, Ks) using
thescramblingkestobtainedinStepSl8l3. Asaresult, theplayback
apparatus 2 obtains the content (S1817).

On the other hand, the unauthorized playback apparatus is

10 not able to obtain the scrambling key Ks in Step S1814, and is therefore
not able to obtain the content, either (S1818).

Inthismanner, when it is learned that there is anunauthorized
playback apparatus which disguises itself as an authorized playback
apparatus, the broadcast apparatus updates the master keys owned by

15 both the key management apparatus and the playback apparatuses, and
is therefore able to eliminate the content viewing by the unauthorized
playback apparatus.

Also, in this embodiment, since the master keys are updated
with use of EMM that ;re transmitted by broadcast, it takes fewer

20 days to update the master keys than in the case where portable media
such as IC cards are uséd for the transmission. Accordingly, an
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aut hori zed user will not suffer a |loss of privilege to view desirable
contents that may be caused before the portable nmediumarrives. Further,

t he key nwoaperm®isp appar at us does not need to bear the caxiT/pbs/exsdi ng a
portable nediumto all playback apparatuses 5 that need one, even if an ID
and a master key Km are assigned to each production |ot, each nodel, or

each manufacturer, instead of to eac pl ayback, aratuys. Secon
Erbod B A S S ML AE S iTios Goidi o7 Aot edeke vagl BRIToVteG. 10

shows the general structure of the conditional access system of the second

enbodi mepteedte 13RRAEL0PE! c AR Detst ethOfpd eI ecnnd: erhodiRreat,

conpri ses a key nmanagenent apparatus 1901, a manufacturing machine 1902, a
pl ayback apparatus 1903, and a broadcast apparatus 1904. 15 The procedure
in which both Fiethesy HagdganBaraggiriraenpalapas derd rele needybadieagppar at us

1903 each own the sane ID and the same master key Kmand the procedure in
the i v 51 oot nead & Bt Faie ARS8 (101 E1E0PREK Biqial™ oo 17
enbodi ment in 20 the nmethod of updating the naster key Km In the second
egbodi mehbat richel omst evekelf Km Il angdamedten keyAKOre34 970688 RCHath03/ 03232
production lot, each model, or each manufacturer, instead of to each
playback apparatus.
Second Embodiment
General Structure of the Conditional Access System
10 FIG. 19 shows the general structure of the conditional access
system of the second embodiment.
The conditional access system of the second embodiment
comprises a key management apparatus 1901, a manufacturing machine
1902, a playback apparatus 1903, and a broadcast apparatus 1904.
15 The procedure in which both the key management apparatus 1901
and the playback apparatus 1903 each own the same ID and the same
master key Km and the procedure in which the playback apparatus 1903
obtains a work key Kw are the same as in the first embodiment.
The second embodiment differs from the first embodiment in
20 the method of updating the master key Km.

In the second embodiment, the master key Km is updated in
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the foll ow ng manner: The broadcast apparatus 1904 stores in EMM (i) an ID
of the playback apparatus that needs an update of the nmaster key and (ii)
trigger iwoonraedsen whi ch indicates that the nmaster key nesdzipoaoize2 5

updat ed, and broadcasts the EMM Then, the playback apparatus in need of
an updated nmaster key realizes that the master key Km needs to be updated
due to the updating information and transmts apparatus information such
as its &WE FRLQ e Médyefanagement apparatus 1901. The key nanagenent
apparatus 1901 transmts to the playback apparatus 10 seed information from

whi ch a new masgher, keyidastt Qo 4eRe1 86 £dt o108 1 RIFNPAEK APRAr8F Uhaipdat es
the master key Kmusing the seed information. Here, since only the key

managenent apparatus and the playback apparatuses of the authorized users
store t pdaghaek dmgerathssthaedects aw yehteart thsempsverrasyeandelyiikm s from
the seed information, only the key managenent apparatus and the pl ayback

appar at uses of it aut hori.zed users .are 0, mast er
keys Km%§ T99RE cor (ﬂrﬁnﬁlié%/?nt%he Cgloﬁd‘? ]tcfa&:%aﬁ t@%’%gtgltse r%%%{egfmk% rfeﬁee@% pg(g\ggnt
enbodinment is able to elimnate unauthorized view ng of contents by
urgut hofipgaded 2 Cants @irpadthets tites MHEIL erTheey s the eplypdatcdd apbardtes fiir st
enbodi nent, seed information is stored in EMM 55 WO 03/ 079689

PCT/ JP03/ 03232
need of an updated master key realizes that the master key Km needs

to be updated due to the updating information and transmits apparatus
information such as its own ID to the key management apparatus 1901.
The key management apparatus 1901 transmits to the playback apparatus
10 seed information from which a new master key is to be generated. The
playback apparatus updates the master key Km using the seed
information.
Here, since only the key management apparatus and the playback
apparatuses of the authorized users store the same algorithms used
15 to generate the new master key Km’s from the seed information, only
the key management appa.ratus and the playback apparatuses of the
authorized users are able to have the same new master keys Km's.
Accordingly, the conditional access system of the present embodiment
is able to eliminate unauthorized viewing of contents by unauthorized
20 users after the master keys are updated.

In the first embodiment, seed information is stored in EMM,
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and the EMM get transmitted. The second enbodinent is different from the
first enbodinment in that EMMtransmtted stores trigger infornmation that
merely i nwa @togsssh he update of the naster key, and seed indfTaro®0ien i s
transmtted in sone other way than in EMM 5 The follow ng explains in
detail a playback apparatus that actualizes such a conditional access
system Structure of the Playback Apparatus The playback apparatus of the
second @msddieEif 9ps tdiepsaibhed. f FBMSEReNpIHPRseReRb d&r &t S TEN L tIFE™ i r st
enbodi nent in only the Km 10 updating unit. Thus, only the Km updating
unit wild b | aj j?%_@_ expl | O ; t he-,stt ture
w il be 951% '?J%le . a%qgé% gho%(rvsp '?ﬁg%det al P%%ﬁ;éﬁl&?tégr Zsﬁre:shgc%n%rgﬁgdati ng
unit in the second enbodi ment. The Km updating unit conprises an appar at us
i nf or matiinforstbidmghatsnardlly 2004iatas Bhpanrsiets dhftbenasiar keansamct ti ng
unit 2002, a seed information receiving unit 2003, a Km generating unit

2004, and Km retainin nit 2005., The_apparatus i_nf ti oring unit
2001 st ogregg éﬁg]%?%tdson i ngﬁﬁ?IFJO%PT%ép Fgﬁgn?%beer "6t %égﬁl %@b%ac . appar at us
such as an ID, 20 and inputs the apparatus information to the apparatus

i rf ormati on transnidllioddndnekpPO0% aacasthilg at plafieadiotapbaeataortiatom t he
updating 56 WO 03/079689 PCT/JP03/ 03232

actualizes such a conditional access system.
Structure of the Playback Apparatus
The playback apparatus of the second embodiment is different
from the playback apparatus of the first embodiment in only the Km
10 updating unit. Thus, only the Km updating unit will be explained,
and explanation on other parts of the structure will be omitted.
FIG. 20 shows the detailed structure of the Km updating unit
in the second embodiment.
The Kmupdatingunit comprisesanapparatus informationstoring
15 unit 2001, an apparatus information transmitting unit 2002, a seed
information receiving unit 2003, a Km generating unit 2004, and a
Km retaining unit 2005.
The apparatus information storing unit 2001 stores apparatus
information that is unique to the playback apparatus such as an ID, .
20 and inputs the apparatus information to the apparatus information

transmittingunit 2002 according tothenotification fromthe updating
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information judging unit. The apparatus information transmtting unit 2002
transmts the apparatus information stored in the apparatus information
storing wad3/02084 to the keynmanagenent apparatus as a re@EaIPOFIEA!
requesting 5 seed information. In response to the apparatus information
havi ng been received, the keymanagenent apparatus transmts seed
information in return, The seed information receiving unit 2003 receives
t he seednNfPHPYFiRR iJ6R9aRd MAputs the seed i nformation to the Km generating
unit 10 2004 as an argunment in the algorithmused for generating a nmaster

key. Here, thergpRaiatdsul Hfridmbi-98nanhihe t888d WiitoDEBLI Okl ts
transferred via a tel ephone I'ine. The Kmgenerating unit 2004 generates a

new master key Km using the algorithmhaving been assenbled into the Km
gener at ithg appetratas 1a0ovma tisel storfteimbhepbranivs unfejuea tieonsiciripidayback
apparatus, each production |ot, each nodel, or each manufacturer. The sane

anit 2008228 R Bt R T e ERaa rond oA THED re

two possibilities as wll 20 be nentioned bel ow dependi ng on at which
pG nt okebidnenformewisast @h r&syonse genehataeparands iinfoenbdibe Heitibegr way.
57 WD 03/079689 PCT/ JP03/ 03232
been received, the keymanagement apparatus transmits seedinformation
in return.
The seed information receiving unit 2003 reéeives the seed
information and inputs the seed information to the Km generating unit
10 2004 as an argument in the algorithm used for generating a master
key. Here, the apparatus information and the seed information are
transferred via a telephone line.
The Km generating unit 2004 generates a new master key Km'
using the algorithm having been assembled into the Km generating unit
15 2004 itself. The algorithm is unique to each playback apparatus,
each production lot, each model, or each manufacturer. The same
algorithm is also stored in the key management apparatus.
The Km retaining unit 2005 retains the master key Km.
In this embodiment again, there are two possibilities as will
20 be mentioned below depending on at which point of time a new master

key is generated, and it could be either way.
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The first possibility is that a new naster key is generated as soon as the
seed information is obtained. The second possibility is that the seed

i nformati wo a@7edsbai ned and stored till it is necessary tRETgEPOR0RBE a new
master key. In 5 this case, a new naster key nay be generated, for
exanple, after EMM are inputted to the EMM decrypting unit, and then a
signal transmtted fromthe EMM decrypting unit is recej ved FI G .21 shows
the data strudiher 165t EAsHEELipdats REak aastepasiey kg 19 IePRTERPS

enbodi nent, an identifier is stored in the data segnent, and this

| denti fégrﬁoés%lfthﬁogééggfr{fo'rﬂlg‘aﬂgﬁtié’rbbtsatln‘é%ltUre of Key Management

Appar at us ws the structure of the key managenent apparatus in
the conditional access system 15 The key managenent .apparatus 2201

conpri ses an EN;Ms@:amd/pcmgslbuﬂmtyZsmaté;hleegﬁesbxta&qm@tjlmgﬁ@@tamh@d2203 a
seed information generating unit 2204, a Km updat| ng unit 2205, an | D/ Km

tSF gFlisnmg?IlE‘JCi[‘]i Qﬁﬁ%?gl%; 2 %%gé%/g%%? urgﬁ;ﬁ on regrgei S?l%g}{g%l }ge}g% and seed
information 20 transmtt| ng unit 2210. The key nanagenent apparatus in the
second epbodizreNts hsw REEAD RSy AA9680 gBeELFIPEI/ Fd323kample, after EMM
are inputted to the EMM decrypting unit, and then a signal transmitted
from the EMM decrypting unit is received.
FIG. 21 shows the data structure of EMM for updating a master
key Km.
10 | Tnthis embodiment, anidentifieris storedinthedatasegment,
and this.identifier itself is trigger information.
Structure of Key Management Apparatus
FIG. 22 shows the structure of the key management apparatus
in the conditional access system.
15 The key management apparatus 2201 comprises an EMM receiving
unit 2202, a key-updating judging unit 2203, a seed information
generating unit 2204, a Km updating unit 2205, an ID/Km storing unit
2206, an EMM encrypting unit 2207, an encrypted EMM transmitting unit
2208, apparatus information receiving unit 2209 and seed information

20 transmitting unit 2210.

The key management apparatus in the second embodiment is
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different fromthe one in the first enbodinment in the seed information
generating unit 2204, the apparatus information receiving unit 2209, and
t he seed wafaroredsbon transm tting unit 2210. Thus, only t regeIPosivF2BEr ent
parts of the structure will be explained, and explanation 5 on the sane
structure will be omtted. The seed information generating unit 2204

recei ves,. notificati fromth y-updat i [ udgi unit 2203, generates
seed in g?%ﬁ P%%%Ogﬁ%K?%%ﬁ%gtﬁﬁ§%§§%dﬂﬁﬁFﬁgﬁﬁgﬂgh€§%S?ﬁ LRAPERRESThg uni t
2205 as well as to the seed information transmtting unit 2210. The 10 seed

i nf or matgep rasihgoi REZ00N) £HOapPAE L1 MENIBSTRN r&@Y isigtthi oo @ener at ed,
and could be, for exanple, a generation nunber of the mnmasSter key Km or
random nunbers. The agparatus i nformati on receiving unit 2209 receives

appar at G849 hRBrIReS SRTSTER R ARapenEitomauplhyidck appasavndy Hmbe 15

identifies the particular playback apparatus that has transmtted this

fies i cl _ § has. ! 0
appar a @fFeggﬁg@d&g oir%es,g%atﬁfrg[]m]; 88 LA, | gy ggg%%{rﬁlloend by the

transnmts the séed information to the playback appafatus

apparatus information receiving unit 2209. 20 This way, the key managenent
aﬁgarat@@-thetﬁ@%eeﬁﬁ@dﬁmﬁﬁtWilldnsmmﬁ$teﬂe seed i nformation according to
the request for seed 59 WO 03/079689 PCT/JP03/ 03232

The seed information generating unit 2204 receives
notification from the key-updating judging unit 2203, generates seed
information, and inputs the seed information to the Km updating unit
2205 as well as to the seed information transmitting unit 2210. The

10 seed information is information from which a new master key is to
be generated, and could be, for example, a generation number of the
master key Km or random numbers.

The apparatus information receiving unit 2209 receives '
apparatus information such as an ID from a playback apparatus, and

15 identifies the particular playback apparatus that has transmitted
this apparatus information.

The seed information transmitting unit 2210 transmits the
seedinformationtotheplaybackapparatusidentifiedbytheapparatus
information receiving unit 2209.

20 . This way, the key ménagement apparatus in this embodiment

transmits the seed information according to the request for seed
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informati on made by the playback apparatus. The pl ayback apparatus
realizes that the naster key needs to be updated due to the trigger

i nf or mat i w0 03radasded in the EMM and transmits a request fROT/Pe®03232
information to the key managenent apparatus. 5 Accordingly, the playback
apparatus and the key nmanagenent apparatus each obtain the sanme seed

i nformation, and each of them wll| generate a pew master key fromthe seed
i nf or matNEATHR tiPUERAe Y te PLa a%%@?ﬁ?ﬂ?ﬁ% nl%?‘ﬁiﬁaé’m&ﬁ ?%?ﬁr,a%luﬁe
pl ayback apparatus needs to communicate 10 with the key nmanagenent

appar at yg,Wess YRdat i e cFasd £ hekay to bRanfi AR, dhbe K eye Naviagerent
apparatus is able to identify a playback apparatus from which an

unaut hori zed pl ayback apparatus has derived. For exanple, if it has been
ar r angedngormaigtorplagbadkd kppdcabtMesanrbégansmi Fars HeaUeRti FooweerDs as a
requesting signal 15 and there is an unauthorized pl ayback apparatus, then

t he sane i t spLit hmhagenent apparatus nore than
once. .}H;ﬁg%’%&orfﬁcg r&@%&%g@%&‘#ﬁf&%aﬁ%ﬁs i's able to judge that the
pl ayback apparatus having this particular IDis the one fromwhich the

urgaut hori zed pheydhatikhodgpatiat ysldvimciteappetitud0aht Stokey benageaneditt hat t he
apparatus information and the seed information are transmtted via a

tel ephog%pla;:QtGué neatc ! gbtaegn Vgeoéla%éggggd I?.n o‘%ﬁggé_gg,zsaznd each of them

will generate a new master key from the seed information with use
of the same algorithm.
Inthisembodiment, theplaybackapparatusneedstocommunicate
10 with the key management apparatus when updating the master key;
therefore, the key management apparatus is able to identify aplayback
apparatus from which an unauthorized playback apparatus has derived.
For example, if it has been arranged so that playback
apparatuses need to transmit their own IDs as a requesting signal
15 and there is an unauthorized playback apparatus, then the same ID
will be transmitted to the key management apparatus more than once.
Thisway, the keymanagement apparatﬁs isabletojudgethat theplayback
apparatus having this particular ID is the one from which the
unauthorized playback apparatus has derived.
20 It should be noted that the apparatus information and the
seed information are transmitted via a telephone line in this
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enbodi nent; however, the transmssion is not limted to this and they
could be transmtted off |[ine. The seed information nay be al so
transm t t e@d asordssese of EMM  Third Enbodi ment 5 General Straactros/es2ef t he
Condi tional Access System FIG 23 shows the general structure of the
conditional access systemof the third enbodi nent. The conditional access
system of the third enbodi nent conprises,, a key nanagenent ap aratus 2301,
a manuf egbedingptvakeiveie 3o taanqr@lﬁﬂlﬁbﬂa% 205&5519-5% oy ann &

broadcast apparatus 2304. The procedure in which both the key nanagenent

appar at U, %&%%ra{y&{%%tegﬁa{dﬁﬁ%r@p%ﬁé USe 2803, r82£8: Ou e 1eARB sbD and

the sane "nas he procedure 1n which the playbackappar at us
2303 obtains a work key Kw are the sane as in the first enbodi nent. 15 The
third eobadsmentedivfifter sséramBMve first enbodinment in the nmethod for
updating the master key Km In the third enbodiment, the master key Kmis
updatedTh %ng?f II ng manner: The broadcast apparatus 2304 stores in
EMM (i) “8h* 0 playback apparatus 2303 that needs an update of
the master key and (||) seed information fromwhich anew nmaster key Km is

t g be geBREALERtrfttudd 68/ 81O GRhRCILARD AR System
FIG. 23 shows the general structure of the conditional access
system of the third embodiment.
The conditional access systemof the third embodiment comprises,
a key management apparatus 2301, a manufacturing machine 2302, a
10 playback apparatas 2303, and a broadcast apparatus 2304.
The procedure in which both the key management apparatus 2301
and the playback apparatus 2303 each own the same ID and the same
master key Km, and the procedure in which the playbac]é%apparatus 2303
obtains a work key Kw are the same as in the first embodiment.
15 The third embodiment differs from the first embodiment in
the method for updating the master key Km.
In the third embodiment, the master key Km is updated in the
following manner:
The broadcast apparatus 2304 stores in EMM (i) an ID of the
20 playback apparatus 2303 that needs an update of the master key and
(ii) seed information fromwhich a newmaster keyKm’ is tobe generated,
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and broadcasts the EMM The pl ayback apparatus 2303 realizes that the
mast er key needs to be updated due to the seed information, generates
event i nfwostoras9 and generates a new nmaster key Km fr aathpohoizbe seed
information 5 and the event information. Here, the event information
denotes information that has a different value for each update. In this
enbodi nent, random nunbers are used as event information. The playback
appar at 38928632 ¢¢H % thFs itls apparatus information which includes the ID
of the playback apparatus 2303 itself 10 and random nunbers to the key

management app@h@%li@ B30L aphhea kYo JBN g8 et s BRRARALYRs230keydaiRs the
mast er key using otfﬁ{ the seed information and the random nunbers. Here,

since only the key management apparatus and the playback apparatus of an
aut hor i Zedaugetatsdetue thehe aaed ahfomaties, geagreses egegeppfareatHaw mast er
keys KM s fromthe seed information and the random nunbers, only the key

managemnment us and. t ck Aappara t al ' user are
able to éjvggg%geg%%sfma ﬁ%\% Iﬁ%%t?éerf)k%gy%m Kprﬂfpraoén. Egi%c%%i%%ldygﬁfﬁfem%%%& tional
access system of the present enbodinent is able to elim nate unauthorized
View ng a0l ¢hst ertst bynf@bnatiamt. hoHeézed tisersvaft amfolteatmhot ederlceyes ar e
updated. The follow ng explains in detail the playback apparatus which 62

Vo 03/ 071?1 %gmapgér‘g Pi%ga/to 25;1352a different value for each update. In this

embodiment, random numbers are used as event information.
The playback apparatus 2303 then transmits apparatus
informationwhich includesthe IDof the playback apparatus 2303 itself
10 and random numbers to the key management apparatus 2301. The key
management apparatus 2301 updates the master key using both the seed
information and the random numbers.
Here, since only the keymanagement apparatus and the playback
apparatus of an authorized user store the same algorithms used to
15 generate new master keys Km’ s from the seed information and the random
numbers, only the key management apparatus and the playback apparatus
of the authorized user are able to have the same new master keys Km's.
Accordingly, the conditional access system of the present
embodiment is able to eliminate unauthorized viewing of contents by
20 unauthorized users after the master keys are updated.

The following explains in detail the playback apparatus which
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is used to actualize such a conditional access system Structure of

Pl ayback Apparatus The pl ayback apparatus of the third enbodi nent is

di f f er ent warosgnmvdshe pl ayback apparatus of the first enbodir@antros/ms2enly t he
Km 5 updating unit. Thus, only the Kmupdating unit will be explained, and
expl anation on other parts of the structure will be omtted. FIG 24 shows

the detailed structure_of the Kn1updatinq8%nit in the third enbodi nent.
The Km &pdesshduRCtuabhee i S8 & SEBEITHT ﬂn@ﬁ‘:@ﬁsoﬁi’%ﬁ“ﬂ?ng 10 unit 2401,
an apparatus information generating unit 2402, a Km generating unit 2403,

a Kn1reﬁgggég%“ygktngg?ac@ngxgﬁagggaratus information transmtting unit

2405. The seed I nformalion obtaining unit 2401 obtains seed information
fromthe updating information judging unit and inputs 15 the seed

i nformati on t dlhchelBpbgehenpeiraguart thaddigs aroedgigrenis differentl gorithm
used for generating a master key. The apparatus information generating unit

updat | BEoR TG RAEVSRCT GHBRRECHR 7 ChBrb: s TRe Ao ERb e Th an 1D
havi ng 20 al ready been stored in the apparatus information generating unit
2402 i upahtinqareigeneraisssoappattat s updadrimat ioit wiildubetexpllrd ngdayback
63 WO 03/079689 PCT/ JP03/ 03232

and explanation on other parts of the structure will be omitted.

FIG. 24 shows the detailed structure of the Km updating unit
in the third embodiment.

The Km updating unit comprises a seed information obtaining

10 unit 2401, an apparatus information generating unit 2402, a Km
generating unit 2403, a Km retaining unit 2404, and an apparatus
information transmitting unit 2405.

The seed information obtaining unit 2401 obtains seed

information from the updating information judging unit and inputs
15 the seed information to the Km generating unit 2403 as an argument
in the algorithm used for generating a master key.

The apparatus information generating unit 2402 generates
random numbers in response to the notification from the updating
informationjudgingunit, combines the randomnumberswithanIDhaving

.20 already been stored in the apparatus information generatingunit 2402

itself, and generates apparatus information unique to the playback

63



apparatus. The apparatus information gets inputted to both the Km
generating unit 2403 and the apparatus information transmtting unit 2405.
The Km gewer@toroxgounit 2403 generates a new master key KnmPCTAPOZ32@2 an

al gorithm havi ng been assenbled into the Kmgenerating unit 2403 itself.
The algorithmis unique to each playback apparatus, each production |ot,
each nodel, or each manufacturer. The sane algorithmis also stored in the
key manfeHERUSappEratEearahes kinGosmal P Pk g“@ﬁ%ﬁeﬁ é—rtoagﬂgh ttﬁ? ster key
Km 10 The apparatus information transmtting unit 2405 transmts the
appar at %eznéfgtq}f] A2 860ehateE MYpd e APRX RIS 1 bAftaAB eRingenetat i ng

unit 24 to t ey managenent apparatus. Here, the apparatus information
is transmtted via a telephone line. In this enbodi nent again, there are
two pos34®blities as will 15 be nentioned bel ow dependi ng on at which
point of time a new nmaster key is generated, and it could be either way.

seed i nfor i 1B KO SRitene TRECCE R e et it A Sothet e Soed
information is obtained 20 and stored till it is necessary to generate a
new masteinday.aldorithinshasdse, beemensarisied ikey teyKhegegenet abednitor
exanple, after EMM 64 WD 03/079689 PCT/ JP03/ 03232
2403 itself. The algorithm is unique to each playback apparatus,
each production lot, each model, or each manufacturer. The same
algorithm is also stored in the key management apparatus.
The Km retaining unit 2404 retains the master key Km.
10 The apparatus information transmitting unit 2405 transmits
the apparatus information generated by the apparatus information
generating unit 2402 to the key management apparatus. Here, the
apparatus information is transmitted via a telephone line.
In this embodiment again, there are two possibilities as will
15 be mentioned below depending on at which point of time a new master
key is generated, and it could be either way.
The first possibility is that a new master key is generated
as soon as the seed information is obtained.
The secondpossibility isthat the seed information isobtained
20 and stored till it is necessary to generate a new master key. In

this case, a new master key may be generated, for example, after EMM
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are inputted to the EMM decrypting unit, and then a signal transmtted
is received. Structure of Key Managenent
Appar at uswidl @/07289shows the structure of the key managenmemCTappaoasus
t he conditi onal

fromthe EMM decrypting unit

enbodinent is .different fromthe one in the first enbodi nent in the

Nl ' Vi it 2505 he K dat i yni .
Accor ai ROPYPGHEY SEre LA SO Y P RRCr BACLER AT g i (X WFE e 10

expl ai ned, and expl anation on other parts of the structure wll be

oni t t ed fréhetiapmnatdes riypt ongairion ikeeecvingduni t 2505 recei ves

5in

access system The key nanagenent apparatus in the third

appar at us

information fromthe playback apparatus. The apparatus infornmation is made
up of an ID of the_ playback apparatus and random 15 nunbers generated in

the pl apbRERtaFD AL ERY MrReoupnl &PREratRfor mati on receiving unit 2505

identifies the particular playback apparatus that has transmtted this

apparat us i nf opp@! i8N shYsh NGet BerudBiidskuded bhersidyenEhe Apaipdatd ng unit

2506 updat es the naster
the seed infornmati on generating and

r cei vednbyhe heorifdomeds ac66s WG F3/079689 PCT/ JP03/ 03232

10

15

20

The key management apparatus in the third embodiment is
different from the one in the first embodiment in the apparatus
information receiving unit 2505 and the Km updating unit 2506.
Accordingly, . only the apparatus information receiving unit will be
explained, and explanation on other parts of the structure will be.
omitted.

The apparatus information receiving unit 2505 receives
apparatus information from the playback apparatus. The apparatus
information is made up of an ID of the playback apparatus and random
numbers generated in the playback apparatus. The apparatus
information receiving unit 2505 identifies the particular playback
apparatusthathastransmittedthisapparafusinformation,usingthe
ID included therein.

The Km updating unit 2506 updates the master key using both
seed information generated by the seed information generating and

inserting unit 2504 and random numbers received by the apparatus

65
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information receiving unit 2505. The new nmaster key is generated with use
of the sane algorithm as the one stored in the playback apparatus. This
way, the Wweyosmasagenent apparatus in the third enbodi nent PCI/BPO803R32 seed
information in EDVM and transmts the EMM to the playback apparatus, and
recei ves random nunbers fromthe playback apparatus. The pl ayback
apparatuys realizes that the naster Eey needs to be updated due to the seed
i nf or matPEATHHP rrgﬁ?ﬁlvf'ggtlﬁélsﬁ’ %?8 m nunbers that are generated to the
key managenent apparatus. 10 Accordingly, the playback apparatus and the

key managementthappahristereashi obeaknatdewsanvissest thafeimedliguriand t he
sanme random nunbers, and each get to generate a new master key fromthe

seed information and the random nunbers with use of the same al gorithns.
I n thi sasnbleslionsntstorRe phayPadklappskatbRefRiets to comunicate 15 with
t he key managenent apparatus when updating the master key; therefore, the

key management %ﬁf@@ég} gfig;]%a@%rga pRlei’lg eRbhi%tas RhayRack r ARRYBiddstf rom

whi ch an unauthori ze aratus has derived. For exanple, if it
has been arranged so that playback apparatuses need to transmt their own
| Bs as atbegsestedninZigmedalion2in &MY drivetransmidrs tha Mok £bg plaajpeask
apparatus, then the sane IDw Il be transmtted to the key managenent

apparat %%pg})éi?ust,h%gdornecc%ivegeré/r%o(r)nsr/n?n@eer%gf?g;{/t‘%lgoﬁ%%%{ apparatus.
The playback apparatus realizes that the master key needs tobe updated
due to the seed information, and transmits the random numbers that
are generated to the key management apparatus.

10 Accordingly, the playback apparatus and the key management
apparatus each obtain the same seed information and the same random
numbers, and each get to generate a new master key from the seed
information and the random numbers with use of the same algorithms.

Inthisembodiment, theplaybackapparatusneeds tocommunicate

15 with the key management apparatus when updating the master key;
therefore, the key management apparatus is able to identify a playback
apparatus from which an unauthorized playback apparatus has derived.

For example, if it has been arranged so that playback
apparatuses need to transmit their own IDs as a requesting signal

20 and there is an unauthorized playback apparatus, then the same ID

will be transmitted to the key management apparatus more than once.
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This way, the keymanagenent apparatus is able to judge that the playback
apparatus having this particular IDis the one fromwhich the wunauthorized
pl ayback wopsriatass has derived. It should be noted that tlrETAPPROIRBLUS
information is 5 transmtted via a telephone line in this enbodinent;
however, the transmssionis not limted to this and they could be
transmtted off line. In all the enbodinents so, far, the playback

appar at 45818WaY s thE kRETREH S eR P ATt %ﬂﬁﬁﬁ?ﬁ%ﬁﬁ%ghqﬁ;§2E§E§Ckkeys;
however 10 it is also acceptable that the I1Ds are updated as well as the

mast er ﬁgﬁéraﬂ-@& AR ey B e akDIpmawbe Hepdiee e BRIRG the
e

overwitten, or it may be arranged so that sonme of the IDs are stored and
these stored IDs are valid, or all of the IDs are stored and all these |Ds
are val boautborized plefibaskbaribaaitus bosfderi¥efe al gorithm used to generate
a new master key is managed by the key managenent apparatus; however, the

invention is n l_im.ted.to is;a n S it Ls: praqwu ded.
For instance, 3%eﬁ gh%?ekgﬁeﬁﬁ%gﬁ ?ﬂ%ﬁ gﬁ% ﬁgﬁ%?%ngrZ?ﬂ&gﬁlﬁégghQE
manuf act urer manages al gorithns for the playback apparatuses 20 of its own,
t ker e | srankavotablvaaehfestemifoneilhgeabl ehtie dnlspadingsent it hewevsk, libeause t he
plurality of algorithnms are nanaged separately. 67 WO 03/079689

PCT/ JPO /rgggr%%ssion is not limited to this and they could be transmitted

off line.
In all the embodiments so far, the playback apparatus and
the key management apparatus update only the master keys; however

10 it is also acceptable that the IDs are updated as well as the master
keys. Themaster keys and the IDs may be updated by being overwritten,
or it may be arranged so that some of the IDs are stored and these
stored IDs are valid, or all of the IDs are stored and all these IDs
are valid.

15 In all the embodiments so far, the algorithm used to generate
a new master key is managed by the key management apparatus; however,
the invention is not limited to this as long as a secure state is
provided. For instance, when there are more than one manufacturer
and eachmanufacturer manages algorithms for the playback apparatuses

20 of its own, there is a favorable effect of being able to disperse
the risk because the plurality of algorithms are managed separately.
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In the first enbodi nent, the nethod for updating the master keys is applied
only to the playback apparatus in a conditional access systenm however, it
is al so possisressto apply the nmethod for updating the nmast@vipk®yr3t o ot her
appar atuses that have keys corresponding 5 to IDs in order to protect
various kinds of information, e.g. SD cards and DVD pl ayback apparat uses.
The follow ng explains an exanple {n _ _which the updatin hod i.s applied
[6°a DVD bl aybatk hpar af oot pe henBREP PR 0t Pe S Ghod s
apparatus. The playback apparatus 2601 conprises a reading unit 2602, 10 a
type | udgiRg dght1 28081 Pt NG KW ckipdaRratublih 260ddi B dRdi fccdedy
decrypting unit 2605, an updating information judging unit 2606, a content
key decrypting unit 2607, a content_descranbling unit 2608, and a content
pl aybac KYisien; 2608veThd tr badilAg Rasistb2e 02 reaks thameshed famerdajfing
information froma DVD, andthe type judging unit 2603 transfers 15

i nf or mati.qn I f e dest| i N t ;

i nfor mﬁh%nm%?t?%.ﬁ%egéedl a i%@bég%!?@%??ﬁ%%gng? %é%%% dg%¥§%?§£r% e dat a
using a device key stored in the device key storing unit 2604 and inputs
i t5to the Lpdahionglernfopneitdanva udgisngines o 260F6rma0idie eupd&D cayrds
information judging unit 2606 inputs the data to the device key updating

ani 2610, jfy e A2t Jncludes. Updating,) 08,V 93/,019989, G/ 200303232

which the updating method is applied to a DVD playback ‘apparatus.
FIG. 26 shows the structure of a DVD apparatus.
The playback apparatus 2601 comprises a reading unit 2602,
10 a type judging unit 2603, a device key storing unit 2604, a media
key decrypting unit 2605, an updating information judging unit 2606,
a content key decrypting unit 2607, a content descrambling unit 2608,
and a content playback unit 2609. The readingunit 2602 reads various
kinds of information fromaDVD, andthe type judgingunit 2603 transfers
15 information to different destinations depending on what type of
information it is.
The media key decrypting unit 2605 decrypts the data using
a device key stored in the device key storing unit 2604 and inputs
it to the updating information judging unit 2606.
20 The updating information judging unit 2606 inputs the data
to the device key updating unit 2610, if the data includes updating
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information, and inputs the data to the content key decrypting unit 2607,
if the data does not include updating information. The device key updating
unit 2 61WogBrevabes a new devi ce key using the updating rRafamosred2son and
updates the device key stored in 5 the device key storing unit 2604. This
way, the playback apparatus 2601 is able to update the device key with use

of the updating information judging unit 2606 and the_ device key updating
unit 2610LorRYLSRT andABHIYtEabhe id@ga@fﬁ@ FORIH KPR ASRIYBRINE HPH i cabl e

to a digital tuner used in a conditional access system Wth the present

i nvent i ggo7 MBSt efnk ekt a Ab8s PROPEHN uiRIAbES: ORY Yirfd At hoRi zed digital
tuners, and not in unauthorized digital tuners.” Consequently, it is

possible to elimnate content view ng by unauthorized digital tuners. In
15 addition, ith¢gleydcp ke updekiensinie 2@l Lpdaeratdre ane devikegskesi nce t he
master keys are updated with use of broadcast. 69 WO 03/079689

PCT/ JP03/ 032 CLAI 1. content pl.a r rising:..a
ctor i ng LA D iatonas ad sl ERk ] eRar e ERE R e P P bR o
decrypting unit operable to (i) obtain encrypted key information that has

been enchyptiedidy leef istsirisgcheit K04 .
This way, the playback apparatus 2601 is able to update the
device key with use of the updating information judging unit 2606
and the device key updating unit 2610.
Industrial Applicability
10 The present invention is applicable to a digital tuner used in a
conditional access system. With the present invention, master keys
are properly updated only in authorized digital tuners, and not in
unauthorized digital tuners. Consequently, it is possible to
eliminate content viewing by unauthorized digital tuners. In
15 addition, it is easy and inexpensive to update the master keys since

the master keys are updated with use of broadcast.
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encrypting nmethod, and (ii) decrypt the encrypted key information into key
information using the stored secret key, the key information being either
a decrypt wanskeyssased for decrypting a content key or 10 H@Eymopars: ng

i nformation used for updating the secret key; a content playback unit
operabl e to, when the decrypted key information is the decryption key, (i)
decrypt an encrypted content key that has been encrypted by a second
secret-key encrypting method, usiﬁ%ﬂgwé decryption key, (ii) descranmble a
scranbl ed content that 15 has been scranbled by a scranmble encrypting

met hod, using the decrypted content key, and (iii) play back the
descranbl ed content; and an updating unit operable to, when the decrypted
key information is the key-updating information, update the secret key
accordi Adg to theckeysnipddeivhgck drrargtivencomprpsinie cont ent pl ayback
apparatus of Claim1l, wherein 70 WO 03/079689 PCT/JP03/03232 the key

i nformati on has an Ldenbh&%eEhg{H%%b%ﬁs%ggégt%ﬁéotdf%%nghg¥éﬂg:the key

. . a rin r. .
i nformation as” el ther & he ecryption key or ey-updating 1 nformation,
and the content playback apparatus further conprises 5 a judging unit
oper abl e t o | udgeey atefymiatg oho debeypidiery idnier opewhbiletot hie) kaytain
information is the decryption key or the key-updating
encrypted key information that hasbeenencryptedbya first secret-key
encrypting method, and (ii) decrypt the encrypted key information
into key information using the stored secret key, the key information
being either a decryption key used for decrypting a content key or
10 key-updating information used for updating the secret key;

a content playback unit operable to, when the decrypted key
information is the decryption key, (i) decrypt an encrypted content
key that has been encrypted by a second secret-key encrypting method,
using the decryption key, (ii) descramble a scrambled content that

15 hasbeen scrambledby a scramble encryptingmethod, using thedecrypted
content key, and (iii) play back the descrambled content; and

an updating unit operable to, when the decrypted key
information is the key-updating information, update the secret key
according to the key-updating information.

20

2. The content playback apparatus of Claim 1, wherein
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information. 3. The content playback apparatus of Caim2, wherein 10 the
key information is included in EMM EMM denoting Entitlenent Managenent
Messages, wani/ordus9 cont ent  pl ayback apparatus further conpricgerozofzsnadcast
receiving unit operable to receive broadcast data which includes encrypted
EMM t hat have been encrypted with use of 15 the secret key and thereby
obtain the encrypt key-information, and the key informtion decrypting
unit obtains tk%leeﬁg y%)et{fe%mal%éfni h‘?gr%tjidoer?r{rl&}@%v@gt%?}“i é:%ﬁFSEBcast
receiving unit. 4. The content playback apparatus of Claim1, wherein 20

t he updaféomddentifyipgdatie Kdieineereit keyab\iaerer aid @@c@&/ﬁ@.’i‘bn se¢’ et key
according to a conversion unique to each content playbac 71 WO 03/ 079689
PCT/ JP03/ 03232 aggarat us, each production | ot of content playback
appar at Usks XedaBR g | IforEghi @Rt Fhyback apparat uses, or each manuf
acturer of content playback apparatuses. 5 5. The content playback
apparatus of Crakmdn QiR s MPGAL | 1nfo 1.Qn.J ncl udes seed

i nformation from V\hige\'kllmﬁ F%Lgvﬁ(/b;aggr g@?(ey |sfggthg£g%6r%falt%reég and the

updating unit updates the secret key by converting the seed information
imo the new sécrslgikeynit operable to judge, according to the identifier,

whether the key information is the decryption key or the key-updating

information.
3. The content playback apparatus of Claim 2, wherein
10 the key information is included in EMM, EMM denoting

Entitlement Management Messages, and
the content playback apparatus further comprises
a broadcast receiving unit operable to receive broadcast data
which includes encrypte’d EMM that have been encrypted with use of
15 the secret key and thereby obtain the encrypted key information, and
the key information decrypting unit obtains the encrypted

key information received by the broadcast receiving unit.

4, The content playback apparatus of Claim 1, wherein
20 the updating unit updates the secret key by generating a new
secret key according to a conversion unique to each content playback
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10 6. The content playback apparatus of Claim1l, wherein the key-updating
information is trigger information which instructs that the secret key
shoul d bewapidawredys and t he updating unit further includes:PCiBra3/ 03232
transmtting subunit operable to transmt, in response to the trigger
information, a request signal requesting seed information fromwhich a new

secret i nerated, to.a ke nagenent. apparat us that nanages
one or n§¥§I§5%§é%%ﬁgigpd%ﬁglgngé%ﬂogﬁ%BFﬁ% Pgﬁggﬁyéﬁggﬂﬁggﬁﬁﬁhi?aﬁberabIe
to 20 receive the seed information transmtted by the key managenent

appar at usdell ofespoRse dlaybhekppaeatuségnat cadRBakdr V¥ 04 07P68% ent
PCT/ JP03/ 03232 the updating unit updates the secret key by converting the

recei ved .seed {nformation into the new secret key. 7. The content playback
appar at &5-3] aé%a?ﬂ?%faﬁﬂﬁﬁ§ein 5 the key-updating information includes seed
information from which a new secret key is to be generated, and the
updating unit further includes an outputting subunit operable to out put
event information that is different every tine of output or once in every

10 certain nunber of tinmes of output,
5 5. The content playback apparatus of Claim 1, wherein

the key-updating information includes seed information from
which a new secret key is to be generated, and
the updating unit updates the secret key by converting the
- seed information into the new secret key.

10

6. The content playback apparatus of Claim 1, wherein

the key-updating information is trigger information which
instructs that the secret key should be updated, and

the updating unit further includes:

15 a transmitting subunit operable to transmit, in
response to the trigger information, a request signal requesting seed
information from which a new secret key is to be generated, to a key
management apparatus that manages one or more secret keys; and

a seed information receiving subunit operable to

20 receive the seed information transmitted by the key management

apparatus in response to the request signal, and
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the updating unit updates the secret key by converting the seed
informati on and the event information into the new secret key, and the
cont ent pWwaydsacissappar atus further conprises 15 a transm tRAMIPOSINE2B2
operable to transmt the event information outputted by the outputting
subunit to a key nanagenent apparatus t hat nanages one or nore secret

keys. 8. The c tent ack a ratu 1 wher ei n secr et
oy stored i n ERE el Tt R Ry tas e S oW GervBr Sy padie
apparatus, each production | ot of content pl ayback 73 WD 03/079689

PCT/ JP0R32%23d spparaiitsastigacini®dele abwcontest whayback apparatuses, or
each manufacturer of content playback apparatuses. The content playback

apparatus of Claim1l, further having 5 an ID that is uni que to each
content playback apparatus, each production |ot of content playback
appar atuses, each nodel of content playback apparatuses, or each

manuf act-urer o o] I e n dating unit
M fmeog &E‘é t§ pi% sgék;i%g@g%%%lgfl yher el w&@?e R g

updat es the secret vert and See ormation into a
new secret key, the seed information being information fromwhich the new
secret key is tbebeyyemwdraierg.infodmaiiconnedtdes spkdcinimetiaddohofdee used in
a content playback
which a new secret key is to be generated, and
the updating unit further includes
an outputting subunit operable to output event
information that is different every time of output or once in every
10 certain number of times of output,
the updating unit updates the secret key by converting the
seed information and the event information into the new secret key,
and
the content playback apparatus further comprises
15 atransmittingunit operable to transmit the event information

outputted by the outputting subunit to a key management apparatus

that manages one or more secret keys.

8. The content playback apparatus of Claim 1, wherein
20 the secret key stored in the storing unit is unique to each

content playback apparatus, each production lot of content playback
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apparatus which includes a storing unit that has a secret key stored 15
therein, the content playback nethod conprising: a key information

decrypti ngosi3ap9asd (i) obtaining encrypted key infornmati ectiras/oidrzas been
encrypted by a first secret-key encrypting nmethod, and (ii) decrypting the
encrypted key information into key information using the stored secret

key, the kev_information_2Q beipg either decryption key used for
decryptﬁﬁgaéa%%%?%hfa(%yHI%GEk% Yy é?ﬁnéﬁﬁﬁsﬁ?%9§99ﬁ¥4§¥§88fo?rd%ﬂgiing t he
secret key; 74 WO 03/079689 PCT/JP03/03232 a content playback step of,
when t henagleCayptiest key donfrentiapiybdck bpadecnydsj on key, (i) decrypting an
encrypted content key that has been encrypted by a second secret-key
encrypting method, using the decryption key, (ii) descranbling a scranbled
content that has 5 been scranbled by a scranble encrypting nethod, using
the decrypted content key, and (iii) playing back the descranbl ed content;

and anoupdati fgeSstepR-ft pMBgRat e deaiypRiedrkeya{nfor mitao, | ﬁax%jﬁgg

key-updating information, "updating tthe secret key according to
key-updating information. 10 11. A programthat instructs a conputer to
play baek IdoHtadnt suniquset conputentdnigindibagkarpesping, aach productiam a
secret key stored therein, the program conprising: .

lot of content playback apparatuses, each model of content playback

apparatuses, or each manufacturer of content playback apparatuses,

wherein

the updating unit updates the secret key by converting the

10 ID and seed information into a new secret key, the seed information

being information from which the new secret key is to be generated.

10. A content playback method to be used in a content playback
apparatus which includes a storing unit that has a secret key stored
15 therein, the content playback method comprising:

a key information decrypting step of (i) obtaining encrypted
key information that has been encrypted by a first secret-key
encrypting method, and (ii) decrypting the encrypted key information
into key information using the stored secret key, the key informatior;

20 being either a decryption key used for decrypting a content key or

key-updating information used for updating the secret key;
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15 a key information decrypting step of (i) obtaining encrypted key
information that has been encrypted by a first secret-key encrypting

met hod, awi @io7yeésdecr ypti ng the encrypted key i nformati on PAmiPo3/kxy2
information using the stored secret key, the key information being either
a decryption key used for decrypting a content key or 20 key-updating

i nformati on used f up at the ) K ont e l.ayb step of,
when t he decrth <4 Eélyp é?%ﬁ ef'cléﬁ‘ﬁﬁ%? 8?5% %gﬁﬁg? "is the
decryption key, (i) decrypting an encrypt ed content key that has been
encrypt e bye alesegptosaaret {kKeyeeropypid Bg aedhastedisbngentt keydaattypti on

key, (ii) descranbling a scranbled content that has been scranmbled by a

scranbl e encrypting nmethad, using the decr% pted 5 content key, and (iii)
pl ayi ng B&cReehengeypEasnea %%%‘P%tsecéﬁﬁ‘ e@ﬁ&é{ﬂih@géﬁ%&oef usdieh t he
decrypted key information is the key-updating information, updating the

secret key ascrdting kay, the kaysupdaiiing hrgc%a‘ﬁﬁatl'e%ncoﬂ@eriltzthéti??é‘s

nmanagenent appdratus that nmanages a secret key used in a secret-key
encrypting nethod, conprising: a key-updating information generating unit
oper abl ésen S@@ﬁé?l@@ebk@ysgmlmgni:hmﬁm nephededsiog WplderngRtdte secr et

key; a transmtting unit operable to encrypt key information using 15 the

secret keyapd RLANSHd (§19)ePELYMSLARY chil QLOBLAN O BnPLAYPAGY

an updating step of, when the decrypted key information is
the key-updating information, updating the secret key according to
the key-updating information.

10

11. A program that instructs a computer to play back contents,
the computer including a storing unit that has a secret key stored
therein, the program comprising:

15 a key information decrypting step of (i) obtaining encrypted
key information that has been encrypted by a first secret-key
encrypting method, and (ii) decrypting the encrypted key information
into key information using the stored secret key, the key information
being either a decryption key used for decrypting a content key or

20 key-updating information used for updating the secret key;

a content playback step of, when the decrypted key information
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apparatus, the key information being either a decryption key for playing
back contents or the key-updating information; and a secret key updating
uni t operw ®/wsapdat e the secret key according to the keyyippsied2sng
information. 20 13. The key managenent apparatus of Claim 12, wherein 76
WO 03/ 079689 PCT/JP03/03232 the transmtting unit attaches, to the key

information, an identifjier for identifying the ke |nforna ion i ther
the detPyHia BRCKEEIGD (RE: Ky - dpAaYRHig:d %IF R GRS ‘f?-‘é%zlﬁ]%t ting

the key information. 5 14. The key managenent appar at us of Claim 13,

wher ei nhé@@oé@?ﬁ’eh@f‘%ﬁ@i bYNa i sedonel yaeskt kMvhcEMMY idenattngd, krtingl ement

Managenent Messages, and the transmtting unit transmts the key
information to the 10 playback appar atus by broadcast. 15. The key
nmanagenthe dgparatos kdy,O(ailin descrgmbldng a ﬁ@rﬁ@?l%d&ﬁtﬁ@tl R ﬁ*&tsl on

i ncl udes seed information from which a new secret key is to be generated,

and 15 Lhg, SOGLEL1 KRR lAg U UpAaLES iR o6l flg kRE d¥erygRa¥erting
the seed T nformati on e new secret Key.
5 content key, and (iii) playing back the descrambled contént; and
an updating step of, when the decrypted key information is

the key-updating information, updating the secret key according to

the key-updating information.

10 12. A key management apparatus that manages a secret key used
in a secret-key encrypting method, comprising:
a key-updating information generating unit operable to
generate key-updating information used for updating the secret key;
a transmitting unit operable to encrypt ’key information using
15 the secret key and transmit the encrypted key information to a playback
apparatus, the key information being either a decryption key for
playing back contents or the key-updating information; and
a secret key updating unit operable to update the secret key
aécording to the key-updating information.
20
13. The key management apparatus of Claim 12, wherein

16



16. The key managenent apparatus of Claim 12, wherein the key-updating
information is trigger information which 20 instructs that the secret key
shoul d bewapdared9 and t he secret key updating unit furtheCTiarosostes: 77
WO 03/ 079689 PCT/JP03/ 03232 a seed information generating subunit operable
to generate seed information fromvhich a new secret key is to be generated;

and a transferring subunpit, operable to rece%ve a regqgﬁﬁpwgt%% na
r
n

transnitted by-PehETRREHEdR%PPLF A USPREr hAs b ¥ ggér

information, and transfer the generated seed information to the playback
appar at 4s- i} #3583P0Re {edtieiaguasie sigpalnrenthiike secreitiey updating
unit updates the secret key by "converting the seed information into the
new secret key. 10 17. The key nmanagenent apparatus of Claim 12, wherein
the keydempdattiieg ke orndis beyTurdatdas SvarmanioP mbetonefiGmSEERTa new
secret key is to be generated, and the secret key updating unit further

i ncludes_ 15 a r.ecei vi ubunit operable to receive event information
transn1€@%§“%@lﬁh8rﬁ ggggbk apparatus that has obtained the seed
information, the event information being different every

5
14. The key management apparatus of Claim 13, wherein
the key information is included in EMM, EMM denoting
Entitlement Management Messages, and
the transmitting unit transmits the key information to the
10 playback apparatus by broadcast.
15. The key management apparatus of Claim 12, wherein
the key-updating information includes seed information from
which a new secret key is to be generated, and
15 the secret key updating unit updates the secret key by
converting the seed information into the new secret key.
16. The key management apparatus of Claim 12, wherein
the key-updating information is trigger information which
20 instructs that the secret key should be updated, and

the secret key updating unit further includes:

17



time of transm ssion or once in every certain nunber of timnmes of

transm ssion, and 20 the secret key updating unit updates the secret key by
converti ngadse7esed i nformati on and t he event infornati on BRQIIPOs/E232 78 WO
03/ 079689 PCT/JP03/03232 new secret key. 18. A key managenent system nade
up of (i) a content playback apparatus and (ii) a key nmanagenent appar atus
t hat nanages one or 5 nore, secret keys used |in a secr, t-kg% efcrggting

met hod for the cont eRt SeBHaiBERITIFEr FEHSTAEHRY NP FHaJ8RERT 85T em
conprising: a key-updating information generating unit that is included in
the key,JmNagenenly aRamat Yen 2R el @Pghatkectetr §enesabge gkagrapdal i ng

i nformation used for updating each secret key; 10 a transmtting unit
operable to encrypt key information using a first secret key, and transmt
t he encaiypt ed key information to the content playback apparatus, the key
information being either a decryption key for playing back contents or the
key-updating informtjon; | hf:qr J r Is L t is

i ncluded in the cog?e%fgﬁﬁ€§?6§85q§%%§?§ﬁ%Egéﬁy}fgggé%g%ég?éygsﬁﬁiggin t he
encrypted key information transmtted by the transmtting unit and decrypt
tBe ensrypiledrkaymi tfat st tion pdlaybakkyappsrertmst tlort hesngoteigedohdesecr et

trigger information, and transfer the generated seed information to
the playback apparatus in response to the request signal, and
the secret key updating unit updates the secret key by

converting the seed information into the new secret key.

10
17. The key management apparatus of Claim 12, wherein
the key-updating information includes seed information from
which a new secret key is to be generated, and
the secret key updating unit further includes
15 a receiving subunit operable to receiver event
information transmitted by the playback apparatus that has obtained
the seed information, the event information being different every
time of transmission or once in every certain number of times of
transmission, and
20 the secret key updating unit updates the secret key by

converting the seed information and the event information into the
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key,

WO 03/ 07998L03RTId8d P03/ 03232

t he second secret key being stored in the content playback 20
apparatus; a first updating unit that is included in the key nanagenent
apparatus and is operabl e to rquPV®OR2BE first

secret key according to the key-updating information; and a second

updating unit that

operable to, when _the decrypted key information is 5 key-updating

i nf or APPSR

secret key according to the key-updating information. 80

10

15

20

18. A key management system made up of (i) a content playback
apparatus and (ii) a key management apparatus that manages one or
more secret keys used in a secret-key encryptingmethod for the content
playback apparatus, the key' management system comprising:

a key-updating information generating unit that is included
in the key management apparatus and 1is operable to generate
key-updating information used for updating each secret key;

a transmitting unit operable to encrypt key information using
a first secret key, and transmit the encrypted key information to
the content playback apparatus, the key information being either a
decryption key for playing back contents or the key-updating
information;

a key information decrypting unit that is included in the
content playback apparatus and is operable to obtain the encrypted
key information transmitted by the transmitting unit and decrypt the
encrypted key information into key information using a second secret
key, the second secret key being stored in the content playback
apparatus;

a first updatingl unit that is included in the key management

79

#@W'updating t he second secret key, update the second

I's included in the content playback apparatus and is
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WO 03/079689 PCT/JP03/03232

apparatus and is operable to update the first secret key according
to the key-updating information; and

a second updating unit that is included in the content playback
apparatus and is operable to, when the decrypted key information is
key-updating information uséd for updating the second secret key,
update the second secret key according to the key-updating

information.
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