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[ 0004] Cargo containers can contain val uabl e products that are easy
targets for thieves. Cargo containers can al so contain dangerous

products be used for evil purposes if allo fall into
t he wwonggﬂghﬁ@8g4&+rorists, for exanple, could use amﬁg?égn@%hﬁﬁﬁher
to transport expl osives, or 10radiological naterial in order to
attenpt to disrupt the economic infrastructure of devel oped
countries. The vulnerability of | mHgmK@tooRna shipping has been the
focus of a ﬁrgﬂran1knqmm as the Contajner Security Initiative (CSI)
that wad0003LinHeRs! frpledpene of thetfppiest grayvingpigns ftthectichebsrenaiiy Hergayntrics

Pr ot ect inQh (&RBR) importing abPGPSdtiinERorcAFNRE IR VeI DeBRS Utebyist GRARGIRS STDrdducts

shi ppi ng by focusing on four main areas. The four 15nai n areas

addr ess 8t BPPeSe ong el pefe typeg &Y qaegoicaRtainers oA brus S%n af g ivords ede is transported
i nf ok MatiA QiRgd QntadRAL idoMtaMBA idAIE S0 CRRFRLARAI SrdahiddtioR @8 StaAdatdiskioh)Or
terrorism _ Pre-screening those containers that pose a risk at the
port of cEEpEFS.heryerchy o falp andiuglecanfaing’ss. ports. 20 Usi ng
detection technology to quickly pre-screen containers that pose a
risk. UMI0AY <Siegotcentainery sprecontavi viduable pondnets et are caByMgERYOf ©G06] Chrge

ensui ng cgﬁﬁg{gk Bdr 4 ecgﬁttgi\gi dﬁ?%n{ﬁ'é ?{?%Jt?ﬂat%ﬁg%% |ﬁ£e¥1 fﬁr{%&lﬁ ?l;x%gér& {10 9EH 18 £ail

and is not I nten ) e scope, I cabi |

conf i gure thervrotg hands. diegotivs dorexarmee.lvevld usdrecaegesantaigerte siensppit isxpiospfes, or
thegref; iJlﬁéica%%{éH%I% er%{%%ﬂérﬁg% GSiptihd LeoRSY htfstlOGEofdtllibRd 1N
the art wth an enabling description Por Inmplenenting a preferred
exenpl arcqurgrdso dheradrerabiility bintegnatipnkd shs proaghas hedn theaforwiod 2 pharrgelsnomays e
made in . f i . 8 i1tah i

Tt om t n oot QTR R AR hyRhedth ERB S b o e ARl
30[ 0007 BoAder Brotpotiom@P).i n accordance with the disclosure provides a

| ock mechani sm The | ock nmechani smincludes two J-hooks that are

at t achedoaos] ofsd addressanhisseodritacaicergd & spipping by Sacasing frefoubmiih achs. tThe four

J-hqoks can float wthi opysi ng of the | ock mechanism In some
aspggtstPHg&ﬁgaéFﬁaig%ﬁsng%°incIude two bushings fitted into
apertures in_the housing providing a tight fit to prevent the
floating J®h&sie intsibganeoindaniogated difermaen iidgtsy wd et conssiacts hatneec 2

pi ston. The HEUST FHOEYR al so 2 WD 2010/ 151900PCTAI S2010/ 040265
e Pre-screening those containers that pose a risk at the port of departure before they arrive at

U.S. ports.
20 * Using detection technology to quickly pre-screen containers that pose a risk.
Using smarter, tamper-evident containers.

SUMMARY
[0006] The ensuing description provides preferred exemplary embodiment(s) only, and is not
25  intended to limit the scope, applicability or configuration of the disclosure. Rather, the ensuing
description of the preferred exemplary embodiment(s) will provide those skilled in the art with an
enabling description for implementing a preferred exemplary embodiment. It being understood that
various changes may be made in the function and arrangement of elements without departing from

the spirit and scope as set forth in the appended claims.

30 [0007] Anembodiment in accordance with the disclosure provides a lock mechanism. The lock
mechanism includes two J-hooks that arc attached to opposite ends of a single piston such that both
of the J-hooks can float within a housing of the lock mechanism. Tn some aspects, the housing can
also include two bushings fitted into apertures in the housing providing a tight fit to prevent the

floating J-hooks from rotating about the single connections to the piston. The housing can also

2



i nclude two translating probe nenbers that protrude through the
housi ng and when a bar is cinched in one of the J-hooks, the bar
pushes on menbers and actuates a switch that ¢t

processor ‘%&g?]ﬁ}egﬁﬁck mechani smthat the bar is present qeljﬁdsﬁwﬁmozﬁs
J-hook. If only one bar is present, an idle lock state is permtted
to be entered. If two bars arc present, a secure |ock state can be
ent er ed.inchie b tréhshihd FlobEABMBSS ﬁgﬁﬂratamg%rmgmhman%l adiGRHeR aBhi€is cinched

pushed t oget her a certain distance. A valley can be formed in each
J- hook dea¢ afpher @OW}F@W’R"éhqslopﬁﬁélﬂowbteﬁé‘“@%‘lmé‘? asyitpidat tellseach

J-hook @kdcesr dritee 150M thédarién Bt he bRRESteseht i BRULIR ok OFnIFlodd BarGRtedlft, an
entered when all three switches are tripped. An idle | ock state can

be ont e G gk SACHHRETPIIEG{0 berfiltcrd | e s BRAESsafica PYTp sl stale gambreentered.

aspest , mdhird 50RHSh bE @S ated ShEBSRRNhERS a8 Peshe @ Bigbth& aNertRPWBlance. A valley
10[ 0008] Anot her_ enbodi nent in accordance with the disclosure

pr ovi de$2hbq BERedineaddihopk fush thabe Ry ik I%ﬂlppeéla’é}ten&?efaa%fp%efd i each J-hook

cont ai N@flo{thdswkPSSBe PP I@gbcurlh&kls%leaﬂs@aﬁé}bmmmlth&é@s%m&h&%a/
and a | ocki ng mechani sm coupl ed to the body. The | ocking nechani sm

i ncl udedrmpefstn ifiglogleten aann@r%w%i e ghedirs aﬁfbﬁ‘tﬂi evfitghss @5 &ipped-ndrong o
nmove relyglebyy 811 the sAGRs 8t RREhanRal Ak cduROndF&RaNi sm configured to

prevent the two nenbers fromnoving relative to each other in at

I

st at s, CHOB| | PGPk Edy o B IRROBS ol Red {1of AR o

i ncl udi herkmgfat lesst oratboneich anivimeoma céasel pohien f Theslpclemerbam$m irlgldés ady
d CAL :

the 11 optp oefie BRARELS BAACT 36 dolh O bR, AOMer] WIS S Dot

mechani swrembay stideblysewopleditoemch thertthombh@ ﬂo@@dh athendadetching mechonisp| ed

to the %grﬁ%[ﬂpedqg g{nﬁ%‘;emh%ngﬁaem%h@% n%ﬁ%,argllat?\;@ 0 gilﬁ oflef Hilat Fer‘?%né’&reEﬂ?l

first an cond ers are configure 0 engage portions o
t he 18 ontdien the latchihgpéchaisam stin b dogked date agdhisbindsecodd ick members,| coghedf the

posi ti Oﬁ‘ookmﬁlbg qP{cSlﬁﬁrgse{pf?rgtdenaggdg e%?&tse%g ;l'ﬁ)e't % e?l% 5f tﬁélﬁ atf Anﬁ%écoig&'ﬁglé K

second | ock rrg' I on secon
menber s naibats ppaiude throvgh the bothe  Thicrss¢ond okl afeloofirst lbmcnmmgpsplahe the first

at t ached, dibel Gnd tolidle A0AAGH AEGITIBE Sy R il BE: ohdHofi b “l%bér%%fﬁgf;? e

The | ock mechani sm ock crrcul Treast
encl osedthewetdnd mentber dfelabylockitgeméabedisma. Thﬂﬁx‘st cndodfuighefErstaant ssa:kmd ]25( members

contyol L er cpu to t i a onfi
r ecrezlbve arceocon %lpé(ﬁ:g eP% [gg Hor{xel% Iﬁle é:gxétralél noclgmetaﬂfe%aﬁ(f S%ﬁ(cogr%ic L oor % a closed
wher ei n pbsitorl. Gidk bodynis sietd and dlspo&cdt[f sugporetic fist gassent hek hmhtbtms igprevent

mechani s ockec e in res t he recei
Commandl BRI iRt e T aREEy Tt b A R sy
pr ovi desreaatthccl tatbe ﬁanmslmadcmd rﬂembkns mgthaﬂatdhegsnecbmnsnddﬂm lodk raechanism further

cont ai ner ;i ns, f or
oenel odrehisficPh BRA PR bl o Bred iR REL AT PR el Rt
mecBani :emtmd)lupdoeﬂlccﬂ ® thchkatchmg ynecHaninl and Icorifgumd (td']ﬁ:ﬁchﬁd’ﬁomﬂﬂﬂntid&&tmthﬁ

for slidabl ng first and seco 0.eac

ol ati verpgterid R abdidpecbirmi. M e SO s (oPaBRR{ oy e ey °
and secanrdhaisrhierbs if the lockastatginrespadst Wetht ecdaatroniniaads.i n at | east one
direction when the latching nmeans is in a | ocked state. WO

2010/ 15181190 PCHHHOHRY AAAE M at8Rddnee kit ARBIbSIR pratviiEkar 1otEEHERSsm for
first and second | ock mepbers, each of the | ock nenbers including

first emFkEgatleast anasogr ehfrontpingr injaclasedppyiions Tleq%eclﬁm?feﬁn%am@éeeﬁens for

| ock( e RRAsSng: Rlast uGBrtioh LOE Nock AR cRMGHOMI A Go B2 Aechahilg) &eﬁem% BO6b T
the first |ock nenber is coupled to the first penber of the | ocking

means ard® {956in8 Beehasmiachydes mgansdercbifeply erurlingelipiernd secopbppieys ’L"d’d%hrféhef
second REREEI8Fe fRch! 6K 0 1A RS el hichikin@Me Fir@bnd Jaeonhlrﬁeﬁ;bee%m

moving relative to each other in at least one direction when the latching means is in a locked state.
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engagi ng portions of the container to |lock the at | east one container
door in a closed position. The enclosing neans are sized and di sposed
to suppor L and second | ock nenbers to prevent I on

the fi rst%&%%&g&%@ﬁ% | ock menbers about points where thpe‘{ﬁﬁ@ftnﬂ'é%g
second | ock nenbers are attached to the first and second nenbers of

t he | atching neans. The | ock nechani sm further 10i ncl udes contr ol
rrﬁans caupled nie@haﬁaﬁﬁl flhﬁﬁe@k HﬂcﬂﬂﬁMdfsQfomﬂ f@@leinwn&gs,@@dﬁmh ﬂ(blﬂodkﬂiﬁ@ﬁ&ﬂ; to
t he operation of t ck nechanjs an or causing the |atching
mechant SoRHPRALSLEIG ART SeREEnar St ph eeffmivet and stoped logke mpiphigs protrude
comrandshroiR! tiFerldpSeRI Il sONh OfecdidEen@RAME WP 10bR nlcfB3Q} cdupGd t®thk Arst member
depi cts activ nt ai ner managenent system.in which

exanpl e of a C
ook mehHRemEaa A0 hiztreand and B G secenddpqkemasr scatniad p thesecond
[0013] Mmicgibeofltit MEihEinSand MOkd Rkt AADFMhELB and Becdhd loVIEMEARAinBRAe means for
managenment systemin which | ock nmechani snms in accordance with the
di scl os§heredi@otiions piAgronieniglogk the gfdsagions copyn deordn aclagad nesitiot e

of an aghdlyengREinghid izedBIIABLPORA ko SpFSrEME iiFst ¥H 8Ebnk Dsck MEBRHBAR S8Fent N
accordance with the disclosure are utilized. 100131 Figure 3 depicts

yet anotpfaionsf edirel apd seqpndleck membasabantrointy et BRERT 2t seeqnmhl ok MHIber

| ock  meGRam:&ieE td e AREMIABRME nbhibbrs bh e titdhlgdRddhe BreQodikivhdchAReh further
[0014] Figure 4 is a functional bl ock dla?ranyof an enbodi ment of a

| oclOne SEANTA! mepge epled toibe litahineprenyios rceEine eompayls slated g hees

SA, 5B, op&ratddchi B 18dkandcHAMidnh, Q@ tor BhRRl it 1ABKiIAT B MhnisA S BY AR 180k &R in
used for nonitori ng _and communi cat | ng events at a contalner In a

cont ai né&fSPHRER EfBsrEsReivedcorERPi accordance with the disclosure.

[ 0016] Figures 6A, 6B and 6C are perspective views of enbodi nents of

| ock nmechani sns in 30accordance with the disclosure. WO

2010/ 151900PCT/ US2010/ 040265 [0017] Figures 6D, 6E and 6F are
perspective views of ot h8RIENDESCRITIGNGITF TIHE RRABEMGH sns i n
accqgdance with the disclosure. [0018] Figure 7 is a flow diagram of
an eibodi rent of a process for |ocking a | ock nmechanismto a shipping
cont ai n¢#010h &inguirad] A dépoctka staapke. of an active container management system in which lock

mechanisms in accordance with the disclosure are utilized.

[0011] Figure 1B depicts another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

20 |0012] Figures 2 depicts another example of an active container management system in which lock

mechanisms in accordance with the disclosure are utilized.

[0013] Figure 3 depicts yet another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

[0014] Figure 4 is a functional block diagram of an embodiment of a lock mechanism in

25  accordance with the disclosure.

[0015] Figures 5A, 5B, 5C and 5D are functional block diagrams of container systems used for
monitoring and communicating events at a container in a container management system in

accordance with the disclosure.

[0016] Figures 6A, 6B and 6C are perspective views of embodiments of lock mechanisms in

30  accordance with the disclosure.



5[0019] Figure 8 is a flow diagram of an enbodi nent of a process for
| ocking a | ock mechanismto a shipping container in a secure |ock

state.. [QQg%loﬁgﬁbﬂe 9 is a flow diagram of an enbodi q;%t}hgg(gmﬁ%%ﬁ .

process for comiini cati ng data between a | ock nmechani sma

device, in response to a request by the nobile device. [ 0021]
Figure 10 is a flow diagram of an enbodi nent of a process for

unl ocki ngn14] | Gedard3BO) 8P bisdBFLLE pasPeativeVidnsiof gthemdbinehts of ROR AkcHahighé B

11A is a flow diagram of an enbodi ment of a process for enrolling
devi ces af"t?“%ﬁ?ﬁ?ﬂ'ﬁ]%&?’éa?ﬁ‘f“a secure group of devices including a |ock

mechani sm 0023] Figure 11B is a flow di agram of an enbodi nent of
a proced®Ifb Feper hisiadlyWaAirssen obrecbaiigrnt o apEqsetiord epidngra lgel mechanism to

| ocat i oR sHigbide coHRAAL i A iBRNodk R Mation in association with a group
150f devices. [0024] Figure 12 is a flow di agram of an enbodi nent of

a prece r vg di : :
rechan SuIPh EREY S T it B e R 5 A Qi o
13B ar e ashigping penfaines fromicagre prckfialces of two enbodi nents of a | ock
mechani smin accordance with the disclosure. 20[0026] Figure 14 is a
bl ock dij@gbhmrigureahisarflvedliagean ofn eanbatlinehieds psensdor coodinhativigrdataibetween

used in, goc Oceléh-%?sc h&?hraiasmngbiilg dg‘wggeo{ndrg‘sngr?se% § 1he {[leh]sleb dthsx%l gl?eu Sic [ 0027]
Fi gure i TGSt Pat €8 S Tomunicat ron sysfe inel darm I’tf'ple

contain nd, mul tiple | ockin chani.sns i.n accordance with the .
i sci ostAf " Hieite (s BpwAgTaeorEg SPPPIGET of 8205 S JELBREH 2 ek Bethenign
tanper i m@mvd shippihegebhtpipeing cont ai ner using an 25enbodi ment of a | ock
mechani smin accordance with the disclosure. [0029] Figure 17A is a

flow di gen2am @fguad 18R atoWRiMer o BinRIBS&RRn @b prRbds MrabioNtheRclifGHo
mechani smto performa process for detecting tanpering w tﬁ a
shi ppi n§OEBHAISI A Bra sfFurheopRofdpeicesingnding yleglemeghanismpp
2010/ 151900PCT1US2010/ 040265
[0023] Figure 11B is a flow diagram of an embodiment of a process for operating a lock

mechanism to report sensor data, location data, and/or other information in association with a group

15 of devices.

[0024] Figure 12 is a flow diagram of an embodiment of a process for providing a failsafe power

supply for unlocking a lock mechanism in accordance with the disclosure.

[0025] Figure 13A and 13B are side views showing profiles of two embodiments of a lock

mechanism in accordance with the disclosure.

20 [0026] Figure 14 is a block diagram of an embodiment of a wireless sensor module circuit used in

a lock mechanism in accordance with the disclosure.

[0027] Figure 15 illustrates a communication system including multiple containers and multiple

locking mechanisms in accordance with the disclosure.

[0028] Figure 16 illustrates a system for detecting tampering with a shipping container using an

25  embodiment of a lock mechanism in accordance with the disclosure.

[0029] Figure 17A is a flow diagram of an embodiment of a process for calibrating a lock
mechanism to perform a process for detecting tampering with a shipping container with the system of

Figure 16.



[0030] Figure 17B is a flow diagram of an enbodi nent of a process for
detecting tanpering with a shipping container with the system of

Fi gure 16. gures 18A, 18B, 18C and 18D are e

| at chi ng r%%%ga)lﬁﬁé utilizing one-way val ves to inhi b?&%’r&ﬁ?@h’%&*
piston in one direction in accordance with the disclosure. 5100321
Figures 19A and 19B are embodi ments of |atching nechani sm

conf i guN@UsOPNFidube BIECIO b BIBA TR &Y 2h REILEAIHEAQT Y Eﬁxes& 0633t ctinigGamRSing i a
20B and 20C are enbodi nents of al ternatl ve | ocki ng nmenbers that can

be used SWPRIRS PR WD MheSHstrm ShEeME Gccor dance with the discl osure.
10034] The features, objects, and advantages of enbodinents of the

di scl osi@B 1] [Figurrsd8frel $o &C amhifbhare pmbadiments ofdatehinaingchanisnassetitiziye iovm

set fort, ek aw, Wi Iﬁa}s%faplsfaﬁm SHRGHQTdn 't 5&3 rfdme%a\mms%losﬁle the
dr awi ngs, I i ke el enents bear |ike reference % Vari ous

conmpene

ot o ond by ZiElesRA R YOS %ﬁ%b%%%i%@%k%ﬁ@ﬁﬁ%{ma AR

anong tlaecosdamd\altthibodpdmrﬁt s. If only the first reference | abel is
used in the specification, the description is applicable to any one

of the $0[I3i3] aFigeR0AcBsakiaVC e dntbedigrn® ofhlfeatatlveﬁoeltlﬁgmanb@bmht can be
15irres %{][el tof t he .second ref rence % DESCRI PTI ON [ 0035]

Ref erri Ej f'ﬁllufl%/mf?}“ﬁ@l”ldﬂcor ‘Wc%‘é’f B8 F ner management system
100-1 incl ude a_s pi ng cont ai ner 104, an active | ock rrechanlsm
108-1 akif3dl fﬁ‘?ﬁ{Fﬁ e ‘?bé??fsn@}%gv%%%of crhadisps ektbrdispamrw bagame mage

at t aghedppagent FEmIMY RRIIBYdEOT BN B Forflfiowtghentthidh ifQ@fusictn Fith&he drawings.
shi ppi ngﬂcont ainer_are secured shut to prevent access inside the

shi ppi ng® W5 drayingsylikpglemepts peas hikqfsfcgence haelp-o ¥ riqys eoapanes effhe yae type may

secur ed bt @istinRisHeMby foBsWiRg BesaBRA 1R With A dRh bAEK QLo 18cEthal APRBlishEh e
| ock mechani sm 108-1 i ncludes a wrel ess nodule (naot shown) that is

conf i guPBang e SFHRIMPREtotEenly the fissh Ftsience sbrlon “%ﬁ’éf’%/\klﬂ? kpeilfeatlovﬁée

Wi 1 el esgedtnghibings Splcdoicth ldﬁ’ﬁo&'?ﬁﬂﬁrsmﬂm BordRRbntYdving(thddalae 80 rebdrence label
standards) Bl uet oot h, thgbee (802.15.4), cellular (e.g., CDVA TDVA
£

GSMId et drdspeckps of thessseendre gngedabgl - Consat), and/or infrared

transcei vers. [0037] The wirel ess nodul e can additionally comunicate

wi th sensor nodul es 128 |ocated internal or external to the shipping

cont ai ner 104. Sone enbodi nents could have wired connections to sone

or all of the sensor nodul es 128. DERCRIENESY nodul es 128 include a

Sensor T@ﬂ%‘i € R%?e?ﬁn]g initially to FIG. 1A, an active container management system 100-1 includes a

shipping container 104, an active lock mechanism 108-1 and a communication network 110, The

20  lock mechanism 108-1 is attached to the shipping container 104 such that doors of the shipping
container are secured shut to prevent access inside the shipping container 104, For example, the lock

mechanism can be secured to two door latch assembly bars in a locked state.

[0036] The lock mechanism 108-1 includes a wireless module (not shown) that is configured to
communicate over the communication network 110. The wireless module can include one or more

25 of WiFi (IEEE §02.11 standards), Bluetooth, Zigbee (802.15.4), cellular (e.g., CDMA, TDMA,
GSM, cte.), RFID, satellite (c.g., Comsat), and/or infrarcd transccivers.

[0037] The wireless module can additionally communicate with sensor modules 128 located

internal or external to the shipping container 104, Some embodiments could have wired connections

to some or all of the sensor modules 128. The sensor modules 128 include a sensor module 128-1
30  located inside a shipping crate 122, a sensor module 128-2 attached externally to another crate 122, a

sensor module 128-3 attached externally to the shipping container 104 and a sensor module 128-4
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el eobr ORhOuGRANSGNEIBES 1al@(s). The detection polymer and the conductive polymer or

nanotechnology may be amalgamated or conjunctively combined. When the detection polymer is
contaminated with CBRNE or another item of interest, the detection polymer interacts with the other
polymer materials to store the detection information and/or a signal is generated and relayed to a
microprocessor. The interaction can cause a chemical, physical and/or electronic change that is

30  recorded. The change signifies that a detection of a target substance or substances has occurred. The
detection event triggers changes in an electrical or data characteristic of the sensor that corresponds
to the specific sensors targeted triggering substance. Each sensor can have one or many detection

sensor inputs and can be configurable to accept combinations of any CBRNE substances.
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information for each of the sensor modules 128 associated with a given lock mechanism 108-1 and

associated with a given shipping container 104.

[0044] The wircless module of the lock mechanism 108-1 can also communicate information with
an operations center subsystem 112 via the communication network 110. Some embodiments could
30  use different wireless media in the wireless module for communication with the sensor modules 128
than is uscd for the communication nctwork 110, while others use the same wircless media. The
information can include manifest data of contents of the shipping container 104, sensor data received

from sensor modules 128 associated with the shipping container 104. Tracking data received by the
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By having multiple lock mechanisms 108 able to communicate with each other via the mesh
network, lock mechanisms 108 that are located deep in the hold of a ship, in a warchouse or buried
under other shipping containers 104 in a port or depot can be able to communicate with remote
25  locations such as the operations center subsystem 112 or the government interface 124 via the

communication network 110.

[0048] The wircless device 120 can be a PDA, a cellular telephone, a satellite telephone or a laptop
computer. The wircless device 120 can use a short range wircless system such as Bluctooth, Zigbee
(IEEE 802.15.4), infrared, UWB, and/or WiFi to communicate with the lock mechanism 108-1. In

30  one embodiment, the wireless device 120 is an RFID (e.g., ISO/IEC 14443) reader that powers the
lock mechanism 108-1 with an inductive power signal. The wireless device 120 or other device

communicating with the active lock mechanism 108-1 uses public and/or private keys to authorize
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di st2p| b39$ grffgoge%)?:ﬁéﬂg{ﬁ%@%agls&esm%@l%@ﬁ{raﬁkﬁg the container 104 during transport. The

commercial interface 134 can communicate with the communications package 130 to retrieve
information that the lock mechanism 108-2 has forwarded to the communications package 130.
Similarly, the commercial interface 134 can communicate with the local communication network 118
to retrieve such information. The retrieved information can include manifest, sensor, chain of

25  custody, tracking information, etc. The commercial interface 134 can also communicate information
to the lock mechanism 108-2 via the local communication network 118 or the communications
package 130. The information communicated to the lock mechanism 108-2 can include updated
manifest information, identification and authentication code information of new sensors to be added
to the container 104, or updated operational parameters for reprogramming the operational

30  procedures of the lock mechanism 108-2.

[0052] Referring next to FIG. 2, another active container management system 200 includes

multiple active lock mechanism 208-1 through 208-n. The lock mechanisms 208 can be removably
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ock mec can “ComunI T usi ng €sS
adhoc o memmnﬁeﬂ%t&tmnWWatst@sl@fwr@ ameljatde drirslpsldevicoiatu mhc anmeloss device
f[OpOI Og 20 !:79100% s Pﬁﬂhg el s(g%ew ?Zorﬁs%u %ge{?)ovglﬂrrgfgregpet J;bqasf%e wireless
|nforrra|onfromo er- '0¢k mechari Y. or conmuni ca
packagedei&RB20¢nn sdrveras ac hitergegiate ﬂmlobetwm tbealmlumecmamsmm osantm cém@ification
that ca nt.er f
oper at  S50RCHH SLTA ML A6 ABSBHIMER Ul PhREMAGR: 1 3r@len coyies 320
ano2ber agat inteenaipaid amhmrcomtdnagmnmmte ehuebﬂywtte the&@ﬁnmnmétmdastwbﬂmll(}tsh@l@]t
| ock ma%ha\gldl11 t%308 1 through 308-n. Unlike the | ock nechanisns 208 in
FIG 2, thé f'ock mechani sns 308 communi cate wirelessly with a

portabl ss.device 320. The wirel ess can be sin|a
to the i?‘géf o JE8 Jirglereleyist 57 cop GuumIM ST D qﬁ\f?% Gapisae pgY preat o e or

The W r ai £g®uplenmithic cBBAiGan, thewitfed Yot I120tabbIRBdsabeird dotknRaN& R Nink1e
| ock nmech n| s 30':3 and Qommnl cation netvxfrk 310 i n _one
enbodi mEAL. AYSET P8R erdedy Ilsd““o%’mf%liﬁﬁ ey [R5 2pgpnlggk.camgnaads), and to

devise 3&9maﬁlaae adla toln@ FORCheloek mbdhniShs TOBU| 56 QBB RInG@AERiof lihiew1th dhe
with the communj cation network 310 shoul d it
communication network 310 could alternatively be used. For example, the portable wireless device
320 could communicate with active lock mechanisms 308 indirectly though the communication

network 310.

[0056] Data communicated to the lock mechanisms 308 can include programming parameters
30  affecting how the lock mechanisms 308 function, or manifest information regarding contents of a
shipping container 104 that a particular lock mechanism 308 is securing. Data retrieved from the

lock mechanism 308 can include log data including times, locations and sequence of events such as

11



be avail able. [0055] The wirel ess device 320 can conmuni cate with the
| ock mechani sns 308 one at a tine or as a group. In this enbodi nent,
the wrel Vi 320 establishes secure conmuni cati i.nks with
t he | ock S@@ﬁ'ﬁﬁ?éﬁ@ 308 in order to issue comands (e.g’?s”‘}slag‘fﬁ'é“ﬁﬁﬁ
unl ock conmands), and to 25 comunicate data to and fromthe | ock
mechani snms 308. A secure comruni cation link with the conmunication

net wor K sghb6r e tilgd. Thd @itNRtrieVEl Yorb S R Ghecke@isnB X 88 BdntilsoliM@udd dlah Ak €
wi rel ess device 320 could comrunicate with active | ock nmechani sns 308

i ndi r ectfrMeHortsEREing thegrmisr et suRIKE ohklogk mechroiom éy seewing.
communi cated to the | ock nechani snms 308 can include programm ng
par anet 40571 3@ hamireless deyich &3 qah éorpardiniamedian respied3dan thehedkingshanism 308 to

mani f esrtheird[a&gﬁ{igfcmg} 118 YRGS (RGeS & MtiSe@lce 338 il @gi[ggtgmﬁﬁfamdnn@avcfkgﬁ 0.

that a E@ ticular lock nmechanism 308 is securing. aretrieved from
t he PocKherinéeramationis Sedtogaquihenticaiiba infognatian snch ag anaidregs, sériabaymber, or

| ocat i op A HE AN BE S AbivENENhLEHEMER 388 i incr 104 individyal
2010115 1900 BT S Do e S otk readiar?g@’m%ﬁoe"tﬂ%"trao Syl

t he | ockenserehBrksavsngte addipss afedd numbérueterypiasrdpbistkey.ilfieshippingenntainer can be
di -3 ; : L, Lhat. the : i j

Seour | ng MABBLGTN SRR B @ IR RLELARR iRl BACGTRENAMhS e

r ecei veduthensiationénfbrmestionisaivmmiatedma0 ghet corredi ehippag eanitaies, chaintoeustatly can be

and/gr Egﬁmlﬁ . Blcéx%lnpleﬁfg :ééeng&%ve}gsé‘w%h%&ﬂ &ith 9 'oﬁ@‘%l’te? ‘s‘eeﬂﬁ%ﬂé %}l(l;]ﬂ)ing

310. 5The i1nformation 15t to an authentication 1 nformati

as an adehtaise, the sanpexiwonidrorart angncogestptidrgrsapbirie! fuanber pich dnt atheni@tibmck
nmechani R0, @ shipping container 104, and/or individual sensors.
By knowi ng the address, serial nunmber, or cryptographic key, the

shi ppin tali per can b erifiably tied to cifigc active |ock. .
rochani 0B80L ReREnGRR BRICCL oottt ob RuBRERR ool iRer S po i
i nf or mathwm. IThe &wk owévat 400 cu bdpatthd amositiecibckshedhpiisigs HBN208I B 0] discussed
chai abl i shed.

- of - d 0 | i )
oS, E: T RC AR g RGOt abi0h 1ofK B lerbh s RRE Rb iR
t he sengtl, awmid shtte®pIO6 ] a lokuprtaae4@0ta rachibre 834, afises ditérfdce M2AETH edns@UGdilule

T ITORES TRUSTIVAY AW N CRE R

shown. Tbhevblailk membslndd 2HAGnianche ppatitsupily a4g, of the | ock nechani sns
108, 208 or 308 discussed 15 above. The lock circuit 400 includes a

pr ocess 058004 Tha ploesskor@0 tdr@lntibc a8l erfruh Sdofiiaiths IHR Gt nid¥y 434nd/8r the

mai n battery 416, a backup batter 420, a menory 424, a user interface
426202 BENSERt SHRSEGI1AY 4Dl PepintinsstpragetAfern bnysed o sfire pane detaaergived iom,

per si st géHsorshaAuRd BssbBatdd withrh S5iPhind ¥Mattfer HAHBe REDAECHAEMOeBrine® The
menory) 444 and an inductive power saggéy 448. [0059] The processor

404 (or PESHRRISHERISHAOPINISC SFuRmRATABFEn ctrsmg how dherrsogspspr APrgpgs ofper

t he 20peafoghied &Mk BLIOHAGR 46%5)9,&&%1 RRbad Bh&Rdhs &le0heEidd 4 GRAmBE alds e d
to store sensor data received from
trigger thresholds, etc.).

25 [0060] The lock controller 408 is coupled to the processor 404. The lock controller 408 can be a
microcontroller or a state machine, depending on the complexity of the functions being performed by
the lock controller 408. The lock controller 408 is configured to control the latching mechanism 412
of a lock mechanism to lock and unlock doors of a shipping container, or other container, to prevent
access inside the shipping container. The lock mechanism can be securely attached to a single bar of

30  ashipping container, in a state referred to as an idle lock state, where the shipping container is not
locked, but the lock mechanism cannot be easily removed from the single bar without incurring

significant damage to the lock mechanism and/or the container. In the idle lock state, the lock
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sensor nodul es associated with a shipping container that the |ock
mechani smis securing. The persistent storage 444 can al so store

par anet er erm ne how the processor 404 causes Océj;'(? | es
of the |oéﬁbgﬁﬁ’@gﬁ[’" 400 to performvarious functions (é’. gz%@&'?@&fc
wakeup tinmes, alarmtrigger thresholds, etc.). 25[0060] The | ock
controller 408 is coupled to the processor 404. The | ock controller

408 can nghahish 16 kQaRAls Bk k@bl @bntAn&ibad i@ sAdkGAYahat @RNEAGh&Garddin B not
conplexity of the functjions_being perfornmed by the | ock controller

408. Th éligwnémﬂqnai%wwe@f its owp ikt r’da latdinggnrcharisn Hi? qaa inchidpan
nechani sevikidiveedhah@GkudPERANISINd RedhBfidm ANGIeHNl QR K s@8R USveFor@xample, to
shi ppl ng contal nher, or ot her contai ner, revent access I nsi de the

| ! to h
shi ppi ngeEniosking F‘T"’“ﬂ’ﬁé _Of be !@Cﬁﬁ'&ﬁ%ﬂ‘ﬂsgﬁf bain tg“eloé@éé%i- y hg {atchingapechayisn
si ngke hay cofals3QacldtiaRRisie RN @ dobdnd? mdl @lofiih@meb 8§ thhOatidéh BMhe
idle lock state, where the shipping container is not |ocked, but the

| ock medhBEPINS APERfEoTaspixe Bihjngynechanisms ¢an wilize hybawic fpgres. BREnsfF fewis or
i ncurri ighcRindA fbdms R eﬁ%%oc @hel 1BcKikEmerses mhs\i}% a8 ad4i86n fREure the

container. In the idle state, the | ock )
2010/ 15300piPETIntsan BercAees ahsesna Arwdiand-nve tederking mabessth ghgage the latch

cont ai NgtseRBly talk o34 Shp@nYEdhtditatind & thOpdssiVELRANE SIS uRYe aSivafa,

down the contai ner bar under its own welight. The |l atching nmechani sm
412 18an theaeby gagueing thecloskjeg PRS- nechani sm such as a hydraul i c

mechani sm a solenoid, or a screw drive, for exanple, to actuate

| ocki ng [$¥fiédbeDring notrel preedtingreertdstiving power ibsnpphed; fieccHy ekiedirestinfeeg., Vidibe

| atchin rJE&%E'P{Hﬁ%‘itﬁéJa%og%arﬂo&‘leﬁ%fich@%cﬁé@ﬁﬂﬁ‘t 8% Jt}{grﬁllmgg)d L %18 LORbicated

does not' nove locking menbers that attach to the's I Nng” cont al ner.
Passi ve bl ghecivitegy stmboladfd compled tortheimpinibaigerin g by and Itheother agreponpmtsy nstdr ¢o being

means,  Qlsolhi .@rﬂhﬁ@'sh@gﬁgéo&@ er,etﬂg?ogj( DikutiBo %&%iiﬁ'glo@%@%& &hhd hey

are in a position to sectire the’ shipping container. For exanple, a

per 36n cousutiehkitie ommpyewiehfroth dhslahaig batersbdlits ThobashgelgpteryH80 ksgireided in order
bl ’ . ; ‘ . :

T e A O

[ 0061] Bupnlnppweo taedubgpef the madulcordictlodrrsrcuipéiess indicaedipl thed symbol

directl L4 ndin I . V| 5 h i ous
N R R L N S S

i ndi cat édttdry 42(hae distussed belsywrm alfertRedcokifl. € to the main battery 416
and the other conponents. Prior to being associated with the shi pping

contai Ngen621 hahk agd itdérfacti26 hf) theO@B olxorinfbr@inp@wRicdom@br tMRAE nidftbutput

15consunes little or no po fromthe main battery 416. The backup
oot Cory RIS L dsY oo iRl git SO GBS h ekl Babicte: QR ABsra
when t heamatinddkghtae ., LEDE VT OREDE,etc.)] b disflackdipl datt & sodiveytpmt pRlsyme
power to ubset of the dules of the lock circuit 400, a
PRt cat SHDH)TERS SHsey ABHTCR A6 et o i e R Bkt 87 o P ieabe
associ atiet cronpmoaensealed WethimithsSendlosird 6f the B metHagisRATKoR chbdifielt, theO
are ZQI S%rlilc gs%lde i?g'\ela?e\gls{lcrlll t{na\ef\fth%{‘eearxlg rei\o ;[vge(!: iln%rfac]é% to any portions of the lock circuit 400. A
PDA is used to wirelessly communicate with the user interface and provide a soft interface to the

lock circuit 400.

[0063] The sensor module 428 can include passive sensors or active sensors. Passive sensors
require no power to sense and record a change in a condition and can be analyzed/queried at a later
30  date to determine if the condition has changed. The passive and active sensors could be located
inside the lock mechanism, on the outside of the shipping container, on the inside of the shipping
container, and/or attached to the cargo. Active sensors require a power source and detect changes

continually or intermittently. Active sensors can be battery powered, powered from the container,
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20100621 The user interface 426 can include one or nore input devices
and/ or one or nore output devices. |nput devices can include one or

nore butt swtches, dials, etc. Qutput devi | ude
lights (quész&%@h?Lcrs, OLEDs, etc.), a display paneﬁsgﬁgﬁgpogﬁ&y
audi o output. In some enbodi ments, the user interface 426 is only

avai | abl e during manufacture and test. In the field, the lock circuit

400 is pertredwithbRiik fortthe ek ARtHagisHf addne vdlﬁrékslmwdahﬁfﬁg RIFFic@BQupplied
enbodi nt, .the 25enc| osure is seal ed such that there are no wire 5

interfa égv?@fﬁﬁvmﬁﬁﬂﬁ? ns of the lock circuit 400. A PDA is used to
wirelessly communicate with the user interface and provide a soft
i nt er f ad®ofb (The senseir subisyséam 428400 inchuge sporTprafigeid By detpsidhs eresspes afdlhe

i ncl ude spasial YsARNS PExAhplaGEAYR BRATRNRC bRASHLN GsDERRE With hESIWIoF e MRk
power to sense and record a change in a condition and can be

anal yzedreghrsisme where the Yapgeasors g cepdigared ¢ dpdackihal age of morepars @6 meflinniesh

has chapggsiner lieinRESSd: W Aot IT¥ Qdcﬁt?d?ls% §en‘§%c§hu¥éelzk 06Aha0dd \3h@Pto
the 1 ock mechani sm on the outside of the shipping contalner, on the

i nsi de deteetite doni(pisif thy shippingerainer apdiproverifit thaidhredpors@rg Hesedar go.
Active sensors require a power source and detect changes continually
or i nt e#6bl erfthk yensgkandduls 428 nedd slscmnlulieschatd for getptnge feagsrapoywercetre,
fromth nt ai . 04

a wi e TrERNY Ao C R R ok DR R o
fiellds geypesiwmdl dyo b indlvdet] stbe powemaiulpAaR in c[r@@&zliletéﬁhm mmouoiormbly
subsyst o) fi te he resence
of the SR TRIBIGh ARG ORI R b b TE ) 3BT 8P R SRE:
sensor s nagsoait #taecbuid damapothk sargé. t he | ock 5S5nechani sm mhere t he bar
sensors are configured to detect that one or nore bars of a shipping
cont ai ngmﬁar e "ﬂhl GPent@str B2 tidcdnfigurbd Bk sceivie Rigasiglivia HBPS iddeins 7% Blom 2

nodul e 428 e.a sensor to detect the door f t he .shippin
Cont ai néfas Pl te REET s fts L alnRatiner feftmihus e R
noduke 48%: Gﬁdﬂﬁoﬁloﬁ@PS B&bu@@csi‘b@ ASGESioh OfstetB ls@utilas GLONHNESARAESIH) Galilco,
pressur hu adi ation. (e r or any CBRNE

easur e JEHEY (Clipo it Gt i Ss apdpr e Togehbredon g ot gunso be

i ncl udedsddn the sensor nodule 428 in order to detect an attenpt to
forcibly remove the | ock mechani smfromthe shipping container (e.g.

with a $§ 0BMParThe QlireREGRERIMR0 IRVRIEESMe o hdle wiodldsd cARRASbA %sﬁ:ﬂ‘fsg&ludmg
[ 0066] The GPS receiver 432 is configured to receive SH%ﬁZGS’ via a

GPS ant FR(IEERE 803 HoviandardpuPliptoet). %lgbmllslat(@lgmqw1w M, gtc.),
det epm wmata%s@ M?qiﬂb%? isomEef 144l 8k, mswor lﬁé%&a%e Jvﬁelggy

or in addition er ty es of navi I on systens such

GL ONASSMoRs éﬂ%}nelu@ﬂ qnp @HMOIBYiEgs Ftsnm 492- W’Fff m%‘:sihs tweralemn%&uiedwo can
Syst ens ys ARt Mng€ fhrkiddsaE o PBRER othOLBbAAR VBYH E R with LEsoHRS8ules onvin

the shipping container or to communicate with a local network. In another mode, the wireless
module 440 can use longer range communication links such as cellular, satellite, WiMax, etc., to

25  communicate with the communication network 310 and/or portable wircless device 320. In some
embodiments, the wircless antenna 442 {or the GPS antenna 436) is part of the lock mechanism that
is used for other purposes (e.g., the housing, or one or more locking members that engage the

containcr).

[0068] The inductive power supply 448 is configured to receive a wireless power signal from an
30  external source, such as an RFID reader device, or another device associated with the container. The
cxternal source could be onc of the sensor modules 128, the communications package 130 or onc of

the portable wireless devices 120 or 320, for example. The power signal can be received from
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[0067] The wirel ess nodul e 440 includes one or nore wreless
comuni cation systens including WFi (1 EEE 802. 11 st andards),

Bl uct oot h,  Zi ellular (e.g., COVA, TDVA, GSM etc, OW Max
(802. 16), ‘ﬁéF%ﬂ%’g’.g&‘?, | SO | EC 14443), satellite (e.g., 'gif 107040265

infrared. The wirel ess nodul e 440 includes one or nore wreless
antenna 442. I n one node, the wireless nodul e 440 can use short range

W rel eSSmfe%sgpow@@w&d@ﬁﬁsﬁllecz&t%% sitioW, fbris, dPoQ AU LALR WeleRhipais OF
nodul es on/jn thﬁ ship contal ner. or to conmunicate with a | oca

net wor k.COTANEH e %ﬁat%%r xidp °PHRY PRIPIE 06 §T1e nbbr e ad GPUERFURIIIES  BHgless power

range CGQERbIThEH feivediby 56 intieHie asteiRolf tHe dkducBRipRlvtl dufply YEMRE in®lcvely
to 25communi cate with the comuni cation network 310 and/ or portable

Wi r el es SORETPE BTt p&sHe enbodi ments, the wirel ess antenna 442
(or the GPS antenna 436) is part of the Iock mechani smthat is used
for &t hdP083r pdis @awereragn the inguctivepeivergurmy cams veed tawrakeupaodprapweestyead the

t hat en%ﬂgo&nﬁ o PRI REEN 200 ORBRE crlbiuith O Hwnveola a,N@i O%dexcn%g?w&

conflgure to receive a wirel ess power Ssi g fro extern
sour ce, SBRRAMAHRS evpRE KOhe prpdespord84dsitheactive ioalﬂmnﬁeﬂerdé&utl@éatalgs@mdmdm

with t th§Qﬁ'§ b@h%?hodﬂ-lgg2§¥ﬁe%1@ébb &9@1&@4(9@8'&% Iﬁ%ﬁlb%?}t&ghetﬂg f)%g%?irng on

nodul es 8, conmmuni ¢at i ons one
wirel es @%@Wt’@ébelmﬁer&fﬂl@i}(ﬂw ‘@B?geéklaqmcbwﬁvﬂr@mplyéﬂ@mlbe@dwthébf

" ecapveduf g M&&é&k&éﬁ&%ﬁ%ﬁ&@%ﬁé@l BERAGE Ibd S bn SQHERS

at V\Blgh stations, ports pots, and reas
shi ppi n@f thehadiup batteradd tp watdedow'@rrto é?;@taetmté@kpentr@bswﬁfand thwéatchTIhE%

ext er nal, SpUEGE SUP g}&@% aGailhib ghl@éﬁ \Fpi%\ﬁ\&{ons ngﬁhl]lcttlbgg%\{!e% blg})%%ﬁ‘i‘l\é%gn Y%

an i nductive antenn t he 1 nducti ve power Ssu
i nduct i e |u§edé@we$tt@d>erwemt Horags Wéateﬁmmmwoﬁ{lw@@]i séfher doewEre persorant

e comiiat84POURL pSBEL IR Rt VGRS RS BV St
vol tlage 4¥8. lpfsompemperiments, Ve spowemoduipl og othdBsystsme ofthé gipring cohiginer _
pr ocessg&lrefggﬁypgvl;@c}@e%é ;rgﬁlpg@econt roller 408, the |atching nechanism

412, the senso wi rel ess nodul e 440 and the

per si st on t he fu bei n rfo

Phe vol (078 Brtitione B e a9 e Redabiicofinyibsystem
10suppl ithed cmnomn;unmﬁtetuhameslymnnmeo}tnsodulé@ancmf@ﬁnﬁtﬁa wird1€ss ldékdctb@t AMter being
power su dl{/ nst ead .of. t he backup battery 420 t

P ovi o PR B B BRBeraTFR Lo RAER  Giioh S DS R MG PP AT chimbg 48
nechlani seoeida daon peavirod ofe ffathd sadoe nodhleciudvg a bortbld \difclesd B&idendue ity e
power su y 448 can al so be seg]gﬂtp persi stent storage 444
o et FRUR Y S0 roR B P Sar AR E ecRmR Araco il TyBouRL SR verTeraga ey
coul d i mdtenisteeiaing ﬂwdﬁﬁ\A@halmhe canidicatibh Qibs{shat cdn%a@&h\@da@dinm‘ndrﬂwy

i nductive 15448. I n sonme_enbodi prents, the sen )

modul e( §§S°§th§t”ﬁﬁﬁ1%§9§’t’ﬁﬁﬁaw SP‘P?@“%‘HPB%‘P Ha’uetb‘fﬁtpa‘rv?féflmﬁx g‘fé’F?EﬁB\/\er
t he | ocktogige @44, br @lEup the processor 404 and communicate the data to the processor 404,

25 [0071] The lock circuit 400 is exemplary only and other lock circuits can include more or fewer
components, depending on the way in which functions are distributed among the other components
of the container management system in which the lock circuit is being employed. In any given
system, functions can be provided by various subsystems including, a lock subsystem, a sensor
subsystem associated with the container or contents within the container, or a communication

30  subsystem coupled to or integrated with the container.

[0072] Referring next to FIG. 5A, a container management system 500-1 includes a lock

subsystem 510-1, a sensor subsystem 540-1 and a communication subsystem 570-1. In the container
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[0070] In one enbodi nent, the inductive power supply 448 includes a
comuni cation subsystemthat can communicate wirelessly with sensor

nodul es aqg?% oﬁQ{9B(fib| e wWreless devices. After being Ws%’mfﬁ%zwe

power signa e comruni cati on subsystem of the inductiVve power
supply 448 20receives a data signal fromone of the sensor nodul es
and/or a portable wireless device. The data signal may or may not be
recei veahahigumehthgstedseo-datic ek taetanikhies POMPIe (Singh)ddck Washdn@aeivivietle only
from After receiyi nal t e .communi ca tem
o sav T RER EbE Lk SrhSHoRy Bl DR TP re B bAALA R FIgRine
subsyst emachdnisith® 61 Mie Gidistire powaTsusipPI2rcdkivds a boecrRRhSI(BllRRbd B HlRBR!
444, or eup .t he cessor 40 cate the . da to the

or oceas SFOFGHE TR 7 rgE R EPPRET © OO SREHIAD s <R

ot hes | @@Hsymm 640. t Fhe@anha B4 UalebdMoEafedah ploRiMry t6 CHENGIRSAbsTsterd 3PEN didhGhat
on the in which functions_are, dist uted a t.he ot her

compone ety REVEIRIAL et SHUTEGEiRR <25)2% BRHT Il EHLSRBRRIS. For
Circuit ekémf€ithGeRRPLudYBEEm $40-10dd)1dPc@RinSS tR FonthiHBGlobR Mt §:8 Tock ubsystem
providegﬁ$i vari opus subsystens including, a |ock subsystem a sensor
subsyst SSBE™MEed with the container or contents within the
container, or a comrunjcation 305ubsysten1cou pled to or |ntegrated

with t hd0®3ht JipasnsorspesystpmRaf- alsp Hgludesa battery e semsar madweiSaP aed a short

MBN3gengiize SHSl QTR sk4ihlaid6s rafed AEhns MBS YISk @éﬂséﬁs%s;steﬁ 59GDSH be
subsystem540-1 and a communi cati on subsystem 570-1. In the contai ner

VO 2010#@1%9@1@P@P@ém@ef@@g@ger@ﬁﬁmﬁe@g§qcer¢fi®®dwjlocktmr@hamﬁ@k For

mechani $dse, heSihl ﬁlbﬁgmbmaml 10&K10R GRBR R MV hbihtdde Ofohe%Hm&e B or
of the l'ock sSubsystem bei ng an inducti've power supply 512 an

| at chi n§toree Herhag rﬁh%@élangr%mﬁlﬁ@@e eonjaings dorsy Bybspryersveble.dbesepios mﬁpqystem
pover  sisgfalead Bé}%v%@rﬁ%ql &Mtaﬁm%%@ﬁgnér t5'63 rebagéo'agiteﬁ LA LR b hR 1B Risms

antenna 544 coupled to a power transmtter 542 of the sensor
53u5§ys?@%¢@@@ﬂﬂ$h@m&ﬁtenna 544 can be Iocated in proxinty to the

| ock subsystem 510-1 such that the received power signal is at a

suf fi ci é#74powence fhexegh a ia@)gqmmnt dflspace Hta:dmhtaglerrﬁwhzamrs A1 636 be Eoather large

cont ai ner a5 s3E itk HIDTLERbAER G SR RbIE L BRI BR M Bommanes i
sensor suemsied with &Amﬁomubsysuemczhﬂd)e Broaldb abwarwirceddy teswing sensoroohdukz§ S)
550 andk%g%&?%%@&&%ﬁ%%&m@4ISég fﬂ§QU|e 554 with a short range

ant enna Sensor su 0-1 can be renovably nounted

i ns o] r doors.th beln secur
R WsEo el e arethist Shocdh Be fes Bedfins 5 bon U ity povwer supply
nagnetlGaihmoﬁaﬂﬂhpﬁy&@R@ﬁﬁ“@fHﬁ@ﬁﬁﬁﬂﬁﬂﬁﬂﬂﬁ&q@&@E&nﬂﬁmﬁh@%@dmhﬂﬁ@mh&ﬂ
that is i NSi e con ner .door Y,
sensor é'tiﬁgs%tp jitessY 15@*& thla %ﬁ%awr—l%ﬁﬁné% E{é&.%@ﬁ"g%ﬁg@ﬁ% aseﬂ@w% Ihe
I e- assogbrad anbodirhdntsoiht firRlueiite po@eksupie B EpE¥ides enough power on its own to unlatch or
latch the lock mechanism. In other embodiments, the inductive power supply is coupled to a battery
25  (not shown) and the power signal from the RF power transmitter is used to charge the battery of the

lock subsystem and the battery power is then used to latch or unlatch the lock mechanism.

[0076] The short range wireless module 554 communicates with a long range wireless module 572
of the communications subsystem 570-1 (via a signal between the short range antenna 556 and an
antenna 574 coupled to the long range wireless module 572. The long range wireless module 512
30 includes both short range wireless systems (e.g., one or more of WiFi, Bluetooth and/or Zigbee) as
well as long range wireless systems (e.g., a cellular network (WiMax, CDMA, GSM), or a satellite

network)). The short range wireless module 554 communicates information indicative of states of
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15and different containers. [0074] Since there is a | arge anmount of
space in a container, the battery 546 can be a rather |arge battery,
e.g., sho I Such a battery can provide w red POW&T,

mul tiple §£§é%@h§§gbles 550 integrated with the sensor suggégwgﬁFﬁ
and/ or provide power wirelessly to other sensor nodul es | ocated away
fromthe sensor subsystem 540-1. 20[0075] The | atching nmechani sm 516
can bedahessiangEmﬂ’&ﬂEﬂ 936 and¥he Mock Rebsh RIS 10-V & thOWag raﬁg@ﬂlrmgﬁ hddue 532 which
power ed up the RE power transmtter 542, an encrypte ommand can
be iss ué‘&?“ff?‘évﬁfdg ST IR{QTIRRto0 & TSBRISCoErS S a5 s opgratiqra C?"éﬁtfdﬁ?sﬁbe government
mechani sieifRe 1 €4, th@fonmdralknteiigeliagk mechani sm I n sonme enbodi nents,
the i nductive power supply 512 provi des enough power on its own to

unl at ch [gy77| at1eh cbhfuhiefiondRERARTSIM- 1l dhoGhdiiies £ CPIULRBL 520 Wfifhe GPS
i nductive power supply is coupled to a battery 25(not shown) and the

poweP siafi§ana g G @ e REsupRIvS FO- t The (i reqeiter $80 g uted tq gathen locgtontinfgrmation.

bat t ery Tt Idchifonl iR@lnSdR SViRlIRMBIARE thRnRRLIEI6 N RANBisrh Bath BENis BRHuiBated
| atch or unlatch the | ock nechanism [0076] The short range wrel ess

nmodul e 35the EBpRiRIFAtE R0EE. Wibe Rower By P Arfga bae saltraaay. mbdtitri of 7 2omskctiofdo a
comuni ¢gdLanspls UPBY sdfihe /0- 1 (via a signal between the short range
antenna 556 and an antenna 574 coupled to the |ong range w rel ess
nodul e T ' : lacl

short 408! M AhAORMICLbH ShEhE JRE it B 405D fock
and/18r Zulyhden S&&2wekhsongibbohg Fdiyadwicominegisatops subngstefed 19-3. Ehe container
cel | ul a'ﬁaﬂ?ée%ﬁt‘épét%%—% d X 0 COIIthElG[‘qT[la%gée?Ae {stsgbspﬁérx\@ E(M ]ri th%l’_fit?}gee

short range w reless "nodu comruni cates- i ntornation’indica
of st at essofsubip@eRGH021SIDORPETL US20E07s0UYASH Stbrd vl swrloarsdisysem 5502

and the; - ng ' . I 12 can
o on t U sSHERARL B Mook ObaR $1 00 1L ABAB Wt EBRS OB B3 570
oper at i @rsclaknaeRF paRer tiahenigens@d andart R piver hieterea D24 thet trankeitcopaver il

i nt erf age e 771 T hcati.ons . s stem 570-
| nenoaatSat i O B IR iR Serm S AU AR B by 316 R 2, o sotar
suppl y Bitéy, aDhtter@GRS: parcesupply B8@ costaimen & 1orge gatipleto pfroddt wiosless power to the

infornaﬁ}&gmﬁﬂgg Iﬂﬁﬁtion information is included with the sensor and
| ock mechani s aéa hat is communi cated to the renpte data centers.

The po 576 can b sol ar, array,. a, battery, or a connection
Toe PO odlaBLE A 102f R 1 2% PondisGa k@ sl ebiitalier o, SplPBRG o
22 8t her neoRdn&n &6, mab gem& %agsmawﬁeﬁd ssAnddilel 26 @sd aepsgééeiwsgb.?;lbsd gm
-2, a sensor subsyst -2, a a co ni cati ons su S -2.
20 2 R T AR AT b CYTs (B G 53G PPLPEhEb i PHETCak: dPh biery 24
manage meizh Susiliesysiee i thd Sthdr dompbivats of e 1GRRERst&h bRy St em 540-2 is
sinpl er than the sensor subsystem 540-1 while the | ock subsystem

510-2 i 30080 € 1§ @Jﬂeﬂaétcf@ﬁ]equﬁm?;k LBy e K1 S URRVRERTL AdQnttollck B2RdeLdds QN

t he communi cati on subsystem 570- 2 includes an RF power transmtter

584 and MHfroRmMtIREthatpstfapmsanonderingand leckingamioeking fupetiqss assp@red witlothg logh
isEdUICt i él%‘cgﬁéﬁw /-@!?H?)Ptlr%ﬁ?glé 18reRhs hbduld 9ks Shbsved 8 Borhiintate AvitRAWKer short
p%Sy range Sv?fel%és’mcilulseosﬁrof the sensor subsystem 540-2. The simple sensor subsystem 540-2 also
includes a sensor module 550 including one or more sensors associated with the container or contents
of the container. The sensor subsystem 540-2 can be powered by a battery (not shown) or a power

source of the container (e.g., from a light circuit or a refrigeration system).

[0081] The lock subsystem 510-2 also includes a GPS receiver 530 with a GPS antenna 532. The
30  short range wireless module 526 communicates sensor data, lock security data, and GPS location
data to a long range wireless module 572 (via a long range antenna 574). The long range wireless

module 572 communicates this data to one of the remote data centers.
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array, a battery or a power supply of the container) is |arge enough
to provide wireless power to the | ock subsystem 510-2. [0079] The

| ock subs -2 al so includes an active |ock contr a

| at chi ng ﬁ@%§§h$%%$§16, a battery 524, a short range mﬂ§%%§%géﬁ%861e
526 and a GPS receiver 530. The 20i nductive power supply 512 is
coupled to the battery 524 to charge the battery 524. The battery 524
then su gwsizps RREMEp He@t b IFGOM R G TBRRRAT rﬁarﬁ%erﬁdﬂ?ﬁ looLihclnel 2U Sk Mbsystem
510-2. [0080] . In contrast to the dunmb | ock subsystem 510-1, the

active POERapbhicnnriselisysion Sthid) ybdess gotindydsacompupictions subsystegn  Fhg ok

noni t or isitgyadd 51 ¢ kicn@édunl RE&InBnédi Githbsk R5§ICn3t 69, MdtakoiltfudeOLtong
mechani sm A short range wireless nodule 526 is _configured to

cormmuni CHERWHEEH meeep wdihglengspgsagisnyg 354 ek s REpavifarasmittgr 3t he
sensor subsystem 540-2. The sinpl e sensor subsystem 540-2 al so

i ncl 8de$0083k edde RF powear teanssitier 1d! iveicd i meddanowenlodhswensas subsestandd0at d
W th T NGaaafkiab BBbwd sigh@Nb B fBu@ive DOCerSRHIAL REThis Re SHISA oft fem
540- 2 caﬁ be p%mgrgdsg§ a batt%ryePnd? gﬂ%ﬁ%) orma pgm@$§§63rc 0

t he coneapgemeitef e coftpinpn manpgagivnt systemil 0-1oyhere thefensoy eybaystem Sy ssvonled
[0081] Theieh et BRRYRECHLIMAA 5830 ThOE: b

a @GPS antler?%]ba 5??2&’ T%%% g%é%h%rts% ZthQ%ﬂlfégl%Zggf%?SFg%?%ég& 5194 1‘5"1&[‘5!%
communi eaauel tosherpblerto pericgically ok uscsiceteint pf diEigger cvant (e@RSleicodat df trmpdengwith
to qgl ong LHARGEN W i8S : ' g range antenna 574).
The | ong range %ﬁr%?%ssaﬁﬂg3ﬁ%g§$%;§J#%ﬁﬁ?gg?gs this data to one of
the re a nters.. WO 2010/ 151900PCT/ U52010/.040265 100821.

Rer er r1 MBA R Bt B e SRR R TP TR AR R IRE S B e

i ncl udesomrihgcknsgcoeyistysem 3102 Ihaimdudivs pogasugih32st@ineSAdve sighald from
does not_incl ude commupd.cat i,ons subsystem . The | ock stem 510-3
ot udetem RS oI RC SR B MRk E e B oot
i ncl udegpoms, loadigs derkgevaighr sdtiessorrtietu hants 3benaithcroatainenig lacatad) for améasndad
5371§nd %k)nggyer transmtter 534. 5[0083] The RF power transmtter
534 ts HEEH ¥ ﬁrovide power to the sensor subsystem 540-3 by

transmtti wer signal to ap inductive power supply 558. This is
t he oppi@?ﬂ T fone 1398 frgla%smgééﬁfecswe&%%soe%ﬁ fom die sherh Egatrigless
syst em &ibanld 52OREB ot difn BRRSAN fréitl S ¥e&ds6rh SR 350 URP tdc@desbdk@laRTonP@Wer
to the | ock chanism 510-1. The $ ttery 524 of the | ock nmechani sm
510- 3 i &°HVAIQ5E ceRElgP Yo Theseaprand (el et sdrpsapitgd bydhe lopormnpewisrips module
a triggess @wARlest fotorks SR, ik waik1cef ndhddRESJONEN W fulle AARIGORSRbMET )

to bOVIde g&ﬁﬁr to the sensor subsystem 540-3. [0084] |nstead of

recel vi A 8Y%ss power signal from a conmunication subsystem as
in the container managenent system 510-2, the inductive power supply

512 recd0Bts BelamingsiciiaFEG HIb et asabercopyiner munagemant sxstepsS09gbinclaies b lock
renot e pMekert 5 ANS Md 4 QEFmmABHAR sbﬁ%ﬁ&&ﬁ@?@&, b(&P%Qh&%c ARRALRor AOGSEm

\ .
| oadi ng docks, weigh stations or other points ere the container iIs
| ocat ed Ifstgad gﬁpom@ifg@@g BRessly ottt sersgopgubsystem in or on the container, the lock

subsystem 510-4 includes a sensor module 538. The sensor module 538 can contain sensors to detect

25  tampering, environmental conditions, etc.

[0087] The lock subsystem 510-4 also includes a container power interface 518 that is coupled
directly to a container power supply 594. The container power supply 594 can be a light circuit, a
refrigeration system or a generator. The container power interface is coupled to the battery 524 to
maintain a charge level. The battery 524 can be used for backup purposes when the container power

30  supply fails or is not available for any reason.

18



[ 0085] The | ong range wirel ess nodul e 536 receives sensor data from
the short range w reless nodul e 526 (sensor data retrieved fromthe
sensor no and receives |lock data fromthe acti

controll e%é%‘.ﬂfi%%ﬂ sensor and |l ock data is transm ttej‘%r&ézﬁ‘g%fug%
range wirel ess nodule 536 to wirel ess networks 590. The wirel ess

net wor ks 590 can include any w rel ess networks 20di scussed above.

[0086] Redssy I iThg chmbinitiokd Sabsyalm 37014 O Ghotked BER4IRR HoWBNABENR Y6
system 500-4 includes a | ock subsystem 510-4 and_a comuni cati ons

subsyst ERMBIO e PRPIGRS hBPPIYREH U Hlee GrebrsRes ifeiiet ¥incan hgtaalyd grthe

comMuUNi Gahé BitaMer BORSSIPpIYS9ahhs theISNSAbsySHRASY 6 URRh titfeRint 4. t he
container, the |ock subsystem 510-4 includes a sensor nodul e 538. The

4
sensor qmﬂg e
envi r onnent !’;ﬂ @gﬁﬁlﬁfﬁﬁ%ﬁ%ﬂg%ﬁ%ﬂ 0087?00tTS%g‘Q Eanﬂ}g u sysgtP (gér#leﬂl%lary onl aﬂd are
i ncl ddegotlinigng. aTlnfemnmemts shewemfthglecloagsystvas 51& tlwglgspe@bWS?eewFQ/artddhe
a_cont a'cBﬁFan?éM%)'hs %Qﬂltéfns%gﬂ canlidGef20 ﬁ'&%&lt@ﬁ%'ﬁhé%%ﬂé&%ﬁngﬁg bpgdd@d.
light circuit, a refrigeration syste gener at or e contal ner
power i rﬂoewaam@ pthersonpet madules (¢-Betanmen reedplas pepntbe lagatkdhingir an theshetriger and
| evel . p]%,;e I I when t he
contalner ﬁ%%gégéf&ﬁ@uﬁ‘?H%gg?ggngﬁﬁgéglIa uﬂQ%%? ‘any reason.
WO 2010/ 0 . US2010/ 2 h muni tem
VO 20101 ORI R B8 B R P - LO0 S SRR
contli néie protvereclsnspis $0&9 4nd Gloe d:ffalt ramn]gnn ;hemy primtdcifcai boﬁ%%almnﬂéss-
coupl ed .t o the a fainer p. 594, as.t k sub m
5200 4° o 0 diFrd AR S S e B S B e Bt SR Y B e
shown i i ckn@ESi00bA0Da alampemeﬁm}ﬂl alaychbnbdlys Jzéinailaamear @0nao<tlad1p piob¢ 65, a Tekvh

conponent K.su stems
590" and s 2B PR R RtD DY Hel Re gy S PL R Rn e
om t t ed .meChdnésm §30rpo adpisspartons af 810 chepdddeld, thEtatchenqol aad tatchetp and latch

sens u t anper nodul es) can be located in or on the
cont |n f"cé’ﬁ%@%cgﬁégé power ed by and conmuni cate sensor data with any

of the subs ste 0 Referring next. to FIGS. 6A, 6B and 6C, | ock
mechani J?ﬂ;" o&angﬁ‘é["% nisma030 ISHPARHVE ktshing meghapispe Mbeniusing a gersive latghipe

600- 2 dinkdeRanisi kel cYaripbat RO amyhdqﬁtbmb@@z@ tdnBeinkanRABAlS/e®Blo Jositidd afkbfen
2 are orjented relative to housings 650-1 and 650-2, respectively.

The | ocKhSRIERYEIPEREE BOThansR CarRacl valsd niyclh maRuapmsyenientqfiharlamap bas o1 ang

| at ch h@@Kafl Bar 620 beﬁ&hbebwpo@wm@r@mmu@r(@Qelo%éa fiflgdr P& oIt @R8It from
627, and a | atchi ng mechani sm 630. Housings 550-1 and 550-2 encl ose

t he 2Pat EHFAYIGASRIAUGH & ofhsapPierf asfiatliotast portions of the clanp bar
610, the latch bar 620 and the clanp and | atch 15probes 625 and 627.
[0091] UA%hi rige tachingrinechagsnoikineludny g pistan BhtacihihePamberfdni sieed Nwehds
using a i i i I
par 020 ON LG, BBE R ERERR R %@?%65 e
| at chi nglw&ﬂa@hwpwd@ém&ww arsue A3Griheiead nerpsstthe plemp hokds, and is
cl anp b%ﬁa&@@to%ﬁ@la{cp%atj @bgﬂ h?ﬁne@%96§83‘{ﬁa 03&h: gn péﬁﬂ‘gr Qr6§ erltl

hat cou rom

injury (e.g., losing a finger resu rau
act dat i @perbwre @lZhis formsdsn thelclamp bart6il6 such|tom @@]cormqfemt é&thsaqgthmh stmasfmure

630 'nC'6‘f§'%§.\é§at@§§écﬂ9ﬂ§?iﬁtchﬁ‘aéggb“ d chanber 632, a feed line 633

(shown in a va and a pi ston rod 636. The | atching
reChan SRRSP0 i A LT PR AR R0 el g
630 at one point, they are basically floating in the housmg 650, having a tendency to rotate about the
point where each is connected to the latching mechanism 630. To add stability to this configuration,
30  the clamp and latch bars 610 and 620 pass through apertures (not shown) formed in the housing 650.
The apertures can be sized to not allow the clamp and latch bars 610 and 620 to translate up and

down significantly. Optionally, the apertures can be fitted with bushings to avoid metal contacting

19



attached to the latch bar 620 via a connector 638 attached to the end
of the piston rod 636. An 25aperture 612 is forned in the clanp bar
610 such nnector 638 passes through the aper

is attaché@g%obﬁﬁg&fatch bar 620. [0093] Wth the clang%g 2@%@%ﬁ@9
bars 610 and 620 each being attached to the | atching nmechani sm 630 at
one point, they are basically floating in the housing 650, having a

t ende ncynetap(m 0isad ehabidhodsig 430kA1 thibiahp atdaith ibars GONRRIGL e aretall nidde of a
Iatchin nlsn1830 To, add stabi]ity to this configuration, 30the
cl anp a P BaYide ¥HPILIQY- ISPIIAYEN hr ough apertures (not shown)
formed in the housi ng 650. The apertures can_be sized to not allow

the cl af4hd ThafleH cBapeer 83ccars 63014 Hch psarliuigt & 2gps- drigridioinp include an oil

signifi g@@t dr¥aniRIE@NALIY ThE RRd RARESIWoBTec kARt MBd Ehahibeh3oh Bp 4 ding S
to avoid netal contacting WO 2010/ 151900PCT/ US2010/ 040265 net al éln

cased wHERISEHB 1 hdgan Aleretie toribe fepdling 63A» duend. & etiendiidcognlingapral

are all giypfeiof bRy BBAPdItermaiieh 1h8h REAhER, FRROHR ché?l%lchhrﬁEtb &b ﬁﬂ?ﬁére 3f a
[0094] The fluid chanber 632 contains a fluid such as a or a

gas. Li duidrdambes alSﬂ gefingd by thebpdy gfdhgatch a&e@fﬁmsw \)’%@e@tt%\faéveég*i s actiyeed to
feed Ii Benﬁﬁaos,@@g%@c%sthé hgiafchitotnshanagh tm&@me%@pm théelo%m,e]%e&%m‘ém

the piston 631 an alternative to the f l'ine 3, a channel

ot her f 100 & cegngpd inedockedptrig. Behep Hrervakye p3d is dwayat%ir (oamw@t the flnidtin (e

lat gh nMeghant 619 ca}i\’ﬁ‘éélg ﬂEQ%@ﬁ@mee&%r@g taﬁanYiQ t}EQfaHpQHlsé 1®fand@ tehatéifbar
chamber al so defi ned the body of the |l atch fmechanism Wen the

val ve 6820 t0§3emvw@!8@ue t@aﬁboth% & yieegbadipent thp éﬁtphlqgﬁ@ecmmmu@ahm@bie

f|0“’th%P%&thQﬁb%@%ﬂ&khﬂﬁm@&%w%@gﬂkQ%vbgﬁkkﬂanﬁﬁGhan'5”3 600 is
engaged in a locked state. Wen the valve 633 is deactivated

Food |1 19083 T pithefisiciE ot Do ROBIDR oREal Bilve (P Fintug SR RBRERT 1o°
noved r ettivatedghe ﬂuléanﬂnle dvidehamben 632n@n @nﬁoﬁpmﬁrﬂw fepdhand @6 chomeglirection to

n n
TECHSO) SIS SRR ol FGRUEF 0 phAEE BBt RRNb LY Gl SERP
is a one'mrezyrsabaISu@aMﬁewyt»iabfe@hmwbhqlovlahg/mecz}@ni&oﬁnwattcebh méraeedtely d i n

the f1uigchanber. S32u6a0 d BUALAUGN bI\E oL Sl Line 633 in one

directio ec anp 6 ch bar 620 to be

8ﬁZf‘&éﬁ@%ﬁb%w%&ﬁgte@ﬁ@{%@ﬁf& ﬁwgﬁgﬁéﬁ ehgesed i Panarily brepelpety
t i ght en@éortl@clcBBdnei N BT 6BR6SBa shipptdgeoht@mk[&Iioﬁtwttmhem:&h amf)nkbn%dgslss

illustra in FIG 6
(ol o otigonag Wi cheios (bl il i clasth RrotE 730 bR Alg SUhrD « BP g
cznz) as hs@ﬁbd(}g g(}@ﬁfeahaﬁﬁﬁl E3l01s)1 626Noh1£ectggeo ihabﬁﬁ‘te?‘ﬁ&&ﬁﬁbbafd b55-2)58hipped toh g
positioned with 00 the cla I.S_pushe
i nwar d SOBHete ﬁéftr‘“a‘ S&‘Flbﬁﬁt ij%gP‘%‘é%’i%lr‘“(*ag beﬂsesgl%gﬁdgi’%ﬁﬂonﬁﬁ?‘f}% thg slgmp
connect ﬁdo]si 6051 Wéhch thetabnsor 623inticheadhst tﬁﬂ&mﬁhssbr&bw bhiip fidsent) t}fequl ete
acircuit ch that the |ock controlle 08 senses

posi ti oG FrAR s e afine ASER PEUST AR HE OELrosBnish b 20 Hom being

i ndipsat @pvidRtativd® chal dler avGeABtahddas a kingle 'b@[s €81 thelldigh ds@iblyCaR B3N MiMI

408 activates the valve 634 to prevent the clanp bar . 610 and t he

| at ch b v8be 684 M%@pﬁﬁed state, the lock mechanism 600-2 1s'in the idle lock state. In the idle
lock state, the lock mechanism 600-2 cannot be removed from the latch assembly bar 635 during
normal operation. In other embodiments, latching mechanism 630 can be an active latching

mechanisim such as a ratchet drive, a screw drive, a solenoid, etc.

30  [0097] The latch probe 627 is used to detect when another container bar is positioned within the
latch hook 615. As with the clamp probe 625, when the latch probe 627 is pushed inward such that a

latch bar sensor (e.g., a mechanical switch 628 connected to the printed circuit board 655-2) is
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25noved relative to each other. Wen attached to a single bar, e.g.,
the latch assenbly bar 635, with the valve 634 in the activated

state, th anism600-2 is in the idle | ock st h
idle |ock%§b9&@?§¥ﬁ£ | ock mechani sm 600-2 cannot be reg%agghPW@ﬂﬁf%e
| at ch assenbly bar 635 during normal operation. In other enbodi nents,
| at chi ng nmechani sm 630 can be an active | atching nechani smsuch as a
rat chet atlowateto camplefe@Wirchiit, ¥, 10& SR RROI0B, sciks thatdHaDRP6ditidHRe whithinGhe latch
probe 63% |$ §ﬁd to qetect anot her container bar is pgsitjoned
Wi thin OREK PLE SRhoRdpACTmandAgiel b et aspepipd B HE cE2, ProRs R fikidhe Tatch
| at ch ] prpedbe 662&@&@51%&@1 inBe&E ﬂlaﬁbh@sl’htri bla&enamlttﬁ% &ﬂnlbﬁ’dokt%ﬁﬁ ﬁﬁfﬂé& 12t5cg he2><3k
a nmecha connect e e printed circui oar

%ﬁa{lﬁ‘gv%mfﬁ@%f@%@z@fmﬁﬁ% Bgﬂcmcelwem@oé%?ﬁmréweaacczefcﬂeqhssatc and
t he Boc lactpart tholdler6340& ﬁ)ﬁi&%ﬂﬁ)o&lhﬁﬁts a thied sehSor PRS etIRARE sWitti6a% th REGS. 6D
| at ch hook 615. When the claqg g tch bar sensqrs associ ated

e Fl‘a‘BP

th
the cl afpd pPoBR bE3EVaRYVheD PRk @92 pnd fhe dasehciorl 61 3 are peshpd topdter

i ndi cat @edtdimllistaadeS AMV2BePERDE Mrmicd i daéh 61 tRONalP B 680 BncFif hellfteh bAbEMsuch
hook 615 the | ock controller 408 can %ermt the | ock nmechani sm 600

to ent efat Hicdhizd sepso fces | thelecbpaieal switch 68311 fipped whensthg xpllys fggmed ip fhe

sorre enedipBRanNE B) and thehhttitlb B0 Alowl HE MirdBERE b B tripp¥d. L 16 i 6&Bbddindnt, @R
3nd 6F) can be activated when both the cl anp hook 605 and the
I at

A hé?ﬂk‘%@@‘ sgtecanpsiraigred e pbibres serspis aredrimpedt ance. A val l ey can
be fornmed in each of the clanp bar 610 and in the latch bar 620 such
t hat t hd0Q98] r dn searsehodiment; all thejsensps @teangcbarlicad gwitchps 8§%3quirs ne pawyrpeth this

when t henyadih@¥SodiPh pReesld (5%01‘6' d’i‘)ml)olf%ﬁr a B3k ﬁxﬁg%et\% el68h %umﬁ@ﬂou@zg

allow the third sensor to be I pped this e I ment

10secur @mré@&heslt)%t@e@an%émbnt er ed when aI | three sensors are

tripped. 100981 In one enbodinent, all the sensors are nechani cal

swi t ched0AH rldgdimepsing qﬁdwdmusilhmiohihs clemp hdoln@lst the Gndhyhoak HI50 de dsgths of

- I 34
bperat o AR 5l Bl niabh B foRB bl ook bt e B SR M ol ol e g
650, t he sthdambizdriooktathethar hdsemblat thle lbdoxhaem:ﬁsmtﬁh@mls&a@fdnstamiardlslthe
at i.on

clanp b . .
cui ¢ EhedonPartyBlfed AEis Rl 3e PEPng RIS, HRORIABERIER Al phg7s in i
assenbl yengfﬁhdaohbtwmfihgmrmmbﬁﬁe 5iis. deepz €lthe fctamnpioaln A@ @othdlcdout Bbout 2.5 in.
RngSPﬁlg ﬁgg"{)t osu%%lg,axf cil?qur ?engc?‘d’ adndS the lagcplhg& @qﬂaﬁfd%%{lt? in%‘ggﬁorgﬁ}g:
abodt 2 h5usung wittedly ckhedel éilm:khxadkrs ﬁnﬂﬁcargombnwﬂlels hewd difidrant staRdabdized.
fromth en ful xt.ended,. a tch h 615

br o  ud S R0T e MR o HERS B A (] SorBhRUPR N ater
Truck t raithie¢rsonfighrgiango cont ai ners have di fferent st andar di zed

di rensi ons. The di nmensi ons of the | ock nmechani sm 600 can be adj usted

to fit fqéwep amePoBhEI55qQNEH 85NEInchddEdipbhadtd ®MSlock circuit, such as the lock circuit
400 of FIG. 4. The components formed on the PCBs 655 can include the processor 404, the memory
25 424, at least a portion of the sensor module 428, the active lock controller 408, the GPS receiver 432,
the wireless module 440, the persistent storage 444 and the inductive power supply 448. Other

components can also be formed on the PCBs 655.

[0101]  The lock mechanisms 600-1 and 600-2 include four and three batteries 660, respectively.

A backup battery 665 is illustrated attached to battery terminals 666 that are external to the housing
30 650-1. The batteries 660 can include the main batteries 416 and one or more backup batteries 420.

The external battery terminals 666 can connect the external battery 665 to the active lock controller

408 in order to provide failsafe power to unlock the lock mechanism in case the batteries 660 fail or
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[ 0100] The PCB' s 655-1 and 655-2 include conmponents of a | ock
circuit, such as the lock circuit 400 of FIG 4. The conponents

formed on $55 can include the processor 404, t
25424, at‘%@ggﬁ a portion of the sensor nodul e 428, the agﬁﬁﬂﬁhﬁggk

controller 408, the GPS receiver 432, the wirel ess nodul e 440, the
persistent storage 444 and the inductive power supply 448. O her
conponerisloGan pa{VSIO ik @d(ﬁtﬁlj’nl;mid eBrnbItRtECBsS &h%e bt tokhepdratdat storage

nechanis 600-1 and 6 ncl ude fo d three batteries 660
capect B R DR U OAT L BEIoF SO e G sy e § ety
r
L erm na|b5tt&ﬁgnhﬂﬁﬁlb 666 iﬁméblé i:@i’{]ﬂ'g@fcdft@wit&%nb Qi ﬁ%i%o@@o Hbflt zh. attd it by a
atteries 660 can inc e.the mal n_ba ries a one 0 re
backup BEPEEHTTER 9%‘2@.‘” ackdngeapnisy 6 ‘ﬁ’a ‘%‘gfﬁ%est"é? Fﬁ“ﬁ%f] 8@‘6’* 8@1‘%2%%@(??0“
the ext asmaditshad highyt codbe fcbeitddaviteht ddMaging e (@R cIralilgr 408 in order
to provide failsafe power to unlock the |ock nmechanismin case the

batteri gg 06.}30 A gdvher ShitenW7 20804 HDEAMIREA 1RO SO AR Gras 5440 ﬁh@\%@é} switch

power. |n_addition, the external battery 665 can be connected to

per si st GAT SPughied §r 2 usex tq wakeaprihedoek Pebytensdy stored sensor or | ock
data. Grcuitry (not shown) attached to the external battery

t er m nall&10856 Tdbaplaimp hooksfang iatabdiopks GAP tairdsttlénl:iomah@éGﬁtﬁﬁt &feasd 60 amvoot d

an atte

o £ e Ttk A SRRABEAS LR TSR D s

hi gH8r daninitds ¢>emelevédclvm1tmbtut C«naﬂwg)thﬂ;gfmmebdbobkthc flatchai-hoaks st[oomOQfIGS
N I C

Qﬁ‘g’ego\f\e‘@r @%‘M mt?ag cI& eg@ﬂ% 1&% ngen%%i L c%H{git?e ro8(;vufhQ%lr@@iris.!fgii&?caﬁrﬁpother

mechani shapeﬂ)cross[seqztba]formd inttb aﬁrshmkéslapd allasteihe, h@}umoﬁoﬁrkah@em@ther

shown i ELGS. 6A, 6B and 6C arc one exanple of |[ock nmenbers that can
be used t8 engage portions of a cont ai ner door a |latch assenbly

10b e er f . besj de h
ot bantiabi EERET o RS SRR 8 Bl 3RS s riapn B MhRrge, TeToo
mentér omuhamsnmqora is endhdr eptboditbnt dized foe bl EHO, stz&idhxﬂﬁéd shqipmgccbntoihaes were
quest i offapie R S IGEH SP 2 B RO Reshafir AOP-h Belidpy ~plaa?
6D and 6d&dls éamtahteﬁ'f(ibedﬁnemohalis&mt £0fk- Banhshdok |6Cl§tah@.fvﬁdatcﬂ_ Fedls b K and 672-
15mechani sm,600- 3 | not her, e i | SO st andard, se
Shi ppi g BoEOrrarand aRRE TS P e iR G SbBe iehaodil 52 shb e
However ,wiﬂhhﬁhé BkingBEiha e Mebitisth 400 Ugl/dieﬁi: tHkheddaTP ahdlSecbnbibulkhadics77.
67228 o s bulghedy Bt B e o A Bpmneods a0t hoeiBne- i e
rods 67@ﬁaﬂaubm@1maham35QUS 672 are stabilized within the housing of
the | ock mechani sm 600-3 by a first bul khead 675 and a second

bul kheaqof2g) . TAOHiRebllikal rRUKNAROIE KSusing 50-Blabhy with: tofs §78€when the
clanp rods 670 and the second bul khead is rigidly attache to the
| at ch r §HEdwek 605 is moved. The second bulkhead 677 moves along with the latch rods 672 when the
latch hook 615 is moved. The latch rods 672 are further stabilized by a bushing 680 at the end of the
25  housing 650-3 near the latch hook 615 and the clamp rods are further stabilized by another bushing

(not shown) at the cnd of the housing 650-3 nearest the clamp hook 605,

[0106] A spring 690 is attached to the bushing 680 and the first bulkhead 675. In one

embodiment, the spring 690 is compressed with the clamp and latch hooks 605 and 615 in the inner

most position, as shown. In this embodiment, the spring expands and pushes the clamp hook 605
30  away from the housing 650-3 when the latch mechanism 630 is not locked. In another embodiment,

the spring is in a stretched state and pulls the clamp bar 605 toward the housing 650-3.

22



[ 0105] The first bul khead noves within the housing 650-3 along with
the clanp rods 670 when the clanp hook 605 is noved. The second

bul khead é @@ﬁe Plfalong with the |atch rods 672 when t dQﬁgkg&@@mﬁgpk

615 i s nove atch rods 672 are further stabilize shing

680 at the end of the 25housing 650-3 near the | atch hook 615 and the
clanp rods are further stabilized by another bushing (not shown) at

t he end [@#07] heJshgusb Agls 6OLppornaah efthe tlmap ahdlafh hewdk 660md q10 T&itdliok for a

spring 690 is att d to the bushing 680 he f S ul khead, 675.
R on dirsiRabine SR GobBrrhG edae e Yediand Manath e oS n o
| at ch hoaksin @Rhoadisk &b51 érpshize i nner nost position, as shown. In this
enbodi nent, the spring expands and pushes the clanp hook 605 30 away

fromt hqoiwps'm%rﬁ‘a@%eat WG, §INGed AbGE: IBBCHRRLS I 6304 isshevol, TiRak&d. In

anot her enbodi nent ring is in a stretched state _and pulls the

th
cl an-a b &eckimism @%1@ snpg@rs %dh%lp\;hgmg@emgn 60Qppexcept for being sized for a truck (or
20107 151308 Rfallo3RRNECANLRD T b OcbQbhtaiver. MBie 106h Ak REDBIV KarsSH RROE SonBRfeR 48

the clanp and | atch hooks 605 and 615 can allow for a thinner housing
650- 3 coiparesrthenthanprifpisteontlgs. dheahusirg RSbara t@ﬂ?e‘é%ﬁte’?@“ﬂ the latch

posi ti OQQQmB@QJérbto@trbﬁ%nfaﬂmeﬁbr(@r AMTHAGInGIP- 1 or 650-2. [0108]
Referring next to FIG 6F, yet another | ock nmechani sm 600-4 is shown.

The | oc :} Oﬁgﬁgm&%mh@ ggl}ngodcﬁts %&e'a]f ﬂ{] Qk I‘ﬂpgﬂalll% %0673 ¢ r%ﬁpeﬁ QQQ tl% lock

except Sl ze truc or tra er-tract or cont al ner
i nstl@ad nesichagis Ocﬂorﬁoapmple e’ UBchogtdl (8 Sawnibie yareyize ag thetHGRcloard 655-4. The

cont al ”‘Eéﬁ%ﬁ{ Can ?s¥n 63%%5 Qéaﬁsig:& %Bo&@&%%o%fanﬁ%ﬁo 9%&%&%&%& he

housi ng e sl ze t wthin the Iatch asse ars of

truck c 65{1@13”%@ 6(FO s'ilo Csa :—,ri guld %@3%{:3@?{ tﬁgtﬁselgart o(%%] eli\{Blp g Ifnﬁch%{ﬁgm&ggpﬂneefﬂnf

used fo ['6ck mechani sn1 can reuse
10mecharhabhed B0vdtlen bpthe sty rﬂcchﬁlhﬁn PXBnlFd@raD. 656k fBud chatba 632 isethesdame as

AU S I I A e R
]1: : 3:13 gﬁalkbﬂrd 6i63 2?1(1 ri;la\tes an@ﬁ:}th thlafclahipiehrc])b]aﬁﬁﬂmgg;dm]ﬂmdsgimGS@c pffﬂg& rqlglh6e36
fluid cibREdniddemd bEhio Mok ety faftradh B Bbrd sukifed b0 pd Ragtiiie
5!5 bGSI kﬁ,éﬁ;aarmg;rg&t oflf ﬂh%aftdhﬂiodk GLﬂirﬂﬁEWalﬁfﬁ?;eéi is hﬂlﬂél‘ﬂj}ﬁgﬁfoﬂég cbhﬁ%ﬁe';nfSSﬁ the lock
Fods 670 e e0 AR SB-528 Ry b priGmh BRIGR redsd oh e e ns MR
6F are &lGagrhed to the second bul khead 677 and is actuated by

novenent of the |latch hook 615. The valve 634 is hidden by the other

conmponenya1] N ThB &ck afkhamBEGDL4SER 60003) Inchiaes zﬁ@i&enér pabk @@%ﬁ&@h&»ﬁ{ #lFIG. 6D)
assenbly bar 640 is engaged by the Iatch hook 61

2010111 thetHsluded dﬁtéfé%aﬁp@ﬁp% pbaftericyin oty Pilqlféﬁa agsbean%la?ﬁtﬂéw Walek
662 (notyRRQeAbd PackilfBattbiids.

[0112] Attaching the lock mechanism to latch assembly bars, as shown in FIGS. 6A-6F, is only
one exemplary embodiment. Alternatively, lock members could be configured to be secured to other
25  portions of a container. For example, lock members could be configured to be secured to door
handles, latches, recesses formed in the doors or container walls, holes formed in the doors or
container walls, rings, etc. The housing of the lock mechanism could be permanently attached to one
of the doors or another portion of the container and a single lock member could be configured to
attached to the latch assembly bar of the other door of the container, In some embodiments, the lock

30  mechanism could be mounted inside the container or integral with one of the container doors.
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that includes 8 batteries. Sone of the batteries in the battery pack
662 can be main batteries while others can be backup batteries.

[0112] Atéﬁg%@ggqﬁap | ock mechanismto | atch assenbly qeﬁﬁmﬂﬁﬁmﬁﬁﬁynk
- oc

in FIGS. I's only one exenplary enbodi nent. Alterna
menbers could be configured to be secured to other 25portions of a
cont ai ner. For exanple, |ock menbers could be configured to be

secur ed [€103H00TGH IR shew floatdidgesys of §ae sEapldrp pitesisds fortdperafh@hs 100K circuit
formed in the doars o r.walls, rin

cre. Tnadn by B R PR OO b AP Bl AR yciis e eavie

to one dévitdie.gd dmrpermhte abeathaevipsno el 320) diteatRivytadeniEied afd (. S AAGb /s
| ock nmenber u e configured to attached to the latch assenbly bar
of the 8?W%P°§88$m8PrPW "container. In sone enbodi nents, the |ock
30ne hanlsntco | d be mpunted inside the container or |ntegral with

one of {HA4kodPaPiResssdrsiude methedoter tcking Sigdese madsy oo 94bipBine pentaingr in

FI'GS. 7hbQdis nRwsiicomcidh@ @it &k n{éf:hafn@l:hrto ﬁélﬂﬁ%hgédﬁta%c@ fesse folk state,
operating the lock circuit 400 of FIG 4 of the processes are

per f or mEYPMANIERANE i betrycenthelonhmeghersrand the obile devifsypproregisyt tyghe mobile

(e. 9., ubgcdMHdtARIcRInHERIBecHRNINE BSm %%Qhﬁaggu, 3gflin@perated by a
certlfled user (e.g., a custons agent dock rnspector, etc.). 5[0114]

The progagses R'eﬂ:ﬁjiﬂéql%x Fi@dﬁ Sﬂmtepﬂ?) r{!;?t%tft oq’ﬁ étﬁ%&'s S0 £21d %kmg a

shi p |n? container in e |dIe state ock nec an
t o &Y shigskimsghapisattap ﬂ@pplpmccaltas@@ mtée |diecleclsstase is bhwmfu rdferantce ngy Pl 4 and 7,

bet ween,{igl 8§ “thé‘ﬁabf’cﬂtréﬁ@r%éjﬁwf q&%&? Vi lﬁgé%nnt%r?ﬂggfé ﬂ\é 155&?

nobi | e devi ce, ‘and un nism rontt e sh
cont ai néignal pem@ehe Reﬂteqfﬂhmgeltﬂemaﬁnea put@n, Fswitchf 4 &inb od pthgriapnt d’éwemof the

embodi ROk m‘?érfa@e P10 cfr? §1§e %%Qg{r&k h%cfllﬁ:lugtgve oiavgll %ﬁ@ﬁ%{tﬁ&’@%}t{g r{)%‘ge]i s(i)gnal

shi ppi ng cont al ner ock stat

FI GS. 4aehigrwardssn lmh@@kn gi0dte pevree sigod o the ntocasbdraN4,408 optenaliwmgvides power to
i npy duguhe user interface 426. The input signal can be the
resuf I?Qﬁ#g¥hsé% actlvatlng a button, a swtch, a dial or other

i nput d .user, i.nterfa 426. one. enbo me

| auct | G0 DPoL HERTE e e bRl Sue Erers 0 SREISE 6 Raft Hl st e o
an i ndi pra;tcssm 404 istilve a pakaip cangiaad totthe lotlecqatroltee 4601 B1484708amtlbe omitted if the
optional Y ﬁ%o qﬁ? Q (&,to 15t he processor 404. 101161 Upon
receiving t mﬁg s gAY 2V e process 700 continues at bl ock 708
where t essor 404 issues command to the | ock_

cont r of N8P 0BS R blos Lt g foe Gprietir 06 b ey ek e dhivesivereruen

IS 20 r epdhsianef@iochl) Thd Het SR kHprdtgtol Qarphéﬁél‘idtﬁé-gn tht e bRttt | er

408 |n|t|ate§ta npbi | e_ devi.ce di scovery hands ake pr ot oco
¥

The det $sfeg 9¥t 1§ bringgpsed. Ja ghis %w"a%étﬁtpﬂgcoaﬂoltqﬁémﬁﬁabaw master in the

communi gidédvery and handshake protocol with the mobile device of the user being the slave. Alternatively,
the mobile device of the user could be the master device and the lock controller 408 could be the

slave,

25 [0118] Atblock 712, the lock controller 408 establishes a communication link with the mobile
device. The lock controller 408 transmits a signal to the mobile device requesting a PIN, The lock
controller 408 is pre-programmed with the PIN that must be provided by a mobile device in order to
be paired with the lock controller 408. The user enters the PIN into the mobile device and the mobile

device transmits the PIN to the lock controller 408 via the wireless module 440.

30 [0119] The discovery and handshake performed at block 712 can also include a synchronization

portion. Each lock mechanism has a serial number and each container has a serial number. In
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systemthat is being used. In this enbodinent, the | ock controller

408 acts as the master in the discovery and handshake protocol wth
t he nobi | the user being the slave. Alterna

nobi | e des?gzxﬁég?ﬁL user could be the naster device aﬁgﬁﬁh%mﬁ@ggm;
controller 408 could be the slave. 25[0118] At block 712, the | ock

controller 408 establishes a communication link with the nobile

devi ce. addior, @elsciORts BE ds8dciALByitt BOBAL ISclAniSinGRdthe cOnthin@ HaRNeHA numbers
devi ce requestlng a PIN. The lock controller 408 |sg£re pr ogr ammed

with t h&oPRKObREYPRIephEicATsodetch oS dyRpEmIbiE ka; dae jopk sriakmumber. fe

pai red \sbithinériieridl A6ib& AR b skor 4BB1 nuAlbErs UL IR BINSohiRE afUISEKI M & 4IRS
nobi | e device and the nobile device transmts the PINto the | ock

cont r ol [rSURBGCRANMEREERF e \ne8s cpRiment4AguseRear A eqntainee nipRss A to

and Bandshakaonerfenusmds abt nﬁbﬂ@&ev?c@ darCBviad $e cblﬂzﬁhéiQ&ia@-number and/or any
synchroni zati on portiaon, Each | ock mechani sm has a serial nunber and

each cofgspirerialmyabers ggrllr}gé]le AnAghake ropgipe. Jgsome embodiment, the mobile device is used
2010/ 1519005CENB2HQAAS BARRuREEbA H&bes I, tBER M midaBoRPadGSOLIORIVAR the

with the [ ock mechani smand the container have serial nunbers (or any
ot her t y35& nschagiiheng RiYateERblicdqe msthefs- as crypt ogr aphi ¢ keys). The

| ock serial nunber, the container serial nunber and any sensor seri al
nunber s [€R2A] allk ofsecnahpdisnant A lock dncghanismyoktaing Softwarastprgdinfraemary topprgvide a

chaiyg ”%ﬁﬁég:?t&tfacc kit E‘Jﬁ%o?ﬁ@ﬁﬁb@ﬁﬂﬁm trl?&nlﬁ%@% Ef b Roc 7??“@%'%%£1tc can

nunber in or to 5l ock The user o the no evi ce can
provi de atl¢we thsamarad legrintg asingd pinatedey (@@dhe PININYhe enesean psderingthe digeelyerysind

duri ng & AA0IIRAKS HRIR91> LSO GADORIR M nd d@&m@elkee@%evweﬁ

is used to enr sensors an ni cation Vi ces

comuni datvwsens sigeitbk sgfvatd0) with the | ock nechani sm using

private/ public key nethods. [0120] In one enbodi nent, a |ock

mechani §m2apntéaibhek §of, thed oek cohiorlled4d8verifiomr sncdessfidrhandsbleke af tAONDOGT dther
|ntqrface t hat . can,co

i W th the. il devi. t the, bl k
5 5 G iR T R B s ol BB Bt b R SR iy
(e.qg., tphgrdain?]edPg}ﬂhét;(thsba;ndgahe wmﬁo@smasffel diega@c;mtvarrgtummd) litl@ﬁ:kdsmgKFon
1 1 ocC exl St SO I n e nNoplil e
ovi ce cudgpsh o oS RE spvsb e Yy PRSP ER W@fﬁu At bl ock
716, the ] ock 408 j f f ul dshak f th
PI N (oreQ)]tzI%gr A%Poafs ({eﬁ{e gy @ﬁﬁg béggsrg‘ﬁ?é%g%@e%scaﬁ’a}aviﬁﬁ. % e?h'alﬁénge

r ecei vedht Lam dbigaA®Rial requda\ ek 181 G&R ek chAR b OB SBLARWE dssEBhNy bhlfb ofﬂh@
handghake was nhot successful the process returns to b|0fk 712,

succlss PSPPI Aptaltaro A lpich RRmmaKkran bk eceiyaeipihg adrglsssapmlefdls A tsmatwely

bl ock 726 usbQ@bidlusPbncldhr @k ifR de it oh %sz&%&ﬂf&h Les toA6d8c he CeldhVe@fmAAnd.
| at ch command fromthe nobile device. The | atch command is a request

to | ock 38 'gﬁlmoréﬁ@@@mes{aaﬁcen@aer o7 etxh@arl ﬁh@hée&%aem e)ﬁtepsazfﬁd@f)letsa%

205h|pp|ng contalner comand can received via
Wi r el esgvhighean be @4@ate¢\bx @ﬂ@ﬁatng\hght)pn the user interface 426. At block 728, the user in

response to seeing the flashing light, manually clamps the clamp hook on one of the latch assembly
25  bars. In embodiments with an active latching mechanism (e.g., a hydraulic, magnetic or screw type

drive), the active latching mechanism could perform the clamping at the block 728.

[0124] Atblock 732, the lock controller 408 queries the sensor module 428 to determine if one of
the sensors {e.g., the clamp sensor associated with the clamp probe 625 illustrated in FIGS. 6) has
detected presence of the first latch assembly bar in the clamp hook. If the first latch assembly bar

30 635 is not detected (e.g., within a predetermined time limit), the lock controller 408 enters the
unlocked statc at block 740 and the flashing light of the uscr intcrface 426 is deactivated.
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the user could use one or nore input devices on the user interface
426 to issue the latch command. [0123] At block 724, the | ock

CODtrOlleR%éQ&nﬁébB an unl ocked state and enters a quﬁﬁ?&gwﬁkﬂh%Ee-

whi ch can icated by a flashing Iight on the user ace
At bl ock 728, the user, in response to seeing the flashing |ight,
manual |y cl anps the clanp hook on one of the |atch assenbly 25bars.

I n enbodubRgicht wehﬁriag\thaamw@d kiate@hblogk TBCIRAPIoSEsk (80 En retdrn iy BlbaIT04Gr
magnet i crew t Qe q? %@ theé%ptlve | at chin hanlsn1 oul d
perform bl 7 QEQﬁ?iFﬁé”é‘i‘ Hisctyrpdiandsaate, prge soapivaFnaRics @ich Fepmand, gespestiyely-
controll er 408 queries the sensor nodule 428 to determne if one of

t he send®28] ( &ngn succepsiil flefppyon affbptirstlash assamlly baj ip therclampdiogkpt thedkFa2,

625 ill lt'lfetlE;éktc%ﬁtrélrér Edscﬁthﬁés tﬁ@ﬁtcﬂi%& %El?a@hs&r(@%e RARalf i bﬁvé 5§4%Eo\lr@inc h
assenbl§ bar in the clanp hook. first Tatch assenbly bar 30635

i s nét %cét),@able@ A tO\AP‘tl‘iHll%loﬁl( faﬁ@a'@ﬁleutcrﬁhﬁétﬁt fafolrassemiytbpr andike lp@tk

control lc@ﬁtroﬁgl&(ﬁ'&hﬁfssthé AR 15k dUﬁ&@ﬁl@ 108k cHRfk 46§Qnt@r‘|}% ttlcbi%]e locked
flashing | t L he user interface 426 is deactivated
&’CWOFBE

2010/ 153969 dreoningtesand olseerapands eandispeacessed n@edeqh | ocked
state at block 740, the process 700 can return to block 704 or bl ock
720 to N@l26bt Refarsty neweto il ech\adloy dizpnats hidueembodinteot ef@peicess 88 &ir hasking 2

| at ch c : d i h
firer | TRtk E RSkt fonqiikfhe YRR IBHRRER Uir T REEHER TSP
contlﬂol Ided 8#@810911:@4\/@1? gser pbteﬁdnatlmmtdgimgmfiaiomd ¢ eecgnd latgl niseralple Sartdfighe
val ve 5 5 6 0

rechant SyPaC Pihudfte oo e Bl lodioal ihh & RS hRars BBy bor o g
ent er s tidielocklbtete], dekeet cgt simply rijo@rha lhéc thenhlnigro ftwaod ﬂhe pecdfiBbae Nkt érel lovgk
the idl d e 7 n nd_ot her. .

can be SrsRREE ROk Ened M RhAGE TR ittud FHARRELER FORER Bl TR
d|agranmom<aﬂlﬂdﬂudkﬂﬁmndbmhhmprocess 800 for locking a |ock

mechani smto a shipping container in the secure |ock state is shown.

I n rnef enf@nNgp tAQ b8, helPeastoBi0datcebleoakinB4ignilies ths aver PaSthéd 420S Thhe
| at ch hook near/ around a,second | atch assenbly b of .t he. shi ppin
ot o e D o R o Y behor & 2hpS DR A5l 4L DR Y Ve of
assenbl yhdaaer ifbtcrfadchaes.i dl e 1 ock state), the user can sinply rotate the
| ock mechanismtoward the second bar. If the | ock nmechanismis not

at t acheqyoizg elupta@ Eec&arn d]!nﬁ sﬂgﬁm tth@pruéusygdmn&{ués £b1dcRIVGREre RN
position the cl hook around bot h_bars.
processor 404 1ssues a wakeup command to the lock controller 408. Block 812 can be omitted if the

20  lock controller 408 is already awake,

[0129] Atblocks 816 and 820, the discovery and handshake protocol ¢an be performed in the same

way as described above in reference to blocks 712 and 716, respectively.

[0130] At block 824, upon successful completion of the handshake, the lock controller 408
receives a latch command from the user. The latch command received at block 824 can be the same

25  latch command as received at block 720. Here, container bar sensors associated with the latch hook
and the clamp hook (e.g., the clamp probe switch 626 and the latch probe switch 628 shown in FIGS.
6D and 6F) can be used to detect that bars are contacting both the latch hook and the clamp hook in
order to identify that this is a request for attaching thc mechanism in the sccure lock state as opposed
to the idle lock state.

30 [0131] Alternatively, the latch command received at block 824 can be a secure latch command that

is distinguishable from the latch command received in the process 700.
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15[ 0127] At bl ock 808, the processor 404 receives an input signal via
the user interface 426. The input signal can be the result of the

user acti \@@eﬁﬂ”%gmjtton a switch, a dial or other p&i{]r[l?s‘az}{lnﬁlgtrz%

t he user ace 426 [0128] Upon receiving the in

t he process 800 continues at bl ock 812 where the processor 404 i ssues
a wakeup conmand to the |lock controller 408. Block 812 can be omtted
if the 20i1¢k TeMtEIohfiand 0h beSe@bved AAhaaMmRdl s mo@d12 940, A 1idphaBCi S, (Bl@er

and 820, the discovery and handshake pro ocC can b erfornmed. in the
e el CERAE OF BREF B0 U OF DR ere gt 14 BaRue e Bgmyges

respect iryivwd a{tddok@pa At bl ock 824, upon successful conpletion of the
handshake, the | ock controller 408 receives a |latch command fromthe

user. Theidsat Gt LERREBE @herl@a@doﬁﬁgleahoéqw%a 8afknCaNe RS LRESRNE] e or the
| atch conmand as received at bl ock 720. Here, contal ner bar sensors

assoéi atidalaskedstain and e the deskabingate which cambs indierted by, aflashing light om fhg user
probe swhitghe @26 AModiire2 Itﬁéh &, Eﬁ@&iﬁn@% §&the Q@@naﬁ,m%n%m r\nﬂuﬁﬁy cl%sacﬂéj

6F) can be used to detect ars are contactin I"at ch

hook andlampeiogk arftheltsk hpek @rbG@rOftﬂl? Iptefeaspqnplly barat 19111*1@@ bpéow bryethresst
for at t aalifGod e ﬁ%ﬁi‘@aﬁkﬁg}h& RodkI® SRGEI M ARK . a%%ﬁﬁl? 13s. opposed to

the idle lock state. 30[01 Alternatively, th ch conmmand

bl I i
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| ock CO@S%ﬁéséfszoﬁ@%a&c%?ﬁélpg o HiefcBY nd?c%nﬁ&eg%}le rﬁ&g?c c}fj%gth o hecfa!ft-g}hasgetn%tlyb

or the hd - ent state whi
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832,;<th | |

cl arlngts %ﬁ%éé?tgf}‘ie Il;{pég%r{cgép QS P{)]tg d?cgrtgéﬁlgﬁ anEer aﬁhl?eﬁzgrs an% F%@ﬁ?are%ot

assenbl yletoetrd (e. gThnrlthlrcaaprecﬂmeruhumé tltny: ltnh@, thisleck q:mmsrhlilan gos)entd:mthh uhlodied state, at

causing QE Slé?ﬁ?%kf E?l %?nntha% otq s userl ECI(’:fh e g aéél € ub; Olg ttermg the
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bl ock 8 and’in erence
cont r ol heiockdd8tatp e ipesess G0 eansretusnid bivokl &ﬂ)cleorzbﬂﬁklsm that-establink thef bot h

the Tat ey DR mSMbED 0P8 3 ARG A Flen Yot GedpBliS By PT OPE
20  [0135] Upon successful detection of the bars and/or the door(s), at block 836, the lock controller
408 activates a latching mechanism (c.g., the valve 634 of FIGS. 6), at block 840, to lock the lock

mechanism to the bars and the lock controller enters the secure lock state. Upon entering the secure

lock state, the process 800 terminates and other commands can be processed if needed.

[0136] Referring next to FIG. 9, a flow diagram of an embodiment of a process 900 for

25  communicating data between the lock mechanism and the mobiie device, in response to a request by
the mobile device, is shown. Blocks 904 to 916 are performed to establish a secure communication
link between the user’s mobile device and the lock controller 408. The blocks 904-916 are similar to
the blocks 704-716, respectively, discussed above in reference to FIG. 7. In one embodiment, a
website stored in memory of the lock mechanism is used to establish the secure communication link

30  between a web browser of the mobile device and the lock controller 408. The blocks 904-916 can be
omitted if a secure communication link has already been established (e.g., during execution of any of
the processes 700 and/or 800).
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627 and the clanp hook switch 626 associated with the clanp probe 625
(and optionally a third switch 685 associated with both the clanp and

| at ch bar 20 or both rods 670 and 672, as di )
have been%¥$%g8§§8 hereby indicating the presence of %ﬁﬁﬁﬁg&“ﬁﬁgﬁ?
| at ch assenbly bars. In addition, the lock controller 408 could query

if a door sensor of the sensor nodule 428 15detects the presence of

one or heth) dagos s@fcestsﬁec&mé@mefhe hibddskdre, thalsk @RELMr 4bhRcdaRa(dEh
are not detected (e in a predeternlned time limt), the |ock

cont r o FEReH SEMGH-Grah fnedhail Beied Boa 20 A0 BbER-phopma gl 4 et
fl ashi ngo krar@fek d@h frbMehdisdileidaiied foakeelodBrcliis 4608 3£ i@k el recoid 3R6 HBMlthe
to entering. the unl ocked state, the process 800 can return to bl ock
804 or MSERCHYWO: o re-establish the di scovery/ handshake, or to

recei ve another |atch command, respectively. 20[0135] Upon successful
det eét i dM38F tAidlask P24, shecicive lpekecomelier 493, transmits eedlorgawives the requested data to

control |aﬁ&/01419<§n Belnhopfit BS/i@ Vidhe mragssrmnmu@ MMuRtip® piededlér MRl M O34 Of
FIGS. 6), at block 840, to lock the lock mechanismto the bars and

the | oclommwnicsrd meithardieaioppblekd?te | ock state. Upon entering the
secure |l ock state, the process 800 term nates and ot her conmands can
be procd@S8H iThe dete dadest fOM:881d cReber reqnagt emhmuoicdt Bek mcc}mnﬁm@wms
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mobi | e ok cirqyt 4 8&‘?%0% Cr agpivey af adagiination) Manifest indforgation can

f rom t hendh@eertill mghticks, ép&heﬁ{n@érﬁﬁ]moﬁtcobﬂb(?@ K., D&¢ptofBphi@kdyi of ReysN & devices
smts. and/or receives f he re uested data to

controller 40 ra .
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[0139] The,  data request connan can be a request to comunicate | ock

nmechani SMPEesh fImptieRRiicwR lockmatntenpage detajlyinglpding maigteganse hiskryde

changes niant&taadeBo@tior faentl fREkenaBGEHAMbSNEAGLMA IRSifierslO for exanpl e,
activations (user initiated power-up), unlock events, renoval of |ock

mechani g4 | ORLE KA %quég@wnmﬁq&c%a@mé& 99@&%1149 &dalfaaueaqs'}e%ao@&nsor

bar sensorsg irregular de-engagenent of ﬂgnlsn1 non- use
i ni 28 at datp fhas e [4ck ek 08 aseeci{addiom seasos mlOd'dRs aémm@écmﬂﬂém @@r@mer or from
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points during transport The request for sensor data could be related to all sensors, or the request

could specify which scnsor(s) the requested data is related to.

[0142] The requested data could also be associated with a location log for the system. In this case,
30  location data that was calculated by the GPS receiver 432 and stored in the memory 424 or the

persistent storage 444 is communicated to the mobile device.
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[ 0140] The data request command can be a request to comunicate a
contai ner mani fest listing the 15contents of the shipping container.

Thi s can l\go%mﬁ%ﬁ?t to comruni cate the mani fest |i st J&%gw}og(ﬁgs
0 5

circuit 40 when the container is first | oaded,
contents of the container have changed. The request for t he mani f est
could al so be a request to receive an already stored manifest from

t he | ocHoxB] Cuihk rdfstddsethor daMlaﬂld H&%eﬁs@ﬂ&a@d tlﬁehaséblééﬂ }&8d grevidusly in thc
destination). ni f est |nfornat an |n§r%§e serlal nunber s,
of

ot her adiemsts aftf.ﬂaﬁ?ee&éregst?fégf‘g 4741 tempttchp g pRAvESt kT penseT e Rop! dbe gy
devi ces rZfiag $QGicatrad swisbireddig, 0@ @161 cirSar 408l w MR RTcSe Efnt scnsor
i ncl ude Iocg_ gbers, cont ai ner serial nunber, sensor serial
nunber &R BWﬁhﬁF@ﬁF ACT8UBsyst em seri al numbers. Additiona

mani f est information can include | ock maintenance details including
mai nPendftid] hiRefeiing noxhiodlen bh e dopskaranp of angeredimentod a grpgesrd P ehance

t echni Ciygfcki i?lE'lcfck%{eghan[sQ’n]-f%Hl thEREipFRL Bort B &ShowR "BRAG 106£R) M@@Ialet
bl ock 920 cou al so be a request Po recei ve sensor 25data that the
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data is relatéd to The requested data could al so

associ at Sn‘atd;) ﬁﬁl!lcggsgf‘u'l &k A{l%ﬁ)fla?{hgthg\'?d }?aFY](g & ol &n{‘rg'l'lé 488’1%(561563 o unlock

30Iocat|on was C recerver 4

st ored icomaed fremtheymaebild dmcet\hzethpemslcﬁtremtulesftélﬁ (ademithd uses via the user interface
CO"““”'%%&%QbE8<(ﬁﬁ nobi | e device. WD 2010/ 151900PCT/ US2010/ 040265

[ 0143] 8 requested sensor data could be sensor data the has been

stored me y 424 or the erSISten

Al ter natV ] y UietatePt e Tk bonanf e psreRgari e 2 b aand fock
cur riént cSﬂftﬂﬂeﬂ’ 408eiagtitinges the lavdhing hheﬁbeﬁlﬁ;rr]n (clag alpagkre Gitdhinig rhecAfsmauth ds the
retrieve cur nsor st at om t_he, reguyeste or.s 144]

Rt or 11 HB R B RS, Rt il Het et 1 S B A lich Hager, screw
process diied) elcYro Alhobkiary ahdi€lamp birs FERIRGRS Mitd, bOMrhdve teNbtPPardglaim bars
container i,S S

Bl.oc 1004 t 016 are to establish a
secure CYMATAD Q?Q&H$P?% HBPéﬁxﬂgﬁ?agﬂ 58 ggg@Vﬂ§e°QH@nFﬂ r 408
| ock c o RhteRlthemlARE stk eTHl 1@@&@%&&%4@&&6 dedcevsd diyllights bOothfr8ndi 85K én the
704 resgg%ti%gly, di scussed above in reference to FIG 7. The

bl o0& s f&ﬁﬂl n be omtted if a secure conmunication |ink 10has

al ready been established & P during execution of any of thc
proces 5d@147po Refi nextto F G. 1A, a flow diagram of a process 1150 for enrolling other devices to

communicate in a secure group of devices including a lock mechanism is shown. Blocks 1154, 1158,
1162 and 1166 are performed to establish a secure communication link between the user’s mobile
device and the lock controlier 408. The blocks 1154, 1158, 1162 and 1166 are similar to the blocks

25  704-716, respectively, discussed above in reference to FIG. 7. The blocks 1154, 1158, 1162 and
1166 can be omitted if a secure communication link has already been established (e.g., during

exccution of any of the processes 700 - 900).

[0148] Upon successful completion of the handshake, the lock controller 408 receives an

authentication code of a sensor or communication module to enroll in a group of devices that the lock
30  controller 408 will be permitted to communicate with at block 1170. The communication at block

1170 can be received via the wireless module 440 from a mobile device or from a remote data center.

A sensor or communication module that is being enrolled can be associated with a sensor subsystem
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[ 0145] Upon successful conpletion of the handshake, the | ock
controller 408 receives an unlock conmand fromthe nobile device via
the wrel |l e 440 (or fromthe user via the user | r 426)
at bl ock %géﬁ&gggﬁﬁhl Upon recei pt of the unl ock connaﬁﬁﬁ%ﬁﬁéﬁﬁﬁﬁg%ss
continues to block 1024 and the lock 15 controller 408 deactivates
the | atching nechanism (e.g., a passive |atching nmechani smsuch as

the val weths 3dntfherflabihe 16k nRchAAS kécMBng AlaGBhsdIsubBERA HsSINatdGRth3BotBer
sol enoid, hydraulic cylinder, screw device, etc.) to allow the |atch

and cl afpPBETs ThesHerApeReRmHEagon Bpdylehaty beipmhenrplisd cpn alfPeaswried
into thendupdkafdcBshiROE d | tAOwirdB8 ndiRIe 856 tHOORK Lodddr BYES: (B schdo? GloddiO48R)
where the | ock controller 408 enters the unlocked state. The | ock
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di agram of a process 1150 for enrolling other devices ?o conmmuni cat e
in a sefBbliE/mvaEESOR2idevi ces including a | ock mechani smis shown.

Bl ocks 1154, 1158, 1162 and 1166 are performed to establish a secure
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conpl et itlgrpresessphdddtia antsliea kempankie of the kock arechaplisesr at Gommpoenitwaed érthe lock
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a group o 3evn)'ces that the |l ock 30controller 408 will be permtted

to co i.cate with.at,.bl ock 1170. .The ¢ i i at bl 1170
bon_ par 1P, Bipbh bt B Ko deasdl FuC ST AL hsotsis alfiges o
from a beebil E78ddicea the Itk tonttdllad’ ad the moduierbeincairelzn intibadeld gisdoherdy ahd
bei enr o d can, be sqciated with a sensor su ste WO
20107 10 TugeREs sREDNRS 1538 JRbSsH i bends i PR fe R s b Shessratiti s m
i S secubloak | 2, the po&o N | Suirsyesdsarblsls bigicatiett thé bbbk emablie HOL gokaihaer .
The senso Y €O ni cati.on m e that, i ei.ng enroll can als e
T oot aghefrioR R Skt R tafe Ry Mot R e SR T A ot
t he CPSstoesgeidwerif thd Ramishdkh @rosedusowasimnslick@s MR e ddeoeananddaaiBae ipaicedhre is
with a comm(r%ﬁ)%t(?kggﬁ subsystem associ ated wth the container. The

c

5aut hentPE4E an be a serial nunber or a cryptographic key
such _as asﬁ)ubl i c. key of a public/private air. Upon

key p [ Q149
recéPvi i3the Taabﬁ@ﬂta?%arpmﬂredﬁef%m&é af H@cloohiﬁ%ﬁanf&lmar@% oo d@g bock 150

cont i NU@sntioMetd0@@luld debdiviihe hthéiiRatl 0B Ckd Rt iRlndAnle40i8g BsbAak WElethea
communi cation link with the sensor or comuni cation nodul e which th

. 3 . . e
aut hent eethentisiioasade qouldbeeperypipder ngf- t\p edrprimenshrivhie theapthenticatipn codepof the

can be @08k 8kigs Snrblidaks £ laSieRbyYd) and 136k WnliBlle 388 AR BodtdDbeiy @
W red Iir?k (e.lgg, resta!E)I %ﬁ‘g% gtiha tyK% processnor 404 to ano?her eif

conponefErodtd R exgEReaEIRaGaE IR BEsSaEey LuRaihe FRAPSHPHe e Fefexprarlk if the
nMechani sfhentication code received by the lock controller 408 at block 1170 is a public key of a

public/private key pair, the anthenticity of a message could be verified by the sensor module creating
a digital signature of a message using the sensor module’s private key, and the lock controller 408

could verify the authenticity of the message using the public key.

[0152] In some embodiments, the handshake process at block 1178 is a bidirectional process
30  where the lock controller 408 authenticates the sensor or communication module and the sensor or

communication module authenticates the lock controller 408. The bidirectional type of
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[ 0150] Upon establishing the conmunication link at the block 1174,
the process 1150 continues to block 1178 where the | ock controller

408 and thoquH 0rpeing enrollgd initiate a discoverydgﬂ@gﬁwwgﬂpgi

15handshak proce ure. If the discovery and handshake
determ ned to be successful at block 1182, the process 1150 proceeds
to block 1186 where the |l ock controller 408 stores the authentication

code i N a@%heARhRInl aﬂﬂwéf\éeﬁ:ﬁte&&&ia@m&bhﬁﬂmﬁmuh BothAire:tbhe SiRIRMEtitbdécHlbe
t he per5|stent storage 444, |f the handshake praqcedure was

unsucced&FaRY, the J78s0g PsosRHcatdpym fe Fakentisats dderkanichanisgheat ed at
bl ock 1178. 20[0151& The handshake procedure perforned at bl ock 1178
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aut hent igg&tda®y isQle: lﬁéﬁweubéam%leﬁemlnaan&@ mhm@éimeew/ebeaeeen}olned Ifit is
authentlcatlon code could be encrypted or not. In enbodi nents where

t he aut Ketgrmiped themo mm@qlulqsr@ée td anrellosle fha grasess dil Fprogesdseto block 1194, where
crypt ogiaNBiCeok @McP 108 tAA8mltOGH o 1FRRE {nﬁirh%on@&h@%ck&%éﬁa@hﬁ 1P@E Bbile

enrol | ed coul d exchange authentication nmessages using t
crypt oguayies & akepgts ylata prpterexhihever, is parformiag fxgntobleent Ié%ﬁe$5dd 5¢odaore
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public/private k galr he authenticity of a nessage coul
verlfle@kﬁyiﬂﬂﬁ Héﬁ§é 8,ibef |l &86canddi¥hg a digital signature of a

nmessage using the sensor nodule's private key, and the | ock
contlfol I[€¥54408eword at cormmivfiyatioh enodulehentalsc be ye-afrolidigromes ba]gmedshiarg usihga

public , :

bl ock 1§§§afggéég%ﬁ %%?lo%gﬂbq§%§§§§%§ﬁWHmkn?gﬂ§nﬁ%ik con?%%l %Pe408
aut hent ipcd¢resd ahdeserdnd @lnove,rbucﬁnnrﬁmh icc@tol lerOfwebaives zamiﬂteim:ascarmde ofdr sensor
comruni ent i r 4 8. The

bi di rect% ?(E)na %/aggn of &H%/\% df]de{%’?l lg\i‘@&ﬁg&@rﬁgiﬁﬁ ‘JUt he B morgt4i2%ﬂr the
aI | ows pewigtest sieragef4dd bheinfoommiionirelated @rthe smnbmbhcaﬂmmlemtanmnmodlﬂit axkdciuted

qus c%qhbe %ﬁau &“mgﬁ sensor or communi cation nodule to
auth

nticate the qgﬁfgﬁ1 [0153] At block 1190, it is

Rl RR R T RN TN E o
need t 0 op@ra@iprbkaskcuit fo reford endofl @4t& Ndtai@tata) ald/FrRtHEIPIn® rieElAl i eshodh € ThO
be enr Olplro%gs’s ltl 6106 cag Iiagggr osrme(} Sthr %e%gl%ggséné (C:)orrlljrlm?n?clz(ah%r} r?llctdulgg1 a%sromate with the lock
mechanism have been enrolled with the lock mechanism using the process 1150. At stage 1104, the
20 processor 404 wakes up the lock controller 408. The wakeup can be a periodically schedule wakeup
(e.g., once a day), a wakeup triggered by one of the sensors of the sensor module 428, or a wakeup
triggered by one of the sensor modules associated with the shipping container. Other wakeup

triggers can also be provided.

[0156] In one embodiment, a sensor module located in/on the shipping container wakes up the

25  lock circuit 400 via a RFID power signal received by the inductive power supply 448. For example,
the sensor module 128-4 attached to the door of the shipping container 104 in FIG. 1 could be able to
provide such a power signal. RFID power signals (e.g. ISO/IEC 1443/RFID standard power signals)
can penetrate walls. The RFID signal could be a vicinity signal (having a range of about one meter)

or a proximity signal (having a range of about one cm to about ten cm).

30 [0157] Atblock 1108, the lock controller 408 receives sensor data from the sensor modules that it
has been paired with (using the process 1150). The received data can include a timestamp to be

stored with the sensor data.
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[0162] In some embodiments, the lock controller 408 can be configured to consider the states,

25  and/or change of states, of multiple sensors in making the determination at block 1116, The lock
controller can use previously stored sensor data, location data, lock and unlock states of the lock,
collectively, in making a determination at block 1116 if a change of state of the sensors, and/or the
lock, is actually a change of statc dcemed worthy of reporting. The lock controller can create a
cumulative signature of the states of all sensors associated with the lock in combination with the lock

30  condition and determine, based on the cumulative signature, the new state of the combined
sensor/lock/container system. For example, the cumulative signature could indicate that the lock is

no longer attached to the container (indication of a real intrusion), or that the lock is secured to the
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at block 1110 can conprise verification of a digital signature,
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O!

[0167] Insome embodiments, the communication link used in blocks 1120 and 1124 is a two way
communication link. In these embodiments, the operations center can request additional data from

the lock mechanism.

[0168] Upon finishing the transmission of data at the block 1124, the lock circuit 400 returns to the
30  sleep mode at block 1128.
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I n some enbodi ments, the conminication |ink uséd in s 1120 a
11245i s seppixd swwoe%\rﬁﬁyﬁﬂhéatamdwﬁwﬁk@ rupp lomhesewsirbodi ment s, t he
operations center can request additional data fromthe | ock

mechani 4071] Refdniigo®kt toFdaE. 12, nifloWidmgranhef anrcahsdinsgiodnpokesd a2 fat t he

1126, O DT LIS b TR ul istER o S o sk 208 B

sensor s/lekinechaisnassa mvedfron the rdiebaticahi® gpd diogod5s prokiled attbdvapioabe

027 and bRSEh@TRL AR AL SRR BAQ ARG, B o Ui scussed above, can
Prts B0 e,

be used rocessor e lock controller 408
oL oyt T OB e L SR 0L
and/ or betdty ¢mNtTho kittedmidddiBn at block 1208 can be based on an accumulation of data indicative of

current draw and/or voltage of the main battery 416. The processor 404 can receive the current draw
and or voltage data an provide this data to the lock controller 408 for processing or the lock
controller 408 can receive the data directly. Alternatively, one or more algorithms can be used to

25  predict the remaining battery life. The algorithms can be dependent on various conditions. The
conditions on which the algorithm depends can include time, a number and type of functions
performed (e.g., function types including transmitting or receiving data, querying sensor modules,
locking and unlocking, etc.), environmental conditions (e.g., temperature, humidity, pressure,

altitude, etc.), or a combination of any of these and other conditions.

30 [0173] Atblock 1212, the lock controller 408 determines if the battery level remaining is below a

threshold value (e.g., a percentage such as, for example, five, six, seven, eight, nine, ten, eleven,
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5 is awakened. When the lock is in a sleep node (any | ower power
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node. 101751 While in the | ower power node at block 1216, fewer

conponensy7pr @uﬁ)aa&éatagﬁn Blo&k pzzwhadhémpdt B2 nd] @RI SUKNEE 1B&¢ th&dhinibrh h& REn
the main battery 416 or exanple, substantially all subsystens of

t he |ockecew<bd1°tpr%'@%§ léQ%wtm‘fqaéo Mpdcleed.oyhenhe pigeessor 464 tndan thelogkhe

pr ocess gpnidilé) 408 aRiwakercl 8P 10\4@ c&%hem@is@@s la 641540 $oBBYorRtRAndR receive
powered and the processor 404 and/or the |ock
power from the backup power source.

30  [0178] Atblock 1224, the lock controller 408 performs the unlocking process 1000 of FIG. 10
including the authorization (c.g., the discovery and handshaking) with a wireless device in order to

receive a security code (e.g., a PIN or other authentication code). If the proper security code is
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10 controller 408 can receive enough power fromthe main battery 416
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2000 of SRtk e b SAST P18 LA TP DALY BIF & love (G APl @RS dhlget
hands haltierigdking rhdehanissh.r el ess device in order to receive a security
code (e.g., a PIN or other authentication code). If the proper
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In this enbodlnent he user can contact the operations center to get

the def &9 to lé@éléww thoRnekupehyitery 29 bas self éls‘aufg% hesoad thagsheld Jgval. B?Ehen the
used t 0 LeXIPYRMEPED Hab'@isd8eY blyoR@ Ml itlréshol@ @1, the processor 404 or the lock

controller 408 couples the main battery 416 to the backup battery 420 to charge the backup battery
416 to a fully charged, or nearly fully charged, state.

25 [0183] As an alternative to monitoring the voltage of the backup battery, which can in itself waste
energy in the backup battery 416, an algorithm can be used to estimate battery life. The algorithm

can depend on various conditions including time, temperature, pressure, humidity, altitude, etc.

[0184] The backup power supply could also be an external battery such as the external battery 665
shown in FIG. 6. Alternatively, the backup power supply could be the inductive power supply 448.

30 [0185] In addition to providing power for a failsafe unlocking scenario, the backup battery 420

could be used to report detection of the lock mechanism being tampered with. During the lower
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[0180] The default security code could be a one tinme only security
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[0181] The backup power supply used for the failsafe unlocking in the
process 1200 coul d be the backup battery 420. The backup battery 420

has at Ip@asﬁm@iaaugbclqomw rthé Sro&eesoaBheoiitie el @akolldneod ek ugega\aairaﬁivad
| east o al l.ows the

? h .. 1.n thi f t.he backup attery

o oui ¢ Hmuhe Baigugsy 4T B hrtie tocRn ) BT b e T e B et oy gguges

lmal E batit ge ﬁenﬁdrﬁnddilealtm alﬂﬂeesekenﬁdmmdicste n% tjlls Wk hﬁblﬁfﬁsm&@b&iﬁé @ﬁl%s?r&@&ﬂle
OoCKI n nmechnani s r the oC contr er .

408 can 068&?)?‘@P?5%T4/\)§Lh’1‘1?%4ﬁ9 "Edews 8 reRg ARG 0 i%aprf'éwns

420 8pOReritd Otladk sdf@dﬁ@hﬁ@o@ﬂéﬁ PR th@fﬂdcﬁ alekhanisth & REWF £nédd adbsidensanglsiaRd with

battery 420 has su ci.ent Eﬂ%ﬁr for a |l ast one-shot unl ock event.

Li ke aIIGHQP?EFE%ﬁ ’ﬁémﬂﬁ? batten, / 420 can experience sel f

di schargin due to | eakage) even when it is not being used. In
Che Doe BRI it progtEmTRC0E R b0, B0 IED. osk k200 Sh LIRS o 5. 10, 114,

moni t or § 108y Vot Bl ryslhg Qﬁ%}iﬂlt%t frﬁé yroée%&bm @6@%0%0@*}% i,

backup battery 420 has selt dischar beyond a tHhreshol’d | ével. \Wen
t he bacRip1I98ma by akred, K &s byhadrgh! a%?dﬁ'ﬂo‘fQQeortfPﬁr@ggf‘él d level, the
processor 404 or the lock controller 408 couples the nain battery 416
to tlhe BAISRLp Referinynex4p FlEol hansige viewe b dask upchpaismel3p04 1@ched tau fatsh| y

char ged, lrﬂblg%g'{]i%5 orflalcgntﬁn%rdgﬁrgnlms%hgw 2Qd 8 Fec Vﬁ& %Plﬁ)'otﬁﬁ Qt?atchedﬁ? the

to nmonitorin backu atter can in iIts
wast e ewertgyeribar 1366 vsb%t@lctqmndramk ¢345. The IOCh meehagmml 13A0Al deptndeea bk de.£.02
estimat %o&ﬂ{g?rggﬂ)- LT bodN 38! ﬁ%lh&e*s‘ Q‘sfc‘sﬁ‘% o‘?%Q\‘?‘eﬁ‘eﬁ it %ﬁ?fa&eoféés C‘Pfﬂedf‘r& | Ons
i ncludi ng tre, tenperature,

[ 0184] ﬁrr@cb axWupslppadesnchstby pl aymthomoutaaiesm ldy@readnntembsnmh ftoat ctfeheycosiamhr

25 e exiel gl BaLler e e st b £l GuaPon ALLRLNSA Y Sy ok B

backUp power "supp In uctlve power 0185]
| n addi eomdaingras lpwwd ditmpespowe The goped stddck $b25€prmhisdk:| qtlgpr soxaiar fiom t he

packup RALLSE ¥, tﬁ% 9%@%58' 1964 ﬁﬁt?a%J}ther BBOBLBLE T340 A LiopdTidnPSlfface 1325

nechani
2010/ 15 tﬁm#ghismmﬂﬂdoelﬁﬂﬁﬁl q:w@mherrshaj)e that avolds chtclizg @hild ushipg teegsor

404 or t%ﬁ@n% %Q&rok&ﬁé ﬁggcﬁgukdl¥§¢§pomer.received fromthe main

batter Yy e remail n| ng o0 nonitor accel eroneters

ST TERE TS LR T ST .

t anper ed3394. tIh sorhd\@nbod bhdap, hatisanyt 14325) isa65d littdn BBout Bt tlart iBcH MK tcsd Agn about

amer 09 e hs OReTALLORR ROENGGE ) SLASh AAISELS, aESecl el

cont ai nete déﬂluinelr c&b&&n@&pﬁﬁﬂduﬂ@ keitle latch assembly bar 1305 less than the distance between
the two latch assembly bars (latch assembly bar 1305 and another latch assembly bar not shown).

25  The height of the body 1320-1 can be increased in order to fit all the equipment within the body
1320-1. The housing 1320-1 could also include a sloped surface at the bottom as illustrated by the
dashed line 1340. The clamp hook 1315 and the latch hook (not shown) can include sloped upper
and lower edges, as indicated by the dashed lines 1345 and 1350.

[0189] Referring next to FIG, 13B, a side view of another lock mechanism 1300-2 is shown. The
30  lock mechanism 1300-2 is similar to the lock mechanism 1300-1 except that body 1320-2 includes
curved surfaces 1355, 1360, 1365 and 1370 instead of the sloped surfaces 1325, 1340, 1345 and 1350
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[0186] The processes 700, 800, 900, 1000, 1100, 1150, and 1200 shown
in FIGS. 7, 8 9, 10, 11A 11B and 12 are exenplary only and not
limting ses 700, 800, 900, 1000, 1100, 115Q, y
be aItered‘;B%BhQ@@r§ havi ng bl ocks added, renoved, or rearra%éé%ﬂﬂya
10[ 0187] Referrlng next to FIG 13A, a side view of a | ock nechani sm
1300-1 latched to a | atch assenbly bar 1305 on a contai ner door 1310
i s showwrf thEhekIneekanisae FBA0i 1S mhasﬁoecﬂsu'rfsceauxﬁcm 1355 tahd 1 ITORhAAINEH Al
1305 with a cla 1315. The chanlsn1 300-1.in es a
oy (& Ut SRR 1oEh TR EoPGafhs ap e N a0 aned or
bevel ed front surface 1325. The, front surface 1325 is sIOﬁed such

that if [$98t hdrefegblydhnlork mechapisms E30vrighs [rssthen ghout 19, 43.3A¢ orgp ppynds.

cont ai nathe hokhb9 132 RABKoFHES FaHIRfic, tergRtd) 85mfemd, 3t Metal ikl |n VaRbus
catch on the body 1320-1 when the other container is |owered into

posi ti ofMbefiEmesf.oped surface 1325 prevents the other container from
catchlng on the body 1320-1 and damagi ng the | ock nmechani sm 1300. The
sl oped 9194t Jiefraegnexs Fleakt, pblosk diagrgmiof an erubrdleraent ef 4 wiselpss a¢nserrmodule

anot her i [
SnoyE cROAPROBIAL SBYA! Fhe &ggg{arga%oe«ﬁédfgeldgﬂaag% LREmBLdIE] inGB g M dule

mechani 9@¥ 1 @me@démelﬁd@t ownld b esphetidnd mtatdeﬁhlagsémmcyssmalﬂoiwslcwomoller
di st anc rgs%g@warl:ﬂ §£ﬂ€€ f4'5§“ﬁ§e sohagre% b ANEEin ?Ers'is%en# §55zd NRY such

about ha an |nc and ess t han about |fty per
t hi dRnevsflagh, RAM dscempe Q@@Olom -volatilgingantprn f ThetpersisteokstoregehldiB san lmaagup ggre

paral | elig ﬁﬁérgg)dgfé%l?e'légg endif? o%lulgr&raﬁ"{ IQ@@q'aﬁ&'éeﬂgortr%gﬁlggm V?Iac‘%lg?_lmounts of

assenbl y | ess than t i stance between t

assenbl yistraical s¢hsat wwhdingssemilby/bdodored BOB: rerrdbtaahsiolagy 1408t ch assenbly bar
not shown). 25The height of the body 1320-1 can be increased in order
to fit 40192} hghqsqmibpmmeht ofithichecmsot imedlbodwuft:m@}l&uscﬂﬂaea bmm&hnlg Alaamg.

could al.so inc .ace_at

Che. daoREgeiPrls SfbeShabBEniitrkaEEy HutbBunion Gl Sotre H3bR MG St
shouf) eabodimehtsl clcmlcSIba)pecdfou ppaoreathah seonivy iteerd @€ Biteras withlit datoedr diyartcivd
dashed L. n 89 Ref rr| nex to FIG, 138,

o e vi BB SeBR SRR Rt e 1 30615 Ve s eteag st
mechani snmﬁlBﬁ@-szparac &b theasendod mbthelc bmmhryrmmbtahmﬂmcgrzﬂﬂg the excapitiohdidtin
body 13%8 cl udes curved surfaces 1355, 1360, 1365 and 1370

i nst ead "Yf '1’*?10 "8f%ped surfaces 1325, 1340, 1345 and 1350 WO

2010/151900PCT/U82010/040265 of the_ | ock nmechani sm 1300-1. The curved
sur f acedVPSE5 A wigless trpnsseiver 4! Abinysdifireetigepl FREwHeatigh With thegyirelsshispeing

andhor  lepedit NBehaRd sPand 1AMiCREES Hir Ags QfnligeatiSe OHBCRABDIISRNE 3004 Bave
[0190] Preferably, the | ock nmechani sns. 1300 mghghs | ess .t han about

10, 15, p f(')‘i”’???“f%”lﬁ‘i‘& antenpdunzg (R pthgdreauemgie e/ g confgured do werkgvith other
pl astic staﬁdiéi’@sf GRS Smb&RMBAS Edul haQk oMB trdhsnSRh lcajabilihAihitRiASireless sensor module

circuit 1400,

[0194] A power supply 1416 allows intermittent energy supply to the wireless sensing module
25  circuit 1400. When in range with a reader (e.g., an RFID reader), energy is coupled to the coil 1436
and converted into appropriate voltages by the power supply 1416. The wireless sensor module

circuit 1400 becomes fully functional when properly energized by the reader.

[0195] This embodiment has passive sensors 1420 that do not require power to record exposure to
items of interest. For example, fluorescent quenching polymers or molecularly imprinted polymer
30  (MIP) technology can report detection of a substance that has come in contact with the item sensor

1420 when the wireless sensor module circuit 1400 is in an powered or non-powered state. The item
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5enbodi ments. [0191] Referring next to FIG 14, a bl ock diagram of an
enbodi nent of a wireless sensor nodule circuit 1400-1 is shown. The

W rel ess le circuit 1400-1 is enbedded in a | e
128 in thﬁgaaﬁggﬁﬁ@nt but coul d be enbedded into anytP?lcfefglgézl[']%mmﬁg%J

processor 1404 or mcrocontrol | er runs software using the nmenory
1428. The software can be held in the persistent storage 1408 such
10as f | ashipr ROVkof resdargheoidak physial, uﬂélaﬂﬂohﬁa chRg®inthe Vil Terchiigik 8ighifics
storage ,1408 can b se o store.identjfiers fo he wirel sensor
odut o i & 6Baabe B Sate O Soaitiin s oShket b mihig: fR0 oArt:
hi st or i catfigmeidsobe seasidvaig on€armark samprandd @rceditionst he persi st ent
storage 1408. 101921 Thi s enbodi ment of the sensor nodule circuit

1400 is [e®@f aBhdh (BORIrEIE kshsorAERGWICLY 14D0QERRERIweldiZthe CaRshL ofiBed
for authent|cation, authori zatl on or, secure storage of information.

Ot her 15EREISRPRLMEE candigiresosied iisBeipargisten| storage &4431p8 AXROSYFE iHermaties  hfvalue

i nter estof ﬂdetchlwaareumn%b@&anmr‘m@.irmléaﬁmf&mduﬁtyof cRRARc BXERACER M 1R
coul d have a separate wired or wireless smartcard circuit conpletely

separ at MRS Ssitrtioraetimes eanReguel hatiha reuttanch a1 spae elfpralschigalihe

t wo fU”Qéd’dQﬂ§clﬁ§acl:eﬁbﬁJ)bl$ané§té QdiniRAbn ofl RIRBle, A W rel ess transcei ver
1412 allows bi-directional comunication with the w rel ess sensing

20ci r cui 619%0%@&% l?cmt%'iﬁ@ i]54§%01h§1uﬁ5§§f3n]cs§)slien’} fﬁo‘é i ?Héyﬁhﬁlgfe'cgﬁamers

O her errbo Il ments coul d have [ e transcel vers ant enna t uned

to dPherl59% eq@mlmbé@nmenhmlsmpkﬁlpg@nuédg daoorsithe opntainerstl AR, adaressidalr ds .
Sorre en@%hﬁﬁi@ﬁtﬁbn%@“l:éjort@ﬁ'%I%QIFe)fer}e e %@gﬁe erfe@RPlel 1%y%),y41p115r§ogm 1520,

W rel ess sensor e circult 140 power
al | ows iapd epatsllite spmmarieatigy devgspiryelt 52 s Tanted &) I@seaﬂsreqaswtdgtewgww@) The

25Ci 1 cuigfaib 409 520 Qseh o PR oWheaBre dmh tﬁﬁéj&rnta Rrsds0s § @dhlcﬁfé&l&&%&e%&

ener gy |s coup ed e co 1436 and ‘converted into appropriate
vol t agegxample. [ee Ipﬁﬁoem lézﬁpwuld blf:zﬁmobllwehwbp push @s s shiprgein, atyudd, en gicrafuite.

14095“%%]@&% d‘i»’*rorgkr{ltﬂﬁhl'q(?f?@édégEFQuBFcﬂ&%E'Miagrggaﬁc?ﬁ H%X the reader.

[0195] Th as pas Ve sensors "ot require
power t or int . For exa
fl uor esiﬂ19 fql}glﬁc I%%ﬂa 8]I1 r sgtr)ﬂr%3 S‘F‘Tﬁﬁl‘é‘* Cﬁﬁéﬁ%ﬁf? Fﬁf?lfl?ﬂwé“& ‘bgfi”%%r
30(M P) cbmmhmoét@gylcmncsrswms thethetmemihicetionofetvaorissull emn@e3 Ithat thbigalconme
in contact vvit n Ic;l £55,.3ensar e
ci v outt 2nBurich e TR g REpd® B &5 The RS I Sand
2010/ 15 18GaeRd ISPQ 107 &4 02mdples of systems that the lock mechanisms 1510 can use to

20  communicate with remote locations such as the operations center 112,the government interface 124

or the commercial interface 134 of FIGS. 1-3. Other types of links to communication

networks/systems can also be included in the communication system 1500.

[0199] The lock mechanisms 1510 include circuitry including onc or more wircless
communication modules such as illustrated and described above in reference to the active lock circuit

25 400 of FIG. 4. The lock mechanisms 1510 communicate with each other by forming an adhoc or
mesh network. Three types of lock mechanisms are illustrated. The first type of lock mechanism is a
satellite master lock 1510-1. The satellite master lock 1510-1 is equipped with a satellite
communication network (e.g., Satcom) that is configured to communicate with the satellite cell 1525
vie a satellite signal 1527. The second type of lock mechanism is a terrestrial master lock 1510-2.

30  The terrestrial master lock 1510-2 is equipped with a terrestrial communication network (e.g.,
CDMA, TDMA, GSM, etc.) that is configured to communicate with the terrestrial cell 1515 viaa

terrestrial signal 1517,
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sensor 1420 can read a chem cal, physical, or electronic change in
the MP. The change signifies that a detection of a target substance

or subst anggsyfiasioggcurred. Each item sensor 1420 can b‘ec[.lgﬁl%% Og\y/{[%gg

to be sensitive to one or nore conmpounds or conditions

the wirel ess sensor nodule circuit 1400 is next powered, the exposure
of the 5detection polynmer can be recorded in the persistent storage
1408 as [Qz(mbs arhe siteiﬁtmmmtet ok 190el andlthretemdstriahmagarpakuis €0-2 afeqisortpripped
can be a_.yal ue anount. of ex i

' : ._Th
char act S B FRLINE isid fo RBRY R e et i Rlh. PG Zsved "
resi st ange. 1(5019 ssone cominenicat etth vthedbtlymedhadatd 1510 kratha @ice neditdrk )ia a short

h 019 f
o commura st T8y clefos B BRI Dt R PR S migdest 15102
mul t Bpl eat cxmkrnmgcamamlttalmlsmschiﬁﬂlﬁs B’Selmas walgayhmmml gdtcllith @r extinlant o@fidication

1505, a terrestrial co r _cel rred to

nor oat t Fg0e; bp Be o ETE e R oh8Guibe erbtodlp ot Planie e ST ER 1 ¢ o
conmuni ca-tesmlalrdmﬂrcdl mwoeel | 1525 (referred to hereafter as satellite
cell 1520). The platform 1520 represents any |ocation where nultiple

cont ai ngeR1150%c @aidl hdaf 16R okt sath 5160 2 Q¥a8Pl 8.0-1 h&lepﬁtaéeﬁlglisnolﬁﬁrgnot
coul d be a nobi | e . vehicle such as a ship, a train,_ a truck

ai r cr af @bledy commugate 19 Ay exberg! pefyerke iyt Elnl&F%OB’é““&‘caféb‘B@ othgr Subeells 1510-3

war g0ouse oncoftiickil¥@éds 151 0Shérpdedsial &S 151001 9B lthcIIRBrt tRLE @ﬁ&r&gs@lhksC@rh
1515 and_the satellite cell 1525 are communi cation |i nks

conmmruni CAF FEiP et Wisineildy forromaupigate SneRiRTRA! AEVPHS cwém@?%e 1112@116 pprtigulaF

310, or sthen howad lbelermiumb&ﬁwmpleﬁér\é@muﬂaéﬁro@leﬁﬁ,ggt ABAVeesk Br batelllte) to
reference to FIGS, 1-3. The terrestrial cell 1 and The satellite

cel | 1588MaAMRicas With euermalnctyadkse 0§ 2}t tigpartifrdarisehegl! hdlOnhisilesagd insrpsitigp on
use to %gmz,ﬂz{ffﬂdrﬂ'l@ﬁ RichMnalit QARIIEto! c@ﬁnﬂiuhféﬁ"t@ (e's%' Cic@Sa pIBoPHRAIIAENS 1520

center he governnent_interface 124 or the commercial interface
134 18f  [of exs orpoge containsrs k50 blocldpe the sigBaly. o conmuni cati on

net wor ks/ systens can al so be included in the conmuni cation system
1500. [(6293) Tihe lackeiechnaishianp Khase n&1Ded intsathe (ecd- rgith tettgricsh dou thisrgasome

or nore klﬁééftws%% b@&téﬁ@ﬂﬁ 5&9&0@&1 !}1¥'§fttﬂetalto§gm%gms]}m 1510

descri bed above in reference to the ac |ve Ioc crrcur
FIG 4. lsnhéucmc@nm@thmfmﬁmmmommmnmmoe istiytwakegein tiet firegesdors and

form ng n : : JBS re
illust ractglgqulﬁgi?ﬁfeb ? {ibrsgét% é(')}?é OCEQ{E anl %Chﬁénl%f(agjgrtgeq?ﬁ tlni?ig ‘Qg?r?

| ocR015thanges iErBteteseﬁsensrorStaed nalstlesfatbsockhls_mow hedogiplisheil ppesingw syinclaonized
satel i eranniol that i f I

conmuni glgltg W t%bﬁ Abglg%ﬂﬁlt [ tehlg(é??qg ?[%Ii@?b%g’g%“'sa e‘ﬁ‘% gﬂg? ]Og]yfn%%gél?mb
The sec @wdalscyhpesym’ﬂrdmﬂ Pﬂ'BIﬂham swen jifshey dogrot st nicass toras ¢xeerndl otokzk in order to
1510- 2. I -2 i ui. ppe i.th

Lorreat Fiky g RS bEae RH Bh | REah EReRRb MBI ARER ot rofhnppy o
i s conf isgwhedizettongigomthmiscate with the terrestrial cell 1515 via a

terrestrial signal 1517.
25 [0203] The frequency of the wakeup/reporting periods will determine the power consumption rate

of the lock mechanisms. A lock mechanism 1510 can be grouped into different mesh groups
according to which communication technology a lock mechanism 1510 has. Mesh groups can
include Bluetooth groups, WiFi groups and/or Zigbee (802.15.4) groups. For example, the mesh
network of FIG. 15 includes four mesh groups 1530, 1535, 1540 and 1545. In this example each

30  mesh group 1530-1545 has only one master cell, either a satellite master cell 1510-1 or a terrestrial
mastcr ccll 1510-2. However, a mesh group could have multiple masters. Different mesh groups can

have different periodic cycles depending on the power requirements of the communication
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WO 2010/ 151900PCT/ US2010/ 040265 [ 0200] The satellite master |ock
1510-1 and the terrestrial master |ock 1510-2 are al so equi pped with
one or MRy SHBAS196RNTE W I el ess comuni cati on net wor KcRis3n10/040265
Bl uetooth, WFi, Zigbee (802.15.4), etc.) to comunicate with other

| ock mechanisms 1510 i n the mesh network via a short range si gnal
1513. Because the satellite master |ock 1510-1 and the terrestrial
nmast er tegbholdgyIBing uSaldny tiogroamiThalekwmetimnisos K S Heiohamisk pwud Bdbbeasrolied |
as ext el rlltﬁgacshaqtt eruént;l_%thg ro%% llygoé}flscuss %%Ivglar‘ltrle 2Ly net kﬁAtthey are

I
S
al so call'e ereferre |te er cell

1510-1 e trlal ter c 1510- 2. 0 e.th type o
Fock melhilal SThE Bty dRBF el eporagresod ﬁ%é%g#aneégwsgn W9t 505 8liock
not abl eetinBORNBHI @abevirigd&bfj!y) éxcteasingdhe ﬂeﬁu@ﬁw@thda?porﬁﬁg perie@n

co nicate w upnc e o t he sat Ite
CoIT ™) BRSiohly Bl Pyl Fhan pdiks pme mexyize Rl Ghete el (i
wirel es lsodsmksspoiz&ﬁ&r alTE:Eth’)lﬁ&l]&ﬂﬂcsﬁ ﬁétwbhdr)] 2) iftedasihg {lhy flb@cg@mmlﬁu G@drngl O
ext er na can, be be B art] cular su 1510-3 i s
ot - equP BRI oD DT ST it R 15 S PBEETH 1§ RibPePts or
sat e! [ i lh&);hdfnﬁnﬁ QﬂTO,I?)Slg‘-dgihg tlwlﬁer.]u@l&i' @lﬁd E@kgraﬁﬁt W2kt (e. Q) ds%}eﬁlﬁlhgfhe frfequency
partlcu r u 1.S ed ., OSItIOﬂ on t he atftor
Da00. oo biien i foef mepien s reuSsatsddn it B hab Srog o ergsg e TaIUPB AL
t he 19! atfe9 brn1d&24Q alfnt), Qﬁ@snﬁg’thérﬁé@eﬁ@rﬁnakﬁ@tﬁcﬁls h’é&&h@dt@@d{maﬂfewmock

si gnal) rrechanl 1510 powered internally

0202
(e.g. meglr?nﬁa']ﬁtlgﬁ @rgi?ork%}cre@m% P BEQsRCY | HBrel PFePaTS B9t ApFowIddged from 2

batterl esnd@shehtionxdegatwihih b cérhén fayBEm&onsunpti on of the | ock
mechani snms 1510 is reduced. One nethod of controlling power

consunpig2es) | & }QYtchﬁk (e8] n‘lég‘jahﬁﬁ 1B @ &RSediter ﬁfgb&qmﬂéc‘ﬁ%ﬂn@{‘l 510 that it is
subsystens of the mechani snms on a synchroni zed periodic basis to

report 20je Fpawgwnicgteg’tlﬁwgn@fhe pepslinr wakgpfrepertipgpiods. Jff ere or mpks¢ ef thaan

be @S‘(Coﬂﬂghb%?ﬁ)@k mécﬁéﬁfsﬁllg 184 ostmqﬁyﬁamca@ﬂlow H@ch%ﬁ%%xﬁﬁﬁﬂﬁfrcﬁﬁ&% AfntHREed

by UPS and sone cellul ar networks. The clocks o oc chani sns
can al s¥itharegipdensensviniiede, fenithscaetignleylog mechpnism Hald g revert theehanggdtess
to an e]ﬁ&gﬁﬁ%@locﬁ LRanis s (Pg fhe rThEsQ:aHVng@ tHéQp@IIatlc;nQ %erﬁ@%aa Hﬁéﬂbgfjéo(fltaﬁrﬁpgglﬂg
tinme. ThiS can be acconplished using one of several know c

synchr oriozed: i1 figiepoey efitheperipgic 0mog peritikean e ipgeassy ifghe w@er of nelghbors
wakeup/ LRpeLt®.89 oSS hq@s%'%g)"‘ |l determ ne the power consunption rate of

t he | ock mechanl sns. | 6ck mechani sm 1510 can be grouped into
di f
ol BE RS 0L TP RSB oo

W Fi gr ohgngesan theontside ¢he cthé S@Zatﬂ:)ﬁs ¢b)1tegt ]ci’uﬂs govapmmaen anmgrfaes 124hm thmses h

net wor kK _of Fl I S u 153 n

Toan 1 s mPe it Rk orc TR o MBS achnt and B QA s
cel |, entabtercell “sﬁittmllb\izmpmm énr axamplejiﬁaﬁalﬁmurpowextleededﬁﬂymlpan‘ncuﬁmsh&ter
cell 1510+ a nmesh u .

Di ffereft e : 12510 O\é\ﬁ%ﬁ)rpzstoccaoﬁl ugvse %i ﬁ?‘F Sﬁgmt' ejgcfa%ge gsgﬁgqaﬁf%gﬁdi ng on
t he2p O\A/propomqnatelg amaigthomadtéreeldolfriniaodl § mm

[0207] The operations center 112, the government interface 124 or the commercial interface 134
can attempt to ping a particular lock mechanism through the mesh network in order to initiate a
report. This can be accomplished by pinging for a specific lock mechanism in a certain geographic
area, via satellite or cellular communications networks, where the geographic location can be

30  determined by the manifest of the particular lock mechanism 1510. Alternatively a terrestrial cell
1515 of a certain ship/train/truck or depot where the particular lock mechanism 1510 is supposed to

be located could be pinged with the identification number of the lock mechanism in order to initiate
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[0211]  Another method of detecting a breach of the container utilizes one or more motion sensors
such as an accelerometer or rate gyro in the lock mechanism or attached to a door of the container,
25  forexample. If the motion sensor detects a rotational rate (angular velocity) greater than a threshold
rate, then this could be indicative of the doors being opened or at least that the lock mechanism is not
secured to both bars of the container. Alternatively, if the motion sensor detects an angle of rotation
greater than a threshold angle, then this could also indicate that the door or doors have been opened

or that the lock mechanism is not secured to both bars of the container.

30 [0212] Referring next to FIG, 16, a shipping container system 1600 includes a shipping container
1605 and a lock mechanism 1610 secured to two latch assembly bars 1625 and 1630. A clamp bar
1615 is cinched to the left latch assembly bar 1630 and a latch bar 1620 is cinched to the right latch
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affected in one-way or another. The difference between the received signal profile compared to the
stored calibration signal profile, or the statistical parameters, can be determined by the processor of
the lock mechanism 1610. If the difference is greater than a threshold level, then the breach of hole

30 1640 can detected.

[0216] Another example of a breach that could be detected by this methodology is removal of one

or more hinges 1645 from the container 1605. Removal of the hinges 1645 could allow one of the

43



1605 and a | ock nmechani sm 1610 secured to two | atch assenbly bars
1625 and 1630. A clanp bar 1615 is cinched to the left latch assenbly

bar 1630 bar 1620 is cinched to the right

2010/ 1510002 lSEED | 0700060 assenbly bar 1625. hi { iR il nent |
the latch assenbly bars 1625 and 1630 and the clanmp and |l atch bars
1615 and 1620 are electrically conductive. [02131 The | ock mechani sm

1610 i n@lbmd asbeaspeddaad rerbttess githd copeirer d0Srco(lt b rea{wum)The(mmlnmdhmm

| at ch b | b d | ect
ronal _deteeds il asouRistif Bebaiebes Bl B o2r A o Fbungtss fonfitred o
coupl ed dbmcttthmprbsah@mflﬂarlatd}ﬁ%@e)mblﬂ'baas ed2sahd nmlwcmlcgmdf ng esne Hnerer the

t t
el el s reiyed vE I PSRl s B RRE B BT s lings o
wavep and3iseashpB3b-3i edubd tichdfettediby the adnelvalas sierigygs bats. m{éBtypa'drﬁbreaches

transmtt h t bar, 1625 ugh, th

cont ai népeid a5 PR b paH s Rb e ap D PR e TS RGP HWQe SRk be
1635- 2 aledctddBpthd lochmetiingisel I8¢o.r i cal signal travels through the right
10l at ch assenbly bar 1625, through various portions of the container

1605 anqo#1h1 OUgMieati B€ad Qé&ndaﬁ@e@é&to@-%&@[@alt(\( tHR %Tan‘%@ﬁpl 616 tsoide ki stdd® utilize c%n

at t enuat ed, . del ayed and/ shaped, thereby affecting_the profile
the si gﬁ@F@ﬂétgn?lsde%feéﬁosaéw lwanhré SEISEHEIR PE%&F cwéatnéeét o eéwﬁf dlop etlfz?trtfﬁle

clanp baigndi@dfetol B1dARNS R it N@nfYF @By didh HBIIE Ble@ntBMertdd & 4 LAGSUNIBEh
is conpletely arbitrary for illustrative purposes only. 10214] An

ini tial PaskgaRattaehsditothacompngalh heseradedippah asensopsubsysisarithes m 1615
is firs Tcoﬁﬁﬁh'iﬁﬁgmtsﬂ:)b%ﬁérﬂ Soli@fnaike tﬁ@&ﬁmhyonhﬁ&&ha@g@ma&dmgmm dERet whether
\

calibration can involve receiving an_initial signal or S|%na s and
t

anal yzi i eldonshippprveen the lagk aprbtie pontaingg has ghangsd s‘ﬁB‘?TP@?e]éfr £ feasi Splystem

res pons &8 the c&hﬁmﬁa@éﬂoka @ﬁ;sé/@é}n sélg@ﬁénsﬂmﬁfbéneaao& ARichGvedY Ale38R A e ARBnal back to
stored to nmenor is stored S|gna proflle can be use to conpare to

pul d& prtsil Pfrl@@eﬁ%@ml veld and thedeckmapchnesm Ho18cadd peréprapdhesompeniwages i n
the container or parts of the container. Alternatively, a statistical
anal ysi 40281 t He agialieradtivp todlidtie] padck.caotbratianr meghapBelgiuisbishtdublalode be
deter m pagd.an tp%ﬁefofttﬂe[ Q{%h%&hﬁbl %aﬂsqgﬁ% 1%3@&191’}9&1\85 BBJn'tﬁ’eS tﬂ%?z&cha

not statistica to occ tainer s not

10215] Assemklxrbpt 1563Br0ea@45 tekgttivehuid abeccdbtoamtteedr mnetdthessamrhad@megymcal

's a hol ﬁ]i%gcg&’c% %{%@L@% Bf{;lsdl&to%o@s&h%‘ﬂﬁr&g?@ﬁ@%%@% A’q%%%r altlda oM

the hol & e contai ner ectr
20 system could use an ultrasound transmitter and an ultrasound detector (e.g., a microphone). The

ultrasound signal will be affected by the relationship between the lock and the container. In some
embodiments, the detected ultrasound signal could be processed to isolate a direct signal from the
ultrasound transmitter to the ultrasound detector from the echo signals such that only the echo signals

are analyzed.

25 [0219] Regardless what type of transmitted signal {electrical, mechanical, ultrasound or other) is
used, the lock mechanism can perform the breach detection process after receiving a trigger
indicator. The trigger indicator could be a period of time elapsing. The trigger indicator could be a
change of state of a sensor associated with the lock, the container or another container or lock. The
trigger could be a sound captured by a microphone associated with the lock mechanism where sound

30  recognition is used to identify sounds made by a hammer, a torch, a jack hammer, a metal saw, or
other device commonly used to breach a container. The trigger could be a camera in the lock
mechanism capturing a picture of the door relative to the lock changing from a secured position to

another position. Other trigger indicators could also be used.
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25  indication can be a period of time elapsing, a change of state of a sensor associated with the lock, the
container or another container or lock, a sound captured by a microphone, a picture captured by a

camera, or other type of trigger event indication. Upon receiving the trigger event indication, the

lock controller initiates a tamper detection mode.

[0228] At block 1762, the lock controller causes the signal generator (e.g., an electrical signal
30  gencrator, a mechanical pulse generator, an uitrasound transmitter or other signal generator) to
generate the tamper test signal and, in some embodiments, couple the tamper test signal to the

container via one of the clamp hook 1615 or the latch hook 1620. The tamper test signal is similar in
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1630 and 1625. The user can put the |ock mechanism 1610 into the
secure | ock node using the process 800 di scussed above in reference
to FIG 8. on the | ock nmechani sm 1610 being s

| at ch assen‘%?‘égﬁlgﬁgpm% and 1630, 25the user initiat e?%%h%g P@?&é&eon
node. The user can initiate the calibration node using a user
interface such as the user interface 426 of FIG 4. At block 1712,

t he | oclprotidntoried daBbratiket stgnafs mesd to Ealiblege the bk recaaiinsIfl 4 Gikh ths ppeaP €TI0y
| ocked t,0 thedahatch assenbly bars 1625 and 1630 (e.g., using the
clanp a8 SR %t obe switches 626 and 628 di scussed above). If the

| ock is not proggﬁ% ked t he process returns to block 1704 and
the usel0%2L ot i7 © TSk tRd PRPRT Siepal drrrgceived at the sigpal deterioralprhingm
1610 i s affesuaayltiic &ﬁ&ﬂfee(is Biecdsfe abdk C At BisgeMIb MhdREIS cohfer 263d pk&taor or
the process 1700 continues to block 1716. WO

20167 15 TGOPEFISITEH P88 SqIEY SURsYREm BF eRopmuniopton suheystpfhafreceives the

gener at @ignd] Candlyzesat €tPelt kighdlio 8dt&tRle 20RNEAR:PEdHIe ofdhdRES RIsEAL. pul se
generator, an ultrasound transmtter or other signal generator)

gener at ) cal i, leai .
cont ai ngfz?’?GOS tb%tE b)’(?[c%ct ° btg%,ca Emh%logggkﬁg%%fg?gl@%fgﬁl 1%%%%&?{[;? rﬁﬂeved

| ock me@iaig igirmgiog insomparrd s block djlﬁs?y@ttmﬁumntc@mmﬁlpe detrrincsiabblipelt B,
associ atTﬁg cd%ﬂahsc;nh;%n 59 & gonjc@ajngn 055 ﬁ glﬁﬂ ¥1%ﬁletol9§ c&h tﬁfnrlc%ur dhggcteﬁlSﬁCS

affected by the contal ner bl ock 1724, he Teceive sl gna
anal192eéfth®%réﬁtﬂé¥eﬁ¢lh@bigml|tp b'idgbt'deldﬂéﬁmtﬂbe Acceptability can be based
on a received signal to noise ratio of a code that is nodul ated on
t he si gihd31] | Atbtock $78@ethe tavk nedroﬂha;tetem'mcsriétieicvmljar'sbxgpafonh@d aibtock 1782

accepta a%eglht?iptﬁgcu]r%%pre@é?\g g]s sgi%gl %hm% B l? f c}rfthre{hﬁid%m%% oﬂhe.s{%%gioat

bl ock 1 € recerve I'S acce rocess
cont i nuedittavioblirdoknatidi2 8f 1t1i)c[e&'21251}:d tktat the ct(ritnﬂ_ﬁfﬁﬂl,e 1st\h1dnh the Icald:mmton otdfids ,

or anot tl.lgnts e%qm%ess [756‘termurga¥e c tslé) aet@f'rsn%% Ithaag ﬁjﬁ current P'I‘OFIFC 1% nci3 |w1th1? the

subsystem Or co nication’ s emrecervin
17203 analbyama litrfite, thanaied lvneldccsltrglﬂmldet‘emnd:ettlmt themﬂatlcmﬁh)pi h&iwemhe container

| ndi cat Ilg(% of lg:enarkarr%c gr{ls?n:[lllé:l Of I}ageedra?lg& ?f)goc(%%% lgﬂfi %Ong%—l{éggl ockclqu ve

i nformati on can e an aver ag

manber 03k Asplck bR, Fpleet R 5 ”a'@%ﬁd?{s%'n%%gwrﬁﬁ%g b

confi deB&&reérﬁthelockane&HﬁﬁlsﬁltI@ﬂ(! Sddi tﬁ@éonms wBmeNtangdal @ Blofle d79af anl ek
1728, it c n be det(grm ned t bl ock #égZ i f re calibrations are

nec essa?*ﬁ“a 5 trapyypikte E’Iqrﬁ'i“a‘tc QfRdon;jugh aidperemgiadatacgaier )l S tBG ZOVCEIMEPhs t o

bl ool 1ftéifact 1240 tHeomnterdid] DitaFico NS4 Ho®n REEIESS ABY Thé N&NPIMSCARS can include
proceeds to hl ock 1736,
information identifying the trigger event and the characteristics of the current signal profile that was

received and analyzed.

[0233] The processes 1700 and 1750 shown in FIGS. 17A and 17B are exemplary only and not
limiting. The processes 1700 and 1750 may be altered, e.g., by having blocks added, removed, or

25  rearranged.

[0234]  As discussed above, some embodiments of latching mechanisms in accordance with the
disclosure utilize a one-way valve to inhibit motion of a hydraulic piston of the latching mechanism
in one direction while permitting motion of the piston in another direction. FIGS. 18A, 18B, 18C
and 18D are embodiments of latching mechanisms utilizing one-way valves to inhibit motion of a

30 piston.
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[0226] At block 1736, the lock controller stores the information

i ndicative of the received signal into non-volatile nenory. The

process 1 gnds. The stored information is used

ZOChangeszgﬁ @@e rel ati onshi p between the | ock nechanlgﬁﬁygﬁﬁ%éham?he

cont ai ner 1605, as will now be di scussed. 10227] Referring next to

FIG 178, a process 1750 for detecting tanpering with a shipping

cont ai nge235p mml gkt\d\'iﬁm 18X, af eﬂﬂ&ﬁin’héht Efkmtchﬂqﬁ nlﬁPﬁhnﬂsKﬂ,SODJlQndeé@Eﬁﬁid

1750 sta a ock 1 ere t oller receives a

trigger &V@ﬁfs?(ﬁd? RSP ﬁlﬂb \gﬁ agRgadel L%%agﬁ?/gwilt"ﬁ@ef]ﬁn&&’e]rgo@\}é‘ﬁf’ includes a

25i ndi cahé-aay ﬁ@akebavalmrcbqﬂem atrtaﬂ'@oﬁb@@ﬂh@ﬂuld@h@ﬁb@ﬂ%nﬂﬁh&ﬁlﬁbﬁlﬂb a
e |.ock, the_ container anot her cont ai ner

sensor associ at e

or | ockHudag qéﬁ@ < é‘ Symg) RIFDBR a%wabalﬂﬁ#svﬂveel 83 afoswarg porgon of
camesa, tigrfluad fRambéyIzes OWhErE thg 9 d-wey Brbilke WAI0H 0L iQfdIntrdiRA R BEE ﬂie‘ﬂp@nﬂstﬁt@e
trigger event indicatj ol q | ock ggo$roller initiates a ta

det ect | SHHEde 2 sppFadiauia) cay sl Tpwen bothdireqtignyand tha pisien @F‘léhi@ééhetm%m

si gnal gerefaainive (B dirc@idng| Waéd the ahe-Shydifake vad 1389 RIaH11led & be in the
nechanlcE§(fuls enerator n ultrasound transmtter or other signal

generat § (58e EFeT P &E) can dicply dloyrin pnly qpe difegtienypd the piston rod
enbodi TTEBISSandQIGB{ﬁit&l 1908 chikp@S onlembvesthg@d. t 0 the container via one
of the clanp hook 1615 or the |l atch hook 1620. The tanper test signal

is gpni @se] N R\é@rg&l&&ﬁéﬁéoﬁ@éﬁéﬁ?&l%&ﬁ%@%fPrau,n} ShckinlsRe1800-2. 1ncgl]udcs

callbratlon signal s used to cal'ibrate the [ock nmechanism 1610 usi
t he pro@@sswiyogtals salyskde caiplnddo a fappationgf thy ik chiemer behind the piston 1810

transm 4t esh SRAREorkAhe fomr@s&wﬁgftﬁé ﬂﬁlb%hﬁﬁtgp?éosd?ﬁ&g}bq{o fthd pling

being affected by the container, as discusses ove ock 17
t he | ocld Bisrembedimsnt, angkthig e@ib@b@s@@sew% Briheciiuid ehoobershot daps sofoisatiend.

with a Wﬁ% &H%ﬁ%ﬁ%gﬁlvgwyéoﬁﬁwéﬁ% ﬁé’ﬁ%ﬂéé@[{‘s&ﬁ asrcﬁlct% ﬁ »{&e

signal, analyzes e recelved si to determ a cutrent
of the’ P@féé]ifﬁ‘é@n%@@ﬁbﬂ plst[n@@gdﬁlﬁoandbhmﬂomm cait ipevesin @v@@immmb Mateh die

si gnal t
i or ) oy} BACALTRS ALonfpld s HEUIHL dREHAE e LT R handin oy one
det er m disertiqn aiyl the Ristb7 7@l 1 8Thendtberpiaion 84§ eeamoveocwy owore Bickvirdn of a
signal profile or a conparison of neasured characteristics 100f the
current [028Cki Reterdiggrad to IFbGsISéI, ialscItlham ainbimentef eras:hmg(h%sﬂablsﬁt lstobacalone-
1786, k.con | | er C ri rfor

bl ock 1?’%& m%( EXE lieéﬁt%lé?lecf 0e ec ﬁlrwraén r];'(é“c Ei veef(i)rr@ah % V\Adtcﬂ‘i‘ m% E%ZO
st aRlst (c@la md ln’mb e@jpws melmms 1rma‘ketvh|lee $825rted1c¢aalr piima:ﬁ oit:the fluid chamber

i nf or na i s det rren rofileis within
e car B0 whtn the oeRy kSR s bR ot Tf b s Bh S i Ple fefipor s
it is détedndan édely latv it beth divgationt anp ttefpidten dod 1 RISt andiiielpisiont 1865 can move in

two dircctions. When the one-way intake valve 1825 is controlled to be in the closed state, fluid

(e.g., a gas or a liquid) can freely flow in only one direction and the piston rod 1815 and the piston

25 1805 can move only move backward,

[0238] Referring next to FIG. 18D, another embodiment of a latching mechanism [800-4 includes
a one-way intake valve 1825 coupled to a rear portion of the fluid chamber and a one-way outtake
valve 1830 coupled to the forward portion of the fluid chamber 1805. There is no fluid coupling in
this embodiment, and this embodiment uses gas in the fluid chamber but does not use liquid. When
30  the one-way intake valve 1825 and the one-way outtake valve 1830 are both controlled to be in the
open statc, gas can freely flow in both dircctions and the piston rod 1815 and the piston 1805 can
move in two directions. When cither the one-way intake valve 1825 or the one-way outtake valve

1830 is controlled to be in the closed state, the gas can freely flow in only one direction and the
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15calibration limts, then the lock controller determ nes that the
rel ati onship between the container 1605 and the | ock nechani sm 1610

has changggo?ﬂg“g process 1750 continues at block 179Q.. s%n?i/%%]ozét

bl ock 179 controller stores information |nd|ca I"Ng 't
the rel ationship betmeen the | ock nmechani sm 1610 and t he cont ai ner
1605 has changed. At bl ock 1794, an alarmsignal is transmtted to a
renot e lpeatrbd 8IS uadthapistdne soaemtrﬁwd ah@ nﬁtﬁ’ﬂ tf@warlld.2ln ah ARcrgawe emb&ihent,
20 interface 124 or .the COHE%% i nt ce 134 sho '

e

FI S, 1-3.
The al aFtio HsCoSFRg PG Yol M e BTt e i POR AB, RS P B
event aralvé DESochald de tepldced hycSomefwdylistalcimahenB25i1g rtt&lse eAhaiiveenitdaimend Sone

recei ved nd anal yzed ro 700 and 1750, shown, i
Fros | T PRIRRS PRetE taE&%rrﬂBrféW]“a @2?18&?%3@@%1&? 29153gve Wffsvﬁégﬁmwéﬂe
17005 andlodctthta@)pehitit tk pifoAdod K81 and tay pleaXil BD) B Inaek sitlRd dewlard bebaNR4ld.
or 25rearranged. 102341 As di scussed above, sone enbodi nents of

| at chi ngo2¥8Lhank fa@@nﬂgnn@ﬁ&ﬁgn@am@] vmshblzt hs@o@laae h QR fe Hidn{p'la%ﬁorﬁ and are
one-way valve to inhibit notion of ¥ r aul |cﬁp|ston of the %,c hi ng
&

mechani & ljimitipg Oherembingtionsef prs- \ﬁ@frlma YahgS dtSh ene-Bay Cttﬁékcmag% 30

anot her aﬁér&?&tlew‘mdﬁu@mﬂr]ﬁ&b 189Bun 88&eand 18D are enbodi nents of
| at chi ng mechanlsms utilizing one-way valves to inhibit notion of a

30pi st 024}/ Q%QH?;‘IT%Q%E&EF{%E@&Q&W aéa%%uc[fgg\géﬂlocl n%ﬁaéxébé}gc&uﬁeﬂo

18A, an I ng nmechani sm es a tluid
charBer pml%s ofdiyyriaslicdntchigd meehanisms, pn@tho tockivg me@1hErs WErrshdoks e figuyed to

mechani e C

o roar SOPEr SRmasRhRA ) HE B AR GpAEh DTS YIS 14 Re "GPl

coupl i ngecb8Rece(vathythe diacldsuecdcah hm)dlﬁ@mpbmﬁguheomne way i ntake val ve

1825 to a forward portion of 5the fluid chanber 1805. Wen the

one- way (0241 ]akaefmﬁngmei&a Fig. 394 canterbbdiegnttod ahm,king meblemizpﬂnclsdeah tatching
ree rect

fluid
angl ¢ h(eepl S m 1%@@ ﬁ%%ji)g‘atltaﬁ%% t%; ﬁrs?%qnaaﬁneigéqg % 15 ﬁ%n gureH tcE l:%;)k con%amer a
di r éét i eaxend &anmet He&or 0 0@ anel\th ﬁrsta:betamad doer 982 a dosedpdsitioh lugdg & single ldack
th | d,st , f | fl i
oty ondeaeelef i i pindics SO he leferutiShind Sraeuit 1 ks Saelied
move onkoyergeyees foaonaf the lddkir(QZﬂfﬁn}beResmrvmem thenackingtntentbefd 930 8Bsngaded tdrelock

nbodi t 00-2 |
o oe ok 1805 el e ke BRF D | 8 TRORofne Men a5t SR ER N RlehE oS
]E): st on ﬁ&i@oc&ﬂggggﬂ'}ﬁnﬁjktdgrn@nfb@f reed iy fbrrﬁé%lemlf}thStd)ntaﬂiei’ﬂjﬁ;lr}tl)@ghetpﬁw)n rod

u er S I N I N | 0

Lnd 20 DBErGh aage it Ao R 1Rt pimper P ot o e Tos IS TiipboL 930 i
| ihqw d. cwmtgmt Witletho Nk way 1935t Uak&tdhaig\tﬁccﬁﬁﬁéﬁ)bl?)r(:féﬁmbd’@![nﬁgﬂcdﬁltlg@;chdﬁthc
teoensae ca (0] |reC|o n
e one B van vy R Gepn At Flap Ss A an iy Bl et 17aus bf e
t he onetdvayd ihelakiag vizhiber V82 HherSthe ond-wo) vadet it i theclbdad ke, cl osed

state, the gas can freely flowin only one direction and the piston

rod 181%2an0 RRemRi tg,%m%ﬂmﬁ&\é@m@g%lr%omamo@a&lémrlﬁ% indhi@3thk
Referrlga%ﬁnext to FIG 18 anot her enbodj nent of a | atching

hinggorchanisig k00 fgdly attacked to dhafustrigon] 0 0 ad e fligeed Wéoekdhwmamer
por ti on gedrs 158 dhl vo @ i RIMVET posifior Lditgth SRIPILINBehB20930. In this embodiment, the

piston rode 1925 of the latching mechanism 1900 is coupled to the locking member 1930 and the

locking member 1930 is configured to engage to the lock ring 1935 attached to the second door 1905,
The latching mechanism 1900 can be configured with one of the one-way valve systems illustrated in
30  FIGS. 18A-18D that permits the piston rod 1925 and the locking member 1930 to be moved toward

the lock ring 1925 when the one-way valve is in the closed state.
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20(e.g., a feed line) couples the one-way intake valve 1825 to the
rear portion of the fluid chanber 1805. When the one-way intake valve
1825 is c o} o be in the open state, fluid (e.g.p,

| i qui d) cgﬁ ?QEeggo |l ow in both directions and the p|st5ﬁﬂF%@§T§%§@
and the piston 1805 can nove in two directions. Wen the one-way

i ntake valve 1825 is controlled to be in the closed state, fluid
(e.qg. qozga]s dhe docking iechanizan 11f1fsﬁ£éd/1anI©S\l lishinchudey 10@kiAig BHemBers wah J-aBcks

t he plsto 1815 d the ton 51805 can,. mve nlly nmove . .
backbar dOTPAST R aRER A OHRY BuS o ARFER v SEDOUBHR et Uk BB GEHEToYif
| at chi nghﬂ’emiﬂaﬁpséndl;ﬁ&%nélwﬁlnﬁduuﬁlﬂﬁsoassedneRmying néxakeFIGA RV AR, 2l1835ng
coupled to, a.r artion of the fluid cha and a.on it ake
val Ve 185t Ra TR ST mBERET B Brorh e SRR KB05.
Therg i %oﬁftgufdr(]illb sl?g@gmmbu 4ng std@n% htch ae8 DI baRI020 afiiﬂ(iotﬁlrﬁ;p&ﬂﬁbélﬁ EJMOEN first
uses gas in the c [ t es. no e li
oo vy dttal damaa®a SIS b 4 lesed RETiady ThtaiaTbte e Ryl febot n
cont r ol lee@nded olivaidtotehgage AR NatsH @kenblPBds D020 ahd e@swn‘hl U THBoIBRN0 and 2015
directions and t d&W'ﬁkéﬁi rod 1815 and the piston 1805 can nove in
two di r STPERT AR We%he one-way intake valve 1825 or the
one-way outtake valve 1830 is controlled to be in the closed state,

the gas [04A] f RerjngnesifoifiGo?NiB; adaskingimeghanisg208prd ingliles ta locking members
2614615 H@Q}B@T/oﬁl%&lcg{d%%ﬁﬁmb $h®Ro45Qen AR I t@@r%agchﬁc Bis® £Iﬁlr§cé€ﬁ9 @t&an

nove only npve forward In an alternative enb ment, either

one- way a?Sﬁmhhxé’avéZP%anﬁa?@%ié@ﬁ@fsfdweié t¢ lopls the Best pRdl sappnd deera RE30\agd @%351830
or the QukiAkRin¥Al Me 1483Rerm He BEAEERE %%qmméd %v%ﬁ tYB¥abdhak&nval ve

1825. In these alternative enbodi nents, oné of the two one-way i ntake
or out t akemblbpe203BHE 2925 VEb thegmentian-Barisrortians 20/4& and 2Bt as eI esentedbyptbe
in the S6dhesghsstate to permt the piston rod 1815 and the piston

0 to nove either forward or backward. 102391 The | atching

8
o o ot 1aesl ¢ patcing Raloce ARZtoR cidlih 20BN ARl B Rond
one- way doert203%k endvia¢lvdes orl@@ékmalpemban math aIS@@blaridtodiH endpodvo gD hgefigi8lio
b T I
foo. | oo lbTge e i hon ol 20 B R n s S NS B A B ttsen
mechani prsitiomanite singlellmlmm@em whreiesroder e mxshfldsnm:rd feihjeithe dotat@blehgmj;éZOSO

latch a%ssr%%eld éiogﬁqc% tgg%e 1R ﬁtcﬁ g&%#i{)lg%glr %ﬁﬁ ﬁ? reh{%setn q bCI Ostﬁg'neg?ﬁé tion.

However accordance re can have

dlff re nf i 24 erri next to F
ool mdtasoh T PR AR et RERPL P REP TS B B g Piralbrbne Shess o
f i Xed| y shibpiag behitices. Hwdver, thoeyskiicd af thel aowillli@ddinizs othenihipiiicadtié Wwhark
cont ai ner, a 155 er _dgor 1905 a th ir.st cqontain .
door 19 16t1'ieﬁtyaesc9 gg\gffs ﬁ&nl?etalpfgﬁd ﬂ%‘ﬁ?{é’“ﬁ“tgﬁeﬂ &ng SIIHH@R Ioclimg me&amsms ?atchmg
mechanisms and using similar methods as discussed above. For example, doors to homes, garages,
bank vaults, and other devices can be locked and monitored with other embodiments in accordance

25 with the disclosure.

[0247] While the principles of the disclosure have been described above in connection with
specific apparatuses and methods, it is to be clearty understood that this description is made only by

way of cxample and not as limitation on the scope of the disclosure.
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menber 1930. In this enbodinment, a piston rode 1925 of the | atching
mechani sm 1900 is configured to engage a portion of the | ocking
menber 1930 when the | ocking nmenber 1930 is engaged to a | ock ring
1935 attached to the second door 1905. The | ocking nmenber 1930 is
slidably attached to the first door 1910. The | ocking nenber 1930 is
formed wth at | east one aperture that the piston rod 20 1925 can
engage with to lock the |ocking menber 1930 in place when the |ocking
menber 1930 |SVQHQ@. A atta Pa ;ihe lock ring 1935. The latching
mechani sm 1900 ,C ehconehéhged mn&p qQne of t he one-way yal ve

syst ens |IIustﬂa?§d°? Ige sanfaniocling Hcleast enerdogsiet 6n rod 1925
to be noved contgiger maalod)@w%gowﬁmeth&mmﬁehanismmmm val ve is
in the closeing tate [0242] Referring next to Fig. 1913, another

configuration .ock mechani sm i ncl udes the 25| at Chl ng mechani sm
1900 fixedly att dtot e first d?eé{ g&g edtolock
t he contai ner 80 5(}?68 grasgy goupied &p JogqdY ng a single

| ock menber 1930MEGRARING COBPLFWMGIt , the pi ston rode 1925 of the

| at chi ng mechani ﬁmﬂaﬁﬁbsacmndanphﬂxérk shdhbl}dcmipleétﬁremebth@% and the
| ocki ng menber 193§, o wORd hGHE §o the lock ring 1935

attached to the nd door 1905 The at chi mecha m 1900 can be
configured wit ﬁli %algtﬂ%@‘% cggﬁ@r F@,ﬁre‘ipp at®@ in 30

FI GS. 18A-18D thanendwnstfsommqmnga‘elatme@@aﬁclaoﬂlaﬂmdtd)eamng menber
1930 to be noved J;pwaf valve is
in the closed stf@ 1%@%16?@%?9%@%%?6&%3@@%%? The

| ocki ng nmechani s Ck?du%@ ¥ated in FIGS. 16 included | ocki ng menbers
wi th J- hooks firehaihdweedrid] sulgagenbets heads efithy 1bek sneMbiggnat i ve

Wil now be di s*éﬁgﬁﬁ% %Eﬁ?fghﬁr% 4’% 3’%4 Eh8oHe ?iiﬁ’feiﬁ?go rons

mechani sm 20001he; S@G@n kngerahets profruding Hhoaw
por L1 ons 2010 aid bRQK thegeboad sk of BTRSETSek pobd- 14430 | at oh

R L L e T

configured to heeseernddendt wir the osm:m:gn:belotckemanﬂieraém Iy bar s

2020 and 2025 wtelideer ke R cHBer gﬁg geby the
dashed I|ines 0244 B cKl rrechanl sm
2000- 2 i ncl ude&u ]th%g@{] %#ﬁ%ﬁ[ﬁ 9@@@1@ %@Rl 8 portions
2040 and 2045 comffignreddtd engagegsotifens ofsthewmhtam@md) lletkh

assenbly bars ﬂféi't and
second doors Zgg%tqgggz@éé CCI aac S%%S%gg%tclgﬁgh_ﬁéﬁpgbﬁ nbers are
configured to %Bﬁ@@gls and QIWQQJQ suppatictheafissindng bars
fgg?eggﬁt gngy\&e‘cbnﬂﬂeckqgeml@érsrm m&ﬂmg@?-ﬁ?ﬁeﬁﬁ@ﬁ |a:|SG 20C
a | ocking rrechgéggﬂg?@ggdggfﬂﬁf%&é 4’9@13@@8 Eg%tc%ﬂé door
2035 and i ncl ugesonddockanremp eremeattachadatonheﬁrabmd%mm end
ortion 2050 c B, aatrﬁi‘ assenbly bar 2020
Fo | ock fi rstéglgé segg%ﬁi e(%%%’?&&? gf\;%:i%ge Wéﬂél& se%éﬁgl tion.

The single 18 tﬁﬁﬁ%ﬁ l e the

[) otatable J- hodkaIZ(ﬁfDul‘scom Sﬂl avlmkoscm"tmﬂertba !l@d@dithﬁts)egm y

ar 2020 as re 2 odi nent s
of the | ock nechan sgns ove a d % lV(;'In-rlfb erence to
shi ppi ng cont aRSS 3 %E%r 1| E@ﬁ 3H1$marecogn| ze
ot her i npl errentwahemn theelaclocontraljereis obnfiigvired stoceaude thecked

and/ or noni tor @ﬂc%ﬁg:ﬁéﬂhwsgiﬁ%@e% ﬁ%%%kéé@?até:ﬁ%@?f&ﬂ s@echani sns

and using sim I Scu above. For exanpte, doors to
homes, gar ages, 6}&?1&' N %38 fler devices can be | ocked and
monitored with other embodi ments in accordance

51



25w th the disclosure. [0247] While the principles of the disclosure
have been descri bed above in connection with specific apparatuses and
nmethods, it is to be clearly understood that this description is nmade
only by way of exanple and not as limtation on the scope of the

di sclosure. What is clained is: 1. A lock nmechani smfor |ocking at
| east one door of a container in a closed position, the |ock

mechani sm ¢ a body |, ocki ng _mechani,sm coupled to the
body, the Ignﬁlﬁa()%@ﬁ giEn g Wherewatdeast oaedd nenber s

sal abl y cthefiest andseﬁ'ciﬂnedirla‘eor secaml/ lokaianibees are dolokot her, and a
| at chi ng m’ﬂbamU@)ﬁﬁgﬁre@hfcﬁdng@g@ﬂﬂtﬁ%ss&hﬂaly%mles from novi ng

relative & other in at |least one direction when the |atching
nechani sml cke state;. fi.rs d sec d |.ock nbers, each
of the | ock Hgﬁﬁgf’% %{Boiqt’ %@%ﬁ‘cﬁ 1628086 Plona. the first
ends of tHe Pr|sgern 1ehess 1818 LUlookr ough t he
body, thenszmnbed cenﬁguted e diigage labckk asserhély herngfatheached to the
first nenb@ntaiﬁeﬁhe | ocki ng mechani sm the second end of the second

| ock menber 4 ofefa tI ocki ng necha-
nism the f| rst e@%£ %ﬂf ﬁ glrll égg@ﬁ ape eso ers configured
to engage gy, wherem the ﬁrst ends of the first and second Iock

members protrude through the first and second bushings,

respectively, and the first and second bushings contact the first

and second lock members and allow the lock members to

slide within the bushings.

5. The lock mechanism of claim 1, wherein the first mem-
ber ofthe locking mechanism is a fluid chamber configured to
hold a fluid, and the second member of the locking mecha-
nism is a pistonrod coupled to a piston housed within the fluid
chamber.

6. The lock mechanism of claim 1, wherein the body is
permanently attached to a portion of the container.

7. The lock mechanism of claim 1, wherein the body is
characterized by a thickness in a direction perpendicular to
the container door and the first and second lock members are
configured and disposed such that a portion of the body
extends beyond the first and second portions of the container
in the direction perpendicular to the container door a distance
that is less than half a thickness of the body.

8. The lock mechanism of claim 7, wherein the portion of
the body that extends beyond the first and second portions of
the container comprises an upper and/or lower edge charac-
terized by an outer surface that is beveled or curved.

9. A lock mechanism for locking at least one door of a
contamer in a closed position, the lock mechanism compris-
ing:

means for enclosing at least a portion of the lock mecha-

nism;

a locking mechanism coupled to the enclosing means, the

locking mechanism comprising:
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the at |east one container door in a closed position, the body being
si zed and di sposed to support the first and second | ock nenbers to
prevent rotation of the first and second | ock nenbers about points
where the first and second | ock nenmbers are attached to the first and
second nmenbers of the latching mechanism and a lock circuit at |east
partially enclosed within the body, the lock circuit conprising a

| ock controller coupled to the |atching mechanismand configured to
recei ve conmangearsdforstidably ddiplonefiat had seforiditdndisdrsrBchani sm
wherein the | oc@agp@m@lﬂoqholvgrgm Viedr H&h%?‘b?ﬁ t he | atching

Comande - 1 % ?‘{lﬁg"‘ egﬁ%ﬁﬁ @Eﬁg LT vaat one
of the first end&% op?..glqvu'lgtr NEéESﬂ O8fe J- hook

menbers confj gu 8‘@0 18 Hng saeans iy imaldecksd state; cont ai ner .
3. The | ock firsicandh bemheadlofﬁlelcaﬂrsmemimmf the first
ends of the fmcﬂudmg aeﬁmhdndi@ﬂkl areedugicbend, t&qetﬁﬁsoehdmﬁ?ber

configured toyengegeahdisebons 1680 nYeBESs % t&ﬁtﬁpg%& 4. The

| ock mechani s r er co second
bushings |ini % anLf]é%léng 3 th %% V\/ner ein the
first ends of SIZGHE ﬁié?rm fls0 'Fhﬁm&e t hrough the

first and sectigimeehanisgs, thesepend endiof thasetanddotkns¢emand second
bushi ngs cont bet bt éma%d&%&h%%@@@ﬁd'ﬂéﬂﬁb@?@?ﬁﬁél@@@n% l'ow the I ock
menbers to sl h?e%h‘é‘ﬁi ”tﬁé‘ﬁrﬁ“ﬂ%ﬂsﬂg ﬂE%ﬁ?Ft g sk8GKq Thepani sm of

claiml, wherein ! ismis a fluid

chanber conf i JHBETSFGPHS LGS oé.ﬁﬂlgﬁﬁgl%]é@gﬁﬂls %r of the
| ocki ng mechafiPBtainer to dpek dhe rad deasiupne ¢onéaiacpideosinhaused wi t hi n
the fluid chaclmsed posifon]like lenclosieg haeassrbeing lsiieth dnd wher ei n t he

body is per magagpd s&d%% tlﬁé’ﬁ?st@ﬁﬁts'eea &‘loé chiERkper - 7. The

| ock mechani s I ara terlzed by a
t hi ckness in % en? |on P%S %E%‘gﬁ %ég: gﬁel%gg %ﬂ door and the
<t

first and secBRd B@Rl st 8ndi ss6P ®@d such that a
portion of th@l’eb@liglcbﬁdd@dﬂlﬂoﬁ]ﬁndndmecbndsmeanhelsec ibe por ti ons  of
t he cont ai ner l4tchi mtld)n per pendi cul ar to t he contai ner door a

di stance th hfga% 8. The
| ock rne*chanlagIltrél S 1 {cftelfefalﬂﬂﬁh o%ﬁ on of t% dy t hat
ext ends beyon a.rjérg?a th

fal ner
conpri ses an Bifgar a’%pamsmgrt @dg@?émgm@q @H&I@dotﬂseam out er

surface that the losketietdaterinaespemse to the. redelvedkcomutaaxdss m f or | ocki ng
at | east ong0dPhe 166k MEdRb AT dAind 96 WARSEIPER digdBing he | ock
rechani > MRHRIO 3t s Hﬁéﬂftﬂqgﬁrs?gﬁasoé ﬂiﬂ% E*En{;fstae%éngi;@ tron of the

| ock mechani s niSm ¢ou si ng neans,
atch

t he | ocki H¥ alfi & PP gr co 0 engage a
assembly bar of the contamer

11. The lock mechanism of claim 9, wherein the engaging
means of at least one of the first ends ofthe first or second lock
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means for slidably coupling first and second nenbers to each ot her
to nove relative to each other, and | atching neans for preventing the
first and second nem bers fromnoving relative to each other in at

| east one direction when the latching neans is in a | ocked state;
first and second | ock nmenbers, each of the | ock nenbers including a
first end and a second end, the first ends of the first and second

| ock menbers protruding.through the encl osi ng neans, the second end
of the fi faem Rlﬁé\'r‘&gﬂil nembensadigwednto engegeniaitter of the

| ocki ng nashanbiytmm$ef$he@n@mﬂmérof the second | ock menber being

T TR
engagi ng PJI%&&E{;WPQSF?EP %@krets[@[gle ?’g%aé’ﬁl%e cont ai ner
door in an@wﬁeow beein the ﬁrhreegd&m%thegﬁmbandbmqmgmadd and

di tSIogsed neemibepopiofirhde thraigletlte EabMNthddRK a8 TBLEBntALtPT %ent .
rotation of, ere the
first andﬁgﬁ%ﬁééﬁi ?d%@ﬁ%ﬁﬁ%ggﬂlgﬁb%ﬁggﬁtagl@ﬁ% t}?@{l d second
menber s O\metqq]i)er%c& F‘r RBAREHIS. reans coupl ed to the

| at chi ng neaﬁsTﬁJ@rlockaneohmglsnmﬁe}aim 9 pivhepeintthetfirst oenat i on of the
:oct gEC[]ht@réﬁheila@cM m@tlﬁsilsﬂaﬂﬁﬁibﬁéﬁlﬂe%o ﬂﬁ@df%émTﬁe :n Lhe
ocked s ands. e loc
nechanlsn?o %fé?ﬁfgﬁg b@ﬁdﬁﬁﬂéﬁ e%Eﬁgg & WP Féhst one of

the firstPaieR r9d ¢a1epl t@tamstgec,lmm widhie tbe faidehans: hook nember

confi gur eber.o engage a | atch assenbly bar of the container. 11. The
| ock mechaniignmPfe 1okRi eﬁqﬁg t | east one
of the flh%% en g of Iﬂb |r %ﬁggaggggga Eﬁgﬁgﬁﬁgﬁogﬁl a U hook
nmenber co aﬂ?‘? é)lf fcolnﬁ%m@i'f'mt ai ner .

12. The | ocl rrZ ﬂpkrmgc amisnyod claim O a:*@}m’fhesm@oms f or
lining finsearsng clenraotbragest by reeﬂnekn&btﬁlmafd@@d:tﬁ@n ém- wherein the

first endalahamg tgl'erécsnt%?ﬂ ase?%]dcpﬁi% as%r% hrough the
| i ni ng nmeans or ac secon menber s
and al ommf‘gmbﬁas ArcRORdapEd apd dispasedsushdhaba ng ans. - 13

The | ock Heeaclesings mﬂaé:isnﬁﬂtend%beynnd htémf first andngéeoonst t he
I at chi ng pegiiens of ehé bonthigbrimeic dixetiiorrdpbadhallar & fil¢)i d, and the

d dt
orston hogoiaifler poer s FERS locs thall R ARAGRHGEL (O 8.
claim o, ﬂ%%?%&kmpﬁén@ﬁgﬁb5|ng means i s permanently attached to a
portion of #heTheloskmmechanisin oftedalmds nwhbmmsﬂmeqiomicm m 9,

wherein t B¢ thecé@@lb@mgraﬁEQns ShaPahaehgs | ;%ﬁ%e %1*[;]1' kiigss 1 n a

dlrectlon rst and
second | o Q&E‘}g ghgaé?eoii%ﬁf@ glgéla%% I'a portion
of the entdBET FEEHERARACEEIZRE DY By QIHET § aﬁﬁﬂ@@“ﬁb@"@lﬂdﬁiﬂ portions
of the cootizweter in the direction perpendicular to the container door
a distance that is less than half a thickness of the encl osing neans.
16. The | ock nechani smof claim 15, wherein the portion of the

encl osi ng neans that extends beyond the first and second portions of
t he contai ner conprises an upper and/or |ower edge characterized by
an outer surface that is beveled or curved.
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