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Claims  

1. A computer-implemented method of secure quantum safe (QS) payments using a 

quantum cloud platform, the quantum cloud platform comprising a quantum-safe network, the 

QS network comprising one or more QS server(s) and a distributed ledger technology (DLT) 

repository for registering, recording and tracking a plurality of QS payment transactions 5 

between two or more endpoint devices, each QS server comprising a hardware security 

module (HSM) for storing an identical set of quantum distributed (QD) keys or quantum safe 

keys, said identical set of QD keys having been distributed to each of said QS server(s) in a 

quantum-safe manner, and said QS server(s) configured to communicate securely with each 

other and the repository using one or more available QD keys from the identical set of QD 10 

keys, and one or more further available QD keys from the set of QD keys being distributed as 

quantum safe keys to each of the endpoint devices registered with the quantum cloud 

payment platform, wherein each of the users of the endpoint devices are registered with a 

QS payment account in the quantum cloud payment platform, the method, performed by the 

quantum cloud payment platform, comprising: 15 

receiving one or more quantum safe deposit payment transactions from one or more 

endpoint devices of one or more registered users, each QS deposit payment transaction of a 

user comprising data representative of a deposit fiat cash value; 

transferring each of the deposit fiat cash values from a bank account associated with 

a user and linked to the QS payment account of the user to a quantum cloud account for 20 

pooling each of the deposit fiat cash values; 

for each deposit fiat cash value transferred in relation to a user of an endpoint 

device, performing: 

converting said each deposit fiat cash value to a corresponding number of 

quantum money tokens;  25 

linking said number of quantum money tokens to the QS payment account of 

the user; and 

sending said number of quantum money tokens to the endpoint device of the 

user for updating an electronic wallet of said user;     

receiving one or more quantum safe withdrawal payment transactions from one or 30 

more endpoint devices of one or more registered users, each QS withdrawal payment 

transaction of a user comprising data representative of a withdrawal fiat cash value; 

transferring each of the withdrawal fiat cash values from the quantum cloud account 

for pooling each of the withdrawal fiat cash values to a bank account associated with a user 

and linked to the QS payment account of the user, wherein for each withdrawal fiat cash 35 

value transferred in relation to a user of an endpoint device, performing: 

converting said each withdrawal fiat cash value to a corresponding number 

of quantum money tokens;  
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determining whether QS payment account of said user has enough quantum 

money tokens in relation to the number of quantum money tokens of said each 

withdrawal fiat cash value; 

removing said number of quantum money tokens to the QS payment account 

of the user, when said QS payment account has enough quantum money tokens; 5 

and 

sending an indication of the number of quantum money tokens withdrawn 

from the QS payment account of the user to the endpoint device of the user for 

updating an electronic wallet of said user;  

receiving one or more quantum safe payment transactions from one or more 10 

endpoint devices of one or more registered users, each QS payment transaction of a user 

comprising data representative of a payment fiat cash value for transferring to another user of 

an endpoint device; 

converting each of the payment fiat cash values into a corresponding number of 

quantum money tokens;   15 

transferring each of the number of quantum money tokens corresponding to a 

payment fiat cash values from the QS payment account of the user to the QS payment 

account of the other user, wherein for each of the number of quantum money tokens 

corresponding to the payment fiat cash value transferred in relation to a user of an endpoint 

device, performing: 20 

determining whether the QS payment account of said user has enough 

quantum money tokens in relation to the number of quantum money tokens of said 

each payment fiat cash value; 

removing said number of quantum money tokens from the QS payment 

account of the user, when said QS payment account has enough quantum money 25 

tokens;  

transferring said number of quantum money tokens from the QS payment 

account of the user to the QS payment account of the other user; and 

sending an indication of the number of quantum money tokens withdrawn 

from the QS payment account of the user to the endpoint device of the user for 30 

updating an electronic wallet of said user. 
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2. The computer-implemented method of claim 1, further comprising:  

receiving a request from an endpoint device for creating a QS payment account;  

performing know your own client and anti-money laundering checks on the user of 

the endpoint device;  

in response to a positive KYC and AML checks, creating a QS payment account for 5 

the user and associating the QS payment account with the endpoint device of the user. 

3. A computer-implemented method of secure quantum safe (QS) payments using a 

quantum cloud platform, the quantum cloud platform comprising a quantum-safe network, the 

QS network comprising one or more QS server(s) and a distributed ledger technology (DLT) 10 

repository for registering, recording and tracking a plurality of QS payment transactions 

between two or more endpoint devices, each QS server comprising a hardware security 

module (HSM) for storing an identical set of quantum distributed (QD) keys or quantum safe 

keys, said identical set of QD keys having been distributed to each of said QS server(s) in a 

quantum-safe manner, and said QS server(s) configured to communicate securely with each 15 

other and the repository using one or more available QD keys from the identical set of QD 

keys, and one or more further available QD keys from the set of QD keys being distributed as 

quantum safe keys to each of the endpoint devices registered with the quantum cloud 

payment platform, wherein each of the users of the endpoint devices are registered with a 

QS payment account in the quantum cloud payment platform, the method, performed by one 20 

of the endpoint devices, comprising: 

in response to a deposit instruction from the user of the endpoint device,  

transmitting a quantum safe deposit payment transaction to the quantum 

cloud platform, the QS deposit payment transaction comprising data representative 

of a deposit fiat cash value; 25 

receiving data representative of said number of quantum money tokens 

corresponding to the deposit fiat cash value; 

updating an electronic wallet of said user based on the received number of 

quantum money tokens; 

in response to a withdrawal instruction from the user of the endpoint device,  30 

transmitting a quantum safe withdrawal payment transaction to the quantum 

cloud platform, the QS withdrawal payment transaction comprising data 

representative of a withdrawal fiat cash value; 

receiving an indication of the number of quantum money tokens withdrawn 

from the QS payment account of the user; and 35 

updating an electronic wallet of said user based on said indication;  

in response to a payment instruction from the user of the endpoint device,  
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transmitting a quantum safe payment transaction to the quantum cloud 

platform, the QS payment transaction of a user comprising data representative of a 

payment fiat cash value for transferring to another user of an endpoint device; 

receiving an indication of the number of quantum money tokens withdrawn 

from the QS payment account of the user of the endpoint device; and 5 

updating an electronic wallet of said user based on the indication. 

4. The computer-implemented method of claim 3, further comprising:  

transmitting a request to the quantum cloud platform a request for creating a QS 

payment account; 10 

transmitting data representative of know your own client and anti-money laundering 

data in relation to the user of the endpoint device to the quantum cloud platform; 

receiving confirmation of the QS payment account created for the user; and 

updating an electronic wallet on the endpoint device associated with the QS payment 

account. 15 

5. An apparatus comprising a processor unit, a memory unit, and a communication 

interface, the processor unit connected to the memory unit and the communication interface, 

wherein the processor unit, memory unit and communication interface are adapted to 

implement the computer-implemented method as claimed in any of claims 1 to 2.20 

6. An apparatus comprising a processor unit, a memory unit, and a communication 

interface, the processor unit connected to the memory unit and the communication interface, 

wherein the processor unit, memory unit and communication interface are adapted to 

implement the computer-implemented method as claimed in any of claims 3 to 4.

7. A system comprising: 25 

an quantum cloud platform including an apparatus according to claim 5;

a plurality of endpoint devices comprising an apparatus according to claim 6; 

wherein the quantum cloud computing platform uses quantum safe communications 

with each of the plurality of endpoint devices. 

8. A computer-readable medium comprising computer code or instructions stored 30 

thereon, which when executed on a processor, causes the processor to perform the 

computer implemented method according to any of claims 1 to 2.

9. A computer-readable medium comprising computer code or instructions stored 

thereon, which when executed on a processor, causes the processor to perform the 

computer implemented method according to any of claims 3 to 4.  35 


