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QUANTUM-SAFE PAYMENT SYSTEM

[0001] The present application relates to an apparatus, system(s) and method(s) of

operating and using a quantum-safe payment system and applications thereto.

Backaround

[0002] Cryptography is used to protect billions of transactions every day from, without
limitation, for example Transport Layer Security (TLS) security for online shopping and
banking to ultra-secure government communications. These transactions rely on reliable and
secure means for at least two or more transacting parties to share a secret key, enabling
encryption of data by one party and subsequent decryption by the other party(ies). When
commercially usable universal quantum computers become available, a variety of these
types of transactions, tasks and applications including, without limitation, for example digital
banking, web certification, Know Your own Client (KYC), digital asset transfer, and
authentication will be vulnerable, and some are already vulnerable to conventional cyber
attacks. These transactions, tasks and applications are currently provided using software
systems that typically use conventional cryptography and/or encryption techniques and
protocols that are not sufficiently resilient enough to withstand an attack from such quantum

computers (QCs) or other advanced cyber attack methods.

[0003] QCs can potentially crack many classical cryptography codes almost effortlessly.
There has also been a ground swell in interest in quantum computing within the last year as a
result of the success of D-Wave in selling commercial systems. Furthermore, a number of
breakthroughs by technology companies such as, without limitation, for example Microsoft
(RTM), IBM (RTM), Intel (RTM), Google (RTM) and others in QC techniques promise to
make a universal QC viable in the near future (e.g. five to ten years time). QCs have already
become a threat to current, in 2016 NIST reported the impact of QCs on common
cryptographic algorithms in a report by L. Chen, S Jordan, Y Liu, D Moody, R Peralta, Ray
Perlner, D Smith-Tone, "Report on Post-Quantum Cryptography”, NISTIR 8105, 2016
(https://nvipubs.nist.gov/nistpubs/ir/2016/NIST.IR.8105.pdf). For example, NIST determined,
without limitation, for example that the following public key cryptographic algorithms used for
digital signatures and/or key exchange are no longer secure including, without limitation, for
example Finite Field Cryptography such as, without limitation, for example Digital Signature
Algorithm (DSA); Elliptic Curve Cryptography such as, without limitation, for example ECDSA
and ECDH, Elliptic curve Diffie Hellman ephemeral-Rivest/Shamir/Adelman (ECDHE-RSA),
ECDHE-ECDSA,; Rivest/Shamir/Adelman (RSA); and other crypto. NIST also determined
that the following hash-functions will require large output or key sizes, without limitation, for
example: Secure Hash Algorithm (SHA)-2 (384 bit) and SHA-3. NIST also determined that
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the following cryptographic algorithms may require larger key sizes, without limitation, for
example Advanced Encryption Standard (AES) (256-bit) Galois Counter Mode (GCM) when

used for encryption.

[0004] This means that cryptographic protocols using these cryptographic algorithms will be
vulnerable and no longer secure. For example, such cryptographic protocols include, without
limitation, for example, Transport Layer Security (TLS), https, Secure Sockets Layer (SSL),
Secure Shell (SSH) used in, without limitation, for example searches, certification and/or
banking applications and the like. For example, TLS using ECDHE-RSA, AES (128-bit) GCM
and SHA256 for searches/search engines will be broken or weakened. For example, TLS
using ECDHE-RSA with AES (256-bit) GCM and SHA (384-bit) for banking applications and
the like will be broken or weakened. It is estimated that server certificates, client certificates,

and public key cryptography will be broken and insecure.

[0005] For example, current methods to exchange cryptographic keys between two parties
are vulnerable to QC attack. If the cryptographic primitives involved in the key-exchange
protocol can be broken, the exchanged key is compromised and the encrypted data is
revealed to the attacker. Classical key-exchange protocols are based on the hardness of
integer factorization (e.g. Diffie-Hellman (DH)) or the discrete logarithm problem (e.g. Elliptic-
Curve DH (ECDH)). Neither of these problems is guaranteed to be hard and both problems
can be broken by a QC in polynomial time. This is of particular concern to both large and
small organisations, corporations and also to individual users of public and private networks
(e.g. Internet or corporate Intranets). If one is unable to reliably perform key exchange, then
all current transactions, tasks and applications are vulnerable to attack by a QC.

[0006] The field of “Quantum Cryptography” aims to address these risks by developing both
quantum secure cryptographic algorithms (so-called quantum-safe algorithms) and Quantum
Key Distribution (QKD) techniques. Whilst the combination of both provides the ultimate
solution, QKD as a stand-alone technique still has much to offer and is not in itself reliant on
the development of quantum-safe algorithms to become widely adopted. However, even
reliably performing QKD at scale for a wide range of users from small to large corporations

and/or individuals is still a costly and time consuming exercise.

[0007] However, the promised power of QCs could result in a systemic failure of the current
financial services approach to security and privacy. For example, the recent spate of security
breaches and data leaks emphasise just how vulnerable businesses and individuals are if
they are unable to maintain the trust of their customers/vendors and the market. Current QC
techniques are particularly good at solving certain types of mathematical problems — these

typically involve searching for prime factors and unstructured data searching. Although it may
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be a while before QC can be applied to more general problems, it is still very important to
focus on areas where it is likely to demonstrate material benefit compared to classical
computing techniques. The simple hard fact that RSA/PKI/Diffie-Helman ciphers are
compromised by QCs (NIST 2016), requires the financial services industry to replace these

with new QS cryptography solutions.

[0008] A significant threat to the integrity of financial data in the cloud is the technique of
harvest and decrypt, which is already being deployed by cybercriminals. This technique sees
sensitive files, which could include information such as account holders’ addresses and
names, scraped and stored by malicious parties until they have the capability in the future to
decipher the contents with quantum computers (the power of which vastly outstrips that of
classical computers). Even currently secure data is, therefore, already vulnerable to the

hackers of the future.

[0009] There is a desire for a robust, secure and cost effective approach for providing
quantum-safe solutions for at least the financial industry, payment systems, money transfer
systems, communications, storage and/or access of data items, digital banking, web
certification, Know Your own Client (KYC), digital asset transfer, and authentication, and/or
any other application, transaction, and/or task vulnerable to a QC attack. In particular, there
is a desire for a robust, secure and cost effective approach for operating a secure payment
system. Such a solution should also provide protection against advanced non-quantum

cyberattacks.

[0010] The embodiments described below are not limited to implementations which solve

any or all of the disadvantages of the known approaches described above.

Summary

[0011] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended to
identify key features or essential features of the claimed subject matter, nor is it intended to
be used to determine the scope of the claimed subject matter; variants and alternative
features which facilitate the working of the invention and/or serve to achieve a substantially
similar technical effect should be considered as falling into the scope of the invention
disclosed herein.

[0012] The present disclosure provides systems, apparatus, mechanisms, methods and
process(es) for combining a security layer via a QKD network with a data distribution layer for
registering, storing and distributing digital data and/or data items via a repository or storage

management system based on distributed ledger technology, shared ledger technology,

3
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cloud storage technologies, and/or centralised storage technologies for providing a quantum-
safe or quantum resistant set of services, applications and use cases for a plurality of
different types of users (e.g. customers, consumers, large organisations or corporation) in
relation to quantum-safe payment services, digital banking, verification, authenticity,
authentication, value transfer, privacy, secure storage and/or secure communication

capabilities and any other service or application vulnerable to QC attack.

[0013] In a first aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud payment platform and two or more
endpoint devices, the method, performed by the quantum cloud payment platform,
comprising: receiving one or more quantum safe deposit payment transactions from one or
more endpoint devices of one or more registered users, each QS deposit payment
transaction of a user comprising data representative of a deposit value which is a fiat cash
value or digital currency cash value; transferring each of the deposit values from a bank
account associated with a user and linked to the QS payment account of the userto a
quantum cloud account for pooling each of the deposit values; for each deposit value
transferred in relation to a user of an endpoint device, performing: converting said each
deposit fiat cash value to a corresponding number of quantum money tokens; linking said
number of quantum money tokens to the QS payment account of the user; and sending said
number of quantum money tokens to the endpoint device of the user for updating an

electronic wallet of said user.

[0014] In a second aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud platform and two or more endpoint
devices, the method, performed by the quantum cloud payment platform, comprising:
receiving one or more quantum safe withdrawal payment transactions from one or more
endpoint devices of one or more registered users, each QS withdrawal payment transaction
of a user comprising data representative of a withdrawal value which is a fiat cash value or
digital currency cash value; transferring each of the withdrawal values from a quantum cloud
account for pooling each of the withdrawal values to a bank account associated with a user
and linked to the QS payment account of the user, wherein for each withdrawal value
transferred in relation to a user of an endpoint device, performing: converting said each
withdrawal value to a corresponding number of quantum money tokens; determining whether
QS payment account of said user has enough quantum money tokens in relation to the
number of quantum money tokens of said each withdrawal value; removing said number of
quantum money tokens to the QS payment account of the user, when said QS payment
account has enough quantum money tokens; and sending an indication of the number of
quantum money tokens withdrawn from the QS payment account of the user to the endpoint

device of the user for updating an electronic wallet of said user.
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[0015] In a third aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud platform and two or more endpoint
devices, the method, performed by the quantum cloud payment platform, comprising:
receiving one or more quantum safe payment transactions from one or more endpoint
devices of one or more registered users, each QS payment transaction of a user comprising
data representative of a payment value which is a fiat cash value or digital currency cash
value for transferring to another user of an endpoint device; converting each of the payment
values into a corresponding number of quantum money tokens; transferring each of the
number of quantum money tokens corresponding to a payment value from the QS payment
account of the user to the QS payment account of the other user, wherein for each of the
number of quantum money tokens corresponding to the payment value transferred in relation
to a user of an endpoint device, performing: determining whether the QS payment account of
said user has enough quantum money tokens in relation to the number of quantum money
tokens of said each payment value; removing said number of quantum money tokens from
the QS payment account of the user, when said QS payment account has enough quantum
money tokens; transferring said number of quantum money tokens from the QS payment
account of the user to the QS payment account of the other user; and sending an indication
of the number of quantum money tokens withdrawn from the QS payment account of the user
to the endpoint device of the user for updating an electronic wallet of said user.

[0016] In a fourth aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud payment platform and two or more
endpoint devices, the method, performed by one of the endpoint devices, comprising: in
response to a deposit instruction from the user of the endpoint device: transmitting a
quantum safe deposit payment transaction to the quantum cloud payment platform, the QS
deposit payment transaction comprising data representative of a deposit value which is a fiat
cash value or digital currency cash value; receiving data representative of said number of
quantum money tokens corresponding to the deposit value; updating an electronic wallet of

said user based on the received number of quantum money tokens.

[0017] In a fifth aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud payment platform and two or more
endpoint devices, the method, performed by one of the endpoint devices, comprising: in
response to a withdrawal instruction from the user of the endpoint device: transmitting a
quantum safe withdrawal payment transaction to the quantum cloud payment platform,
the QS withdrawal payment transaction comprising data representative of a withdrawal
value which is a fiat cash value or digital currency cash value; receiving an indication of
the number of quantum money tokens withdrawn from the QS payment account of the

user; and updating an electronic wallet of said user based on said indication.
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[0018] In a sixth aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud payment platform and two or more
endpoint devices, the method, performed by one of the endpoint devices, comprising: in
response to a payment instruction from the user of the endpoint device: transmitting a
quantum safe payment transaction to the quantum cloud platform, the QS payment
transaction of a user comprising data representative of a payment value which is a fiat
cash value or a digital currency value for transferring to another user of an endpoint
device; receiving an indication of the number of quantum money tokens withdrawn from
the QS payment account of the user of the endpoint device; and updating an electronic

wallet of said user based on the indication.

[0019] In a seventh aspect, there is provided an apparatus comprising a processor unit, a
memory unit, and a communication interface, the processor unit connected to the
memory unit and the communication interface, wherein the processor unit, memory unit
and communication interface are adapted to implement the computer-implemented

method as claimed in any of the first to third aspects.

[0020] In an eighth aspect, there is provided an apparatus comprising a processor unit, a
memory unit, and a communication interface, the processor unit connected to the
memory unit and the communication interface, wherein the processor unit, memory unit
and communication interface are adapted to implement the computer-implemented

method as claimed in any of the fourth to sixth aspects.

[0021] In a ninth aspect, there is provided a system comprising: a quantum cloud platform
including an apparatus according to the seventh aspect; a plurality of endpoint devices
comprising an apparatus according to the eighth aspect; wherein the quantum cloud
computing platform uses quantum safe communications with each of the plurality of endpoint

devices.

[0022] In atenth aspect, there is provided a computer-readable medium comprising
computer code or instructions stored thereon, which when executed on a processor, causes
the processor to perform the computer implemented method according to any of the first to

third aspects.

[0023] In an eleventh aspect, there is provided a computer-readable medium comprising
computer code or instructions stored thereon, which when executed on a processor, causes
the processor to perform the computer implemented method according to any of the fourth to

sixth aspects.
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[0024] In a twelfth aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud platform, the quantum cloud platform
comprising a quantum-safe network, the QS network comprising one or more QS server(s)
and a distributed ledger technology (DLT) repository for registering, recording and tracking a
plurality of QS payment transactions between two or more endpoint devices, each QS server
comprising a hardware security module (HSM) for storing an identical set of quantum
distributed (QD) keys or quantum safe keys, said identical set of QD keys having been
distributed to each of said QS server(s) in a quantum-safe manner, and said QS server(s)
configured to communicate securely with each other and the repository using one or more
available QD keys from the identical set of QD keys, and one or more further available QD
keys from the set of QD keys being distributed as quantum safe keys to each of the endpoint
devices registered with the quantum cloud payment platform, wherein each of the users of
the endpoint devices are registered with a QS payment account in the quantum cloud
payment platform, the method, performed by the quantum cloud payment platform,
comprising: receiving one or more quantum safe deposit payment transactions from one or
more endpoint devices of one or more registered users, each QS deposit payment
transaction of a user comprising data representative of a deposit fiat cash value; transferring
each of the deposit fiat cash values from a bank account associated with a user and linked to
the QS payment account of the user to a quantum cloud account for pooling each of the
deposit fiat cash values; for each deposit fiat cash value transferred in relation to a user of an
endpoint device, performing: converting said each deposit fiat cash value to a corresponding
number of quantum money tokens; linking said number of quantum money tokens to the QS
payment account of the user; and sending said nhumber of quantum money tokens to the
endpoint device of the user for updating an electronic wallet of said user; receiving one or
more quantum safe withdrawal payment transactions from one or more endpoint devices of
one or more registered users, each QS withdrawal payment transaction of a user comprising
data representative of a withdrawal fiat cash value; transferring each of the withdrawal fiat
cash values from the quantum cloud account for pooling each of the withdrawal fiat cash
values to a bank account associated with a user and linked to the QS payment account of the
user, wherein for each withdrawal fiat cash value transferred in relation to a user of an
endpoint device, performing: converting said each withdrawal fiat cash value to a
corresponding number of quantum money tokens; determining whether QS payment account
of said user has enough quantum money tokens in relation to the number of quantum money
tokens of said each withdrawal fiat cash value; removing said number of quantum money
tokens to the QS payment account of the user, when said QS payment account has enough
quantum money tokens; and sending an indication of the number of quantum money tokens
withdrawn from the QS payment account of the user to the endpoint device of the user for
updating an electronic wallet of said user; receiving one or more quantum safe payment
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transactions from one or more endpoint devices of one or more registered users, each QS
payment transaction of a user comprising data representative of a payment fiat cash value for
transferring to another user of an endpoint device; converting each of the payment fiat cash
values into a corresponding number of quantum money tokens; transferring each of the
number of quantum money tokens corresponding to a payment fiat cash values from the QS
payment account of the user to the QS payment account of the other user, wherein for each
of the number of quantum money tokens corresponding to the payment fiat cash value
transferred in relation to a user of an endpoint device, performing: determining whether the
QS payment account of said user has enough quantum money tokens in relation to the
number of quantum money tokens of said each payment fiat cash value; removing said
number of quantum money tokens from the QS payment account of the user, when said QS
payment account has enough quantum money tokens; transferring said number of quantum
money tokens from the QS payment account of the user to the QS payment account of the
other user; and sending an indication of the number of quantum money tokens withdrawn
from the QS payment account of the user to the endpoint device of the user for updating an

electronic wallet of said user.

[0025] As an option, the method further comprising: receiving a request from an endpoint
device for creating a QS payment account; performing know your own client and anti-money
laundering checks on the user of the endpoint device; in response to a positive KYC and
AML checks, creating a QS payment account for the user and associating the QS payment

account with the endpoint device of the user.

[0026] In a thirteenth aspect, there is provided a computer-implemented method of secure
quantum safe (QS) payments using a quantum cloud platform, the quantum cloud platform
comprising a quantum-safe network, the QS network comprising one or more QS server(s)
and a distributed ledger technology (DLT) repository for registering, recording and tracking a
plurality of QS payment transactions between two or more endpoint devices, each QS server
comprising a hardware security module (HSM) for storing an identical set of quantum
distributed (QD) keys or quantum safe keys, said identical set of QD keys having been
distributed to each of said QS server(s) in a quantum-safe manner, and said QS server(s)
configured to communicate securely with each other and the repository using one or more
available QD keys from the identical set of QD keys, and one or more further available QD
keys from the set of QD keys being distributed as quantum safe keys to each of the endpoint
devices registered with the quantum cloud payment platform, wherein each of the users of
the endpoint devices are registered with a QS payment account in the quantum cloud
payment platform, the method, performed by one of the endpoint devices, comprising: in
response to a deposit instruction from the user of the endpoint device, transmitting a

quantum safe deposit payment transaction to the quantum cloud platform, the QS deposit
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payment transaction comprising data representative of a deposit fiat cash value; receiving
data representative of said number of quantum money tokens corresponding to the deposit
fiat cash value; updating an electronic wallet of said user based on the received number of
quantum money tokens; in response to a withdrawal instruction from the user of the endpoint
device, transmitting a quantum safe withdrawal payment transaction to the quantum cloud
platform, the QS withdrawal payment transaction comprising data representative of a
withdrawal fiat cash value; receiving an indication of the number of quantum money tokens
withdrawn from the QS payment account of the user; and updating an electronic wallet of
said user based on said indication; in response to a payment instruction from the user of the
endpoint device, transmitting a quantum safe payment transaction to the quantum cloud
platform, the QS payment transaction of a user comprising data representative of a payment
fiat cash value for transferring to another user of an endpoint device; receiving an indication
of the number of quantum money tokens withdrawn from the QS payment account of the user

of the endpoint device; and updating an electronic wallet of said user based on the indication.

[0027] As an option, the method further comprising: transmitting a request to the quantum
cloud platform a request for creating a QS payment account; transmitting data representative
of know your own client and anti-money laundering data in relation to the user of the endpoint
device to the quantum cloud platform; receiving confirmation of the QS payment account
created for the user; and updating an electronic wallet on the endpoint device associated with

the QS payment account.

[0028] In a fourteenth aspect, there is provided an apparatus comprising a processor unit, a
memory unit, and a communication interface, the processor unit connected to the memory
unit and the communication interface, wherein the processor unit, memory unit and
communication interface are adapted to implement the computer-implemented method as

claimed in the twelfth aspect.

[0029] In a fifteenth aspect, there is provided an apparatus comprising a processor unit, a
memory unit, and a communication interface, the processor unit connected to the memory
unit and the communication interface, wherein the processor unit, memory unit and
communication interface are adapted to implement the computer-implemented method as
claimed in the thirteenth aspect.

[0030] In a sixteenth aspect, there is provided a system comprising: an quantum cloud
platform including an apparatus according to the fourteenth aspect; a plurality of endpoint
devices comprising an apparatus according to the fifteenth aspect; wherein the quantum
cloud computing platform uses quantum safe communications with each of the plurality of

endpoint devices.
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[0031] In a seventeenth aspect, there is provided a computer-readable medium comprising
computer code or instructions stored thereon, which when executed on a processor, causes
the processor to perform the computer implemented method according to the twelfth aspect.

[0032] In an eighteenth aspect, there is provided a computer-readable medium comprising
computer code or instructions stored thereon, which when executed on a processor, causes
the processor to perform the computer implemented method according to the thirteenth

aspect.

[0033] Inthe above aspects, the computer-readable medium may be a tangible computer-

readable medium.

[0034] The methods described herein may be performed by software in machine readable
form on a tangible storage medium e.g. in the form of a computer program comprising
computer program code means adapted to perform all the steps of any of the methods
described herein when the program is run on a computer and where the computer program
may be embodied on a computer readable medium. Examples of tangible (or non-transitory)
storage media include disks, thumb drives, memory cards etc. and do not include propagated
signals. The software can be suitable for execution on a parallel processor or a serial
processor such that the method steps may be carried out in any suitable order, or

simultaneously.

[0035] This application acknowledges that firmware and software can be valuable,
separately tradable commodities. It is intended to encompass software, which runs on or
controls “dumb” or standard hardware, to carry out the desired functions. It is also intended
to encompass software which “describes” or defines the configuration of hardware, such as
HDL (hardware description language) software, as is used for designing silicon chips, or for

configuring universal programmable chips, to carry out desired functions.

[0036] The preferred features may be combined as appropriate, as would be apparent to a

skilled person, and may be combined with any of the aspects of the invention.

Brief Description of the Drawings

[0037] Embodiments of the invention will be described, by way of example, with reference to

the following drawings, in which:

[0038] Figure 1a is a schematic diagram illustrating an example quantum-safe (QS) system

according to the invention;

10
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[0039] Figure 1b is a flow diagram illustrating an example process of storing data items in a

QS system according to the invention;

[0040] Figure 1c is a flow diagram illustrating another example process of storing data items

in a QS system according to the invention;

[0041] Figure 1d is a flow diagram illustrating an example process of accessing data items

stored in a QS system according to the invention;

[0042] Figure 1e is a flow diagram illustrating another example process of accessing data

items in a QS system according to the invention;

[0043] Figure 1fis a flow diagram illustrating an example process of storing data items using

the QS system of figure 1a according to the invention;

[0044] Figure 1g is a flow diagram illustrating an example process of accessing data items

using the QS system of figure 1a according to the invention;

[0045] Figure 1h is another schematic diagram illustrating another example QS system

according to the invention;

[0046] Figure 1iis another schematic diagram illustrating a preferred example QS system

using satellite quantum key distribution (SQKD) according to the invention;

[0047] Figure 1j is another schematic diagram illustrating an example QS system of figures
1a to 1i using SQKD and configured with registration servers and nodes according to the

invention;

[0048] Figure 1k is another schematic diagram illustrating another preferred example QS
system of figures 1a to 1j using SQKD and configured with registration servers and nodes

according to the invention;

[0049] Figure 1l is a further schematic diagram illustrating an example preferred QS system

using terrestrial quantum key distribution according to the invention;

[0050] Figure 2a is a schematic diagram illustrating a quantum reference locator engine for

use in the QS system(s) illustrated in figures 1a-1I according to the invention;

[0051] Figure 2b is a schematic diagram illustrating a QREF access token engine for use in

the QS system(s) illustrated in figures 1a-1I according to the invention;

11
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[0052] Figure 2c is a flow diagram illustrating a process for accessing a data item using

QREF access token in QS system(s) illustrated in figures 1a-1l according to the invention;

[0053] Figure 3a is a flow diagram illustrating a process of storing and retrieving data items
using an example QS system as illustrated in figures 1a-11 when configured with distributed

ledger technology (DLT) according to the invention;

[0054] Figure 3b is a flow diagram illustrating a process for a web certification service using

a preferred example QS system of figure 1e according to the invention;

[0055] Figure 3c is a flow diagram illustrating a process for a KYC service using a preferred

example QS system of figure 1e according to the invention;

[0056] Figure 4a is a flow diagram illustrating a process for another example data storage
and retrieval service using a preferred example QS system of figure 1e according to the
invention;

[0057] Figure 4b is a flow diagram illustrating a process for another example web
certification service using a preferred example QS system of figure 1e according to the
invention;

[0058] Figure 5a is a schematic diagram illustrating an example of quantum-safe end-point
communications using a QS system according to the invention;

[0059] Figure 5b is a flow diagram illustrating an example end-point registration process for
QS communication using the QS system according to the invention;

[0060] Figure 5c is a flow diagram illustrating an example end-point registration process for

QS communication using the QS system according to the invention;

[0061] Figure 5d is a flow diagram illustrating an example user registration process for QS
communication using the QS system based on a registered end-point according to the
invention;

[0062] Figure 5e is a flow diagram illustrating an example QS communication set-up
process between at least two devices using the QS system according to the invention;

[0063] Figure 5fis a flow diagram illustrating another example QS communication set-up

process between at least two devices using the QS system according to the invention;

12
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[0064] Figure 59 is a flow diagram illustrating an example QS key assignment process 550
for use in setting up a QS communication channel between at least two end-point devices
according to the invention;

[0065] Figure 5h is a flow diagram illustrating a QD key update process after a further QD

key has been assigned during process of figure 5g according to the invention;

[0066] Figure 5i is a signal flow diagram illustrating an example QS communications

establishment process according to the invention;

[0067] Figure 5j is a signal flow diagram illustrating another example QS communications

establishment process according to the invention;

[0068] Figure 6a is a flow diagram illustrating an example QS key sharing/transaction
signing process using a QS system according to the invention;

[0069] Figure 6b is another flow diagram illustrating another example QS key
sharing/transaction signing process using a QS system according to the invention;

[0070] Figure 6¢ is a further flow diagram illustrating a further example QS key

sharing/transaction signing DLT process using a QS system according to the invention;

[0071] Figure 6d is a flow diagram illustrating an example QS cryptographic process for

performing QS cryptographic processing of a data item according to the invention;

[0072] Figure 7 is a schematic diagram showing an overview of an example quantum safe

payment system according to some embodiments of the invention;

[0073] Figure 8 is a schematic diagram of an example quantum safe payment system

according to some embodiments of the invention;

[0074] Figure 9a is a flow diagram of an example quantum safe deposit method according

to some embodiments of the invention;

[0075] Figure 9b is a flow diagram of an example quantum safe withdrawal method

according to some embodiments of the invention

[0076] Figure 9c is a flow diagram of an example quantum safe payment method according

to some embodiments of the invention;

[0077] Figure 9d is a flow diagram of an example quantum safe payment method according

to some embodiments of the invention;

13



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

[0078] Figure 9e is a flow diagram of an example quantum safe payment method according

to some embodiments of the invention;

[0079] Figure 10 is a schematic diagram of another example quantum safe payment system

according to some embodiments of the invention;

[0080] Figure 11a is a schematic diagram of a computing device according to the invention;

[0081] Figure 11b is a schematic diagram of another example QS system according to the

invention;

[0082] Common reference numerals are used throughout the figures to indicate similar

features.

Detailed Description

[0083] Embodiments of the present invention are described below by way of example only.
These examples represent the best mode of putting the invention into practice that are
currently known to the Applicant although they are not the only ways in which this could be
achieved. The description sets forth the functions of the example and the sequence of steps
for constructing and operating the example. However, the same or equivalent functions and

sequences may be accomplished by different examples.

[0084] The present disclosure provides method(s), apparatus and system(s) for quantum-
safe (QS) payments, storage, refrieval, access, use or application of data items or data and
QS and/or quantum-resistant communications using a QS system comprising a quantum key
distribution layer and a transaction layer, wherein the transaction layer is separated from the
key distribution layer. The transaction layer including a QS network formed by a plurality of
QS server(s)/node(s) and one or more repository(ies) and/or ledger(s) and the like for storing,
managing, retrieving and/or using the data items, and/or setting up one or more QS
communication channels and the like, the QS server(s)/node(s) (herein referred to as QS
server(s)) communicate with each other in a quantum-safe manner. Each QS server
includes an identical set of quantum distributed (QD) keys securely stored thereon, which are
used by the QS servers to communicate with each other, and also the repository(ies) and/or
ledger(s) and the like in a quantum-safe manner. The key distribution layer includes a
plurality of quantum key distribution (QKD) sources, where each QKD source distributes an
identical set of QD key(s) to each of the QS server(s) using a group quantum key distribution
(QKD) or multi-casting QKD protocol in a quantum-safe manner. A QD key or quantum key
may comprise or represent data representative of a key and/or cryptographic key that has
been distributed from a QKD source using a QKD protocol in a quantum-safe manner. A
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quantum-safe (QS) communication channel or QS channel may comprise or represent an
encrypted communication channel that is encrypted by one or more QD key(s) such that the
encrypted communication channel is quantum-safe.

[0085] One or more of the QS server(s) include components that are configured to perform
and/or control the registration of users, storage, retrieval, access and/or use or application of
data items, and/or QS communications between, without limitation, for example devices,
servers, or end-points of the users and/or customers and the like. Users of end-point
devices, servers, communication devices may connect and/or register with the QS system via
one or more QS server(s) for registering, storing, retrieving, accessing, using applications
associated with data items stored within the repository(ies) and/or ledger(s) and the like
and/or for establishing QS communications channels with the QS network and/or other
devices of users registered in the QS network and the like and/or as the application
demands. Additionally or alternatively, without limitation, for example end-point devices,
servers, communication devices may be configured to connect and/or register with the QS
system via one or more QS server(s) for registering, storing, retrieving, accessing, using
applications associated with data items stored within the repository(ies) and/or ledger(s) and
the like and/or for establishing QS communications channels with the QS network and/or

other devices registered in the QS network and the like and/or as the application demands.

[0086] A repository or repositories or repository storage systems may comprise or represent
any type of storage system or platform for storing data items and/or accessing data items
stored thereon. The storage system or platform may be based on, without limitation, for
example distributed storage technologies, centralised storage technologies and/or both as
the application demands. Examples of a repository, storage system and/or platform as
described herein according to the invention may include, without limitation, for example one
or more storage systems or platforms based on one or more from the group of: distributed
ledger technologies and/or network(s); shared ledger technologies and/or network(s); block-
chain technologies and/or network(s); cloud storage technologies and/or platform(s);
distributed storage server(s); centralised storage server(s); content delivery network;
geographically distributed network of servers and/or data centers; PUSH technology (RTM)-
style digital repository/cloud technologies; Mesh HSM or HSM Mesh (Clustered multiple
Hardware Security Modules with embedded Quantum Random Number Generator) or
clustered HSMs; publish/subscribe, request/response and/or real-time based digital storage
and/or data access platforms, cloud/repository platforms and/or systems; publish/subscribe,
request/response and/or real-time based digital distributed storage and/or data access
platforms; database management systems; secure cloud storage systems; secure storage
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system or platforms; secure database management system; and/or any other system for

storing and accessing data items and the like and/or as the application demands.

[0087] A quantum channel or quantum communication channel(s) may comprise or
represent a communication channel capable of transmitting and/or receiving at least quantum
information. Examples of a quantum channel or quantum communication channel or quantum
channel that may be used according to the invention may include or be based on, without
limitation, for example on one or more types of quantum communication channels associated
with the group of: optical quantum communications; free-space optical quantum
communications; optical fibre quantum communications; optical laser quantum
communications; communications using electromagnetic waves such as, without limitation,
for example radio, microwave, infra-red, gigahertz, terahertz and/or any other type of
electromagnetic wave communications; communications based on electron spin and the like;
any other type of quantum communications for transmitting and receiving data over a
quantum communication channel between devices. It is noted that one or more types of
quantum communication channel(s) may be capable of transmitting and/or receiving non-

quantum or classical information.

[0088] A communication channel or standard, classical or non-quantum communication
channel(s) may comprise or represent any communication channel between two devices that
at least is capable of transmitting and/or receiving non-quantum information. Examples of a
communication channel, and/or standard, classical and/or non-quantum communication
channels according to the invention may include or be based on, without limitation, for
example on one or more types of communication channels from the group of. any one or
more physical communication channel(s); optical communication channel; free-space optical
communication channel; wireless communication channel; wired communication channel;
radio communication channel; microwave communication channel; satellite communication
channel; terrestrial communication channel; optical fibre communication channel; optical
laser communication channel; telecommunications channels; 2G to 6G and beyond
telecommunications channels; logical channels such as, without limitation, for example
Internet Protocol (IP) channels; any other type of logical channel being provided over any
standard, classical or non-quantum physical communication channel; one or more other
physical communications or carriers of data such as, without limitation, for example avian
carriers, paper, sealed briefcases, courier or other delivery service and the like; any other
type of one or more optical, wireless and/or wired communication channel(s) for transmitting
data between devices; and/or two or more optical, wireless and/or wired communication
channel(s) that form a composite communication channel for transmitting data between
devices; and/or any combination of two or more standard, classical or non-quantum

communication channel(s) that form a composite communication channel for transmitting
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and/or carrying data between devices; combinations thereof, modifications thereto, and/or as
described herein and the like and/or as the application demands. It is noted that one or more
types of communication channels, standard, classical or non-quantum communication
channel(s) may be capable of transmitting and/or receiving quantum information. As
described, a quantum-safe (QS) communication channel comprises or represents a
communication channel that is encrypted using a quantum safe key or a quantum-distributed

(QD) cryptographic key or QD key.

[0089] The QS servers, the identical sets of QD keys and the repository/ledger are
combined and configured in a manner that enables for, without limitation, for example secure
collection, secure storage, transmission of data items, secure communications, and also
interaction with those data items by its users. For example, for each data item to be stored, a
QS server may be configured to generate a unique quantum reference (QREF) locator, which
may be based on input data associated with the data item, and assign an available or
useable QD key from the set of QD keys for encrypting said data item. The encrypted data
item is stored in the repository/ledger of the QS system with the QREF locator. Each
assigned QD key is mapped to the corresponding QREF locator. A QREF access token may
be generated based on the QREF locator and/or the input data using an irreversible or one-
way function, operation and/or process. The QREF access token may be distributed to allow
users access to the data item in some manner. Submission of the QREF access token along
with identifying/authentication data from the user may enable the QS system to identify the
QREF locator and allow the user to access and/or perform access operations in some
manner depending on the QREF access token, the data item. The QS system according to
the invention enables a host of applications to be deployed to users from QS certificates, QS
KYC, QS-depository through to quantum-resistant and/or QS end-to-end communications

between end-point devices of users registered with the QS system.

[0090] For example, accessing a data item in some manner may include, without limitation,
for example allowing users via their user devices to perform one or more access operations
associated with accessing the data item which may include, without limitation, for example
direct access operations on the data item, read access operations on the data item, write
access operations on the data item, indirect access operations on the data item e.g. query
access operations in which the data item is only allowed to be queried by the user using the
QREF access token rather than directly accessed by the user (e.g. avoiding transmission of
the data item over unsafe networks). User's access to the data item may be based on the
QREF access token. The QREF access token may be further used to define and/or provide
access permissions to the user in relation to the data item, the access permissions may
include, without limitation, for example include, without limitation, for example read access,

write access, query access, one or more geolocation access permissions that are compliant
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with geolocation rules associated with the data item ensuring the data item is only, without
limitation, for example accessible and/or viewable in certain geolocations/geographies and
the like and/or as the application demands.

[0091] The QS system is configured for receiving an identical set of QD keys at each QS
server that are distributed from a QKD source in a quantum-safe manner. For example, for
QS servers located or positioned in a large geographic region (e.g. one or more of a plurality
of QS servers are located in numerous geographic regions/countries/jurisdictions around the
world to form a world-wide QS network), the QKD source may use Satellite Quantum Key
Distribution for distributing an identical set of QD keys to each of the plurality of QS server(s)
and/or one or more subsets of the plurality of QS server(s) using a group and/or multi-cast
QKD protocol. Furthermore, the QS system may use a repository/ledger that is configured
for storing and/or retrieving one or more data item(s) using distributed ledger technology (e.g.
shared ledger software technology), in which multiple QS server(s) of the plurality of QS
server(s) include DLT node functionality and form a DLT repository/ledger within the QS
system/network for providing a Quantum Safe, or “Provably Secure” method for the secure
storage, collection, retrieval, transmission of data items, and/or providing applications
associated with the data items stored in the QS network and interaction with that data/data
item(s) by its users. Use cases of the QS system range from quantum-resistant to quantum-
safe communications between end-point devices, messaging to web certification,
authentication to digital asset custody and/or trading, data or document repository, DLT

signature and verification to digital wallets for DLT/blockchain system and many others.

[0092] For example, an advantage of the configuration of the QS system according to the
present invention is that it enables two users to quickly and remotely establish a quantum-
safe communication channel and/or at least a quantum-resistant communication channel
between them using any communication device, end-point device or computing device such
as, without limitation, for example a laptop, desktop computer, personal computer, mobile
phone, smart-phone, or Internet of Things (loT) device, user server, and/or any other
computing or communication device. For example, two counterparties or users that are
previously unknown to each other and have no prior connection may use the QS system to
quickly and remotely establish a quantum safe communication channel between them using
any end point device. In another example, two counterparties or users that are previously
known to each other and have a prior connection may use the QS system to also quickly and
remotely establish a quantum safe communication channel between them using their end
point devices. In another example, at least two different 10T devices that are previously
unknown to each other and have no prior connection may use the QS system to quickly and
remotely establish a quantum safe communication channel therebetween (e.g. a quantum

safe communication between a first [oT device and a second loT device, server and/or any
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other device). In another example, at least two I0T devices that are previously known to
each other and have a prior connection may use the QS system to also quickly and remotely
establish a quantum safe communication channel therebetween. The |loT devices may be
associated with defined control systems or reporting systems in cloud computing, FOG
computing architectures and/or FOG networking architectures and the like and/or as the
application demands, and/or any other system using loT devices that require quantum-safe
communications therebetween. Although the user end point devices and/or
computing/communication devices with users are described, this is for simplicity and by way
of example only and the invention is not so limited, it is to be appreciated by the skilled
person that user end point device or communication devices with users are only example
devices that may operate with the QS system enabling QS communications and/or other use
cases as described herein, and the skilled person would appreciate that any the user end
point device and examples thereof are applicable to any other device with or without a user
or operator/control system that is capable of communicating over a communication channel
with one or more other devices such as, without limitation, for example [oT devices, sensor
devices, robotics devices, smart devices, laptop, desktop computer, personal computer,
mobile phone and/or any other computing or communication device and the like as the

application demands.

[0093] In another example, an advantage of the configuration of the QS system according to
the invention is that it enables the deposit, storage and/or retrieval/access to data items
and/or use of data items and/or application of data items in a quantum-safe manner. For
example, registered users of the QS system such as, without limitation, for example
customers, individual users, and/or corporate users of the QS system can deposit and store
data items/data (e.g. identity records, documents, and/or any data and/or information of value
to a user) within the QS network of the QS system in a manner which is quantum-safe (QS).
Once stored in the QS network (e.g. within a repository/ledger of the QS network), these data
items/data may be queried, retrieved, accessed and/or used in applications by the users
and/or third parties in a QS manner. For example, counterparties can instruct, execute and

settle the transfer of digital assets in an entirely QS manner.

[0094] In another example, one or more QS server(s) of the QS system may include a QS
DLT signing/verification mechanism/application that uses QD keys from the identical set of
QD keys distributed using QKD and stored in a QS manner by the QS server(s) (e.g.
unbreakable QD keys) such that, without limitation, for example user transactions can be
submitted to the QS system for QS DLT signing prior to submission to the counterparty to the
transaction and/or prior to submission into, for example, an external DLT and/or blockchain
systems. The QS system eliminates the need or requirement for users to have their

private/public keys for signing/verifying blockchain/DLT transactions stored on their end-point
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device, but rather enables the user to have their private/public keys and/or even a set of
private/public QD keys assigned from the set of QD keys on a QS server to be securely
stored and accessible in a QS manner. This enables QS signing/verification of
blockchain/DLT transactions, which substantially mitigates malevolent actors or hackers
misuse/stealing transactions or digital assets or submitting false transactions from
private/public keys stolen from a user's end-point device or conventional digital wallet. The
QS safe system, or Quantum Cloud, use of Shared Ledger technology provides the capability
to use a Symmetric Key algorithm instead of an asymmetric key algorithm interchangeably
for signing of blockchain transactions and communications between nodes, dependent on

deployment requirements.

[0095] An example QS system according to the invention is now briefly described. Although
some specific components, devices, mechanisms, apparatus, system(s) and/or elements are
described in the following example QS system, this is by way of example only and the
invention is not so limited, the skilled person in the art would understand that the following
example QS system may include other elements, components and the like and/or be
combined, merged, and/or modified with the other example QS systems, use cases and the
like as described with reference to the figures and/or as described herein. An example of the
QS system according to the invention may include, without limitation, for example the
following components and/or elements. The example QS system includes a QS network
formed by a plurality of QS server(s) and/or QS repository/ledgers storage system that
communicate with each over communication channels using the same set of QD keys in a

quantum-safe manner.

[0096] For example, the QS system may store data items/data in a disaggregated manner in
the repository/ledger storage system using such as, without limitation, for example a
Redundant Array of Inexpensive/Independent Disks or Drives (RAID) system coupled with
distributed ledger of geographically dispersed QS servers that have DLT node functionality.
Further, in systems using a meshed HSM and. or clustered hardware security modules some
data items/data may be stored in a disaggregated manner in the meshed HSM, HSM mesh
and/or clustered HSMs. Each QS server of the QS network may include a QKD
communication system that is configured to enable distribution of the same set of quantum
distributed (QD) keys, or a so-called identical set of QD keys from a QKD source using
quantum channels and the like. For example, each QS server of the QS network may
include an Satellite QKD (SQKD) communication system (e.g. an On-Ground Communication
Satellite Receiver) that connects to a satellite network that enables via a QKD multi-cast or
group mode (or protocol) the QKD communication system to receive from a satellite of the
satellite network the same set of quantumly generated random number encryption keys, a so-

called identical set of QD keys, as the other QS servers. The QD keys may be distributed
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using QKD via a satellite quantum optical channel from the satellite. In another example,
each QS server of the QS network may include a terrestrial QKD communication system (e.qg.
an optical fibre communication receiver) connected to a QS optical fibre network that is
configured to enable reception from a QKD source connected to the optical fibre network of a
set of quantumly generated random number encryption keys, so-called QD keys, from the
QKD source over the optical fibre network via a fibre optical quantum channel. Although
SQKD and terrestrial QKD has been described, by way of example only and not limited to, as
described herein, it is to be appreciated by the skilled person that the QKD source may be
any other type of QKD source or source(s) configured for distributing the same or similar sets

of QD keys to each of the QS servers of the QS network and/or as the application demands.

[0097] The QD keys may be paired with a quantum-safe and/or symmetrical algorithm such
as, without limitation, for example One Time Pad (OTP), Bit-Flipping Key Encapsulation
(BIKE) and variants thereof and the like, AES 256, AES 512 and the like, other provably
secure cryptographic algorithms from National Institute of Standards and Technology (NIST)
and/or any other similar cryptographic standards bodies, and/or any other provably secure
cryptographic algorithm in a post-quantum world, that can guarantee that the set-up of
quantum-safe communication channels (even communication channels over standard
telecommunication links) between the QS server(s) of the QS network that are provably
secure and, may be configured, to be quantum-safe. It is to be appreciated by the person
skilled in the art that the cryptographic algorithm used with the QD keys (also referred to as
quantum keys) to form the QS communications channels may be any suitable cryptographic
algorithm that is provably secure and/or quantum-safe. In the QS system, the plurality or a
majority or subset of the QS server(s) of the QS network may form a private or intranet-type
QS network and is configured not to be directly Internet accessible or publicly accessible.
That is, a QS server of the private QS network may only communicate with other QS
server(s) over a QKD connected private circuit in meshed configuration, and that
communication only happens over quantum-safe communication channels (or QS channels),
which are telecommunications or communications channels of a communication network
encrypted using one or more provably secure cryptographic algorithms with one or more of
the available or usable QD keys (or quantum keys) from the set of QD keys distributed from
the QKD source to each QS server of the QS network. The "private” QS network creates a
“Quantum Safe Boundary” within which data items are stored and accessible in a quantum-
safe manner.In order to enable users and/or customers to store and/or access data items
within the QS network, one or more of the QS servers may act as or include the functionality
of at least a QS registration server. The QS registration server may be connected over
quantum-safe channels to one or more registration nodes, which a user or customer may
connect to for registering with the QS system, storing and/or depositing data into the QS
system. The QS registration server may be coupled to one or more registration nodes (or
21
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registration computing devices) over quantum-safe channels. Each registration node may be
allocated or assigned an available QD key from the set of QD keys for establishing a QS
communication channel in a quantum-safe manner with the corresponding QS registration
server. Alternatively or additionally, each QS server/node may include the functionality of a
QS registration server and also gateway functionality, where the QS registration server is
connected via the gateway functionality to one nor more registration nodes and the like. The
gateway functionality providing a secure interface between the QS registration server and the

one or more registration nodes and the like.

[0098] Registration nodes may be accessible to users of the QS system either via
communication channels over the Internet and/or public network or via visiting a registration
node in person. For example, a user may be required to visit a registration node to, without
limitation, for example securely register themselves as a user of the QS system, securely
receive one or more QS system applications or software for operating their end-point device
in a QS manner with the QS system, securely receive one or more assigned QD Keys from
the set of QD keys for storage in a secure enclave on their end-point device for use in
quantum-safe communications with the QS system over the public network, and/or for
securely submitting data items/digital data via a direct secure physical link with the

registration node.

[0099] As mentioned, the repository/ledger storage system that may be implemented using
the QS servers and/or by separate QS storage servers may use, without limitation, for
example a RAID format or variant thereof for storing data items, which identifiable by a
unique address or locator value, a so-called QREF locator, which is generated or created by
an algorithm using input data associated with the data item and/or user and a QD key
assigned for encrypting the data item. The assigned QD key is extracted from the available
QD keys of the set of QD keys securely stored on a QS server, without limitation, for example
in a hardware security module (HSM). Each QS server has an identical set of QD keys
stored on a corresponding HSM, in which the QS network forms a Meshed HSM or HSM
Mesh or clustered HSM. As an example, an SQKD system may distribute an identical set of
QD keys to each QS server for storage in a corresponding HSM of the QS server. This may
be achieved by a group or multi-cast QKD protocol by the satellite, which stores the identical
set of QD keys and uni-casts the data representative of the identical set of QD keys to each
QS server as it passes over. Once all the required QS servers have received data

representative of an identical set of QD keys, the satellite removes or deletes said data
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representative of the identical set of QD keys. This may be repeated for updating each QS

server with further identical sets of QKD keys as and when required.

[00100] For example, the input data may include, without limitation, for example the user’'s
private key or user secret and the assigned QD key extracted from the Meshed HSM of the
QS network and are combined using the QREF algorithm to generate a unique QREF locator
for storing the encrypted data item (encrypted with the assigned QD key) in the
repository/ledger system of the QS network. A linking or mapping of the QREF locator to the
QD key assigned to the data item is stored each HSM of the QS network, i.e. in the Meshed
HSM. The mapping between the assigned QD key and QREF locator stored in the Meshed
HSM and the storage of the encrypted data item within the QS repository/ledger system of
the QS system using the QREF locator creates a QS “Locker” or storage location for the data
item. The encrypted data item is stored in the QS system in such a manner that it can only
be retrieved, accessed, decrypted and/or used and the like with knowledge of the QREF
locator used to store it. The QS "Locker" or storage location of the data item can only be
accessed with the corresponding QREF locator. Given this, the QS system only stores data
representative of the QREF locator linked with the assigned QD key within the HSM of the
QS servers of the QS network. Thus, the QREF locator is securely stored in the HSM of the
QS servers of the QS network and is not distributed or accessible otherwise. That is, the
QREF locator is inaccessible to users of the QS system and is not distributed outside the
Meshed HSM of the QS system or even the QS boundary of the QS network.

[00101] An HSM of a QS server may comprise or represent a physical computing device,
component or apparatus that is configured to safeguard and manage, without limitation, for
example cryptographic or QD keys, and provide, without limitation, for example secure
execution of core modules/components such as, without limitation, for example critical
instructions, code, computer-implemented methods/process(es) and the like implementing
core functionality of a QS server associated with generation of QREF locators, QREF access
tokens, identification of QREF locators from QREF access tokens, encryption/decryption
operations and/or secure storage of one or more sets of QD keys, and data items. The HSM
includes anti-tampering technology that may, without limitation, for example wipe secrets/QD
keys and the like in case of physical and/or software breach and the like.

[00102] A user or customer end-point device or device may comprise or represent any
device, computing device and/or communications device capable of communicating over a
communication network, where the device/computing device and/or communication device is
associated with the user or customer. Examples of end-point devices and/or devices may
include, without limitation, for example a laptop, desktop computer, personal computer,

mobile phone, smart-phone, or Internet of Things (IoT) device and the like, user server,
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customer server(s), and/or any other computing or communication device. Users and/or
customer end-point devices and/or communications devices may establish a quantum-safe
communication channel with the QS system, within the QS system and/or end-to-end
quantum-safe communication channel with other user and/or customer end-point devices.
This may be achieved through the end-point device connecting to a QS server and/or a
corporate network hosting a QS server that includes, without limitation, for example an SKQD
system and so has a set of QD keys, ocne or more of which may be assigned to the end-point
device of the user and stored in a secure enclave or secure memory on the end-point device.
The end-point device may use the one or more assigned QD keys to establish a QS channel
with the QS system, and hence, may establish a QS channel to other one or more similarly
configured end-point device(s) and the like.

[00103] Alternatively or additionally, one or more end-point devices may be registered with
the QS system through a registration process (e.g. a QREF Device Registration Process) in
which one or more QD keys from the set of QD keys may be assigned and/or installed in a
secure memory/enclave of the end-point devices. The QD keys assigned to the end-point
device may be stored as one or more data items in the QS repository of the QS system along
with a corresponding QREF locator for each data item. When a user receives the end-point
device with a QD key installed thereon, the user may register via a QS registration server of
the QS system (e.g. via a web portal and/or web interface) or directly at a registration node in
which the QS system updates the registry in relation to the end-point device as being
associated with the registered user. The user of the end-point device may then use a QREF
application to establish a quantum-safe communication channel between the end-point
device and the QS system using the previously assigned QD keys stored in the secure
enclave of the end-point device. Each user, once signed into the QS system, via their end-
point devices and having established a QS channel may then request a call or connection
with one or more other users of the QS system, in which their end-point devices also
establish a quantum-safe communication channel with the QS system, and so the QS system
may facilitate the establishment of a quantum-safe communication pipe (series of channels)
through he QS network to each end-point device in relation to the requested call or
connection. The QS system may thus build up a user directory or registry and, over time,
establish the user connection or contact lists for each user allowing said each user to contact

other users in a quantum-safe manner.

[00104] Another aspect of the QS system includes generating a QREF access token when a
QREF locator is generated during storage of a data item in the QS repository/ledger of the
QS network/system. The QREF locator may be linked in the HSM to those users given
permission to access the data item in some manner. When a QREF locator is generated in

relation to a data item that is to be accessed or used by one or more users, a QREF access
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token is generated based on the QREF locator using an irreversible or one-way function,
operation and/or process (e.g. a hash of the QREF access token). The QREF access token
may be distributed to users of the QS system and enables those users with permissions to
access to the data item in some manner to do so by presenting the QREF access token to
the QS system. On presenting the QREF access token to the QS system (e.g. a QS
registration server and/or registration nodes), a user is required to register (if not already
registered with the QS system) and/or login to the QS system which requires user
credentials/authentication data/passwords and/or other input data that may be associated
with generating the QREF locator and/or associated with those users with permissions to
access the data item in some manner. Thus, with the submission of the QREF access token
along with identifying/authentication data from the user, a QS server may use a QREF
identification algorithm, which is securely executed, to identify the QREF locator associated
with the QREF access token, whilst also checking that the user is who they say they are and
are allowed or have permissions to access the data item corresponding to the identified
QREF locator. Once this is confirmed, the user is allowed to access, in some manner
depending on the QREF access token and permissions given to the user, the data item
corresponding to the identified QREF locator. For example, the QREF identification
algorithm may be configured to identify the user submitting the QREF access token by
requesting the user credentials of the user.

[00105] Although the QREF access token may be sent over a quantum-safe channel to the
user of an end-point device that is already registered with the QS system as outlined above,
there are also various applications in which a QREF access token may simply be sent over a
non-quantum-safe channel to the user of an end-point device. That is, the QREF access
token is designed such that it cannot be used by anyone other than users with permissions to
use the QREF access token. Furthermore, although the QREF access token is derived from
the QREF locator, the QREF access token is created or generated in such a way that the
QREF locator cannot be determined from the QREF access token. Thus, the QREF access
token may be sent to third parties or other users over traditional communications networks, in
which these users may have limited access or permissions to use or query the corresponding
data item stored in the QS system. Optionally, the QS system may be arranged to use a
quantum notary check on the QREF access token to check for any man in the middle attack
on the traditional communications networks, and to ensure the transaction has not been
modified.

[00106] When the user or customer of the QS system wishes to access the data item in
future, or grant third party access to the data item or perform some transaction on the data
item, it can only do so if that user, customer and/or third party has a QREF access token

associated with the data item. This may be generated by the QS system as described
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above, or on request by the user and/or customer of the QS system that submitted the
original data item for QS storage and access in the QS system. At a later stage or time, the
user, customer and/or third party may then deliver their QREF access token to the QS
system, e.g. via one or more QS registration servers or nodes, along with its private key and
authentication. The QS system uses a QREF identification algorithm that then deduces from
the QREF access token (e.g. a one-way hash of the QREF locator) the QREF locator (or
address) and thus recovering the QD key from the QS server's HSM used to encrypt the data
item. This enables the QS system to refer to the data item stored in the QS repository/ledger
system using the identified QREF locator and access it for the requested purpose (e.g.
returning a required answer to a query on the data item, and/or any other access operation
that the original user set).

[00107] In some applications the QREF access token is presented to all QS servers
operating Nodes in the distributed ledger network of the QS system, which all have access to
the same QD Keys (e.g. same Quantum Keys), where each node is configured to operate to
deduce the QREF locator from the QREF access token, where the Nodes form a consensus
by performing the same operations on the QREF access token to confirm that the resulting
QREF locator is correct and the request is valid. In some applications the Hash is presented
to all Nodes in the distributed ledger network of the QS system, which all have access to the
same Quantum Keys, and Nodes form a consensus by performing the same operation on the
Hash to confirm that the request is valid. This approach for what is already a quantum safe

operation provides operational and network reliability advantages.

[00108] The QS system according to the invention enables a host of applications to be
deployed to users from QS certificates, QS KYC, QS-depository through to quantum-resistant
and/or QS end-to-end communications between end-point devices of users registered with

the QS system.

[00109] Figure 1a is a schematic diagram illustrating another example quantum-safe (QS)
system 100 and QS network 101 according to the invention. It is to be appreciated by the
skilled person that QS system 100 can be adapted, modified and/or combined with one or
more other QS systems described herein with reference to the figures and/or as described
herein. Referring to figure 1a, the QS system includes a QS network 101 and a non-QS
network 102. The QS network 101 is formed by a plurality of quantum-safe (QS) servers
103a-103l and a QS repository 107 for storing and accessing data items in relation to a first
plurality of users 104a-104m and a second plurality of users 105a-105n. The QS network
101 requires that each of the QS servers 103a-103l includes a hardware security module
(HSM) of a plurality of HSMs 106a-1061 in which each HSM of the plurality of HSMs 106a-

106l includes at least a set of quantum distributed (QD) keys (also referred to as quantum
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keys) stored thereon that enable the QS servers to communicate securely in a quantum-safe
manner with each other, the QS repository 107 and/or one or more user devices using one or
more available QD key(s) from the identical set of QD keys stored on each HSM 106a-1061.

[00110] As described, each of the QS servers 103a-1031 has an HSM 106a-106l that includes
a set of QD keys stored thereon. The set of QD keys stored on each of the HSMs 106a-1061
may be an identical set of QD keys stored thereon, which enables the QS server(s) 103c-
103l to communicate with each other over quantum-safe (QS) communication channels
108a-108p (e.g. using symmetric encryption). For example, each of the QS servers 103a-
103l uses a QD key from the set of QD keys to form a QS communication channel with one
or more of the other QS servers 103a-103I and the QS repository 107 by encrypting a
communication channel (e.g. IP channel) of a communication network (e.g. the Internet or
any other communication network) using said QD key. Thus, the QS servers 103a-103| and
QS repository 107 when connected and/or in communication with each other via QS
channels forms the QS network 101. Alternatively or additionally, each of the HSMs 106a-
1061 may have a set of QD keys stored thereon in which a subset of the set of QD keys are
identical with a corresponding set of QD keys of one or more of the other HSMs 106a-106l,
where the identical QD keys of the subset may be used for quantum-safe communications
over the communications network using QS channels 108a-108p. In any event, each of the
HSMs 106a-106l includes an identical set of QD keys or an identical subset of QD keys
stored thereon that enable the QS servers 103a-103l to communicate securely over one or
more QS channels 108a-108p in a quantum-safe manner with each other, the QS repository
107, and/or one or more user devices using one or more available QD keys from the identical
set/subset of QD keys. The QS server(s) 103a-1031 when communicating over quantum-safe
communication channel(s) form the QS network 101 with a quantum safe boundary within
which quantum-safe communications occurs between the QS server(s) 103a-103l, repository
107 and/or one or more user QS servers, devices and the like within the QS network 101.
Furthermore, each of the QS servers or devices of the first plurality of users 104a-104m may
also have a hardware security module (HSM) that also includes an identical set/subset of QD
keys stored thereon enabling these user QS servers or devices to communicate securely in a
quantum-safe manner with the QS servers 103a-103l of the QS network 101 and/or the QS

repository 107 using one or more available QD keys from the set/subset of QD keys.

[00111] Alternatively or additionally, each HSM 106a-1061 may receive a set of QD keys
based on a quantum key distribution (QKD) protocol/process and the like, where each set of
QD keys includes at least an identical subset of QD keys to one or more other sets of QD
keys received by one or more other HSMs. Each HSM may file or submit their set of QD
keys for storage in the QS repository 107. Each unique QD key is stored in the QS

repository 107 may be assigned a corresponding unique quantum key identifier (e.g. QKID).
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When a set of QD keys are submitted or filed, they may be compared with previously
submitted sets of QD keys so duplicate QD keys are discarded and only unique QD keys are
stored against a unique quantum key identifier in the QS repository 107. The unique
quantum key identifier may be used or sent to one or more QS servers requiring a quantum-
safe communication channel with each other or other devices over a communication network.
The QS servers use the unique quantum key identifier to retrieve the corresponding QD key
from the QS repository 107 and/or corresponding HSM 106a-106I for setting up a quantum-

safe communication channel.

[00112] A quantum-safe (QS) device/node or server 103a-103| may comprise or represent
any computing device, node, apparatus, hardware or server with a set of QD keys (or set of
quantum keys) stored thereon and configured with the capability of performing quantum-safe
(@S) communications with each other and/or with one or more user device(s) over a
communication network, and/or configured with the capability of receiving one or more sets of
QD keys from a QKD source using QKD, quantum channels (e.g. channels that transmit
quantum information) and the like. For example, a QS server may be configured to, by way
of example only but is not limited to, serve and/or distribute QD keys to one or more user
device(s) via quantum-safe communications channels (e.g. a communication channel
encrypted by a QD key) over a communication network enabling such user device(s) to
communicate in a quantum-safe manner; serve and/or process one or more user requests
associated with registration, storing and/or accessing data items within the QS network;
serve and/or process one or more user requests for quantum-safe communication between
user device(s) of users of the QS network and/or QS servers and the like; receiver and/or
process data representative of one or more QD keys (or QD keys) distributed in a quantum-
safe manner form a QKD source using a QKD protocol and/or quantum channels and the
like.

[00113] Each of the HSMs 106a-1061 may be configured to securely manage and/or store
cryptographic keys such as, but not limited to, for example QD keys or a set of QD keys such
that any unauthorised attempts to extract the QD keys are blocked and/or detected. An HSM
may include one or more tamper-resistance and/or tamper-detection sensors such as, by
way of example only but not limited to, wire cages surrounding encapsulated memory
modules, detection of over- or under- voltages and/or temperatures, or any other sensor or
software for detecting tampering and/or unauthorized access of a QD key etc. An HSM may
also be configured to provide restricted and authenticated communications interfaces to the
cryptographic systems of end users such as QS server(s) of the QS network. In essence, an
HSM 106a-1061 comprises or represents a computing device or apparatus configured for at
least securely storing one or more cryptographic or digital keys for use in, for example,

authentication and/or cryptographic operations/processing and the like. Examples of HSM(s)
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that may be used by the invention as described herein may include or be based on, by way of
example only but is not limited to, any apparatus, hardware, cryptographic module, memory
unit, platform, device and/or processor configured to at least securely store, manage and/or
protect cryptographic and/or digital keys and the like; dedicated cryptographic hardware
comprising one or more processor(s), processing unit(s), chip(s), module(s) and/or memory
with tamper resistant, tamper evidence or tamper responsive functionality and/or packaging
for securely storing cryptographic and/or digital keys; apparatus or hardware comprising one
or more secure cryptoprocessor chips configured to prevent tampering and/or probing whilst
storing, protecting and/or managing one or more cryptographic keys stored thereon;
apparatus or hardware including a one or more processor(s) or processor units (e.g.
microprocessor(s) and the like) in a module that is protected by the tamper evident, tamper
resistant, or tamper responsive packaging; any other hardware or apparatus configured for
at least securely storing, managing, and/or protecting cryptographic and/or digital keys and
the like that are compliant or internationally certified with one or more computer security
standards such as, by way of example only but not limited to, Common Criteria for
Information Technology Security Evaluation (e.g. Common Criteria) or FIPS 140; and/or one
or more modifications thereof, one or more combinations thereof and the like, and/or as the

application demands.

[00114] The QS network 101 may further include a QD key or quantum key assignment
mechanism, component and/or controller (not shown) configured and/or operable to ensure
each of the QS servers 103a-103l requesting one or more available QD keys from the
identical set of QD keys stored in the corresponding HSM(s) 106a-106l and/or in the QS
repository 107 are not already in use. For example, each QD key in the identical set of QD
keys stored on each HSM 106a-106I and/or QS repository 107 may be assigned a unique
quantum key identifier (e.g. QKID), where the QD key assignment mechanism/controller
manages the assignment of the QD keys from the set of QD keys based on the quantum key
identifiers in response to a request for one or more available QD keys. A QS server 103a-
1031 may thus request one or more available QD key(s) and the QD key assignment
mechanism/controller allocates one or more quantum key identifiers of available QD keys
that the QS server can use. The HSM 106a-106l of the QS server 103a-103l may provide

access to the QD keys corresponding to the allocated quantum key identifiers.

[00115] For example, the QS servers 103a-103l can use the identical sets of QD keys stored
in the corresponding HSMs 106a-1061 or QS repository 107 to set up quantum safe
communication channels with each other and with the QS repository 107 using quantum
encryption based on one or more available QD keys from the set of QD keys. The set of QD
keys are distributed to each of the QS servers 103a-103l in a quantum-safe manner, by way

of example only but not limited to, satellite quantum key distribution, optical quantum key
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distribution, fibre optic quantum key distribution, and/or any other quantum key distribution
scheme capable of delivering a set of QD keys to a plurality of QS servers 103a-103lin a
quantum-safe manner. Whatever QKD scheme is used, updated sets of QD keys may be
delivered when required and/or according to a schedule and the like, and/or as the

application demands.

[00116] Each of the first plurality of users 104a-104m have, without limitation, a QS server
and/or QS device that is part of the QS network 101. The QS server and/or devices of the
first plurality of users 104a-104m may include a HSM with a set of QD keys (or a set of
quantum keys) stored thereon, which have been distributed to these devices using QKD
scheme used to deliver the set of QD keys to the QS servers 103a-103l of the QS network
101. For example, the QS servers and/or QS devices of each of the first plurality of users
104a-104m may communicate securely in a quantum-safe manner with the QS servers 103a-
1031 and/or the QS repository 107 using one or more available QD keys from the set of QD
keys.

[00117] Each of the second plurality of users 105a-105m have, without limitation, a user
server, user device, end-point device and/or communication device that is part of the non-QS
network 102. The non-QS network 102 includes, by way of example only but is not limited to,
any communication network that is outside the QS network 101 such as, without limitation,
the Internet, public networks, telecommunications network, conventional private network(s)
and the like, which typically use conventional cryptography techniques for securing
communications. The user devices of the second plurality of users 105a-105m may
communicate with each other over the non-QS network 102. The user devices of the second
plurality of users 105a-105m may also communicate and/or transact with one or more QS
servers 103a-103l that are on the edge or boundary of the QS network 101 in relation to data
items stored in the QS repository 107. These one or more QS servers 103a-103l form a QS

boundary or region.

[00118] The QS system 100 is configured for enabling the secure storage, access and/or
retrieval of data items by one or more of the plurality of users 104a-104m and/or 105a-105n
in a manner that prevents any non-QS user from directly accessing the data items stored in
the QS repository 107. Data items are stored in the QS repository 107 using an available QD
key from the set of QD keys to encrypt each data item. Since the QS repository 107 is stored
on a QS network 101 with QS servers 103a-103I that are connected exclusively by quantum
safe communications channels, the data items held in the QS repository are not publicly
accessible over the non-QS network 102 such as, without limitation, for example the Internet

or other public network. The QS system 100 thus manages, via the QS network 101, secure
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storage and access and/or retrieval of data items stored in the QS repository 107 whilst

ensuring the data items remain quantum safe.

[00119] In particular, the QS system 100 manages storage of data items to the QS repository
107 using so-called a unique quantum reference (QREF) locator for each data item. A
unique QREF locator is generated for each data item using one or more cryptographic
primitives and/or operations on at least in part data representative of the available QD key
used to encrypt the data item for storage in the QS repository 107 and a user secret of the
user requesting storage of the data item. The QREF locator is used as an address for storing
the data item within the QS repository 107 and is also used to the identify the user associated
with the data item and/or the identities of users provided permission to access the data item
and the like. The QREF locator is stored in a QS manner in the QS network 101 on one or
more of the QS servers 103a-103I of the QS network 101. The QS system 100 also
manages access, access operations and/or retrieval to one or more data items stored in the
QS repository 107 using so-called access tokens associated with each data item stored in
the QS repository 107. The access token(s) for a data item are generated based on the
QREF locator used to store the data item in the QS repository 107. The access token(s) are
unique and generated in a one-way manner in which data representative of the QREF locator
cannot be derived or determined. The access tokens may be provided to the user of the data
item and/or other users of the first and/or second plurality of users 104a-104m and/or 105a-
105n to enable these users to, without limitation, access or perform access operations,

and/or retrieve the data items from the QS repository 107.

[00120] Figure 1b is a flow diagram illustrating an example QS storage process 110 of storing
data items in the QS system 100 using the QS network 101 of figure 1a according to the
invention. The QS network 101 including a plurality of QS servers 103a-1031and a QS
repository 107 is used for storing data items of one or more of the plurality of users 104a-
104m and 105a-105n in a quantum-safe manner. Each of the QS servers 103a-103| may
include an secure memory (not shown) (e.g. a hardware security module) for storing an
identical set of quantum distributed (QD) keys, said identical set of QD keys having been
distributed to each of said QS server(s) in a quantum-safe manner, and said QS server(s)
103a-103l configured to communicate securely with each other via one or more QS channels
and the QS repository 107 using one or more available QD keys from the identical set of QD

keys.

[00121] The QS storage process 110, which may be performed by one or more of the QS
servers 103a-103l and the like, may include one or more of the following steps of: In step
112, receiving a data item for storage in the QS repository. In step 114, generating a

quantum reference (QREF) locator item based on input data associated with the data item for
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storage and an available QD key selected from the set of QD keys. The QREF locator is a
unique identifier that may be used as a logical address for storing the data item in the QS
repository. In step 116, sending the QREF locator along with the data item encrypted with

the available QD key to the QS repository using said one or more QS channels.

[00122] Figure 1c is another flow diagram illustrating another example QS storage process
120 of storing data items in the QS system 100 using the QS network 101 of figure 1a
according to the invention. The QS network 101 including a plurality of QS servers 103a-103l
and a QS repository 107 is used for storing data items of one or more of the plurality of users
104a-104m and 105a-105n in a quantum-safe manner. Each of the QS servers 103a-103I
may include a secure memory (not shown) (e.g. a hardware security module or secure
processor enclave such as Intel Software Guard Extensions on Intel x86 Processors and the
like) for storing an identical set of quantum distributed (QD) keys, said identical set of QD
keys having been distributed to each of said QS server(s) in a quantum-safe manner, and
said QS server(s) 103a-103l configured to communicate securely with each other via one or
more QS channels and the QS repository 107 using one or more available QD keys from the

identical set of QD keys.

[00123] The QS storage process 120, which may be performed by one or more of the QS
servers 103a-103l and the like, may include one or more of the following steps of: In step
122, receiving a data item for storage in the QS repository. The data item may be associated
with a user and/or the QS server on behalf of a user, and/or one or more components of a
QS server and the like. In step 123, selecting an available QD key from the set of QD keys
for encrypting the data item. In step 124, generating a quantum reference (QREF) locator
item based on input data associated with the data item for storage and an available QD key
selected from the set of QD keys. The QREF locator is a unique identifier that may be used

as a logical address for storing the data item in the QS repository.

[00124] In step 125, the QREF locator is mapped to the QD key and also the QREF locator is
mapped to the data item when encrypted with the selected QD key and stored in the QS
repository. This enables the encrypted data item to be located based on the QREF locator

and for the encrypted data item to be decrypted.

[00125] In step 1254, linking the QREF locator to the available QD key of the set of QD keys.
This may involve mapping the QREF locator to the QD key from the set of QD keys. For
example, this may be performed by having a QREF-QD key data structure, schema, table or
list that includes a plurality of records in which each record includes, without limitation, for
example a QREF locator field and a QD key identifier field. A QREF locator may be mapped
to a QD key by populating a record by inserting the QREF locator into the QREF locator field
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and inserting the QD key identifier of the selected QD key from the set of QD keys. Thus, a
QREF locator may be mapped to a selected QD key. The QREF-QD key data structure may
be stored in the secure memory along with the set of QD keys in each of the QS servers
103a-103l.

[00126] In step 125b, linking the QREF locator to the encrypted data item when stored in the
QS repository, which may include a QREF-Data Item data structure, schema, list or table
stored by the QS repository, in which the QREF locator is mapped to the data item. For
example, the QREF locator may be mapped to the physical address of where the data item is

being stored in the QS repository.

[00127] In step 126, encrypting the data item using the selected QD key and, in step 127,
sending the QREF locator and encrypted data item via one or more QS channels to the QS
repository for storage, where the encrypted data item is linked/mapped to the QREF locator

when stored.

[00128] Figure 1d is a flow diagram illustrating an example process 130 of accessing data
items stored in a QS system using process 110 according to the invention. It is assumed that
a QREF locator has already been generated in relation to a data item as described, without
limitation, for example, in process(es) 110 and 120. The process 130 for enabling a data
item to be accessed when stored in the QS repository with a QS locator may include
following steps of: In step 132, generating a QREF access token for accessing the data item
based on the QREF locator using an irreversible function, process or operation. The QREF
access token is a unique number from which the QREF locator cannot be derived. In step
134, sending the generated QREF access token to a device of a user for enabling the user to
access said data item. The user may submit the QREF access token to the QS system,
which may identify the QREF locator that corresponds to the QREF access token based on
user verification and/or authentication and the like. The QS system may then retrieve or
provide access operations to the user in relation to the data item associated with the
identified QREF locator.

[00129] Figure 1e is a flow diagram illustrating another example process 140 of accessing
data items in a QS system in relation to process(es) 110 and/or 120 according to the
invention. It is assumed that a QREF locator has already been generated in relation to
storing a data item as described, without limitation, for example, in process(es) 110 and 120.
It is also assumed that a QREF access token has been generated and delivered to a user as
described, without limitation, for example in process 130. The process 140 for retrieving or
accessing a data item when stored in the QS repository with a QREF locator may include

following steps of: In step 142, receiving, from a device of a user, a QREF access token
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requesting access to a data item stored in the repository. In step 143, identifying a QREF
locator based on the QREF access token and input data from the user. This may include,
without limitation, for example, identifying set of QREF locators that may be associated with
the user. For each QREF locator in the set of QREF locators, a temporary QREF access
token may be generated using said each QREF locator in the same process used to create
the received access token. Each temporary QREF access token is compared with the
received QREF access token and the QREF locator corresponding to the temporary QREF
access token that matches the received QREF access token is the identified QREF locator.
In step 144, is it determined whether a QREF locator has been identified in relation to the
QREF access token. In response to identifying the QREF locator, (e.g. Y), proceeding to
step 145. In response to not identifying the QREF locator, (e.g. N), proceeding to step 147.
In step 145, retrieving the encrypted data item from the QS repository, where the data item is
decrypted using the QD key corresponding to the QREF locator. The data item may be
decrypted in the secure memory of a QS server to prevent the data item from being revealed
or exposed to insecure memory and/or other processes and the like. In step 146, providing
access operations to the user in relation to the decrypted data item. For example, the access
operations may include, without limitation, for example simply confirming that the data item
exists; providing an answer to a query associated with the data item; where the query may be
submitted with the QREF access token, or as part of the QREF access token, or submitted
separately and the like; retrieving and sending the data item to the user (e.g. using QS
communications or quantum resistant communications); any other processing operation
performed on the data item that provides an output to the user; any other processing
operation performed on the data item that provides an output to the user without revealing
the data item. In step 147, the QREF locator is not identified from the access token, which
may mean that the user was unable to verify and/or authenticate themselves, and hence may
have been a malicious actor. In which case, a notification is issued in relation the attempted
access to a data item associated with the QREF access token. This may involve sending a

notification to one or more users associated with the QREF access token.

[00130] Figure 1f is a flow diagram illustrating another example QS storage process 150 of
storing data items in the QS system 100 using the QS network 101 of figure 1a according to
the invention. The QS network 101 including a plurality of QS servers 103a-103l and a QS
repository 107 is used for storing data items of one or more of the plurality of users 104a-
104m and 105a-105n in a quantum-safe manner. The QS storage process 150 may include

one or more of the following steps of:

[00131] In step 151, receiving a request for storing a data item by a first user of the plurality
of users 104a-104m and/or 105a-105m.
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[00132] In step 152, in response to receiving a request for storing a data item by the first
user, generating a QREF locator based on a user secret of the first user and an available QD
key selected from the set of QD keys. The first user may be a corporate user and/or a public
user such as, by way of example only but not limited to, Internet users and the like. For
example, a corporate user may have access to QS servers and/or QS devices that directly
connect to within the QS network. For example, a public user may have access to computing
devices and/or endpoints that may connect over a public communications network to a QS
server(s) of the QS network. The QREF locator indicates at least data representative of the
location of the data item encrypted with the selected QD key in the QS repository 107 and an
identity of the first user. The first user may be a corporate user using a QS server within the
QS network 101, and/or may be a user using a computing device over the non-QS network
102.

[00133] Registration data of the first user may include, without limitation, for example the
QREF locator, identifier of the first user and/or customer number, user secret of the first user,
identifier of the data item, access control data such as, without limitation, for example allowed
access operations and/or access permissions including identifiers of one or more other users
allowed to access the data item and the like, and/or any other data associated with the user
and/or data item excluding the data item itself that may be stored in a user record associated
with the first user in a user registry or database in the QS repository 107 and/or one or more
QS servers 103a-103l of the QS network 101. The user registry or database is only
accessible by the QS servers 103a-103l of the QS network 101 and are used to identify the
QREF locator associated with the data item based on the QREF access token that is used to

access the data item in a quantum safe manner.

[00134] In step 153, generating an QREF access token based on the QREF locator, where
the QREF access token enables access operations to be performed on the data item stored
in the QS repository 107. An access operation may include, without limitation, for example
queries in relation to the data item, updates in relation to the data item, retrieving information
associated with the data item, answers to questions in relation to the data item and/or any

other type of access operation associated with the data item.

[00135] For example, an QREF access token may be provided by a user to the QS network
101 via a QS server 103a. Registration user data may be used to identify the QREF locator
corresponding to the access token. For example, if the user is the first user, then the QS
server 103a may retrieve and/or search the registration data of the first user to identify a set
of one or more registration records associated with the first user. Each registration record in
the set includes a QREF locator corresponding to a data item the first user has stored or has

been provided permission to access in the QS repository 107. The set of one or more
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registration records may also be linked to one or more other users that also have access
permissions to access the data items pointed to by the corresponding QREF locators therein.
Each registration record in the set of registration records associated with the first user is used
to generate an access token, and the registration record that generates an QREF access
token that matches the received QREF access token is used to identify the QREF locator and
hence the encrypted data item stored in the QS repository 107 that is associated with the
received access token. At the same time, the registration record is used to check whether
the user presenting the QREF access token is allowed to access the data item in some

manner.

[00136] In step 154, providing the QREF locator and encrypted data item to the QS
repository 107 for storing with the encrypted data item in the QS repository 107. The one or
more QS servers 103a-103l of the QS network 101 may use the user registry or database
when an QREF access token associated with a data item is received to determine the QREF
locator corresponding to the data item and so the location of where the data item is stored in
the QS repository 107 and/or whether the user providing the QREF access token is allowed
to, without limitation, for example access, retrieve and/or perform access operations on the

corresponding data item and the like or as the application demands.

[00137] In step 155, the generated QREF access token associated with the data item is sent
to the device of the first user. The first user may use the QREF access token to access the
data item in the QS repository 107 and/or provide the QREF access token to one or more
other users of the plurality of users 104a-104m or 105a-105n for accessing or having access
operations performed on the data item and the like. In which case, the first user may have
granted on registration or updated their registration in relation to the data item with access
controls in relation to one or more other users they have or will provide the QREF access
token to. This enables the QS system 100 and QS network 101 to determine whether the
user is allowed to use the QREF access token in relation to the data item that is stored in a

QS manner on the QS repository 107.

[00138] Figure 1g is a flow diagram illustrating an example QS access process 160 of
accessing data items in the QS system 100 using the QS network 101 of figure 1a according
to the invention. The QS network 101 including a plurality of QS servers 103a-103l and a QS
repository 107 is used for storing and enabling access of the data items of one or more of the
plurality of users 104a-104m and 105a-105n in a quantum-safe manner. The QS access

process 160 may include one or more of the following steps of:

[00139] In step 161, receiving a request for accessing a data item stored in the QS repository
107 based on QS storage process(es) 110, 120 and/or 150 by a second user of the plurality
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of users 104a-104m and 105a-105m. The request may include an QREF access token
associated with a data item that has been stored in the QS repository 107 based on QS
storage process(es) 110, 120, and/or 150. The second user may be the same as the first
user as described in QS storage process(es) 120 and/or 150. Alternatively or additionally,
the second user may be a different user to that of the first user as described in the QS
storage process 120 and/or 150. For example, the first user of the QS storage process 110
may be a corporation or corporate user that is storing a data item in the QS repository 107 in
a QS manner. The first user may then provide a QREF access token to those other users
(e.g. employees or other users) that the first user wishes to have access or a form of
access/access operations with the encrypted data item stored in QS repository in a QS
manner. Thus, the QREF access token may have been distributed by the first user to one or
more other users of the QS system 100. In any event, a QS server 103a of the QS network
101 receives the QREF access token from the second user corresponding to a data item

stored in the QS repository 107.

[00140] In step 162, the QS server 103a is configured for identifying the QREF locator based
on the received QREF access token and the identity of the second user. The user that
stored the data item in the QS repository 107 has a user registration record or data stored in
the QS network 101 or QS repository 107, which may include data representative of, without
limitation, for example the QREF locator, identifier of the first user or customer number, user
secret of the first user, identifier of the data item, access control data such as allowed access
operations and/or access permissions and the like including identifiers of one or more other
users allowed to access the data item, and/or any other data associated with the user and/or
data item excluding the data item itself may be stored in a user record associated with the
first user in a user registry or database in the QS repository 107 and/or one or more QS
servers 103a-103l of the QS network 101. The QS server 103a may retrieve all the user
registration records associated with the second user and use this information to determine
the QREF locator associated with the received QREF access token and whether the second
user has permission to access the data item stored in the QS repository 107 and/or
permissions associated with using the data item such as, without limitation, for example
permissions to read, write, update, delete, query, retrieve and/or any other type of access
permissions or use permissions associated with the data item and/or as the application

demands.

[00141] For example, an QREF access token may be provided by the second user to the QS
network 101 via QS server 103a. Given that registration user data is stored each time a user
submits or requests storage of a data item in the QS repository 107 and associated access
permissions, then the registration user data may be used to identify the QREF locator

corresponding to the access token. For example, if the second user is the first user, then the
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QS server 103a may retrieve and/or search the registration data of the first user to identify a
set of one or more registration records associated with the first user. If the second useris
another user other than the first user, the QS server 103a may retrieve a set of registration
user records associated with the second user. Each registration record in the set of
registration records includes a QREF locator corresponding to a data item the first user has
stored in the QS repository 107 and provided the second user with access permissions to
access the data item, or a QREF locator corresponding to a data item that the second user
has stored in the QS repository 107 and has permission to access. One or more registration
records may also be linked to one or more other users that also have access permissions to
access the data items pointed to by the corresponding QREF locators therein. In any event,
each registration record in the retrieved set of registration records associated with the second
user is used to generate an QREF access token, and the registration record that generates
an QREF access token that matches the received QREF access token is used to identify the
QREF locator and hence the encrypted data item stored in the QS repository 107 that is
associated with the received access token. At the same time, the registration record is used
to check whether the second user presenting the QREF access token is allowed to access

the data item in some manner.

[00142] In step 162a, it is determined whether a QREF locator is identified that is associated
with the QREF access token and whether the user has permission to access the encrypted
data item stored in the QS repository 107. If the QREF locator corresponding to the QREF
access token is identified and the user has permission to access the encrypted data item
(e.g.Y) then the process 120 proceeds to step 123. On the other hand, if the QREF locator
corresponding to the QREF access token is not identified or the user does not have
permission to access the encrypted data item (e.g. N) then the process 120 proceeds to step
124,

[00143] In step 163, access/access operations may be provided in some manner to the
encrypted data item in the repository to the second user in response to identifying the QREF
locator. For example, the encrypted data item is decrypted using the associated QD key and

access and/or access operations may be permitted by the user on the decrypted data item.

[00144] In step 164, as the QREF locator is not identified or the user does not have
permission to access the encrypted data item associated with the QREF locator and access
token, then access is not provided to the user. An error message may be sent to the device
of the user to inform them that access will not be provided. Alternatively, or additionally, a
notification to the user associated with the data item may be generated to notify them of who

tried to access the data item and/or give them an opportunity to give permission to allow the
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user access to the data item. Alternatively, or additionally, a notification may be sent to the

owner and/or user of the data item that an invalid attempt was made to access the data item.

[00145] Figure 1h is a schematic diagram illustrating another example QS system 165
including a QS network 101 for use with the QS storage process 110, 120, and/or 150 of
figures 1b, 1c and/or 1f and/or QS access process 130, 140 and/or 160 of figures 1d, 1e
and/or 1f according to the invention. For simplicity, reference numerals as used in figure 1a
for similar or the same features, components or items will be re-used in figure 1h. The QS
network 101 is formed using at least QS channels 108a-108c between a plurality of quantum-
safe (QS) servers 103a-103c in which the QS repository 107 of figure 1a has been replaced
with QS Distributed Ledger Technology network (DLT) 167 (or distributed ledger network
and/or shared ledger network) for storing and accessing data items in relation to a first
plurality of users 104a-104m and a second plurality of users 105a-105n. In this example, a
plurality of the QS server(s) 103a-103c includes a plurality of DLT nodes 166a-166c¢ and/or
user server of user 104a includes DLT node 166d, where the DLT nodes 166a-166d operate
to form the QS DLT network 167 (referred to as QS DLT) for storing and/or accessing data
items and the like. The QS DLT 167 may be based on at least one or more DLTs from,
without limitation, for example the group of: a distributed ledger; a shared ledger; a
blockchain; publish/subscribe and/or response/request management system or platform;
and/or any other secure distributed database management system and the like; and/or as the
application demands. In this example, the QS DLT 167 may include a distributed ledger
and/or a shared ledger for storing, by way of example only but is not limited to, the data items
of the plurality of users 104a-104m and/or 105a-105n and the like; data items associated with
the plurality of users 104a-104m and/or 105a-105n; registration data items associated with
the plurality of users 104a-104m and/or 105a-105n; any other data items associated with the
plurality of users 104a-104m, 105a-105n, and/or the QS server(s) 103a-103c for maintaining
and/or operating the QS system 130 and the like. In essence, a distributed ledger creates an
identical copy of a ledger of every node 166a-166d in the system by the operation of
consensus amongst nodes 166a-166d (or a subset of the nodes 166a-166d) to agree that
newly created data or data item(s) are always approved and stored identically. All nodes
166a-166d can see all data and/or data items. A shared ledger broadcasts a copy of data or
data items to only those nodes of the plurality of nodes 166a-166d involved in the transaction
plus any required notary nodes, where different nodes of the plurality of nodes 166a-166d
can see different subsets of the data/data items through, by way of example only but not

limited to, a permissions engine or other type of permissions system and the like.

[00146] An advantage of using a DLT network based on QS DLT 167 (referred to as QS
DLT) rather than a centralised QS repository is that the QS system 100 and the QS network

may be easily scaled up with an increasing number of users 104a-104, 105a-105n and/or QS
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server(s) 103a-103c storing data items and accessing data items stored in the QS DLT 167.
QS DLT 167 also adds an extra layer of security when storing and/or accessing data items
to/from the QS DLT 167, which requires consensus typically from a majority of the plurality of
DLT nodes 166a-166d and/or from a majority of a set of jury or notary nodes of the plurality
of DLT nodes 166a-166d and the like, which enhances data integrity, security and authorised
access. Jury nodes and/or notary nodes may be a trusted subset of DLT nodes 166a-166d
with the functionality of forming a consensus in relation to storing one or more data items
and/or accessing one or more data items and the like. Further advantages of the use of DLT
include, without limitation, for example, 1) enabling an added layer of security to the
registration and data retrieval process through the operation of a consensus system whereby
a majority of nodes must simultaneously agree upon or approve of a transaction, which is
extremely difficult to spoof in real time; 2) enabling multiple parties to come together to
operate an application of the QS storage/access process of the QS system 130 according to
the invention (e.g. also known as the QRef application) where the parties do not wish the
QRef application and/or QS system 130 to be under the control of a single central actor, as
may be the case in some collaborative cross-industry system; and/or 3) efficiency where the
plurality of nodes 166a-166d can be used to host multiple different instantiations and/or
applications of the QS system and/or QRef application(s) by multiple DLT Node infrastructure
operators and the like.

[00147] Referring to figure 1d, in this regard, each QS server 103a of the plurality of QS
servers 103a-103c of the QS network 101 includes a hardware security module (HSM) 106a
with an identical set of QD keys stored thereon and each QS server 103a of the plurality of
QS servers 103a-103c includes distributed ledger technology (DLT) node 166a or
functionality for operating the QS DLT 167, e.g. for operating the distributed ledger and/or
shared ledger for storing and/or accessing the encrypted data items. In essence, the DLT
nodes 166a-166b of the plurality of QS servers 103a-103c form a QS DLT network 167
configured for, without limitation, for example providing secure storage and access to one or
more data item(s) stored on the distributed and/or shared ledger(s). The process 150 of
figure 1f in step 154 of providing the QREF locator may be further modified to include
receiving a QREF locator for storing the encrypted data item in the distributed and/or shared
ledger(s) of the QS DLT 167, and storing the encrypted data item in the distributed and/or
shared ledger(s) using the QREF locator as an address for the location of the encrypted data
item in the distributed and/or shared ledger(s). Furthermore, the process 160 of figure 1g in
steps 161-162 may be further modified to include receiving an QREF access token from the
second user for accessing an encrypted data item stored in the distributed and/or shared
ledger(s) of the QS DLT 167, identifying a QREF locator corresponding to the QREF access

token and second user, and accessing the encrypted data item in the distributed and/or
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shared ledger(s) of the QS DLT 167 using the identified QREF locator associated with the
QREF access token.

[00148] The QS network 101 requires that the hardware security modules (HSMs) 106a-106c
of each of the QS servers 103a-103c includes at least an identical subset of QD keys or an
identical set of QD keys stored thereon enabling the QS servers to communicate securely in
a quantum-safe manner with each other and the QS DLT 167 using one or more available
QD keys from the set of QD keys. For example, the QS servers 103a-103c can use the
identical subsets of QD keys to set up quantum safe communication channels (e.g. using
symmetric encryption) with each other and with the QS DLT 167 using quantum encryption
based on one or more available QD keys from the subsets of QD keys. An identical set of
QD keys or at least an identical subset of QD keys are distributed to each of the QS servers
103a-103c in a quantum-safe manner using quantum key distribution (QKD) based on, by
way of example only but not limited to, satellite quantum key distribution (SQKD), optical
quantum key distribution, fibre optic quantum key distribution, and/or any other quantum key
distribution scheme capable of delivering an identical set or subset of QD keys to a plurality
of QS servers 103a-103c in a secure and/or quantum-safe manner. Whatever QKD scheme
is used, updated sets or subsets of QD keys may be delivered to each of the QS server(s)
103a-103c and/or users 104a-104m when required and/or according to a schedule and the
like, and/or as the application demands.

[00149] Furthermore, each of a first set of the plurality of users 104a-104m may also have,
without limitation, a QS server and/or QS device that is part of the QS network 101. The QS
server and/or QS device of each of the first set of the plurality of users 104a-104m may
include functionality of a QS registration server/node. The QS server and/or QS device of
each of the first set of the plurality of users 104a-104m may include functionality associated
with QKD schemes for receiving a set of QD keys from a QKD source over a quantum
channel and the like. The QS server and/or devices of the first set of users 104a-104m may
include a HSM with a set of QD keys stored thereon, which have been distributed to these
devices using QKD scheme used to deliver the set of QD keys to the QS servers 103a-103c
of the QS network 101. For example, the QS servers and/or QS devices of each of the first
set of users 104a-104m may communicate securely in a quantum-safe manner with the QS
servers 103a-103c. One or more of the first set of users 104a-104m may also include a DLT
node 166d and form part of the DLT network 167, which may operate with DLT node

functionality when encrypted data items are stored and/or access from the QS DLT 167.

[00150] Although QS system 165 includes a QS DLT 167, where the QS servers 103a-103c
are configures to operates, without limitation, for example, a distributed and/or shared ledger

network and the like, it is to be appreciated by the skilled person that other distributed and/or
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cloud based technologies may be used for storing and/or accessing data items as described
with reference to figure 1h and/or as described herein with reference to one or more of
figures 1a to 7b. For example, the QS DLT 167 may be, without limitation, for example a
repository system and/or storage system based on a digital storage platform using
publish/subscribe, request/response and/or real-time based messaging (e.g. PUSH
Technologies (RTM) Diffusion Platform (RTM) with Diffusion platform messaging) for storing
and accessing data items. The QS network 101 further including the plurality of QS servers
103a-103c, where each QS server 103a-103c includes an HSM with an identical set of QD
keys stored thereon. In this example, each QS server of the plurality of QS servers 103a-
103c¢ may include a digital storage platform node for operating/communicating digital storage
platform messaging between corresponding nodes for storing/accessing data items. The
digital storage platform nodes of the plurality of QS servers 103a-103c actually form the
digital storage platform, which is distributed and since QS communication channels are used
between the QS servers 103a-103c, this forms a QS distributed storage network (e.g. a QS
Diffusion powered network) configured for providing storage and access to one or more data

item(s) based on the digital storage platform messaging.

[00151] Thus, storing a data item in the QS distributed storage network of the distributed
storage platform may include: receiving, a node, a QREF locator for storing the encrypted
data item in the distributed storage platform; and storing the encrypted data item in the
shared ledger using the QREF locator as an address for the location of the encrypted data
item in the distributed storage platform. Accessing a data item in the QS distributed storage
network of the distributed storage platform may include: receiving a QREF access token from
a second user for accessing an encrypted data item stored in the distributed storage
platform, identifying a QREF locator corresponding to the QREF access token and second
user; and accessing the encrypted data item in the distributed storage platform using the
identified QREF locator based on the access token.

[00152] Figure 1i is another schematic diagram illustrating a preferred example QS system
165 and QS network 101 for use with the QS storage process 110, 120, 150 of figures 1b, 1c,
and 1f and/or QS access process 130, 140, 160 of figures 1d, 1e and 1g according to the
invention. For simplicity, reference numerals as used in figures 1a-1h for similar or the same
features, components or items will be re-used in figure 1i. In this example, the QS system
170 uses both a QS DLT 167 for storing and/or accessing encrypted data items and also
satellite quantum key distribution (SQKD) using a plurality of QS satellites 171a-171c
configured for generating and distributing one or more sets of QD keys to QS servers 103a-
103c and/or QS servers and/or devices of the first plurality of users 104a-104c of the QS
network 101. Each of the QS servers 103a-103c and QS servers or devices of the first

plurality of users 104a-104c further include one of the plurality of QS ground satellite
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receivers or QS on-ground receiver complexes (OGRCs) 172a-172f for receiving the sets of
QD keys distributed from one or more of the QS satellites 171a-171c to the QS servers 103a-
103c and QS servers or devices of the first plurality of users 104a-104c. For example, QS
server 103a includes an HSM 106a, a DLT node 166a, and an OGRC 172a coupled together.

[00153] Each of the QS servers 103a-103c has a hardware security module (HSM) 106a-
106c¢ that includes a set of QD keys stored thereon. Each of the HSMs 106a-106¢c may have
an identical set of QD keys stored thereon. Alternatively or additionally, each of the HSMs
106a-106¢ may have a set of QD keys stored thereon in which a subset of the set of QD keys
are identical with a corresponding set of QD keys of one or more of the other HSMs 106a-
106c¢. In any event, each of the HSMs 106a-106c includes an identical set of QD keys or an
identical subset of QD keys stored thereon that enable the QS servers 103a-103c to
communicate securely in a quantum-safe manner with each other and the QS DLT 167 using
one or more available QD keys from the identical set/subset of QD keys to form the QS
network 101 with a quantum safe boundary within which quantum-safe communications
occurs between the QS server(s) 103a-103c, QS DLT 167 and the like. Furthermore, each of
the QS servers or devices of the first plurality of users 104a-104c also has a hardware
security module (HSM) 106d-106f that also includes an identical set/subset of QD keys
stored thereon enabling these QS servers or devices to communicate securely in a quantum-
safe manner with the QS servers 103a-103c of the QS network 101 and/or the QS DLT 167
using one or more available QD keys from the set/subset of QD keys. For example, the QS
servers 103a-103c can use the identical sets/subsets of QD keys to set up quantum safe
communication channels with each other and with the QS DLT 167 using quantum encryption
(e.g. symmetric encryption) based on one or more available QD keys from the set of QD
keys. The identical sets of QD keys are generated and distributed from one or more of the
QS satellites 171a-171c using, without limitation, for example a group QKD protocol in which
at least the QS servers 103a-103c of the QS network 101 have delivered to them an identical
set or subset of QD keys. The sets of QD keys are removed from the QS satellites 171a-
171c once they have been distributed to all of the required QS servers 103a-103c of the QS
system 170.

[00154] For example, the SQKD technology includes one or more QS satellites 171a-171c,
which may be low orbit satellites that pass over geographical locations in which the QS
servers 103a-103c and/or QS servers and/or devices of the users 104a-104c of the QS
system 140 are located. QS satellite 171a generates one or more sets of QD keys for
distribution to each of the required QS server(s) 103a-103c and/or 104a-104c and the like.
As the QS satellite 171a passes over each QS server 103a-103c and/or 104a-104c, the QS
satellite 171a may distribute an identical set of QD keys (or subset of QD keys) to each of the
HSMs 106a-106f of the QS servers 103a-103c and/or 104a-104c via the on-ground receiver
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complexes (OGRCs) 172a-172f. Each of the QS servers 103a-103c may include, for
example, an one of the OGRCs 172a-172c, an HSM 106a-106c, and a DLT Node 166a-166¢c,
and one or more QS applications capable of at least storing and/or accessing data items in
relation to the plurality of users 104a-104c and 105a-105n. Each of the OGRCs 172a-172c
also includes, without limitation, for example on-ground receiver (OGR) and/or photon
controller for communicating with one of the satellites 171a-171c when performing, without
limitation, for example a QKD protocol for receiving QD keys. The QS application(s) may act
as an interface between the users 104a-104c and 105a-105n and the QS DLT 167 network
of the QS network 101. The QS servers 103a-103c form the backbone of the QS network
101 and may be operated by a QS network provider. Each of the OGRCs 172d-172f of the
QS servers/devices of the first plurality of users 104a-104c may also include an OGR, photon
controller for communicating with one of the satellites 171a-171c when performing, without
limitation, for example a QKD protocol for receiving QD keys. Each of the QS
servers/devices of the first plurality of users 104a-104c includes one of the OGRCs 172d-
172f, an HSM 106d-106e, and DLT node 166d-166f coupled together.

[00155] The SQKD for the QS system 170 uses a group quantum key distribution (GQKD)
protocol (also called a multi-cast protocol) that enables a single QD key, an identical set of
QD keys, and/or an identical subset of QD keys to be delivered in a quantum safe manner
QS servers 103a-103c and/or QS servers or QS devices of users 104a-104c are situated in
many individual/different geographical locations or sites. In particular, the purpose of the
GQKD protocol may be for key sharing such as, without limitation, for example sharing an
identical set of QD keys or an plurality of QD keys with two or more or a multiple of QS
servers 103a-103c and/or 104a-104c and/or QS enabled devices and the like. The GQKD
protocol is achieved by the QS system 170 in which a QS satellite 171a generates and
establishes one or more QD keys or an identical set of QD keys between the QS satellite
171a and one or more QS servers 103a-103c or QS servers of users 104a-104c. For
example, the QS satellite 171a stores a digital copy of the QD key(s) and then distributes, in
a quantum safe manner, the QD key(s) or set of QD key(s) to a first QS server 103a, and
then distributes and shares the same QD key(s) or identical set of QD key(s) that it
distributed to the first QS server 103a with one or more subsequent QS servers 103b-103c
and/or QS servers of one or more users 104a-104c when the QS satellite 171a passes over
or comes in range of these said subsequent QS servers 103b-103c and/or QS servers of one
or more users 104a-104c. The QD key(s), or set of QD keys stored in the QS satellite 171a
are deleted once all intended QS servers 103a-103c and/or QS servers/device of users

104a-104c have received them.

[00156] The QS network 101 is formed by the plurality of QS servers 103a-103c, QS servers
and/or devices of the first plurality of users 104a-104c, and the QS Distributed Ledger
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Technology (DLT) 167 for storing and accessing data items in relation to a first plurality of
users 104a-104c and a second plurality of users 105a-105n. The QS network 101 requires
that the hardware security modules (HSMs) 106a-106e of each of the QS servers 103a-103c
and/or QS servers and/or devices of the first plurality of users 104a-104c includes a set of
QD keys stored thereon in which at least an subset of the QD keys are identical with a
corresponding subset of QD keys on other HSMs. This enables the QS servers/devices to
communicate securely in a quantum-safe manner (e.g. using symmetric quantum-safe
encryption) with each other and with the QS DLT 167 using one or more available QD keys
from the set of QD keys. For example, the QS servers 103a-103c can use the identical sets
of QD keys, each QD key being associated with a unique QD key identifier that is the same
for each HSM, to set up quantum safe communication channels with each other and with the
QS DLT 167 using quantum encryption algorithms and/or cryptographic algorithms based on

one or more available QD keys from the set of QD keys.

[00157] The QS DLT 167 may be, without limitation, for example a distributed ledger and/or a
shared ledger for storing the data items of the plurality of users 104a-104c and/or 105a-105n
and the like. Each QS server 103a of the plurality of QS servers 103a-103c of the QS
network 101 includes a hardware security module (HSM) 106a with an identical set of QD
keys (or an identical subset of QD keys) stored thereon and each QS server 103a of the
plurality of QS servers 103a-103c includes distributed ledger technology (DLT) node 166a or
functionality for operating the QS DLT 167 when storing and/or accessing the encrypted data
items stored thereon. In this example, in addition to the QS servers 103a-103c including a
DLT node 166a-166c¢ or DLT node functionality for operating the QS DLT 167, each of a first
set of the plurality of users 104a-104c may also have, without limitation, a QS server and/or
QS device that is part of the QS network 101. The QS server and/or devices of the first set of
users 104a-104c may include a HSM 106d-106¢ with a set of QD keys stored thereon, and a
DLT node 166d-166e. Thus, the QS servers 103a-103c including a DLT node 166a-166c¢ or
DLT node functionality for operating the QS DLT 167 and each of the first set of the plurality
of users 104a-104c including a DLT node 166d-166f or DLT node functionality for operating
the QS DLT 167 and so form a QS DLT network. In essence, the DLT nodes 166a-166f of
the plurality of QS servers 103a-103c and 104a-104c form a QS DLT network 167 configured
for providing secure storage and access to one or more data item(s) stored on the distributed

and/or shared ledger(s).

[00158] As an example, the distributed ledger (DLT) nodes 166a-166f are configured to form
the QS DLT 167 of the QS network 101 of the QS system 140 and the corresponding QS
servers 103a-103c and 104a-104c form QS network 101 because they are connected via QS
communications channels using satellite quantum key distributed (SQKD) keys (e.g. QSD

keys) and create QS communications channels for the DLT nodes 166a-166f to communicate
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over etc. Thus, the QS servers 103a-103c and 104a-104c may communicate with each other
via these QS communications channels forming the QS network 101. The QS DLT 167 is
secured using SQKD allowing the QS servers 103a-103c and/or 104a-104c of the DLT nodes
166a-166f to operate QS dynamic communication channels. All of the QS servers 103a-103c
and 104a-104c form the QS network 101 in which any communications between the QS
servers 103a-103c, 104a-104c is secured by a QS communication channel, which means
any data in transit within the QS network 101 or in storage within the QS DLT 167 (essentially
stored in a distributed/shared ledger on the DLT nodes 166a-166e) is protected and

quantum-safe.

[00159] The second plurality of users 105a-105n may be subscribers to one or more of the
QS application(s) provided by the QS servers 103a-103c that use the QS DLT 167 for
storage and retrieval and/or access to data items stored thereon. The devices and/or servers
used by the second plurality of users 105a-105n are not QS because these devices typically
are not capable of QKD, in particular SQKD using the QS satellites 171a-171c. Thus, the
devices/servers of the plurality of users 105a-105n operate in the non-QS network 102 (e.g.
Internet, public network(s) with unencrypted traffic and/or using non-QS encrypted traffic etc.)
and may interface with the QS network 101 via the QS application(s) operating on one or
more of the QS servers 103a-103c of the QS network. The QS servers 103a-103c that
interface, e.g. via QS applications, with the devices of one or more of the users 105a-105n

may are considered to be on the "Quantum Safe Boundary" of the QS network 101.

[00160] The QS system 170 provides the advantage of mitigating the risk of a Denial of
Service attack on the individual QS server(s) and/or the individual quantum receivers (e.g.
OGRs) on the ground since there are many QS servers 103a-103c and/or QS servers of
users 104a-104c with identical SQKD infrastructure, which renders a simultaneous attack on
the QS system 170 and/or QS network 101 impractical for most if not all adversaries.
Furthermore, Denial of Service attack is only really possible by physically obscuring the
ground receivers (e.g. OGRs) of the QS server(s) 103a-103c and/or QS server(s) of users
104a-104c and their ability to see the QS satellites 171a-171c. However, even though the
OGRs may be obscured, this is immediately obvious to the QS provider of the QS network
101, which can be further mitigated through the use of camera and tamper switches built into
each OGR, and/or manual human or drone access control and inspections of the OGRs of
each QS server 103a-103c and/or QS server(s) of users 104a-104c. Furthermore, given
most if not all QS servers 103a-103c have a DLT node 166a-166c this creates a large scale
duplication of the DLT records and/or data items stored in the QS DLT 167 through many
DLT nodes 166a-166c¢. This also makes a simultaneous universal DoS attack impractical.
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[00161] The QS systems 100, 165 and 170 may be further modified in which each QREF
locator is divided or broken up into multiple atomic units in which each atomic unit of the
QREF locator is stored on a different QS server 103a-103c of the QS network 101. For
example, the QREF locator may be broken into three atomic units and, the QS DLT 167 is
configured to operate such that each atomic unit of the QREF locator is stored on a different
subset of DLT nodes 166a-166f of QS server 103a-103c or 104a-104e of the QS DLT 167.
For example, for a QREF locator that is divided into atomic units A, B and C, the atomisation
is replicated such that, by way of example only but is not limited to, the QS DLT 167 may
include a DLT Node network of, without limitation, for example 99 nodes, and operates in a
manner in which, without limitation, for example 33 of the DLT nodes store unit atomic A, 33
of the DLT nodes store atomic unit C and 33 of the DLT nodes store atomic unit C. Thus, in
the style of a RAIDS (RTM) concept, the QS DLT 167 is configured to store with each one
third atomic unit (A, B or C) a hash of one of the other atomic units (A, B, or C), where each
atomic unit requires its own unique QKD code or QD key. Although the dividing the QREF
locator into atomic units is described, this is by way of example only but the invention is not
so limited, and it is to be appreciated by the skilled person that securely storing and/or
accessing a QREF locator as atomic units may be implemented in various ways and/or
based on RAID concepts (e.g. RAID 0-6), parity function(s) and/or methods thereto, single
parity system(s) and/or general parity system(s) and/or methods thereto, methods for
distributing, replicating and securely storing data as chunks, combinations thereof,
modifications thereof, and the like and/or as described herein and/or as the application

demands.

[00162] Figure 1j is another schematic diagram illustrating an example QS system 175 of
figures 1a to 1i using SQKD and configured with registration servers and nodes according to
the invention. The QS system 175 and QS network 101 may be configured for use with the
QS storage process(es) 110, 120, 150 of figures 1b, 1c, and 1f and/or QS access
process(es) 130, 140, 160 of figures 1d, 1e and 1g according to the invention. For simplicity,
reference numerals as used in figures 1a-1i for similar or the same features, components or
items will be re-used in figure 1j. In this example, the QS system 175 uses both a QS DLT
167 for storing and/or accessing encrypted data items and also satellite quantum key
distribution (SQKD) using a plurality of QS satellites (not shown) configured for generating
and distributing one or more sets of QD keys to a plurality of QS servers 103a-103c and
176a-176b of the QS network 101. Each of the QS servers 103a-103c and 176a-176b
further include, without limitation, for example one of the plurality of QS ground satellite
receivers (not shown) for receiving the sets of identical QD keys distributed from one or more
of the QS satellites to the QS servers 103a-103c and 176a-176b.
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[00163] In this example, some of the QS servers 103a-103c and 176a-176b are configured to
be registration servers, which may be a QS server with an HSM and also a registration
module/storage and/or application. For example, QS servers 176a and 176b are configured
to be registration servers 176a-176b that handle, without limitation, for example registration,
maintenance, verification and authentication of registered users 105a-105n and their
corresponding user accounts within the QS system 175. The registration server 176a is
communicatively coupled to a plurality of registration nodes 177a-177p, and the registration
server 176b is communicatively coupled to a plurality of registration node 178a-178r. The
registration nodes 177a-177p and 178a-178r and registration servers 176a and 176b are
configured to, without limitation, for example at least handle set up of the user account and
registration of the user with the QS system 175. As well, when a data item associated with a
user is stored in the QS DLT 167, the corresponding QREF locator associated with the data
item is linked or issued against the users account. Thus, each time a user submits a data
item for storage, or if someone else gives the user permissions for accessing a data item in
some manner, the corresponding QREF locators associated with those data items are linked
to the users account. That is, the user is issued a QREF locator against their registered
account. This enables a QS server or a registration server to identify all of the QREF
locators associated with a user and thus, to perform, using a secure memory or hardware
security module QREF locator identification as described with reference to access
process(es) 130, 140, 150, 160 with reference to figures 1d to 1g. Essentially, each of the
registration servers 176a-176b provides a first point of contact or communication point for
each of the one or more registered users of the plurality of users 105a-105n external to the
QS system 175 and QS network 101.

[00164] In addition to issuing or linking QREF locators to a user account or linking QREF
locators to a user account in relation to data items associated with the registered user stored
in the QS DLT 167, the registration nodes 177a-177p and/or 178a-178r and registration
servers 176a-176b are used to identify the registered user with their account in the QS
system and subsequently issue a data item in relation to that registered user, if they have
permissions to do so. For example, when a user submits one or more QREF access tokens
for accessing data items from the QS DLT 167 requested by a user, the registration server
176a of the QS system 175 is configured to perform authentication and/or verification of the
user submitting the QREF access token, which may include two-factor authentication and the
like. This is to firstly to securely identify the user and their account and ensure the useris a
registered user with the QS system 175, and secondly to identify a set of one or more QREF
locators issued against the registered user. This set of one or more QREF locators may be
used to identify the QREF locator that generates the submitted QREF access token as
described herein. The data item corresponding to the QREF locator may be retrieved and/or
accessed, and the user issued with access to the data item in relation to their registration.
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[00165] Thus, the QS network 101 is formed by the plurality of QS servers 103a-103c,
registration servers 176a-176b, registration nodes 177a-177p and 178a-178r, and the QS
Distributed Ledger Technology (DLT) 167 for storing and accessing data items in relation to a
first plurality of users (not shown) and the second plurality of users 105a-105n. The QS
network 101 requires that the hardware security modules (HSMs) of each of the QS servers
103a-103c and/or registration servers 176a-176b includes a set of QD keys stored thereon in
which at least an subset of the QD keys are identical with a corresponding subset of QD keys
on other HSMs. This enables the QS servers/registration servers and registration nodes to
communicate securely in a quantum-safe manner (e.g. using symmetric quantum-safe
encryption) with each other. It is noted that the registration servers 176a-176b act as a
secure gateway between the QS DLT 167 and the plurality of registration nodes 177a-177p
and 178a-178r. Thus, only QS servers 103a-103l and registration servers 176a-176b may
directly connect to the QS DLT 167 using one or more available QD keys from the set of QD
keys. For example, the QS servers 103a-103l can use the identical sets of QD keys, each
QD key being associated with a unique quantum key identifier that is the same for each
HSM, to set up quantum safe communication channels with each other and with the QS DLT
167 using quantum encryption based on one or more available QD keys from the set of QD
keys. Similarly, the registration servers 176a-176b can use the identical sets of QD keys to
those used by QS servers 103a-103l, each QD key being associated with a unique quantum
key identifier that is the same for each HSM, to set up quantum safe communication
channels with each other and with the QS DLT 167 and also with one or more QS servers
103a-103l using quantum encryption based on one or more available QD keys from the set of
QD keys.

[00166] Furthermore, the registration servers 176a-176b each connect to a plurality of
registration nodes 177a-177p and 178a-178r, respectively. The registration nodes 177a-
177p are connected via QS channels to the registration server 176a. The registration server
176a uses its HSM to provide an available QD Key form the set of QD keys to each of the
registration nodes 177a-177p. Thus, each registration node 177a-177p, when deployed, can
form a QS communication channel to the corresponding registration server 176a. Similarly,
the registration server 176b each connects to the plurality of registration nodes 178a-178r.
The registration nodes 178a-178r are connected via QS channels to the registration server
176b. The registration server 176b may use its HSM to provide an available QD Key form
the set of QD keys to each of the registration nodes 178a-178r. Thus, each registration node
178a-178r, when deployed, can form a QS communication channel to the corresponding
registration server 176b. The registration nodes 177a-177p and 178a-178r may form part of
the QS boundary that separates the users 105a-105n from the QS network 101 and QS
system. Alternatively or additionally, prior to deployment, one or more of the registration
nodes 177a-178r may be directly connected to a QS server 103a-103I1 and/or the registration
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server 176a or 176b for configuration and upload of one or more available QD keys from the
identical set of QD keys stored in the HSM of each of the QS servers 103a-103l and/or
registration servers 176a-176b. Thus, when the registration nodes 177a-177p and/or 178a-
178r are deployed, they can connect over the public telecommunications network and form

QS channels using the QD keys provided during configuration.

[00167] Each of the registration nodes 177a-177p or 178a-178r may be located in a different
place, for example, a shop and/or a building in which users may connect to in a myriad of
ways. For example, registration nodes may be used to perform a registration process to
register devices with the QS system 175 prior to deployment of the devices to corresponding
users. Additionally, the registration nodes 177a-177p or 178a-178r, as part of the registration
process, may be configured to physically connect to a device and upload one or more QD
keys from the set of QD keys onto a secure memory area (e.g. a secure enclave) on the
device, where the one or more QD keys are registered against the device identifier. Thus,
the device may be able to set up a QS communication channel with a registration node
and/or registration server after it is delivered to a user. This may ensure QS communications
can be achieved for the user of the device and the user may use the QS system 175 as

described herein in a QS manner.

[00168] The registration process may be carried out either at the point of shipment of the
devices such as, without limitation, for example at the manufacturer, which may have a QS
server and/or registration node capable of registering the devices prior to shipment.
Alternatively or additionally, the registration process may be carried out at the point of sale, or
prior to deployment, such as, without limitation, for example, a retail shop with a QS server
and/or a registration node. In any event, these locations (e.g. manufacturer and/or retail
ship) may be referred to as registration locations, each registration location (e.g. registration
node) is required to have access to a set of QD keys. In this case, either the registration
nodes have the capability of a QS server 103a-103|, effectively making them a registration
server, or the registration nodes are deployed with a set of QD keys to enable them to
communicate via a QS channel with a registration server and/or QS servers and so may have
a set of QD keys delivered at regular intervals or a schedule and the like. During the
registration process, the device is connected to a registration node 177a or registration
server 176a via a physical connection that allows the registration node 177a or server 176a
to deposit (or upload) one or more QD keys into the secure memory (e.g. a secure enclave of
the device) of the device. At this point, the registration node 177a or server 176a may also
upload or preload a QS or QREF application that configures the device to use the one or
more QD keys stored in the secure memory to establish a QS communication channel with
the QS system via one or more registration nodes 177a-177p or 178a-178r, registration
servers 176a-176b and/or QS servers 103a-103l. The QREF application may enable a user
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of the device to establish QS communication channels and store, access data items in the
QS system 175.

[00169] Once the device is received by a user 105i, the user 105i can use the device to
establish a QS connection using a previously uploaded QD key with the QS system via
registration node 177p. Once connected the user can register themselves and obtain a
QREF account that is set-up by the registration server 176a. The QREF account may be
associated with the device via the device identifier, such that the QD keys on the device are
registered with the user's QREF account. Alternatively or additionally, the QREF account
may be associated with the loaded QREF application on the device. Once the user has
registered and has a QREF account on the QS system 175, they can use the QREF
application and retrieve QD Keys stored in the secure memory of the device to establish a
QS communication channel with the QS system 175 and use its QD Key along with a
symmetrical algorithm hosted within the QREF Application to establish a quantum safe
communication channel with the QS system 175. The established quantum safe channel can
be used by the user to engage in any use case and/or application (e.g. access data items,
store data items, KCY, QREF certificates, depositories, quantum safe communications with

registered users of the QS system) and the like in relation to the QS system

[00170] In another example, one or more registration nodes 177a-177p and/or registration
server 176a may be configured to configure a device of a user (e.g. mobile phone user) retro-
actively to be able to install a QREF application or firmware modifications that enable a user
to operate the device to establish a QS communication connection with the QS system 175
and/or QS network 101 accessing and/or using the QS system 175 in a quantum-safe

manner, or at the very least in a quantum-resistant manner.

[00171] In another example, in order for a user 105a to register with the QS system and/or
receive a device that is capable of establishing a QS connection with the QS system over the
public network, the user 105a may need to visit a shop or retail outlet with a registration node
177a (e.g. a QREF enabled shop). The registration node may be a secure single purpose
device that includes an HSM with a single physical output connection (e.g. a single USB port
out (OUT ONLY)) with a simple user interface screen. In some embodiments, the registration
node may be configured to only allow an operator to press a button to export a numbered QD
Key from a set of QD keys on the HSM via the physical output connection to a user

device. In this manner, the device may be pre-loaded with a finite number of pre-agreed QD
keys. This enables a user 105a to buy and receive a device from the shop with the
registration node 177a in which the device is pre-loaded with QD Keys so that they can use
the device to set up a generic QS channel in which they can then register with the QS system

and establish a QREF account associated with the user. Alternatively or additionally, a user
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may take their device into the shop with the registration node 176a, where a number of one
or more QD Keys may be uploaded to the device via the physical output connection of the
registration node 177a. The user of the device may then operate the device to use the
uploaded one or more QD Keys to establish a quantum safe channel inside of which the user
105 sets up a QREF account associated with the user 105a in the QS system 175. The user

may then use the QS channel to retrieve further personalised QD keys and the like.

[00172] In another example, rather than the user 105a being required to visit a retail outlet or
shop with a registration server 177a, a secure storage medium with one or more QD keys
stored thereon may be sent to the user. The secure storage medium may be sent via,
without limitation, for example the postal system, post, courier and/or delivery service, secure
data delivery service, and/or any other suitable secure data delivery, transportation and/or
logistical support infrastructure for delivering sensitive and/or confidential materials, data, and
the like. For example, the secure storage medium may be, without limitation, for example a
single use dongle, a Secure Digital (SD) card and the like, a secured USB stick, a mobile
telephony SIM card, a password encrypted flash drive, portable HSM and/or tamper-
proof/resistant hard drive, and/or any other suitable secure storage medium and/or storage
medium that may be secured and made tamper-proof and/or tamper-proof or resistant
storage medium and the like and/or as the application demands. In any event, the user 105a
receives the secure storage medium with one or more QD keys stored thereon.

[00173] The secure storage medium may be configured for a single use with a one-time
generic QD key stored thereon. This will enable the user 105a to connect the secure storage
medium to their device and configure their device to set up a quantum safe channel using the
one-time generic QD key and/or with various two-factor-authentication and/or other
authentication mechanisms for use in, without limitation, for example registering a user
account for the user 105a, registering the device of the user 105a, and/or
uploading/downloading a QREF application for the device and further set of one or more QD
keys assigned by registration server 176a and sent to the device of the user 105a via

registration node 177a over the QS channel.

[00174] In a further example, the device of a user 105b may be registered with the QS
system using a quantum-resistant pathway based on using 2 factor authentication and/or any
other secure, multiple path and/or encrypted authentication protocol/mechanism. In this
case, the QS system 175 via one or more components or modules in the QS server(s) 103a-
1031 and/or registration servers 176a-176b may have a random number generator such as,
without limitation, for example a quantum random number generator, a Cryptographically
Secure Pseudo Random Number Generator (CSPRNG), a CSPRNG called NIST Light
(RTM), any other suitable CSPRNG and the like and/or as the application demands.
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Furthermore, a client QS application software (e.g. a QREF Application) may be installed a
device of the user 105b to enable the user 105b to establish a QS channel with the QS
system 175 via registration nodes 177b and/or registration servers 176a-176b and the like.
The client QS application software may include further functionality such as, without
limitation, a random number generator suitable for the device such as, without limitation, for
example a client CSPRNG and/or a CSPRNG called NIST Light, and/or any other suitable
CSPRNG for use on a device of the user 105b.

[00175] When the QREF Application is installed, the CSPRNG of the device of the user 105b
may have a corresponding CSPRNG operating within the QS system 175. In particular, the
QREF application may include an application programming interface (API) that enables the
CSRNG functionality to be installed on a secure memory/processing unit of the device of the
user 105b. For example, the APl may make use of, without limitation, for example Software
Guard Extension(s) (SGX) (RTM) and/or other client HSM type solution suitable for the
device of the user 105b, which enables the API to embed a CSRNG functionality into the
secure memory/processing unit of the device. For example, the QREF application maybe
configured to embed, when installed on the device of the user 105b, without limitation, for
example the CSRNG NIST Lite random number generator into the secure
memory/processing unit such as a secure chipset or secure enclave of the chipset of the
device of the user 105b (e.g. an Intel Chipset with Intel Software Guard Extensions (SGX) is
regarded by security/cryptographers as being very secure). Intel (RTM) SGX includes a set
of instructions or code for increasing security of application software and data providing
increased protection against disclosure, modification, and/or tampering etc. Sensitive
information may be partitioned into one or more enclaves, which are designated areas of
execution in memory with more security protection. Although a secure memory/processing
unit may include a secure enclave or secure chipset such as the Intel Chipset with SGX as
described herein, this is by way of example only and the invention is not so limited, it is to be
appreciated by the skilled person that the secure memory/processing unit may be
implemented using any other suitable type of secure chipset/memory/system/enclave/

HSM/components and the like and/or as the application demands.

[00176] The registration process may include the following steps of: the user 105a may use
the device to browse the public Internet and access a secure website and/or secure
webserver operating with a registration node 177b and/or registration server 176a to register
an account with the QS system 175 and to also configure and/or set-up their device for QS
communications, QS storage and access, and/or any other use cases suitable for operating
with the QS system 175. During registration via the webserver, the user simultaneously
communicates over another second one or more transmission pathway(s) (e.g. makes a cell-

phone call from the device or another device of the user, e.g. a mobile phone or landline
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phone) with the QS system and delivers two-factor authentication of or from the user to the
QS system 175 during registration of the user and set up of the user account on the QS
system 175. The device of the user 105b is registered with the user account. The two factor
authentication may be delivered by the user using voice commands during the

communication over the second one or more transmission pathways.

[00177] The registration node 177b or registration server 176a may be configured to process
the 2FA elements from the user 105b to display a number displayed on the website on the
screen of the device of the user 105b. This may be used to verify that the user 105b is who
they say they are and to arrange for the device to receive a QREF application that enables
the user 105b to use the device to establish a QS communication channel with the QS
system 175. The registration server 176a or a QS server 103a-103I may assign a QD key to
the user 105a for use with their device. The assigned QD key is embedded into the QREF
application for the device, and/or delivered with the download of the QREF application to the
device of user 105b. When the device receives the QREF application download from the
webserver and/or registration node 177b or registration server 176a, the QREF application
operates to install or embed the CSPRNG (e.g. CSPRNG NIST Lite) into the secure memory
of the device. For example, the QREF application inserts the CSPRNG NISL Lite (RTM) into
the Software Guard extension of the device, if the device has a suitable Intel (RTM) Chip.
The QREF application is then configured to insert or input the QD Key into the CSPRNG

embedded in the secure memory/processor of the device.

[00178] The QS system 175 also sends a QR Code or image to the device of the user 105a
and/or to another device of the user 105a for display on the screen of the device. The QR
Code or image represents the user's two-factor authentication. The user inputs data
representative of the QR code or image into the CSRNG embedded in the secure
memory/processor. The CSRNG processes the input QD Key and also the input data
representative of the QR Code or image. For example, the user 105b may view a QR Code
on the screen of their device representing their 2FA. The user 105b may, without limitation,
for example photograph the QR Code displayed on the screen, take a screenshot or produce
an image of the QR Code displayed on the screen in a suitable manner. The user 105b
inputs the photograph of the QR Code into the QREF application, which inserts the QR Code
and the QD Key into the CSRNG of the secure memory (e.g. secure enclave). The CSRNG
outputs a new QREF key or number. At the same time or in a similar manner, a QS server
103a-103l, a registration server 176a-176b and/or a registration node 177a-177p and/or
178a-178r, may be configured to input the data representative of the 2FA of the user 105b
and the QD Key assigned to the QREF application for the device of the user 105b into a
corresponding CSRNG to output a new QREF key or number, which is associated with the

user account of the user 105b.
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[00179] The CSRNG embedded on the device and the corresponding CSRNG of the QS
system 175 both produce the same QREF key or number. Given this, the QREF application
is configured to use the output QREF key or number to establish a quantum-safe
communication channel with the QS system 175. This is performed by the QREF application
logging the user 105b into the QS system 175 via a registration node 177b, by logging into
the QS system 175, the registration node 177b may retrieve the user account details and the
associated QREF key or number that the QS System 175 computed previously, which is the
same as the QREF key or number computed by the CSRNG embedded on the device of the
user 105b. This then allows the registration node 177b and the device of the user 105b to
establish the QS communication channel with both sides using the same QREF key or
number. The channel may be encrypted using symmetric encryption with the QREF key or

number.

[00180] Once the QS channel has been established between the device and the registration
node 177b of the QS system 175, one or more new dedicated QD Key for the device of the
user 105b, or even a set of dedicated QD key(s) for the device of the user 105b, is created
and/or assigned from the set of QD keys in the HSM mesh of the QS server(s) 1034a-103I.
The one or more new dedicated QD Keys may be assigned or mapped to the user account or
associated with the user 105b for use in current/future QS communications between the
device and the QS system 175. The one or more new dedicated QD Key(s) and/or set of
dedicated QD keys, are transmitted over the established QS communication channel to the
QREF application executing on the device of the user 105b. The QREF application is
configured to receive the one or more new dedicated QD Key(s) and deposit them into the
secure memory/processor (or secure enclave etc.) of the device of the user 105b. For
example, the QS system 1765 may send the one or more new dedicated QD keys inside the
QS communication channel to the device of the user 105b and deposits them into the
Software Guard extension, when the device has an Intel Chipset. The QREF application may
be configured to use the one or more new dedicated QD keys to establish further secure QS
communications channels with the QS system 175 (e.g. via registration nodes 177a-177p or
178a-178r).

[00181] Figure 1k is another schematic diagram illustrating another preferred example QS
system 180 according to the invention based on the QS systems of figures 1a to 1j in which
SQKD is used and where the QS system 180 is configured to include a QS security
gateway/registration server 182 and registration nodes 184a-184p. In this example, the QS
system 180 includes a plurality of QS servers 103a-103l associated with the QS system 180,
a plurality of QS servers operated by users 104a-104c (corporations, customers that require
a QS server and the like), a QS security gateway/registration server 182, and a distributed

ledger 167, and a plurality of satellites 171a-172c comprising, without limitation, for example
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a low orbit satellite constellation. These are connected together over QS channels to create,
over public communications infrastructure or other networks and/or dark fibre and the like,
the QS network 101. The QS network 101 is considered a QS domain. Each QS server
103a of the plurality of QS servers 103a-103l and/or QS servers operated by users 104a-
104c may comprise a DLT node 166a-166l, one or more registration applications, and an
SQKD on ground receiver or ~OGRC 172a-1721 and HSM (not shown). As described with
reference to figure 1i, this enables the QS servers 103a-103I and QS servers operated by
users 104a-104c to receive one or more identical sets of QD keys that are multicast from one
of the satellites 171a of the satellite constellation to the corresponding OGRs 172a-172l as
the satellite 171a passes over said OGRC 172a-172| of each QS server 103a-103I.

[00182] A plurality of users 105a-105n may operate devices over a public network 102 (e.g.
Internet, and/or any other type of communication network) or non-QS network/domain 102.
The plurality of users 105a-105n may be registered with the QS system 180 via registration
nodes 184a-184p and security gateway/registration servers 182. The security
gateway/registration server 182 is configured to provide the necessary network security (e.g.
user authentication, verification, 2FA and the like) to ensure only those users 105a-105I that
are registered users of the QS system 180 have access to the services and/or applications of
the QS system 180, but that any other user is blocked from accessing the QS system 180
and/or the services/applications. Such users will need to register for a user account on the
QS system 180 via registration nodes 184a-184p. Once registered, each user 105a of the
plurality of users 105a-105n and/or one or more devices of said each user 105a may be
associated with a user account stored in the DLT 167 of the QS system 180. A user 105a
may use a registered device to enter their credentials into a QS website or QS webserver
operated by one or more registration nodes 184a-184p associated with In a similar manner,
the QS system 180 may be operated and/or used as described with reference to figures 1a to

1j and/or as described herein.

[00183] There are different types of users that may use the QS system 180. For example,
users 104a-104c may operate QS servers/devices that include an OGRC 172m-1720
installed at their end-point and so receive sets of QD keys and operate via QS channels
within the QS network 101 of the QS system 180. These may be large scale customers such
as organisations, corporations and the like that can operate the necessary technology and
equipment required to be part of the QS network 101. These users 104a-104c that host an
OGRC 172m-1720 and/or HSM (not shown) can use this for registration and QD key delivery
via the satellites 171a-172c and/or via the QS servers 103a-103l of the QS network 101. The
end-points/servers of users 104a-104c may also include DLT nodes 166m-1660 and may

assist in operating/forming the QS DLT 167.
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[00184] Users 105a-105n may operate with in a public network 102 outside the QS network
101 or QS domain. Such users 105a-105n may use user or customer end-point devices
such as, without limitation, for example, mobile phones, smart-phones, laptops, server(s), loT
devices, and/or computing/communication equipment and/or devices, and the like, but which
to not have the capabilities or equipment required for operating an OGRC and/or HSM and
the like and so rely on registration nodes 184a-184p for registering and delivery of dedicated
QD keys for establishing a QS communication channel with the QS system 180 and/or QS
network 101. By contrast, the users 104a-104c are essentially guaranteed (because they
can form QS channels) that their devices/servers and the like may make use of QS
communications, QS storage and/or access to data items using QREF locators and access
tokens, and/or other QREF locator/access token use cases as described herein,
combinations thereof, modifications thereto and/or as described herein. However, users
105a-105n and/or their corresponding devices need to be registered with the QS system 180
and also get access, in a quantum safe manner, to corresponding QD keys and the like

before being able to make use of, without limitation, QS communications and the like.

[00185] As previously described with reference to figure 1j, for users 105a-105n there are
several options for registering with the QS system 180 and QS network 101 and ensuring
their devices have the capability of QS communications, QS storage and/or access to data
items using QREF locators and access tokens, and/or other QREF locator/access token use
cases as described herein, combinations thereof, modifications thereto and/or as described
herein. One option is to receive a device or end-point device shipped from a manufacturer or
retail outlet that has been pre-loaded with a QREF application and/or one or more QD Keys
from the set of QD keys for establishing QS communications with the QS system. Another
option is for the device of a user 105b (or end-point device) to download the QREF
application and/or software, which is configured to, without limitation, for example register the
user 105b and/or establish QS communication with QS system. A further option may be that,
without limitation, for example a retail shop or other service/outlet hosts an HSM which is
used to inject or pre-load QREF application and/or one or more QD keys into the user device
or user end-point device through a hard wired connection. This may be achieved using a
retail shop device in which the user device is connected by a hard wired connection to the
retail shop device. The retail shop device may be a tamper-proof and/or temper resistant
device and may include, without limitation, an operator button (e.g. a simple push button) that
the retail shop operator or the user presses/pushes, causing the retail shop device to perform
only one task, which is the injection of one or more QD keys and/or QREF application into the
secure storage/processing unit (e.g. secure enclave or Intel SGX (RTM)) of the user device
and/or end-point device. The one task button and the retail device are designed to prevent

an operator or other malevolent actor from accessing or attempting to access the QD keys
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and/or QREF application when they are injected/downloaded into the user device or endpoint

device.

[00186] For example, as previously described with reference to figure 1j, as an option, a
device of a user 105a of the plurality of users 105a-105n may be shipped new from the
manufacturer with a QREF Application pre-loaded onto the Operating System of the device.
The device may be configured to have a secure enclave with a QD key stored thereon, which
the QREF application may use within the secure enclave top establish a QS communication
channel with a registration node 184a of the QS system 180. Thus, the device is configured,
once shipped to a user 105a to operate the QREF Application via the secure enclave on the
device and use the QD key and the like for establishing an anonymised preliminary QS
communication channel between the device of the user and a registration node 184a. This
QS communication channel allows the user 105a of the device to register and/or set up a QS
user account in the QS system 180 using the preliminary QS safe channel. From this, the
user 105a may be assigned QD keys and the like, which are associated with their user
account in the QS system 180, and downloaded via the preliminary QS channel to the secure
enclave on the device. This allows the user 105a to establish QS channels with the QS
system enabling them to use their devices in, without limitation, for example, QS
communications, QS storage and/or access to data items using QREF locators and access
tokens, and/or other QREF locator/access token use cases according to the invention and/or
as described with reference to figures 1a-7c¢, combinations thereof, modifications thereto

and/or as described herein.

[00187] Furthermore, as previously described with reference to figure 1j, in the other option
the registration process may involve, without limitation, for example a device of a user 105b
downloading a QREF application or software, which is configured to establish a QS channel
between the device of the user 105b and the QS system 180 and register the user 105b with
the QS system 180. The device of a user 105b may connect to a registration node 184a and
download a QREF Application for registering and establishing a QS connection with the QS
system 180. When the device of a user 105b downloads the QREF Application, the device of
the user 105b is configured to combine the use of a quantum safe channel created with the
QREF Application and a set of 2-factor authentication (2FA) challenges to create a new
quantum safe channel. Given that the download of the QREF Application is typically not
quantum-safe, the establishment of a new quantum safe channel is quantum-safe because it
uses a combination of 2FA (e.g. via voice commands) and transient user registration data
provided by the user 105b during registration and in the 2FA set-up and authentication
process. The QREF application and the 2FA challenges may be used to create a
symmetrical QREF key at the device and also the same QREF key at the QS system 180

such that symmetrical encryption using the same QREF key may be used to establish the QS
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channel between the device of the user 105b and the QS network via a registration node
184a and the security gateway/registration server 182 and the like. This allows the user
105a to use an existing device with a secure enclave and/or secure memory/processor to
establish QS channels with the QS system enabling them to use their devices in, without
limitation, for example, QS communications, QS storage and/or access to data items using
QREF locators and access tokens, and/or other QREF locator/access token use cases
according to the invention and/or as described with reference to figures 1a-7c, combinations

thereof, modifications thereto and/or as described herein.

[00188] Figure 11 is a further schematic diagram illustrating an example QS system 190 using
terrestrial quantum key distribution according to the invention. The QS system 190 includes
a plurality of QS servers 103a-103c, a QS DLT repository 167, one or more security
gateways/registration servers 182a-182m, and a plurality of registration nodes 184a-184m
that are connected together via QS channels established using a plurality of QD keys from a
set of QD Keys stored in one or more HSMs (not shown) within one or more QS servers
103a-103c and/or one or more security gateways/registration servers 182a-182m and the
like. The QS network 101 with QS channels formed between the plurality of QS servers
103a-103c, the QS DLT repository 167, the one or more security gateways/registration
servers 182a-182m and a plurality of registration nodes 184a-184m forms a QS boundary
within which QS communications occurs between at least the plurality of QS servers 103a-
103c and the QS DLT repository. The plurality of registration nodes 184a-184m form the
edges of the QS network 101 and are the point of contact for a plurality of users 105a-105n
operating devices within public telecommunication infrastructure, so-called non-quantum safe
network 102, such as, without limitation, for example the public Internet, telecommunications

networks, public service telecommunication network(s) and the like.

[00189] Rather than having a satellite constellation with a plurality of satellites 171a-171c as
described with reference to figures 1ito 1k, the QS system 190 forms a QS network 101
based on at least the plurality of QS servers 103a-103c in which each QS server 103a of the
plurality of QS servers 103a-103c includes a terrestrial QKD transceiver 193a-193c for
creating and distributing one or more sets of QD keys to the HSMs (not shown) of each QS
server 103a-103c¢ across QS channels over the public infrastructure, without limitation, for
example the Internet and/or dark fibre networks and the like. It is preferred to use dark fibre
for communicating between QS servers 103a-103c and/or QS DLT repository 167. This
reuses fibre optic resources that have already been deployed but not in use, but also allows
the use of quantum key exchange using optical photons and the like and the generation of
sets of QD Keys for use by the QS system 190. Although the terrestrial QS system 190 uses
terrestrial QKD transceivers 192a-192c across dark fibre, this can limit the transmission
distance of the dark fibre between datacentres of the QS network 101 and the like. Thus, the
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terrestrial QS system 190 may be deployed in metropolitan areas and/or city centres and the
like until future improved dark fibre enables longer or larger transmission distances, and/or
secure repeaters/routers can be used to extend to larger areas/regions and the like.
Alternatively or additionally, although the terrestrial QS system 190 is described with
reference to using terrestrial QKD transceivers and establishing QS channels over dark fibre
communication infrastructure, this is by way of example only and the invention is not so
limited, it is to be appreciated by the skilled person that the terrestrial QS system 190 may be
combined and/or modified to use one or more features of one or more other QS systems 100,
165, 170, 175, 180 as described with reference to figures 1a to 1k, and/or as the application

demands.

[00190] Users 105a-105] may register and/or use the QS system 190 in a similar or the same
manner as described with reference to figures 1a to 1k by connecting to one or more
registration nodes 184a-184m, or when allowed with one or more registration servers and/or
QS servers, which may include registration node and/or registration server applications and
the like for establishing a connection with the devices of said one or more users 105a-105l.
Preferably, user devices or end-point devices of users 105a-1051 may connect to the QS
system by connecting to a registration node of the plurality of registration nodes 184a-184m
for performing without limitation, for example QS communications, QS storage and/or access
to data items using QREF access tokens as described herein, and/or other QREF access
token use cases according to the invention and/or as described with reference to figures 1a-
7c, combinations thereof, modifications thereto and/or as described herein. The registration
nodes 184a-184m connect and communicate over QS communication channels with a
registration server, where the registration server communicates with a DLT node and/or HSM
of a QS server for storing and/or accessing data items stored in the DLT network/distributed
ledger and/or for performing, without limitation, for example QS communications, QS storage
and/or access to data items using QREF locators and access tokens as described herein,
and/or other QREF locator/access token use cases according to the invention and/or as
described with reference to figures 1a-7c, combinations thereof, modifications thereto and/or

as described herein.

[00191] Thus, as described with reference to figures 1ato 1k, a user 105a of a plurality of
users 105a-105] may use a device or end-point device with a secure enclave and/or secure
memory/processor to, without limitation, for example establish QS communication channels
with the QS system, and perform, without limitation, for example QS communications, QS
storage and/or access to data items using QREF locators and access tokens as described
herein, and/or other QREF locator/access token use cases according to the invention and/or
as described with reference to figures 1a-7c, combinations thereof, modifications thereto

and/or as described herein.
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[00192] Figures 2a and 2b are schematic diagrams illustrating an example QREF locator
system 200 and QREF access token system 205 for generating a QREF locator and access
token, respectively, for storing and accessing, in some manner, a data item according to the
invention. For simplicity, reference numerals of figures 1a-1I may be referenced, used for

similar or the same components, and/or used for illustrative purposes in figures 2a and 2b.

[00193] Referring to figure 2a, the QREF locator system 200 generates the QREF locator
203 by receiving, without limitation, for example, at least data representative of: the user
secret 201a from a device of a user that is submitting a data item for storage in, without
limitation, for example the QS repository 107 of the QS network 101; and an available QD
key selected from the set of QD keys from one of the QS server(s) 103a-103| of the QS
system. A QREF locator engine 202 is configured to generate a unique QREF locator 203
based on one or more of a first set of cryptographic or mathematical operations performed on
the data representative of at least the received user secret 201a and the received QD key
201n (e.g. QS_KEY). Although a user secret 201a and QD key 201n (e.g. QS_KEY) are
described, this is for simplicity and by way of example only and the invention is not so limited,
it is to be appreciated by the skilled person that any other information may be input to the
QREF locator engine 202 as the application demands such as, without limitation, for example
a user secret, a customer number allocated to the user, a data item reference identifier
allocated to the data item that will be associated with the generated QREF locator 203, the
received QD key, a QD key identifier of the received QD key, a user identifier, and/or an
access control list to the data item, and/or any other information useful or suitable for
generating the QREF locator. Although several examples of the cryptographic or
mathematical operations of QREF locator engine 202 are provided, these are by way of
example only and the invention is not so limited, it will be appreciated by the skilled person
that the cryptographic or mathematical operations of the QREF locator engine 202 may be
changed depending on the use case and/or service/application process that uses the QS
system according to the invention. For example, the QREF locator engine 202 may be a
plug-in module or software that may be selected from a set of QREF locator engines
depending on use case. Each QREF engine 202 from the set of QREF locator engines may
have a different set of cryptographic of mathematical operations and/or different input data

depending on use case for generating a QREF locator in relation to that use case.

[00194] The QREF locator engine 202 is configured to generate the QREF locator 203 based
on the first set of cryptographic or mathematical operations on QREF locator input data
representative of, without limitation, for example at least data representative of the received
user secret 201a and the received QD key 201n, or any other input data associated with the
user, data item and/or QD key such as, by way of example only but not limited to, data

representative of user secret, customer number, user identifier, data item reference, quantum
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key identifier, QD key and the like or as the application demands. The QREF locator engine
202 processes the input data using any one or more cryptographic operations, mathematical
operations and/or functions and/or combinations thereof, without limitation, for example, one
or more cryptographic operations, mathematical operations and/or functions and/or
combination thereof from the group of. one or more one-way functions; one or more hash
functions; one or more hash-based message authentication code functions; one or more key
derivation functions; one or more of multiplication, subtraction, addition, division, factorisation
and/or any other mathematical operation; any other one or more cryptographic functions,
mathematical operations, and/or combinations thereof that are operable to generate, from the
input data, data representative of a QREF locator 203 that is unique, obfuscates the received
QD key 201n and/or the received user secret 201a and/or other input data, and is capable of
providing an address for locating the associated data item for storing in, without limitation, for
example a QS repository 107 and/or QS DLT 167 and the like. As an example, the QREF
locator engine 202 may perform a one way hash on the input data such as, without limitation,
for example at least data representative of the received user secret 201a and the received
QD key 201n. In another example, the QREF locator engine 202 may perform a one way
hash on input data such as, without limitation, for example at least data representative of the
received user secret 201a and the received QD key 201n. In another example, the QREF
locator engine 202 may perform a one way hash on the received input data such as, without
limitation, for example, data representative of a customer number (or user identifier),
customer data item reference (e.g. reference or name of data item for storage), and a

quantum key identifier of the received QD key 201n.

[00195] Referring to figure 2b, the QREF access token system 205 is configured to generate
a unique QREF access token 207 by receiving a QREF locator 203. A QREF access token
engine 206 is configured to generate the unique QREF access token 207 based on a second
set of cryptographic or mathematical operations performed on the received QREF locator
203. The QREF access token engine 206 that is configured to generate the QREF access
token 207 based on the second set of cryptographic and/or mathematical operations may
further include generating the QREF access token 207 from data representative of the QREF
locator 203 based on any one or more cryptographic, mathematical operations, functions
and/or combinations thereof from the group of: one or more one-way functions; one or more
hash functions; one or more one-way forward hash functions; one or more hash-based
message authentication code functions; one or more key derivation functions; one or more of
multiplication, subtraction, addition, division, factorization and/or any other mathematical
operation; any one or more cryptographic functions, mathematical operations, functions,
and/or combinations thereof that are operable to generate data representative of an QREF
access token 207 that is unique, obfuscates the data representative of the QREF locator 203,
and capable of being used by a QS server 103a-103l to identify the QREF locator 203 for
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providing an address for locating the associated data item stored in, without limitation, for
example a QS repository 107 or QS DLT 167. Preferably, the second set of cryptographic
operations and/or mathematical operations used to generate the QREF access token 207
from the QREF locator 203 is an irreversible process such that the QREF locator 203 cannot
be derived from the data representative of the QREF access token 207. In a preferred

example, the QREF access token is calculated using a one-way hash of the QREF locator.

[00196] Although a hash function is described herein for calculating a QREF locator from
input data and/or an QREF access token from the QREF locator, this is by way of example
only but the invention is not so limited, it is to be appreciated by the skilled person that there
any variation of or one or more cryptographic operations or algorithms, mathematical
operations or algorithm, functions and/or combinations thereof may be used to generate a
QREF locator and/or QREF access token with the above-mentioned properties as described
above, and/or herein as the application demands. For example, there are a number of
operations and/or algorithms that can be used to calculate a QREF locator and/or an QREF
access token, in which the input data may be used as a seed, without limitation, for example
using one or more cryptography operations or algorithms from the group of: lattice-based
cryptography, multivariate cryptography, code-based cryptography, supersingular elliptic

curve isogeny cryptography, and the like.

[00197] Figure 2c is a flow diagram illustrating an example QS access process 210 for a user
requesting access to a data item using a QREF access token generated in figure 2b. For
simplicity, reference numerals of figures 1a-11 may be referenced, used for similar or the
same components, and/or used for illustrative purposes in figure 2c. During storage of a data
item in the QS repository 107 or DLT 131, the QS server 103a may generate a registration
record of the user storing the data item in the QS repository 107 or QS DLT 167. Each user
registration record may include, without limitation, for example data representative of. a user
identity of said user; a user secret of said user; the quantum reference (QREF) locator 203
associated with the data item; a data item reference identifier associated with the data item; a
quantum key identifier associated with the QD key used to encrypt the data item; and an
access control list associated with the data item, which may include user identities of the
users given access to the data item, and/or any other data. The QS access process 210 may
include the following steps of: In step 211, receiving a QREF access token associated with a
data item from a device of a user. The user may not be the same use that stored the data
item in the QS repository 107 or QS DLT 167. In step 212, retrieving one or more registration
records associated with the user.

[00198] In step 213, identifying the QREF locator associated with the QREF access token by

performing the following steps of: In step 214, generating, for each retrieved registration
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record, an QREF access token based on the data of said each retrieved registration record.
In step 215, determining, for each retrieved registration record, whether the generated QREF
access token matches with the received access token. In step 216, identifying the QREF
locator from the retrieved registration record corresponding with the generated QREF access
token that matches the received access token. In step 216, outputting the QREF locator from

the retrieved record that generated the matching access token.

[00199] In step 217, in response to identifying the QREF locator, performing one or more
access operations or actions and the like in relation to the data item corresponding to the
identified QREF locator stored in the repository and the access token. The access

operations or actions are use case dependent.

[00200] Figure 3a is a flow diagram illustrating an example service/application process 300
for storing and/or accessing data items in, without limitation, for example an QKD system
such as, without limitation, for example QS systems 165, 170, 175 and 180 as described with
reference to figures 1jto 1k. For simplicity, reference numerals of figures 1jto 1k may be
used for the same or similar components. The QS systems 165, 170, 175 and 180 combines
QKD or SQKD with QS DLT 167 to enable quantum-safe (QS) storage and retrieval of
publicly accessible data in a manner that is regarded as quantum safe. As described, the QS
systems 170, 175 and 180 uses, without limitation, for example: 1) quantum safe keys or QD
keys delivered to HSMs 106a-106c by a QS Satellite system including a plurality of QS
satellites 171a-171c; 2) a user's/customer’s public key or shared secret; to create through the
operation of an QREF locator algerithm a unique QREF number or locator. The QREF
locator is used as a locator to the location of a data item (or DLT data record or data locker)
stored on the QS DLT 167, which may be a distributed ledger and/or shared ledger. The QS
DLT 167 is stored on the QS network 101 using DLT nodes 166a-166d, which are connected
exclusively by quantum safe communications channels, in which the DLT nodes 166a-166d
may use QD keys from the set of quantum safe keys stored in each HSM 106a-106c of a QS
server 103a-103c. The QS DLT 167 is not publicly accessible over the non-quantum safe
network 102 (e.g. a public network or the Internet). When DLT nodes 166a-166d exchange
information to store information in the QS DLT 167, raise queries or updates or retrieve
information or answers to questions, such information stored in the QS DLT 167 is always

quantum safe.

[00201] In this example, one of the users 104a-104c are customers of the QS provider of QS
systems 165, 170, 175, 180 and may use the QS system 165, 170, 175, 180 for a variety of
applications and/or use cases. As described, the user 104a has an QS server that may be
configured for use with an SQKD system by including, without limitation, for example, OGRC
172d, HSM 106d and/or DLT node functionality 166d. The QS server of the user 104a
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connects within the QS network 101 using quantum safe channels to QS server(s) 103a-103c
and/or QS DLT 167. The user 104a may store their data items in a QS manner via a DLT
record (or "Locker") on a distributed ledger and/or shared ledger operated by QS DLT 167
and DLT nodes 166a-166f using service/application process 300 based on the following

steps of:

[00202] In step 301, the user 104a using their QS server/device connects to one of the QS
server(s) 103a-103c with DLT Nodes 166a-166c¢ using a QS communication channel initiated
using a QD key set up with the relevant QS server 103a with DLT Node 166a.

[00203] In step 302, the user 104a may provide (as dictated by the service) their

public/private key (e.g. user secret or customer secret) to the QS server 103a-103c.

[00204] In step 303, the QS server 103a retrieves an available QD key from the set of QD
keys (e.g. a quantum key) stored in the HSM 106a of QS server 103a, and injects the
retrieved QD key along with the user secret or user's private key along with Customer’s
private key into a QREF locator generation engine (e.g. QREF locator engine 202 of figure
2a) for generating a QREF locator associated with a data item the user 104a requires stored
on the QS DLT 167. The QREF locator generation engine produces a “Locator” or a unique
reference number that indicates the location or address of a DLT record (or "Locker") in
which the data item will be stored at on the distributed or shared ledger(s) of QS DLT 167.

[00205] In step 304, the data item of user 104a is stored in the DLT record (or "Locker")
including data representative of the data item and also the QREF locator. The QREF locator
may be, without limitation, for example used as an index or location of the data item stored in
the QS DLT.

[00206] In step 305, the QS server 103a also generates an QREF access token (e.g. QREF
access token engine 206 of figure 2a) for the user 104a. This enables whoever has the
QREF access token to access the data item stored in the QS DLT 167. For example, the
QREF access token engine 205 may be a simple hash function in which the QREF access

token is a hash of the QREF locator corresponding to the data item.

[00207] In step 306, the user 104a receives the QREF access token corresponding to the
data item stored by the QS DLT 167. The user 104a may use the QREF access token in
public and also direct other users 104b-105n to the data item using the access token.

[00208] Thus, with the data item safely stored in the QS DLT 167 in a QS manner, the user
104a is able to share information relating to the QREF locator with one or more users 104b-
105n for any given application by providing the QREF access token hash of the Locator,
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which combines the reference number to the HSM QKD key used plus his private key. This

can be delivered in the or of a certificate or token

[00209] Given a QS DLT 167 is used, all the QS servers 103a-103c with DLT nodes 166a-
166¢ of the QS systems 165, 170, 175, or 180 will be updated as necessary as to the
location of the data item and the QREF locator of the user 104a. Thus, any request for
access to the data item based on the QREF access token that is received by any QS server
103a-103c can use the QREF access token to locate the data item. The QS system 165,
179, 175 or 180 may be interrogated to produce a summary of the data item, partial records
associated with the data item, or a Boolean to a query associated with the data item, and/or
any of a variety of results produces as required by the given application in relation to the data
item.

[00210] It is apparent that the QS system provides various advantages including handling of
data items in a quantum safe manner since all communications between QS servers 103a-
103c and/or QS servers of users 104a-104c are quantum safe based on, without limitation,
for example SQKD. Another advantage is that a user of the plurality of users 105a-105n with
devices operating in the non-quantum safe network 102 outside the quantum safe boundary
of QS network 101 is not required to perform any authentication in the applications under
consideration, and so no quantum safety is required from them. These users are not party to
any secrets or QD keys of the QS system, and so cannot compromise the data items held in
the QS DLT 167. For example, depending on the application and use of the access token(s)
and permissions thereto associated with one or more data items held in the QS DLT 167, a
user 105a-105n outside the quantum safe boundary of the QS network 101 may only be able
to use the QREF access token to get Boolean answers or partial data strings in relation to
data items held in the QS DLT 167 and so is not able to compromise the data items held in
the ledger of the QS DLT 167. In addition, all QS servers 103a-103c with DLT nodes 166a-
166¢ that operate the QS DLT 167 are quantum safe, even though information passes
between them in IP over the public internet as raw encrypted data that is encrypted using the
QD keys of the set of QD keys distributed to each QS server 103a-103c via QSKD and/or
any other suitable QKD technique. Such encrypted data is only capable of being read by the
intended recipient QS server 103a-103c with the relevant QD key.

[00211] Figure 3b is a flow diagram illustrating another example service/application process
310 for performing web certification with certificate data items that are stored and accessed
using, without limitation, for example an SQKD system such as, without limitation, for
example QS systems 170, 175, or 180 as described with reference to figures 1ito 1k. For
simplicity, reference numerals of figures 1ito 1k may be used for the same or similar

components. As described with reference to figures 1a to 3a, the QS system 170, 175, or
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180 combines SQKD with QS DLT 167 to enable quantum-safe (QS) storage and retrieval of
publicly accessible data in a manner that is regarded as quantum safe. The QREF locator
may be used to provide a QS web certification service in which a user 104a with a QS server
hosting a website can use for authenticating their website to users 105a-105n and the like.

The service/application process 310 may include the following steps of:

[00212] In step 311, receiving a request from the user 104a of the QS server hosting the
website 1o set up a QREF locator using a QS server 103a configured for providing a web
certification service. This includes, without limitation, for example, the user 104a of the QS
server hosting the website providing their Know Your own Client or Know Your Client or
Know Your Customer (KYC) details or KYC data (e.g. corporate details of the corporation's
website) for forming and/or storing a KYC data item.

[00213] In step 312, a QREF locator is created/generated based on a user secret associated
with the user 104a and an available QD key provided by an HSM 106a of QS server 103a.

[00214] In step 313, the user KYC data/details are stored as a KYC data item along with the
QREF locator in a DLT record (or "Locker") of the QS DLT 167, which is replicated on all QS
server(s) 103a-103c with DLT node functionality 166a-166c¢ using SQKD safe
communications channels (or QS channels).

[00215] In step 314, a certificate QREF access token is generated with the hash of the QREF
locator, as well, at least a portion of the user's KYC data may be included in the certificate

access token.

[00216] In step 315, when a web browser of a user 105a in the non-QS network 102 (e.g.
Internet or public network and the like) wants to verify the website of the user 104a is
authentic, the web browser of user 105a receives the certificate access token from the
website of user 104a and sends the received certificate access token to QS server 103a of

QS system 140 for determining whether website of user 104a is authentic.

[00217] In step 316, the QS server 103a takes the certificate access token and identifies that
it is associated with user 104a (e.g. based on identifying the QREF locator from a QREF
access token as described herein with reference to figures 1a to 7b), and from this retrieves

the QREF locator corresponding to the KYC data item.

[00218] In step 317, the QS server 103a retrieves the KYC data item from the QS DLT 167
using the QREF locator, and checks the KYC information from the QS DLT 167 matches the
KYC data of the certificate access token.
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[00219] In step 318, return confirmation whether website authentic to web browser. For
example, if there is a match, then the QS server 103a returns a confirmation (e.g. YES) to the
web browser of user 105a indicating that there is a match and the website the user 105a is
visiting is authentic. If there is not a match, then the QS server 103a returns a negative
confirmation (e.g. NO) to the web browser of user 105a indicating that there is not a match

and the website the user 105a is visiting is not authentic.

[00220] Figure 3c is a flow diagram illustrating another example KYC service/application
process 320 for provision of KYC data that is stored and accessed using, without limitation,
for example an SQKD system such as, without limitation, for example QS system(s) 170, 175
or 180 as described with reference to figures 1ito 1k. For simplicity, reference numerals of
figures 1ito 1k may be used for the same or similar components. As described with
reference to figures 1a to 3a, the QS system(s) 170, 175 or 180 combines SQKD with QS
DLT 167 to enable quantum-safe (QS) storage and retrieval of publicly accessible data in a
manner that is regarded as quantum safe. The QREF locator may be used to provide a QS
KYC service for users 104a-104c and/or users 105a-105n. In this example, a QREF locator
and KYC access token associated with a KYC data item of a user 105a from the plurality of
users 105a-105n are used to control the provision of KYC data by user 105a. For example,
the user 105a may need to provide comprehensive KYC data to a service provider, in which
the user 105a may provide their KYC access token to the service provider and amend the
access token access control list to allow the service provider access to the necessary KYC
data of the user 105a stored in the QS DLT 167. This allows the service provider to access
and use the KYC data for subscribing the user 105a to a service of the service provider and

the like. The KYC service/application process 320 may include the following steps of:

[00221] In step 321, a user 105a registers their KYC information (e.g. passport, DVLC, credit
card, facial recognition scan, phone, address details, biometrics, and/or any other KYC data
of the user 105a) with a KYC depositary operated by a QS server 103a, which may be
configured to provide a KYC service that allows users 105a-105n to store their KYC
information in a KYC DLT record (or "Locker") in the QS DLT 167 of QS network 101. This
will allow the user 105a to, in future, prove his identity by providing a KYC access tokento a
service provider and avoid having to go through the conventional laborious KYC process with

every new contract or service.

[00222] In step 322, the QS server 103a generates a QREF locator as described herein, in
which the QREF locator is associated with the KYC data item of the user 105a. The KYC

data item and the QREF locator are stored in a KYC DLT record in the QS DLT 167 of the
QS network 101.
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[00223] In step 323, the QS server 103a is also configured to generate a KYC access token
based on the hash of the QREF locator corresponding to the KYC data item and to provide
the KYC access token is provided to the user 105a (e.g. the QS server 103a may deliver the

KYC access token into a QS wallet of the user 105a and the like).

[00224] The KYC data item stored in the QS DLT 167 may include full address and
biographical data in standard Field Forms that can easily be migrated into standard Service
provider applications forms (e.g. credit card applications). The KYC access token may serve
as a locator, such that when in future the user 105a wishes to provide KYC data to a new
service provider, the user 105a provides the KYC access token to the service provider,
enabling the service provider to access the KYC data item of the user 105a stored in the QS
DLT 167.

[00225] In order to verify that the user 105a is genuine and has not been spoofed, the QS
server 103a hosting the QS KYC service may provide challenge questions to the user 105a
such as, without limitation, for example, challenge questions requiring an answer based on
data known to the user 105a, where data known to the user 105a including, without limitation,
for example data associated with a word or sentence known to the user 105a and/or data
associated with words, numbers, sentences, symbols known to the user 105a such as,
without limitation, for example data known to the user based on, without limitation, for
example a Mother's maiden name, any other name, town, city of birth, favourite pizza,
favourite number, a string of numbers, an important date, favourite place or any other
favourite thing or item known to the user 105a, any words or sentences made up by the user
105a or known to the user 105a, any words, sentences, numbers, symbols etc. associated
with other personal data or experiences known to user 105a and the like and/or as the
application demands; Take a photo of your face now and input it here; Thumb print your
phone now, and/or any other type of challenge questions. For example, challenge questions
associated with data known to the user 105a may include, without limitation, for example
requesting the user 105a for a random set of letters, symbols or numbers. For example,
asking for a random set of letters from a Mother's maiden name or any other data known to
the user. For example, asking for the first and last letter of the Mother's maiden name or
other data known by the user, or the 2™ and 3™ characters of the Maiden name or other data
known by the user. Similarly, the QS server 103a may also request the service provider
register with the QS system and provide challenge questions to prove the service provider is
who they say they are. Furthermore, the user 105a may provide the KYC DLT record with
data representative of an access control list and corresponding permissions/level of access
to the asset, where the access control list that includes or lists, without limitation, for example
data representative of those service providers allowed to access the KYC data item and/or

any other users allowed to access the KYC data item; and the permissions/level of access to
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the asset (KYC data item) may include, without limitation, for example read access, write
access, create access, update access and/or any other type of level of access etc. Each
service provider or user allowed to access the KYC data item may be assigned a particular
set of permissions/levels of access to the asset (KYC data item). Thus, when the service
provider provides the KYC access token of user 105a to the QS server 103a hosting the QS
KYC service, the QS server 103a may firstly challenge the service provider to ensure they
are who they say they are and then, when the KYC DLT record is retrieved check whether
the user 105a has given permission using the access control list information and/or the
permissions/level of access information of the KYC DLT record to determine whether the
service provider is allowed to access the KYC data. Thus, having passed the service
provider challenge and also being on the access control list and having the required
permissions/access level, the consumers KYC data may be provided to the service provider
with appropriate access rights to the consumers KYC data (or document) as dictated by the

consumer (or owner of the document) when access is granted.

[00226] The QS system(s) 170, 175 or 180 may request periodic updates to KYC data from
users 105a-105n such as utility bills that are less than three months old etc. Alternatively, or
additionally, the provision of this KYC data could be automated directly with the service
providers (e.g. from a utility provider such as BT (RTM)). This could also be based on open
banking protocols etc.

[00227] Although several QS applications and/or use cases have been described, this is for
simplicity and by way of example only, and it is to be appreciated by the skilled person that
many other QS applications and/or use cases using the QS systems 100, 165, 170, 175, 180,
and/or 190, QREF locator and access tokens as described with reference to figures 1a-3d
and/or as described herein are applicable as the application demands. Such QS applications
and/or user cases, may include, without limitation, for example a quantum-safe (QS) web
certification service for confirming in a QS manner the authenticity of a website's certificate;
QS global distribution of digital assets; QS distribution of facts; QS authentication credentials;
QS document storage and retrieval; QS data queries; and any other variety of applications
and/or use cases as the application demands.

[00228] An example schema is now described in relation to, or for use with, without limitation,
for example the QS systems 100, 165, 170, 175, 180, and/or 190 as described with reference
to figures 1a-11. Each HSM 106a-106c¢ of the QS servers 103a-103c may store the set of QD
keys based on, without limitation, for example data representative of a one-to-one mapping of
a set of quantum key identifiers (e.g. QSKD_KEY_|Ds) mapped to the set of QD keys (e.g.
QSKD_KEY) distributed from, without limitation, for example the one or more QKD source(s)
and/or QS satellites 171a-171c. This may be stored in each of the HSMs 106a-106c as a
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quantum key record that may include, without limitation, for example an quantum key
identifier (e.g. HSM Keystore key number, or any other unique identifier allocated to the QD
key) and the QD key (e.g. the SQKD generated key). For example, an example quantum key
record schema for each QD key of the set of QD keys stored in an HSM 106a may be based

on:
Fieldname Type Value
QSKD_KEY_ID Number HSM Keystore key number
QSKD_KEY KEY 'SQKD generated key'

[00229] Each DLT node 166a-166f of the QS servers 103a-103c and/or QS servers of users
104a-104c may store and/or access an encrypted data item in a QS DLT record that is
addressed using the QREF locator generated by a QS server 103a-103c during when the
data item is stored in the QS DLT 167. The DLT record for storing a data item in the QS DLT
167 may include, without limitation, for example data representative of: QREF locator (e.g.
QREF) generated for the data item; the data item (e.g. DATA_ITEM) or encrypted data item
that is encrypted with an available QD key (e.g. QSKD_KEY) from the set of QD keys;
access permissions such as create, read, write, modify and any other permission type (e.g.
ACL_ROLE_ID); access control data (e.g. ACL_ID) such as, for example, user identifiers of
the users (e.g. USER_ID or CUSTNUM) with permissions for accessing, in some manner, the

data item; and/or any other data required for storing the data item in the QS DLT 167.

[00230] For example, an example DLT record schema for each data item and corresponding

QREF locator stored in the QS DLT 167 may be based on, without limitation, for example:

Fieldname Type Value

QREF KEY ‘CUSTNUM +
CUSTDATA_ITEM_REF +
QSKD_KEY_ID’

DATA_ITEM BLOB ‘Uploaded Document/Data
encrypted using QSK_KEY
with QSKD_KEY_|D’
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ACL_ID TEXT ‘Email Addresses of Users
allowed to Access the Data
ltem’

ACL_ROLE_ID TEXT ‘Either Create, Modify, Read’

Although the QS DLT record schema for each record of the QS DLT 167 is described, by way
of example only but it is not limited to, QS DLT 167, it is to be appreciated by the skilled
person that the DLT record schema may be used, without limitation, for example by any type
of repository such as, without limitation, repository 107 as described herein with reference to

figure 1a and QS system 100 and/or as the application demands.

[00231] In addition, the QS servers 103a-103c and/or registration servers 176a-176b, 182 or
182a-182m may operate a QS registry stored in the QS DLT 167 for registering users 104a-
104c and/or 105a-105n (or customers of the QS system 140) and their association with one
or more data items stored in the QS DLT 167. The QS registry includes a plurality of QS
registration records in which each record may include, without limitation, for example one or
more data fields and values representative of: a user identity (e.g. Customer
Number/CUSTNUM or USER_ID) of said each user; a user secret associated with each user;
a QREF locator (e.g. QREF or QREF_VALUE) associated with a data item stored by the user
if any, or a QREF locator (e.g. QREF) associated with a data item the user is allowed to
access in some manner; a data item reference identifier associated with the data item; a
quantum key identifier (e.g. QSKD_KEY_ID) associated with the QD key (e.g. QSKD_KEY)
available for use in encrypting the data item prior to storage/decrypting the encrypted data
item during access; and an access control list (e.g. ACL) associated with the data item, which
may include, by way of example only but is not limited to, identifiers of the users (e.g.
CUSTNUM) that the user has given permission for accessing, in some manner, the data
item. Itis to be noted that CUSTNUM OR USER_ID may be a customer/user counter that
provides a unique number (e.g. 12 digit number or more) for each customer/user of the QS
system (e.g. QS system(s) 100, 165, 170, 175, 180 or 190). A different customer/user
number is assigned to each new customer/user of the QS system (e.g. QS systems 100, 165,
170, 175, 180 or 190), which allows a single customer/user to have a number of data items
stored/accessible on the QS system (e.g. QS systems 100, 165, 170, 175, 180 or 190). The
QS DLT user registry record schema for each data item of a user/customer stored in the QS

DLT 167 may be based on, without limitation, for example:
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Fieldname Type Value

CUSTNUM/ USER_ID Number 000000000001

QREF KEY ‘CUSTNUM +
CUSTDATA_ITEM_REF +
QSKD_KEY_ID’

CUSTDATA_ITEM_REF Number 000000000001

QSKD_KEY_ID Number HSM Keystore key number

or quantum key identifier

ACL_LIST TEXT LIST ‘List of
CUSTNUM/USER_|Ds
and/or Email Addresses of
Users allowed to Access the

Data Item’

USER_SECRET Number/TEXT/Image 'User Secret'

[00232] In addition to the QD keys from the identical sets of QD keys stored by the HSMs
106a-106c¢ of the QS servers 103a-103c for storing the data items and/or for creating the QS
dynamic communication channels of the QS network 101, the QS devices of the QS system
140 may also be further protected using a QS provider/operator hidden secret or key (e.g.
QS_PROVIDER_SECRET). The QS provider hidden secret or key is only known by the QS
provider and only used within the QS network 101 or QS network domain. This secret is not
shared with anyone else other than QS servers 103a-103c and/or other devices of the QS
provider for providing the QS network 101 and/or QS DLT 167 and the like.

[00233] In addition to the data items of each user being encrypted with an available QD key
from the set of QD keys stored in an HSM 106a-106¢, the data item of a user 104a-104c
and/or 105a-105n may be further protected using a user secret, or corporate secret
(CORPORATE_SECRET) if the user is a corporate user (e.g. users 104a-104c), USER
SECRET or CORPORATE_SECRET. The user secret or corporate secret may be used by,
without limitation, for example one of the users 104a-104c with an OGR and HSM for
receiving sets of QD keys, and/or simple one of the users 105a-105n with a user secret. The
user or corporate secret is injected into the data item by the user or corporate user for
additional security so that the QS provider, or anyone else for that matter, does not have the
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ability to decrypt and access the user's or corporate user's data item stored in the QS DLT
167.

[00234] Although the above schema has been described with reference to QS DLT 167 of
QS systems 165, 170, 175, 180 or 190 with reference to figures 1h to 1k, this by way of
example only but it is not limited to, only these QS systems, it is to be appreciated by the
skilled person that the schema may be used, without limitation, for example by any type of
QS system such as, without limitation, QS system 100 as described herein with reference to

figure 1a and/or as the application demands.

[00235] Figure 4a is a flow diagram illustrating an example QS Data Storage and Access
service/application or use case 400 for users 104a-105n using, without limitation, for example
a QS system 170, 175, or 180 according to the invention. For simplicity, reference numerals
of figures 1a-1k will be used for similar or the same components as used in figure 4a. In this
example, a QS DLT 167 is used as the repository and it is assumed that the above schema is
used for the QS DLT user registration records, QS DLT records, HSM quantum key records
and that the QS system 170, 175, or 180 uses SQKD for generating and distributing one or
more sets of QD keys to the QS servers 103a-103c of the QS network 101. For example,
there is a QS satellite network of a plurality of QS satellites 171a-171c¢, and the OGRCs
172a-172c for at least each QS server 103a-103c have been deployed and the
corresponding QS DLT network 167 is in operation with QS dynamic communications
channels between the DLT Nodes 166a-166f of the QS servers 103a-103c and/or QS
servers/devices of users 104a-104c are established using the distributed sets of QD keys
stored in each HSM 106a-106f. The flow diagram for the QS Data Storage and Access
service/application or use case 400 is based on the following steps of:

[00236] In step 401, a user of the plurality of users 105a-105n uses their device to connect to
a QS server 103a of the QS system 140 of the QS provider/operation. The QS server 103a
may be an interface between QS network 101 and the non-QS network 102. For example,
the device of the user may connect to the QS provider's Registration site, in which the user

105a selects the “Register” button on the site for registering with the QS network 101.

[00237] In step 402, the user 105a may be presented with a "Name and Email" web form for
entering and completing their user details, which may include fields based on, without

limitation, for example data representative of user secret, user email, user name and the like.

[00238] Although several user details are described, this is by way of example only but the
invention is not so limited, it is to be appreciated by the skilled person in the art that any other
details may be required by the service, for example, the service may dictates the required
details for a user to use the service and/or what other details the user is required to input for
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using the service, the details may include, by way of example only but is not limited to, user
secret, user emails, user name, user identifier, customer identifier, additional security
information and questions, biometric data, service confirmation facts, information the user or
customer dictates for releasing the data item names, conditions for use, and/or locations,
and/or any other details, user details, data item details and the like that may be required by

the service.

[00239] In step 403, the QS server 103a hosting the QS provider registration site may
transmit an email to the users email address with a Quantum Random Number Generated
(QRNG) code (e.g. “601453"). On the device of the user 105a, a code challenge screen may
be displayed or presented to the user 105a asking for the QRNG code to be entered for
sending to the QS server 103a.

[00240] In step 404, the user 105a enters the QRNG code from the email into the code
challenge screen prompted by the QS provider registration site hosted by QS server 103a
(e.g. “601453” should be entered).

[00241] In step 405, the QS provider registration site authenticates the entered code, and if
accepted, a web form for the user 105a to register their details. These details may include,
without limitation, for example the user's ‘CUSTNUM’ or 'USER_ID' if they are an existing
customer/user, otherwise a 'CUSTNUM' or USER_ID may be generated; a
‘CUSTDATA_ITEM_REF’ (or data item identifier) for the data item (e.g. Annual Report); and
data representative of the data item for uploading to the QS network 101 and stored in the
QS DLT 167. However, if authentication fails then the registration process is suspended

pending input of a valid QRNG code and/or terminated.

[00242] In step 406a, the QS server 103a hosting the QS provider registration site requests
the next available quantum safe key from the set of QD keys stored in the HSM 106a. For
example, this may involve a ‘Next Available Key’ application programming interface (API) call
to a controlling HSM 106b of QS server 103b that controls how each of the QD keys in the
set of QD keys are allocated/distributed. The following quantum key schema may be used
for storing the QD keys and one or more fields associated with the allocated QD key (e.g.
QSKD_KEY1) may be provided.

PCT/GB2021/051864

Fieldname Type Value
Number HSM Keystore key
QSKD_KEY_ID number (e.g. quantum

key identifier)
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[00243] In step 406b, data representative of an allocated QD Key (e.g. QSKD_KEY1) and/or
the quantum key identifier (e.g. QSKD_KEY_ID1) of the allocated QD key may be provided to
the QS server 103a. Each QS server 103a-103c includes an HSM 106a-106c, in which an
identical set of QD keys are stored in each of the HSMs 106a-106c. Each QD key in the set
of QD keys is allocated a unique quantum key identifier (e.g. QSKD_KEY_ID), which each of
the HSMs 106a-106c can use to retrieve the corresponding QD Key (e.g. QSKD_KEY). In
this example, in step 406b the quantum key identifier (e.g. QSKD_KEY_ID1) of the allocated
QD key may be sent to the QS server 103a in response to the 'Next Available Key' API call.
This can be used by the QS server 103a to retrieve from its HSM 106a the QD key
corresponding to the quantum key identifier (e.g. QSKD_KEY_ID1).

[00244] In step 407, the QREF locator (e.g. QREF Value) is created by a QREF engine or
generator (e.g. QREF locator engine 202 of figure 2a) on the QS server 103a hosting the QS
provider registration site. For example, QREF Value = QREF_ENGINE(CUSTNUM,
CUSTDATA_ITEM_REF, QSKD_KEY_ID1), which generates a QREF_Value, also referred
to as a QREF locator. In another example, QREF Value = QREF_ENGINE(CUSTNUM,
CUSTDATA_ITEM_REF, QSKD_KEY1), which generates the QREF_Value, also referred to
as a QREF locator. Although several QREF_ENGINE functions are described, by way of
example only but not limited to, these examples, it is to be appreciated by the skilled person
that any suitable QREF_ENGINE function may be used based on any suitable type of input
including, without limitation, for example CUSTNUM, CUSTDATA_ITEM_REF, QSKD_KEY,
QSKD_KEY_ID, DATA_ITEM, ACL_ID, ACL_ROLE_ID and/or any other information
associated with the user, data item, customer, user secret, etc. and the like, and/or as the
application demands as long as a unique QREF locator/fQREF_VALUE is generated. The
QREF access token or link is also created based on the QREF locator (QREF_Value) by an
QREF access token engine or generator (e.g. QREF access token engine 206 of figure 2b)
on the QS server 103a hosting the QS provider registration site. For example, ACCESS
TOKEN/LINK = ACCESS_TOKEN_ENGINE(CUSTNUM, CUSTDATA_ITEM_REF,
QSKD_KEY_ID). In another example, ACCESS TOKEN/LINK =
ACCESS_TOKEN_ENGINE(QREF_VALUE). In another example, ACCESS_TOKEN/LINK =
HASH (QREF Value), where the ACCESS_TOKEN_ENGINE is a one-way HASH function.
Although several ACCESS_TOKEN_ENGINE functions are described, by way of example
only but not limited to, these examples, it is to be appreciated by the skilled person that any
suitable ACCESS_TOKEN_ENGINE function may be used based on any suitable type of
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input including, without limitation, for example CUSTNUM, CUSTDATA_ITEM_REF,
QSKD_KEY, QSKD_KEY_ID, DATA_ITEM, ACL_ID, ACL_ROLE_ID and/or any other
information associated with the user, data item, customer, user secret, etc. and the like,
and/or as the application demands as long as a unique QREF access token/ ACCESS
TOKEN/LINK is generated.

[00245] In step 408a the QS server 103a hosting the registration site requests the next
available quantum safe key or QD key from the set of QD keys stored in the HSM 106a. For
example, this may involve another ‘Next Available Key’ application programming interface
(API) call to the controlling HSM 106b of QS server 103b that controls how each of the QD
keys in the set of QD keys are allocated/distributed.

[00246] In step 408b, data representative of another allocated QD Key (e.g. QSKD_KEY2)
and/or the quantum key identifier (e.g. QSKD_KEY_ID2) of the allocated QD key may be
provided to the QS server 103a. In this example, in step 408b the quantum key identifier
(e.g. QSKD_KEY_|D2) of the allocated QD key may be sent to the QS server 103a in
response to the 'Next Available Key' API call. This can be used by the QS server 103a to
retrieve from its HSM 106a the QD key corresponding to the quantum key identifier (e.g.
QSKD_KEY_ID2).

[00247] In step 409a, the uploaded data item is encrypted using the allocated QD Key (e.qg.
QSKD_KEY with QSKD_KEY_ID2) as part of the write/storage process of storing data item in
QS DLT 167. In step 409b, at least the data representative of, without limitation for example,
the QREF locator (e.g. QREF Value) and the encrypted data item (e.g. DATA_ITEM) of the
DLT data record schema are written to or stored in the QS DLT 167 by the QS server 103a
hosting the QS provider registration site. As an option or additionally, the QREF locator is
mapped to/stored in the HSM record associated with the other allocated QD Key (e.g.
QSKD_KEY2) and/or quantum key identifier (e.g. QSKD_KEY_ID2) of the other allocated QD
Key in the HSMs.

Fieldname Type Value

QREF KEY QREF_ENGINE(CUSTNUM,
CUSTDATA_ITEM_REF,
QSKD_KEY_|D)

DATA_ITEM BLOB ‘Uploaded Document/Data’
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[00248] In step 410a, the QREF access token or link corresponding to the stored data item is
sent to the user 105a. For example, the stored data item’s access link may be displayed on
screen of the device of user 105a with a confirmation email sent to the user 105a. As the
user is still in a two-factor authentication session with the QS server 103a, the user 105a can
use this QREF access token to provide access to the QS data item held in the QS DLT 167
for inspection. For example, in steps 410b and 410c another input screen may be displayed
on the device of user 105a to provide user permissions and/or user identifiers, customer
numbers and/or email addresses of those other users 105b-105n that the user 105a wants to
have authorised access to the data item. In step 410c, the QS server 103a may then update
ACL data associated with the data item by writing further ACL data associated with other
users that user 105a authorised access to the data item into the DLT data record
corresponding to the data item. For example, the DLT data record schema for the data item

may now include:

PCT/GB2021/051864

Fieldname Type Value

QREF KEY e.g. QREF_ENGINE(CUSTNUM,
CUSTDATA_ITEM_REF,
QSKD_KEY_ID)

DATA_ITEM BLOB ‘Uploaded Document/Data’

ACL_ID TEXT ‘Email Addresses of Users
allowed to Access the Data Item’

ACL_ROLE_ID TEXT ‘Either Create, Modify, Read etc.’

[00249] In step 410d, the user 105a (e.g. the OWNER) may then distribute the QREF access
token (e.g. QAT) to those users 105b-105n that have permission to access the data item.
Alternatively or additionally, in step 410e, a new user 105n may want access to the data item
such that they request user 105a (e.g. the OWNER) for the QREF access token and to add
their email to the authorised list of users for the data item. In step 410f, the user 105a may
send the QREF access token (e.g. QAT) to the new user 105n. In addition, in step 410g, the
user 105a (e.g. the OWNER) may update the authorised list of users using an input screen to
provide further email addresses of those new users 105n to QS server 103a that are now
authorised to access the data item. In step 410h, the QS server 103a may then update ACL

data associated with the data item by writing further ACL data associated with the users 105n

78



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

35

that user 105a authorised access to the data item into the DLT data record corresponding to

the data item.

[00250] In step 411a, a user 105n from the plurality of users 105b-105n may connect with the
QS server 103a for accessing the data item. The QS server 103 provides or displays an
input screen for the user 105n to enter the access link/token corresponding to the data item
and also their email details etc. In step 411b, the user 105n is then sent a two-factor
authentication email confirmation code to confirm they are who they say they are. In step
411c, the QS server 103a also identifies the QREF locator associated with the access
token/link (e.g. identifying the QREF locator from an QREF access token as described with
reference to figures 1ato 3c). In step 411d, the QS server 103a is thus able to, if the QREF
locator is identified, use the identified QREF locator to request the data item indexed by the
QREF locator in the DLT 167 be retrieved using the QREF locator. In step 411e, the QREF
locator is used to retrieve the DLT record associated with the data item and QREF locator
from the QS DLT 167. The QREF locator is also used to retrieve the other allocated QD key
(e.g. QSKD_KEY?2) used to encrypt the retrieved data item, so that the retrieved data item in

the retrieved DLT record is decrypted when fetched.

QREF - EXCLUSIVE XOR (TOKEN, QSKD_KEY) — OTP RETURN TO CUSTOMER

QSKD_ITEM_ID is fetched from the HSM, this is used to decrypt the QREF One Time Pad,
inputs to hash.

[00251] In step 412a, confirmation whether ID of user 105n matches ACL data of the
retrieved DLT record. For example, if the two-factor authentication email confirmation code is
confirmed and the email of user 105n matches one of the emails in the ACL_ID of the DLT
data record corresponding to the retrieved data item, then, in step 412b, the user 105n is
provided access to the retrieved data item and may, without limitation, for example, Create,

Modify, Update etc. the data item.

[00252] Figure 4b is a flow diagram illustrating an example QS web certification application or
use case 420 for users 104a-105n using, without limitation, for example a QS system 170,
175 or 180 according to the invention. For simplicity, reference numerals of figures 1a-1k will
be referred to for similar or the same components as used or described in figure 4a. In this
example, it is assumed that the above schema is used for the QS DLT user registration
records, QS DLT records, HSM quantum key records and that the QS system 170, 175 or
180 uses SQKD for generating and distributing one or more sets of QD keys to the QS
servers 103a-103c of the QS network 101. For example, there is a QS satellite network of a
plurality of QS satellites 171a-171c, and the OGRCs 172a-172c for at least each QS server
103a-103c have been deployed and the corresponding QS DLT network 167 is in operation
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with QS dynamic communications channels between the DLT Nodes 166a-166f of the QS
servers 103a-103c and/or QS servers/devices of users 104a-104c are established using the
distributed sets of QD keys stored in each HSM 106a-106f.

[00253] With the arrival and availability of quantum computers, there is a significant risk to a
number of common cryptographic techniques such as, without limitation, for example the use
of PKI X.509 certificates (e.g. Rivest—-Shamir—Adleman (RSA), Elliptic Curve Digital Signature
Algorithm (ECDSA)) that are commonly used for authentication over public networks such as,
without limitation, for example the Internet. The QS system 170, 175 or 180 provides a
suitable platform that may be leveraged to overcome the upcoming challenges for
authentication by combining, without limitation, a QS network 101 with QREF locator and
QREF access token generation, SQKD technologies, and QS DLT to enable safe
registration, issuance, storage and verification of certificates by Internet users, in a manner
that can be regarded as quantum safe for a post-quantum digital world.

[00254] The following is an example scenario for performing a QS Web Certification Service
that may support current web certification formats such as, without limitation, for example
X.509 certificate format in which users can confirm via quantum safe technology according to
the invention the authenticity of a website’s certificate. Although the QS systems 170, 175 or
180 (or even QS systems 100 and 165 of figures 1a and 1h) are able to support the existing
X.509 certificate formats, it is able to provide additional authentication and authenticity

checks to users beyond what the X.509 standard can provide whilst being quantum safe.

[00255] In this example, one of the users 104a-104c may be or represent a corporation that
wishes to register a web certificate with the QS system 170, 175 or 180 for authenticating
their corporate website using quantum safe web certification for the one or more of the
plurality of users 105a-105n visiting their corporate website. The corporate website may be
hosted on the QS server/device of the user 104a. The flow diagram for the example QS web

certification application/service or use case 420 is based on the following steps of:

[00256] In step 421, a user 104a from the plurality of users 104a-104c (e.g. a corporate user
wanting to certify with corporate website) uses their QS server/device to connect to a QS
server 103a of the QS system 170, 175 or 180 of the QS provider/operation. The QS server
103a is configured to be an interface between QS network 101 and the non-QS network 102
and act as a QS provider certificate registration site. For example, the QS server/device of
the user 104a may connect to the QS provider's certificate registration site, in which the user
104a selects the “Register” button on the site for registering their web certificate with the QS

network 101.
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[00257] In step 422, the user 104a may be presented with a "Name and Email" web form for
entering and completing their user details, which may include fields based on, without
limitation, for example data representative of user secret (or corporate secret), user email,

user name and the like. Other details may be captured dependent on use case and service.

[00258] In step 423, the QS server 103a hosting the QS provider certificate registration site
may transmit an email to the users email address with a Quantum Random Number
Generated (QRNG) code (e.g. “601453" or other QRNG code). On the QS server/device of
the user 104a, a code challenge screen may be displayed or presented to the user 104a

asking for the QRNG code to be entered for sending to the QS server 103a.

[00259] In step 424, the user 104a enters the QRNG code from the email into the code
challenge screen prompted by the QS provider certificate registration site hosted by QS
server 103a (e.g. “601453” should be entered).

[00260] In step 425a, the QS provider certificate registration site authenticates the entered
code, and if accepted, in step 425b, a web form is provided for the user 104a to register their
details such as, without limitation, for example their web certificate and other authentication
details required to form the certificate. These details may include, without limitation, for
example the user's ‘CUSTNUM’ or 'USER_ID' if they are an existing customer/user,
otherwise a 'CUSTNUM' or USER_ID may be generated; a ‘CERTDATA_ITEM_REF’ (or
certificate data item identifier) for the certificate data item (e.g. website certificate); and data
representative of the certificate data item for uploading to the QS network 101 and stored in
the QS DLT 167.

[00261] The X.509 certificate format may require authentication and user details depending
on the version (e.g. version 1, 2, 3 or beyond) such as, without limitation, for example
certificate serial number, signature algorithm identifiers (e.g. algorithm identifier, parameters,
etc.), Issuer Name, Period of validity (e.g. not before, not after, etc.), subject name, subject's
public key information (e.g. algorithms, parameters, key etc.), issuer unique identifier, subject
unique identifier, extensions, signature (e.g. algorithms, parameters, encryption etc.), and/or
any other required parameters to form an X.509 compliant web certificate. The user 104a
may enter the required details to form an X.509 compliant web certificate, in which the QS
server 103a may be configured to generate a certificate data item comprising data
representative of, without limitation, for example a X.509 compliant web certificate for the
website of user 104a. Alternatively, or additionally, the user 104a may simply provide a
certificate data item, which may be, without limitation, for example a X.509 compliant web

certificate generated by another authority and the like.
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[00262] However, if authentication fails then the certificate registration process is suspended

pending input of a valid QRNG code and other authenticating details and/or terminated.

[00263] In step 426a, the QS server 103a hosting the QS provider certificate registration site
requests the next available quantum safe key from the set of QD keys stored in the HSM
106a. For example, this may involve ‘Next Available Key' application programming interface
(API) call to a controlling HSM 106b of QS server 103b that controls how each of the QD
keys in the set of QD keys are allocated/distributed. The following quantum key schema may
be used for storing the QD keys and one or more fields associated with the allocated QD key
(e.g. QSKD_KEY1) may be provided.

Fieldname Type Value
Number HSM Keystore key
QSKD_KEY_ID
number
QSKD_KEY KEY ‘SQKD Generated Key'

[00264] In step 426b, data representative of an allocated QD Key (e.g. QSKD_KEY1) and/or
the quantum key identifier (e.g. QSKD_KEY_|D1) of the allocated QD key may be provided to
the QS server 103a. Each QS server 103a-103c includes an HSM 106a-106c, in which an
identical set of QD keys are stored in each of the HSMs 106a-106c. Each QD key in the set
of QD keys is allocated a unique quantum key identifier (e.9. QSKD_KEY_ID), which each of
the HSMs 106a-106c¢ can use to retrieve the corresponding QD Key (e.g. QSKD_KEY). In
this example, in step 426b the quantum key identifier (e.g. QSKD_KEY_ID1) of the allocated
QD key may be sent to the QS server 103a in response to the 'Next Available Key' AP call.
This can be used by the QS server 103a to retrieve from its HSM 106a the QD key
corresponding to the quantum key identifier (e.g. QSKD_KEY_ID1).

[00265] In step 427, the QREF locator (e.g. QREF Value) in relation to the certificate data
item of user 104a (e.g. X.509 compliant web certificate) is created by a QREF engine or
generator (e.g. QREF locator engine 202 of figure 2a) on the QS server 103a hosting the QS
provider certificate registration site. For example, QREF Value =
QREF_ENGINE(CUSTNUM, CERTDATA_ITEM_REF, QSKD_KEY_ID1), which generates a
QREF_Value, also referred to as a QREF locator. In another example, QREF Value =
QREF_ENGINE(CUSTNUM, CERTDATA_ITEM_REF, QSKD_KEY1), which generates the
QREF_Value, also referred to as a QREF locator. Although several QREF_ENGINE
functions are described, by way of example only but not limited to, these examples, it is to be
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appreciated by the skilled person that any suitable QREF_ENGINE function may be used
based on any suitable type of input including, without limitation, for example CUSTNUM,
CERTDATA_ITEM_REF, QSKD_KEY, QSKD_KEY_ID, CERT_DATA_ITEM, ACL_ID,
ACL_ROLE_ID and/or any other information associated with the user, certificate data item,
customer, user secret, etc. and the like, and/or as the application demands as long as a
unique QREF locator/QREF_VALUE is generated. The certificate access token or link is also
created based on the QREF locator (QREF_Value) by an QREF access token engine or
generator (e.g. QREF access token engine 206 of figure 2b) on the QS server 103a hosting
the QS provider certificate registration site. For example, ACCESS TOKEN/LINK =
ACCESS_TOKEN_ENGINE(CUSTNUM, CERTDATA_ITEM_REF, QSKD_KEY_ID). In
another example, ACCESS TOKEN/LINK = ACCESS_TOKEN_ENGINE(QREF_VALUE). In
another example, ACCESS_TOKEN/LINK = HASH (QREF Value), where the
ACCESS_TOKEN_ENGINE is a one-way HASH function. Although several
ACCESS_TOKEN_ENGINE functions are described, by way of example only but not limited
to, these examples, it is to be appreciated by the skilled person that any suitable
ACCESS_TOKEN_ENGINE function may be used based on any suitable type of input
including, without limitation, for example CUSTNUM, CERTDATA_ITEM_REF, QSKD_KEY,
QSKD_KEY_ID, CERT_DATA_ITEM, ACL_ID, ACL_ROLE_ID and/or any other information
associated with the user, certificate data item, customer, user secret, etc. and the like, and/or
as the application demands as long as a unique QREF access token/ ACCESS TOKEN/LINK

is generated.

[00266] Additionally or optionally, the QREF access token is also supplemented with data
representative of the certificate details or certificate data item. Thus, when the certificate
access token is sent to a user accessing the website of the user 104a, they receive as the
certificate access token the generated QREF access token portion and some information
associated with the certificate data item. When this is sent to the QS server 103a, the QS
server 103a may use the generated QREF access token portion to deduce the QREF locator,
and then use the certificate details in the certificate access token for matching with the
certificate data item associated with the deduced QREF locator. Should a malevolent actor
modify the certificate access token or the certificate data therein, then this will be detected by

the QS server 103a as an invalid access token and/or mismatching certificate details.

[00267] In step 428a the QS server 103a hosting the registration site requests the next
available quantum safe key or QD key from the set of QD keys stored in the HSM 106a. For
example, this may involve another ‘Next Available Key’ application programming interface
(API) call to the controlling HSM 106b of QS server 103b that controls how each of the QD
keys in the set of QD keys are allocated/distributed. In step 408b, data representative of
another allocated QD Key (e.g. QSKD_KEY2) and/or the quantum key identifier (e.g.
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QSKD_KEY_ID2) of the allocated QD key may be provided to the QS server 103a. In this
example, in step 428b the quantum key identifier (e.g. QSKD_KEY_ID2) of the allocated QD
key may be sent to the QS server 103a in response to the 'Next Available Key' API call. This
can be used by the QS server 103a to retrieve from its HSM 106a the QD key corresponding
to the quantum key identifier (e.g. QSKD_KEY_ID2).

[00268] In step 429a, the uploaded certificate data item is encrypted using the allocated QD
Key (e.g. QSKD_KEY2 with QSKD_KEY_ID2) as part of the write/storage process of storing
certificate data item in QS DLT 167. In step 429b, the QS server 103a hosting the QS
provider certificate registration site may send the certificate data item of user 104a over QS
communication channel of the QS network 101 for writing to or storing in the QS DLT 167.
The certificate data item is encrypted with the allocated QD key (e.g. QSKD_KEY2) during
the writing/storing procedure. For example, at least the data representative of, without
limitation for example, the QREF locator (e.g. QREF Value) and the certificate data item (e.g.
DATA_ITEM) of the DLT data record schema are written to or stored in the QS DLT 167 by
the QS server 103a hosting the QS provider certificate registration site. The uploaded data
item is encrypted during the write/storage process using the allocated next available QD key
(e.g. QSKD_KEY?2) that was used to generate the QREF locator (e.g. QREF VALUE). As an
option or additionally, the QREF locator is mapped to/stored in the HSM record associated
with the other allocated QD Key (e.g. QSKD_KEY2) and/or quantum key identifier (e.g.
QSKD_KEY_ID2) of the other allocated QD Key in the HSMs.

Fieldname Type Value

QREF KEY ‘CUSTNUM +
CERTDATA_ITEM_REF +
QSKD_KEY_ID’

DATA_ITEM BLOB ‘Certificate’

[00269] In step 430a, the QREF access token or link corresponding to the stored certificate
data item (or CERT ACCESS TOKEN) in relation to the user's website certificate is sent to
the QS server of the user 104a that may be hosting the user's website. In step 430b, the
website of the user 104a may then be configured to send the QREF access token/link
associated with the certificate (e.g. CAT) to any web browser of one or more users from the
plurality of users 105a-105n that may visit the web site of user 104a. For example, in step
430Db, the QS server hosting the website of user 104a may receive a request for a certificate

from a web browser of a user 105a from the non-quantum safe network 102. In response,

84



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

35

the QS server hosting the website of user 104a may then send the certificate access

token/link (e.g. CAT) to the web browser of user 105a.

[00270] In step 431a, the QS server 103a is configured to receive certificate access
token/links from the devices of users 105a-105n. On receipt of a certificate access token/link
from the web browser of user 105a, in step 431b, the QS server 103a of the QS system 140
is configured to identify the QREF locator associated with the certificate access token (e.g.
identifying the QREF locator from an QREF access token as described with reference to
figures 1ato 3c). In step 431c, the QREF locator is used to retrieve the DLT record
associated with the certificate data item corresponding to the QREF locator from the QS DLT
167. In step 431d, the QS DLT 167 retrieves the DLT record associated with the QREF
locator and sends it to the QS server 103a. The QREF locator is also used to retrieve the
other allocated QD key (e.g. QSKD_KEY2) used to encrypt the retrieved data item, so that
the retrieved data item in the retrieved DLT record is decrypted when fetched. In step 432,
the QS server 103a confirms whether the received certificate access token is authentic based
comparing the certificate data within the received certificate access token with that of the
retrieved certificate data item of the retrieved DLT record. If there is a match, then, in step
433, the QS server 103a sends a valid naotification to the device or web browser of user 105a
confirming that the web site of user 104a is authentic and hence that the web site of user
104a hosted by their QS server is the correct website of user 104a. If there is not a match,
then in step 434, the QS server 103a sends a not valid notification to the device or web

browser of the user 105a confirming that the web site of the user 104a is not authentic.

[00271] For example, when a web browser of a user 105a wants to verify the web certificate
(e.g. to be certain they are browsing the right website of user 104a and not being spoofed),
the web browser of the user 105a sends the received certificate access link/token to the QS
server 103a of QS system 170, 175, or 180. The QS server 103a is configured to deduce the
QREF locator corresponding to the received certificate access token, and then checks the
certificate data item information in the location pointed to by the QREF locator with the
received certificate access token. The QS server 103a returns a notification indicating the
received certificate access token is valid to the web browser of user 105a when the certificate

access token matches the certificate data item information stored in the QS DLT 167.

[00272] Figure 5a is a schematic diagram illustrating an example of quantum-safe end-point
communications using a QS system 500 according to the invention. For simplicity, reference
numerals of figures 1a-11will be used for similar or the same components as used in figure
5a. In this example, it is assumed that the QS system 500 uses SQKD for generating and
distributing one or more sets of QD keys from satellites 171a-171b to the QS servers 103a-

103c of the QS network 101. For example, there is a QS satellite network of a plurality of QS
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satellites 171a-171c, and the OGRs 172a-172c for at least each QS server 103a-103c have
been deployed to receive one or more sets of quantum distributed (QD) keys from satellites
171a-171b in a group protocol or multicast protocol, where a satellite 171a is configured to
distribute an identical set of QD keys to each QS server 103a-103c before removing the set
of QD keys from the satellites memory. As well, the corresponding QS DLT network 167
comprising DLT Nodes 166a-166¢ of the QS servers is in operation using a plurality of QS
dynamic communications channels 501a-501e between the DLT Nodes 166a-166c¢ of the QS
servers 103a-103c creating QS DLT network 167. The QS dynamic communications
channels are established using the distributed sets of QD keys stored in each of the HSMs
106a-106c¢ of each of the QS servers 103a-103c. For example, each QS dynamic
communications channel may be set up to use, without limitation for example symmetric
encryption using QD keys from the set of QD keys over dark fibre and/or any other network

infrastructure.

[00273] The QS network 101 is formed using the QS dynamic communications channels
501a-501e between QS servers 103a-103c that form DLT network 167. This forms a
quantum safe boundary within which all communications between entities of the QS network
is performed over QS dynamic communication channels 501a-501e. Non quantum-safe
networks such as, without limitation, for example public networks, public switch
telecommunications networks, Internet infrastructure, telecommunications networks, Wi-Fi
networks and the like reside outside the QS boundary of the QS network 101. The QS
system 500 may include a plurality of end-point devices 502a-502b operated by a plurality of
users 105a-105b. In this example, figure 5a illustrates a first end-point device 502a of a first
user 105a (e.g. the first user is authorised to use or operate the first end-point device 502a)
and a second end-point device 502b of a second user 105b (e.g. the second user is
authorised to use or operate the second end-point device 502b). In this case, the end-point
devices 502a-502b of the plurality of users 105a-105b are located outside the quantum
boundary, without limitation, using public networks and/or telecommunication networks for

communications and the like.

[00274] End point devices 502a or 502b may comprise or represent any computing or
communication device, without limitation, for example personal computers, laptops, portable
communications devices, mobile phones, smart phones, |0T devices, and/or any other
computing communications devices, and/or communication devices and the like. Each end-
point device 502a may include, without limitation, for example a processing unit 503a, a
communications interface 503b, a memory unit 503c in which the processing unit 503a is
connected to the communications interface and the memory 503c. The communications

interface 502b may include a transceiver, receiver and/or transmitter, and/or one or more
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input/output ports and the like for wireless and/or wired communication with a network and/or

another computing device, end-point and the like.

[00275] In this example, the end-point device includes, without limitation, for example a
secure processor/memory 503d. The secure processor/memory 503d may comprise or
represent a secure tamper-resistant/tamper-proof processing unit that includes a secure
processor and secure memory and is isolated from the processing unit 503a and memory
503c. Examples of a secure processor/memory 503d that may be used by the invention
include, without limitation, for example a secure enclave or secure enclave processor (SEP)
(RTM), TrustZone (RTM), SecurCore (RTM), Trusted Platform Module (RTM), Intel Security
Essentials (RTM), Intel SGX and the like and/or as the application demands. The secure
processor/memory 503d may be used, without limitation, for example data protection;
performing Touch ID; performing Face ID; hardware based key manager; cryptographic key
creation/generation/storage and processing; secure storage of cryptographic keys;
performing cryptographic operations using the cryptographic keys and the like; trusted
execution of trusted software/applications and code and the like; and/or other processing
operations when executing software and/or applications where security is desired during

execution of the software and/or application and the like.

[00276] Using the QS system 500 and QS network infrastructure 101 according to the
invention, end point devices 502a and 502b may be configured to set-up and register with the
QS system 500 and request the set-up of QS communication channels 504 or 506 between
end point devices 502a and 502b and the QS network 101, which enable quantum-safe
communications between end point devices 502a and 502b via the QS network 101.
Additionally, end point devices 502a and 502b may be configured to register, set-up with QS
system 500 and/or request the set-up of QS communication channel 508 directly between
end-point devices 502a and 502b. Examples of various applications and use cases of the
QS system 500 according to the invention have been described with reference to figures 1a
to 4b and the skilled person would appreciate that the same or similar principles, methods,
process(es), apparatus, systems and servers may be used and applied in QS system 500 to
enable QS communications between end point devices 502a and 502b and QS network 101
and/or enable QS communications directly between end point devices 502a and 502b in

accordance with the invention.

[00277] In order to set-up QS communication channels 504, 506, and 508 with QS system,
the end-point devices 502a and 502b need to have one or more QD keys from the set of QD
keys stored in the HSMs 106a-106c of QS servers 103a-103c that have been distributed in a
quantum-safe manner (e.g. SQKD). This enables, without limitation, for example a QS

communication channel 504 to be established between an endpoint device 502a and the QS
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network 101 based on symmetric encryption using a QD Key. Symmetric encryption requires
the same cryptographic key is used at both ends of a QS communication channel, thus each
of the end-points 502a and 502b are supplied with at least one QD key from the set of QD
keys stored in the HSMs 106a-106c of the QS servers 103a-103c. The challenge is how to
ensure each end-point 502a and 502b may receive at least one QD key from the set of QD
keys in a quantum-safe manner. Failing to distribute the QD keys to the end-points in a
quantum-safe manner can result in non-quantum safe communications, or at best quantum-
resistant communications. There are various options for ensuring end-point devices 502a
and 502b are distributed in a quantum-safe manner with a QD key from the set of QD keys
stored in the HSM mesh 106a-106c stored on the QS servers 103a-103c. These options are
described in more detail with reference to figures 5b to 5x.

[00278] For example, either at the point of shipment of the end-point devices 502a-502b such
as, without limitation, for example at the manufacturer, which may have a QS server and/or
registration node and capable of registering the devices prior to shipment, where QD keys
from the set of QD keys may be installed on each end-point device. Alternatively or
additionally, the registration process may be carried out at the point of sale, or prior to
deployment, such as, without limitation, for example, a retail shop with a QS server and/or a
registration node with QS communication channel to a QS server/registration server and the
like. In any event, these locations (e.g. manufacturer and/or retail ship) may be referred to as
registration locations, each registration location (e.g. registration node) is required to have
access to a set of QD keys for distribution in a QS manner to end-point devices. In this case,
either the registration nodes have the capability of a QS server 103a-103l, effectively making
them a registration server, or the registration nodes are deployed with a set of QD keys to
enable them to communicate via a QS channel with a registration server and/or QS servers
and so may have a set of QD keys for assigning to end-point devices 502a-502b delivered at

regular intervals or a schedule and the like.

[00279] Figure 5b is a flow diagram illustrating an example end-point device registration
process 510 for use in establishing QS communication using the QS system 500 of figure 5a
according to the invention. This end-point device registration may be performed at the point
of manufacture, shipment or deployment to a user of the device. The reference numerals of
corresponding features and/or devices, servers, components/elements, networks of Figure
5a will be referred when describing end-point device registration process 510. The end-point

device registration process 510 includes one or more of the following steps of:

[00280] In step 511, connecting the end-point device 502a directly to a QS server or
registration node of the QS system. For example, an end-point device 502a may be
physically connected to a QS server 103a-103c¢ and/or an HSM 106a-106b of the QS system
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a registration node and/or registration server of the QS system 500 and/or of QS server
103a-103c and/or an HSM 106a-106b of the QS system 500.

[00281] In step 512, one or more available QD keys from a set of QD keys are selected for
the end-point device. For example, one or more QD keys from the set of QD keys stored in
an HSM 106a-106¢c may be assigned to the end-point device 502a. These assigned QD
keys are end-point QD keys.

[00282] In step 513, the end-point QD keys are uploaded or installed into the secure
processor/memory 503d of the end-point device 502a via the physical connection, which is

quantum-safe.

[00283] In step 514, the end-point device is registered with the QS system. This may include
registering an association between the end-point device and the assigned QD keys and/or
assigned QD key identifiers. This enables the QS system to identify which QD keys were
assigned to the end-point device and assists in establishing a QS communication channel
504 with the end-point device 502a. For example, the device identifier and other attributes of
the end-point device 502a may be registered and stored in an "end-point device" account in
the DLT 167 of the QS system 500. The assighed QD keys (end-point QD keys) or identifiers
thereof may be stored in the end-point device account. This enables the QS system 500 to
identify the end-point device 502a in future and retrieve the appropriate QD key or QD Key
identifier from the device account that was assigned to the end-point device 502a to establish

a QS communication channel therebetween.

[00284] Figure 5c is a flow diagram illustrating another example end-point registration
process 515 for enabling QS communication using the QS system 500 of figure 5a according
to the invention. The reference numerals of corresponding features and/or devices, servers,
components/elements, networks of figure 5a will be referred when describing end-point
device registration process 515. This end-point device registration may be also be performed
at the point of manufacture, shipment or deployment to a user of the device. Rather than
storing the assigned QD keys in the end-point device account in the DLT 167, each of the
assigned QD keys may be stored in the DLT 167 as an encrypted data item and mapped to a
QREF locator as described with reference to figures 1a-4b. For example, a QREF locator
may be generated for each of the one or more QD keys assigned to an end-point device
502a, so-called end-point QD key(s). A QREF access token for each end-point QD key is
generated based on the corresponding QREF locator. The end-point device registration

process 515 includes one or more of the following steps of:
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[00285] In step 516, connecting the end-point device 502a directly to a QS server or
registration node of the QS system. For example, an end-point device 502a may be
physically connected to a QS server 103a-103c and/or an HSM 106a-106b of the QS system
500. Alternatively or additionally, the end-point device 502a may be physically connected to
a registration node and/or registration server of the QS system 500 and/or of QS server
103a-103c and/or an HSM 106a-106b of the QS system 500.

[00286] In step 517, one or more available QD keys from a set of QD keys are selected for
the end-point device. For example, one or more QD keys from the set of QD keys stored in
an HSM 106a-106¢c may be assigned to the end-point device 502a. These assigned QD
keys are end-point QD keys.

[00287] In step 518, generating, for each end-point QD key of the one or more end-point QD
key(s), generating a QREF locator for said each end-point QD key and a device identifier. In
this case, the end-point QD key is a data item to be stored in the DLT 167. The QREF
locator may be generated based on the data item, device identifier, and another available QD
key from the set of QD keys for encrypting the data item when stored in the DLT 167. The
QREF locator is a unique number that may be used as a link to or logical address of location
of the encrypted data item comprising an end-point QD key stored in the DLT. Figures 1a-4b
describe further example implementation details for generating and using QREF locators and
the like.

[00288] In step 519, storing each of the end-point QD keys of end-point device 502a in an
encrypted form in the DLT 167. For example, each end-point QD key may be stored in an
encrypted data container/item in the DLT 167. The data item comprising the end-point QD
key is encrypted using the said another available QD key from the set of QD keys, which was
used to generate the QREF locator. The encrypted data item representing the end-point QD
key is stored in the DLT 167 with the QREF locator, which provides a link to the location of

the encrypted data item.

[00289] In step 520, mapping/linking the QREF locator of an end-point QD key to the QD Key
identifier available QD key used to encrypt the end-point QD key data item. The HSMs 106a-
106¢ may record the mapping between the QREF locator and the corresponding available
QD key used to encrypt the end-point QD key data item. This allows the HSM 106a-106c to
determine, using the QREF locator, which QD key can be used to decrypt the encrypted data
item stored in the DLT 167 and addressed by the corresponding QREF locator.

[00290] In step 521, generating, for each end-point QD key of the one or more end-point QD
key(s), a QREF access token based on the corresponding QREF locator. The QREF access
token is generated using an irreversible or one-way function or operation based on the QREF
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locator. For example, the QREF access token may be a one-way hash of the QREF locator.
The QREF access token is also a unique number or value that is different to the QREF
locator. The irreversible or one-way function is designed or determined so that the QREF
locator cannot be derived from the QREF access token. Figures 1a-4b describe further

example implementation details for generating and using QREF access tokens and the like.

[00291] In step 523, the QREF access token(s) associated with the end-point QD keys and
the end-point QD keys are uploaded/installed into the secure processor/memory 503d of the
end-point device 502a via the physical channel in a QS manner. In addition, a QREF
application or software may also be uploaded/installed on the secure processocr/memory
503d of the end-point device 502a. The QREF application may include computer code or
instructions, which when executed on the secure processor/memory 503d, cause the secure
processor/memory 503d to connect, when instructed to do so by the user of the end-point
device 502a, to the QS network 101 and establish a QS communication channel using an
end-point QD key and the QREF access token. For example, the QREF application may be
configured to send the QREF access token corresponding to an end-point QD key and the
device identifier/credentials to the QS network 101, which will enable the QS network 101 to
locate the device account and also to identify the QREF locator from the QREF access token
and use the correct QD Key for establishing the QS communication channel with the end-
point device, which uses the end-point QD key. The end-point QD key is the same as the
QD key used by the QS network 101.

[00292] In step 523, registering an association between the QREF locator and the end-point
device and/or device identifier in a device account of the QS system 500. For example, the
QREF locator may be stored in the end-point device account of the end-point device 502a.
When an end-point device connects to the QS network 101, it may first provide, e.g. via the
QREF application, the QREF access token corresponding to the end-point QD key of the
end-point device 502a the end-point device identifier of the end-point device 502a. This
enables the QS network to identify the device account of the end-point device 502a and the
QREF locator corresponding to the QREF access token. This enables the QS network 101
to locate the device account and also to identify the QREF locator from the QREF access
token and use the correct QD Key for establishing the QS communication channel with the
end-point device, which uses the end-point QD key. The end-point QD key is the same as
the QD key used by the QS network 101.

[00293] Figure 5d is a flow diagram illustrating an example user registration process 525 for
QS communication using the QS system 500 of figure 5a based on a registered end-point
device 502a according to the invention. The reference numerals of corresponding features

and/or devices, servers, components/elements, networks of figure 5a will be referred when

91



10

15

20

25

30

35

WO 2022/018433 PCT/GB2021/051864

describing user registration process 525. A user may receive an end-point device 502a that
may have been pre-registered with the QS system 500 based on end-point registration
process(es) 510 and 515, and so the end-point device 502a is pre-installed in the secure
processor/memory 503d with end-point QD key(s) and/or QREF access token(s), if any,
corresponding to each end-point QD key(s). The device 502a may also be configured with a
QREF application that may operate to establish a QS communication channel using the end-
point QD keys, device identifier and/or QREF access token, if any and the like. The QREF
application may also, without limitation, for example enable a user of the end-point device to
register with the QS network 101, establish QS communication channels and store, access
data items, and/or provide services/use cases in relation to the QS system 500 and the like
and, the QREF application may include the functionality or one or more features of the QREF
application described with reference to figures 1i to 1k and/or 5a to 7b, and/or corresponding
end-point functionality to implement the use cases as described with reference to figures 1a
to 7b, combinations thereto, modifications thereof, and/or as described herein and/or as the
application demands. The user registration process 525 includes one or more of the following

steps of:

[00294] In step 526, establishing a QS communication channel with the QS network (e.g. with
a QS server 103a-103c that may include registration node functionality and the like) using an
end-point QD key, the device identifier/credentials and/or an QREF access token if any. For
example, the end-point device 502a may send the QREF access token corresponding to an
end-point QD key and the device identifier/credentials to the QS network 101 over a public
network or via a website/webserver and the like. This will enable the QS network 101 to
locate the device account and also to identify the QREF locator from the QREF access token
and retrieve the correct QD Key for establishing the QS communication channel with the end-
point device, which uses the corresponding end-point QD key. The end-point QD key is the
same as the QD key used by the QS network 101. Even though the QREF access token
may be transmitted over a public network to the QS network, no-one can possibly derive the
QREF locator from the QREF access token, nor can anyone access the QS network 101 to
retrieve the QD key. Furthermore, no keys are transmitted over a public network, so a QS

communication channel can be established.

[002956] In step 527, the user 105a of the end-point device 502a registers with the QS
network 101 and supplies user registration details, two-factor authentication challenges and
responses, and other user credentials and the like. Once connected the user 105a can
register themselves and obtain a QREF user account that is set-up by the QS network (e.g.

via a QS server and/or via a registration node or registration server).
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[00296] In step 528, registering the links between the registered user 105a and the registered
endpoint device 502a. For example, the QREF user account may be associated with the
end-point device 502a using the device identifier, such that the QD keys on the device may
be registered with the user's QREF user account. Alternatively, or additionally, the QREF
user account may be associated with the loaded QREF application on the end-point device
502a.

[00297] Once the user 105a has registered and has a QREF account on the QS system 500,
they can use the QREF application and retrieve QD Keys stored in the secure
processor/memory 503d of the end-point device 502a to establish a QS communication
channel 504 with the QS network 101 of QS system 500 and use its QD Key along with a
symmetrical algorithm hosted within the QREF Application to establish a quantum safe
communication channel with the QS network 101 of the QS system 500. The established
quantum safe channel can be used by the user to engage in any use case and/or application
(e.g. access data items, store data items, KCY, QREF certificates, depositories, quantum
safe communications with registered users of the QS system) and the like in relation to the
QS system 500 and/or as described with reference to figures 1a to 7c, combinations thereof,

modifications thereto and/or as described herein and the like.

[00298] In another example, in order for a user 105a to register with the QS system 500
and/or receive an end-point device 502a that is capable of establishing a QS connection with
the QS system 500 over the public network, the user 105a may need to visit a shop or retail
outlet with a registration node (e.g. a QREF enabled shop) that has a secure QS
communication channel to the QS network 101. The registration node may be a secure
single purpose device that includes an HSM with a single physical output connection (e.g. a
single USB port out (OUT ONLY)) with a simple user interface screen. In some
embodiments, the registration node may be configured to only allow an operator to press a
button to export a numbered QD Key from a set of QD keys on the HSM via the physical
output connection to an end-point device 502a of the user 105a. In this manner, the end-
point device 502a may be pre-loaded with a finite number of pre-agreed QD keys. This
enables a user 105a to buy and receive an end-point device 502a from the shop with the
registration node in which the device is pre-loaded with QD Keys so that they can use the
end-point device 502a to set up a generic QS channel in which they can then register with
the QS system 500 and establish a QREF user account associated with the user 105a.
Alternatively, or additionally, a user 105a may take their end-point device 502a into the shop
with the registration node, where a number of one or more QD Keys may be uploaded to the
end-point device 502a via the physical output connection of the registration node. The user
105a of the end-point device 502a may then operate the end-point device 502a to use the

uploaded one or more QD Keys to establish a quantum safe channel 504 inside of which the
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user 105a sets up a QREF user account associated with the user 105a in the QS system
500. The user may then use the QS channel 504 to retrieve further personalized QD keys
and the like for establishing further QS communication channels when required. This

prevents overuse of QD keys.

[00299] In another example, rather than the user 105a being required to visit a retail outlet or
shop with a registration server, a secure storage medium with one or more QD keys stored
thereon may be sent to the user 105a. The secure storage medium may be sent via, without
limitation, for example the postal system, post, courier and/or delivery service, secure data
delivery service, and/or any other suitable secure data delivery, transportation and/or
logistical support infrastructure for delivering sensitive and/or confidential materials, data, and
the like. For example, the secure storage medium may be, without limitation, for example a
single use dongle, a password encrypted flash drive, portable HSM and/or tamper-
proof/resistant hard drive, and/or any other suitable secure storage medium and/or tamper-
proof or resistant storage medium. In any event, the user 105a receives the secure storage

medium with one or more QD keys stored thereon.

[00300] The secure storage medium may be configured for a single or one-time use with a
one-time generic QD key stored thereon. This will enable the user 105a to connect the
secure storage medium to their end-point device 502a and configure their end-point device
502a to set up a quantum safe channel 504 using the one-time generic QD key and/or with
various two-factor-authentication and/or other authentication mechanisms for use in, without
limitation, for example registering a QREF user account for the user 105a, registering the
end-point device 502a of the user 105a, and/or uploading/downloading a QREF application
for the end-point device 502a and further set of one or more QD keys assigned by QS
system 500 (e.g. via QS server and/or registration server/node) and sent to the device of the
user 105a via the QS channel 504.

[00301] Alternatively or additionally, the end-point device 502a may be configured to be a
specific piece of equipment that is configured to receive the secure storage medium. The
secure storage medium may be configured for a single use with a one-time generic QD key
stored thereon in relation to the specific piece of equipment, end-user equipment and/or
device 502a already supplied to the user or customer. The secure storage medium may be
configured to be tied to the specific piece of equipment based on, without limitation, for
example data representative of an identity number or MAC number of the equipment and the
like, and so only operate if used with that specific piece of equipment (or end-point device
502a). For example, the specific piece of equipment may be a router, and the secure storage
medium is tied to the identity number (e.g. id) of the router, which when inserted or

connected to the router enables the QD key to be used by the router as described herein. In
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another example, the secure storage medium may be an SD card with a one-time QD key
thereon that may be inserted into a router/fQREF node/server physical device and operate
only with that router/QREF node/server physical device. This will enable the secure storage
medium to be connected to the specific device/equipment 502a and thus configure the
specific device/equipment 502a to set up a quantum safe channel 504 using the one-time
generic QD key and/or with various two-factor-authentication and/or other authentication
mechanisms for use in, without limitation, for example registering a QREF user account for
the user 105a, registering the specific device 502a, and/or uploading/downloading a QREF
application for the specific device 502a and further set of one or more QD keys assigned by
QS system 500 (e.g. via QS server and/or registration server/node) and sent to the specific
device via the QS channel 504.

[00302] Figure 5e is a flow diagram illustrating an example QS communication set-up
process 530 between at least two end-point devices 502a and 502b using the QS system
500 of figure 5a according to the invention. The reference numerals of corresponding
features and/or devices, servers, components/elements, networks of figure 5a will be referred
when describing QS communication set-up process 530. A QS communication channel may
be set-up between a first end-point device 502a and a second end-point device 502b using a
communication path through the QS network 101. The QS network 101 includes at least two
QS servers 103a and 103c that include DLT nodes 166a and 166c that are part of a DLT
network 167 forming a repository for storing and accessing data items associated with users
of the first and second end-point devices 502a and 502b. Each QS server 103a or 103c
includes an HSM 106a or 106c with an identical set of QD keys stored thereon, which have
been distributed to the HSMs 106a-106c using SQKD via satellites 171a and 171b. The QS
servers 103a-103c communicate securely with each other and the repository formed by the
DLT network 167 using quantum encryption based on one or more available QD keys from
the set of QD keys. The QS communication set-up process 530 includes one or more of the

following steps of:

[00303] In step 531, establishing a first communication channel 504 with a first end-point
device 502a of a first user 105a. As described with reference to registration processes 510
and 515, the first end-point device 502a may already have a first QD key from the set of QD
keys stored thereon from a previous device registration at point of manufacture, shipment or
point of sale for QS communications with the QS network 101 or a QS server 103c of the QS

network 101.

[00304] In a first example scenario, the user 105a of the first end-point device 502a may be a
first time user and may not be registered with the QS network 101, in which case the first

device establishes a first standard communication channel with the QS network 101 to
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register the user 105a as described with reference to registration process(es) 510 and 515
with reference to figures 5a-5c¢ and/or as described with reference to figures 1i or 1j and/or
figures 3a-4b and the like. After the registration process for the user 105a is completed and
the end-point device 502a is associated with the registration of the user 105a, the first device
502a may establish a QS communication channel 504 with the QS network 101 using one or
more QD keys already stored in the secure processor/memory 503d. The registration
process is required so that the QS network 101 can associate the first device 502a with a first
user 105a and thus identify the correct QD key, which is stored in the DLT 167 and HSM
106a-106c of the QS servers 103a-103c.

[00305] In a second example scenario, the user 105a of the first end-point device 502a may
have already registered with the QS network 101 as described with reference to registration
process(es) 510 and 515 with reference to figures 5a-5c and/or as described with reference
to figures 1i or 1j and/or figures 3a-4b and the like. In this case, the user 105a may sign in to
the QS network 101 via a webserver and/or website (e.g. operated on a QS server,
registration server or the like) or via a QREF application installed on the first device 502a with
their user credentials. The QS network 101 may then retrieve the corresponding QREF user
account of the user 105a and subsequently identify the assigned end-point QD key that may
be used for QS communications between the first end-point device 502a and the QS network
101. Thus, a first QS communication channel 504 is established using a QD key securely
stored on the end-point device 502a (e.g. provisioned either via a physical connection during
the registration process 510 and/or 515) and the corresponding identical QD key identified by
the QS network 101 stored in the DLT 167 and HSM 106a-106c.

[00306] Thus, without exchanging QD keys over a standard communication channel, both the
end point device and the QS network 101 may establish a first QS communication channel
504 using a QD key securely stored on the end-point device 502a and the corresponding
identical QD key identified by the QS network 101 stored in the DLT 167 and HSM 106a-
106¢.

[00307] In step 532, receiving, from the first end-point device 502a, a request for
communicating with a second end-point device 502b of a second user 105b via the QS
network 101. The first end-point device 502a may request via the first communication
channel 504 (which may be a QS communication channel) to be connected to a second user
105b. The request may include the QREF number of the second user, an email address of
the second user, or any type of data representative of an identifier of the second user 105b
that the QS network 101 may use to identify the QREF user account associated with the
second user 105b. The QS network 101 may retrieve the QREF user account associated

with the second user 105b based on the request received from the first user 105a. Ifthe
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QREF user account of the second user 105b does not exist, then this means the second user
105b has not registered with the QS network 101 or QS system 500, in which case, the QS
network 101 sends a notification to the first user 105a of the first device 502a. If the QREF
account of the second user 105b is retrieved, then the set-up process 530 proceeds to step
533.

[00308] In step 533, establishing a second communication channel 506 with the second
device 502b of the second user 105b. Given that the second user 105b is registered with the
QS system 500, the QS network 101 and the second device 502b may establish a second
QS communication channel 506 using a QD key securely stored on the end-point device
502b (e.g. provisioned either via a physical connection during the registration process 510
and/or 515, or from a key update when connected via a QS channel with the QS network
101) and the corresponding identical QD key identified from the QREF user account of the
second user 105b by the QS network 101, which is stored in the DLT 167 and HSM 106a-
106c. The QS network may forward the connection request from the first user 105a to the
second end-point device 502b of the second user 105b. If the second user 105b does not
wish to connect with the first end-point device 502a of the first user 105a, then the QS
network sends a notification to the first end-point device 502a and the process 530
terminates. Otherwise, if the second user 105b does wish to connect to the first user 105a

via a QS communication channel, then the process 530 proceeds to step 534.

[00309] In step 534, receiving a response from the second end-point device 502b of the
second user 105a to connect with the first end-point device 502a of the first user 105a. The
QS network 101 may then notify both parties that a QS communication connection will be
established. The request may include, without limitation, for example data representative of
a QREF number of the second user, an email address of the second user, or any type of data
representative of an identifier of the second user 105b that the QS network 101 may use to
identify the QREF user account associated with the second user 105b. The QS network 101
may retrieve the QREF user account associated with the second user 105b based on the
request received from the first user 105a. If the QREF user account of the second user 105b
does not exist, then this means the second user 105b has not registered with the QS network
101 or QS system 500, in which case, the QS network 101 sends a natification to the first
user 105a of the first device 502a. If the QREF account of the second user 105b is retrieved,

then the set-up process 530 proceeds to step 533.

[00310] In step 535, establishing a QS communication channel 501c¢ through the QS network

based on an available QD Key selected from the set of QD keys.
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[00311] In step 536, connecting the first end-point device 502a of the first user 105a with the
second end-point device 502b of the second user 105b via a communication path that
includes the first communication channel 504, the QS communication channel 501¢c and the
second communication channel 506. As described above, at this point, the first and second
communication channels 504 and 506 may be QS communication channels, which means
the first and second end-point devices 502a and 502b may perform QS communications over

the communication path provided by the QS network.

[00312] Figure 5f is a flow diagram illustrating another example QS communication set-up
process 540 between at least two end-point devices 502a and 502b using the QS system
500 of figure 5a according to the invention. The reference numerals of corresponding
features and/or devices, servers, components/elements, networks of figure 5a will be referred
when describing QS communication set-up process 540. In this example, a QS
communication channel is set-up directly between a first end-point device 502a and a second
end-point device 502b. The QS network 101 includes at least two QS servers 103a and 103c
that include DLT nodes 166a and 166c¢ that are part of a DLT network 167 forming a
repository for storing and accessing data items associated with users of the first and second
end-point devices 502a and 502b. Each QS server 103a or 103c includes an HSM 106a or
106c¢ with an identical set of QD keys stored thereon, which have been distributed to the
HSMs 106a-106c using SQKD via satellites 171a and 171b. The QS servers 103a-103c
communicate securely with each other and the repository formed by the DLT network 167
using quantum encryption based on one or more available QD keys from the set of QD keys.
At this stage, it is assumed that the first and second end-point devices 502a and 502b are
registered with the QS network 101 and the first device has a first QD key from the set of QD
keys stored thereon in its secure processor/memory 503d for QS communications with the
QS network 101. It is also assumed that the second end-point device 502b has a second QD
key stored thereon its secure processor/memory for QS communications with the QS network
101. The QS communication set-up process 540 includes one or more of the following steps

of:

[00313] In step 541, establishing a first QS communication channel with the first end-point
device 502a using the first QD key. The first end-point device 502a and the QS network 101
may establish a first QS communication channel 504 using a first QD key securely stored on
the end-point device 502a and the corresponding identical first QD key identified, once the
user 105a has signed in using their user credentials, i.e. after authentication of the first user
105a, by the QS network 101 stored in the DLT 167 and HSM 106a-106c.

[00314] In step 542, receiving, from the first end-point device 502a of the first user 105a, a

connection request for QS communications with the second end-point device 502b of the
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second user 105b. The request may include the QREF number of the second user, an email
address of the second user, or any type of data representative of an identifier of the second
user 105b that the QS network 101 may use to identify the QREF user account associated
with the second user 105b. The QS network 101 may retrieve the QREF user account
associated with the second user 105b based on the request received from the first user 105a.
If the QREF user account of the second user 105b does not exist, then this means the
second user 105b has not registered with the QS network 101 or QS system 500, in which
case, the QS network 101 sends a notification to the first user 105a of the first device 502a.
If the QREF account of the second user 105b is retrieved, then the set-up process 540

proceeds to step 543.

[00315] In step 543, establishing a second QS communication channel 506 with the second
end-point device 502b using the second QD key. The second end-point device 502b and the
QS network 101 may establish a second QS communication channel 506 using a second QD
key securely stored on the second end-point device 502b and the corresponding identical
second QD key identified, once the second user 105b has signed in using their user
credentials, i.e. after authentication of the second user 105b, by the QS network 101 stored
in the DLT 167 and HSM 106a-106c. The QS network 101 may forward the connection
request from the first user 105a to the second end-point device 502b of the second user
105b. If the second user 105b does not wish to connect with the first end-point device 502a
of the first user 105a, then the QS network 101 sends a notification to the first end-point
device 502a and the process 540 terminates. Otherwise, if the second user 105b does wish
to connect to the first user 105a via a QS communication channel, then the process 540

proceeds to step 544.

[00316] In step 544, receiving, from the second end-point device 502b, a response to

establish QS communications with the first end-point device 502b.

[00317] In step 545, a QS server 103a of the QS network 101 may allocate a third QD key
from the set of QD keys in its HSM 106a for QS communications between the first and
second end-point devices 502a and 502b.

[00318] In step 546, rather than setting up a QS communication channel through the QS
network 101, the QS server 103a sends via the established first and second QS channels
504 and 506 data representative of a third QD key to the secure processor/memory units of
the first and second end-point devices 502a and 502b, respectively, for use in QS
communications therebetween. That is, on receipt of the third QD key, each of the first and
second end-point devices 502a and 502b may use the third QD key to establish a third QS

channel 508 directly between the first and second end-point devices 502a and 502b. Given
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the first and second end-point devices 502a and 502b now have the same third QD key,
which has been distributed to them in a QS manner, i.e. over the first and second QS
channels 504 and 506, the first and second end-point devices 502a and 502b may be
configured to establish the third QS communication channel 508 directly with each other
using the public telecommunication infrastructure 102 or public Internet 102 or a
telecommunications network and the like. For example, each device 502a and 502b may
establish a communications path and connect with each other over a telecommunications
network and turn the communications path into the third QS communication channel by

encrypting communications therebetween using the third QD key.

[00319] Figure 59 is a flow diagram illustrating an example QS key assignment process 550
for use in setting up a QS communication channel between at least two end-point devices
502a and 502b using the QS system 500 of figure 5a according to the invention. The
reference numerals of corresponding features and/or devices, servers,
components/elements, networks of figure 5a will be referred when describing QS key
assignment process 550. In this example, the first and second end-point devices 502a and
502b may be registered in each QREF user account of the first and second users 105a and
105b as forming a communication pair, in which case, the QS network 101 may assign
and/or store a QD Key in the DLT 167 to enable these end-point devices to receive a new
QD key for direct QS communications therebetween as described, without limitation, for
example with reference to figure 5. The QREF locator and QREF access token technology
as described herein may be used by the first and second users 105a and 105b for securely

receiving a new QD key for setting up a QS channel therebetween using the new QD key.

[00320] The QS network 101 includes at least two QS servers 103a and 103c that include
DLT nodes 166a and 166c that are part of a DLT network 167 forming a repository for storing
and accessing data items associated with users of the first and second end-point devices
502a and 502b. Each QS server 103a or 103c includes an HSM 106a or 106¢ with an
identical set of QD keys stored thereon, which have been distributed to the HSMs 106a-106c¢
using SQKD via satellites 171a and 171b. The QS servers 103a-103c communicate securely
with each other and the repository formed by the DLT network 167 using quantum encryption
based on one or more available QD keys from the set of QD keys. At this stage, itis
assumed that the first and second end-point devices 502a and 502b are registered with the
QS network 101 and the first device has a first QD key from the set of QD keys stored
thereon in its secure processor/memory 503d for QS communications with the QS network
101. Itis also assumed that the second end-point device 502b has a second QD key stored
thereon its secure processor/memory for QS communications with the QS network 101. The

QS key assignment process 550 includes one or more of the following steps of:
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[00321] In step 551, assigning, by the QS network or a QS server 103a, a further QD key
from the set of QD keys in HSM 106a for use in QS communications between the first device
502a and the second device 502b, where the first and second devices 502a and 502b have
been registered as forming a communication pair. The further QD key is to be stored as a
QD key data item in the QS repository or DLT 167 using a QREF locator.

[00322] In step 552, generating, by the QS server 103a, a QREF locator corresponding to the
QD key data item, where the HSM 106a may select another available QD key for encrypting
the QD key data item. The QREF locator is generated based on the available QD Key and
data representative of, without limitation, for example the QD key data item, one or more user
secrets/credentials for the first or second user 105a or 105b, and/or data representative of
access control list including the first and second users 105a and 105b and the like. The
QREF locator may be generated in the same or similar manner as described with reference
to figures 1a to 5b, combinations thereof, modifications thereto, and/or as described herein.

The QREF locator is a unique value.

[00323] In step 553, generating, by the QS server 103a, a QREF access token associated
with the QD key data item based on the QREF locator. The QREF access token is
generated based on the QREF locator using an irreversible function and/or one-way function
or operations (e.g. one-way hash function or the like). Generation may include one or more
further input data such as data representative of, without limitation, for example the QD key
data item identifier or descriptor, one or more user secrets/credentials for the first or second
user 105a or 105b, and/or data representative of access control list including the first and
second users 105a and 105b and the like. The QREF access token may be generated in the
same or similar manner as described with reference to figures 1a to 5b, combinations
thereof, modifications thereto, and/or as described herein. The QREF access token is a
unique value different to the QREF locator, and is generated in such a manner that QREF

locator cannot be derived from the QREF access token.

[00324] In step 554, a mapping/link is recorded in the HSMs 106a-106c¢ between the QREF
locator and the available QD key selected for use in encrypting the QD Key data item when
stored in the DLT 167.

[00325] In step 555, storing the QD key data item encrypted with the available QD key in the
QS repository or DLT 167 with the QREF locator. The QREF locator is used to address the
QD key data item in the DLT 167.

[00326] In step 556, the QREF locator corresponding to the further QD key data item is
associated with the registrations of the first user 105a and the second user 105b to form a
communication pair. This means that the QREF access token associated with the further QD
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key can be used either the first or second user 105a or 105bto establish a QS communication
channel 508 between the first and second end-point devices 502a and 502b of the first and
second users 105a and 105b, respectively.

[00327] In step 557, sending the QREF access token associated with the further QD key data
item to the first device 502a and the second devices 502b of the first and second users 105a
and 105b, respectively, for use in QS communications therebetween. The QREF access
token may be sent over a public network and/or over a QS communication channels 504 or
506 as the application demands and stored, without limitation, for example in the secure
processing/memory of the respective end-point device. Given the QREF locator cannot be
derived from the QREF access token and that a user has to enter their credentials when
establishing a QS communication channel with the QS system 500, no-one else can use the
QREF access token should it be intercepted. However, to minimise or avoid this risk, the
QREF access token associated with the further QD key (QD key data item) may be sent over

QS communication channels 504 and 506.

[00328] Figure 5h is a flow diagram illustrating an example QD key update process 560 after
a further QD key has been assigned during process 550 and thus enabling at least two
devices 502a and 502b to perform QS communications according to the invention. The
reference numerals of corresponding features and/or devices, servers,
components/elements, networks of figure 5a will be referred when describing QD key update
process 560. In this example, each user 105a and 105b has stored on their end-point
devices a QREF access token for accessing, when they wish to set up a QS communication
channel 508 therebetween, an assigned QD Key stored in the DLT 167 of QS network 101.
Each QS server 103a or 103c in QS network 101 includes an HSM 106a or 106¢ with an
identical set of QD keys stored thereon, which have been distributed to the HSMs 106a-106¢
using SQKD via satellites 171a and 171b. The QS servers 103a-103c communicate securely
with each other and the repository formed by the DLT network 167 using quantum encryption
based on one or more available QD keys from the set of QD keys. At this stage, itis
assumed that the first and second end-point devices 502a and 502b are registered with the
QS network 101 and the first device has at least a first QD key from the set of QD keys
stored thereon in its secure processor/memory 503d for QS communications with the QS
network 101 as described with reference to figures 5a to 5c. It is also assumed that the
second end-point device 502b has at least one second QD key stored thereon its secure
processor/memory for QS communications with the QS network 101 as described with
reference to figures 5a to 5¢c. The QD key update process 560 includes one or more of the
following steps of:
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[00329] In step 561, establishing QS communication channel 504 with the first device 502a of
a first user 105a. The first end-point device 502a and the QS network 101 may establish a
first QS communication channel 504 using a first QD key securely stored on the end-point
device 502a and the corresponding identical first QD key identified, once the user 105a has
signed in using their user credentials, i.e. after authentication of the first user 105a, by the QS
network 101 stored in the DLT 167 and HSM 106a-106c.

[00330] In step 562, receiving, from the first device 502a, a QREF access token associated
with a further QD key selected from the set of QD keys and registered for QS
communications between the first user 105a and second user 105b as a communication pair.
The further QD key for use in QS communications with the second device 502a of the second
user 105b.

[00331] In step 563, retrieving, by a QS server 103a of the QS network 101, the QD key
selected from the set of QD keys from the repository based on the received QREF access
token and at least the credentials of the first user 105a. This involves identifying the QREF
locator associated with the received QREF access token and may be based, without
limitation, for example on the processes for identifying a QREF locator using an QREF
access token as described with reference to figures 1a to 4b and/or has herein described. In
any event, it is assumed that the QREF locator is identified, which is used to access the QD
key in the HSM 106a used to encrypt the QD key data item that the QREF locator indexes in
the DLT 167. Thus, the encrypted QD key data item is retrieved from the DLT 167 using the
identified QREF locator in which the HSM 106a may decrypt the retrieved encrypted QD key
data item to extract the further QD key for use in QS communications between the first and
second devices 502a and 502b.

[00332] In step 564, providing access to the further QD key retrieved from the DLT 167 by
sending the retrieved further QD key to the first and second devices 502a and 502b over a
first and second QS communication channel 504 and 506 for use by the first and second
devices 502a and 502b in forming a third QS communication channel based on the further
QD key. Sending the retrieved further QD key to the second device 502b may involve
establishing the second QS communication channel 506 with the second end-point device
502b using a second QD key already stored on the second device 502b. The second end-
point device 502b and the QS network 101 may establish a second QS communication
channel 506 using a second QD key securely stored on the second end-point device 502b
and the corresponding identical second QD key identified, once the second user 105b has
signed in using their user credentials, i.e. after authentication of the second user 105b, by the
QS network 101 stored in the DLT 167 and HSM 106a-106c.
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[00333] As described in step 546 of process 540, on receipt of the further QD key, each of
the first and second end-point devices 502a and 502b may use the further QD key to
establish a third QS channel 508 directly between the first and second end-point devices
502a and 502b. Given the first and second end-point devices 502a and 502b now have the
same further QD key, which has been distributed to them in a QS manner, i.e. over the first
and second QS channels 504 and 506, the first and second end-point devices 502a and
502b may be configured to establish the third QS communication channel 508 directly with
each other using the public telecommunication infrastructure 102 or public Internet 102 or a
telecommunications network and the like. For example, each device 502a and 502b may
establish a communications path and connect with each other over a telecommunications
network and turn the communications path into the third QS communication channel by
encrypting communications therebetween using the third QD key. Establishing the third QS
communication channel 508 may further involve using the further QD key at each of the first
and second devices 502a and 502b to generate a further cryptographic key that is used to
establish the third QS communication channel 508. This may involve injecting a form of
entropy using an agreed seed or another QS key exchange mechanism for generating the
common cryptographic key based on the further QD key in a QS manner. This provides the
advantage that the QS network 101 also does not know the generated cryptographic key that
is used to establish the third QS communication channel 508, which provides a fully
quantum-safe communications channel that prevents malicious actors, interceptors or
eavesdroppers from listening in or being able to decrypt the communications session over
the third QS communication channel 508 between the users 105a and 105b of the first and
second devices 502a and 502b. Alternatively, the further QD key may simply be used by the
first and second devices 502a and 502b to establish a direct QS communication channel 508
over public networks and the like, which may bypass QS network 101. However, the QS
network 101 knows the further QD key.

[00334] Figure 5i is a signal flow diagram illustrating an example QS communications
establishment process 570 between at least two devices 502a and 502b that have been
registered in the QS network 101 of QS system 500 according to the invention. The
reference numerals of corresponding features and/or devices, servers,
components/elements, networks of figure 5a will be referred to when describing QS
communications establishment process 570. In this example, each user 105a (e.g. Alice or
'A") and 105b (e.g. Bob or 'B') has stored on their end-point devices 502a and 502b a first
end-point QD Key and a second end-point QD key for use in QS communications with the
QS network 101. For example, the end-point devices 502a or 502b may be, without
limitation, for example, mobile devices, smart phones, laptop or other computer devices,
portable communications devices that do not have the capability of a QS server 103c, which
are hosted at a location with an OGR 172c¢ for receiving one or more sets of QD keys using
104
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SQKD over one or more satellites 171a-171b. Rather, as described with reference to figures
1i-1j and/or figures 5a-5d, the end-point devices 502a and 502b can be made quantum safe
through a registration process.

[00335] Briefly, the registration process may be carried out, without limitation, for example
either at the point of shipment (e.g. a manufacturer, a factory depot or a retail shop) or at a
post-sale retail location or registration node/QS server and the like, which may be referred to
as "Registration Locations". Essentially, a Registration Location should host at least a so-
called QREF Node or registration node with a set of QD keys stored thereon in an HSM. The
QREF Node may be connected to the QS network 101 via QS communication channels and
may receive from the HSMs 106a-106c one or more QD Keys from the identical set of QD
keys stored on the HSMs 106a-106c, where the one or more QD keys are distributed by the
QREF node to one or more end-point devices 502a-502b. For example, either at shipment,
or as an after sales process, an end-point device 502a or 502b is connected to the QREF
Node via a physical connection (e.g. USB port/connection or other wired connection). The
QREF Node deposits a QD key from the set of QD keys available at the QREF Node into the
secure processor/memory unit 503d of the end-point device 502a (e.g. a Secure Enclave,
TrustZone, and the like). The QREF Node may also preload a QREF application onto the
end-point device 502a or 502b. The QREF application may be stored in the secure
processor/memory of the end-point device 502a or 502b. The QREF application may be
used by a user of the device 502a or 502b to, without limitation, register the user 105a or
105b with the QS Network 101 and/or establish QS communications channel with the QS
network 101 and the like.

[00336] The QREF application may also, without limitation, for example enable a user 105a
of the end-point device 502a to register with the QS network 101, establish QS
communication channels and store, access data items, and/or provide services/use cases in
relation to the QS system 500 and the like and, the QREF application may include the
functionality or one or more features of the QREF application described with reference to
figures 1ito 1k and/or 5a to 7b, and/or corresponding end-point functionality to implement the
use cases as described with reference to figures 1a to 7b, combinations thereto,
modifications thereof, and/or as described herein and/or as the application demands.

[00337] Once an endpoint device 502a or 502b is received by a user 105a or 105b, the user

105a or 105b can register with the QS network 101 to establish a QREF user account for the
user 105a or 105b and associate the loaded QREF application with the QREF account of the
user 105a or 105b. The QREF application may be configured to thereafter retrieve the end-

point QD key from the secure processor/memory and establish a QS communication channel
(e.g. step 571) with the QS network 101 of the QS system. For example, the QREF
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application may execute within the secure processor/memory of the endpoint device 502a or
502b and use the retrieved QD Key along with a symmetrical cryptography algorithm hosted
within the QREF Application or within the secure processor/memory of the device 502a or
502b to establish a QS communication channel (e.g. step 571) with the QS network 101 of
QS system 500. Once established, the QS communication channel (e.g. step 571) can be
used to engage in any application or use case in relation to the QS network 101 and/or QS

system 500 and/or as described herein with reference to figures 1a to 7b.

[00338] Assuming that both the first and second users 105a and 105b of first and second
devices 502a and 502b have registered with the QS network 101 and QS system 500 as
described herein, the QS network 101 and QS system 500 are configured to assist an end
point device 502b (e.g. Bob) to establish a QS communications channel with any other
endpoint device 502a (e.g. Alice) anywhere in the world that is registered with the QS
network 101 of QS system 500. The QS communications establishment process 570 may

include the following steps of:

[00339] In step 571, the QREF application of the second end-point device 502b (e.g. Bob)
uses a second endpoint QD Key stored thereon (e.g. previously provided for from the
registration process or a QREF key update process and the like) to establish a second end-

point QS communication channel 506 with the QS network 101.

[00340] In step 572, if user 105b (e.g. Bob) wishes to establish a third QS communication
channel with user 105a (e.g. Alice), then the user 105b (e.g. Bob) needs to initially determine

whether the user 105a (e.g. Alice) is registered with the QS network 101.

[00341] For example, user 105b may send a connection request to the QS network over the
second endpoint QS channel 506. Alternatively or additionally, the user 105b may be able to
query a directory of users on the QS network 101. For example, if user 105b (e.g. Bob) has
a phone number or other identifying details associated with user 105a (e.g. Alice) such as,
without limitation, a phone number, an email address or other identifier associated with user
105a (e.g. Alice), then the second endpoint device 502b may send a request to connect with
user 105a of the first end-point device 502b to the QS network 101.

[00342] In step 573, a QS server of the QS network 101 on receipt of the request and any
identifying details of the first user 105a (e.g. Alice) may determine whether this user 105a is
registered with the QS system 500. If the user 105a (e.g. Alice) is registered with the QS
system 500, the QS server of the QS network 101 may retrieve the appropriate first end-point
QD Key associated with the first device 502a, which is also stored on the first device 502a
(e.g. provided previously in the registration process or a Key update process etc.), for
establishing, in step 574, a first endpoint QS communication channel 504 with the first user
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105a (e.g. Alice). The first device 502a of the first user 105a (e.g. Alice) uses the first end-
point QD key to communicate over the first endpoint QS communication channel 504 with QS

network 101.

[00343] In step 575, the QS network 101 may send a connection query to determine whether
the user 105a (e.g. Alice) of the first endpoint device 502a wishes to connect with user 105b
of the second endpoint device 502b. In step 576, the first endpoint device 502a of the first
user 105a (e.g. Alice) sends a response message to the QS network over the first endpoint
QS channel 504 indicating whether the user 105a wishes to connect with user 105b. If the
first user 105a (e.g. Alice) agrees to the contact with the first user 105b (e.g. Bob), the first
and second user 105a and 105b (e.g. Alice and Bob) have effectively agreed to a key

exchange.

[00344] In step 577, the QS network 101 requests a new QD key from an HSM 103a of the
QS network 101, which selects an available new QD key for use by the first and second
devices 502a and 502b to establish a QS communication channel 508. In step 578, the HSM
103a delivers a QD Key ID of the new QD Key or the new QD Key to a QS server of the QS
network 101. In step 579, the new QD Key is sent over the first endpoint QS channel 504 to
the first device 502a of the first user 105a (e.g. Alice) and stored in the secure
processor/memory 503d of the first device 502a. In step 580, the new QD Key is also sent
over the second endpoint QS channel 506 to the first device 502a of the second user 105b
(e.g. Bob). Thus, inside their bilateral QS channels with the QS network 101, the second
user 105b (e.g. Bob) and the first user 105a (e.g. Alice) receive a new QD Key, which is the
same. The QD Key or QD Key ID number they now associate with the communication pair
channel between them for all future use. That is, secure processor/memory of the first
endpoint device 205a of the first user 105a and the second endpoint device of the second
user 105b may record an association with the new QD Key and the communication pair of
the first and second users 105a and 105b for use in future communications between the first
and second users 105a and 105b. In step 570, the first device 502a and the second device
502b now establish an IP connection directly between them and the third QS communication
channel 508 is formed when the IP connection is encrypted using the new QD key that is

associated with their communication pair.

[00345] Figure 5j is another signal flow diagram illustrating another example QS
communications establishment process 590 between at least two devices 502a and 502b
that have been registered in the QS network 101 of QS system 500 according to the
invention. The reference numerals of corresponding features and/or devices, servers,
components/elements, networks of figure 5a will be referred to when describing QS

communications establishment process 590. In this example, the QS communications
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establishment process 570 of figure 5i has been modified in which the initial communications
with the QS network 101 are over standard communications channels. Each user 105a (e.g.
Alice or 'A") and 105b (e.g. Bob or 'B") has stored on their end-point devices 502a and 502b a
first end-point QD Key and a second end-point QD key for use in QS communications with
the QS network 101. For example, the end-point devices 502a or 502b may be, without
limitation, for example, mobile devices, smart phones, laptop or other computer devices,
portable communications devices that do not have the capability of a QS server 103c, which
are hosted at a location with an OGR 172c¢ for receiving one or more sets of QD keys using
SQKD over one or more satellites 171a-171b. Rather, as described with reference to figures
1i-1j and/or figures 5a-5i, the end-point devices 502a and 502b can be made quantum safe
through a registration process.

[00346] Assuming that both the first and second users 105a and 105b of first and second
devices 502a and 502b have registered with the QS network 101 and QS system 500 as
described herein, the QS network 101 and QS system 500 are configured to assist an end
point device 502b (e.g. Bob) to establish a QS communications channel with any other
endpoint device 502a (e.g. Alice) anywhere in the world that is registered with the QS
network 101 of QS system 500. The QS communications establishment process 590 may

include the following steps of:

[00347] In step 591, the second endpoint device 502b (e.g. Bob) sends a request to connect
with user 105a (e.g. Alice) of the first end-point device 502b to the QS network 101. This
may involve, when user 105b (e.g. Bob) wishes to establish a third QS communication
channel 508 with user 105a (e.g. Alice), the user 105b (e.g. Bob) initially determining whether
the user 105a (e.g. Alice) is registered with the QS network 101. For example, user 105b
may send a connection request to the QS network over the second endpoint QS channel
506. Alternatively or additionally, the user 105b may be able to query a directory of users on
the QS network 101. For example, if user 105b (e.g. Bob) has a phone number or other
identifying details associated with user 105a (e.g. Alice) such as, without limitation, a phone
number, an email address or other identifier associated with user 105a (e.g. Alice), then the
second endpoint device 502b (e.g. Bob) sends a request to connect with user 105a (e.g.
Alice) of the first end-point device 502b to the QS network 101.

[00348] In step 592, a QS server of the QS network 101 on receipt of the request and any
identifying details of the first user 105a (e.g. Alice) may determine whether this user 105a is
registered with the QS system 500. If the user 105a (e.g. Alice) is registered with the QS
system 500.
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[00349] In step 593a, when the first user 105a is registered with the QS network 101, the QS
network 101 may send a connection query to determine whether the user 105a (e.g. Alice) of
the first endpoint device 502a wishes to connect with user 105b of the second endpoint
device 502b.

[00350] In step 593b, the first endpoint device 502a of the first user 105a (e.g. Alice) sends a
response message to the QS network over the first endpoint QS channel 504 indicating

whether the user 105a wishes to connect with user 105b.

[00351] In step 593c¢, the QS network 101 may send a confirmation response query the
second user 105b (e.g. Bob) confirming whether the first user 105a (e.g. Alice) wishes to
connect. If the first user 105a (e.g. Alice) agrees to the contact with the second user 105b
(e.g. Bob), the first and second user 105a and 105b (e.g. Alice and Bob) have effectively

agreed to a key exchange.

[00352] In step 594a, the second device 502b of the second user 105b (e.g. Bob) establishes
a second endpoint QS channel 506 with the QS network 101. For example, the QREF
application of the second end-point device 502b (e.g. Bob) uses a second endpoint QD Key
stored thereon (e.g. previously provided for from the registration process or a QREF key
update process and the like) to establish the second end-point QS communication channel
506 with the QS network 101. This is a bilateral channel.

[00353] In step 594b, the first device 502a of the first user 105a (e.g. Alice) establishes a first
endpoint QS channel 504 with the QS network 101. For example, the QREF application of
the first end-point device 502a (e.g. Alice) uses a first endpoint QD Key stored thereon (e.g.
previously provided for from the registration process or a QREF key update process and the
like) to establish the first end-point QS communication channel 504 with the QS network 101.

This is also a bilateral channel.

[00354] In step 595a, the QS network 101 requests a new QD key from an HSM 103a of the
QS network 101, which selects an available new QD key for use by the first and second
devices 502a and 502b to establish a third QS communication channel 508. In step 595b,
the HSM 106a delivers a QD Key ID of the new QD Key or the new QD Key to a QS server of
the QS network 101.

[00355] In step 5964, the new QD Key is sent over the first endpoint QS channel 504 to the
first device 502a of the first user 105a (e.g. Alice) and stored in the secure processor/memory
503d of the first device 502a.
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[00356] In step 596b, the new QD Key is also sent over the second endpoint QS channel 506
to the first device 502a of the second user 105b (e.g. Bob).

[00357] Thus, inside their bilateral QS channels with the QS network 101, the second user
105b (e.g. Bob) and the first user 105a (e.g. Alice) receive a new QD Key, which is the same.
The QD Key or QD Key ID number they now associate with the communication pair channel
between them for all future use. That is, secure processor/memory of the first endpoint
device 205a of the first user 105a and the second endpoint device of the second user 105b
may record an association with the new QD Key and the communication pair of the first and
second users 105a and 105b for use in future communications between the first and second
users 105a and 105b.

[00358] In step 597, the first device 502a and the second device 502b now establish an IP
connection directly between them and the third QS communication channel 508 is formed
when the IP connection is encrypted using the new QD key that is associated with their

communication pair.

[00359] Figure 6a is a flow diagram illustrating an example QS key sharing/transaction
signing process 600 using a QS system as described with reference to any of figures 1a to 5i,
combinations thereof, modifications thereto and/or as described herein. Although external
DLT solutions may provide many advantages from major cost savings in back office
operations by corporations/companies (e.g. financial services companies) through to
significant advances in quality through the generation of immutable proof of transaction
details and the like, the DLT market has not been able to establish a sufficient level of trust
by corporations/companies and end-users in adopting or using the technology. For example,
there has been a lot of bad publicity in recent years in relation to malicious users/agents or
hackers taking advantage of various DLT signature schemes by stealing a user's signature
signing credentials and thus being able to masquerade as the user and steal and/or access
that user's DLT assets using the signing credentials. For example, a malicious actor may
steal a user's DLT/Blockchain assets (e.g. Bitcoin and the like) by gaining access to a user's
private cryptographic keys (e.g. signing credentials) that are used for signing DLT/Blockchain
transactions. This has led to user's keeping their signing credentials (e.g. private keys)
offline, which is recommended best practice, and/or using secure wallet facilities and the like.
However, such systems are either inconvenient to use (e.g. offline requires the user keeps a
copy of the credentials on their person should they wish to sign a DLT transaction at any
time) and/or still capable of being attacked by malicious actors/hackers and the like (e.g. the
user has to trust the security measures a secure wallet facility had built in). Thus, there is a
need for a more secure system/mechanism that enables secure signature schemes to be

used to confirm a transaction by a user or between user(s)/parties into a ledger.
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[00360] The QS system as described with reference to figures 1a-5i uses a repository that
may be based on distributed ledger technologies (DLT) network. A repository that is based
on DLT, i.e. a DLT repository is leveraged by the QS system and the QREF locator and
QREF access token process(es), engine(s), mechanisms and apparatus for enabling access
to the data items stored in the DLT repository from any geographic location with a QS server,
QS Registration server, and/or RS nodes and the like that are connected to the QS network
of the QS system according to the invention. The QS system can be leveraged to create an
alternative signature scheme that would deliver a high level of trust for users of the DLT
within QS system and/or users of external DLT systems when using a QS key

sharing/signature scheme as described herein.

[00361] In essence, a DLT system can make use of the QS system and the QS network to
enable secure signing of transactions into a ledger of the DLT system using, without
limitation, for example a "numbered” key stored in the meshed network of QS servers, each
server including an HSM, (e.g. meshed HSMSs) in a manner that every QS server and/or node
of a QS server in the QS network can recognise. This enables the QS system to receive a
request for signing a transaction from a user, retrieve the corresponding signing key (or
"numbered" key) and sign the transaction using the signing key on behalf of the user, without
the signing key leaving the QS network, where the signed transaction is delivered to the user
and/or DLT system for insertion onto the ledger and the like. Furthermore, if in future the
transaction needs to be re-opened, or referred to by a third party such as a regulator, the
signing key can be shared, with permission of the user, by adding that third party to have
permissions to use the associated key to access the transaction and the like. The

permissions granted may only enable the third party to see and/or review the transaction. .

[00362] Accordingly, the QS key sharing/signature process 600 may provide the following
enhancements to DLT/Blockchain technologies and the like including, without limitation, for
example: Shared signing keys between load balanced QS servers and/or HSMs across
geographical regions; encryption of data backups; sharing of secrets for ledger interop;
sharing of keys; sharing of master HD keys; improvements to the signing security of all DLT

technology platforms and/or networks allowing them to be ‘Quantum enabled’.

[00363] The QS key sharing/transaction signing process 600 may be performed on a QS
system including a QS network, the QS network comprising a plurality of QS servers, each
QS server including an HSM with a set of QD Keys stored thereon, which are identical or
substantially the same as described with reference to figures 1a to 5i and/or as described
herein. One or more QS server(s) of the QS system may include a QS DLT
signing/verification mechanism/application that performs the example QS key

sharing/transaction signing process 600. The process 600 may use QD keys from the
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identical set of QD keys distributed using QKD (e.g. SQKD or terrestrial QKD) and stored in a
QS manner by the QS server(s) (e.g. unbreakable QD keys) such that, without limitation, for
example QREF locators and access tokens as described herein may be leveraged for storing
a set of one or more signing keys or credentials of a user for use in signing transactions for
submission to a DLT system. For example, a transaction along with an indication of the
signing key (e.g. an QREF access token associated with a signing key) may be submitted by
a registered user to the QS system for QS DLT signing prior to submission of the signed
transaction to the counterparty to the transaction and/or prior to submission of the signed

transaction into, for example, an external DLT and/or blockchain system and the like.

[00364] The QS key sharing/signing process 600 eliminates the need or requirement for
users to have, without limitation, for example their private/public keys and/or other user
credentials required for signing/verifying blockchain/DLT transactions to be stored on their
end-point device, or even stored offline. The QS key sharing/signing process 600 enables a
registered user of the QS system to have, without limitation, for example their private/public
keys, master keys and the like, or user credentials and the like, and/or even a set of QD keys
and/or private/public QD keys assigned from the set of QD keys on an HSM of a QS server to
be securely stored and accessible in a QS manner for signing transactions and the like. For
example, the QS key sharing/signing process 600 enables QS signing/verification of
blockchain/DLT transactions, which substantially mitigates malevolent actors or hackers
misuse/stealing transactions or digital assets or submitting false transactions from
private/public keys stolen from a user's end-point device or conventional digital wallet and the
like.

[00365] The QS key sharing/transaction signing process 600 may be performed on a QS
system including a QS network, the QS network comprising a plurality of QS servers, each
QS server including an HSM with a set of QD Keys stored thereon, which are identical or
substantially the same. The QS key sharing/transaction signing process 600 may include the
following steps of: In step 602a receiving a set of keys from a registered user. For example,
registered user may have registered an end-point device and set-up a quantum-safe channel
between the end-point device and the QS system, where the user then submits or sends,
over the QS channel, the set of keys for storing in the repository (e.g. QS DLT) of the QS
system. Alternatively or additionally, Step 602b may be performed in which a registered user
and/or a DLT system may request on behalf of the registered user a set of keys be generated
or assigned using any unassigned QD keys from the set of QD key of the HSM mesh of the
QS system (e.g. the network of QS servers including an HSM with an identical set of QD
keys stored thereon). Either way, the QS key sharing/transaction signing process 600
receives a set of keys associated with the registered user for use in signing/verifying

transactions and the like.
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[00366] In step 604, each of the keys may be stored as a data item in the QS repository of
the QS system (e.g. QS DLT). This includes generating a QREF locator for each key in the
received set of keys based on the registered user and/or a QD key from the set of QD keys
that is assigned for encrypting said each key for storage in the QS repository. For example,
for each key in the received set of keys, a QREF locator is generated (e.g. using a QREF
engine or QREF locator generation process/algorithm as herein described) for use in storing
said each key as a key data item in the QS repository, where the QREF locator is a unique
value that is sued to address the key data item in the QS repository. The key data item is
also assigned a QD key for generating the QREF locator and for encrypting the key data item
when storing in the QS repository. As the QREF locator is used to refer to the
location/address of the key data item in the QS repository, the assigned QD key is linked to
the QREF locator in the meshed HSM of the QS server(s), and also the encrypted key data
item is stored with the QREF locator in the QS repository. Thus a set of one or more QREF
locators is generated, each QREF locator corresponding to a key of the received set of keys.
In order to access the key data item when it is stored in encrypted form in the QS repository,

a QREF access token for each key in the received set of keys is required.

[00367] In step 606, a QREF access token is generated for each key in the received set of
keys based on the corresponding QREF locator generated for each said key in the received
set of keys. Although the QREF access token is based on the QREF locator, the QREF
access token is generated in a fashion that the QREF locator cannot be derived from the
access token. For example, the QREF access token may be generated using a one-way
function with at least the QREF locator as input (e.g. a one-way hash function). The QREF
access token is also configured to be unique. For example, an QREF access token for each
key in the received set of keys is generated (e.g. using an QREF access token engine and/or
QREF access token generation process/algorithm as herein described) based on the QREF
locator, user input data and the like, and/or the QD key assigned for encrypting the data item.
Preferably, the QREF access token is generated based on at least the QREF locator
corresponding to the data item that the QREF access token enables a user to access or use.
Thus, a set of one or more access tokens is generated, each QREF access token

corresponding to a key of the received set of keys.

[00368] In step 608, each key of the received set of keys is stored as an encrypted data item
in the QS repository based on the QREF locator and the QD key assigned for encrypting the
data item. For example, the encrypted data item representing each key is stored in the QS
repository using the QREF locator as the address for storing the encrypted data item in the
QS repository. For example, the QS repository may have a logical address to physical
address mapping or table, where the QREF locator is a logical address, which is mapped to a
physical address and the like of the QS repository.
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[00369] In step 609, each QREF locator is mapped or linked to the corresponding QD key

used to encrypt each data item in the corresponding HSMs of each QS server.

[00370] In step 610, each QREF access token corresponding to each key of the received set
of keys, or a set of access tokens corresponding to the received set of keys are stored and/or
sent to the registered user and/or parties that have permissions to access one or more keys

from the received set of keys.

[00371] Thus, a registered user may submit a transaction and an QREF access token
associated with a key of the received set of keys, along with their user credentials (e.g. using
two-factor authentication or any other secure authentication process) to prove they are who
they say they are, to the QS system for having the QS system sign the transaction with the

key associated with the access token.

[00372] It is noted that a malevolent actor or hacker must not only have access to the QREF
access token of a registered user, but has to also be able to impersonate the registered user
by having their user credentials for signing into the QS system and also overcome any
secure authentication procedure (e.g. two-factor authentication and the like) that the
registered user is required to go through in order to have a chance at submitting a "bogus”
transaction for signing with the access token. Furthermore, the malevolent actor or hacker
also has to defeat any consensus mechanism, algorithm, and/or rules associated with the
DLT and/or shared ledger. Thus the QS system has a number of failsafe measures that
enhances the security and integrity of data items stored thereon and providing access only to

authorized users and the like.

[00373] Figure 6b is another flow diagram illustrating another example QS transaction signing
process 620 for use with the process 600 of figure 6a using a QS system according to the
invention. The QS transaction signing process 620 assumes one or more credentials, one or
more keys of a set of keys, a set of master keys, a set of signing keys or user credentials and
the like are stored in the QS repository based on one or more QREF locators, and each key
of the set of keys and/or each set of keys is associated with an QREF access token as
generated, without limitation, for example in relation to QS process 600 of figure 6a. The QS
transaction signing process 620 includes the following steps of. In step 622, a data item, a
message and/or transaction associated with a registered user and an QREF access token is

received for signing the data item, the message and/or the transaction, respectfully.

[00374] The data item, message and/or transaction may be received in a user request for
signing the data item, message and/or transaction. Alternatively, or additionally, the user
may submit a request, message, and/or transaction in a particular format that is recognized
by the QS system as a message and/or transaction requiring signing by a key stored in the
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QS repository and associated with the registered user. The QREF access token may be
included within the message and/or transaction and/or the QREF access token may be
received alongside the message and/or transaction requiring signing. In this case, it is
assumed that the QREF access token is associated with at least one key from a set of keys
associated with the registered user for signing transactions. The QS system may be identify
that the QREF access token and/or transaction is requiring signing based on, without
limitation, for example the type or format of the access token, and/or the type or format of the
request from the registered user and the like. In any event, the QS server/system that is
processing the QREF access token and the request, message and/or transaction identifies
that the request, message and/or transaction requires signing by a key from a set of keys
associated with the registered user. However, given that each key in the set of keys or each
set of keys are stored as an encrypted data item in the QS repository with a corresponding
QREF locator as the address, the QREF locator associated with the signing key is required to
be determined from the QREF access token and/or the user credentials of the registered

user and the like.

[00375] In step 624, the QREF access token is analyzed (e.g. the QREF access token and
any required user data/input data from the user is input to a QREF locator engine as

described herein) to identify the QREF locator associated with the access token.

[00376] For example, the QREF locator may be identified based on generating a temporary
QREF access token for each of the QREF locators determined to be associated with the
registered user, where each temporary QREF access token is compared with the received
access token. The QREF locator corresponding to the temporary QREF access token that
matches the received QREF access token is identified as the QREF locator that is associated
with the received access token. This process may use the user credentials input by the
registered user to determine the QREF locators associated with the registered user. The
user may be required to use two factor authentication or other authentication methods or
processes during the identification process to ensure the QREF access token that is
submitted is actually submitted by a registered user that is allowed to access the data item
associated with the identified QREF locator.

[00377] In any event, the QS signing process 620, in step 626 retrieves the encrypted data
item corresponding to a key from the QS repository based on the identified QREF locator.
The identified QREF locator is also used to identify the QD key used to encrypt the encrypted
data item, thus the key may be retrieved by decrypting the encrypted data item using the
identified QD key associated with the identified QREF locator. For example, in this case the
data item may correspond to a key from a set of keys used for signing transactions,

messages, requests and the like. In retrieving the key,
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[00378] In step 628, the request, data item, transaction and/or message is digitally signed

using the retrieved key.

[00379] In step 630, the signed request, data item, transaction and/or message is provided to
the registered user, and/or sent on behalf of the registered user to, without limitation, for
example a DLT system for submitting the signed transaction, a counter party to the
transaction, and/or any other party or system requiring receipt of the signed transaction and
the like.

[00380] It is noted that the QS signing process 620 may be performed by a QS server of the
QS system. In particular, the QS signing process 620 may be performed by the HSM, or a
component and/or module thereof, of a QS server of the QS system. An HSM provides a
secure environment for storing and performing cryptographic operations and the like. In
particular, the HSM provides a secure processing environment for processing the access
token, identifying the QREF locator, retrieving the encrypted data item and decrypting the
data item to reveal the corresponding key, and for digitally signing the transaction/message
and/or request using the corresponding key, where the signed transaction/message or
request may be sent to the registered user without revealing, without limitation, for example
the QREF locator, the QD key used to encrypt the data item, and the key used to sign the

transaction, message and/or request.

[00381] Figure 6c¢ is a further flow diagram illustrating an example end-point QS key
sharing/transaction signing process 640 performed by an end-point device of a registered
user for use with the QS signing process(es) 600 and 620 of figures 6a or 6b according to the
invention. It is assumed that the registered user of the end-point device already has a set of
access tokens for use in signing one or more transactions, messages and/or requests. This
means each QREF access token of the set of access tokens corresponds to a key of a set of
keys stored within the QS system in a QS repository according to the invention. However,
the QREF locator corresponding to the logical address of the encrypted data item
corresponding to the key is unknown to the registered user or any other process or system
outside the QS system. Thus, the registered user or any other party that has the QREF
access token cannot derive the QREF locator and hence cannot find or access the
corresponding data item. The endpoint QS key sharing/transaction signing process 640

includes the following steps of:

[00382] In step 654, receiving a transaction, request or message for signing.

[00383] In step 644, sending a signing request to a QS system (e.g. QS server and/or
Registration server or node of the QS system), the signing request including data
representative of a transaction, message or request requiring signing, and an QREF access
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token associated with a key to be used for digitally signing the transaction, message and/or
request. On receipt of the signing request, the QS system may request user credentials
associated with the QREF access token and/or the signing request to identify whether the
user is a registered user, and to also verify that the registered user has permissions to use
the QREF access token and the like. This may include two factor authentication or any other
secure authentication process to ensure the user is a registered user and are who they say
they are. The QS system may then perform QS key sharing/transaction signing process 620
as described with reference to figure 6b in relation to the signing request and/or the
transaction, message and/or request requiring signing and the received QREF access token

from the registered user.

[00384] In step 646, receiving, from the QS system, a signed transaction.

[00385] In step 648, sending the signed transaction to a DLT system, other system, and/or
counterparty and the like for processing and using the signed transaction.

[00386] In step 650, optionally indicating that the QREF access token from the set of access
tokens used to sign the transaction, request, or message has been used. That is, each
QREF access token may only allow a one-off signing of a transaction, thus, the end-point
device indicates that this QREF access token has been used for signing a transaction, and
so may not be used again. Nevertheless, this may depend on the application and/or system
requiring the signed transaction. For example, a system may be designed that allows
multiple uses of an QREF access token for signing transactions, in which case there may not
need to be a limit on how many times the QREF access token is used. Nevertheless, from a
security stand-point, it is preferred that each QREF access token is a one-time use access
token, and so step 650 may be required at the end-point to prevent the registered user from
attempting to use the same QREF access token twice when signing transactions/messages

and/or requests.

[00387] Alternatively, or additionally, steps 646 and 648 may be dispensed with as the QS
system may instead be configured to send and/or forward the signed transaction onwards to
a DLT system, any other system and/or counterparty and the like requiring the signed
transaction. Such forwarding information may be included in the signing request or submitted
by the registered user of the end-point device during the credential check and/or when

logging into the QS system and the like.

[00388] Figure 6d is a flow diagram illustrating an example QS cryptographic process 650 for
performing QS cryptographic processing of a data item, transaction or message using a QS
network. The QS network may be based on any of the QS networks of the QS systems
described with reference to figures 1a to 5j, combinations thereof, modifications thereof
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and/or as described herein. In essence, the QS network includes at least two QS servers
and a repository for storing and accessing data items associated with users of one or more
end-point devices. Each QS server includes a HSM with an identical set of quantum
distributed (QD) keys stored thereon and the QS servers communicate securely with each
other and the repository, which may be a DLT, using quantum encryption based on one or
more available QD keys from the set of QD keys. QS cryptographic process 650 for

performing QS cryptographic processing of a data item includes the following steps of:

[00389] In step 651, receiving data representative of a dataset, transaction or message

requiring a cryptographic processing associated with a user or system.

[00390] In step 652, receiving a QREF access token associated with a data item stored in the
repository. The data item is associated with a cryptographic key for use in cryptographically

processing the received data representative of a data item, transaction or message.

[00391] For example, the data item may be a cryptographic key from a set of cryptographic
keys for use with cryptographic processing based on one or more cryptographic operations.
The cryptographic operations may include one or more cryptographic operations based on
the group of: encryption, digital signing, decryption, authentication, hashing, authenticated
encryption. The data item was stored in the QS repository prior to receiving the QREF

access token in relation to the data item.

[00392] For example, the QS network 101 may have received a set of cryptographic keys
associated with the system or the user of an end-point device from the system or end-point
device. Alternatively the QS network may have received a request to generate a set of
cryptographic keys from a system or end-point device of a user. This may involve generating
a set of cryptographic keys associated with the system or the user based on one or more
available QD keys from the set of QD keys in the HSM. Either way, a set of cryptographic
keys is received by the QS network 101.

[00393] Once received, a QS server may be configured for generating, for each key in the
received set of signing keys, a QREF locator based on system data of the system or user
data of the user and an available QD key from the set of QD keys, where a set of QREF
locators is generated corresponding to the set of cryptographic keys. Each QREF locator in
the set of QREF locators is linked to the corresponding available QD key of the set of QD
keys. The QS server is further configured to send, for each QREF locator in the set of QREF
locators, each QREF locator and an encrypted data item (e.g. a cryptographic key) to the
repository for storage, where the encrypted data item is linked to the QREF locator when

stored. The encrypted data item includes a data item representative of a key from the set of
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corresponding to said each QREF locator.

[00394] The QS server may then be configured for generating, for each QREF locator in the
set of QREF locators, a QREF access token based on each QREF locator, where a set of
QREF access tokens are generated corresponding to the set of cryptographic keys. Thus,
the set of QREF access tokens are sent to the system or a device of the user associated with
the set of cryptographic keys, which can be used for accessing the a cryptographic key for
use in cryptographically processing (e.g. in the HSM of a QS server) data received from a

system or user.

[00395] In step 653, identifying a QREF locator based on the QREF access token and input

data from the user or system.

[00396] In step 654, in response to identifying the QREF locator, retrieving the data item from
the repository. The retrieved data item is decrypted using the QD key corresponding to the
QREF locator.

[00397] In step 655, processing the received data representative of a dataset, transaction or
message using one or more cryptographic operations based on the retrieved decrypted data

item.

[00398] In step 656, sending the cryptographically processed data representative of a dataset
item, transaction or message. For example, the cryptographically processed data
representative of a data item, transaction or message may be sent to another system (e.g. an
external DLT system/blockchain system/distributed ledger system/shared ledger system and
the like) for storage and/or processing. Alternatively or additionally, a cryptographically
processed data representative of a transaction may be sent to another device of another user
that is a counter-party to the transaction. Alternatively or additionally, a cryptographically
processed data representative of a message (e.g. email), which may be addressed for
sending to another device, apparatus or server and the like, may be sent to the address for

receiving the cryptographically processed message.

[00399] When the other system is an external DLT system, blockchain system, distributed
ledger system, or a shared ledger system, the system may be configured to use a consensus
method or process for verifying whether one or more cryptographically processed data
item(s), cryptographically processed transaction(s) or cryptographically processed
message(s) should be stored in the distributed ledger, shared ledger and/or blockchain

associated with said other system.
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[00400] As an example, the above QS cryptographic process 650 may be used for signing
transactions for submission to a DLT system, blockchain system and the like. The set of
cryptographic keys may be a set of cryptographic signing keys associated with a user of a
DLT/blockchain system. The cryptographic operations including one or more digital signature
cryptographic operation(s) or algorithm(s) associated with digitally signing one or more data
item(s), transaction(s), or message(s) using a signing key. The user may be required to use
the set of cryptographic signing keys for digitally signing DLT/blockchain transactions. As
described, the set of cryptographic signing keys may be sent to the QS network for storage
as data items in the repository or DLT of the QS network. The user may have received a set
of QREF access tokens associated with the set of signing keys, where each QREF access
token corresponds to accessing a particular cryptographic signing key of the set of signing
keys. The signing keys may be shared with one or more users by registering permissions for
the one or more users to use one or more QREF access tokens associated with the set of
signing keys. Thus, the signing keys are shared with multiple users enabling each user to
request that the QS network uses a signing key for digitally signing a data item, transaction
and/or message. The one or more QREF access token(s) may be sent to the one or more
systems, or one or more devices associated with the one or more users that have

permissions to use the QREF access token(s).

[00401] Furthermore, to ensure geographically located HSMs may access the set of signing
keys, the set of signing keys may be transmitted over the QS network to one or more load-
balanced geographically located HSMs. The set of signing keys are stored in the repository
accessible by the HSMs via the QS network. Thus, the corresponding QREF access tokens
associated with the set of signing keys may be sent to one or more systems, or one or more
devices of users located in relation to the geographically located HSMs. These systems, or
one or more devices of users located in relation to the geographically located HSMs are
registered with the QS system and configured to have permissions to use the QREF access

tokens.

[00402] Similarly, the sharing of master keys or secrets may be performed for ledger
interoperability. For example, the above QS cryptographic process 650 may be modified
such that the set of cryptographic keys may be a set of master keys or secrets associated
with two or more systems (e.g. different DLT/Blockchain systems) requiring interoperability.
In this case, registering permissions for the two or more systems to have access to the data
items (e.g. master keys/secrets) based on one or more QREF access token(s) may be
performed. The one or more data item(s) representing said one or more master key(s) or
secrets stored in the repository/DLT of the QS network. These are used in cryptographic
operations on one or more received data items, received transactions or messages from

each of the two or more systems and enable interoperability between these two or more
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systems. The one or more QREF access token(s) may be sent to the two or more systems

and/or devices of users associated with the two or more systems.

[00403] Similarly, the sharing of master HD keys may be performed by QS cryptographic
process 650, where the set of cryptographic keys are a set of master keys. The set of master
keys may be a set of master hierarchical deterministic (HD) keys. Thus, once the set of
master HD keys are stored in the repository of the QS network, one or more users or
systems may be given permissions to access the data items corresponding to one or more of
the master HD keys. For example, permissions for one or more users to access data items
based on one or more QREF access token(s) may be registered with the QS network, where
each user may require registration. The data items correspond to one or more data item(s)
representing one or more master key(s) stored in the repository for use in cryptographic
operations on data representative of the one or more received data items, received
transactions or messages using one or more master HD keys corresponding to the one or
more QREF access token(s). Those devices or systems associated with the one or more
users with permissions to use one or more master HD keys are sent the corresponding one

or more QREF access token(s).

[00404] In another example, similarly, QS cryptographic process 650 may be used for
encrypting data backups. For example, in the QS cryptographic process 650, the set of
cryptographic keys may include a set of cryptographic encryption keys associated with the
system or the user for use with one or more encryption cryptographic operation(s) or
algorithm(s) associated with encrypting data. This may include encrypting data
representative of one or more data item(s), transaction(s), or message(s) using a
cryptographic encryption key corresponding to a QREF access token. The received one or
more data items may include data representative of a dataset requiring to be backed-up
and/or archived. In another example, in the QS cryptographic process 650, the set of
cryptographic keys may include a set of cryptographic decryption keys associated with the
system or the user for use with one or more decryption cryptographic operation(s) or
algorithm(s) associated with encrypting data. This may include decrypting any encrypted
data representative of one or more encrypted data item(s), encrypted transaction(s), or
encrypted message(s) using a cryptographic decryption key corresponding to a QREF
access token. The received data representative of one or more data items may include
encrypted data representative of an encrypted dataset that has been backed-up and/or

archived and requires decryption with the corresponding decryption key.

[00405] Some of the examples described above use hardware security modules (HSM). In
some examples such an HSM may be a Mesh HSM or HSM Mesh (Clustered multiple

Hardware Security Modules with embedded Quantum Random Number Generator). In other
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examples such HSMs may be replaced by other types of secure memory or secure storage,

such as a secure processor enclave.

[00406] Digital Financial Services are rapidly extending across both the developed and
developing world as a day-to-day alternative to the physical cash economy. The current
money market distributed financial system typically consists of the following components,
without limitation, for example: 1) Core Mobile/Service/Business Network Operator/Telecom
infrastructure and/or Payments Network Operators, which use RSA Encrypted cryptography
that is vulnerable to attack from Quantum Computers; 2) User devices with Apps or more
usually USSD menu interfaces; 3) Exchanges & Agents (e.g. human ATMs) that provide
cash-in/cash-out services, to turn physical cash into electronic cash (e.g. ECash); 3) Banks,
which are normally integrated at a data layer via application programming interface(s)
(API(s)) across systems (e.g. OpenBanking and the like); and/or 4) third party technology /
financial service providers that offer, without limitation, for example Payment services, peer-

to-peer (P2P), money transfer and remittance, loans/savings etc and the like.

[00407] However, the promised power of QCs could result in a systemic failure of the current
financial services approach to security and privacy. For example, the recent spate of security
breaches and data leaks emphasise just how vulnerable businesses and individuals are if
they are unable to maintain the trust of their customers/vendors and the market. Current QC
techniques are particularly good at solving certain types of mathematical problems — these
typically involve searching for prime factors and unstructured data searching. Although it may
be a while before QC can be applied to more general problems, it is still very important to
focus on areas where it is likely to demonstrate material benefit compared to classical
computing techniques. The simple hard fact that RSA/PKI/Diffie-Helman ciphers are
compromised by QCs (NIST 2016), requires the financial services industry to replace these
with new QS cryptography solutions. QKD is currently the only provably safe quantum

solution that financial services may use to solve this challenge.

[00408] A significant threat to the integrity of financial data in the cloud is the technique of
harvest and decrypt, which is already being deployed by cybercriminals. This technique sees
sensitive files, which could include information such as account holders’ addresses and
names, scraped and stored by malicious parties until they have the capability in the future to
decipher the contents with quantum computers (the power of which will vastly outstrip that of
classical computers). Even currently secure data is, therefore, already vulnerable to the

hackers of the future.

[00409] Furthermore, leaked data does not only cost in terms of the danger of personal and

business critical data being readily obtainable online. Reputations can also be damaged,

122



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

35

possibly irreparably, and the monetary cost may be high. For example, the financial industry
has been found as having amongst the highest per-record costs in data breaches out of 17
sectors surveyed in a recent IBM report, at $245 (£191) per record, and second only to
healthcare at $318 (£249) per record.

[00410] Quantum cryptography has the ability to usher in a new age of ‘unhackable’ online
communication, as long as there is uptake by the finance industry and its customers. For
example, QKD seeks to provide a method to generate and exchange a key while
communicating over a public or conventional communication channel. Rather than relying on
computational difficulty, QKD uses the properties of quantum physics to ensure its security.
Specifically, it takes advantage of the fact that the very act of measuring a quantum system
changes it and so any interception of the transmission can be detected. QKD distribution is
particularly useful for securing a specific communication channel for a specific session. If
interception is detected or suspected at any time, the encryption key can be changed

ensuring that secure data transmission is restored.

[00411] The QS system(s) 100, 165, 170, 175, 180 and/or 190 (also referred to herein as a
QS cloud platform) and applications thereof as described with reference to any of figures 1a
to 6d, combinations thereof, modifications thereto, and/or as described may be used and
adapted to provide an solution to the above-mentioned problems for the financial services
industry. For example, application of the QS network and/or QKD network of the QS
system/QS cloud platform may be effective for CHAPS, SWIFT, BACS, RTGS payments,
transfers and settlement systems. Another application, as described herein, may be two-
factor transaction authentication. In the QS system, QKD may be configured to create
multiple one-time ‘passwords’ (OTP) also referred to herein as QD keys/QS keys, which
could be dispensed contactlessly to a mobile device via a "quantum ATM". These can verify
in-person or online transactions, and are safer than passwords or PIN numbers which are
frequently copied or stolen. The QS system may be configured to secure networks for Banks
for securely, in a quantum safe manner, sending sensitive data from, without limitation, for
example a Bank's headquarters to a datacentre or disaster recovery site and the like, where
any transmission of data can be secured using, without limitation, for example satellite-QKD
of the QS system(s) and/or QS cloud platforms 100, 165, 170, 175, 180 and/or 190 and
applications thereof as described with reference to any of figures 1a to 6d, combinations
thereof, modifications thereto and/or as described herein. Furthermore, new blockchain
banking topologies, which are progressively being adopted, show multiple vulnerabilities in
their storage of private-public key pairs. The QS system/QS cloud platform digital signature
solution as described with reference to figures 6a to 6d and/or as described herein, which
includes QKD, may assist in solving this challenge for this and any solution requiring private

keys and the need to secure digital assets.
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[00412] Indeed, there are many use cases and applications for the QS cloud platforms 100,
165, 170, 175, 180 and/or 190 and applications thereof as described with reference to any of
figures 1a to 6d, combinations thereof, modifications thereto, and/or as described herein such
as, without limitation, for example quantum safe electronic/digital payments. The QS system
or QS cloud platform 100, 165, 170, 175, 180 and/or 190 may be configured or adapted to be
used as a quantum safe electronic/digital payment system, referred to as QS payment
system, in which registered end-point devices of users may securely make payments and
transfer value, such as, for example fiat currency, or digital currency, having a cash value.
The digital currency may be a central bank digital currency corresponding to a fiat currency,
but in digital form. Such a central bank digital currency may include future central bank digital
currencies which have not yet been issued. The digital currency may be regarded as having
an electronic cash value. The QS payment system may make use of digital assets called
Quantum Money (QM) that enable users of registered end point devices to securely transfer
value and/or securely make payments to other users of the QS cloud platform and the like.
For example, an end point device of a user may be registered with QD keys that enable a
QM client application on the device to perform QS communications with the QS Cloud
Platform and perform a digital payment methodology that makes use of the resources of the
QS cloud platform. For example, the digital payment/transfer methodology makes use of
QKD, QD keys, QS key, and DLT/blockchain technologies of the QS network in the QS cloud
platform 100, 165, 170, 175, 180 and/or 190 for storing and/or transferring digital assets/QM
money for use, without limitation, corporate customers, private customers, users, consumers,
and the like with endpoint devices registered with the QS cloud platform. The digital
payment/ransfer methodology as described herein provides the advantages of enabling
secure payments/transfers, trust between parties, generating efficiencies and negligible
transaction costs that currently plague crypto currencies whilst simultaneously removing
exchange rate risk (e.g. this is very high in crypto currencies such as, for example, Bitcoin
and other crypto currencies) and also creating customer, consumer, and/or corporate trust by

representing QM money value in their native fiat currency.

[00413] Figure 7 is a schematic diagram showing an overview of an example Quantum
Money (QM) system 900. The QM system 900 provides a quantum safe alternative to digital
wallet systems. The QM system 900 can provide a platform on which users, such as
individuals and corporate entities, can maintain accounts that correspond to an amount of fiat
currency stored in a central database. The QM system 900 enables users to trade money
with other users, and with external conventional bank accounts, in a quantum secure

manner.

[00414] The QM system 900 is provided and supported by a Quantum Safe (QS) cloud
platform/system 902 based on the QS system(s) 100, 165, 170, 175, 180 and/or 190 as
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described with reference to any of figures 1a to 6d, combinations thereof, modifications

thereto and/or as described herein.

[00415] An overview of the operation of the QM system 900 is that the QM system 900
operates via an app loaded onto each of a plurality of user devices 904 operated by the users
of the QM system 900. An application layer 906 of the QM system 900 cooperates with the
apps to allow each user to use their user device 904 to send money to and from a respective
centralised user bank account, details of which are stored and protected in a central registry
908. Money held on behalf of each user, which is regarded as being in the respective user
bank accounts, is converted to a token system to allow for ease of dealing with exchange
rate fluctuations, for example when payments to or from a user are in a different currency
from the currency of the user account. The QM system 902 is arranged to operate so that the
users will not see the value expressed in terms of tokens, but will instead see the value in the
currency that they initially provided to their account. This currency may be a fiat currency, or
digital currency, having a cash value. The digital currency may be a central bank digital
currency corresponding to a fiat currency, but in digital form. Such a central bank digital
currency may include future central bank digital currencies which have not yet been issued.
The digital currency may be regarded as having an electronic cash value. For payments into
the account, this value will be fixed when the payment is made into the account, regardless of
subsequent changes in the relative values of the tokens and different currencies.

[00416] The QM system 900 is provided with QD keys as necessary by a management
system 910, which manages QD keys provided via QKD (e.g. satellite QKD and/or any other
type of suitable QKD system the like) and carries out any necessary QD key verification. The
management system 910 also provides any information required by the QM system 900,
including, for example, current exchange rate information. In some examples the

management system 910 may be provided by an Arqit service.

[00417] In operation, the QM system 900 makes use of QD keys at three points in the
system architecture. QD keys are "baked in" to user devices, either at point of first contact
with the QM system 900, or on manufacture, QD keys are provided to the network providers,
and QD keys are managed by the management system 910. All three of these QD keys are
required for verification. Accordingly, the management system 910 is able to demand that
any desired Know Your Client or Know Your Customer (KYC) and/or Anti-money laundering
(AML) checks and/or controls are performed before providing their portion of the key, so that

compliance with these checks and controls cannot be evaded by users.

[00418] The QM system 900 provides a permissioned, global ledger system that can serve

as a global payment rail and global deposit account ledger, enabling clients to transfer
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currency held on deposit with the QM system 900. Based on the principles of a Bank Issued
Digital Currency or tokens, but using the QM system 900 as a vehicle, the QM system 900
may facilitate real-time value movement, helping to solve common hurdles of traditional

cross-border payments.

[00419] The QM system 900 may allow banks to lower costs and increase shareholder
return. The QM system 800 may provide a digital platform for internal use by the bank and for
the use of its customers. The QM system 900 can integrate into the core book of record
systems already in use and be implemented as a new payment rail alongside existing

payments systems.

[00420] The QM system 900 may provide a solution to the complex challenges of cross
border payments and help simplify its users money moving needs through next generation
corporate treasury services with an elevated level of Quantum Security over existing treasury
services. The QM system 900 may provide advantages such as a single global bank account
providing 24/7 always on money, immediate settlement, immediate local currency settlement,
24/7 follow the sun capital, digital representation of conventional 'paper' money, improved

risk, reduced operating costs, reduced equipment costs, and quantum safe security.

[00421] By having a single global bank account the current financial position of an account
holder/system user can be more easily and clearly understood, risk can be calculated
centrally, and the ability to provide agile capital for opportunities is maximised. This may be
particularly advantageous for corporate users, such as companies, having relatively complex
financial affairs, particularly if these are spread across multiple fiat currency zones. Most
companies must produce an annual report to bring their financial position into alignment with
their various IT systems. The QM system 900 may enable a single P&L number to be
provided which is always accurate at that point in time so that the company always knows its

exact financial position.

[00422] Currently, companies face significant expenditure and use complex systems
architectures to operate a global businesses treasury service, calculate risk, and ensure
alignment of general ledger systems. The QM system 900 may enable significantly lower
operating and system costs and so provide the opportunity to allow the capital tied up in
funding this expenditure and providing these complex systems to revenue making activities.
Further, the QM system 900 may allow operations to be centralised, being closer to
management command & control, so that management information is more accurate and real
time allowing executives to make more informed decisions. Settlement and Netting may be

improved, and risk calculations become much simpler.
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[00423] Advantages provided by the QM system 900 to user companies may include the
single Global Bank account principle. Companies have an annual report which shows the
financial results for global operations. This principle may also be applied for the Global Bank
account supported by the QM system 900 and comprising one decentralised general ledger.
Today firms hold accounts in many countries which ties up money, they must also pay to
move money to meet their business needs between global locations. The ability to have an
immediate company P&L position understood in real-time 24/7 is a powerful capability for an

organisation.

[00424] Advantages provided by the QM system 900 to operator banks may comprise a
reduction in cost. The QM system 900 solution reduces the infrastructure cost for the
movement of money and the need to have start of day and end of day processing in
international locations. The bank account is open 24/7 allowing for follow the sun treasury
operations. Advantages provided by the QM system 900 to operator banks may comprise a
reduction in operating cost. Typically, in conventional banks, there are numerous people and
systems, employed regionally to keep local currency general ledger and accounting systems
aligned. These may not be required with the global treasury solution provided by the QM
system 900, as all postings and settlement are done centrally on the company operating

accounts.

[00425] As discussed above, with the advances in Cybersecurity hacking techniques and the
invention of more powerful Classical and Quantum computers, existing Treasury solutions
are at risk from the threat of their security being compromised. Quantum Money has been
designed to power services beyond the Fourth Industrial Revolution, enabling users and
operators to deploy a solution that has security longevity beyond the other platforms available
today. Treasury Services that use Quantum Money and its Quantum secured architecture
may gain protection from fraud, failure, and accusations of lack of verifiable transparency,
improved Transaction management, reconciliation, and speed of fulfilment, and improved
data management providing permissioned, limited proportional access e.g. bank checks KYC
is valid but does not require customer records so no risk of poaching SERVICE OPERATOR
customer.

[00426] The QM system 900 can provide a number of benefits. Reliability, banks need a
reliable source of shared data; they need to know that the data they are looking at is
consistent with what their counterparts are seeing and is the same as that which other parties
in the banks are using. This will reduce costs in the pre and post-trade interaction of the
banks. Reliable, trusted data can lead to improvements in compliance, trade reporting, credit
allocation, risk and other audit processes. Mutualisation, banks recognise that large portions

of their system infrastructure and business processes are non-differentiating. Mutualisation of
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business logic will allow firms to decommission expensive elements of their infrastructure,
break down silos, and thus reduce IT and staff costs. Just as the emergence of industry
utilities enabled this transformation for naturally-centralised business processes, DLT is
facilitating the same transformation in domains where counterparts must, or desire to, retain
responsibility for their processing. As a result, banks will be able to push highly manual
middle and back office processes the cloud. This will empower them to reduce costs related
to inconsistency between the banks in processing the same transaction and to share the cost
of implementing new functionality to help meet their regulatory challenges, particularly those
related to capital charges and liquidity. Transparency, banks need to gain visibility into their
transaction lifecycle in order to achieve a better understanding of their costs and operational
risks, and therefore drive better investment decisions. The ability to show this picture that you
know to be consistent with that seen by all trading counter parties to internal control functions
and regulators can improve regulatory compliance and reduce associated costs. Risk
Reduction, risk is reduced from having shared, trustworthy data between counterparties, and
also between different functions within the same bank. Immutable data would also be a huge
benefit to internal and external control/audit functions. Flexibility, financial market
infrastructures have driven consistency, higher volume and lower costs in many areas of
financial markets. Banks need a platform that achieves similar goals in business segments
that require greater flexibility or deal with lower volumes. The ability to deploy new and
improved business logic without major integration work gives banks an opportunity to provide
clients with new products cost effectively and respond more rapidly to regulatory change.
Regulatory Compliance, banks spend an increasing amount of time and resource attempting
to adhere to ever-more burdensome regulatory requirements. A cloud base, easily auditable
platform with organised shared data could provide significant relief by ensuring transparency,

consistency and accuracy.

[00427] The QM system 900 can provide a “Trusted Digital Backbone”, a single platform
where counterparties can share trusted, secure, immutable data and collaborate on its
processing, which may unlock enormous efficiencies as well as further opportunities to
unleash the benefits of the mutualisation of business logic. The QM system 900 can support
future CBDC and other E-Money (Non Crypto Currency) currencies. The QM system 900
allows any combination of counterparties to join together to adopt consistent, verified, shared

business logic.

[00428] Figure 8 is a more detailed schematic diagram illustrating an example QS payment
system 700 that is based on and leverages the use of a QS cloud platform/system 702 based
on the QS system(s) 100, 165, 170, 175, 180 and/or 190 as described with reference to any
of figures 1a to 6d, combinations thereof, modifications thereto and/or as described herein.

The QS payment system 700 is a more detailed diagram of a QM money system 900
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according to the schematic diagram of figure 7. The QS payment system 700 uses the
concept of Quantum Money (QM) and uses DLT/blockchain and storage technologies/layers
within the QS cloud platform 702 to store and transfer money for registered end point devices
of end users such as, without limitation, for example customers, consumers, corporates,
users and the like. This generates improved efficiencies and negligible transaction costs
compared with crypto currencies whilst removing exchange rate risk and creating consumer
trust by representing value in their native currency. For example, consumers struggle to use
crypto currencies for ordinary transactions (as opposed to speculation) because of wild
exchange rate fluctuations, which means they cannot trust that their assets (e.g. money) will
have the same value from day to day. This is problematic when cryptocurrency transactions
take a long to process, e.g. in Bitcoin this may be due to Bitcoin mining and the like.
Although cryptocurrencies have tried to address this issue by creating stable coins which are
purportedly 100% cash collateralised, the resulting system and use of the system is unwieldy
and implies heavy trust in the collateralisation. The customer, consumer, end user and the
like are also required to think in terms of a new currency rather than the typical
national/country/native currencies they are used to. Further, cryptocurrency systems suffer
from manipulation and distrust, which has harmed their uptake by the general global
population. Rather, the QS payment system 700 is a QM solution that allows consumers,
customers, end users and the like to benefit from the transactional efficiencies of
blockchain/DLT, whilst presenting the consumer with a permanent store of value quoted in
their native currency and protects the consumer from currency fluctuations in their native
currency, although consumers that chose to have QM accounts in multiple different
currencies may still be subject to exchange rate fluctuations. Although the QS payment
system 700 protects users from changes in the value of funds in the user accounts due to
currency value fluctuations, currency exchange rates will be taken into account when

processing payments to and from user accounts in different currencies.

[00429] In this example, the QS systems/cloud platforms QS system(s) 100, 165, 170, 175,
180 and/or 190 may further be adapted to form part of the QS payment system 700, which
includes the QS cloud platform 702 and QM client application 703, which operates on an end
user device of a user (not shown) for communicating and performing QM transactions within
the QS payment system 700. The QS cloud platform 702 of the QS payment system 700
includes a registration layer 704, an QM application layer 706, a QM security layer 708 and
QM storage layer 710. The QM security layer 708 and QM storage layer 710 may include the
functionality of a QS repository/DLT/shared ledger as described herein. The QS cloud
platform 702 is configured to form a quantum-safe (QS) network based on at least the QM
application layer 706 (e.g. QM money application), a QM security layer 708 (e.g. QM
DLT/shared ledger), and a storage layer 710 (e.g. QM resilient sharded enterprise storage).
The QM application layer 706 includes one or more QM application 706a-706n each of which
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performs the QS cloud platform side of the QS payment system 700. The QS cloud platform
702 may be implemented on one or more datacentres and/or cloud providers 712a-712q and
the like.

[00430] The QS network may be implemented, as described with respect to figures 1a to 6d,
to include at least one or more QS server(s) and a distributed ledger technology (DLT)
repository, which are configured or adapted to form the QM application layer 706, QM
security layer 708 and QM storage layer 710. In the QS payment system 700, the
registration layer 704, QM application layer 706, QM security layer 708 and QM storage layer
710 of the QS cloud platform 702 are adapted for, without limitation, for example registering,
recording and tracking a plurality of QS payment transactions between, without limitation, for
example an endpoint device and the QS payment system, two or more endpoint devices and
the like and/or any other type of digital asset transfer and/or payment and the like. Each QS
server of the QS cloud platform 702 includes a hardware security module (HSM), or other
secure memory, such as a secure processor enclave such as Intel Software Guard
Extensions on Intel x86 Processors and the like, for storing an identical set of quantum
distributed (QD) keys or quantum safe keys. The identical set of QD keys having been
distributed to each of said QS server(s) in a quantum-safe manner as described with respect
to figures 1a to 6d and/or as described herein. The QS server(s) are configured to
communicate securely with each other and the DLT repository using one or more available
QD keys from the identical set of QD keys. Furthermore, one or more further available QD
keys from the set of QD keys are distributed, as described with reference to figures 1a to 1k
and/or as herein described, as further QD keys/quantum safe keys to each of the endpoint
devices that are registered with the quantum cloud platform 702 and QS payment platform
700. Each of the users of the endpoint devices may be registered with a QM account in the

QS payment platform 700.

[00431] The QS cloud platform 702 of the QS payment system 700 includes a registration
layer 704, an QM application layer 706, a QM security layer 708 and QM storage layer 710,
which includes a QS repository/DLT/shared ledger as described herein. The QM client
application 703 performs the end device portion of the QS payment system 700. This may
be used, without limitation, for example for registering the user or endpoint device with the
QS payment system 700 via registration application(s) of registration nodes 704a-704m
through registration gateways 705a-705k. These communicate in a quantum-safe (QS)
manner via the QS network with one or more of the QM applications 706a-706n of the QM
application layer 706 for registering a QM account and the like in relation to a user and/or an
end point device of the user and the like. The QM account of a user being stored and

managed via one of the QM applications 706a-706n within the security and storage layers
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708 and 710 of the QS network. Each QM application 706a-706n operates across or over
the QS cloud platform 702 using the QS network.

[00432] As is explained above, the QS network is formed by a plurality of QS servers that
communicate over quantum-safe channels using available QD keys that have been
distributed to each QS server via QKD (e.g. satellite QKD and/or any other type of suitable
QKD system the like). The QS servers may form, or operate to form, the QS DLT repository
of the QS network, which includes the QM security layer 708 and the QM storage layer 710.
In this example of the QS payment system 700, the QM security layer 708 includes a plurality
of QM ledger nodes 708a-7081 and the QM storage layer 710 includes a plurality of on
premise or cloud storage 710a-710p, all of which communicate with each other over
quantum-safe channels formed via the QS server(s) of the QS network using corresponding
QD keys and the like. The QS distributed ledger technology (DLT) repository formed by the
QM security and storage layers 708 and 710 is a private and/or permissioned distributed
ledger repository operated within the QS network of the QS cloud platform 702. The QM
security layer 708 operates the QS DLT repository via a network of a plurality of QM ledger
nodes 708a-708I, which are all inside the QS network of the QS cloud platform 702 and
operated/implemented via data centres 712a-712q and the like (e.g. around the world). The
QS cloud platform 702 may be an aggregation of local metropolitan QS cloud platform
clusters that may operate using pre-shared QD keys to connect each cluster internationally.
As an option, the QD keys for the metropolitan QS cloud platform clusters may be distributed
to each metropolitan QS cloud platform using one or more forms of QKD such as, without
limitation, for example satellite QKD, optical fibre QKD, optical QKD, and/or any other
suitable method of QKD the like. Alternatively or additionally, the QS cloud platform 702 may
be implemented as a global QS cloud platform via a plurality of satellites in which QD keys
are distributed using satellite QKD via one or more of the satellite(s). The QM nodes 708a-
708l of the QM security layer collectively authorise and record transactions and manage the
on-off ramp of different currencies, all collected by currency accounts administrated by QS

payment system 700.

[00433] Underlying the quantum money (QM) electronic money (QM e-Money) solution of the
QS payment system 700, which includes QM Application(s) 706 and the QM Application
client 703 and the QS cloud platform 702, is: a private distributed ledger technology (DLT)
repository formed by the QM security and storage layers 708 and 710 of the QS cloud
platform 702 featuring QKD quantum-safe algorithms, ensuring that all value represented and
stored on the DLT is quantum-safe; the customer QM App 703, which allows transfer of
money into and out of the system 700, along with transfers between participants of the QS
payment system 700; a QM token which features a floating exchange rate against the fiat

currency(ies)/crypotocurrencies/gaming tokens and the like and/or as the application
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demands; know your own client or know your client or know your customer (KYC) / Anti-
money laundering (AML) checks and/or controls for users, consumers, and/or individuals that
will need to register with the QS payment system 700 via the QS cloud platform 702;
KYC/AML checks and/or controls for other users such as
corporates/companies/organisations and the like; a centrally-operated ‘treasury’; at least one
QM pooled bank account, operated by a regular, or conventional, licensed bank, which holds
the pooled deposits of users; a QM registry/ledger stored within the DLT layers 708/710,
accompanying the QM pooled bank account, recording the amount of fiat currency belonging
to each user; a set of QM tokens which have both a nominal value and a ‘last transaction’
value, the nominal value being a fixed value in QM units and the ‘last transaction’ value being
the value at which the token(s) were last exchanged, the 'last transaction' value for tokens is
maintained while they are in a user account, to protect users from exchange rate fluctuations;
regulator notary nodes for signing transactions and providing regulatory enforcement and
regulatory reporting and transparent transaction access or authenticated recipient and
sender; an ORACLE service for live Market Data prices; reporting and administration

functions; network ISOC and Operations centre.

[00434] Figure 9a is a flow diagram illustrating an example QS payment deposit process 720
of the QS payment system 700. The QS payment deposit process 720 of the QS payment
system provides several advantages such as, without limitation, for example, users of
endpoint devices and/or customers, corporate users, consumers registered with the QS
payment system 700 do not experience currency fluctuations in their native currency after
depositing funds within the QS payment system 700. That is, once deposited, the value of the
amount in a user account in the QS payment system 700 in the currency of the account
(usually the native currency of the user) is constant regardless of fluctuations in the relative
values of different currencies. The currency of the account is typically a fiat currency, or
digital currency, having a cash value. The digital currency may be a central bank digital
currency corresponding to a fiat currency, but in digital form. Such a central bank digital
currency may include future central bank digital currencies which have not yet been issued.
The digital currency may be regarded as having an electronic cash value. Furthermore, the
use of the QS cloud platform and the configuration of the QM registration layer 704, QM
application layer 706, QM security layer 708 and QM storage layer 710 means that the end
users and their data, transactions, details and the like stored during operation of the QS
payment system 700 are protected by quantum safe keys and hence is quantum safe, which
means that customer/corporate/end user data is protected with a prolonged shelf life due to
the unique QKD cryptography and digital signing technologies implemented as described
herein that are implemented by the QS payment system 700 when using the QS cloud
platform 702. The use of a QS cloud platform 702 infrastructure to support the QS payment
system provides QS keys which are formed from quantum random number generated
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entropy, for example, entropy provided by a Quantum Random Number Generator (QRNG).
Further, the use of a QS cloud platform 702 infrastructure to support the QS payment system
700 allows the QS payment system 700 to be easily operated at scale. The QS payment
system 700 includes QM application layer 706 with one or more QM applications 706a to
706n, each of which operates on or over the QS cloud platform 702 and within the QS
network of the QS cloud platform, which includes QS DLT functionality combined with
quantum encryption using QD key(s)/quantum safe keys and data storage techniques. This
means that all value represented and stored on the QS DLT of the QS cloud platform 702 is
quantum safe (e.g. secure from cyber attack, even from a quantum computer). The QM
applications 706a to 706n operate the QS cloud platform 702 side or server-side part of QS
payment process 720 of the QS payment system 700, whereas the QM client application 703
operates the client-side of the QS payment process 720 on the endpoint device of the
user/customer and/or corporate user and the like registered with the QS cloud platform 702.
The QS payment system 700 enables efficient transactions between traditional fiat
currencies, such as national currencies, and non-traditional currencies, such as
cryptocurrencies. Further, where cryptocurrencies are involved in the transaction, the
absence of algorithmics in decrypting the keys in the QS payment system 700 may enable
more efficient processing of payments and transfers than blockchain based approaches. The
QS payment system 700 is flexible, and can be easily be integrated with, or into, existing

payment processing and banking platforms.

[00435] The QS payment deposit process 720 includes the following steps of:

[00436] In step 722, for a user not already having a QM account, a QM account is created by
the user (e.g. a consumer, end point user, end user, corporate, corporate user and the like)
of an endpoint device by executing/operating the QM client-side application 703 (e.g. QM
App) that is installed on the endpoint device. Itis assumed that the user has already
registered with the QS cloud platform 702 as described herein and is communicating over a
QS channel, via the QM App 703, using a QD key or QS key stored in a secure enclave on
the endpoint device. The QM application 706a is configured, once the authentication, (know
your client or know your customer) (KYC) and/or Anti money laundering (AML) checks have
been performed in relation to the user, such as a consumer, to create an QM account for the
user, which QM account is stored in the QM security and storage layers 708 and 710 of the
QS cloud platform 702. Alternatively, for a user already having a QM account, in step 722,

the user account corresponding to the user stored in the QM security and storage layers 708
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and 710 of the QS cloud platform 702 is identified, and is checked that the user account is in

good order.

[00437] The QM App 703 includes an electronic wallet (e-wallet) or digital wallet 721 that
stores, on the client-side, the total amount of fiat currency that the user has in the QM
account. This total amount, or balance, will generally start at zero until money is deposited in
the account by the user of the account, or some other user of the QS payment system 700. In
the illustrated example of figure 9a, an initial balance of zero is assumed for the e-wallet 721,

for simplicity and clarity.

[00438] The electronic wallet (e-wallet) or digital wallet 721 may optionally include a long-
term quantum secure custody storage option and virtual quantum wallet supported by the
quantum money application and/or the QS payment system. Such long-term quantum secure
custody may involve the use of an offline/standalone quantum entropy store and

offline/standalone quantum entropy usage.

[00439] In step 724, the user instructs the QM App 703 to deposit a value, such as a fiat
currency value or digital currency value (e.g. £100) into the QM account of the user. The
digital currency may be a central bank digital currency corresponding to a fiat currency, but in
digital form. Such a central bank digital currency may include future central bank digital
currencies which have not yet been issued. The digital currency may be regarded as having
an electronic cash value. This may be regarded by the user as depositing the fiat or digital
currency into the e-wallet 721 of the QM account of the user. This deposit may be made from
any source. For example, the deposit may be made from a traditional bank account of the
user, or may be made through a payment service, such as ApplePay or PayPal. The QM App
703 sends a deposit transaction request to the QM application 706a of the QS cloud platform
702 via the corresponding QS channel(s). The QM App 703 may also send data
representative of bank account details of the user, or other payment details, to enable the
QM application 706a to transfer the fiat currency value or digital currency value (e.g. £100)
from the bank account of the user, which bank account is not a part of the QS payment
system 700 and is typically a traditional bank account, into a QM bank account pool operated
by the QS payment system 700. In some examples, the payment may be taken from a bank
account of a payment service, rather than from a bank account of the user. The QM bank
account pool is a traditional bank account that is configured to pool all deposits requested via
corresponding plurality of QM Apps of a plurality of users registered with the QS cloud
platform 702 and/or QS payment system 700. The traditional bank account holding the QM

bank account pool will typically be operated by a licenced bank.
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[00440] In step 726, the QM application 706a receives the deposit transaction request from
the user via the corresponding QS channel, along with the required data representative of
bank account details, and transfers the fiat value or digital value of the fiat currency or digital
currency (e.g. £100) to the QM bank account pool.

[00441] In step 728, once the funds or fiat value or digital value of currency (e.g. £100) have
been cleared and are in the QM bank account pool, the QM application 706a sends via the
QS channel data representative of the total amount and/or transactions performed and the
like in the QM account of the user. For example, the QM application 706a sends data
representative of QM e-money/digital money that is credited with full value of the deposit (e.g.
£100) to the e-wallet/digital wallet 721 of the QM App of the user. Although data
representative of QM e-money is sent back to the user, the QM App 703 may display to the
user the deposited fiat currency value or digital currency value (e.g. £100 of value)
represented by the QM e-money. As an option, the user only sees the amount of currency
deposited in the QM account as the deposited fiat currency or digital currency value.
Typically, this fiat currency or digital currency is the native currency of the user account.
However, the QM application 706a and QS payment system 700 uses a quantum safe digital
representation of the deposit/e-Money safe that is stored in a QM digital ledger and linked to
the QM account of the user. For example, the fiat currency or digital currency value is
converted into QM e-Money, which may be represented by one or more QM tokens, which
are stored in a QS manner within the QS cloud platform 702 of QS payment system 700.
That is, the fiat currency or digital currency value of the deposit is converted into one or more
QM tokens at a current exchange rate, and the QM tokens are time stamped. The fiat
currency value or digital currency value of the fiat currency or digital currency that the user
deposited (e.g. £100) is represented in his QM App by QM tokens (or QM e-Money) which
are time stamped and at the moment of transaction were worth precisely £100. The value of
the time stamped QM tokens relative to the fiat currency or digital currency of the deposit
(that is, the fiat currency or digital currency of the user account) at the time of their time
stamp is maintained by the QS payment system 700, regardless of subsequent changes in
the exchange rate between the fiat currency or digital currency of the deposit and the tokens.
Accordingly, it will be understood that although the value of the QM tokens relative to any
specific fiat currency or digital currency will likely fluctuate over time due to changes in
currency exchange rates, the customer will not see, or be affected by, such fluctuations, and
will retain the full fixed value of the specific fiat currency or digital currency amount deposited

by the user into their e-wallet.

[00442] In step 730, data representative of the QM bank account pool, which is a pooled
bank account holding the fiat currency or digital currency or cash value of all QM consumers,

is linked to a QM registry or ledger denoting which user is entitled to which fiat or digital
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currency amount and the corresponding QM time stamped tokens. For example, the QM
registry or ledger may include data representative of a plurality of users in which each user is
mapped to the corresponding fiat or digital currency amounts that that user has deposited
along with the corresponding data representative of the corresponding QM tokens, which
have been timestamped. This enables the QM application to manage the accounting of the
QM registry/ledger to prevent double spend, where the QM registry/ledger is stored within the
QM security and storage layers 708 and 710 of the QS cloud platform 702 of the QS payment
system 700. The QS payment system 700 may check that the data QM value or balance for

a user account indicated in steps 728 and 730 correspond.

[00443] It will be understood that if further payments are made by a user the payment deposit
process 720 is repeated for each payment, and the fiat currency or digital currency value

displayed to the user updated as appropriate.

[00444] Each QM token is a unit of currency with a QM value whose value in different fiat
currencies or digital currencies fluctuates, due to changes in exchange rates related to the
QM bank account pool, but which the user never sees the QM value. Rather, the user sees
the value of the fiat currency or digital currency deposited by the user. The QM token and/or
QM application is configured or adapted to ensure or guarantee that the user always receives
the benefit for the full value of the fiat currency or digital currency they have deposited into
their QM account, thus any currency fluctuations occurring with the fiat currency or digital

currency are not passed on to the user.

[00445] For simplicity, and to avoid tedious repetition, the examples below refer to a fiat
currency or currencies. However, similarly to the example set out above, the fiat currency ir
currencies alternatively be replaced by a digital currency or currencies. As discussed above,
the, or each, digital currency may be a central bank digital currency corresponding to a fiat
currency, but in digital form. Such a central bank digital currency may include future central
bank digital currencies which have not yet been issued. The digital currency may be regarded

as having an electronic cash value

[00446] Figure 9b is a flow diagram illustrating an example QS payment withdrawal process
740 of the QS payment system 700. The QS payment withdrawal process 740 of the QS
payment system 700 provides corresponding advantages to those explained above with

reference to the QS payment deposit process 720.

[00447] The QS payment withdrawal process 740 includes the following steps of:

[00448] In step 742, an endpoint device of the user executes the QM client-side application

703 (e.g. QM App) that is installed on the endpoint device. It is assumed that the user has
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already created a QM account and has previously deposited fiat currency into the QM
account as described in relation to QS payment process 720 of figure 9a, or has received a
payment into the QM account in some other manner, such as one of the further QS payment
processes discussed below. It will be understood that the user must have an account in order

to make a withdrawal from the account.

[00449] In step 744, the QM App 703 displays the QM balance (e.g. £100) of the e-

wallet/digital wallet 721 of the user's QM account.

[00450] In step 746, in response to the user requesting withdrawal of a fiat currency value
(e.g. £10) from the QM account, the QM App 703 of the user may communicate via a QS
channel to the QS payment system 700 of the QS cloud platform 702. This may be
performed by the endpoint device setting up a QS channel, via the QM App 703, using a QD
key or QS key stored in a secure enclave on the endpoint device, and/or as described with
reference to figures 1a to 6d. The QM App 703 and/or the QM application 706a of the QS
payment system 700 are configured to perform authentication, (know your client) (KYC)
and/or Anti-money laundering (AML) checks in relation to the user.

[00451] In step 748, in response to the authentication being successfully performed, KYC
and/or AML checks confirming that the user is who they say they are etc., the QM App 703
sends a QM withdrawal transaction request to instruct the QM application 706a to transfer
and/or pay the user the requested withdrawal amount (e.g. £10) into their bank account. The
QM App 703 may also send data representative of bank account details of the user to enable
the QM application 706a to transfer the fiat currency value (e.g. £10) from the QM bank
account pool operated by the QS payment system 700 into the bank account of the user, if

the user has enough QM funds to do so.

[00452] In steps 750a and 750b, the QM application 706a retrieves the user account
information from the QM registry/ledger in relation to the requested fiat withdrawal amount,
the corresponding QM tokens and the like and, after checking the user has the appropriate
(i.e., sufficient) amount of fiat currency represented by the timestamped QM tokens in their
QM account (e.g. the £100 deposited during QS payment deposit process 720), transfers the
fiat value of currency requested to be withdrawn (e.g. £10) from the QM bank account pool

into the bank account of the user.

[00453] Once the funds or fiat value of currency (e.g. £10) transferred in step 750b have
been cleared and are in the bank account of the user, in step 752a the QM application 706a
sends via the QS channel data representative of the total amount and/or transactions
performed and the like in the QM account of the user. The QM application 706a may update
the QM registry/ledger to remove the QM tokens that correspond to the fiat currency value
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withdrawn. The amount of tokens corresponding to the fiat currency value withdrawn will be
calculated based on the value of the tokens in the fiat currency of the user account at the
time of the timestamp indicating when the tokens were originally deposited into the user
account. It will be understood that calculations based on current currency exchange rates
may be required if the withdrawn currency is not the fiat currency of the user account. In step
752b, the QM application 706a may also sends data representative of QM e-money/digital
money (or QM tokens) that were withdrawn with full value of the withdrawal (e.g. £10) to the
e-wallet/digital wallet of the QM App of the user. The QM App may update this accordingly.
Although QM e-money is "removed” from the e-wallet/digital wallet of the user, the QM App
703 may display to the user the withdrawn fiat currency value of £10 of value and/or the total
value of the QM account (e.g. £90 — i.e. £100 - £10) of the user represented by the QM e-
money left in the e-wallet and the QM tokens that are linked to the user. As an option, the
user only sees the amount of currency deposited in the QM account as a fiat currency value.
However, the QM application 706a and QS payment system 700 uses a quantum safe digital
representation of the deposit/e-Money safe that is stored in the QM digital ledger and linked
to the QM account of the user. For example, the fiat currency value is converted into QM e-
Money, which may be represented by one or more QM tokens, which are stored in a QS
manner within the QS cloud platform 702 of QS payment system 700. That is the fiat
currency value of the deposit is converted into one or more QM tokens, which are time
stamped. As explained above, the QM token and/or QM application is configured or adapted
to ensure or guarantee that the user always receives the benefit for the full value of the fiat
currency they have deposited into their QM account, thus any currency fluctuations occurring

with the fiat currency are not passed on to the user.

[00454] Figure 9c is a flow diagram illustrating an example QS payment process 760 of the
QS payment system 700 for making payments between users of endpoint devices registered
with the QS cloud system 702 and QS payment system 700. In this example, the user may
have a fiat value of currency in their QM account (e.g. £80). The QS payment process 760 of

the QS payment system 700 includes the following steps of:

[00455] In step 762, when the user of an endpoint device wants to make a purchase (e.g.
£10) from or payment to a vendor (or other user) that also has a QM account with the QS
payment system, the QM App 703 of the user sends a payment transaction request, via the
QS channel between endpoint device of the user and the QS cloud platform, including data
representative of the vendor identity and the payment amount to the QM application 706a of
the QS payment system 700 in the QS cloud platform 702. Although this example is
described with reference to a vendor, for clarity, it will be understood that the vendor may

instead be any other user of the QS payment system.
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[00456] In step 764, the QS payment system 700 may perform authentication, KYC and/or
AML checks on at least the user of the endpoint device, or both the user of the endpoint
device and also the vendor (or other user of another endpoint device).

[00457] In step 766, if the authentication, KYC, and/or AML checks are confirmed or positive,
and confirm that the user and the vendor (or other user) are who they say they are, the QM
application 706a of the QS payment system calculates the number of QM tokens required to
equal the current fiat balance shown in the QM account of the user and the user e-wallet.
This calculation is required because the QM value of QM tokens may fluctuate due to
exchange rate fluctuations occurring in relation to the funds of the QM bank account pool,

which fluctuations are hidden from the users and/or vendors and the like.

[00458] In step 768, the QM application 706a adjusts the user e-wallet accordingly (addition
or subtraction) in relation to the QM value with a time stamped transaction showing that at
that moment, the user has the required fiat amount. In this example the payment is from the

user to the vendor, so the user e-wallet is adjusted by subtracting the fiat amount.

[00459] In step 770, the QM application 706a calculates the appropriate QM tokens equally in
relation to the purchase/payment value (e.g. £10) at the prevailing exchange rate in that
moment, it is also determined that the user has enough QM tokens to complete the
purchase/payment, and if not, the purchase/payment is terminated and at least the user
notified. Ifthe user has enough QM tokens in the QM account/e-wallet, then the QM tokens
to the value of the purchase/payment value (e.g. £10) are then taken from the user’s e-wallet
and also their QM account recorded on the QM registry/ledger, where the e-wallet and QM

registry/ledger are adjusted to reflect the change.

[00460] In step 772, the QM application 706a transfers these QM tokens to the QM account
of the intended counterparty (e.g. vendor or other user of another endpoint device and the
like) who is owed the fiat currency amount (e.g. £10). At that moment, the QM tokens
transferred are reflected in via the QM App in the counterparty’s e-wallet as the fiat currency
value of the purchase (e.g. £10), time stamped and guaranteed to equal the fiat currency

value of the purchase (e.g. £10).

[00461] Thus, QM tokens used in conjunction with the security process(es) of the QS cloud
platform 702 can be used to transfer value between counterparties who wish to transact in
the same fiat currency, without fiat currency actually being exchanged between the parties.
That is, only QM tokens representative of the fiat currency purchase value at that moment
are taken from one QM account and the corresponding number of QM tokens representative
of the fiat currency purchase value at that moment are deposited in the other party's QM
account. Even though this example is for an exchange of value (e.g. purchase) between
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parties using the same fiat currency, this is by way of example only and the invention is not
so limited, the skilled person in the art would fully appreciate that this process 760 can be
adapted for transferring value between counterparties using different fiat currencies which
could be fiat currencies, or they could be crypto currencies, or the gaming tokens of different
gaming platforms like Xbox or Playstation. In such a case, an exchange rate associated with
the fiat currency/cryptocurrency/gaming tokens and the other fiat
currency/cryptocurrency/gaming tokens may be taken into account when converting the
number QM tokens associated with a particular value in one fiat
currency/cryptocurrency/gaming tokens to be removed from the purchasing party's QM
account and converting the required number of QM tokens associated with the particular
value in the other fiat currency/cryptocurrency/gaming tokens for depositing in the QM

account of the other party.

[00462] Figure 9d is a flow diagram illustrating a further example QS payment process 940 of
the QS payment system 700. In the further QS payment process 940, a user (Alan) wishes to
make a payment (e.g. £50) into an external bank account of another user (Bob). The QS
payment process 940 of the QS payment system 700 provides corresponding advantages to
those explained above with reference to the QS payment deposit process 720, QS payment

withdrawal process 740, and QS payment process 760.

[00463] The QS payment process 940 includes the following steps of:

[00464] In step 942, an endpoint device of the user (Alan) executes the QM client-side
application 703 (e.g. QM App) that is installed on the endpoint device. It is assumed that the
user has already created a QM account and has previously deposited fiat currency into the
QM account as described in relation to QS payment process 720 of figure 9a, or has received
a payment into the QM account in some other manner, such as one of the further QS
payment processes discussed herein. It will be understood that the user must have an
account in order to make a payment from the account. In this example it is assumed that the
user (Alan) has a QM balance of £100 in the e-wallet/digital wallet 721 of the user's QM

account.

[00465] In step 944, in response to the user (Alan) requesting transfer of a fiat currency value
(e.g. £50) from their QM account to the bank account of another user (Bob), the QM App 703
of the user may communicate via a QS channel to the QS payment system 700 of the QS
cloud platform 702. This may be performed by the endpoint device setting up a QS channel,
via the QM App 703, using a QD key or QS key stored in a secure enclave on the endpoint
device, and/or as described with reference to figures 1ato 6d. The QM App 703 and/or the
QM application 706a of the QS payment system 700 are configured to perform
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authentication, (know your client) (KYC) and/or Anti-money laundering (AML) checks in

relation to the user.

[00466] In step 946, in response to the authentication being successfully performed, KYC
and/or AML checks confirming that the user (Alan) is who they say they are etc., the QM
application 706a calculates the appropriate QM tokens in relation to the requested transfer
value (e.g. £50) at the prevailing exchange rate in that moment, it is also determined that the
user has enough QM tokens to complete the transfer, and if not, the requested transfer is
terminated and at least the user (Alan) notified. If the user has enough QM tokens in the QM
account/e-wallet, then the QM tokens to the value of the transfer value (e.g. £50) are then
taken from the user’s e-wallet 721 and also their QM account recorded on the QM
registry/ledger, where the e-wallet 721 and QM registry/ledger adjusted to reflect the change

to the new e-wallet 721 balance (e.g. £50).

[00467] The GM application 706a then sends a QM withdrawal transaction request 947 to
instruct the QM application 706a to transfer the requested withdrawal amount (e.g. £50) into
the bank account of the other user (Bob), as listed and authorised within the QM App 703.

[00468] In steps 948a and 948b, the QM application 706a retrieves the other user (Bob) bank
account information from the QM registry/ledger in relation to the requested fiat withdrawal
amount, the corresponding QM tokens and the like and transfers the fiat value of currency
requested to be withdrawn (e.g. £50) from the QM bank account pool into the bank account
of the other user (Bob).

[00469] It should be noted that this transfer is directly to the external bank account of the
other user (Bob), so any e-wallet 721 of the other user does not show any change in balance
value. Although the destination of the transfer is an external bank account, the transaction is

fully secured and logged by the quantum safe ledger technology of the QM application 706a.

[00470] Figure 9e is a flow diagram illustrating a further example QS payment transfer
process 920 of the QS payment system 700. In this further QS payment transfer process
920, a user (Alan) having an account in one currency (e.g. GBP) wishes to make a payment
(e.g. £10) into an account of another user (Bob) in another currency (e.g. USD). The QS
payment and/or transfer process 920 of the QS payment system 700 provides corresponding
advantages to those explained above with reference to the QS payment deposit process 720,
QS payment withdrawal process 740, QS payment process 760, and QS payment withdrawal
process 780.

[00471] In step 922, an endpoint device of the user (Alan) executes the QM client-side
application 703 (e.g. QM App) that is installed on the endpoint device. It is assumed that the
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user has already created a QM account and has previously deposited fiat currency into the
QM account as described in relation to QS payment process 720 of figure 9a, or has received
a payment into the QM account in some other manner, such as one of the further QS
payment processes discussed herein. It will be understood that the user must have an
account in order to make a payment from the account. In this example it is assumed that the
user (Alan) has a QM balance of £50 in the e-wallet/digital wallet 721 of the user's QM

account.

[00472] In step 924, in response to the user (Alan) requesting transfer of a fiat currency value
(e.g. £10) from their QM account to the QM account of another user (Bob), the QM App 703
of the user may communicate via a QS channel to the QS payment system 700 of the QS
cloud platform 702. This may be performed by the endpoint device setting up a QS channel,
via the QM App 703, using a QD key or QS key stored in a secure enclave on the endpoint
device, and/or as described with reference to figures 1a to 6d. The QM App 703 and/or the
QM application 706a of the QS payment system 700 are configured to perform
authentication, (know your client) (KYC) and/or Anti-money laundering (AML) checks in

relation to the user.

[00473] In step 926, in response to the authentication being successfully performed, KYC
and/or AML checks confirming that the user (Alan) is who they say they are etc., the QM
application 706a calculates the appropriate QM tokens in relation to the requested transfer
value (e.g. £10) at the prevailing exchange rate in that moment, it is also determined that the
user has enough QM tokens to complete the transfer, and if not, the requested transfer is
terminated and at least the user (Alan) notified. If the user has enough QM tokens in the QM
account/e-wallet, then the QM tokens to the value of the transfer value (e.g. £10) are then
taken from the user’s e-wallet 721 and also their QM account recorded on the QM
registry/ledger, where the e-wallet 721 and QM registry/ledger adjusted to reflect the change
to the new e-wallet 721 balance (e.g. £40).

[00474] Then, in step 928, the QM application 706a determines the current spot exchange
rate between the currency of the user account and the other user account (e.g. GBP to USD
spot rate of 1.3) and transfers across the QM tokens from the user (Alan) account to the
other user (Bob) account with an indicated value in the fiat currency (USD) of the other user
account based on this spot exchange rate, increasing the balance in the other user (Bob) e-
wallet 721 by $13.

[00475] Subsequently, in step 930, when the other user (Bob) logs onto QM client-side
application 703 (e.g. QM App) that is installed on the other user endpoint device, the other
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user will see that the balance of their e-wallet has increased by the transferred amount at the

current spot exchange rate (e.g. by $13).

[00476] In the illustrated example of figure 9e, when the other user (Bob) logs onto the QM
client-side application 703 (e.g. QM App) that is installed on their endpoint device, in a step
932, the other user requests a withdrawal of a fiat currency value (e.g. $13) from their QM
account. The QM App 703 of the user may communicate via a QS channel to the QS
payment system 700 of the QS cloud platform 702 and follow a similar withdrawal process to

that described above with reference to figure 9b.

[00477] In this withdrawal process, in steps 750a and 750b, the QM application 706a
retrieves the other user (Bob) account information from the QM registry/ledger in relation to
the requested fiat withdrawal amount, the corresponding QM tokens and the like and, after
checking the other user has the appropriate (i.e., sufficient) amount of fiat currency
represented by the timestamped QM tokens in their QM account (e.g. the $13 deposited
previously during QS payment withdrawal process 920), transfers the fiat value of currency
requested to be withdrawn (e.g. %13) from the QM bank account pool into the external bank
account of the other user. Other parts of this withdrawal process will correspond to the QS
payment withdrawal process 740 described with reference to figure 9b, which is not repeated

in full in figure 9e to improve clarity.

[00478] Figure 10 is a schematic diagram illustrating another example of a QS payment
system 780 based on the QS payment system 700 of figure 7a showing further details in
relation to each of the QM registration layer 704 and also the QM Application layer 706, QM
security layer 708 and QM storage layer 710 of the quantum-safe (QS) network of the QS
cloud platform. Each of these aspects of the QS cloud platform 702 are described below in
further detail as further modifications that may be made to the QS payment system 700
and/or QS cloud platform 702, and/or implemented as part of the process steps of the QS
payment deposit process 720, QS payment withdrawal process 740, the QS payment
process 760, the QS payment transfer process 940, and the QS payment transfer process
920 of figures 9a to Ye.

[00479] The QM Application client 703 of the customer/user may be implemented, without
limitation, for example on their web browser on their endpoint device or as a quantum cloud
mobile or quantum money application on their endpoint device. The QM app 703 may
include, without limitation, for example interfaces: Inbound: HTTPS: via Quantum Cloud
Service URL; and Outbound: HTTPS: via Quantum Cloud Service URL

[00480] In the registration layer 704, a registration node 704a and/or registration application
may be implemented or powered using, without limitation, for example a Nginx (RTM) Load

143

PCT/GB2021/051864



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

35

Balancer, Nginx load balancer, reverse proxy, content cache, and web server. It may host a
QS cloud platform ReactJS Front End Application, enabling homepage, registration and
portal services to end users. It may implement front end client security to authenticate
clients, including Biometrics, Directory Services, Enterprise Authenticator integrations and
Two Factor Authentication options. The registration node 704a or registration application
may include, without limitation, for example interfaces: Inbound: HTTPS; Outbound:
WebSocket and GraphQL API (Uniqgue QKD Encrypted Channel - an Encrypted end-end
channel with QM application secured by a unique to this link - preloaded QKD sourced
shared QUANTUM MONEY (QM) 256 Encryption key)

[00481] In the registration layer 704, a registration security gateway 705a may be
implemented, without limitation, for example by an Nginx powered Load Balanced Security
gateway, routes data from the registration nodes to the QS cloud platform Back End
Application 706a, uses WebSocket’s and a GraphQL API authenticated interface between
QM Application Client 703 to QM application 706a. The registration security gateway 705a
may include, without limitation, for example interfaces: Inbound: WebSocket & GraphQL API
- (Unigue QKD Encrypted Channel); Outbound: WebSocket & GraphQL API - (Unique QKD
Encrypted Channel).

[00482] The QM application 706a or QM Backend server application (a.k.a Quantum QM E-
Money Application) may include, without limitation, for example an administration console for
customers; administration console for operators; pools of value interface to Banks/Accounts;
Server side QS cloud platform core application, written in NodeJS and manages general
ledger for each customer with wallet balance, transactions, activity reporting. The QM
application may include, without limitation, for example interfaces: Inbound: WebSocket &
GraphQL API - (Unique QKD Encrypted Channel); Outbound: Hyperledger DLT QS cloud
platform 702, QM Application 706a via API - (Unique QKD Encrypted Channel).

[00483] The DLT/shared ledger layer 708 (a.k.a DLT Server - Shared Ledger DLT Platform)
may include, without limitation, a DLT application, QS cloud platform decentralized
application (Dapp), Shared Ledger Tier, Hyperledger Fabric V1.2 Platform, a custom Dapp is
a computer application that runs on a distributed ledger or shared Ledger computing
platform. The DLT/shared ledger layer 708 may include, without limitation, for example
interfaces such as: Inbound: Hyperledger DLT QS cloud platform Dapp Application via AP -
(Unique QKD Encrypted Channel); Outbound: Supported Storage API - (Unique QKD
Encrypted Channel).

[00484] The storage layer 710 (or Storage Tier) may include, without limitation, for example

customer defined on-premise or cloud enterprise storage, shards of authenticated customer
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uploaded content. Further options include: IPFS Storage, S3 Storage, elastic storage, QDB
Storage and the like. The storage layer 710 may include, without limitation, for example
interfaces such as: Inbound: Storage API - (Unique QKD Encrypted Channel); Outbound:
Storage API - (Unique QKD Encrypted Channel).

[00485] Some or all components, modules, elements, or functional parts of the systems
described above may be provided in the form of a System on Chip (SOC). A system-on-chip
(SOC) is an integrated circuit that combines all of the functions of a computer or other
electronic system onto one microchip. Commonly found in smartphones, wireless routers,
tablets, and wearable tech, system-on-chips process the increasingly complex computing

needs of many small devices.

[00486] The following modifications, features, process(es) and/or steps may be made to the
QS systems, QS cloud platforms, method(s) and process(es), QS payment system(s) 700 or
780, QS payment process(es) 720, 740, 760 and the like as described with respect to figures
1a to 7d, where applicable and/or as the application demands. As described with reference to
figures 1a to 1k, in satellite QKD, an on ground receiver (OGR) and QS cloud platform HSM
or HSM, may be, without limitation, for example the device or hardware that receives the
random quantum bits from the satellite, which is installed at the customers premises. A
‘Document/Asset’ may be, without limitation, for example a document or asset being stored
on the QS cloud platform or application/service thereof, supported formats include: Microsoft
Office formats, PDF formats, .JPG, BMP, IMG and other picture formats etc. An ‘Access
Token’ or QS Access token, or QREF access token may be, without limitation, for example
an access token or pointer which is an access claim to open a ‘Document/Asset’ if the
appropriate authentication is passed. A 'Legal Asset/Document Secure Distribution Service’
may be, without limitation, for example an example application of the many that can be

hosted on the QS system or QS cloud platform.

[00487] When a customer or user has an OGR, for example, customers with OGR’s onsite, a
set of pre stored QKDSAT delivered QD, quantum safe, or Quantum Money (QM) 256 keys
for QS cloud platform is available for download by KMIP request to their Corporate HSM.
This example process describes the journey for this Quantum Safe solution based on the

following steps of:

1) Customers with an OGR will automatically have a series of QS cloud platform (e.g.
Quantum Cloud) pre stored keys available to be loaded from there On Ground Receiver
(OGR) to their corporate HSM.

2) The User would receive a key (QKDSAT Key) from the Corporate HSM and an

installation program (QS Initialisation App).
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3) The user starts the (QS Initialisation App) decrypts the installation key held on the local
device.

4) The (QKDSAT Key) is used to initiate a TLS connection on a specific HTTP port (e.g
TCP Port:8000) to generate a handshake with the QS Registration Node.

5) The QS Registration Node listens on (TCP Port:8000) receives the handshake data
request and makes an GraphQL AP call to the DLT Server to match the handshake data
received - (Registration Node, Registration Security Gateway, Backend Server, DLT
Server).

6) The DLT searches the ‘Quantum Cloud QKDSAT device inventory’ for the pre-stored
unique key details using the TLS handshake data to match that devices key.

7) Once the TLS handshake shared key is found, trigger a DLT Smart Contract which audits
the connection with the QKDSAT Quantum Safe Key (QKDSAT Key).

8) display homepage ready for user to begin First Time Customer/User Registration

[00488] An endpoint device of a user for use with the QS cloud platform (or Quantum Cloud)
may have pre-loaded key process. There are two example methods whereby an end user
may gain authenticated access onto the Quantum Cloud (e.g. QS cloud platform/QS system):
1) an QS cloud platform customer with an appropriate OGR, which may be the strongest
level of security; or 2) a preloaded manufacturer bootstrap key in a secure enclave on the
device and QS network bootstrap installation software. Registration of the device by the

Telco onto the QS cloud platform (or Quantum cloud).

[00489] The preloading method 2) in which a preloaded QKD shared secret is placed on the
end user's device is described. QS cloud platform partners (e.g. Service Providers, Vendors,
Resellers), may pre-load an encrypted hidden Initialisation key (One Time Device
Initialisation Key), which is encrypted using an QS cloud platform secret, plus installation
software (QS Initialisation App) on a device (End User Device), during manufacture. The

process for gaining access is based on the following steps of:

1. The Customer/User follows the QS cloud platform authorised partner’s instructions to
begin the commissioning sequence of the QS or QS cloud platform service. Examples
include a first-time powering of the device, Network OTP boot and key update via the
Quantum Cloud listener, manually executing an QS cloud platform-provided setup.exe
pre-installed installation application, inserting a USB key or SD card, Sim card or similar

and initiating the install application software.

2. Once started, the (QS Initialisation App) decrypts the installation key held on the local

device using the QS cloud platform secret key known by the installer application.
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3. The decrypted (One Time Device Initialisation Key) is used to initiate a TLS connection
on a specific HTTP port (e.g TCP Port:8000) to generate a handshake with the QS cloud
platform Registration Node.

4. The QS cloud platform Registration Node listener on (TCP Port:8000) receives the
handshake data request and makes an GraphQL API call to the DLT Server to match the
handshake data received - (Registration Node, Registration Security Gateway, Backend

Server, DLT Server).

5. The DLT searches the ‘Quantum Cloud/ QS cloud platform device inventory’ for the pre-

stored unique key details using the TLS handshake data to match that devices key.

6. Once the TLS handshake shared key is found, trigger a DLT Smart Contract which audits
and initiates the following:

7. The required TLS Handshake Data response is returned to the (Registration Node) to
enable the TLS handshake to be completed.

8. The (Registration Node) completes TLS handshake and establishes a QD, QS,
QUANTUM MONEY (QM) 256 encrypted digital channel with the end user device.

9. The (Registration Node) now initiates a refresh of the QD, QS and/or QUANTUM
MONEY (QM) 256 Shared Keys for the device, with a new shared secret key delivered
over the encrypted QD, QS, and/or QUANTUM MONEY (QM) 256 link to the (End User
Device), which is sourced from the QKD infrastructure (DLT Server).

10. The Secured Digital link from the (Registration Node) to the (End User Device) is now
using the new QD, QS, and/or QUANTUM MONEY (QM) 256 QKD sourced shared
secret keys and the installation process is completed. This is recorded on the (DLT

Server’s) ledger.

11. (Browser) Display the QS cloud platform (Quantum Cloud) homepage ready for user to

begin (see: process associated with First Time Customer/User Registration below)

[00490] Regarding the Pre Installed Key option, the TLS data handshake is being used in this
example, however QS cloud platform may have the option to use a one-time pad handshake
on a dedicated listener port for which we have our own unique design. QS cloud platform

has focused on using QD, QS and/or QUANTUM MONEY (QM)256 ciphers in this example,
but a mix of ciphers is possible, including a proprietary QS cloud platform protocols and
algorithms. Entropy injection and synchronised CSRNG devices could also be deployed as

well as other on device software enclave solutions.
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[00491] The QS Setup.exe Install program may contain a unique set of code and key known
only to QS cloud platform/QS system. This key may be configured to unlock the secure
enclave on the device giving the application access to the key stored there by the hardware
manufacturer. The combination of these two keys when joined create the One Time Pad that
is used to authenticate the device on the network, where the details are checked on the QS
cloud platform Supply Chain ledger and once verified as an authentic and authorised device

a new key is shipped replacing the bootstrap key combination on the device.

[00492] The first time customer/user registration process is based on the following steps of:

1. (Browser) A new user types in the URL of the QS cloud platform homepage into their web
browser; A front-end authorisation node (Registration Node) notices the attempt and presents
the welcome screen. On the (Browser) the User reads of the details of the service and
decides to use the service, they begin the New User Registration process by hitting the "New

Customer” button.

2. The (Registration Node) presents the New User Registration web form on the
Customer/Users (Browser)screen, with instructions about the New Customer onboarding

process.

Note: If the New Customer/User has been provided a QS Access Token by someone sharing
a document with them, this can be scanned, uploaded as part of the registration process. In

this instance we will assume they do not have a QS access token.

3. The Customer/User completes the New User Registration Web form shown on their
(Browser) by typing in their Name and Email address and pressing the 'submit; button which
sends this data to the (Registration Node).

4. The (Registration Node) uses these initial details make a basic 2FA authentication via
email to the Customer/User, the QS cloud platform Registration node creates and sends an
authorisation email to the Customer/Users provided email, with a Quantum Random Number
generated (QRNG) code, e.g. "601453". The DLT ledger gets the attempt details for audit

reference.

5. The (Registration Node) presents a code challenge screen to the Customer/Users

(Browser) asking for the code to be entered by the Customer/User contained in the email.

6. The users enter the code from the email into the code challenge screen on their (Browser).
In this example "601453".
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7. If authentication of the 2FA QRNG code fails, after three invalid attempts the connection

and process is terminated.

8. If the 2FA QRNG is correctly authenticated on the (Browser) code challenge screen; The
(Registration Node) displays to the Customer/Users (Browser), the 'New Authenticated
Customer/User' web form. This includes a New Customer/User Number 'CUSTNUM' that
was generated by the Registration Node, that uniquely identifies the Customer/User for the

lifetime of their use of the service.

10. (Browser) The Customer completes 'New Authenticated Customer/User' web form, here
they complete a number of service options for the item being stored, such as in the cloud, on-
premise, a number of atomic unit's data is held in, and other QS cloud platform quality of
service selections, plus access criteria and rights to the data object are stored. They also
register and authenticate payment information as appropriate. They also select the format
choices for receiving QS cloud platform access tokens. Once completed they hit Submit to

send the data to the (Registration Node).

11. The (Registration Node) receives the data. It sends the data to the Registration Security

Gateway.

12. The (Registration Security Gateway) routes the data to the QS cloud platform (BackEnd

Server) application.

13. The (Backend Server) application registers the Customers/Users details on the DLT
ledger and returns to the (BackEnd Server) a unique QS cloud platform Access Token (or QS

cloud platform token) for the Customer/User.

14. The (Backend Server) sends the QS cloud platform Access Token to the (Registration
Node) via the (Registration Security Gateway)

15. The (Registration Node) sends QS cloud platform Access Token to the Customer/User in

the format selected (Browser, Email, RFcode, Certificate, Wallet/Coin etc).

16. (Browser) The Customer/User is now presented by the (Registration Node) QS cloud
platform Main Menu', showing their Service Options, their current transactions, the ability to
interrogate the platform for information on their stored documents/assets and the ability to
update their information held by the QS cloud platform system. This screen also provides the
ability to view a document sent to them by someone else as shown in their inbox or by

scanning in a QR code from the QS cloud platform service.
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(Note: There are many multi-factor authentication methods which are pluggable into our
application, including Biometrics and support for various authentication applications and
solutions. This simple 2FA is an example of the many options available for QS cloud platform

to identify a user signing up for the service.

[00493] The existing customer sign on process is based on the following steps of:

1. (Browser) The Customer/User types in the URL of the QS cloud platform homepage into
their web browser; A front-end authorisation node (Registration Node) notices the attempt
and presents the welcome screen.

2. (Browser) The user signs onto the Registration Node using their pre-established
credentials, authentication method and QS cloud platform Access Token via their (Browser) -
(See process for First Time Customer/User Registration above).

3. Upon successful authentication, they are shown the 'QS cloud platform Main Menu',
showing their Service Options available, their current transactions, the ability to interrogate
the platform for information on their stored documents/assets and the ability to update their
information held by the QS cloud platform/QS system. This screen also provides the ability
to view a document sent to them by someone else as shown in their inbox or by scanning in
a QR code from the QS cloud platform service. This screen also provides the ability to view
a document sent to them by someone else as shown in their inbox or by scanning in a QR
code from the QS cloud platform service. This screen also provides the ability to view a
document sent to them by someone else as shown in their inbox or by scanning in a QR

code from the QS cloud platform service.

[00494] New Document/Asset Upload process (e.g. Quantum Storage) Work is based on the

following steps of:

1. (Browser) From the 'QS cloud platform Main Menu', showing their Service Options
available, their current transactions, the ability to interrogate the platform for information on
their stored documents/assets and the ability to update their information held by the QS cloud
platform system. This screen also provides the ability to view a document sent to them by
someone else as shown in their inbox or by scanning in a QR code from the QS cloud

platform service.

2. (Browser) The Customer/User selects the Service Option of their choosing, for example
‘Legal Asset/Document Secure Distribution Service', the appropriate web form is displayed

on this browser by the (Registration Node).
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3. (Browser) The Customer/User enters the names of the Document/Asset, A Description or

Recipient instructions field about the Document/Asset to guide the recipient.

4. (Browser) The Customer/User drags the document into the container shown on the

Browser or uses the file navigator to select the file to upload.

5. (Browser) The Customer/User hits the 'Submit' button to send the Transaction to the QS

cloud platform (Registration Node).

6. The (Registration Node) receives the 'Legal Asset/Document Secure Distribution Service'

transaction data. It sends the data to the Registration Security Gateway.

7. The (Registration Security Gateway) routes the data to the QS cloud platform (BackEnd

Server) application.

8. The (Backend Server) application registers the 'Legal Asset/Document Secure Distribution

Service' transaction on the DLT ledger via the DLT applications API.

9. The (DLT Server) upon registering 'Legal Asset/Document Secure Distribution Service'
transaction, now passes the Uploaded data to the Storage Algorithm within its Dapp

application.

10. The (DLT Server) applications Storage Algorithm, now slices the Data Object into a
minimum of six or more parts based on the service option selected by the Customer/User.
We call these (QS cloud platform Sharded Units). Each (QS cloud platform Sharded Unit) is
allocated a unique QKD Key from by the QKD infrastructure to encrypt the data stored in
each (QS cloud platform Sharded Atomic Unit).

11. The Storage Algorithm now calculates the best way to store the data and where based on
the quality of service information defined by the User and the application parameters and any
Geolocation requirements. Data is always stored fully redundant with the minimum service

tier mandating storage of at least three copies of each Atomic Data Unit stored on disparately

located storage.

12. The Storage Algorithm confirms the data has been written to the storage and writes to the
DLT Server record of the Customer/User the pointers and key references for the 'Legal

Asset/Document Secure Distribution Service' transaction.

13. The (DLT Server) confirm to the (Backend Server) successful storage of the ‘Legal
Asset/Document Secure Distribution Service' transaction detail on the DLT Ledger and that

the Uploaded Asset/Document has been stored successfully on the (Storage Tier).
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14. The (Backend Server) now creates the QS cloud platform Access Token for the Data

ltem and routes this via the (Registration Security Gateway) to the (Registration Node).

15. The (Registration Node) sends QS cloud platform Access Token for the 'Legal
Asset/Document Secure Distribution Service' transaction to the Customer/User in the format

selected (Browser, Email, RFcode, Certificate, Wallet/Coin etc) by the Customer/User.

[00495] The process for retrieving or viewing a Document/Asset by the owner is based on the

following steps of:

1. (Browser) The Customer/User types in the URL of the QS cloud platform homepage into
their web browser; A front-end authorisation node (Registration Node) notices the attempt

and presents the welcome screen.

2. (Browser) The user signs into the Registration Node using their pre-established
credentials, authentication method and QS cloud platform Access Token via their (Browser) -
(As established by the Customer/User upon First Time Customer/User Registration, see

above).

3. Upon successful authentication (Registration Node, Registration Security Gateway,
Backend Server, DLT Server), they are shown the 'QS cloud platform Main Menu', showing
their Service Options available, their current transactions, the ability to interrogate the
platform for information on their stored documents/assets and the ability to update their
information held by the QS cloud platform system. This screen also provides the ability to
view a document sent to them by someone else as shown in their inbox or by scanning in a

QR code from the QS cloud platform service.

4. They select the item stored from their Assets Repository (e.g. a Legal Asset/Document

Secure Distribution Service Asset/Document).

5. The Document/Asset is retrieved from the QS cloud platform infrastructure and displayed
on the browser via a GraphQL API call (Registration Node, Registration Security Gateway,
Backend Server) and then a access request by the (Backend Server) to the (DLT Server)
which in turn requests the data from the (Storage Tier), utilising the encrypted keys for the
Customer/User and the encrypted keys for the Document/Asset details held within the
Backend of the QKD Infrastructure.

6. The Document is displayed on the Customer/Users (Browser) with a series of editing and
updating options as the owner of the Document/Asset. Any updates are versioned and the
Owner has the option to control the current or restore an older version of the document as

the most recent version of the document.
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[00496] The process for retrieving or viewing a Document/Asset by somebody else using a

QS cloud platform Token is based on the following steps of:

1. (Browser) The Customer/User types in the URL of the QS cloud platform homepage into
their web browser; A front-end authorisation node (Registration Node) notices the attempt

and presents the welcome screen.

2a. (Browser) If an QS cloud platform existing user, they sign into the Registration Node
using their pre-established credentials, authentication method and QS cloud platform Access
Token via their (Browser). As established by the Customer/User upon First Time

Customer/User Registration (see above).

2b. (Browser) If they are a new user to the QS cloud platform, they have the option to
undertake 'First Time Registration' as per screen to establish their credentials and log onto

the service.

2c. The Customer/User chooses to not register for the service, but use the ‘Quantum Access
Token’ (or QS cloud platform Access token) to purely access the Document/Asset they have

been sent. In this case

c1. The Customer/User is presented by the (Registration Node), the ‘View QS cloud

platform Document/Asset’ Web form on their (Browser).

c2. They now scan the ‘Quantum Access Token’ QR Code or enter the documents
unique token number into the ‘View QS cloud platform Document/Asset’ Web form

on their (Browser) and press submit to send the code to the (Registration Node).

c3 The (Registration Node) queries the supplied ‘Quantum Access Token’
information with the QS cloud platform infrastructure via a API call (Registration
Node, Registration Security Gateway, Backend Server, DLT Server) to create a basic
2FA authentication challenge email to the recorded tokens stored email recipient, as
recorded on the DLT ledger (DLT Server) for this QS cloud platform Document/Asset
token, by the Document/Asset owner. The email is sent to the recorded recipients

email address.

c4. The (Registration Node) presents a 2FA QRNG code challenge screen to the
Customer/Users (Browser) asking for the code contained in the email.

c4. The Customer/User enters the 2FA QRNG code from the email into the code

challenge screen on their (Browser). For example "601999".
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c5. If authentication of the 2FA QRNG code fails, after three invalid attempts the
connection and process is terminated. An audit log is written advising the
Document/Asset owner.

¢6. If authentication is successful, continue to step 3 Below.

3. Once the 2FA QRNG is correctly authenticated on the (Browser) code challenge screen;
The Registration Node); The Document/Asset is retrieved from the QS cloud platform
infrastructure and displayed on the browser via a GraphQL API call (Registration Node,
Registration Security Gateway, Backend Server) and then a access request by the (Backend
Server) to the (DLT Server) which in turn requests the data from the (Storage Tier), utilising
the encrypted keys for the Customer/User and the encrypted keys for the Document/Asset
details held within the Backend of the QKD Infrastructure.

4. The ‘Document/Asset’ is displayed on the (Browser) with the ‘Document/Asset’ access
rights for the presented ‘QS cloud platform Access Token’ with screen and access
controls/options as dictated by the ‘Documents/Assets’ owner, for example (Create, Read,

Update, Download) etc.

[00497] Figure 11a is a schematic diagram of an example computing system 800 for
quantum safe storing and access according to aspects of the invention. Computing system
800 may be used to implement one or more aspects of the systems, QREF locator and/or
QREF access token engines, QS storage process(es), QS access process(es), QS
application(s) and/or use cases as described with reference to figures 1a-7d. Computing
system 800 includes a computing device 802 that includes one or more processor unit(s)
804, memory unit 806 and communication interface 808 in which the one or more processor
unit(s) 804 are connected to the memory unit 806 and the communication interface 808. The
communications interface 808 may connect the computing device 802 with one or more other
computing devices (not shown) to form a QS network and/or QS DLT and/or both and the like
for implementing one or more aspects, features of the QS systems 100, 130, 140 according
to the invention as described herein. The memory unit 806 may store one or more program
instructions, code or components such as, by way of example only but not limited to, an
operating system 806a for operating computing device 802, DLT node functionality, QS
server functionality as described herein, and a data store 806b for storing DLT records, user
registration records, and/or any additional data and the like and/or further program
instructions, code and/or components associated with implementing the functionality and/or
one or more function(s) or functionality associated with one or more QS systems, one or
more QS servers, one or more QS DLTs, one or more method(s) and/or process(es) of

storing and/or accessing data items using a QS system/QS network and/or QS DLT and the

154



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

35

like, system(s)/platforms, combinations thereof, modifications there to, and/or as described

herein with reference to at least any one of figure(s) 1a to 7d.

[00498] Figure 8b is a schematic diagram of another example QS system 820 for storing
and/or accessing data items in a quantum safe manner according to a third embodiment.
The system 820 for storing and/or accessing data items in a quantum safe manner includes a
SQKD component(s) 822 for receiving sets of QD keys from a plurality of satellites; QS
network component(s) 824 for using the QD keys for establishing quantum safe
communications channels between QS server(s) and/or QS DLT node(s) and the like; QS
DLT 826 configured for storing and/or accessing data items in a quantum safe manner using
DLT network set-up by the QS network component(s) 824; QREF locator component(s) 828
for generation of QREF locators for each data item stored in the QS DLT 826; access tokens
component(s) 830 for generation of access tokens corresponding to QREF locators of data
items stored in the QS DLT 826. The SQKD component(s) 822, QS network component(s)
824, QS DLT 828, QREF locator component(s) 828, and QREF access token components
830 may further include functionality associated with the QS system(s), QS network(s), QS
server(s), apparatus, one or more method(s), process(es), combinations thereof,
modifications thereto and/or as herein described with reference to any one of figures 1a to
8a.

[00499] Further modifications to some embodiments of the invention may include one or

more of the following examples and/or features:

[00500] In a first example, the present disclosure provides a computer-implemented method
of storing one or more data item(s) in a quantum-safe (QS) network, the QS network
comprising one or more QS server(s) and a repository for storing and accessing said data
item(s), each QS server comprising a hardware security module (HSM) for storing an
identical set of quantum distributed (QD) keys, said identical set of QD keys having been
distributed to each of said QS server(s) in a quantum-safe manner, and said QS server(s)
configured to communicate securely with each other and the repository using one or more
available QD keys from the identical set of QD keys, the method performed by a QS server
comprising: generating a quantum reference "QREF" locator based on input data associated
with a data item for storage and an available QD key selected from the set of QD keys; and
sending the QREF locator along with the data item encrypted with the available QD key to

the repository.

[00501] As an option, the method further comprising: selecting an available QD key from the
set of QD keys for encrypting a data item; generating the QREF locator for storing and

accessing the data item based on input data associated with the data item and the selected
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available QD key, wherein the generated QREF locator is unique; linking the QREF locator to
the available QD key of the set of QD keys; and sending the QREF locator and encrypted
data item to the repository for storage, wherein the encrypted data item is linked to the QREF

locator when stored.

[00502] As an option, the method further comprising receiving a set of QD keys using
quantum safe key distribution from a quantum key distributor or source.

[00503] As an option, the input data associated with the data item further comprises one or
more input data from the group of: a device identifier; a manufacturer identifier; a user
identifier; a user secret; a customer number; and an access control list of users for accessing

said data item.

[00504] As an option, the method further comprising: generating a QREF access token
associated with the data item based on the QREF locator; and sending the QREF access

token to a device of a user associated with the data item.

[00505] As an option, the method further comprising: generating a QREF access token for
accessing the data item based on the QREF locator using an irreversible function, process or
operation, wherein the QREF access token is unique; and sending the QREF access token to

a device of a user for enabling the user to access said data item.

[00506] As an option, the method further comprising: receiving, from a device of a user, a
QREF access token requesting access to a data item stored in the repository; identifying a
QREF locator based on the QREF access token and input data from the user; and in
response to identifying the QREF locator, performing the steps of: retrieving the data item
from the repository, wherein the data item is decrypted using the QD key corresponding to
the QREF locator; and providing access operations to the user in relation to the decrypted

data item.

[00507] In a second example, the present disclosure provides a computer-implemented
method of quantum safe (QS) storage in a QS network, the QS network comprising at least
two QS servers and a repository for storing and accessing data items in relation to a plurality
of users, wherein each QS server comprises a hardware security module "HSM" with an
identical set of quantum distributed (QD) keys stored thereon and the QS servers
communicate securely with each other and the repository using quantum encryption based
on one or more available QD keys from the set of QD keys, the method comprising:
generating a quantum reference (QREF) locator associated with a data item based on input

data associated with a first user of the plurality of users and an available QD key selected
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from the set of QD keys; and storing the data item encrypted with the available QD key in the
repository indexed with the QREF locator.

[00508] As an option, further comprising: generating an QREF access token based on the
QREF locator, wherein the QREF access token enables access operations to be performed
on the data item stored in the repository; sending the QREF access token to at least said first
user of the plurality of users; and in response to receiving an QREF access token from a
second user of the plurality of users in relation to a data item stored in the repository
performing the steps of: identifying a QREF locator in relation to the access token, and said
second user; and providing access operations in relation to the encrypted data item in the

repository based on the identified QREF locator and the identified said second user.

[00509] In a third example, the present disclosure provides a computer-implemented method
of quantum safe (QS) storage and retrieval in a QS network, the QS network comprising one
or more QS server(s) and a repository for storing and retrieving one or more data item(s) by a
plurality of users, wherein each QS server comprises a hardware security module (HSM) with
an identical set of quantum distributed (QD) keys stored thereon and the QS servers
communicate securely with each other and the repository using quantum encryption based
on one or more available QD keys from the set of QD keys, the method performed by a QS
server comprising: in response to receiving a data item for storage: generating a quantum
reference "QREF" locator based on a user secret of the first user and an available QD key
selected from the set of QD keys, wherein the QREF locator indicates the location for storing
the data item encrypted with the selected QD key in the repository and an identity of the first
user; generating an QREF access token based on the QREF locator, wherein the QREF
access token enables access operations to be performed on the data item when stored in the
repository; storing the data item in the repository indexed by the QREF locator; and sending
the QREF access token to the first user; and in response to receiving an QREF access token
for a data item stored in the repository: identifying a QREF locator based on the QREF
access token and the identity of the second user; and providing access operations to the
second user in relation to the encrypted data item in the repository based on the identified
QREF locator.

[00510] As an option, the first, second and third examples further comprising receiving a

request for storing the data item by a first user.

[00511] As an option, the first user and the second user are the same.

[00512] As an option, the first user and the second user are different.
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[00513] As an option, the first, second and third examples, wherein the QS network further
comprises one or more user devices, each user device comprising a hardware security
module for storing a set of QD keys, wherein the one or more user devices and one or more
of the QS servers communicate using quantum key encryption based on the set(s) of QD

keys.

[00514] As an option, the first, second and third examples, wherein the repository comprises
a repository or storage system based on at least one from the group of: distributed ledger
technology or network; shared ledger technology or network; blockchain technology or
network; publish/subscribe, response/request and/or real-time based digital storage
cloud/repository technology; any other secure cloud storage system or platform; any other

secure storage system or platform; and any other secure database management system.

[00515] As an option, each set of QD keys are distributed to each of the QS devices based
on at least one from the group of: satellite quantum key distribution; fibre optic quantum key
distribution; terrestrial quantum key distribution; optical quantum key distribution; and any
other quantum key distribution system capable of distributing an identical set of QD keys to

each of the QS server(s) of the QS network.

[00516] As an option, generating the QREF locator further comprising: receiving a user
secret from a device of a first user; receiving an available QD key selected from the set of QD
keys from one of the QS server(s); and generating the QREF locator based on a first set of
cryptographic or mathematical operations in relation to data representative of the user secret

and the received QD key, wherein the QREF locator is unique.

[00517] As an option, generating the QREF access token further comprising generating the
QREF access token based on a second set of cryptographic or mathematical operations in
relation to data representative of the QREF locator, wherein the QREF access token is

unique.

[00518] As an option, generating the QREF locator based on the first set of cryptographic or
mathematical operations further comprises generating the QREF locator from data
representative of the user secret and the received QD key based on any one or more
cryptographic or mathematical operations from the group of. one or more one-way functions;
one or more hash functions; one or more hash-based message authentication code
functions; one or more key derivation functions; one or more of multiplication, subtraction,
addition, division, factorisation and/or any other mathematical operation; any other
combination of one or more cryptographic functions, mathematical operations, operable to

generate data representative of a QREF locator that is unique, obfuscates the received QD
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key and user secret and capable of providing an address for locating the associated data

item for storing in a repository.

[00519] As an option, generating the QREF access token based on the second set of
cryptographic or mathematical operations further comprises generating the QREF access
token from data representative of the QREF locator based on any one or more cryptographic
or mathematical operations from the group of: one or more one-way functions; one or more
hash functions; one or more hash-based message authentication code functions; one or
more key derivation functions; one or more of multiplication, subtraction, addition, division,
factorisation and/or any other mathematical operation; any other combination of one or more
cryptographic functions, mathematical operations, operable to generate data representative
of an QREF access token that is unique, obfuscates the data representative of the QREF
locator, and capable of being used by a QS server to identify the QREF locator for providing

an address for locating the associated data item stored in a repository.

[00520] As an option, the method(s) further comprising: receiving an QREF access token
from a user; identifying the QREF locator associated with the QREF access token; and in
response to identifying the QREF locator, performing one or more access operations in
relation to the data item corresponding to the QREF locator stored in the repository and the
QREF access token.

[00521] As an option, the method(s) further comprising: storing a registration record of each
user storing a data item in the repository, wherein each registration record includes data
representative of: a user identity of said each user; a user secret of said each user;
authentication challenges and responses; the QREF locator associated with the data item; a
data item reference identifier associated with the data item; a quantum key identifier
associated with the QD key used to encrypt the data item; and an access control list
associated with the data item; receiving an QREF access token associated with a data item
from a second user; retrieving one or more registration records associated with the second
user; identifying the QREF locator associated with the QREF access token by: generating, for
each retrieved registration record, an QREF access token based on said each retrieved
registration record; and matching the generated QREF access token with the received QREF
access token; and identifying the QREF locator from the registration record associated with
the generated QREF access token matching the received QREF access token; in response
to identifying the QREF locator, performing one or more access operations in relation to the
data item corresponding to the QREF locator stored in the repository and the QREF access

token.
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[00522] As an option, the first, second and third examples, the QS network comprising one or
more QS registration server(s) and a plurality of registration nodes, wherein a QS registration
server connects to a set of registration nodes of the plurality of registration nodes, and one or
more QS server(s) distribute one or more groups of QD keys from the set of QD keys to the
QS registration servers, each QS registration server distributing one or more QD keys from a
group of QD keys to the corresponding set of registration nodes, the method(s) further
comprising: receiving, from a QS registration server generating a registration record
associated with a user, the registration record of the user, wherein a device of the user is in
communication with a registration node coupled to the QS registration server, the registration
record including one or more user data representative of: a user identity of said each user,
one or more device identifiers associated with the user; user credentials associated with
logging into the QS system; a user secret of said each user; authentication challenges and
responses; a QREF locator associated with a data item in relation to the user; a data item
reference identifier associated with the data item; a QD key identifier associated with the QD
key used to encrypt the data item; and an access control list associated with the data item;

and storing the registration record of said user in the repository.

[00523] As an option, the method(s) further comprising: receiving user credentials from a QS
registration server associated with a user, wherein a device of the user is in communication
with a registration node coupled to the QS registration server; retrieving the registration
record associated with the user based on the user credentials; receiving a QREF access
token associated with a data item from the user; identifying the QREF locator associated with
the QREF access token by: generating, for each retrieved registration record, an QREF
access token based on said each retrieved registration record; and matching the generated
QREF access token with the received QREF access token; and identifying the QREF locator
from the retrieved registration record associated with the generated QREF access token
matching the received QREF access token; in response to identifying the QREF locator,
performing one or more access operations in relation to the data item corresponding to the

QREF locator stored in the repository and the QREF access token.

[00524] As an option, the repository further comprises a distributed ledger; the QS network
further comprising a plurality of QS servers, each QS server comprises a HSM with an
identical set of QD keys stored thereon and each QS server of the plurality of QS servers
comprising a node for operating the distributed ledger, wherein the nodes of the plurality of
QS servers form a QS distributed ledger network configured for providing storage and access
to one or more data item(s) stored on the distributed ledger, wherein the method further
comprising: receiving a QREF locator for storing an encrypted data item in the distributed
ledger; and storing the encrypted data item in the distributed ledger using the QREF locator

as an address for the location of the encrypted data item in the distributed ledger.
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[00525] As an option, wherein: the repository further comprises a shared ledger; the QS
network further comprising a plurality of QS servers, each QS server comprises a HSM with
an identical set of QD keys stored thereon and each QS server of the plurality of QS servers
comprising a node for operating the shared ledger between corresponding nodes, wherein
the nodes of the plurality of QS servers form a QS shared ledger network configured for
providing storage and access to one or more data item(s) stored on the shared ledger,
wherein the method(s) further comprising: receiving a QREF locator for storing the encrypted
data item in the shared ledger; and storing the encrypted data item in the shared ledger using
the QREF locator as an address for the location of the encrypted data item in the shared

ledger.

[00526] As an option, the method(s) further comprising: receiving an QREF access token
from the second user for accessing an encrypted data item stored in the distributed or shared
ledger; identifying a QREF locator corresponding to the QREF access token and second
user; and accessing the encrypted data item in the distributed or shared ledger using the

identified QREF locator based on the access token.

[00527] As an option, the repository further comprises a digital storage platform using
publish/subscribe, request/response and/or real-time based messaging for storing and
accessing data items, the QS network further comprising a plurality of QS servers, each QS
server comprises a HSM with an identical set of QD keys stored thereon and each QS server
of the plurality of QS servers comprising a node for operating digital storage platform
messaging between corresponding nodes, wherein the nodes of the plurality of QS servers
form the digital storage platform as a QS distributed storage network configured for providing
storage and access to one or more data item(s) based on the digital storage platform
messaging, wherein the method(s) further comprising: receiving a QREF locator for storing
the encrypted data item in the distributed storage platform; and storing the encrypted data
item in the shared ledger using the QREF locator as an address for the location of the

encrypted data item in the distributed storage platform.

[00528] As an option, the method(s) further comprising: receiving an QREF access token
from the second user for accessing an encrypted data item stored in the distributed storage
platform, identifying a QREF locator corresponding to the QREF access token and second
user; and accessing the encrypted data item in the distributed storage platform using the

identified QREF locator based on the access token.

[00529] As an option, each QS server comprises a satellite receiver, the method(s) further
comprising: receiving, at each of the one or more QS servers of the QS network, one or more

sets of QD keys from a satellite quantum key distribution system, the satellite quantum key
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distribution system comprising at least one satellite configured for generating and distributing
a set of QD keys; and storing, on each of the one or more QS servers of the QS network, the
received set(s) of QD keys on the corresponding hardware security moedule, wherein after

distribution of a set of QD keys to each of the QS servers, each of the QS servers has stored

thereon an identical set of QD keys.

[00530] As an option, the QS network further comprises one or more user devices, each user
device comprising a HSM for storing a set of QD keys, wherein the one or more user devices
and one or more of the QS servers communicate using quantum key encryption based on the
set(s) of QD keys, wherein each QS user device comprises a satellite receiver, the method
further comprising: receiving, at one or more of the user devices, one or more sets of QD
keys from the satellite quantum key distribution system, the satellite quantum key distribution
system comprising at least one satellite configured for generating and distributing the one or
more sets of QD keys; and storing, on each of the one or more QS user devices of the QS
network, the received set(s) of QD keys on the corresponding HSM, wherein after distribution
of said one or more sets of QD keys to each of the QS user devices, each of the QS user

devices has stored thereon an identical set of QD keys.

[00531] As an option, each QS server of the QS network includes a hardware security
module (HSM) for storing a set of QD keys, wherein each of the QD keys in the set of QD
keys is mapped to a corresponding QD key identifier and stored in the HSM based on data
representative of: the QD key identifier for identifying said each QD key; and said each QD
key; wherein each set of QD keys stored on each of the QS servers of the QS network have
identical mappings between the QD key identifier and each said QD key from the set of QD
keys, the method further comprising: receiving a set of QD keys from a quantum key
distribution system, each QD key of the set of QD keys mapped to a corresponding QD key
identifier; and storing data representative of the set of QD keys and corresponding QD key

identifiers.

[00532] As an option, data representative of a mapping of a QREF locator associated with a
QD key is stored in the HSM, based on data representative of: the QREF locator; the QD key
associated with the QREF locator; and the QD key identifier identifying said selected QD key;
wherein each set of QD keys stored on an HSM of each of the QS servers of the QS network
are updated based on the data representative of the mapping between the QD key identifier,
the QREF locator and corresponding QD key, the method further comprising: receiving a
QREF locator and a QD key identifier associated with a QD key, the QD key selected from
the set of QD keys for use in generating the QREF locator and encrypting an associated data
item; and storing data representative of the mapping between the QREF locator, QD key
identifier and QD key in the HSM of a QS server.
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[00533] As an option, the repository further comprises a plurality of records for storing one or
more encrypted data item(s), each record comprising data representative of: a QREF locator
associated with an encrypted data item; and the encrypted data item, wherein the data item

is encrypted with a QD key associated with the QREF locator.

[00534] As an option, each record further comprising data representative of: one or more
user identities allowed to access the encrypted data item of said each record; and one or
more permissions or operations associated with each of the one or more user identities in

relation to accessing said encrypted data item.

[00535] As an option, each record further comprising data representative of an access control
list indicating one or more user identities allowed to access the encrypted data item and
corresponding permissions and/or operations in relation to each user identity accessing said

encrypted data item.

[00536] As an option, the QREF locator further comprises data representative of: the user
secret; a customer number allocated to the user; a data item reference identifier allocated to
the data item; and a QD key identifier of the available QD key of the set of QD keys used to
encrypt the data item.

[00537] As an option, the QREF locator further comprises data representative of: a user

identifier; and an access control list to the data item.

[00538] As an option, the method(s) comprising: receiving a request to register a user;
authenticating the user; receiving user details for registering the user with the QS network in
response to positive authentication of the user; receiving a data item from the user for storing
in a QS repository of the QS network; generating a uniqgue QREF locator based data
representative of the received user details and the data item; associating the generated
QREF locator with the registered user details and also the data item; generating a unique
QREF access token based on data representative of the QREF locator associated with the
data item; storing the QREF locator and the data item in the QS repository of the QS
network; and sending the unique QREF access token to the user for use in accessing, in

some manner, the data item.

[00539] As an option, the method(s) further comprising: receiving an QREF access token
associated with a data item from a user; authenticating the user; identifying the QREF locator
based on the user registration details and the access token in relation to the user; retrieving
the data item associated with the QREF locator from the QS repository; checking the user

has permissions to access the data item based on an access control list associated with the
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determining the user has permissions to access the data item.

[00540] As an option, the method(s) comprising: receiving a request to register a user;
authenticating the user; receiving user details for registering the user with the QS network in
response to positive authentication of the user; receiving a know your own client "KYC" data
item from the user for storing in a QS repository of the QS network, the KYC data item
including data representative of know your own client details of the user; generating a unique
QREF locator based data representative of the received user details and the KYC data item;
associating the generated QREF locator with the registered user details and also the KYC
data item; generating a unique QREF access token based on data representative of the
QREF locator corresponding to the KYC data item and the KYC data item; storing the QREF
locator and the KYC data item in the QS repository of the QS network; and sending the
unique KYC QREF access token to the user for use in providing KYC data of the user to one

or more service providers.

[00541] As an option, the method(s) further comprising: receiving an QREF access token
associated with a data item from a user; authenticating the user; identifying the QREF locator
based on the user registration details and the access token; retrieving the data item
associated with the QREF locator from the QS repository; checking the user has permissions
to access the data item based on an access control list associated with the data item; and
enabling the user access to the data item in response to determining the user has

permissions to access the data item.

[00542] As an option, the method(s) comprising: receiving a request to register a user;
authenticating the user; receiving user details for registering the user with the QS network in
response to positive authentication of the user; receiving a certificate data item from the user
for storing in a QS repository of the QS network, the certificate data item including data
representative of a web certificate for certifying the trustworthiness of a website operated by
the user; generating a unique QREF locator based data representative of the received user
details and the certificate data item; associating the generated QREF locator with the
registered user details and also the certificate data item; generating a unique QREF access
token based on data representative of the QREF locator corresponding to the certificate data
item and the certificate data item; storing the QREF locator and the certificate data item in the
QS repository of the QS network; and sending the unique certificate QREF access token to
the user for use by the website in providing the certificate QREF access token to web

browsers of users visiting the website.
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[00543] As an option, the method(s) further comprising: receiving an certificate QREF access
token associated with a certificate data item from a web browser of a user; identifying the
QREF locator associated with the certificate data item based on certificate data within the
certificate QREF access token and the user registration data associated with the certificate
access token; retrieving the certificate data item associated with the QREF locator from the
QS repository; checking the certificate data item matches the received certificate details of
the received certificate access token; and confirming to the web browser of the user that the
certificate QREF access token is valid in response to the received certificate details matching

the corresponding details of the certificate data item.

[00544] As an option, the certificate data item is based on data representative of the ITU-
X509 standard (ASN.1), and beyond. In addition to current standards, future certificate
standards may be supported including IETF’s PKIX certificate and CRL X.509v3 certificate
standard. With the invent of Quantum Computers additional standards from ETSI, NIST as
well as ITU & IETF may be adopted and will be supported by the Quantum Money
application. It should be understood that the identified certificate standards are examples

only, and that other certificate standards may be supported if desired.

[00545] As an option, the method(s) comprising: establishing QS communication channel
with a first device of a first user; receiving, from the first device, a QREF access token
associated with a QD key selected from the set of QD keys, the QD key for use in QS
communications with a second device of a second user; retrieving the QD key selected from
the set of QD keys from the repository based on the received QREF access token; sending
the retrieved QD key to the first device and a second device for use in QS communications

there between.

[00546] As an option, the method(s) comprising: establishing a first communication channel
with a first device of a first user; receiving, from the first device, a request for communicating
with a second device of a second user via the QS network; establishing a second
communication channel with the second device of the second user; receiving a response
from the second device of the second user to connect with the first device of the first user;
establishing a QS communication channel through the QS network based on an available QD
Key selected from the set of QD keys; connecting the first device of the first user with the
second device of the second user via a communication path comprising the first
communication channel, the QS communication channel and the second communication

channel.

[00547] As an option, the first device has a first QD key from the set of QD keys stored

thereon for QS communications with the QS network, and the second device has a second
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QD key stored thereon for QS communications with the QS network, and wherein: the first
communication channel is a first QS communication channel connecting the QS network with
the first device using the first QD key; the second communication channel is a second QS
communication channel connecting the QS network with the second device using the second
QD key.

[00548] As an option, a first device has a first QD key from the set of QD keys stored thereon
for QS communications with the QS network, and a second device has a second QD key
stored thereon for QS communications with the QS network, the method(s) further
comprising: establishing a first QS communication channel with the first device using the first
QD key; receiving, from the first device, the request for QS communications with the second
device; establishing a second QS communication channel with the second device using the
second QD key; receiving, from the second device, a response to establish QS
communications with the first device; allocating a QD key from the set of QD keys for QS
communications between the first and second device; and sending via the established first
and second QS channels the third QD key to the first and second device, respectively, for

use in QS communications therebetween.

[00549] As an option, the method(s) further comprising registering a device for use with the
QS network, wherein registering the device further comprising: connecting with the device
over a direct wired connection with a QS server of the QS network; selecting an available QD
key from the set of QD keys for use by the device; uploading the selected QD key to secure
storage of the device via the direct wired connection; and storing and registering an
association between the device and the available QD key in the repository of the QS network.

[00550] As an option, the method(s) further comprising registering a user with the QS
network, wherein registering the user further comprising: associating the user with a device
registered for use with the QS network; and storing and registering the association between

the user and the registered device in the repository of the QS network.

[00551] As an option, the method(s) further comprising: registering the first user with the QS
network and associating the first user with the first device; and registering the second user

with the QS network and associating the second user with the second device.

[00552] As an option, the method(s) further comprising: assigning a further QD key from the
set of QD keys for use in QS communications between the first device and the second
device, wherein the further QD key is to be stored as a QD key data item in the QS
repository; generating a QREF locator associated with the QD key data item and an available
QD key for encrypting the QD key data item; generating a QREF access token associated
with the QD key data item based on the QREF locator; linking the QREF locator with the
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available QD key; associating the QREF locator with the registrations of the first user and the
second user to form a communication pair; storing the QD key data item encrypted with the
available QD key in the QS repository with the QREF locator; and sending the QREF access

token to the first device and the second device for use in QS communications there between.

[00553] As an option, the method(s) further comprising: selecting an available QD key for
forming a communication pair between the first and second device; and storing the available
QD key as a QD key data item for use when the first and second device request QS

communication there between.

[00554] As an option, the method(s) further comprising: in response to storing a QK key data
item associated with a communication pair between a first device and a second device:
generating a quantum reference "QREF" locator based on a user secret of the first and
second users and an available QD key selected from the set of QD keys for encrypting the
QD key data item, wherein the QREF locator indicates the location of the QD Key data item
encrypted with the selected QD key in the repository; generating an QREF access token
based on the QREF locator, wherein the QREF access token enables access operations to
be performed on the QD key data item stored in the repository; providing the QREF locator to
the repository for storing the encrypted QD key data item in the repository; and sending the
QREF access token to the first device of the first user and the second device of the second
user; and in response to receiving a request for accessing the QD Key data item from the
repository by the first or the second user: receiving an QREF access token from the first user
or the second user; identifying a QREF locator based on the QREF access token and the
identity of the first user or the second user; and providing access to the encrypted QD key
data item in the repository to the first user or the second user in response to identifying the
QREF locator.

[00555] As an option, the method(s) further comprising: establishing a first QS
communication channel with the first device using the first QD key; receiving, from the first
device, a QREF access token corresponding to a QD key data item associated with a
communication pair between the first user and the second user; identifying the QREF locator
associated with the QREF access token based on the communication pair between the first
and second users; providing access to a decrypted QD key data item in the repository via the
first QS communication channel with the first device of the first user in response to identifying
the QREF locator; establishing a second QS communication channel with the second device
of the second user using the second QD key; receiving, from the second device, a QREF
access token corresponding to a QD key data item associated with a communication pair
between the first user and the second user; identifying the QREF locator associated with the

QREF access token based on the communication pair between the first and second users;
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and providing access to a decrypted QD key data item in the repository via the second QS
communication channel with the second device of the second user in response to identifying
the QREF locator.

[00556] In a fourth example, the present disclosure provides a computer-implemented
method of quantum safe (QS) storage and retrieval in a QS network, the QS network
comprising one or more QS server(s) and a repository for storing and retrieving one or more
data item(s) by a plurality of users, wherein each QS server comprises a hardware security
module (HSM) with an identical set of quantum distributed (QD) keys stored thereon and the
QS servers communicate securely with each other and the repository using quantum
encryption based on one or more available QD keys from the set of QD keys, the method
performed by an end-point device of a user comprising: sending a data item for storage in a
repository of the QS network, wherein a QS server is configured, in response to receiving the
data item, to: generate a quantum reference "QREF" locator based on a user secret of the
user and an available QD key selected from the set of QD keys, wherein the QREF locator
indicates the location for storing the data item encrypted with the selected QD key in the
repository and an identity of the user; generate a QREF access token based on the QREF
locator, wherein the QREF access token enables access operations to be performed on the
data item when stored in the repository; store the data item in the repository indexed by the
QREF locator; and send the QREF access token to the end-point device of the user; and
receiving a QREF access token corresponding to the data item stored in the repository;

storing the QREF access token for use in accessing the data item stored in the QS system.

[00557] In a fifth example, the present disclosure provides a computer-implemented method
of quantum safe (QS) storage and retrieval in a QS network, the QS network comprising one
or more QS server(s) and a repository for storing and retrieving one or more data item(s) by a
plurality of users, wherein each QS server comprises a hardware security module (HSM),
such as a mesh HSM, with an identical set of quantum distributed (QD) keys stored thereon
and the QS servers communicate securely with each other and the repository using quantum
encryption based on one or more available QD keys from the set of QD keys, the method
performed by an end-point device of a user comprising: receiving a QREF access token
corresponding to a data item stored in the repository of the QS system, wherein a QS server
is configured, in response to receiving the data item, to: generate a quantum reference
(QREF) locator based on a user secret of a user submitting the data item and an available
QD key selected from the set of QD keys, wherein the QREF locator indicates the location for
storing the data item encrypted with the selected QD key in the repository and an identity of
the user submitting the data item; generate a QREF access token based on the QREF
locator, wherein the QREF access token enables access operations to be performed on the

data item when stored in the repository; sending the QREF access token corresponding to
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the data item stored in the repository and user credentials to the QS system, wherein a QS
server is configured, in response to receiving the QREF access token, to: identify a QREF
locator based on the QREF access token and the identity of the user; and receiving access in
relation to the data item stored in the QS system when the QS server identifies the QREF

locator.

[00558] In a sixth example, the present disclosure provides an apparatus comprising a
processor unit, a memory unit and a communication interface, the processor unit connected
to the memory unit and the communication unit, wherein the apparatus is configured to
implement the computer-implemented method according to any of the first, second, third,
fourth and/or fifth examples, one or more features thereof, one or more features herein,
combinations thereof, modifications thereto and/or as described herein.

[00559] In a seventh example, the present disclosure provides a computer-readable medium
comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to any of the first, second, third, fourth and/or fifth examples, one or more features
thereof, one or more features herein, combinations thereof, modifications thereto and/or as

described herein.

[00560] In a eighth example, the present disclosure provides an end-point device comprising
a processor unit, a memory unit and a communication interface, the processor unit connected
to the memory unit and the communication unit, wherein the apparatus is configured to
implement the computer-implemented method according to any of the fourth and/or fifth
examples, one or more features thereof, one or more features herein, combinations thereof,

modifications thereto and/or as described herein.

[00561] In a ninth example, the present disclosure provides a computer-readable medium
comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to any of the fourth and/or fifth examples, one or more features thereof, one or

more features herein, combinations thereof, modifications thereto and/or as described herein.

[00562] In a tenth example, the present disclosure provides a QS system comprising: a QS
network comprising at least two QS servers according to the sixth example, each of the QS
servers comprising a hardware security module (HSM), or a mesh HSM and embedded
Quantum Random Number Generator (QRNG), with an identical set of quantum distributed
(QD) keys stored thereon; a plurality of users with end-point devices according to eighth
example; and a repository for storing and accessing data items associated with users of the
end-point devices; wherein the QS servers communicate securely with each other and the
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repository using quantum encryption based on one or more available QD keys from the set of
QD keys.

[00563] In a eleventh example, the present disclosure provides a computer-implemented
method of quantum safe (QS) communication between a first device and a second device
using a QS network, the QS network comprising at least two QS servers and a repository for
storing and accessing data items associated with users of the first and second devices,
wherein each QS server comprises a hardware security module (HSM) with an identical set
of quantum distributed (QD) keys stored thereon and the QS servers communicate securely
with each other and the repository using quantum encryption based on one or more available
QD keys from the set of QD keys, the method comprising: establishing QS communication
channel with the first device of a first user; receiving, from the first device, a QREF access
token associated with a QD key selected from the set of QD keys, the QD key for use in QS
communications with a second device of a second user; retrieving the QD key selected from
the set of QD keys from the repository based on the received QREF access token; sending
the retrieved QD key to the first and second devices for use in QS communications

therebetween.

[00564] In a twelfth example, the present disclosure provides a computer-implemented
method of quantum safe (QS) communication between a first device and a second device
using a QS network, the QS network comprising at least two QS servers and a repository for
storing and accessing data items associated with users of the first and second devices,
wherein each QS server comprises a hardware security module (HSM) with an identical set
of quantum distributed (QD) keys stored thereon and the QS servers communicate securely
with each other and the repository using quantum encryption based on one or more available
QD keys from the set of QD keys, the method comprising: establishing a first communication
channel with a first device of a first user; receiving, from the first device, a request for
communicating with a second device of a second user via the QS network; establishing a
second communication channel with the second device of the second user; receiving a
response from the second device of the second user to connect with the first device of the
first user; establishing a QS communication channel through the QS network based on an
available QD Key selected from the set of QD keys; connecting the first device of the first
user with the second device of the second user via a communication path comprising the first
communication channel, the QS communication channel and the second communication

channel.

[00565] As an option, the first device has a first QD key from the set of QD keys stored
thereon for QS communications with the QS network, and the second device has a second

QD key stored thereon for QS communications with the QS network, and wherein: the first
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communication channel is a first QS communication channel connecting the QS network with
the first device using the first QD key; the second communication channel is a second QS
communication channel connecting the QS network with the second device using the second
QD key.

[00566] As an option, the first device has a first QD key from the set of QD keys stored
thereon for QS communications with the QS network, and the second device has a second
QD key stored thereon for QS communications with the QS network, the method further
comprising: establishing a first QS communication channel with the first device using the first
QD key; receiving, from the first device, the request for QS communications with the second
device; establishing a second QS communication channel with the second device using the
second QD key; receiving, from the second device, a response to establish QS
communications with the first device; allocating a QD key from the set of QD keys for QS
communications between the first and second device; and sending via the established first
and second QS channels the third QD key to the first and second device, respectively, for

use in QS communications therebetween.

[00567] As an option, the method further comprising registering a device for use with the QS
network, wherein registering the device further comprising: connecting with the device over a
direct wired connection with a QS server of the QS network; selecting an available QD key
from the set of QD keys for use by the device; uploading the selected QD key to secure
storage of the device via the direct wired connection; and storing and registering an

association between the device and the available QD key in the repository of the QS network.

[00568] As an option, method further comprising registering a user with the QS network,
wherein registering the user further comprising: associating the user with a device registered
for use with the QS network; and storing and registering the association between the user

and the registered device in the repository of the QS network.

[00569] As an option, the method further comprising: registering the first user with the QS
network and associating the first user with the first device; and registering the second user

with the QS network and associating the second user with the second device.

[00570] As an option, the method further comprising: assigning a further QD key from the set
of QD keys for use in QS communications between the first device and the second device,
wherein the further QD key is to be stored as a QD key data item in the QS repository;
generating a QREF locator associated with the QD key data item and an available QD key for
encrypting the QD key data item; generating a QREF access token associated with the QD
key data item based on the QREF locator; linking the QREF locator with the available QD
key; associating the QREF locator with the registrations of the first user and the second user
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to form a communication pair; storing the QD key data item encrypted with the available QD
key in the QS repository with the QREF locator; and sending the QREF access token to the
first device and the second device for use in QS communications therebetween.

[00571] As an option, the method further comprising: selecting an available QD key for
forming a communication pair between the first and second device; and storing the available
QD key as a QD key data item for use when the first and second device request QS

communication therebetween.

[00572] As an option, the method further comprising: in response to storing a QK key data
item associated with a communication pair between a first device and a second device;
generating a quantum reference (QREF) locator based on a user secret of the first and
second users and an available QD key selected from the set of QD keys for encrypting the
QD key data item, wherein the QREF locator indicates the location of the QD Key data item
encrypted with the selected QD key in the repository; generating an QREF access token
based on the QREF locator, wherein the QREF access token enables access operations to
be performed on the QD key data item stored in the repository; providing the QREF locator to
the repository for storing the encrypted QD key data item in the repository; and sending the
QREF access token to the first device of the first user and the second device of the second
user; and in response to receiving a request for accessing the QD Key data item from the
repository by the first or the second user: receiving an QREF access token from the first user
or the second user; identifying a QREF locator based on the QREF access token and the
identity of the first user or the second user; and providing access to the encrypted QD key
data item in the repository to the first user or the second user in response to identifying the
QREF locator.

[00573] As an option, the method further comprising: establishing a first QS communication
channel with the first device using the first QD key; receiving, from the first device, a QREF
access token corresponding to a QD key data item associated with a communication pair
between the first user and the second user; identifying the QREF locator associated with the
QREF access token based on the communication pair between the first and second users;
providing access to a decrypted QD key data item in the repository via the first QS
communication channel with the first device of the first user in response to identifying the
QREF locator; establishing a second QS communication channel with the second device of
the second user using the second QD key; receiving, from the second device, a QREF
access token corresponding to a QD key data item associated with a communication pair
between the first user and the second user; identifying the QREF locator associated with the
QREF access token based on the communication pair between the first and second users;

and providing access to a decrypted QD key data item in the repository via the second QS
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communication channel with the second device of the second user in response to identifying
the QREF locator.

[00574] In a thirteenth example, the present disclosure provides a computer-implemented
method of quantum safe (QS) communication between a first device and a second device
using a QS network, the QS network comprising at least two QS servers and a repository for
storing and accessing data items associated with users of the first and second devices,
wherein each QS server comprises a hardware security module (HSM) with an identical set
of quantum distributed (QD) keys stored thereon and the QS servers communicate securely
with each other and the repository using quantum encryption based on one or more available
QD keys from the set of QD keys, the method performed by the first device comprising:
establishing a first QS communication channel with a first QS server of the QS network;
transmitting a QREF access token associated with a QD key selected from the set of QD
keys for use in QS communications with a second device of a second user; receiving the
retrieved QD key from the QS server for use in QS communications with the second device
therebetween; establishing a third QS communication channel with the second device of the
second user based on the received QD key, wherein, prior to establishing the third QS
communication channel, the second device receives the retrieved QD key by establishing a
second QS communication channel with a second QS server of the QS network and
transmitting the QREF access token corresponding to the QD key.

[00575] In fourteenth example, the present disclosure provides a computer-implemented
method of quantum safe (QS) communication between a first device and a second device
using a QS network, the QS network comprising at least two QS servers and a repository for
storing and accessing data items associated with users of the first and second devices,
wherein each QS server comprises a hardware security module (HSM) with an identical set
of quantum distributed (QD) keys stored thereon and the QS servers communicate securely
with each other and the repository using quantum encryption based on one or more available
QD keys from the set of QD keys, the method performed by the first device comprising:
establishing a first communication channel with a first QS server of the QS network;
transmitting, to the first QS server, a request for communicating with a second device of a
second user; establishing a second communication channel with the second device of the
second user; receiving a response from the second device of the second user to connect with
the first device of the first user; establishing a QS communication channel through the QS
network based on an available QD Key selected from the set of QD keys; communicating
with the second device of the second user based on a communication path comprising the
first communication channel, a QS communication channel through the QS network and a

second communication channel between the second device and the QS network.
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[00576] In a fifteenth example, the present disclosure provides a computer-implemented
method of quantum safe (QS) communication between a first device and a second device
using a QS network, the QS network comprising at least two QS servers and a repository for
storing and accessing data items associated with users of the first and second devices,
wherein each QS server comprises a hardware security module (HSM) with an identical set
of quantum distributed (QD) keys stored thereon and the QS servers communicate securely
with each other and the repository using quantum encryption based on one or more available
QD keys from the set of QD keys, the method performed by the first device comprising:
establishing a first communication channel with the first QS server of the QS network;
receiving, from the first QS server, a connection request from the second device of the
second user; in response to accepting the connection request, communicating with the
second device of the second user based on a communication path comprising the first
communication channel, a QS communication channel through the QS network and a second

communication channel between the second device and the QS network.

[00577] As an option, the thirteenth, fourteenth, and/or fifteenth examples, where the first
device has a first QD key from the set of QD keys stored thereon for QS communications
with the QS network, and the second device has a second QD key stored thereon for QS
communications with the QS network, and wherein: the first communication channel is a first
QS communication channel connecting the QS network with the first device using the first QD
key; the second communication channel is a second QS communication channel connecting

the QS network with the second device using the second QD key.

[00578] As an option, wherein the first device has a first QD key from the set of QD keys
stored thereon for QS communications with the QS network, and the second device has a
second QD key stored thereon for QS communications with the QS network, the method
further comprising: establishing a first QS communication channel with the first QS server
using the first QD key; transmitting, to the first QS server, a request for QS communications
with the second device; receiving via the established first QS channel the third QD key from
the first QS server for use in QS communications with the second device, wherein the second
device receives via an established second QS channel the third QD key from a second QS

server in response to the request.

[00579] As an option, the method(s) further comprising registering a device of a user for use
with the QS network, wherein registering the device further comprising: connecting the device
over a direct wired connection with a QS server of the QS network; downloading an available
QD key from the set of QD keys to secure storage on the device for use by the device in QS
communications with the QS network; registering the association between the device and the

user for storage in the repository of the QS network.

174



WO 2022/018433

10

15

20

25

30

35

[00580] As an option, registering the user with the QS network, wherein registering the user
further comprising providing user credentials and the device identifier of the device for

registering the user and associated device for use with the QS network.

[00581] As an option, the method further comprising: receiving a QREF access token
corresponding to a further QD key for use in QS communications between the first device
and the second device, wherein the QS server is configured to perform the steps of:
assigning a further QD key from the set of QD keys for use in QS communications between
the first device and the second device, wherein the further QD key is to be stored as a QD
key data item in the QS repository; generating a QREF locator associated with the QD key
data item and an available QD key for encrypting the QD key data item; generating a QREF
access token associated with the QD key data item based on the QREF locator; linking the
QREF locator with the available QD key; associating the QREF locator with the registrations
of the first user and the second user to form a communication pair; storing the QD key data
item encrypted with the available QD key in the QS repository with the QREF locator; and
sending the QREF access token to the first device and the second device for use in QS

communications therebetween.

[00582] As an option, the QS network is configured to select an available QD key for forming
a communication pair between the first and second device, and store the available QD key as
a QD key data item for use when the first and second device request QS communication
therebetween, the method(s) further comprising: sending a request for QS communications
with a second device of a second user; receiving a QD key for use in QS communications
with the second device; and establishing QS communications with the second device based

on the received QD key.

[00583] As an option, the method(s) further comprising: transmitting a QREF access token
for accessing a QD Key data item from the repository for use in QS communications between
the first device of the first user and second device of a second user; receiving access to the
QD Key data item, wherein the QD Key data item comprises data representative of a QD Key
selected from a set of QD Keys for use by the first and second devices in QS
communications therebetween; establishing QS communications with the second device
using the QD Key, wherein the second device receives access to the QD Key data item by

transmitting the QREF access token for accessing the QD Key data item.

[00584] As an option, the method(s) further comprising: establishing a first QS
communication channel with the first QS server using the first QD key; transmitting, to the
first QS server, a QREF access token corresponding to a QD key data item associated with a

communication pair between the first user and the second user; receiving access to a
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decrypted QD key data item in the repository via the first QS communication channel with the
first QS server in response to the first QS server identifying the QREF locator associated with
the QREF access token; establishing a QS communication channel with the second device of
the second user using the decrypted QD key, wherein the second device of the second user
receives receiving access to a decrypted QD key data item in the repository via a second QS
communication channel with a second QS server in response to the first QS server

identifying the QREF locator associated with the QREF access token.

[00585] In a sixteenth example, the present disclosure provides an apparatus comprising a
processor unit, a memory unit and a communication interface, the processor unit connected
to the memory unit and the communication unit, wherein the apparatus is configured to
implement the computer-implemented method according to any of the eleventh and/or twelfth
example(s), one or more features thereof, one or more features herein, combinations thereof,
modifications thereto and/or as described herein.

[00586] In a seventeenth example, the present disclosure provides a computer-readable
medium comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to any of the eleventh and/or twelfth example(s), one or more features thereof, one
or more features herein, combinations thereof, modifications thereto and/or as described

herein.

[00587] In a eighteenth example, the present disclosure provides an end-point device
comprising a processor unit, a memory unit and a communication interface, the processor
unit connected to the memory unit and the communication unit, wherein the apparatus is
configured to implement the computer-implemented method according to any of the
thirteenth, fourteenth, and/or fifteenth example(s), one or more features thereof, one or more

features herein, combinations thereof, modifications thereto and/or as described herein.

[00588] In a nineteenth example, the present disclosure provides a computer-readable
medium comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to any of the eleventh, twelfth, thiteenth, fourteenth, and/or fifteenth example(s),
one or more features thereof, one or more features herein, combinations thereof,

modifications thereto and/or as described herein.

[00589] In a twentieth example, the present disclosure provides a QS system comprising: a
QS network comprising at least two QS servers according to the apparatus of the sixteenth
example, one or more features thereof, one or more features herein, combinations thereof,
modifications thereto and/or as described herein, each of the QS servers comprising a
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hardware security module (HSM) with an identical set of quantum distributed (QD) keys
stored thereon; a plurality of end-point devices according to the eighteenth example, one or
more features thereof, one or more features herein, combinations thereof, modifications
thereto and/or as described herein; a repository for storing and accessing data items
associated with users of the end-point devices; wherein the QS servers communicate
securely with each other and the repository using quantum encryption based on one or more

available QD keys from the set of QD keys.

[00590] In a twenty first example, the present disclosure provides a computer-implemented
method of quantum safe (QS) communication between a first device and a second device
using a QS network, the QS network comprising at least two QS servers and a repository for
storing and accessing data items associated with users of the first and second devices,
wherein each QS server comprises a hardware security module (HSM) with an identical set
of quantum distributed (QD) keys stored thereon and the QS servers communicate securely
with each other and the repository using quantum encryption based on one or more available
QD keys from the set of QD keys, wherein the first device has a first QD key from the set of
QD keys stored thereon and the second device has a second QD key from the set of QD
keys stored thereon, the method comprising: establishing a first QS communication channel
with the first device using the first QD key; receiving, from the first device, a request for QS
communications with the second device; establishing a second QS communication channel
with the second device using the second QD key; receiving, from the second device, a
response to establish QS communications with the first device; allocating a third QD key from
the set of QD keys for QS communications between the first and second device; and sending
via the established first and second QS channels the third QD key to the first and second

device, respectively, for use in QS communications therebetween.

[00591] As an option, the method further comprising registering a device for use with the QS
network, wherein registering the device further comprising: connecting with the device over a
direct wired connection with a QS server of the QS network; selecting an available QD key
from the set of QD keys for use by the device; uploading the selected QD key to secure
storage of the device via the direct wired connection; and storing and registering an
association between the device and the selected available QD key in the repository of the QS

network.

[00592] As an option, the method further comprising registering a user with the QS network,
wherein registering the user further comprising: associating the user with a device registered
for use with the QS network; and storing and registering the association between the user

and the registered device in the repository of the QS network.
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[00593] As an option, the method further comprising: registering the first user with the QS
network and associating the first user with the first device; and registering the second user
with the QS network and associating the second user with the second device.

[00594] In a twenty second example, the present disclosure provides a computer-
implemented method of quantum-safe (QS) transaction or message signing using a QS
network, the QS network comprising at least two QS servers and a repository for storing and
accessing data items associated with users of one or more end-point devices, wherein each
QS server comprises a hardware security module (HSM) with an identical set of quantum
distributed (QD) keys stored thereon and the QS servers communicate securely with each
other and the repository using quantum encryption based on one or more available QD keys
from the set of QD keys, the method comprising: receiving, from a device of a user, a
transaction or message requiring a digital signature associated with the user to be applied
thereto; receiving, from a device of a user, a QREF access token associated with a data item
stored in the repository, the data item is associated with a signing key for use in digitally
signing the received transaction or message; identifying a QREF locator based on the QREF
access token and input data from the user; and in response to identifying the QREF locator,
performing the steps of: retrieving the data item from the repository, wherein the data item is
decrypted using the QD key corresponding to the QREF locator; and digitally signing the
received transaction or message using a digital signature algorithm based on the retrieved

data item; and sending the digitally signed transaction or digitally signed message.

[00595] As an option, the method further comprising: generating a quantum reference
"QREF" locator based on input data associated with a data item for storage and an available
QD key selected from the set of QD keys, wherein the data item is associated with a signing
key from a set of signing keys and the generated QREF locator is unique; and sending the

QREF locator along with the data item encrypted with the available QD key to the repository.

[00596] As an option, the method further comprising: generating a QREF access token for
accessing the data item based on the QREF locator using an irreversible function, process or
operation, wherein the QREF access token is unique; and sending the QREF access token to

a device of a user.

[00597] As an option, the method further comprising: receiving a set of signing keys
associated with a user of an end-point device; generating, for each key in the set of signing
keys, a QREF locator based on user data of the user and an available QD key from the set of
QD keys, wherein a set of QREF locators is generated corresponding to the set of signing
keys; linking each QREF locator in the set of QREF locators to the corresponding available
QD key of the set of QD keys; generating, for each QREF locator in the set of QREF locators,
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a QREF access token based on said each QREF locator, wherein a set of QREF access
tokens are generated corresponding to the set of signing keys; sending, for each QREF
locator in the set of QREF locators, said each QREF locator and an encrypted data item, the
encrypted data item comprising a data item representative of a key from the set of signing
keys corresponding to said each QREF locator and encrypted with a QD key corresponding
to said each QREF locator, to the repository for storage, wherein the encrypted data item is
linked to the QREF locator when stored; sending the set of QREF access tokens to a device

of the user associated with the set of signing keys.

[00598] As an option, wherein receiving a set of signing keys associated with a user of an
end-point device further comprises generating a set of signing keys associated with a user
based on one or more available QD keys from the set of QD keys.

[00599] As an option, the method further comprising sending the digitally signed transaction
or digitally signed message to the device of the user.

[00600] As an option, the method further comprising sending the digitally signed transaction
or digitally sighed message to another device of another user that is a counter-party to the
transaction or is addressed for receiving the digitally signed message, wherein the request
for signing the transaction.

[00601] As an option, the method further comprising sending the digitally signed transaction
or digitally sighed message to a system configured for processing and/or storing the digitally

signed transaction or digitally signed message on behalf of the device of the user.

[00602] As an option, the method further comprising sending the digitally signed transaction
or digitally sighed message to a DLT system configured for processing and/or storing the

digitally signed transaction or digitally signed message on behalf of the device of the user.

[00603] As an option, the system comprises a system or service based on at least one from
the group of: distributed ledger technology; shared ledger technology; and blockchain
technology.

[00604] As an option, the system comprises a system or service using a consensus method
or process for verifying whether one or more digitally signed transactions are stored in the

distributed ledger, shared ledger and/or blockchain associated with said system or service.

[00605] As an option, the method performed by a QS server of the QS network further
comprising performing the QS storage and/or access of data items based on the computer-
implemented method according to any of first, second, third, fourth, and/or fifth example(s),

one or more features thereof, one or more features herein, combinations thereof,
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modifications thereto and/or as described herein, wherein the data items corresponding to

one or more signing keys.

[00606] As an option, further comprising registering permissions for one or more users to
access data items based on one or more QREF access token(s) corresponding to one or

more data item(s) representing one or more signing key(s) stored in the repository.

[00607] As an option, further comprising sending the one or more QREF access token(s) to

the devices associated with the one or more users.

[00608] As an option, further comprising: transmitting the set of signing keys over the QS
network to one or more load-balanced geographically located HSMs, wherein the set of
signing keys are stored in the repository accessible by the HSMs via the QS network;
sending the corresponding QREF access tokens associated with the set of signing keys to

one or more devices of users with permissions to use the QREF access tokens.

[00609] As an option, the set of signing keys are a set of master keys or secrets associated
with two or more systems requiring interoperability, further comprising registering
permissions for one or more devices or apparatus of the two or more systems to access data
items based on one or more QREF access token(s) corresponding to one or more data

item(s) representing said one or more master key(s) or secrets stored in the repository.

[00610] As an option, further comprising sending the one or more QREF access token(s) to

the devices.

[00611] As an option, the set of signing keys are a set of master keys, the method further
comprising registering permissions for one or more users to access data items based on one
or more QREF access token(s) corresponding to one or more data item(s) representing one

or more signing key(s) stored in the repository.

[00612] As an option, further comprising sending the one or more QREF access token(s) to

the devices associated with the one or more users.

[00613] As an option, further comprising: transmitting the set of master keys over the QS
network to one or more load-balanced geographically located HSMs, wherein the set of
master keys are stored in the repository accessible by the HSMs via the QS network; sending
the corresponding QREF access tokens associated with the set of master keys to one or
more devices of users with permissions to use the QREF access tokens.

[00614] In a twenty third example, the present disclosure provides a computer-implemented

method of quantum-safe (QS) transaction or message signing using a QS network, the QS
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network comprising at least two QS servers and a repository for storing and accessing data
items associated with users of one or more end-point devices, wherein each QS server
comprises a hardware security module (HSM) with an identical set of quantum distributed
(QD) keys stored thereon and the QS servers communicate securely with each other and the
repository using quantum encryption based on one or more available QD keys from the set of
QD keys, the method performed by a device of a user comprising: receiving a transaction or
message requiring a digital signature associated with the user to be applied thereto; sending
data representative of the received transaction or message and a QREF access token
associated with a data item stored in the repository, the data item comprising a signing key
for use in digitally signing the transaction or message; receiving a digitally signed transaction
or digitally signed message comprising the transaction or message digitally signed using a
digital signature algorithm based on the data item; sending the digitally signed transaction for
further processing or storage; and indicating to the user of the device that the QREF access

token has been used.

[00615] As an option, wherein the digitally signed transaction or digitally signed message
corresponds to the transaction or message having been processed by a QS server of the QS
network configured to: identify a QREF locator based on the QREF access token and input
data from the user; and in response to identifying the QREF locator, the QS server is
configured to: retrieve the data item from the repository, wherein the data item is decrypted
using the QD key corresponding to the QREF locator; and digitally sign the received
transaction or message using a digital signature algorithm based on the retrieved data item;

and send the digitally signed transaction or digitally signed message.

[00616] As an option, the method further comprising: transmitting a set of signing keys
associated with the user of the end-point device; and receiving a set of QREF access tokens

associated with the set of signing keys.

[00617] As an option, the method further comprising: transmitting a request for a set of
signing keys associated with the user of the end-point device; and receiving a set of QREF
access tokens associated with a generated set of signing keys, wherein the generated set of
signing keys are stored in encrypted form in the repository and each key in the set of signing
keys is linked to a QREF locator corresponding to a QREF access token of the set of QREF
access tokens, wherein a QREF access token is generated by an irreversible operation or

function based on the QREF locator.

[00618] As an option, the generated set of signing keys are generated by an HSM based on

one or more available QD keys from the set of QD keys.

181



WO 2022/018433 PCT/GB2021/051864

10

15

20

25

30

[00619] As an option, a QS server is configured to generate the set of QREF access tokens,
the QS server configured to: generate, for each key in the set of signing keys, a QREF
locator based on user data of the user and an available QD key from the set of QD keys,
wherein a set of QREF locators is generated corresponding to the set of signing keys; link
each QREF locator in the set of QREF locators to the corresponding available QD key of the
set of QD keys; generate, for each QREF locator in the set of QREF locators, a QREF
access token based on said each QREF locator, wherein a set of QREF access tokens are
generated corresponding to the set of signing keys; send, for each QREF locator in the set of
QREF locators, said each QREF locator and an encrypted data item, the encrypted data item
comprising a data item representative of a key from the set of signing keys corresponding to
said each QREF locator and encrypted with a QD key corresponding to said each QREF
locator, to the repository for storage, wherein the encrypted data item is linked to the QREF
locator when stored; and send the set of QREF access tokens associated with the set of

signing keys to a device associated with the user.

[00620] As an option, the method further comprising receiving the digitally signed transaction

or digitally sighed message at the device of the user.

[00621] As an option, the method further comprising sending the digitally signed transaction
or digitally signed message to another device of another user that is a counter-party to the
transaction or is addressed for receiving the digitally signed message, wherein the request

for signing the transaction.

[00622] As an option, the method further comprising sending the digitally signed transaction
or digitally sighed message to a system configured for processing and/or storing the digitally

signed transaction or digitally signed message on behalf of the device of the user.

[00623] As an option, the method further comprising sending the digitally signed transaction
or digitally sighed message to a DLT system configured for processing and/or storing the
digitally signed transaction or digitally signed message on behalf of the device of the user.

[00624] As an option, the system comprises a system or service based on at least one from
the group of: distributed ledger technology; shared ledger technology; and blockchain
technology.

[00625] As an option, the method comprising performing the quantum-safe communications
with a QS server or another device or system based on the computer-implemented method
according to any of eleventh, twelfth, thirteenth, fourteenth, and/or fiteenth example(s), one
or more features thereof, one or more features herein, combinations thereof, modifications

thereto and/or as described herein.
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[00626] As an option, the method performed by a client DLT application executing on the
device of the user, the client application configured for signing DLT transactions and sending
signed DLT to a DLT system.

[00627] As an option, a transaction receipt can be issued to any user by the DLT using a Non
Fungible Token (NFT) to verify authenticity. The NFT creation record being added to the DLT
ledger for verification purposes.

[00628] In a twenty fourth example, the present disclosure provides an apparatus comprising
a processor unit, a memory unit and a communication interface, the processor unit connected
to the memory unit and the communication unit, wherein the apparatus is configured to
implement the computer-implemented method according to any of the twenty second and/or
twenty third example(s), one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[00629] In a twenty fifth example, the present disclosure provides a computer-readable
medium comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to any of the twenty second and/or twenty third example(s), one or more features
thereof, one or more features herein, combinations thereof, modifications thereto and/or as

described herein.

[00630] In a twenty sixth example, the present disclosure provides an end-point device
comprising a processor unit, a memory unit and a communication interface, the processor
unit connected to the memory unit and the communication unit, wherein the end-point device
or apparatus is configured to implement the computer-implemented method according to any
of the twenty third example(s), one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[00631] As an option, the end-point device further comprising a secure enclave for
implementing the computer-implemented method according to any of the twenty second
and/or twenty third example(s), one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[00632] In a twenty seventh example, the present disclosure provides an computer-readable
medium comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to any of the twenty second and/or twenty third example(s), one or more features
thereof, one or more features herein, combinations thereof, modifications thereto and/or as

described herein.
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[00633] In a twenty eighth example, the present disclosure provides a QS system comprising:
a QS network comprising at least two QS servers according to the apparatus of the twenty
fourth example, one or more features herein, combinations thereof, modifications thereto
and/or as described herein, each of the QS servers comprising a hardware security module
(HSM) with an identical set of quantum distributed (QD) keys stored thereon; a plurality of
end-point devices according to any of the twenty sixth example, one or more features herein,
combinations thereof, modifications thereto and/or as described herein; a repository for
storing and accessing data items associated with users of the end-point devices; wherein the
QS servers communicate securely with each other and the repository using quantum

encryption based on one or more available QD keys from the set of QD keys.

[00634] In a twenty ninth example, the present disclosure provides a computer-implemented
method of quantum-safe (QS) cryptographic processing of a data item, transaction or
message using a QS network, the QS network comprising at least two QS servers and a
repository for storing and accessing data items associated with users of one or more end-
point devices, wherein each QS server comprises a hardware security module (HSM) with an
identical set of quantum distributed (QD) keys stored thereon and the QS servers
communicate securely with each other and the repository using quantum encryption based
on one or more available QD keys from the set of QD keys, the method comprising: receiving
a data item, transaction or message requiring a cryptographic processing associated with a
user or system; receiving a QREF access token associated with a data item stored in the
repository, the data item is associated with a cryptographic key for use in cryptographically
processing the received data item, transaction or message; identifying a QREF locator based
on the QREF access token and input data from the user or system; and in response to
identifying the QREF locator, performing the steps of: retrieving the data item from the
repository, wherein the data item is decrypted using the QD key corresponding to the QREF
locator; and processing the received data item, transaction or message using one or more
cryptographic operations based on the retrieved data item; and sending the cryptographically
processed data item, cryptographically processed transaction or cryptographically processed

message.

[00635] As an option, the method further comprising: generating a quantum reference
(QREF) locator based on input data associated with a data item for storage and an available
QD key selected from the set of QD keys, wherein the data item is associated with a
cryptographic key from a set of cryptographic keys and the generated QREF locator is
unique; and sending the QREF locator along with the data item encrypted with the available
QD key to the repository.
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[00636] As an option, the method further comprising: generating a QREF access token for
accessing the data item based on the QREF locator using an irreversible function, process or
operation, wherein the QREF access token is unique; and sending the QREF access token to

a device of a user.

[00637] As an option, the method further comprising: receiving a set of cryptographic keys
associated with the system or the user of an end-point device; generating, for each key in the
set of signing keys, a QREF locator based on system data of the system or user data of the
user and an available QD key from the set of QD keys, wherein a set of QREF locators is
generated corresponding to the set of cryptographic keys; linking each QREF locator in the
set of QREF locators to the corresponding available QD key of the set of QD keys;
generating, for each QREF locator in the set of QREF locators, a QREF access token based
on said each QREF locator, wherein a set of QREF access tokens are generated
corresponding to the set of cryptographic keys; sending, for each QREF locator in the set of
QREF locators, said each QREF locator and an encrypted data item, the encrypted data item
comprising a data item representative of a key from the set of cryptographic keys
corresponding to said each QREF locator and encrypted with a QD key corresponding to said
each QREF locator, to the repository for storage, wherein the encrypted data item is linked to
the QREF locator when stored; sending the set of QREF access tokens to the system or a
device of the user associated with the set of cryptographic keys.

[00638] As an option, receiving a set of cryptographic keys associated with a system or a
user of an end-point device further comprises generating a set of cryptographic keys
associated with the system or the user based on one or more available QD keys from the set
of QD keys.

[00639] As an option, the method further comprising sending the cryptographically processed
transaction or cryptographically processed signed message to the system or a device of the

user.

[00640] As an option, the method further comprising sending the cryptographically processed
data item, cryptographically processed transaction or cryptographically processed message
to another system or another device of another user that is a counter-party to the transaction

or is addressed for receiving the cryptographically processed message.

[00641] As an option, the method further comprising sending the cryptographically processed
data item, cryptographically processed transaction, or cryptographically processed message
to the system or another system configured for using, processing and/or storing the
cryptographically processed data item, cryptographically processed transaction or
cryptographically processed message.
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[00642] As an option, the method further comprising sending the cryptographically processed
data item, cryptographically processed transaction or cryptographically processed message
to a DLT system configured for using, processing and/or storing the cryptographically
processed data item, cryptographically processed transaction or cryptographically processed

message on behalf of the device of the user.

[00643] As an option, wherein the system comprises a system or service based on at least
one from the group of: distributed ledger technology; shared ledger technology; and

blockchain technology.

[00644] As an option, wherein the system or said another system is configured to use a
consensus method or process for verifying whether one or more cryptographically processed
data item(s), cryptographically processed transaction(s) or cryptographically processed
message(s) are stored in a distributed ledger, shared ledger and/or blockchain associated

with said system or said another system.

[00645] As an option, the method performed by a QS server of the QS network further
comprising performing the QS storage and/or access of data items based on the computer-
implemented method according to any of first, second third, fourth and/or fifth examples one
or more features thereof, one or more features herein, combinations thereof, modifications
thereto and/or as described herein, wherein the data items corresponding to one or more

cryptographic keys.

[00646] As an option, wherein the cryptographic operations comprise one or more
cryptographic operations based on the group of: encryption, digital signing, decryption,

authentication, hashing, authenticated encryption.

[00647] As an option, wherein the cryptographic keys comprise one or more cryptographic

keys for use with said one or more cryptographic operations.

[00648] As an option, wherein the set of cryptographic keys are a set of cryptographic signing
keys associated with the system or the user for use with said one or more cryptographic
operations, said one or more cryptographic operations corresponding to one or more digital
signature cryptographic operation(s) or algorithm(s) associated with digitally signing one or
more data item(s), transaction(s), or message(s) using a signing key associated with a QREF
access token, and the set of cryptographic key(s) are a set of signing key(s).

[00649] As an option, further comprising registering permissions for one or more systems or

one or more users to access data items based on one or more QREF access token(s)
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corresponding to one or more data item(s) representing one or more signing key(s) of the set

of signing key(s) stored in the repository.

[00650] As an option, further comprising sending the one or more QREF access token(s) to

the one or more systems, or one or more devices associated with the one or more users.

[00651] As an option, further comprising: transmitting the set of signing keys over the QS
network to one or more load-balanced geographically located HSMs, wherein the set of
signing keys are stored in the repository accessible by the HSMs via the QS network;
sending the corresponding QREF access tokens associated with the set of signing keys to
one or more systems, or one or more devices of users located in relation to the

geographically located HSMs, with permissions to use the QREF access tokens.

[00652] As an option, the set of cryptographic keys are a set of master keys or secrets
associated with two or more systems requiring interoperability, further comprising registering
permissions for the two or more systems to access data items based on one or more QREF
access token(s) corresponding to one or more data item(s) representing said one or more
master key(s) or secrets stored in the repository for use in cryptographic operations on one or
more received data items, received transactions or messages that enable interoperability
between the two or more systems.

[00653] As an option, further comprising sending the one or more QREF access token(s) to
the two or more system and/or devices of users associated with the two or more systems.

[00654] As an option, wherein the set of cryptographic keys are a set of master keys, the
method further comprising registering permissions for one or more users to access data
items based on one or more QREF access token(s) corresponding to one or more data
item(s) representing one or more master key(s) stored in the repository for use in
cryptographic operations on one or more received data items, received transactions or
messages using one or more master keys corresponding to the one or more QREF access
token(s).

[00655] As an option, further comprising sending the one or more QREF access token(s) to

the devices or systems associated with the one or more users.

[00656] As an option, the set of master keys are a set of master hierarchical deterministic
(HD) keys further comprising sending the one or more QREF access token(s) to the devices

or systems associated with the one or more users.

[00657] As an option, the set of cryptographic keys comprise a set of cryptographic

encryption keys associated with the system or the user for use with said one or more
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cryptographic operations, said one or more cryptographic operations corresponding to one or
more encryption cryptographic operation(s) or algorithm(s) associated with encrypting one or
more data item(s), transaction(s), or message(s) using the cryptographic encryption key

corresponding to a QREF access token.

[00658] As an option, wherein the set of cryptographic keys comprise a set of cryptographic
decryption keys associated with the system or the user for use with said one or more
cryptographic operations, said one or more cryptographic operations corresponding to one or
more decryption cryptographic operation(s) or algorithm(s) associated with decrypting one or
more encrypted data item(s), encrypted transaction(s), or encrypted message(s) using the

cryptographic decryption key corresponding to a QREF access token.

[00659] As an option, wherein the one or more data items comprise data representative of a
set of data required to be backed-up and/or archived, and the set of cryptographic keys
comprise a set of cryptographic encryption keys associated with the system or the user for
use with said one or more cryptographic operations for encrypting the one or more data
items.

[00660] In a thirtieth example, the present disclosure provides a computer-implemented
method of quantum-safe (QS) cryptographic processing of a data item, transaction or
message using a QS network, the QS network comprising at least two QS servers and a
repository for storing and accessing data items associated with users of one or more end-
point devices, wherein each QS server comprises a hardware security module (HSM) with an
identical set of quantum distributed (QD) keys stored thereon and the QS servers
communicate securely with each other and the repository using quantum encryption based
on one or more available QD keys from the set of QD keys, the method comprising: receiving
a data item, transaction or message requiring cryptographic processing associated with a
user or system; sending data representative of the received data item, transaction or
message and a QREF access token associated with another data item stored in the
repository, the other data item comprising a cryptographic key for use in cryptographically
processing the received data item, transaction or message; and receiving a cryptographically
processed data item, transaction or message comprising the received data item, transaction
or message cryptographically processed using one or more cryptographic operations based

on the other data item.

[00661] As an option, further comprising sending the cryptographically processed data item,
transaction or message to a system or user with a device for further processing or storage.

[00662] As an option, wherein the cryptographically processed data item, transaction or
message corresponds to the transaction or message having been cryptographically
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processed by a QS server of the QS network, the QS server configured to: identify a QREF
locator based on the QREF access token and input data from the user; and in response to
identifying the QREF locator, the QS server is configured to: retrieve the other data item from
the repository, wherein the retrieved data item is decrypted using the QD key corresponding
to the QREF locator; and process the received data item, transaction or message using one
or more cryptographic operations based on the retrieved data item; and send the
cryptographically processed data item, cryptographically processed transaction or

cryptographically processed message.

[00663] As an option, the method further comprising: transmitting a set of cryptographic keys
associated with the system or user of the end-point device; and receiving a set of QREF
access tokens associated with the set of cryptographic keys.

[00664] As an option, the method further comprising: transmitting a request for a set of
cryptographic keys associated with the system or user of the end-point device; and receiving
a set of QREF access tokens associated with a generated set of cryptographic keys, wherein
the generated set of cryptographic keys are stored in encrypted form in the repository and
each key in the set of cryptographic keys is linked to a QREF locator corresponding to a
QREF access token of the set of QREF access tokens, wherein a QREF access token is

generated by an irreversible operation or function based on the QREF locator.

[00665] As an option, the generated set of cryptographic keys are generated by an HSM

based on one or more available QD keys from the set of QD keys.

[00666] As an option, wherein a QS server is configured to generate the set of QREF access
tokens, the QS server configured to: generate, for each key in the set of cryptographic keys,
a QREF locator based on user data of the user and an available QD key from the set of QD
keys, wherein a set of QREF locators is generated corresponding to the set of cryptographic
keys; link each QREF locator in the set of QREF locators to the corresponding available QD
key of the set of QD keys; generate, for each QREF locator in the set of QREF locators, a
QREF access token based on said each QREF locator, wherein a set of QREF access
tokens are generated corresponding to the set of cryptographic keys; send, for each QREF
locator in the set of QREF locators, said each QREF locator and an encrypted data item, the
encrypted data item comprising a data item representative of a key from the set of
cryptographic keys corresponding to said each QREF locator and encrypted with a QD key
corresponding to said each QREF locator, to the repository for storage, wherein the
encrypted data item is linked to the QREF locator when stored; and send the set of QREF
access tokens associated with the set of cryptographic keys to the system, or device

associated with the user.
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[00667] As an option, the method further comprising receiving the cryptographically

processed data item, transaction or message at the device of the user.

[00668] As an option, the method further comprising sending the cryptographically processed
data item, transaction or message to one or more from the group of: another system for
processing or storage; a device of another user that is a counter-party to the transaction; a
device of another user or system addressed for receiving the cryptographically processed

data item, transaction or message.

[00669] As an option, the method further comprising sending the cryptographically processed
data item, transaction or message to a system configured for processing and/or storing the

cryptographically processed data item, transaction or message.

[00670] As an option, the method further comprising sending the cryptographically processed
data item, transaction or message to a DLT system configured for processing and/or storing

the cryptographically processed data item, transaction or message.

[00671] As an option, wherein the system or the another system comprises a system or
service based on at least one from the group of: distributed ledger technology; shared ledger

technology; and blockchain technology.

[00672] As an option, the method comprising performing the quantum-safe communications
with a QS server or another device or system based on the computer-implemented method
according to any of claims eleventh, twelfth, thirteenth, fourteenth, and/or fifteenth examples,
one or more features thereof, one or more features herein, combinations thereof,

modifications thereto and/or as described herein.

[00673] As an option, the method performed by a client DLT application executing on the
device of the user, the client application configured for signing DLT transactions and sending
signed DLT to a DLT system.

[00674] As an option, wherein the set of cryptographic keys are a set of cryptographic signing
keys associated with the system or the user for use with said one or more cryptographic
operations, said one or more cryptographic operations corresponding to one or more digital
signature cryptographic operation(s) or algorithm(s) associated with digitally signing one or
more data item(s), transaction(s), or message(s) using a signing key associated with a QREF

access token.

[00675] As an option, further comprising registering permissions for one or more systems or

one or more users to access data items based on one or more QREF access token(s)
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corresponding to one or more data item(s) representing one or more signing key(s) of the set

of signing key(s) stored in the repository.

[00676] As an option, further comprising sending the one or more QREF access token(s) to

the one or more systems, or one or more devices associated with the one or more users.

[00677] As an option, wherein the QS server is configured to transmit the set of signing keys
over the QS network to one or more load-balanced geographically located HSMs, wherein
the set of signing keys are stored in the repository accessible by the HSMs via the QS
network, the method comprising receiving the corresponding QREF access tokens
associated with the set of signing keys of one or more systems, or one or more devices of
users located in relation to the geographically located HSMs, with permissions to use the

QREF access tokens.

[00678] As an option, wherein the set of cryptographic keys are a set of master keys or
secrets associated with two or more systems requiring interoperability, further comprising
registering permissions for the two or more systems to access data items based on one or
more QREF access token(s) corresponding to one or more data item(s) representing said
one or more master key(s) or secrets stored in the repository for use in cryptographic
operations on one or more received data items, received transactions or messages that

enable interoperability between the two or more systems.

[00679] As an option, further comprising receiving the one or more QREF access token(s)

at the two or more system and/or devices of users associated with the two or more systems.

[00680] As an option, wherein the set of cryptographic keys are a set of master keys, the
method further comprising registering permissions for a system or one or more users to
access data items based on one or more QREF access token(s) corresponding to one or
more data item(s) representing one or more master key(s) stored in the repository for use in
cryptographic operations on one or more received data items, received transactions or
messages using one or more master keys corresponding to the one or more QREF access

token(s).

[00681] As an option, further comprising receiving the one or more QREF access token(s) at

the systems, or devices or systems associated with the one or more users.

[00682] As an option, wherein the set of master keys are a set of master hierarchical
deterministic (HD) keys further comprising sending the one or more QREF access token(s) to

the devices or systems associated with the one or more users.
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[00683] As an option, wherein the set of cryptographic keys comprise a set of cryptographic
encryption keys associated with the system or the user for use with said one or more
cryptographic operations, said one or more cryptographic operations corresponding to one or
more encryption cryptographic operation(s) or algorithm(s) associated with encrypting one or
more data item(s), transaction(s), or message(s) using the cryptographic encryption key

corresponding to a QREF access token.

[00684] As an option, wherein the set of cryptographic keys comprise a set of cryptographic
decryption keys associated with the system or the user for use with said one or more
cryptographic operations, said one or more cryptographic operations corresponding to one or
more decryption cryptographic operation(s) or algorithm(s) associated with decrypting one or
more encrypted data item(s), encrypted transaction(s), or encrypted message(s) using the

cryptographic decryption key corresponding to a QREF access token.

[00685] As an option, further comprising sending one or more data items comprising data
representative of a set of data required to be backed-up and/or archived, wherein the set of
cryptographic keys comprise a set of cryptographic encryption keys associated with the
system or the user for use with said one or more cryptographic operations for encrypting said

one or more data items.

[00686] In a thirty first example, the present disclosure provides an apparatus comprising a
processor unit, a memory unit and a communication interface, the processor unit connected
to the memory unit and the communication unit, wherein the apparatus is configured to
implement the computer-implemented method according to twenty ninth example, one or
more features thereof, one or more features herein, combinations thereof, modifications

thereto and/or as described herein.

[00687] In a thirty second example, the present disclosure provides a computer-readable
medium comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to twenty ninth example, one or more features thereof, one or more features

herein, combinations thereof, modifications thereto and/or as described herein.

[00688] In a thirty third example, the present disclosure provides an end-point device
comprising a processor unit, a memory unit and a communication interface, the processor
unit connected to the memory unit and the communication unit, wherein the apparatus is
configured to implement the computer-implemented method according to thirtieth example,
one or more features thereof, one or more features herein, combinations thereof,

modifications thereto and/or as described herein.
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[00689] As an option, the end-point device further comprising a secure enclave for
implementing the computer-implemented method according to the thirtieth example, one or
more features thereof, one or more features herein, combinations thereof, modifications

thereto and/or as described herein.

[00690] In a thirty fourth example, the present disclosure provides a computer-readable
medium comprising code or computer instructions stored thereon, which when executed by a
processor unit, causes the processor unit to perform the computer-implemented method
according to thirtieth example, one or more features thereof, one or more features herein,

combinations thereof, modifications thereto and/or as described herein.

[00691] In a thirty fifth example, the present disclosure provides a QS system comprising: a
QS network comprising at least two QS servers according to the apparatus of the thirty first
example, one or more features thereof, one or more features herein, combinations thereof,
modifications thereto and/or as described herein, each of the QS servers comprising a
hardware security module (HSM) with an identical set of quantum distributed (QD) keys
stored thereon; a plurality of end-point devices according to according to thirty third aspect,
one or more features thereof, one or more features herein, combinations thereof,
modifications thereto and/or as described herein; a repository for storing and accessing data
items associated with users of the end-point devices; wherein the QS servers communicate
securely with each other and the repository using quantum encryption based on one or more

available QD keys from the set of QD keys.

[00692] In the embodiment(s) and example(s) described above and/or herein the server may
comprise a single server or network of servers. In some examples the functionality of the
server may be provided by a network of servers distributed across a geographical area, such
as a worldwide distributed network of servers, and a user may be connected to an

appropriate one of the network of servers based upon a user location.

[00693] The above description discusses embodiments of the invention with reference to a
single user for clarity. It will be understood that in practice the system may be shared by a

plurality of users, and possibly by a very large number of users simultaneously.

[00694] The embodiment(s) and/or example(s) described above and/or herein are fully
automatic. In some examples a user or operator of the system may manually instruct some

steps of the method to be carried out.

[00695] In the described embodiments and/or examples of the invention the system may be
implemented as any form of a computing and/or electronic device. Such a device may

comprise one or more processors which may be microprocessors, controllers or any other
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suitable type of processors for processing computer executable instructions to control the
operation of the device in order to gather and record routing information. In some examples,
for example where a system on a chip architecture is used, the processors may include one
or more fixed function blocks (also referred to as accelerators) which implement a part of the
method in hardware (rather than software or firmware). Platform software comprising an
operating system or any other suitable platform software may be provided at the computing-

based device to enable application software to be executed on the device.

[00696] Various functions described herein can be implemented in hardware, software, or
any combination thereof. If implemented in software, the functions can be stored on or
transmitted over as one or more instructions or code on a computer-readable medium.
Computer-readable media may include, for example, computer-readable storage media.
Computer-readable storage media may include volatile or non-volatile, removable or non-
removable media implemented in any method or technology for storage of information such
as computer readable instructions, data structures, program modules or other data. A
computer-readable storage media can be any available storage media that may be accessed
by a computer. By way of example, and not limitation, such computer-readable storage
media may comprise RAM, ROM, EEPROM, flash memory or other memory devices, CD-
ROM or other optical disc storage, magnetic disc storage or other magnetic storage devices,
or any other medium that can be used to carry or store desired program code in the form of
instructions or data structures and that can be accessed by a computer. Disc and disk, as
used herein, include compact disc (CD), laser disc, optical disc, digital versatile disc (DVD),
floppy disk, and blu-ray disc (BD). Further, a propagated signal is not included within the
scope of computer-readable storage media. Computer-readable media also includes
communication media including any medium that facilitates transfer of a computer program
from one place to another. A connection, for instance, can be a communication medium. For
example, if the software is transmitted from a website, server, or other remote source using a
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared,
radio, and microwave are included in the definition of communication medium. Combinations

of the above should also be included within the scope of computer-readable media.

[00697] Alternatively, or in addition, the functionality described herein can be performed, at
least in part, by one or more hardware logic components. For example, and without limitation,
hardware logic components that can be used may include Field-programmable Gate Arrays
(FPGAs), Program-specific Integrated Circuits (ASICs), Program-specific Standard Products
(ASSPs), System-on-a-chip systems (SOCs), Complex Programmable Logic Devices
(CPLDs), Graphics Processing Units (GPUs), etc.
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[00698] Although illustrated as a single system, it is to be understood that the computing
device may be a distributed system. Thus, for instance, several devices may be in
communication by way of a network connection and may collectively perform tasks described

as being performed by the computing device.

[00699] Although illustrated as a local device it will be appreciated that the computing device
may be located remotely and accessed via a network or other communication link (for

example using a communication interface).

[00700] The term 'computer' is used herein to refer to any device with processing capability
such that it can execute instructions. Those skilled in the art will realise that such processing
capabilities are incorporated into many different devices and therefore the term 'computer'
includes PCs, servers, mobile telephones, personal digital assistants and many other

devices.

[00701] Those skilled in the art will realise that storage devices utilised to store program
instructions can be distributed across a network. For example, a remote computer may store
an example of the process described as software. A local or terminal computer may access
the remote computer and download a part or all of the software to run the program.
Alternatively, the local computer may download pieces of the software as needed, or execute
some software instructions at the local terminal and some at the remote computer (or
computer network). Those skilled in the art will also realise that by utilising conventional
techniques known to those skilled in the art that all, or a portion of the software instructions
may be carried out by a dedicated circuit, such as a DSP, programmable logic array, or the
like.

[00702] It will be understood that the benefits and advantages described above may relate to
one embodiment or may relate to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that have any or all of the stated

benefits and advantages. Variants should be considered to be included into the scope of the

invention.

[00703] Any reference to 'an' item refers to one or more of those items. The term
‘comprising' is used herein to mean including the method steps or elements identified, but
that such steps or elements do not comprise an exclusive list and a method or apparatus

may contain additional steps or elements.

[00704] As used herein, the terms "component” and "system" are intended to encompass
computer-readable data storage that is configured with computer-executable instructions that

cause certain functionality to be performed when executed by a processor. The computer-
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executable instructions may include a routine, a function, or the like. It is also to be
understood that a component or system may be localized on a single device or distributed
across several devices.

[00706] Further, as used herein, the term "exemplary" is intended to mean "serving as an

illustration or example of something".

[00706] Further, to the extent that the term "includes" is used in either the detailed description
or the claims, such term is intended to be inclusive in a manner similar to the term
"comprising” as "comprising” is interpreted when employed as a transitional word in a claim.

[00707] The figures illustrate exemplary methods. While the methods are shown and
described as being a series of acts that are performed in a particular sequence, it is to be
understood and appreciated that the methods are not limited by the order of the sequence.
For example, some acts can occur in a different order than what is described herein. In
addition, an act can occur concurrently with another act. Further, in some instances, not all

acts may be required to implement a method described herein.

[00708] Moreover, the acts described herein may comprise computer-executable instructions
that can be implemented by one or more processors and/or stored on a computer-readable
medium or media. The computer-executable instructions can include routines, sub-routines,
programs, threads of execution, and/or the like. Still further, results of acts of the methods

can be stored in a computer-readable medium, displayed on a display device, and/or the like.

[00709] The order of the steps of the methods described herein is exemplary, but the steps
may be carried out in any suitable order, or simultaneously where appropriate. Additionally,
steps may be added or substituted in, or individual steps may be deleted from any of the
methods without departing from the scope of the subject matter described herein. Aspects of
any of the examples described above may be combined with aspects of any of the other

examples described to form further examples without losing the effect sought.

[00710] It will be understood that the above description of a preferred embodiment is given by
way of example only and that various modifications may be made by those skilled in the art.
What has been described above includes examples of one or more embodiments. It is, of
course, not possible to describe every conceivable modification and alteration of the above
devices or methods for purposes of describing the aforementioned aspects, but one of
ordinary skill in the art can recognize that many further modifications and permutations of
various aspects are possible. Accordingly, the described aspects are intended to embrace all
such alterations, modifications, and variations that fall within the scope of the appended

claims.
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Claims

1. A computer-implemented method of secure quantum safe (QS) payments using a
quantum cloud platform, the quantum cloud platform comprising a quantum-safe network, the
QS network comprising one or more QS server(s) and a distributed ledger technology (DLT)
repository for registering, recording and tracking a plurality of QS payment transactions
between two or more endpoint devices, each QS server comprising a hardware security
module (HSM) for storing an identical set of quantum distributed (QD) keys or quantum safe
keys, said identical set of QD keys having been distributed to each of said QS server(s) in a
quantum-safe manner, and said QS server(s) configured to communicate securely with each
other and the repository using one or more available QD keys from the identical set of QD
keys, and one or more further available QD keys from the set of QD keys being distributed as
quantum safe keys to each of the endpoint devices registered with the quantum cloud
payment platform, wherein each of the users of the endpoint devices are registered with a
QS payment account in the quantum cloud payment platform, the method, performed by the
quantum cloud payment platform, comprising:
receiving one or more quantum safe deposit payment transactions from one or more
endpoint devices of one or more registered users, each QS deposit payment transaction of a
user comprising data representative of a deposit fiat cash value;
transferring each of the deposit fiat cash values from a bank account associated with
a user and linked to the QS payment account of the user to a quantum cloud account for
pooling each of the deposit fiat cash values;
for each deposit fiat cash value transferred in relation to a user of an endpoint
device, performing:
converting said each deposit fiat cash value to a corresponding number of
quantum money tokens;
linking said number of quantum money tokens to the QS payment account of
the user; and
sending said number of quantum money tokens to the endpoint device of the
user for updating an electronic wallet of said user;
receiving one or more quantum safe withdrawal payment transactions from one or
more endpoint devices of one or more registered users, each QS withdrawal payment
transaction of a user comprising data representative of a withdrawal fiat cash value;
transferring each of the withdrawal fiat cash values from the quantum cloud account
for pooling each of the withdrawal fiat cash values to a bank account associated with a user
and linked to the QS payment account of the user, wherein for each withdrawal fiat cash
value transferred in relation to a user of an endpoint device, performing:
converting said each withdrawal fiat cash value to a corresponding number
of quantum money tokens;
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determining whether QS payment account of said user has enough quantum
money tokens in relation to the number of quantum money tokens of said each
withdrawal fiat cash value;
removing said number of quantum money tokens to the QS payment account
of the user, when said QS payment account has enough quantum money tokens;
and
sending an indication of the number of quantum money tokens withdrawn
from the QS payment account of the user to the endpoint device of the user for
updating an electronic wallet of said user;
receiving one or more quantum safe payment transactions from one or more
endpoint devices of one or more registered users, each QS payment transaction of a user
comprising data representative of a payment fiat cash value for transferring to another user of
an endpoint device;
converting each of the payment fiat cash values into a corresponding number of
quantum money tokens;
transferring each of the number of quantum money tokens corresponding to a
payment fiat cash values from the QS payment account of the user to the QS payment
account of the other user, wherein for each of the number of quantum money tokens
corresponding to the payment fiat cash value transferred in relation to a user of an endpoint
device, performing:
determining whether the QS payment account of said user has enough
quantum money tokens in relation to the number of quantum money tokens of said
each payment fiat cash value;
removing said number of quantum money tokens from the QS payment
account of the user, when said QS payment account has enough quantum money
tokens;
transferring said number of quantum money tokens from the QS payment
account of the user to the QS payment account of the other user; and
sending an indication of the number of quantum money tokens withdrawn
from the QS payment account of the user to the endpoint device of the user for

updating an electronic wallet of said user.
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2. The computer-implemented method of claim 1, further comprising:
receiving a request from an endpoint device for creating a QS payment account;
performing know your own client and anti-money laundering checks on the user of
the endpoint device;
in response to a positive KYC and AML checks, creating a QS payment account for

the user and associating the QS payment account with the endpoint device of the user.

3. A computer-implemented method of secure quantum safe (QS) payments using a
quantum cloud platform, the quantum cloud platform comprising a quantum-safe network, the
QS network comprising one or more QS server(s) and a distributed ledger technology (DLT)
repository for registering, recording and tracking a plurality of QS payment transactions
between two or more endpoint devices, each QS server comprising a hardware security
module (HSM) for storing an identical set of quantum distributed (QD) keys or quantum safe
keys, said identical set of QD keys having been distributed to each of said QS server(s) in a
quantum-safe manner, and said QS server(s) configured to communicate securely with each
other and the repository using one or more available QD keys from the identical set of QD
keys, and one or more further available QD keys from the set of QD keys being distributed as
quantum safe keys to each of the endpoint devices registered with the quantum cloud
payment platform, wherein each of the users of the endpoint devices are registered with a
QS payment account in the quantum cloud payment platform, the method, performed by one
of the endpoint devices, comprising:
in response to a deposit instruction from the user of the endpoint device,
transmitting a quantum safe deposit payment transaction to the quantum
cloud platform, the QS deposit payment transaction comprising data representative
of a deposit fiat cash value;
receiving data representative of said number of quantum money tokens
corresponding to the deposit fiat cash value;
updating an electronic wallet of said user based on the received number of
quantum money tokens;
in response to a withdrawal instruction from the user of the endpoint device,
transmitting a quantum safe withdrawal payment transaction to the quantum
cloud platform, the QS withdrawal payment transaction comprising data
representative of a withdrawal fiat cash value;
receiving an indication of the number of quantum money tokens withdrawn
from the QS payment account of the user; and
updating an electronic wallet of said user based on said indication;

in response to a payment instruction from the user of the endpoint device,
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transmitting a quantum safe payment transaction to the quantum cloud
platform, the QS payment transaction of a user comprising data representative of a
payment fiat cash value for transferring to another user of an endpoint device;

receiving an indication of the number of quantum money tokens withdrawn
from the QS payment account of the user of the endpoint device; and

updating an electronic wallet of said user based on the indication.

4. The computer-implemented method of claim 3, further comprising:

transmitting a request to the quantum cloud platform a request for creating a QS
payment account;

transmitting data representative of know your own client and anti-money laundering
data in relation to the user of the endpoint device to the quantum cloud platform;

receiving confirmation of the QS payment account created for the user; and

updating an electronic wallet on the endpoint device associated with the QS payment

account.

5. An apparatus comprising a processor unit, a memory unit, and a communication
interface, the processor unit connected to the memory unit and the communication interface,
wherein the processor unit, memory unit and communication interface are adapted to

implement the computer-implemented method as claimed in any of claims 1 to 2.

6. An apparatus comprising a processor unit, a memory unit, and a communication
interface, the processor unit connected to the memory unit and the communication interface,
wherein the processor unit, memory unit and communication interface are adapted to
implement the computer-implemented method as claimed in any of claims 3 to 4.

7. A system comprising:
an quantum cloud platform including an apparatus according to claim 5;
a plurality of endpoint devices comprising an apparatus according to claim 6;
wherein the quantum cloud computing platform uses quantum safe communications

with each of the plurality of endpoint devices.

8. A computer-readable medium comprising computer code or instructions stored
thereon, which when executed on a processor, causes the processor to perform the

computer implemented method according to any of claims 1 to 2.

9. A computer-readable medium comprising computer code or instructions stored
thereon, which when executed on a processor, causes the processor to perform the

computer implemented method according to any of claims 3 to 4.
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