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1 LOCK SYSTEM ACCESS CONTROLLER AND KEYPAD Fi el d and
Background of the Invention 5 The invention generally
relates to a | ock system and an access controller,
particularly but not exclusively, for doors, and also
to a keypad suitable for use wth such an access
controller. Access controllers have gai ned popul arity
as conpani es and individuals are 10 swapping the
convent i onal LREY SYSTEMsAGLESS CONERALIFRANDKEYRAPRY be
in the formof card, PIN or bionmetric access. Typica
access controllers include a nenory which stores a
dat abase of reference codes and if an access code

r ec igte candeB adigpowidrbf the Indehtigh menory, this provides
access, for exanple, by unlocking a door lock. It is
al so common for such access controllers to be 15
provided with a keypad for a user to input a PINto

10 C rises _a_nunpe
SR dobetsr Bl GeET8 a B Sitat BV abiERe®s HaREle
from 0, 9. If the access code i ot, changed, .
PaCHUAT bt et esbiRpRl 35 o SRS. 26d R0 nen R Rebeable or use
wear and tear stenmng fromthe frequent physical
dety achy amassesseoti@liebns by users. As such, the nost
of ten used 20 buttons woul d appear nore distinct than
the other buttons after prolonged periods of use,
thereby giving hints as to what the access code ni ght
PeccedhicentrokeTp hane SN Lpowulbstyads ¢drapasiesshd individuals are
controller. 1 1L L 010 L 0L 00 0 00 b 1111 1 1|

- Iswappirg thel cdnventiohallkely dccks$ withl cdde access which may be in the

form of card, PIN or biometric access. Typical access controliers include a
memory which stores a database of reference codes and if an access code -
received matches what is in the memory, this provides access, for example, by
unlocking a door lock. It is also common for such access controliers to be
provided with a keypad for a user to input a PIN to open the lock. The keypad
usually comprises a number of keys or buttons, each carrying a permanent
number from 0 to 9. If the access code is not changed regularly, the buttons on
the keypad would experience wear and tear stemming from the .frequent
physical depression of the buttons by users. As such, the most often used
buttons would appear more distinct than the other buttbns after prolonged
periods of use, thereby giving hints as to what the access code might be. This

compromises security of the access controller.
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*159159* 111212121 1 L L L 0 0 b 0 b1 pvrropoptnd
12212 0 1 Yr1rr v *000002* 2 Further, it is possible
to spy or survey physical input notions of a user when
entering the code onto the keypad of the access
controller and since the nunbers appearing on each of
the buttons are fixed, it is possible to figure out
what the access code n1ght be. 5 To address the above
pruBbeei{is)possiblertsspieensyyvep ebgsicabinpubiriotionsa ok eyysed when
that scranbles the nunbers carried by each key/button
ahteringethelvodecads teokeypeat of thel aucesasostrbler ahd §incellthe/
of guessing what the access code is. 10 It is an

abhfers appbaend bR e2kh df'ﬁN@Bhtt@ﬁ‘s bR XY iidi8 p%‘%smle to figure out
alternative access controller and keypad which

tﬁ%‘{}ﬁ@a&@ssﬁé% ,m ttblé a useful choice. Summary of

nventio I'S an object of the invention to
provi de an access controller conprising a nenory for
storing reference access codes, the reference access

ode in ne, use reference access code;

R 3%dsess r \g?créroggerméﬂ )1 iblleh een RIQRPSAbIG RigYIde A keypad
access code; a processor configured to receive inputs
ﬁhajmcrarnbleasﬁbemumheés fcatéechpy epeh kawbutipntafies eask aceess so

mat ches the one-tine use 20 reference access code,
tatovinacases toa diffianty gfrguessing whalsthguantesacods ss.

It is an object of the present invention to provide an alternative access controller

and keypad which provide the public with a useful choice.
Summary of the Invention

It is an object of the invention to provide an access controller comprising

a memory for storing reference access codes, the reference access codes
including a one-time use reference access code; an input interface for allowing
a user to input an access code; a processor configured to receive inputs from
the input interface and if the input access code matches the one-time use
reference access code, allow access once and prevents subsequent aceess

based on same input access code.
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based on sane input access code. 3 By having a
one-tinme use reference access code, this provides
additional security so that such an access code nay
be used for personnel needing to gain access on a
tenporary basis. 5 The input interface nay conprise a
plurality of keys which is coﬁfigured to display
every possible character to formthe access code, and
Byehpring apnertimpuiperefaronce gosess easles hingeovides additional
character that is displayed by each key. In this way,
tskeurtysiat thahsdh eacleccéss/sode maydranbdd thryierednmat heediny to
difficult for sonmeone to spy on the user to find out

igath aceRsSorcadempdihryhasir ocessor may be configured to
change the character after depressing a key on the

i nput interface, and the key may be a "Start" button
toinitialize the access controller. The i nput

iﬂteﬁﬁéétciﬂt({@éeirﬂ% ldg%p?lsgl uﬁl@ él@%ofl&efs M%ﬁ ? 88%{’ &ured to

casi'ng-arfan

corres ondi n 15 Th ccess controller

AR BUEH: kot sharelordo T e SortasGadenand the processor
characters carried by the keys. The processor may be

oA DY &p@agtﬂr@dttgmaage teeasharastardhaf istdigplayeshby each key. In this
el ements off if no input is received by the input

iwaye theapesifion chepclelieyears sedmintediwhichf makes it difficslt for
further increases the security level 20 of the access
sontgadiel terspy on the user to find out the access code.

The processor may be configured to change the character after depressing a
key on the input interface, and the key may be a “Start” button to initialize the
access controller. The input interface may include a plurality of polycarbonate

casing, with each casing arranged to cover a corresponding key.

The access controller may comprise light elements arranged to form the
characters carried by the keys. The processor may be configured to turn at least
some of the light elements off if no input is received by the input interface

fbr a predetermined amount of time. This further increases the security level

of the access controlier.

It is envisaged that the processor may be configured to turn off at least some of
the light elements after each access. The access controlier may comprise

means for acknowledging receipt of an input on the input interface. The
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It is envisaged that the processor nmay be confi gured
to turn off at |east sone of the light elenents after
each access. The access controller may conprise neans
for acknow edgi ng recei pt of an input on the input
interface. The 4 acknow edgenent neans may include a
sound buzzer. In a second aspéct of the invention,
there is provided an access controller conprising a
RekBeYledgemant meansangy indyde g seunddr@zence access
codes, each 5 reference access code being associ at ed
with a different access 1evel which define
restrictions as to when the associ ated reference

de aestronddspegbdithe dnaatdn, theré Pplovidddesn ae€edsOtontroller
allowm ng a user to input an access code; a processor

‘é@gﬁ:}rf&%{gﬁﬂ MémbBLBF YR ringRHUbRIrItY B Féférén‘&@lgcc'b?% g&&@&eeach

an e i nputt accessS code natches one of

er. m 1Q ,access
T SRS e 8808 R e bl st T o
of .reference access,codes reference_.in the nenory and .
Bpibf EHEEIISSE RBER e ahonc aBed SRspntl BRgess Cadsipan
access and if the associated restriction applies,
BEFESS AciPRYkintafaae fonallewingiayusert todperan Aecessssle:;
aspect, in addition to an access code or 15 password,
Bhrrogessy configures togeceive ampus ffrond tie impubindertfiase, and if the input
security level through the use of different access

laeues s cads natetiedone bhthehstoreef eferenee aceess codsi&fotermine the
The access | evels may be based on date and tine. The

ticoBss 1Bl bMBEUSSutadtcess 868 BRkEd oAl tRB PiraMyl (Fheference access
provides the date and tinme. The restrictions may be 20

S:???Q rORrdd2 iflae MeMBEKadPF 15X 308) Gate WG ELRRHSH RBLE ndt apply,

erent restriction
allow access and if the associated restriction applies, refuse access.

With the configuration of the second aspect, in addition to an access code or
password, the access controller is able to define another security level through
the use of different access levels associated with the reference access codes.
The access levels may be based on date and time. The timer may include an
electronic calendar which provides the date and time. The restrictions may be
based on the day of week for example, weekends have a different restriction

than weekdays.
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" than weekdays. 5 The access controller may further

conprise nore than one reference code for each type

of access |evel, each reference code having an expiry
date, and at any one tinme, there is only one active

ref erence code which gains access. Wth this
configuration, upon expiry of %one of the reference

codes, another reference 5 code may becone the active

drie ageess spakipler may furthernosmrisgr menethanyoneaeeferenee code for
before installing the access controller (and thus

&acbrippe of acoubsrievelpeaclr refereénceeoderitaving ans expiegddte, and at
Preferably, there is a master access |evel and the

ratfyesrRfe AeRs & erlfenelatias sefrei @Icold Whidhey 4IRS bBess. With
access level is restriction free. The reference access

¢RdIDNASSRELAL GSbbkMint B SndBEIHEr reRGER §YE! afBer reference

Sch
then be allocated to "adm nistrators o? the adccess

. i_di . . The i
L L

configured .15 display eve ossi bl e character to
E3PHP IS nstding htieClasoontiolier Bedlns Sufamatig and no
configured to change the character that is displayed
Bytesaehniesyentinieis neegedssor may be configured to
change the character if the appropriate setting is

programed beforehand. 20 In a third aspect, there is
provided a | ock system conprising an access

Craferably ethesais amautdr deesslevl bagithe Fefepss acid8lRides

the access controller includes a nenory for storing a
IREEEIGREWAE 8RS fhaSRiticcaBs IdVRMs redlrRiibA%Rd Fhe reference access
codes associated with this master access level may then be allocated to

administrators of the access controlier who then have overriding control.

The input interface may comprise a plurality of keys which is configured to
display every possible character to form the access code, and the processor
may be configured to change the character that is displayed by each key. The

processor may be configured to change the character if the appropriate setting

is programmed beforehand.

In a third aspect, there is provided a Idck system comprising an access
controlier and a lock haviﬁg a lock processor, wherein the access controller
includes a memory for storing a reference access code, an input interface for
allowing a user to input an access code; and a processor configured to receive

inputs from the input interface and if the input access code matches the stored
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allowing a user to input an access code; and a
processor configured to receive inputs fromthe input
interface and if the input access code matches the
stored 6 reference access code, the processor is
further configured to send a unique data to the |ock
processor to open the |ock. W% h the | ock havi ng a
| ock processor, the |ock may be able to have nore 5
Jetanenes ageRpsandee g RrRCrssOr i fetherreorfigurad fonsend a unique
configuring the | ock processor accordingly. The
ety tetheadbek pegcassoataddpen tile Iselguence such as binary
or hexadecimal formal. O course, other formats are
possi bl e. 10 The | ock system may further conprise an
uni nterrupti bl e power supply (UPS). In a fourth
aAFRE the RickHaiving ki praBesddreih@ ibek H{agﬂbéisﬁ\eatof@v%%ore
of determ ning access by an access controller, the

r ' . E 1 tori a
SPESER, # arPepiatkPrLEN s BulRTBL bobRhudo HedpoR Brdbessor
refer NGe access code being associated with different
§%€8§§n$¥Vels whi ch define restrictions as to when
the associ ated reference access codes gain access, the
met hod conprising receiving an i nput access code;
conparing the input access code with the plurality of
shher eniave Hatemey bece digital sequertessunidas binangoehéesadecimal
mat ch, checking the associated access level and if the
dssuali Of edurses bther foromatd @es poesibappl y, al | ow access
and if the associ ated :

The lock system may further comprise an uninterruptible power supply (UPS).

In a fourth aspect of this inveﬁtion, there is provided a method of determining
access by an access controlier, the access controller including a memory for
storing a piurality of stored reference access codes, each referénce access
code being associated with different access levels which define restrictions as
to when the associated reference access codes gain access, the method
comprising receiving an input access code;
comparing the input access code with the plurality of stored reference access
codes and if there is match, checking the associated access level and if the
associated restriction does not apply, allow access and if the associated

restriction applies, refusing access.
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restriction applies, refusing access. 7 In a fifth
aspect of the'invention, there is provided an access
controller conprising a nenory for storing reference
access codes with at | east one reference access code
having a validity period, an input interface for
allowing a user to input an dccess code; a processor
configured to receive inputs fromthe 5 input
ilmaéifﬁg\a%@e@haf ihe innentiarp therede psevided anrmcebe sontrellat
| east one reference access code and if the input
aougsisingoa enersoryefoe sioeitgwiefdrence beceosd ¢abdsywitieat hst one
configured to allow access but if beyond the validity

Pefetr@ibe §6UYskBodethdvihg BVENEIR) paGSE Sh inplt INEHALERT Billowing a
controller may further conprise a further reference

@%@Pﬁﬁinggggn aPé‘tg%]sngoc?e;ldJ E)rfo%(egﬁcgr c\f’cfé}#ﬁigg}éd’ tooleercieﬂgz’sigﬁﬂg from the

upon expiry o e at east rence acc

;i is further .referen access, code takes pver
TRAR jubftoge Mt 8 CAERSS BRRERSEESF Ine, BLERsfESE réfdrence
aspect of thg,i vention, there is provided a keypad _
86RpTY S99Ry2R 'fﬁﬂﬁr”%i?‘ftt%?cﬁﬁs Gofe sheecedchwithinitae validity period,
conprising a transparent polycarbonate casing
EABHBYRY toialaw Faaess by ifhieyanddhe aglidityoperinids woafigued to
nunmeri c or al phanuneric synbols. 20 Instead of
préentagcastess when a valid access code is received,
the access controller according to the above
menti oned aspects may be configured to pronpt for a
second access code so that access is allowed when two

®lel gkcess controller may further comprise a further reference access code
having a different validity period, and upon expiry of the at least one reference
access code, this further reference access code takes over as the active

reference access code.

In a sixth aspect of the invention, there is provided a keypad comprising a
plurality of buttons, each button comprising a transparent polycarbonate casing

encasing Light Emitting Diode arrays for displaying numeric or alphanumeric

symbols.

Instead of allowing access when a valid access code is received, the access
controlier according to the above mentioned aspects may be configured to
prompt for a second access code so that access is allowed when two valid

passwords are received.
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passwords are received. 8 Brief Description of the
Drawi ngs An enbodi nent of the invention will now be
descri bed, by way of exanple, with reference to the
drawings in which: 5 Figure 1 is a perspective view of
an access controller having a keypad, LCD display and
a housing, according to a preferred enbodi nent of the
present invention. to Figure 2 shows the keypad and
LCDBgiies Peagripfiorrpighedrawingse cl early without showi ng
the housing. Figure 3 is a functional block diagram of
a lock systemincluding the access controller of
Figure 1, shown as functional blocks, and a | ock. 15

Peit @rnbedintéa s of it inventdn Wﬁnﬁh%%és%ﬁbgab@ﬁmrﬂf example with

 Figure 1 is a perspective view of an access controlle

%ré’%ect'a tﬁ@'&’édvﬁl | V\hhfl&pnt cover 102 and a base 104
m a

cooperating to fo ousing to encl ose the 20 other
conponents of the access controller 100. In this
enbodi nent, the access controller 100 is arranged to

ontral. unI ocKki n%]v of. a |l ock 200 for a user to QL
E&Q}Egs ltscg RET§REF!Ve Yew of an access controller having akeypad, LCD

display and a housing, according to a preferred embodiment of the present

invention.

Figure 2 shows the keypad and LCD display of Figure 1 more clearly without

showing the housing.

Figure 3 is a functional block diagram of a lock system including the access

controller of Figure 1, shown as functional blocks, and a lock.
Detailed Description of the Preferred Embodiment.

Figure 1 is a perspective view of an access controller 100 which comprises a
front cover 102 and a base 104 cooperating to form a housing to enclose the
other components of the access controller 100. In this embodiment, the access
controller 100 is arranged to control unlocking of a lock 200 for a user to gain

access to a door.
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9 The access controller 100 also includes a keypad
106 with a plurality of keys 108 and a LCD di spl ay
110 (see Figure 2). Figure 3 is a functional block

di agram of a | ock system 10 conprising the access
controller 100 and an unlnterruptlble power supply
(UPS) 120 which is connected t% a mains electrical 5
supply. As it can be appreciated fromFigure 3, the
dbecansess spptsplier1000aisalineludésa kespad 4 0fwiith @lph.crekstscmf keys
112, a tinmer 114, nenory 116 and a sound buzzer 118.
o8 aui:aaté)[l:disprayl 14 (ske(Figleo2). FijurdSsisa fuRet®hal block
button 134 which is intended to reset the access

clyrael dfed IotRGyvhen 10fdm et add@sontrofleSYSH SAY an

hi ccup. In this enbodi nent, actlvatl ng the reset
ST TR LSO PR e
f“;}:{g'on(taér ??gBB S/éf o Fit @Jtrgr A aﬁqpqt rsol ?rﬁger S?00 also
ciméési’%%anﬁ’méée%%‘ar i85 f%l%zr&ﬁgdg%aﬁgqh% e Sgnd buzzer

plastics material and the front cover 102 includes a
t1ﬂ§nfs.’bana§ﬁ@sep@¢mtmﬂ¢rﬂ@@@lmr@wqe@ aydResed! bytton 134 which is
rectangul ar in shape. The size and shape of the
intendgd terasep the accessC@mtiofer 40 pihed, far exatrgdie ttherd S system
di splay 110 so that the display is visible through the

2Accupahrsihiy embogiméntoacthdling thBeesbtsitdn 18UWdbSs not change
configured to display nessages to guide the user. The

foF &4t paR¥Rbrd0dafdSehd AfleddrSrtReP ki aLidss Qntroller 100 includes
pol ycar bonat e

a communication port 136 for external control of the access controller 100. Most

of these will now be described:
a) front cover 102 and base 104

The front cover 102 and base 104 are generally made of plastics material and
the front cover 102 includes a transparent portion 102a which is generally
rectangular in shape. The size and shape of the transparent portion 102a is
adapted to match the LCD display 110 so that the display is visible through the
transparent portion 102a. The display 110 is configured to display messages to
guide the user. The front cover 102 also includes a plurality of polycarbonate
buttons 102b, with the position of each button 102b arranged to correspond to
the positions of each key 108 of the keypad 106 when the keypad is arranged

within the housing formed by the front cover 102 and the base 104.
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buttons 102b, with the position of each button 102b
arranged to correspond to the positions of each key

108 of the keypad 106 when the keypad is arranged

within the housing forned by the front cover 102 and

the base 104. 10 Each pol ycarbonate button 102b is
transparent and resiliently dépressible so that
depressing it sends a signal to the main processor 112
indicating that it has been depressed. 5 b) Keypad

106 The keépad 106 conprises ten character keys 108,
&aghfpolecarbomate dutioay2bbadtansphesraanerrekiignthP8epressible so
arranged to display a character such as a nunerica
Vizdtuwkeprdssif@itrseddba signairtb able edaik ipabde 58T b Y D ey Sl i
(LED). In t%is enbodiﬂent, t he nu#g?%cal Va%ﬂgﬂggﬁﬁﬁ%atnhas
dlken edqdi splay 0-9 with the five function buttons
124,126, 128, 130, 132 displaying "Start", "Next",

"Exit", "Cancel" and "Enter" respectively. 15 The

keys may display the nunerical values in fixed
positions_qr. rearranged every tine before a password

i's %sﬁwpagﬂg%"Start" key 124 is an initialization
button. This button is pressed before entering any
password. 20 The "Next" key 126 is used to bring up

the next display on the LCD screen.

The keypad 106 comprises ten character keys 108, and five function keys. Each

character key 108 is arranged to display a character such as a numerical value
formed by an array of Light Emitting Diodes (LED). In this embodiment, the
numerical value is arranged to display 0-9 with the five function buttons
124,126,128,130,132 displaying “Start”, “Next”, “Exit", “Cancel” and “Enter”

respectively.

The keys may display the numerical values in fixed positions or rearranged

every time before a password is input.

The “Start” key 124 is an initialization button. This button is pressed before

entering any password.
The “Next” key 126 is used to bring up the next display on the LCD screen.

The “Exit” key 128 is used to leave the current display on the LCD screen 110

and return to the default display.
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The "Exit" key 128 is used to | eave the current

di splay on the LCD screen 110 and return to the
default display. 11 The "Cancel" key 130 is used to
del ete unwanted information in the menory, for

exanple unwant ed passwords, dates and/or times. 5 The
"Enter" key 132 is mainly usea to confirm an input
password for access. In the settings nenu, it is used
to store all preset passwords, dates and tinings into
the system c¢) Main Processor 112 10 The main
dihec'ésscel” keg 180ns usks to ielate enalantddimédrintationoh théenemory, for
access controller 100. The main processor 112 is
eaafrpieiuadahted Lawerds, Yates ah@ilindy. om t he  keypad
106, process the input signals and controls what the
keys 108, tinmer 114, sound buzzer 118, LCD screen 110
or the lock 200 should do. 15 EEpending on the node,

tripg R} Régqgﬁgha%% ?dqgl onf n{;%%drtéo enesg@)tég f%r@ccess in

randomarra
3108vathe tting D ode (LED)

44 56685 b s Uso i Mtie AT et Rass WOt (dateap timings
Ti mer 114 The tinmer 114 has cal endar and tine

i dhe sHtethi ch feed the date and time information to
the processor for display on the LCD screen 110. The
tinmer 114

c) Main Processor 112

The main processor 112 controls the overall functions of the access controller
100. The main processor 112 is configured to receive input signals from the
keypad 106, process the input signals and controls what the keys 108, timer

114, sound buzzer 118, LCD screen 110 or the lock 200 should do.

Depending on the mode, the main processor 112 is configured to generate a
random array of numerical values to be displayed on the keys 108 via the Light

Emitting Diode (LED) arrays. This will be further described later.

d) Timer 114

The timer 114 has calendar and time functions which feed the date and time
information to the processor for display on the LCD screen 110. The timer 114

also includes an internal clock which is used by the processor 112 to keep track



10

15

20

al so includes an internal clock which is used by the
processor 112 to keep track 12 of |apsed tinme. The
timer 114 also plays a part for the main processor 112
to determ ne whether the password is valid or not.

For exanple, the correct password during a wong
tinmeframe woul d indicate an iA%alid password and

thus, the | ock does not open. 5 e) Menory 116 The

b ansgditinge sthe tmes 1114tH1so plays &f paré fardhacoais prooeksor dn 2 to
passwords which are accessible by the main processor
HeZermihe whetitemthierpassaoes sovalitilct ). Fecexarapiel, Haltorrect
signals fromthe keypad 200, which represents an

FERBrcadeng atvh@\;\\gﬁinﬁ‘ef%rﬁé%ﬂﬂ indiZate UAPAVSR bASsword and
access code with at isinthe table and 1f a match

i t &S code is valid, and the processor:
ﬁuzg’?ﬁgﬁmkpétf)ecee S vvlnt'h t he next action, which nmay be

to unlock the door. In this enbodi ment, the nenory

stores four types of passwords with different 15

access levels: ) Master Password (Top level): The

acces®) P 100 is preprogrammed to store four
mast er passwords which are active one at a time. Each

of these master passwords. has an activation and 20
expiration date and when one expires, another new

st empay $ WO rstbreaa taivke ocraiférgnbe aatess edbdesdi yasswords which

There is no tinme and/or date

are accessible by the main processor 112. When the main processor 112
receives input signals from the keypad 200, which represents an access code,
the main processor 112 compares the access code with what is in the table and
it @ match is found, the access code is valid, and the processor 112 then

proceeds with the next action, which may be to unlock the door.

In this embodiment, the memory stores four types of passwords with different

access levels:

i) Master Password (Top level): The access controller 100 is
preprogrammed to store four master passwords which are active one
at a time. Each of these master passwords has an activation and
expiration date and when one expires, another new master password
automatically becomes effective. There is no time and/or date
restriction as to when the master password can be used. When the

master password is received, the processor calls up a Settings Menu
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restriction as to when the master password can be
used. Wien the nmaster password is received, the
processor calls up a Settings Menu 13 on the LCD
screen which list of options including allow ng the
user to open the lock 200. ii) Supervisor Password
(2nd level): There .are also four supervisor 5
passwords stored in the nenory 116. Just |ike the
mast er PR3 EOEED), screer whish lisied epfiersinstutinghaliowing the user to
activation and expiration date and when one expires,
anot her orsn thedeck260r password automatically takes
over as the active one. However, unlike the naster
passwords, the supervisor passwords have tine
restrictions, for exanple, during 10 the active

periyod, ShiSemrSs PRESRFRY ORVEPEFOR] ¥ is
st ilgul at el(JJIS?i nme sl ot, osu(?h as\}éaet vvelgaln rg?@é%ﬁcgﬂgs&%er\p%or
this way, I swor,d.provides a
di ffer erf?a%asggbégg Sfzed i le B8R t13.6' ﬂT?t)"ﬂét%%‘F f"asfter F:]aSSWOFdSv
Passwor d r evel ): The, nunber and functions of the
st af f 158%‘:35%&3?8% P ?%Wgridﬁirhazf‘ra’? Be\RbioB Ak rRitgtion date and
passwords. However, there are further restrictions to
when t heVRepPhe SXpEapranothernnew supewisar asserethpliomatically
bet ween 9am and 6pm which nmeans lesser flexibility
than supkewpyerapthesaetivesoneTiovemeposdikiesth ongstor passwords,
a different access Ilevel. 20
the supervisor passwords have time restrictions, for example, during
the active period, the passwords may be used only between a
stipulated time siot, such as between 8am and 8pm. In this way, the

supervisor password provides a different access level or security.

iii) Staff Password (3™ level): The number and functions of the staff
passwords are similar to the supervisor passwords. However, there
are further restrictions to when the staff paéswords may be used, for
example, between 9a.m and 6pm, which means lesser flexibility than

supervisor passwords. The purpose is to provide a different access

level.

iv) One-time Only Password (4" level): The access controller 100 is
preprogrammed with one such password and as the name implies, it
is good for one use, after which it cannot be used again. A user may

reprogram the one-time only password using an active master
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iv) One-time Only Password (4th |level): The access
controller 100 is preprogranmed wth one such

password and as the nane inplies, it is good for one

use, after which it cannot be used again. A user may
reprogramthe one-tine only password using an active

master 14 password. This feattire may be useful to

enabl e a user to gain access only once, for exanple,

in the dRasswerdekhiefeature mayrkeusefsl tolenatthealubebto gain access

‘envi saged that the various passwords di scussed above

are 5 exaripbace, fonkeyampte, in ter caser dfaditonal gaytrécoks ed
dependi ng on application. For exanple, the master
passwords need not expire if no timng restrictions
have been set. There can al so be nore than one

ltesHoRld bé %H@Fsé%é@ "thé’c{}h?tv%f'igus PASSWEH RS <58d8bodBY%re
1o ving diffe SIS

one tine. rent access Ievg

[ I i gn these sswor.ds to . .
SR et Byttt Bl vhp 3™ Ry inar Do 3881 66 oniaptigation. For
expense ,of se?urit . Further, since _the timer 114 is
ERRT Bl A (HRASSIOSHRIRPES GRL BXIFE TrRdimaigdssirictions have
controller 100 may be configured with different timng
beep sektinghe caasise ba mare than @ag ressten superksarorddhafé.
For exanpl e, those days designated as public holidays
passwelkeaiyersdpnlyaore ttméf erent timing restrictions
dependi ng on the access policy. For exanple, a

password valid on a weekday between 9am and 5pm may
be further restricted to be valid only between 9am and

MaRifg diffbfeniBYcOS 1cRER i§‘§|‘éﬁidt@tl15rﬂp&’§efﬁwggd's%?dn these passwords

sof t war e/ har dwar e si nce ese may
to different users depending on their needs without the expense of security.

Further, since the timer 114 is equipped with the calendar function, the access
controller 100 may be configured with different timing restfictions based on the
day of the week or date. For example, those days designated as public holidays
or weekends may have different timing restrictions depending on the access
policy. For example, a password valid 6n a weekday between 9am and 5pm
may be further restricted to be valid only between 9am and 1pm. This may be
achieved without external software/hardware since all these may be
preprogrammed using the settings menu, which is only accessible using the

Master password.

The memory 116 is configured to record the last nine previously used

passwords and data and time details which have been used to access the
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20 preprogramed using the settings nenu, which'is
only accessible using the Master password. The nenory
116 is configured to record the last nine previously
used passwords and data and tine details which have
been used to access the 15 access controller. This
informati on may be read off te LCD screen usi ng the
Mast er assmnrﬂh and controlling a few of the function
[BEGSSS gontralles g infatmation maydye maghelf thezlz6P screerieing the
sound buzzer 118 is configured to generate a sound in
Masieheassword, arse controltiepadewi afithe furstiendfeyshe but t ons
102b to acknow edge receipt of the input signals. It
dP401 26, V285130 188g beep after three wong passwords
have been 10 entered to serve as a warning. f) LCD
Screen 110 The LCD screen 110 is used to display
information to the user. For exanple, by 15 default,
th 'EeBAhspl ays the tine and date and any
otﬁ%*g¥% grnatfggsgthat IS needed to informthe user.
g) UPS 120 20 The access controller 110 al so contains
an UPS whi ch provi des back-up power to the access
ntroller 110 apnd the |ock 200 in case of power
ﬁg?ﬁ?ﬂ’é‘.debH@? 1 Z&&?%‘*%@@ 1q genEtR3aSounA i 6esnanselo a user's
and the lock 200 are still operational. In
depression of one of the buttons 102b to acknowledge receipt of the input

signals. It also gives a long beep after three wrong passwords have been

entered to serve as a warning.
f) LCD Screen 110

The LCD screen 110 is used to display information to the user. For example, by
default, the LCD screen displays the time and date and any other information

that is needed to inform the user.

g) UPS 120

The access controller 110 also contains an UPS which provides back-up power
to the access controller 110 and the lock 200 in case of power failure. This
ensures that the access controller 110 and the lock 200 are still operational. In

this embodiment, the UPS is able to power the access controller 110 and lock
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this enbodinent, the UPS is able to power the access
controller 110 and |lock 16 200 for up to twelve hours
but it should be appreciated that the length of tine
the UPS supports nmay be changed dependi ng on
application. h) Lock 200 5 The |ock 200 includes a
| ock processor 202 and a | ockilhg nechani sm 204. The
| ock processor 202 is arranged to control the | ocking
ROOHRAUBIP 2galvaHicshs Put it shewld hecipreciated tk sheleshgth of time
The | ock processor 202 is configured to receive a
dbatlRD seppords nfaydre thengesd degeralies soapplidatiord i n t he
absence of such a control 10 signal, the |ock
processor 202 does not send a signal to indicate to
the | ocking mechanism 204 to unlock the door. Only
wheR) tihpkopt rol signal fromthe main processor 112
is received, then the | ock processor 202 instructs the
| ocking nechani sm 204 to open the door. 15 The
control signal fromthe main processor 112 may be a

ecifj eqyence of codes, such as binary digits,
ek PO0 et A dertearacRsiaredaane prleekiag sechenism 204. The
Havi ng a specific sequence of codes is advantageous
dPGCROCRPECTM{Ieeis artangesite aaintrol thel lockiog roechartiemi2dddwhich in
entry. 20 An operation of the access controller 100
dwrah lohks poukiozk® awdolr. Tioevdeé prdesssor 26a.is tbnfid\eed tb seceive a
no activity on the keypad for a predeterm ned anount
@bntrohsignaifeom the main processor 112 and in the absence of such a control

signal, the lock processor 202 does not send a signal to indicate to the locking
mechanism 204 to unlock the door. Only when the control signal from the main
processor 112 is received; then the lock processor 202 instructs the locking

mechanism 204 to open the door.

The control signal from the main processor 112 may be a specific sequence of
codes, such as binary digits, which are preprogrammed in the main processor
112. Having a specific sequence of codes is advantageous since this makes it

more difficult for unauthorized entry.

An operation of the access controller 100 and the lock 200 will now be

described.

If there is no activity on the keypad for a predetermined amount of time, the

main processor 112 puts the access controller in standby mode which means
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mai n processor 112 puts the access controller in

st andby node which neans 17 that the LEDs of the
character keys 108 will be turned off. To begin, a

user presses the "Start" button 124 and the keypad

106 sends a "start" signal to the main processor 112.

The next step depends on whi ch’ node is being set up.

If the access controller 100 is progranmed as "fi xed
ieridhe LiEks aflhe ghameteskeys108 will begtursedpft Ao kagimya oser
LEDs with the nunerical values displayed in a
poessesttheriatart udiogetBhane thehkéyparl 1068 séfiaat staBtisignal to the
124 is pressed. On the other hand, if the access

eodih pebdedsor 9 12! PYE ABREStepHepehtia pl WRICARASde is MIRY set up. If
the start button 124 is pressed, the main processor

L ) " val L

S PSRRI 00 BRI & ‘?ﬁ@?‘g%%ﬁﬁfa%?ia'ﬁ%#;‘@essm
- b T ceeds t.o enter his or her

132 Yghi<Fi g 4T BF LEREWEY B BiReHCaRRES, spidedta

buttons 102b, a correspondi ng signal,L i.s receive y

£Rnverligral aapgment Fasn smmier Starkrivitionibes isgressed.

controlling the sound buzzer 118 to transnmt an

audi bl e sound in response to each press. Upon receipt

of the input password, the main processor 112 checks

Qretheeptbey hand.6f the detassniantrolibeishenogtdremietpag “scrambled mode”,
password matches what is in the nenory 20 table and

wienitheestart buttoh 62dlis phesgeals svwomairbptadeasort 712 bératbles the
match is found, this indicates a valid password. |f

pb&itiBAs DMeEEh nanferRAPvAILERCURS! PRSSYRIVE: pditidhs ¥ these
restrictions, the processor

numbers vary each time.

The user then proceeds to enter his or her password or access code. With each
press of the buttons 102b, a corresponding signal is received by the main
processor 112 which acknowledges by controlling the sound buzzer 118 to

transmit an audible sound in response to each press.

Upon receipt of the input password, the main processor 112 checks the memory
116 to determine whether the input password matches what is in the memory
table and which security level the password belongs to. If a match is found, this

indicates a valid password.

If the paséword is a one-time use password, with no restrictions, the processor

112 then sends a unique binary sequence to the lock processor 202 and the
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112 then sends a uni que binary sequence to the | ock
processor 202 and the 18 | ock processor 202 then
activates the | ock mechani sm 204 whi ch unl ocks the

|l ock to the door. After this, the password cannot be
used to gain entry again. On the other hand, if the

i nput password is a "Supervisé¥" or "Staff' password,

5 the main processor 112 checks the tiner to determ ne
e recessrs 202 hepfactivatesithe heck mechamam 204 wiiohdunlocks the
falls within the restrictions (i.e. outside of the

dpk tovibe doary./ Afterethisatite passwesrd dam@otrbe uspd @6 gafpénthl 2gain.
di spl ays a nessage on the LCD screen 110 to inform

the user that entry is refused. If the tine of

receiving the input password falls outside of the

9 G5 196 5 Bl CS0SSpI , l. Bbors

t en the door. The digital
RS A rA G2 B e PP Ser B tvang B foe of
t he .operation of what pens when the access )
coRiBR s ks BagBvots GIR Vb e csirigoas fa ausside of the
access. On the other hand, when the access controller
POOTe A e aad & yesathemeivpiasesaseett? displays a message on
receiving the first input password and if the first
it LEDacreanrid Oite infarindhe tuser thait enpry os esfased. I the tineDf
not send the unique binary sequence but instead

pecaigiagdthé inputplasswbitefalie Hutsid@bf thesetittioh8PHen the main
password by di splaying a nessage on the LCD screen 20

Mben1d ' | V&g
B MP 1 S SS hoB S W AR B ecence

%@E)%k rﬁggeggortZBQ t3 %%%thé %BBF ﬁ%sai\éﬂzraldseiq%e%lcg%gf l)le qr\ binary

format.

The above describes the operation of what happens when the access controller
100 is set up as a single pa'ssword access. On the other hand, when the access
controller 100 is configured a dual-password access, upon receiving the first
input password and if the first input password is valid, the main processor 112
does not send the unique binary sequence but instead proceeds to invite the
entry of a second input password by displaying a message on the LCD screen
110. When the second input password is received, a similar procedure as that
explained above takes place, and if the second input password is also valid,
then the main processor 112 transmits the unique binary sequence to the lock

processor 202 to open the lock.
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then the main processor 112 transmts the unique

bi nary sequence to the |ock processor 202 to open the

| ock. 19 After the door is unlocked, the processor

112 next sets the access controller 100 to the

standby node to conserve power. Likewise, if entry is
refused for exanple because the input password is
invalid, the processor 112 denies access and resets
Adter ilee gaphissitiecked, hepesesser, 1t1hoexttsatsbye avekssiniroller
activated after, a certain elapsed tine. To enter a
g&9sndhe startuby rBbde td consdroa posver prikewise, Hemtryfis téfased for
access controller is in "scranbled node", the

exahiglobecalisd the inpuBadswird k€W afid &hs Prabdd2F 112 denies
random y before belng display on the keys 108. It

Hhedtdahs rasditt &WT%E}?ECFG% ?ng%%ﬁéﬁct%iéﬁ%db%rb?ﬁ% fs

[

key iIs pressedta ereafter there s no

r ' [ . keypad i s _confiqur t. " .
ARy & B ¥ ATt TR Epled Lot Stagg button s
el apsed. The standb e turns off the LEDs of the
RS St Rihd aERras anr N o rdnasegawledmadsr 68 postins of the
dual - password access is useful in circunstances when
yeresica keysyare prapmibied eandloaly heforgdiaing disptay arpthe keys 108.
restrict access to the other party, unless both 15

parties are present since both passwords nust be
entered to gain access. The timer with the in-built

¢ shefuld beanertieediathat for la@ia%wseﬁ:hﬂ?? aftBea ke§ i prdsseland
need not be limted to the tinme of a day but 1t can be

exdreatertHede M hb ﬁ!rﬁﬂatr_pgéﬁ@ng of tHdReefke kgf&daggéad%lﬁgﬂried to

a password may be valid from Mondays to Fr

L C : r4,ze
%g?esrgﬂtﬁ)‘é‘ﬁé‘%z?r?n@wa&loyfa@lf#er%né:e‘??a?n tith oMY elg%le@ "+#ESand by
mode turns off the LEDs of the keys 108 and backlight of the access controlier.
The dual-password access is useful in circumstances when there are two

parties and either party wants to restrict access to the other party, unless both

parties are present since both passwords must be entered to gain access.

The timer with the in-built electronic calendar is useful since the restrictions
need not be limited to the time of a day but it can be extended to different days
of the week. For example, a password may be valid from Mondays to Fridays
but not on weekends to limit access to only authorized personnel. Similarly, if an
person is employed on a temporary basis the password may be set to expire

within a stipulated time period, for example after three months.
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person is enployed on a tenporary basis the password
may be set to expire wthin a stipulated tine period,
for exanple after three nonths. 20 It should be
appreciated that the |ock processor 202 is configured
to open the door upon receipt of the unique binary
sequence and in the absence of? receiving this unique
bi nary sequence, the |ock processor 202 does not send
at shauighhe appreciateddbat thedhalnpenpessar 202 isntardigutdtbto open the
door. 5 Wth the |ock processor 202 and the unique
lsiowa upos eeeaipef, the hinkguechinamesequentie ey inl th¥ elbsehce of
security. It is common for the access controller 100

aeceiving thisalhiqudBinkey Bequarert Btk Rtk dr ie%‘s@F‘Q@Z RREYSRR send a

each other and both are comunicatively connected via

Mg to el Bok echBnlsrP 8895 BAlockARe BYPN T 11 15 10

possi ble to gain access to e wires and cut them it
woul d not be possible to activate the |ock mechani sm
204 w t hout know edge of the unique binary sequence,

s, resul ti in C re secured | ock system |t
WU e Bk bicithastr 20Zan0uhe uiinup enabesasenaD, i eokjoves 2
mai n processors (fromdifferent access controllers
Daher deved ohsecyri. 1§ ngornmearfor Henacaese.cobfrotan1 0Qyand ¢he lock
fixed or scranbled node, this nakes the access
@0htte diel lecatedrat a dibtexicebetweer eathethsmemdisathehieose
whi ch node he prefers and depending on the security

lcorehunidhitves eomriedtée via RGP WRAthS W KGROBEER 202, even if it is
buttons 102b al so '
possible to gain access to the wires and cut them, it would not be possible to
activate the lock mechanism 204 without knowledge of the unique binary
sequence, thus resulting in a much more secured lock system. It should be

appreciated that unique means that no two main processors (from different

access controllers 100) generate the same binary sequence.

Having the fixed or scrambled mode, this makes the access controller more
flexible since the user may choose which mode he prefers and depending on
the security level. The use of the transparent polycarbonate buttons 102b also
provides a durable material which reduces the chance of someone guessing
what the password might be by checking the wear and tear of the buttons 102b
even if the access controller is configured as the fixed mode. in the case of the
scrambled mode, the positions of the character keys 108 are varied with each

depression of the “Start” button and this provides a continuous and automatical
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provi des a durable material which reduces the chance
of soneone guessing 20 what the password m ght be by
checki ng the wear and tear of the buttons 102b even
if the access controller is configured as the fixed
node. In the case of the scranbled node, the
positions of the character keys 108 are varied with
each depression of the "Start" button and this
peoying esthe characiendeys 408. Hbis seaudasathe2bility af wnnoaothorized
t he character keys 108. This reduces the ability of an
peasdrhobtairdng theepasswatittai sirogyihh e wRFIVEdtidnbY
surveying a user's actions. The access controller 100
is afully integrated device with the ability tore 5
configure or re-programthe functions through the use
t f : ecei.ves
qfrf]'ng %Set%gr%ﬁ)ggggﬁrzﬁy{sda full mtEQneat ég‘g?ﬁg%lthlh% A5y 'td -
112 di s .St 0o tlon for th

ssor a
8780 B Te0HR % fricdiies YihuBh 48 Lpehr Hy Twetar qagsword.
{1 t he sswords of the different |evels and
i tg?igrﬁa aﬁgsfepﬁ'\/?ﬁéhmw passwREl. s MeBtioredearier, the
time of the timer, and 10 choosing the nodes and
REReassof ypaslisnlays etlist ohepttns/fer theauserds, chopse afihdeptions

appreci ated that the access controller 100 provides a

imsleds epenieg thellockhchangidg et phbsxdidseftioa diffdreéstief®E and
the I ock 200. Together with the |lock 200, this forns

3tdrigkney Dnedinhe hdnsorg! é@@@tt&eﬁé’t{e%ndlﬁné'b@ the timer, and
reduces unaut hori zed access he descri bed enbodi nent

Bheblatae MSIROaN sustsagpbd gid ati ve, For exampl e,

it 1s Not necessary ere are four passwords
stored in the nmenory 116 for

With the above features, it can be appreciated that the aécess controller 100
provides a more secure, reliable and yet flexible controller for the lock 200.
Together with the lock 200, this forms a lock system which is also more secure

and reduces unauthorized access.

The described embodiment should not be construed as limitative. For example,
it is not necessary that there are four passwords stored in the memory 116 for
the master, supervisor and staff passwords, and there may be up to the
maximum of four or less. The UPS is preferred since this allows the access
controller 100 and the lock 200 to be used even when there is a power failure

but it should be appreciated that the UPS is not essential.



the master, supervisor and staff passwords, and there
may be up to the 20 maxi mnum of four or |ess. The UPS

is preferred since this allows the access controller

100 and the lock 200 to be used even when there is a
power failure but it should be appreciated that the

UPS is not essential. 22 In 2he described enbodi nent,

t he sound buzzer 118 is used to provide aura

e dubdescrived ambedimegnt ibe doenddurzead §8 is nsedth pidvidesaural
envi saged that the LCD screen may di splay a synbol

jeedbark A thistnesy aét tos nacesndntieddetrénidagddat the LCD
pressing of a button 102b. The tinmer 114 and nenory

Sbfedrsmah Aebiap a ByRARASALI abRMdtBAsHBE BnRIRABR R gehtént of
but it iS envisagéd that they may be rncorporate§

i L b , < _ nal e i
39 Blbeieo iR ug 49265 Phe ier3 2ok R B EhBlpns
t n de after each es. t he nmj ocessor
$p310 R B el Blre S LAEBERR iconsadtel el 08y be

off if lo no jnput is received by the keypad 106 for a
icoueeraed HAhmRE RRInGITose ROT 112/as B singlg integrated circuit

pol ycar bonat e buttons 102b, these buttons nay be nade
with other material. 23 CLAIMS 1. An access
controller conprising a nenory for storing reference
drestesd of eeliting thb accedecamtodiead 0015 stdndbydasde retereiabl access,
a one-tinme use reference access code;

the main processor 112 may be configured to turn the character keys 108 off if

no input is received by the keypad 106 for a predetermined amount of time.

Instead of polycarbonate buttons 102b, these buttons may be made with other

material.
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an input interface for allowing a user to input an
access code; a processor configured to receive inputs
fromthe input interface and if the input access code
mat ches the one-tine use reference access code, allow
access once and prevents subsequent access based on
sane 10 input access code. 2.23n access controller
according to claim1, wherein the input interface
€onpss ses a plurality of keys which is configured to
di spl ay every possible character to formthe access
code, 15 the processor being configured to change the
character that is displayed by each key. 3. An access

qpntr%{ggceggg@pg'br% ddnplighg 2. wherein the processor

. I
is configure change the character after

depress| .+ OF i nput_ 20 interface.. 4. An
acoess TR [ 55hd Bieleelapcss PO4SE g Feierendtonceess
i nput interfac i ncludes a plurality of polycarbonate
casi nﬁ?gﬁf {I‘H}?ngl&g' A0S WHeHSEASRIENES acg%s,seq;o%e;

correspondi ng key. 24 5. An access controller

accor @ndapytdntarfacefocallawing 2 wser4o inputianeacaesapodei ng
light elenents arranged to formthe characters carried

by t he (reggssorsoéfigiredaoaessive amputs floer tracimputiintgfdae and if
claimb5, wherein the processor is configured to turn

the athd ppsit ascsss @fdd Meatdhegthe Inenine isefrbfdrénd®access code,
I nput 1s
allow access once and prevents subsequent access based on same

input access code.

2. An access controller according to claim 1, wherein
the input interface comprises a plurality of keys which is configured to
display every possible character to form the access code,

the processor being configured to change the character that is displayed

by each key.

3. An access controller according to claim 2, wherein the processor is
configured to change the character after depressing a key on the input

interface.

4. An access controller according to 2 or 3, wherein the input interface
includes a plurality of polycarbonate casing, with each casing arranged to

cover a corresponding key.
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received by the input interface for a predeterm ned
anount of tinme. 7. An access controller according to
claimb5, wherein the processor is 10 configured to
turn at |east sonme of the light elenents off after
each access. 8. An access controller according to any
preceding claim further conptising means for

acknow edgi ng recei pt of an input on the input 15
interface. 9. An access controller according to claim
8, wherein the acknow edgenent neans includes a sound
BuzzerAn 26tekl.coffroleICaSDréiAg o @Inky &JF chAfRI2 & NFurher comprising
menory for storing a plurality of reference access

COdeS’Ilgﬁ?@IBmérﬁi 8fraR§é&d ?&Fd?ﬁ'ﬁth‘é\cl\thq'% ﬁ&g@Cﬁéecﬂy"%@@eys

with a different access |evel
restrictions as to when the assom ated reference
access codes gain access; an input interface for

IIo a user to n acc SS rocessor
ont | AP adhets GonlBien 99%%99 16 i omvarsth techrorpeads is
and if the input access code matches one of the

st or e&OF‘fé%rﬁér{eéU@c@@ﬁ leasd somejet teerlight etemeerts ofgkno input is
| evel of the input access code based on the 5

pl ur alrgesived by e input intadaess for copresietermimath amount bheme.
menory and if the associated restriction does not

apply, allow access and if the associ ated

7. An access controller according to claim 5, wherein the processor is

configured to turn at least some of the light elements off after each

access.

8. An access controller according to any preceding claim, further

comprising means for acknowledging receipt of an input on the input

interface.

9. An access controller according to claim 8, wherein the acknowledgement

means includes a sound buzzer.

10.  An access controller comprising
a memory for storing a plurality of reference access codes, each
reference access code being associated with a different access level
which define restrictions as to when the associated reference access

codes gain access;
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restriction applies, refuse access. 11.  An access
controller according to claim10, wherein the access

| evel s are 10 based on date and tine. 12. An access
control l er according to claim 11, further conprising a
timer including an electronic cal endar which provides
the date and tinme. 15 13. An &tcess controller
according to any of clainms 10 to 12, further

conpr iasiinputnotegfachdor allmvingfaeusEmde inmdeanf accesachdeype
of access level, each reference code having an expiry

dat e, a%céés@%bnﬂ@@reﬁl tBBecéil@ifpuits frobilthe MDAt MEdrFacR, and if
ref erence code which gains access. 20 14. An access

contr ghd ?{pu@%%’és@ &utd ﬂa?él*%'g@n’egof &SR r#ﬂé?@n@é( Bbéé/ S code,

of one e reference co anot her erence co

2528?3*%# “ﬁngﬁ%gg?e%@ﬁs@%%%g g 7565 EE R e

a nast ?ss | evel and the reference a?;]cess codes
associP ré Y\M fFeferene ALass coges selerencrin the memory and if the

restriction free. 5 16. An access controller according

t o anyseeciales nestricop sloes nojaeply. allewaccapsand ittbefasseciated
conprises a plurality of keys which is configured to

di spl agstaveoryapplEs, bbfeselagcest.er to formthe access

code, the processor being configured to :.change the
character that is displayed by each key. 10

11.  An access controller according to claim 10, wherein the access levels are

based on date and time.

12.  An access controller according to claim 11, further comprising a timer

including an electronic calendar which provides the date and time.

13.  An access controller according to any of claims 10 to 12, further )
comprising more than one reference code for each type of access level,
each reference code having an expiry date, and at any one time, there is

only one active reference code which gains access.

14.  An access controller according to claim 13, wherein upon expiry of one of

the reference codes, another reference code becomes the active one.
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17. An access controller according to claiml1l6,

wherein the processor is configured to change the
character after depressing a key on the input

interface. 15 18. A | ock system conprising an access
controller and a | ock having a | ock processor,

wherein the access controllerdncludes a nenory for

storing a reference access code, an input interface

flor alAnocadaegs xontrellert acdonging taanpof ekéms dOde; 1amchezfindhere is
processor configured to receive inputs fromthe input

| nt er banastendctéss lehel antpthie refarente aBossIRIdRESsddefated with
stored reference access code, the processor is

furthege ﬁ@%ﬁér%c%gsié!@%sﬁuc%h%é% data to the |ock
processor to open the lock. 27 19. A lock system

according to claim 18, wherein the unique data is a
bi nary sequence. 20. A lock systemaccording to claim

furth nt e bl
égwer A astes (Bl TSTRECoRRg a3y B s o 14, Wifaceios
an access controller, the access controlle
i ncI udhairat indaace eemPEses A mirality afkeys whielt isseasifigyred to

reference access codes, each reference access code
bei ng digplayewery possiie ¢hardicter do donm thecacessmpdles whi ch
define restrictions as to when the

the processor being configured to change the character that is displayed

by each key.

17.  An access controller according to claim 16, wherein the processor is
configured to change the character after depressing a key on the input

interface.

18. A lock system comprising an access controlier and a lock having a lock
processor,
wherein the access controlier includes a memory for storing a reference
access code, an input interface for allowing a user to input an access
code; and
a processor configured to receive inputs from the input interface and if
the input access code matches the stored reference access code, the
processor is further configured to send a unique data to the lock

processor to open the lock.
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associ ated reference access codes gain access, the
nmet hod conprising receiving an i nput access code;
conmparing the input access code with the plurality of
stored reference access codes and if there is match,
checki ng the associ ated access level 15 and if the
associ ated restriction does nd1 apply, allow access
and if the associated restriction applies, refusing
AQcesA locR2ystdm acomdmhgoondlaied i 8 whergn tisd 08iqaerga®is/a binary
for storing reference access codes with at |east one
ref er gaggened access code having a validity period, an
input interface for allowng a user to input an access
code; a processor configured to receive inputs from
the input interface and if the input access code
tches, the at |east one referepce access code  and if
o1 bR Rlent SESiraMiectol el TBET AR R e eisf 2
period, 28 configured to allow access but if beyond
the vMMRIETYPiRlenower sIRPIY(URER)-t 0 prevent access.
23. An access controller according to claim 22,
further conprising a further 5 reference access code
having a different validity period, and upon expiry
0211 hé\ atethaxhot deteemindiaeress Mcar ascesleontidlies, the access
further reference access code takes over as the

act i veoh@bR&ESRERAMECE Aferf@fSor 2tbring XBNPAfly ©PE8RNrE§ réfarence
a plurality of buttons, each button conprising a

access codes, each reference access code being associated with
different access levels which define restrictions as to when the
associated reference access codes gain access, the method comprising
receiving an input access code;

comparing the input access code with the plurality of stored reference
access codes and if there is match, checking the associated access level

and if the associated restriction does not apply, aliow access and if the

associated restriction applies, refusing access.

22.  An access controller comprising
' a memory for storing reference access codes with at least one reference
access code having a validity period,
an input interface for allowing a user to input an access code;
a processor configured to receive inputs from the input interface and if
the input access code matches the at least one reference access code

and if the input access code is received within the validity period,



10 transparent pol ycarbonate casing encasi ng Light
Emtting D ode arrays for displaying nuneric or

al phanuneric symbols. 25. An access controller
according to any of clainms 12 to 17, wherein the
restrictions are based on the day of the week. 15 26.
An access controller accordingto claim15, wherein
weekends have a different restriction than weekdays.
27. Aconfiggsd to@ibnoddoess due dibaiyngd tiee aalydityf pericd, @Bnflgured to
to 20 and 22 to 26, 20 wherein the nenory is

conf i gpusweghttzeceesord the | ast nine previously input
access codes.

23.  An access controller according to claim 22, further comprising a further
reference access code having a different validity period, and upon expiry

of the at least one reference access code, this further reference access

code takes over as the active reference access code.

24. A keypad comprising a plurality of buttons, each button comprising a
transparent polycarbonate casing encasing Light Emitting Diode arrays

for displaying numeric or alphanumeric symbols.

25.  An access controller according to any of claims 12 to 17, wherein the

restrictions are based on the day of the week.

26.  An access controller according to claim 15, wherein weekends have a

different restriction than weekdays. |

27.  An access controller according to any of claims 1 to 20 and 22 to 26,

wherein the memory is configured to record the last nine previously input

J

access codes.



