WO 2022/169969 PCT/US2022/015109

CYPHERGENICS-BASED ECOSYSTEM SECURITY PLATFORMS

CROSS-REFERENCE TO RELATED APPLICATIONS
16661} This application claims the benefit of U.S. Provisional Application Nos. 63/145,860,
filed February 4, 2021 and 63/229,348, {iled August 4, 2021, The entire disclosures of the above

applications are incorporated by reference.

FIELD OF INVENTION
100662] The present disclosure relates to Cyphergenics (CG)-enabled securtty platforms and
corresponding digital genomic constructions that exhibit conirolied entropy yet are subject o
digital modification and reconstruction by computationally complex functions and processes
without loss of genoroie integrity.  These constructions enable formation of comprehensively
secure hyper-scalable digital ecosystems, enclaves, and/or digital cohorts having muual identity
of mterests, and application specific security architeciures based on genomic network topologies
that are interoperable with conlemporary application and networks stacks. In some
implementations of the disclosure, the security platforms mway be configured to facilitate secure
data exchange betweaen ecosystem members. In some aspects of the disclosure, the security
platforms are configured to facilitate virtual trusted execution domans, whereby a processing
environment 1s configured to perform CG-based encoding and decoding of mstructhions and
program data. In some aspects of the disclosure, the security platfors are configured fo facilitate

matenal data chains (MDCs).

BACKGROUND

[6603] The requirement {o distinguish the Noble from the Nefarious has grown in wgency as
the ARPAnet community of adjunct-nodes breached their perimeter into a world-wide-web
comprised of virtual digital ecosystems supporied by an inferoperable Digital Monoculture. By
the time the material consequences faced by this new machine-connected-world became apparent,
first responder technologies (e g., Firewalls, Analytics, Forensics, PKI, Proxies, and Monitoring)
were already relegated 1o network perimeter patrol and rapid recovery services.

[0004] Experts broadly agree cryptography offers the only provable machine-connected-world
security solution. Quantom, Homomorphic, and Obfuscation-based crvptographic research have

garnered huge investment but no more than hoped for impact. Nevertheless, the most essential bui
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mdomitably complex of all crvptographic disciplines - hyper-scalability - remains unattended.
Efforts to update PKI to post quantum status abound, even as its lingar scalability perseveres.

16605]  Applicant has developed and has disclosed herein, Cyphergenics (CG) technologies,
which comprehensively resolves the heretofore iniractable hvper-scalability dilemma,
descriptions of which are disclosed in this document. As will be discussed, Cyphergenics enables
unlimited deployment of cryptographic-based digital ecosystern security for di nuninus overhead
and bandwidth, while fully preserving interoperability. Iraportantly, hyper-scalability directly

facilitates functional homomorphic crvptography and functional indistinguishable obfuscation.

SUMMARY

[6606] The artificial bifurcation of affiacks on cvber infrastructure and assaulfs on privacy has
been and remains misguided, as both leverage the same digital ecosystern {maching-connected-
world) and digital monoculture {evervihing-interoperable-with-everything). Security solutions
remain pedestrian kluges, expert at postmortem forensics and anenuc at interdiction despite
brilliant adaptations and extensions of vintage secwrity technologies and methods. The limited
capability of these technologies to thwart subversion, espionage, inlerloping, piracy, and assauits
on privacy {whether covert or clandestine survetllance enabied} is well documented. Increasingly
larger digital attack surfaces and powerful new variants of weaponized malware and processor
exploits, and ultimately quantum computer assisted Crvptanalysis and artificial intelhgence-
mformed subversive algorithms portend new levels of catastrophe.

166071 Noble engagement has facilitated heretofore unmimaginable virtualization of products,
services, and knowledge, and redefined efficiency and efficacy. From within the same network
centric campus, Nefarious engagement foments catastrophic cyber-attacks (e.g., subversion,
espionage, mierloping, and piracy) and pervasive assaults-on-privacy {e.g., covert and clandestine
mass surveillance, profiling, and assimilation}. It is substantially the common-machine-ianguage
and inherent hyper-scalability essential to their network centric mussions that they share, which
renders the noble and nefarious effectively indistinguishable.

16608]  Apphicant submts that the most cntical network centric competency 15 not the digital
ecosystem comprised of various digital cohorts {e.g., networks, grids, clouds, systems, devices,
apphances, sensors, 10T, applications, {iles, and data) nor i3 interoperable Digital Monoculture.
It 15 the common~-machine-language and hyper-scalability they share in order to scale their
ubigmtous ovn-demand engagerment {eg. connection, commumication, collaboration, and

coordination) that accounts for hundreds of billions of unattended security instances: a huge
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permutation of billions of cohorts by mutlions of pomnts-of-control by hundreds of billions of
security instances per day.

100669 It reroains umpractical to rebuild the digital ecosystern and Digital Monoculture, as well
as interminably disruptive and financially imprudent. A technology capable of changing the
common-machine-longuage based on computationally quantum-proof cryptography would offer
highly effective security while eviscerating hyper-scalability essential to Digital Monoculture
interoperability.

6010} Cyphergenics (C(), a wholly new technology based on computationally complex
genomic consiructions, liberates modern cryptography from its intractably bounded but powerful
computationally complex foundation. To embodiments, CG enables virtual unboundedness by
generating information theory-constructed genomic constructions exhibiting computational
complexity which can be directly regulated as are bio-chemical enabled consiructions.
Importantly, CG digital rendering preserves bio-chemiecal unbounded properties while vastly
expanding the range of their inherent differences and correlation. CG preserves the ability of
genomic constructions based on different Digual-DNA to be strategically regulated absent
compromise of computational integrity. FIG 1 illustrates attributes of Cyphergenies-based digital
ecosystems in relation to related attributes of organic ecosystems and modemn digital ecosysiems,
according to some embodiments of the present disclosure,

[6011] In embodiments, umique genomic and cryptographic properiies amalgamated by
information theory principles enable Cyphergenies-based technology (o achieve highly functional
hyper-scalability exhibiting unbounded differences (affiliation) and correlation (authentication).
These properties in tumn give rise to Virtual Affiliation, Virtual Authentication, Virtual Agihity,
Virtual Organic Engagement, and Virtual Trusted Execution Domains--powerful attributes whose
applications far exceed security.

[6612] In embodiments, Cyphergenics enables hyper-scalability of specific digital ecosysiems,
enclaves, and cohorts, having mutual identity of mierests {Digital-DNA related and regulated},
which form the active basis of their engagement. These domain resident ecosystems, enclaves,
and cohorts engage on the basis of hyper-scalable digital data objects and digital coder objects
exhibiting unique, non-recurring, and computationally quantum-proof attributes reflecting their
mutual identity of interest called Virtual Binary Language Script (VBLS ) thev share with impunity
1o nefarious intent.

[6613] While the Cyphergenics (CG) technology may be supported by a wide range of digital
capable platforms and component configurations, some embodimends of the present disclosure are
configured to ensure the orderly prosecution of cntical computationally complex genomic
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construction and Digital-DNA regulation functions and processes. In embodiments, Cyphergenics
Ecosystern security platform {CG-ESP) may be comprised of modules which conirol specific
computational and genomuc construction, and digital DNA regulation functions. Tn embodiments,
this adaptability is critical given Cyvphergenics functions mav be rendered by ciphers, without anv
ciphers, or in combination,

[0014] 1o emmbodiments, Cyvphergenics supports applications beyond network centric interests,
such that s modules-based rendering may serve nultiple purposes. For example, they allow
mdividual genomic information theory enabled construction and regulation processes and
functions to be re-imagined and incrementally improved or modified without compromising
hyper-scalability, and thev allow for computational and functional innovation among
Cyphergenics application ready attributes.

0815} Security applications with few exceptions must endure the network configurations over
which they transact and the volnerabilities these networks often induce, e.g, NAT circumveniion
of IP-SEC security to extend exhausted IP-1V addresses. Cyphergenics VBLS attribute enables
powerful new, security application-centric genomic network fopologies to operate simultansously,
interoperably, and on-demand over existing network configurations. Cyphergenics enables many
security centric genomuc network fopologies to include Dwected Architectures, Spontanecus
Architectures, Ephemeral Architectures, Interledger Architecture, and others. FIG. 2 demonsirates
an example of this adaptability and shows a Cyphergenics-enabled security stack that may be
apphied coextensively at various lavers of commonly known application and network stacks and
exarmples of Cyphergenics-facilitated genomuc architectures of digital ecosystems that may result
from such apphication, according to some embodiments of the present disclosure.

16616} In embodiments, Cyphergenics’s range of information theory-enabled genomic
construction allows for digital-cohort (0 be spawned as progeny of a specific enlerprise and/or
enclave prior to their own conception. In embodiments, Cyphergemcs-enabled digital ecosysterns
may be rendered gnonucally flat or hierarchical, with or withowt orientation to order, e.g, time.
in embodiments, a Cyphergenics cohort can serve the role of Cambrian Genome carrier-
preserving instructions for subsequent construction of its own species-specific Ecosystem,
Enclaves, and Progeny (reverse procreation), for which it must still undergo genomuc regulation
to achieve correlation and differentiation.

[6617] The differences between Cyphergenics--which implementation and practice are
explained in the details of this patent—-and the search for postmodern {quantum proof)
cryptography technology is summanizad below, examples of which may be observed in FIG. 3.

FEven if successful, contemporary efforts to defeat quantum computer enhanced crypitanalysis only
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stand 1o preserve the status guo, no matter that network centric security challenges continge {0
markedly and materially escalate,

[6018] In embodiments, Cyphergenics-based techuology way displace the wunderlyving
approaches as opposed to developing vanants of the existing technology and s inherent
timnitations.

[6819] The present disclosure relates to different implerentations of Cyphergenics-based
technologies and security platforms that are applied in myriad digital ecosystems having different
and wide-ranging mutual 1dentities of miterest and topologies. In embodiments of the present
disclosure, instances of Cyphergenics-based security platforms may be configured for the different
types of digital ecosysiems with different architectures to optimize different aspecis of the
respective ecosystem which they serve.

[B628] According to some embodiments of the present disclosure, a device is disclosed. In
embodiments, the device includes a storage system including one or more computer-readable
storage mediums, wherein the storage system stores: a computer program comprised of a set of
encoded computer-executable instructions; a genomuc data set that includes a genomic
differentiation object that was used (o encode the set of encoded computer-executable instructions;
and genowic regulation structions {GRI} corresponding fo the coroputer program, wherein the
genomic regulation instructions were used to encode the set of encoded computer-executable
mstructions. The device further includes a processing system comprising a VI2AX and a set of
processing cores. The VDAX is configured to: receive encoded msiructions (o be executed from
the set of encoded computer-executable mstructions and decode the encoded wstructions into
decoded executable instruction basad on a modified genomic differentiation object and sequences
extracted from metadata associated with the encoded mstructions. In these embodiments, the
modified genomic ditfferentiation object 1s modified from the genomic differentiation object using
the GRI. The set of processing cores are configured 1o receive the decoded executable instructions
from the VIDAX and to execute the decoded executable mnstructions. In some implemeniations,
the genomic differentiation object is a ZNA object.

[6621] In implementations, the VDAX is configured fo modify the genomic differentiation
object based on the GRI using a set of computational functions to obtain the modified genomic
differentiation object. For each respective encoded msiruction that 15 o be executed by the
processing device, the VBAX is further configured to: obiain a genomic engagement factor {GEF)
corresponding to the respective encoded coroputer-executable instruction, decode the respective
encoded mstruction using the GEF corresponding to the respective encoded instruction to be
executed to obtain a respective decoded execuiable instruction; and output the respective decoded
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mstruction to a processing core of the set of processing cores. In these implementations, the GEF
is generated based on a sequence that is extracted from metadata corresponding o the respective
encoded computer-executable instruction, the GRI, and the modified genomic data object. To sore
of these implementations, decoding the respective encoded insiruction using the GEF includes
decrypting the respective encoded instruction using the GEF as a key to obtlain the respective
decoded instruction. In some implernentations, decoding the respective encoded jnstruction using
the GEF mcludes disambiguating the respective decoded instruction from the respective encoded
imstruction using the respective GEF. In some of these implementations, disambiguating the
respective decoded instruction from the respective encoded msiruction mcludes executing an
XOR operation using the encoded instruction and the GEF as input to the XOR operation. In soroe
implementations, wherein each respective encoded instruction was encoded with a different
respeciive GEF, such that each respective GEF is determined based on 4 respective seguence
extracted from respective metadata that umquely corresponds to the respeciive encoded
mstruction. In some of these implementations, the respective roetadata that umquely corresponds
to the respective encoded instruction inciudes one or more of random-access memory {(RAM}
metadata, application roetadata, operating system-application metadata, and filesvstem metadata.
In some of these implementations, the respective sequence that is used to generate the respective
GEF that is used to decode the respective encoded instruction 18 a set of bits extracted from a bit
representation of the respective metadata. In some implementations, the set of encoded computer-
executable instructions includes a plurality of sub-sets of nstructions, such that each subset of
plurality of subsets 18 decoded with a respective GEF that 15 generated based on a respective
sequence exiracted from metadata that respectively corresponds to the respective subset of
computer-exacutable instructions. In some of these implementations, the respective metadata from
which the respective sequence was exiracted includes one or more of random-access memory
{RAM) metadata corresponding {0 the subset, application metadata corresponding to the subset,
operating svstem-application metadata corresponding to the subset, and filesystem metadata
corresponding to the subset. In some implementations, obtaining the GEF corresponding to the
respective encoded corpuier-executable mstruction includes sequence mapping the sequence inlo
the modified genonuc data object to obtain the GEF. In some of these implementations, sequence
mapping the sequence into the modified genomic data object includes: generating a sequence
conversion vector (SCV) based on the sequence and the GRI; mapping the modified genomic
differentiation object based on the SCV to obtain a mapped modified genonuc differentiation

object; and generating the GEF based on the mapped modified genomic differentiation object.
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[6622] In implementations, the storage system siores a second compuler program comprising a
second sel of encoded computer-executable insiructions and second GRI corresponding 1o the
second computer program that are used to decode the second set of encoded computer-executable
instructions. In some of these implementations, the second GRI are different from the GRI used
to decode the set of encoded computer-executable mstructions. In some of these implementations,
the storage device further stores a second genomic differentiation object that 18 used o encode
and decode the second set of encoded computer-esecutable justructions and i1s dufferent from the
genomic differentiation object used to encode and decode the set of encoded computer-execuiable
mstructions. In some implementations, the genomic differentiation object is modified using the
second GRI fo obtain a second modified genomuc differentiation object, such that the second
modified genomic differentiation object is used to decode the second set of encoded computer-
executable instructions.

108231  In some implementations, the processing svstem 1$ a processing deviee and the VDAX
is a dedicated core of the processing device. In some implementations, the VDAX s a field
programmable gate array that is i electrical coromunication with the set of processing cores. In
some implementations, the VBAX 15 a microprocessor that 15 in electrical commumication with
the set of processing cores. In some implementations, the VDAX s ncluded in an operating
system that is executed by the set of processing cores,

160247 In implementations, the device is one of a server computing device, a mobile computing
device, a personal computing device, a vehicle, an infernet of things device, a sensor device, a

video recording device, a wearable computing device, a smart appliance, 18 a network router, a

o

gaming device, or the like In implementations, the computer program is a software application,
middleware application, a firmware application, and/or an operating svstem,

166257 According to some embodiments of the present disclosure, a method for executing
computer programs in a trusted execution environment of a device 15 disclosed. The method
includes retrieving a genomic differentiation object corresponding to a set of one or more
computer programs including a first computer program, wherein the first computer program
comprises a first set of encoded computer-executable nstructions and the genoroie differentiation
object comprises a binary vecior of specific length. The method further includes modifving the
genomic differentiation object based on first genomic regulation instructions {GRI) to obtain a
first modified genomic differentiation object, wherein the first GRI were used to encode the first
set of encoded executable instructions of the {irst computer program. The method also includes
obtaining a first encoded instruction that is to be executed from the first set of encoded computer-

executable mstructions of the first computer program; obtaining a first sequence from first
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metadata associated with the first encoded instruction; generating a first genomic engagement
factor (GEF) based on the first sequence and the first modified genomic differentiation object;
decoding the first encoded instruction using the first GEF to obtain a {irst decoded insiruction;
and executing the first decoded instruction. In some implementations, the genomuc differentiation
object is a ZNA object.

[3826] In some implementations, the method further includes obiaiming a second encoded
mstruction that is to be executed {rom the first set of encoded computer-executable instructions of
the first computer program; obtaining a second sequence from second metadata associated with
the second encoded instruction; generaiing a second GEF based on the second sequence and the
modified genomic differentiation object; decoding the second encoded instruction using the
second GEF to obtain a second decoded instruction; and executing the second decoded instruction.
(66271 In some implementations, the method further includes modifving the genomic
differentiation object with second GRI corresponding to a second computer program of the set of
computer programs o obtain a second modified genorowe differentiation object, wherein the
second computer program comprises a second set of encoded computer-executable instructions.
In these implementations, the wethod further includes obtaiming a third encoded instruction that
1s {0 be executed {rom the second set of encoded computer-executable instructions of the second
compiter program; obitaining a third sequence from third metadata associated with the third
encoded ingtruction; generating a third GEF based on the third sequence and the second modified
genomic differentiation object; decoding the third encoded msiraction using the third GEF {o
obtain a third decoded mstruction; and executing the third decoded 1nstruction. In some of these
tmplementations, the genonuc differentiation object is assignad to both the first computer program
and the second computer program. In some of these implementations, the first GRI corresponds
only 1o the first computer program and the second GRI corresponds only 1o the second computer
program. {o some implementations, the first computer prograr and the second computer program
and any other computer programs of the set of computer programs are distribuied by the same
entity. In some of these implementations, the enfity assigns the genomic differentiation object to
the first and second coraputer programs. In some implementations, a VDAX of the device assigns
the genonuc differentiation object to the first and second computer programs. In some of these
tmplementations, the VDAX generates the first GRI and the second GRIL

16628} In some implementations, the method further includes installing the first computer
program prior to decoding the first encoded nstruction and the second encoded mstruction. In
some of these implementations, nstalling the first computer program includes: obtaining a set of

unencoded computer-executable instructions that comprise the first computer program; allocating
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memory on a compuler-readable storage mediam of the device to the first compuier programy,
generating the first GRI and associating the first GRI with the first computer program; moditving
the genomic differentiation object based on the first GRI to obtain the modified genonuc
differentiation object; and generating the first set of encoded computer-executable instructions. In
generating the first set of encoded wnstructions, the method includes, for each respective
unencoded instruction 1o the set of unencoded coraputer-executable instructions: deternuning a
respective sequence from respective metadata associated with the respective unencoded
instruction; generating a respective GEF based on the respective sequence and the modified
genpomic differentiation object; encoding the respective unencoded using the respective GEF (o
obtain a respective encoded instruction of the furst set of encoded computer-executable
nstructions; and storing the respective encoded instruction at a memory focation of the allocated
memory. In some of these implementations, the respective metadata from which the respective
sequence i3 extracted includes one or more of random-access memory (RAM) metadata,
apphication metadata, operating sysiem-application metadata, and filesystem metadata.

[6629] In some umplementanions, the execution environment is a processing device that includes
an executable 1solation components VDAX that is a dedicated core of the processing device that
decodes encoded instructions and a set of processing cores that execute the decoded mstructions.
16038]  In implementations, the device is one of a server computing device, a mobile computing
device, a personal computing device, a vehicle, an miemnet of things device, a sensor device, a
video recording device, a wearable computing device, a smart appliance, is a network router, a
gamang device, or the like In mmplementations, the first coraputer prograro s a software
application, a middleware application, a firmware application, and/or an operating system.

16631} According to some embodiments of the present disclosure, a method for executing
computer programs in a trusted execution environment of a device is disclosed. The method
mcludes retrieving a genonue differentiation object corresponding to a set of one or more
computer programs including a corputer prograny, modifving the genomuc dufferentiation object
based on genomic regulation instructions {GRI) to obtain a modified genomic differentiation
object; and executing a {irst executable instruction of the computer program. To implementations,
exacuting the first executable instruction inchudes: retrieving first encoded data that 1s input to the
first executable instruction; extracting a first sequence from first metadata associated with the first
encoded data; generating a first genomic engagement factor (GEF} based on the first sequence,
the GRI and, and the modified genomic differentiation object; decoding the first encoded data
based on the first GEF to obtain first decoded data; executing the first executable instruction using

the first decoded data. The method further includes executing a second executable instruction of
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the computer program, wherein executing the second executable instruction includes: retrieving
second encoded data that is input to the second executable instruction; exiracting a second
sequence from second metadata associated with the second encoded data; generating a second
GEF based on the second sequence, the GRI and, and the modified genomic differentiation object;
decoding the second encoded data based on the second GEF {0 obiain second decoded data; and
executing the second executable instruction using the second decoded data. In some
wnplersentations, the geoomic differentiation object i3 an ZNA object In some of these
implementations, ZNA object is an N x M binary matrix. In some of these implementations, a
VDAX of the device generates and assigns the ZNA object (o the computer program.

106632] In some implementations, executing the first executable mnstruction {urther ncludes:
obtaining output data resulting from execution of the first executable instruction; generating a
third GEF based on a third sequence corresponding to the cutput data, the GRI, and the modified
genomic differentiation object, and transforming the cutput data into third encoded data based on
the third GEF. In some of these implementations, the wethod further includes writing the third
encoded data to memory. In some of these implementations, the third sequence is extracted from
metadata corresponding (o the cutput data, wherein the metadata inchudes one or more of random-
access memory (RAM) metadata, application metadata, operaling systern~-application metadata,
and filesystem metadata. In some implementations, the method further includes executing a third
executable instruction of the computer program by retrieving the third encoded data that is input
to the third executable instruction; extracting the third sequence from a value representing the
metadata corresponding to the output data; generating the third GEF based on the third sequence,
the GRI and, and the modified genomic differentiation object; decoding the third encoded data
based on the third GEF o obtain the output data; and executing the first execiuiable instruction
using the outpul data resulting from execution of the first executable nsiruction

16633] In some imoplementations, the first metadata from which the first sequence 1s extracted
and the second metadata from which the second sequence is extracted includes one or more of
random-access memory {RAM) metadata, application metadata, operating system-application
metadata, and filesystem metadata.

[6634] In some implementations, generating the first GFF includes: generating a sequence
conversion vector {(SCV} based on the first sequence and the first GRI; mapping the modified
genomic differentiation object based on the SCV to obiain a mapped modified genomic
differentiation object; and generating the first GEF based on the mapped rodified genomuc
differentiation obiect. In some of these implementations, generating the SCV includes combining

the first sequence and the GRI In some of these implementations, generating the SCV further
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mchudes applying one or more compuliational fumctions to the combination of the first sequence
and the GRI (o obtain the SCV.

166357  In some iroplementations, decoding the first encoded data includes decrvpting the first
encoded data using the first GEF and decoding the second encoded data includes decrvpting the
second encoded data using the second GEF.

08361 In some implementations, decoding the first encoded data includes disambiguating the
first encoded data using the first GEF and disambiguating the second encoded data mncludes
decrypting the second encoded data using the second GEF.

166377 In umplementations, the device is one of a server compuiing device, a mobile computing
device, a personal computing device, a vehicle, an intemnet of thaings device, a sensor device, a
video recording device, a wearable computing device, a smart apphance, 1s a network router, a
gaming device, or the like In implementations, the first computer program s a software
apphication, a middleware application, a firmware application, and/or an operating system,
[0038] According to some embodiments of the present disclosure, a method for verifving an
unverified portion of g material data chain (MDC) that is maintained by a creator cohort in a
ledger-based digital ecosystem is disclosed. In emvbodiments, the method includes receiving, by a
processing svstem of a verification cohort, the unverfied portion of the MDC from the creator
cohort, the unverified portion of the MDC including a set of consecutive material data blocks
(MIBs} generated by the creator cohort. Each respective MDB includes respective material data
that is stored 1o the respective MDB, respective metadata relating to the MDB, and a creator-
generated verthication value generated by the creator cohort with respect to the venification cohort,
The method further includes reirieving, by the proceassing system of the verification cohort, a
genomic differentiation object assigned to the verification cohort with respect to the ledger-based
ecosystern and first genomic reguation instructions (GRI) used by the creator cohort {0 generate
the creator-generated verification value. The method further includes modifving, by the
processing svstem of the verification cohort, the genonuc differentiation object based on the first
GRI using a set of computational functions to obtain a modified differentiation object. For each
MI3B n the unvenfied portion of the MDC, the method further includes generating a genomic
engagement factor {GEF) based on a sequence extracted with respact to the MDB, the modified
genomic differentiation object, and the first GRI, determining a verifier-generated verification
value based on the MDB, an MDB preceding the MDB in the MDC, and the GEF; determining
whether the verifier-generated verification value matches the creator-generated verification value
in the MIDB; and in response to deternuning that the venfier-generated verification value matches

the creator-generated verification value, generating a verification record corresponding o the
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MDB indicating that the MDB has been verified by the venification cohort. The unverified portion
of the MDC 15 verified by the verification cohort when each of the MD¥Bs in the wnverified portion
of the MDC have been verified by the verification cohort.

1663%] In some implementations, the creator-generated verification value of each MDB is
generated by the creator cohort based on the MDB, an MDB preceding the MDB in the MDC, and
a second modified genomue differentiation object that s derived by the creator cohort by
modifving a second genomic differentiation object assigned to the creator cohort using secound
GRI, wherein the second GRI matches the first GRL

[6646] In some of these implementations, the creator-generated verification value of a respective
MIDB roatches the verifier-generated verification value generated by the verification cohort only
if the genomic differentiation object assigned to the verification cohort is sufficiently correlated
with the second genomic differentiation object assigned to the creator cohort In some
unplersentations, the creator-generated verification value of a respective MDB maiches the
verifier-generated veritfication value generated by the verification cohort only if the genomic
differentiation object assigned to the verification cohort exactly matches the second genomic
differentiation object assigned to the creator cohort. In some wmplementations, the genomic
differentiation object i3 assigned to the verification cchort by an ecosvsterm VD AX that controls
a genomic topology of the ledger-based ecosystem and the second genomic dufferentiation object
is assigned to the creator cohort by the ecosystemn VDAX.

[664%] In some implemeniations, wherein the first GRI was generaied and provided by the
creation cohortt during a one~time hink exchange process. In soroe tmplernentations, the first GRI
was generated by the verification cohort and provided to the creation cohort during a one-time
link exchange process. In some implementations, the first GRI was generated by an enciave
VDAX and provided to the creation cobort, the verification cohort, and one or more other
veritfication cohorts, such that the first GRI 15 used by the verification cohort and the oue or more
other verification cohorts 1o verify the creator-generated verification value.

[6642] In some implementations, generaiing the GEF includes: generaling a sequence
conversion vector based on the sequence and the first GRI; and mapping the modified genomic
differentiation object based on the sequence conversion vector to obtain a mapped genomic
differentiation object; and generating the GEF based on the mapped genomic differentiation
object.

66437 In some umplerventations, the generating the verfier-generated verification value
includes: generating a linking value based on the MDB and the preceding MDB in the MDC, the

linking value being indicative of a combination of the MDB and the preceding MDB; and applving
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one or more computational functions o the linking value based on the GEF {0 obtain the verifier-
generated venfication value In some of these implementations, generating the hinking value
mcludes: generating a first hash value of at least a portion of the MIDB; generating a second hash
value of at least a portion of the preceding MDB: and combining the first hash value and the
second hash value to obtain the hnking value In somwe implementations, the one or more
computational {functions include one or more cipher-based functions that transform the linking
value into the verifier-generated verification value using the GEF as a kev. In some of these
implementations, the one or more cipher-based functions include an encryption function. In some
mmplementations, the one or more cipher-based funchions include a disambiguation function. In
some iraplementations, the one or more computational functions juclude one or more cipherless
functions that transform the linking value inio the verifier-generated verification value using the
GEF as an input parameter. Tn sore of these implementations, the one or more cipheriess functions
mclude a hash funciion. In some implemeniations, the one or more computational functions
melude one or more cipherless functions and one or more cipher-based functions that m
combination transform the linking value into the verifier-generated verification value using the
GEF as an input parareter.

160644] In some ioplementations, the roethod further mcludes transmitting the verification
record to the creator cohort. In some of these implementations, the method further includes storing,
by the processing system of the verification cohort, the venfication record in a verification chain
that is mamiained by the verification cohort. In some of these implementations, storing the
verification record includes: generating a vertfication block containing one or more verification
records corresponding 1o one or more respeciive MDBs in the MDC; and adding the venfication
block to the verification chain.  In some of these implementations, the verification chain 15 a
sidechain of g second MDC maintained by the vertfication cohort. In some implementations, the
creator cohort stores the verification record in a creator~-cohort verification chain that maintains
verification records provided by verification cohoris. In some of these implementations, the
creator-cohort verification chain is a sidechain of the MDC.

[0045]  According to some embodiments of the present disclosure, a method for maintaivung a
material data blockchain (MDC) is disclosed. The method includes receiving, by a first set of
processors that executes a ledger-based application and a creator VIDAX that corresponds to a
creator cobort, an unnotarized materiad data block (MDB) from the ledger-based application,
wherein the unnotarized MDB includes a metadata portion and a pavioad portion that contains
substantive data being stored in the MDB. The method further includes extracting, by the creator

VDAX, a first sequence of bits from the metadata portion of the MEB and generating, by the
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creator VDAX, a first genomic engagement factor (GEF) based on the {irst sequence, a {irst
genomic differentiation object that is assigned to the creator VDAX, and first genomic regulation
mstructions (GR1} that are maintained by the creator VDAX. The method further includes
applving, by the creator VDAX, one or more computational functions to the unnotarized MDB
using the first GEF as mput to oblain a creator-generated value corresponding fo the annotarized
MBD. The method also includes updating, by the first set of processors, the unnotarized MBD by
digitally signing the unnotarized MBD with the creator-generated value: providing, by the {irst set
of processors, the unnotarized MDB o one or more notary cohorts; and receiving, by the first set
of processors, a respective notary value from each of the one or more notary coborts, wherein each
respective notary value 15 generated by a respective notary cohort of the one or more notary
cohorts using respective (GRI that is held by the respective notary cohort and a respective genomic
differentiation object that is assigned to the respective notary cohort. The method further inchides
updating, by the {irst set of processors, the wnotarized MDB with the respective notary values
received from the one or more notary cohorts 1o obtain a notarized MDB and adding, by the first
set of processors, the notarized MDB to the MDC.
[6846] In some tmplementations, the method further includes: receiving, by a second set of
processors that executes a notary VDAX cortresponding to a notary cobhort of the one or more
notary cohorts, the unnotarized MDB, extracting, bv the notary VIIAX, a second sequence of biis
from the metadata portion of the MIDB, generating, bv the notary VIDAX, a second genonuc
engagement factor (GEF) based on the second sequence, a second genomic differentiation object
that 15 assigned to the notary VDAX, and second GRI that are maintained by the notary VDAX]
applying, by the notarv VDAX, one or more compuiational functions to the unnotarized MDB
using the second GEF as input to obtain a notary value corresponding {o the unnotarized MBD;
and providing, by the second set of processors, the notary value to the creator cohort. In some of
these iroplementations, the method further includes digitally signing, by the second set of
processors, the unnotarized MDB with the notary value to obtain an at least partially notarized
MDB and updating, by the second set of processors, a second MDC that 13 maintained by the
notary cohort with the at least partially notarized MDB. In sore of these implementations,
providing the notary value 0 the creator cohort includes providing the at least partially notarized
MDB to the creator cohort. In some implementations, generating the second GEF inchudes
determining a sequence conversion vector {(SUV) based on the second sequence and the second
GRI In some of these implementations, generating the second GEF mcludes: mapping the second
genomic differentiation object based on the SCV to obiain a mapped genonuc differentiation

object; modifying the mapped genomic differentiation object based on at least one of the SCV and
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the second GRI to obtain a modified mapped genomic differentiation object; and determining the
second GEF based on the modified mapped genomic differentiation object. In some of these
mmplementations, generating the second GEF includes: moddying the second genonuce
differentiation object based on the second GRI o obtain a modified genomic differentiation
object; mapping the modified genomic differentiation object based on the SCV to obtain a mapped
maodified genoroie differentiation object; and determuning the second GEF based on the mapped
maodified genonue differentiation object. In some of these iroplementations, the method further
mcludes storing the modified genomic differentiation object, such that the modified genomic
differentiation object is used to determune subsequent GEFs for other MDBe received from the
creator cohort. In sorne troplementations, the second sequence of bits is equal to the first sequence
of bits. In other implementations, the second sequence is different than the first sequence of bits.
In some implementations, the one or more computational Runctions include one or more cipher-
based funciions that transform at least a portion of the unnotarized MDB into the notary value
using the second GEF as a key. In some of these iroplementations, the one or roore cipher-based
functions mnclude an encryption function. In some implementations, the one or more cipher-based
functions include a disarmbiguation function. In some implementations, the one or more
computational functions mclude one or more cipherless functions that transform at least a portion
of the unnotarized MDB into the notary value using the second GEF as an mput parameter. In
some of these implementations, the one or more cipherless functions include a hash function. In
some umplementations, the one or wore computational functions include one or more cipherless
functions and one or more cipher-based functions that in combination travsform that transform at
least a portion of the unnotarized MDB into the notary value using the second GEF as an input
parameier. In some implementations, the second genomic differentiation object and the first
genomic differentiation object are corvglated genomic differentiation objects. In some
implementations, the second genomic differentiation object and the furst genomue differentiation
object are uncorrelated genomic differentiation objecis. In some implementations, the method
further inchudes receiving, by the second set of processors, a confirmation request from a verifying
cohort, the confirmation request including the notanzed MDB and generating, by the notary
VIDAX, arecreated notary value based on the notarized MDB based on a third sequence of bits
that is extracted from the notarized MIDB, the second GRI, and the second genomic data object.
In some implementations, the method further includes providing, by the second set of processors,
a response to the verifying cobort mdicating the recreated notary value, wheremn the verifying
cohort confirms an integrity of the notarized MDB in response to determining the recreated notary
value matches the notary value used to notarize the notarized MDB.  In some of these
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mplementations, the method further includes determining, by the second set of processors,
whether the recreated notary value matches the notary value used to notarize the notanzed MDB,
and i response to deternuning the recreated notary value matches the notary value used to notarize
the notarized MDB, providing, by the second set of processors, a response to the verifving cohort
confirming an integrity of the notarized MDB.

[0847]  According fo soroe implernentations of the present disclosure, a device is disclosed. The
device ncludes a VDAX having a genoroic data set assigned thereto, the genonuc data set
corresponding to a digital ecosystem to which the device is a member and including a genomic
eligibility object, a genomic correlation object, and a genomic differentiation object. The VDAX
mcludes link spawning roeans for spawoing a first Iink for a second device in the digual
ecosystem, wherain the link includes first genomic regulation instructions (GR1) that are used by
the second device to generate virtual binary language script (VBLS) that is decodable by the
VODAX. The VBAX further includes VBLS decoding means for decoding VBLS generated by
the second device for the device based on the first GRI and the genomic differentiation object to
obtain decoded digital objects encoded in the VBLS.

[6648] In embodiments, the VDAX further includes hnk hosting means for decoding a second
link recetved from the second device to obiain second GRI generated by the second device, the
second link including second encoded GRI, second encoded hink mnformation for decoding the
encodad GRI, and a second public sequence that is used to decode the second encoded link
mformation. The VBAX also mcludes VBLS encoding means for encoding digital objects for the
second device based on the second GRI and the genonuce differentiation object In some
embodiments, the link hosting means includes: means for generating a correlation vector based
on the genomic eligibility object, first credentials of the device, and second credentials of the
second device; means for decoding the second encoded link information based on the correlation
vecior 1o obtain a set of zone references; means for generating a window vector based on the set
of zone references and the genonuc correlation object, means for generating a transformation
value based on the public sequence, the window, and the genomic correlfation object of the device;
and means for decoding the second GRI using the transformation value to obtain the second GRI
In some of these implementations, the VBLS encoding means comprises: means for generating a
genomic engagement factor (GEF) based on the first GRI, a sequence extracted from an
unencoded portion of a digital object, and the genomic differentiation object; and means for
encoding a digital object based oun the GEF to obtain a VBLS object that 15 decodable by the
second device. In some of these implementations, the means for encoding the digital object

encryvpts a payload of the digital object using the GEF as a key to obtain a VBLS object. In some
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mplementations, the means for encoding the digital object XORs payload of the digital object
and the GEF (o obtain the VBLS object.

1664%] In some implementations, the first ink includes encoded GRI that contains the first GRY,
encoded link information that includes information that is used by the second device to decode
the {irst GRI from the encoded GRI, and a public sequence that is used by the second device to
decode the link information from the encoded hink information. In some of these implementiations,
the hink spawning means geoerates the first hink based on the genowmic eligibility object, the
genomic correlation object, first credentials corresponding to the device, and second credentials
corresponding 1o the second device. In some of these implementations, the hink spawning means
generates the fust link by generating a correlation vector based on the genomic eligibiity object
assigned to the VIDAX the first credentials. and the second credentials, wherein the correlation
vector 15 used 1o encode the link information. In some of these implementations, the genomic
chgibility object is a first CNA object that is uniquely derived from a master CNA object using
the first credentials. In some of these implementations, the link spawning mweans includes means
for generating the correlation vector based on the first CNA object, the first credentials, and the
second credentials. In some of these implementations, the means for generating the correlation
vector is configured to: apply a code mapping function to the first credentials to obtain a {irst code
word vector that uniquely corresponds to the first device and indicates regpective portions of the
master CNA object that were allocated to the first UNA object; apply the code mapping funciion
to the second credentials {o obtain a second code vecior corresponding to that uvrigquely
corresponds to the second device and indicates respective porhions of the master CNA object that
were allocated to a second CNA object that is assigned to the second device, determine an
intersection vector that indicates an intersection of the first code vector and the second code vector;
and determine the correlation vector from the first CNA object based on the intersection vector.
In some of these implernentations, the correlation vector represents a uruque correlation between
the first CNA object of the device and the second CNA object of the second device.

160658]  In some implementations, the genomic eligibility object 1s a PNA object that 1s uniquely
derived from a master PN A object using the first credentials corresponding to the device, wherern
the PN A object includes a secret ratio that is maintained in secret by the device, a public primitive
polynomial assigned to the device, and a public component of the master PNA object.

{6651} In some of these implementations, the public component of the master PNA obhject
mcludes a first roaster privoitive polynomial of degree M, a second master primitive polyuomial
of degree M, and a public component that includes (N-1) respeciive pairs of M-bit values, wherein

the first credentials and the second credentials are represented in N-bit vectors. In some
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mmplementations, the link spawning means includes means for generating the correlation vector
based on the PNA object of the device and the engagement information of the second device. In
some of these mmplementations, the engagement information of the second device wncludes
credentials corresponding fo the second device and a second public polvnomial assigned 1o the
second device.

[B652] In soroe implementations, the hink spawning means ncludes: means for generating a
correlation vector based on the genonuc eligibility object, first credentials of the device, and
second credentials of the second device; means for generating the first GRI; means for generating
a set of zone references, wherein each zone reference mdicates a respective portion of the genomic
correlation object; means for generating a window vector hased on the genomic correlation object
and the set of zone references; means for generating the public sequence based on the window and
the first GRI, means for generating transformation value based on the public sequence, the
window, and the genomic corrglation object of the device, means for encoding the first GRI using
the transformation value to obtain the encoded GRI; and means for encoding the set of zone
references using the correlation vector to obtain the encoded link information. I some of these
mmplementations, the device provides the encoded link information, the public sequence, and the
encoded GRI fo the second device and the second device decodes the encoded GRI based on the
encoded link information, the public sequence, a second genomic data set assigned fo the second
device, the first credentials, and the second credentials.

[B653]  In some implementations, the means for decoding VBLS includes: means {or generaling
a genonuc engagement factor {GEF) based on the first GRI, a sequence exiracted from an
unencoded portion of a VBLS object, and the genomic differentiation object; means for decoding
the VBLS object based on the GEF to obtain a decoded portion of a digital object. In some of
these implementations, the means for decoding the VBLS object decrypis an encoded portion of
the VBLS ohject using the GEF as a key to obtain a decoded portion of the digital object.

[6354]  In some implementations, the means for decoding the VBLS object disambiguates an
encoded portion of the VBLS object by XORing an unencoded portion of the VBLS object and
the GEF to obtain the decoded digital object.

[GGS8]  In some implementations, the digital object 1s a media frame In some implementations,
the digital object 15 a network packet. In some iroplementations, the digital object is a file.

180656] A more complete understanding of the disclosure will be appreciated from the description

and accompanving drawings and the clairos, which follow.
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BRIEF DESCRIPTION OF THE DRAWINGS
166577 The accompanying drawings, which are included to provide a better understanding of the
disclosure, ilustrate embodiments of the disclosure and together with the description serve {0
explain the principle of the discloswre. In the drawings:
[B6S8] FIG. 115 a schematic lustrating features of Cyphergenics-based digital ecosystems in
relation to organic ecosysteros and roodern digital ecosystems, according to soroe embodiments
of the present disclosure,
[665%9] FIG 2 ilustrates a Cyphergenics-enabled security stack that mav be applied
coextensively  with commonly known application and network stacks and examples of
Cyphergemes-facilitated genonue architectures of digital ecosvstems that roay result from such
application, according to some embodiments of the present disclosure.
00687 FIG 3 illustrates atiribules of Cyphergenics-based technologies in relation to the
attributes {and potential shoricomings) of current and developing security-related technologies,
according to some embodiments of the present disclosure.
[6661] FIG. 41illustrates an example configuration of a Cyphergenics-based ecosystem security
platform, according to some embodiments of the present disclosure.
16662 FIG 5 illustrates example implementations of genomic data seis, in accordance with
some embodiments of the present disclosure.
[6663] FIG 6 lustrates an example Cyphergenics-enabled digital ecosystem that is managed
by aset of CG-enabled VDAXs, in accordance with some embodiments of the present disclosure.
[B864] FIG 7 ilustrates example implementations of security platform instances that are
configured in accordance with directed architectures in support of static ecosystems, in accordance
with some embodiments of the present disclosure.
[6665] FIG 8 illustrates an example implementation of g securily platform instance that is
configured in accordance with a free-form architecture n support of a transient ecosvsiem, in
accordance with some embodiments of the present disclosure.
[6G66] FIG 9 illustrates an example implementation of a security platform instance that is
configured n accordance with a spontanecus architecture i support of a real-time/dvnamic
ecosystem, in accordance with some embodiments of the present disclosure.
[6667] FIG 10 illusirates an example implementation of a security platform instance that is
configured in accordance with an ephemeral architecture in support of a virtual trusted execution
domain, in accordance with some embodiments of the present disclosure.
[6668] FIGS. 11 and 12 illustrate examples of different {G-enabled digital ecosystems that may

be formed in accordance with some embodiments of the present disclosure.
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[666%] FIG 13 illustrates an example process for generating genomic data objects in accordance
with some embodiments of the present disclosure,

106767 FIGS. 14 and 15 illustrates example processes for generating LNA objects in accordance
with some embodiments of the present disclosure.

(6678 FIGS. 16 and 17 illusirates example processes for generating XN A objects in accordance
with some embodiments of the present disclosure.

[0872] FIG. 18 dlustrates an example process for generating ZNA objects i accordance with
some embodiments of the present disclosure,

[6673] FIG 19:illustrates an example process for generating a master CNA object in accordance
with some embodiments of the present disclosure,

[6674] FIG 20 illustrates an example process for allocating CNA objects for ecosystem
members based on a master CNA object in accordance with some embodiments of the present
disclosure,

[0875) FIG 21 illustrates an example process for generating and allocating PNA objects for
ecosystem members of a digital ecosystem in accordance with some embodiments of the present
disclosure.

16076 FIG 22 illustrates an exaruple process for performing sequence mapping on an
wimodified genomic data object in accordance with some embodiments of the present disclosure.
[6677]  FIG 23 illustrates an example process for performing sequence mapping on a modified
genomic data object in accordance with some embodiments of the present disclosure.

[0878] FIG. 24 dlustrates an exaraple process for performung link exchange 1o accordance with
some embodiments of the present disclosure,

[6679] FIG 25 illustrates an example process for generating Virtual Language Binary Script
{VBLS} in accordance with some embodiments of the present disclosure.

668G FIG 26 illustrates an example VIXAX that i1s configured to decode VBLS-encoded
mstructions into decoded executable instructions and/or to encode executable instructions nto
VBLS-encoded instructions according to some embodiments of the present disclosure,

[B081] FIG 27 ilustrates an example VDAX that s configured to decode VBLS-encoded data
mto decoded data that is input to a processing core and/or to encode output data output by a
processing core o VBLS-encoded data according to some embodiments of the present
disclosure.

16682 FIG 28 iHustrates exarople configurations of ledger-based ecosystems and underlving

YVDAXs according to some embodiments of the present disclosure,
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[6683] FIG 29 iBustrales an example ledger-based digiial ecosystem that uses CG-based
verification to maintain jntra-tedger MDCs according to some embodiments of the present
disclosure,

[6684] FIG. 30 iHusirates an example ledger-based digital ecosysiem that uses {G-based
notarizalion o maintan mter-ledger MDCs according to some embodiments of the present

disclosure.

DETAILED DESCRIPTION

INTRODUCTION

[GGRS] It is subnnitied that hyper-scalability (e g.. where N digital cohorts have the ability to
directly establish mwitual identity of interest exhibiting high entropy with N different digital
cohoris) is important to all things network-centric and the missing hink to comprehensive security
of dynamic-state~virtualization of digital ecosystens. Hyper-scalability (e.g., many-fo-mainy) may
facilitate wholly new network-centric virtualized products and services in addition to
comprehensive security that prevailing linearly scalable technologies eg., public kev
mfrastruchure (one-to~many ) and quantom kev distrtbution (one~fo-one} cannot, no matter whether
they achieve quantum resistant status or not.

00686} As discussed herein, Cyphergenics-enabled hyper-scalability, which requires di nuninus
additional overhead or bandwidth, 1s equally effective and computationally undaunted across all
Network and Application stack level although N x N engagement-instances might increase {o
increase to N¥ x NY. In embodiments, outcomes of hyper-scalable direct digital-cohort-to-digital-
cohort virtual authentication and virtual affiliation are similar in outcome as hyper-scalable
biological-progeny-to-biological-progeny virtual correlation and virtual differentiation, no matier
the profoundly different base technologies by which each is accomplished. The same holds true
for other digital atiribuies {e.g, virtual agihity, virtual data objects, and virtual code objacis),
enabled by CG-based hyper-scalability.

166877 Discussion of Cyphergenics, a wholly digitally fuifilled technology, is substantially
assisted by adoption of corollary genomic termunology, having wholly bio-chemical fulfiliment
that 1s likely and hopefully more fanuliar to all but a few at this ime. While the specific bio-
chemical processes do not technically inform Uyphergenics, their abilitv to address simiar
challenges and levels of complexity added weny, after the fact, to Cyphergenics underlying

proposifions.  MNon-limiting examples of where Cyphergerucs-based terms and compuiationally
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complex digital functions and processes and bio-chemical-based fumctions and processes share
corollary genomuice expression amongst others may nclude:
Genomic Information: numerical, narrative, or other such scripts, which elements in the
aggregate exhibit Httle to no computationally discernable order or relationship.
Genomic Entropy: computationally assessable and confirmable degree to which recurring
or prediciable patierns are absent from the genomuc nformation.
Genomic Censtruction: The ability to rearrange or reconfigure genomic information
from its original sequence or relational basis to specific subsets without loss of relative
eniropy.
Genomic Modification: The ability 1o process genomic information based on
computationally complex functions and processes, which computational properties remain
provable if not observable, and consistent across the modified genomic information base.
Genomic Regulation: The ability to conditionally and temporarily modify a complete
genomic information base or specific subset(s) m order to accomplish a speaific objective
{e.g., digital-cohort precision uncoordinated revocation}, which requires pre-requisite
knowledge of the then (1., modified) current base.
Genomic Revision: The ability to denve a subset of genomuc wnformation by re-
construction, modification, or regulation, which enable unigue, computationally quandum
proof, non-recurring transformation of digital-data-objects and digital-code-objects that
nevertheless retain specific genomic correlation and differentiation atinbuies.
[0088] The present disclosure relates to various embodumenis of Cyphergenics ecosystem
security platforms (also referred to as “CG-ESPs”, “security platforms™, or “genomic security
plaiforms™) and CG-facilitated processes and techniques. In embodiments, a CG-ESP provides
the computational resources and process conirol with which genomic information, genomie
entropy, genomic construction, genomic modilication, genornic regulation, and genoroic revision
wniquely collaborate to render computationally complex hyper-scalability. In embodiments,
hvper-scalability, in turn, enables digital ecosysiens, enclaves, and digital cohoris to engage on a
genomic basis in order o achieve virtual authentication, virtual affiliation, virtual agility, virtual
session-fess engagement, and/or virtual execution domain aitributes. In some embodiments, these
atinibutes in twrn facilitate application specific genomic network security topologies without
replacement or reconfiguration of hardware connectivity.
16689 In embodiments, instances of a CG-ESP may be parameterized with specific information
theorv-constructed genomic atinibutes (e g, digital genomuc data sets reflecting one or more

mutual identities of interest of specific digital comumumities comprised in whole or in-part of
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ecosyster, enclaves, and/or digital cohorts {or “cohorits™)). In embodiments, the parameterization

a respective Virtual Anonviity Exchange controller {or “VDAX™), which mayv be executed by a
processing system to enable the VDAX to perform a role within a respective digital community.
As will be discussed, a VDAX may be embodied in different manners, depending on the type of
device which the VIDAX serves, the intended purpose of the VDAX, and/or the desired level of
securtty.  For example, in some uuplementations a VDAX mayv be embodied as software,
firmware, or other computer-execuiable instructions that are exacuted by a processor. In some
mmplementations, a VDAX may be embodied as hardware, such as a dedicated core of a processing
device, a field-programmable gate arvay, a nucroprocessor, a svstero-on-chip (SoC), and/or the
like. In some implementations, a VDAX may be a combmation of hardware and software
elements. Tn embodiruents, a CG-ESP mav enable multiple VBAXs no matter their having
disparate or overlapping mutual identity of mierests.

{00898} In ewbodiments, CG-ESPs may be configured to construct and manage digital
correlation and differentiation functions on behalf of a digital ecosystem or components thereof
In embodiments, a digital ecosystems may refer to a digital community having one or more
enclaves each having a mutual identity of interest. In embodiments, an enclave may refer to a set
of one or more cohorts having a nutual identity of inderest. In embodiments, the ferm “cohorts™
may refer to independent cohorts and/or dependent coborts. In some embodiments, independent
cohorts may refer to a collection of one or more devices that operate as an independent entity. In
some of these embodiments, independent cohorts may mclude, but are not himited to, grids,
networks, cloud services, systems, computers, apphiances, devices, and 1oT devices (including IoT
sensors). A dependent cohort may refer to an individual digital entity which is enabled by an
mdependent cobort that acts as a surrogate on behalf of the individual digital entity. Examples of
dependent cohorts mnclude, but are not limited to, sensors, applications {apps), data, files,
and content. As will be discussed, the designation of independent and dependent cohorts may vary
across different tvpes of architectures and ecosystems.  For example, according o some
embodiments of an ephemeral architectures (discussed below), certain device components {e.g.,
processors, processor cores, cameras, and the like) and software instances may be designated
mndependent cohorts, while other device components and software instances may be designated
dependent cohorts. It i3 noted that in some embodiments, these types of designations may be
decided by a community owner associated with the digital ecosystem,

{6691 In example embodiments, a Cyphergenics-based ecosystem security platform (“CG-

ESP™) forms an ecosystem with one or more enclaves and manages membership of a collection of
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mdependent and dependent cohorts having a mutual identity of interest. In embodiments, a GC-
ESP provides one or more core competences, such as a platform competence that controls and
manages genoroic functions and processes, and a hink-exchange corapetence, which provides a
means by which link data {e.g., genomic engagement cargo} is exchanged. In embodiments, a
mtual identity of inlerest may be defined 1n accordance with any logical commonality between
the cohorts within an enclave, which may be defined by or on behalf of a commurmty owner. For
exarple, mutual deotities of interest roay exist between user devices, servers, printers,
documents, applications {(e.g., cohoris) that form business units {(e.g., enclaves} within an
enterprise organization {(e.g., digttal ecosystem). In another example, mutual identities of interest
may exist between the user devices, smart devices, ganung devices, sensors, wearable devices,
files, and applications {e g.. cohorts) that operate on a home network (e.g., an ecosystem), such
that the home network may have one or more enclaves (g, a work-related enclave used for a
home office and a personal enclave for an individual or family’s devices, applications, and files).
In another example, mutual dentuy of interest may exist between autonomous vehicles {e.g,
cohorts) that are driving on a particular grid {e.g.. enclave) of a smart transportation system
{ecosystemn) managed by a regional authority {e.g., commumity owner). The foregoing are non-
hinuting examples of ecosvstems, enclaves, cohorts, and identities of interest, and many other
examples will be discussed throughout the document Furthermore, it 1s noted that because a
digital entity mav be considered a cohort in a first ecosystem (e.g8., a mobile device in an enterprise
ecosystem), a digital entity may serve different roles within an ecosystem or across multiple
ecosystems.  For instance, a mobile device o an enlerprise ecosystem may be considered an
enterprise ecosystem cohort but may define an entire digital ecosystern in an executable
ecosysient.

[6692] As will be discussed 0 greater detail, a configuration of CG-ESP may be defined by the
community owner of a digiial ecosvstem. When referencing a “commuruty owner” throughout the
disciosure, the term may refer to the entity that admunisters, maintains, or owns the community
(e.g., company, organization, government, mdividual human, or the like) and/or representatives
thereof (e.g., network administrator, CIO, IT administrator, homeowner, consultant, securily
expert, artificial intelligence software acting on behalf of the commumity owner, or any other
sutiable representative). Furthermore, in some embodiments, a CG-ESP may be pre-configured
and sold to the commumnity owner, whereby the community owner may or may not be able to make
decisions regarding comununity roembership and/or decisions regarding the functionalities of the

CG-ESP {e.¢., which CG-ESP modules and configurations are used in the CG-ESP),
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166937 Inthe context of biology, core biologieal genomic competences, which inchude biological
differentiation and correlation, provide a convenieni corollary to describe formulation of CG-ESP
digital processes. It 18 understood, however, that any reference to or derivations of “genomic”
cohorts {e.g . genomic data sets, DNA, sequence mapping, mutating, cloning, and/or the like) in
the context of Cyphergenics-related technologies 1s not intended to suggest that these processes
mirgic or inherent any or all specific properties of biclogical genomac constructions or processes.
In embodiments, a CG-ESP executes genomuc processes that mav include digital generation,
modification, corroboration, and/or aliocation of specific {ypes of genomic data. In embodiments,
these genomic processes and data enable computation of differences and correlation exhibiting
user-controlied entropy. To these embodiments, these digital genomic processes rely upon specific
mnformation theory-facilitated constructions. In some implementations, these construchions may
be referved 1o as digital DNA {or genomic data). In embodiments, digital DNA may include one
or more information theory-facilitated constructions, such as LNA (genomic correlation), CNA
{genomic engagement-integrity), PNA (genomic engagement-eligibility), XNA  (genowmic
differentiation), and/or ZNA {(genomic code isolation/cloaking). As will be discussed, these
Cyphergenies-based (or “CG-based™) processes and constructions {acilitaie hyper-scalability
across a wide array of digital ecosysterns. Examples of CG-based processes may include, but are
not hmited to, CG-hased link processes, CG-based sequence mapping, and/or CG-based
transformations, example implementations of which are discussed throughout the disclosure.
[6694] In embodiments, genomic digital links {or “links”) enable exchange of information
necessary for a Virtual Digital Anonymity Exchange controller ("VDAX™) (discussed further
below} to perform higher level computationally complex genomic functions. in embodiments,
CG-based genomic link processes may include link spawning, link hosting, and/or link updating,
example implementations of which are described throughout the disclosure. These CG-based link
processes provide atiribute~specific genomac coustruction inforroation, such as LNA {genonuc
correlation}, CNA (genomic engagement-integrity ), and PNA (genomic engagement-eligibility).
[6695] In embodiments, CG-based sequence mapping may refer 1o techniques used in the
computational iransformation of digital sequences {e.g., public or private protocol sequences) into
genomic engagement factors. In embodiments, these genonuc engagement factors may be unigue
and non-recurring. While different types of sequences may be broadly disparate, sequences may
be processed in a manner that results in genomic engagement factors exhibiting specific levels of
entropy. in ernbodiments, CG-based sequence mapping processes, compatible with a broad range
of protocols and formats, may be initiated with respect to sequences exhibiting preexisting

entropy, whereby sequences are respectively transformed by computationally complex (G-
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functions and processed info unique genomic engagement factors. These genomic engagement
factors may then be used to encode digital objects mio VBLS.

100967 As will be discussed, embodiments of CG-ESPs may faciitate a vumber of hyper-
scalable attributes that are not possible with modem cryptography and related security systems.
These attributes may mclude, but are not bimited to, virtual affiliation {unbounded differences),
virtual authentication (unbounded correlation), virtual agility (unbounded structural adaptability},
and Virtual Binary Language Scupt (VBLS), which enables virtual engagement {discrete daia
object-by-object session-tess conirol}, and virtual trusted execution domains {discrete code object
by code object execution control). It i3 noted that the term “unbounded”, as used herein imphies
unbounded n any practical sense of the word, while recognizing that 1t may be theoretically
possible to describe a “bounded” scenario.

160977 Hyper-Scalability: In some embodiments, hyper-scalability mway refer to the ability to
comprehensively associate N cohorts {or other community members) by M points of contact over
T instances M x N x T} Considening that there are bitlions of potential coborts making countless
points of contact and communicating over countless instances, hyper-scalahility of such
magnitude requnres a fundamental breakthrough in modem cryplography. The CG-based systems
described herein will create a significant reduction mn computational expense and session states.
In embodiments, these significant reductions come at the expense of relatively msignificant
overhead and/or bandwidth.

[B698] Virtwal Authentication: In embodiments, virtual authentication of ecosystem members
{e.g., ecosystem, enclave, cohorts, eic) mav require hyper-scalability technologies. In
embodiments, hyper-scalability technology enables ecosystem, enclave, and/or cohort

engagement where precise and unique correlation {e.g., “who’s who™} may be requured. In some

of these embodiments, precise and unigue correlation may refer (o a specific set of information
theory-facilitaied gevomic processes where a digital comuwnunity {eg. a cohort, enclave,
ecosystem, or the hike} to uniguely venfy an identity of another member (e g.. another cohort,
enclave, ecosystem, and/or the like) In embodiments, virtual authentication may refer to the
ability to authenticate an unbounded number of ecosystern members {e.g., ecosvstem, enclave,
cohorts, and the hike). As will be discussed, CG-enabled ecosystems may achieve unbhounded
correlation for the members of the ecosystem {e.g.. enclaves, cohorts, dependent cohorts), which
in turn provides for an unbounded amount of unique relationships to be formed. In some
embodiments, of the present disclosure, cohorts from different ecosystiems may also be configured

1o authenticate one another in an unbounded manner. As will be described, unbounded correlation
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may be achieved by genomue compuiationally complex constructions and processes {(also referred
o as “Cyphergenics-based” or “CG-based™ or “C(G-enabled” constructions and/or processes).
10099 Virtual Affiliation: In embodiments, virtual differentiated engagement between
ecosvstems, enclaves, and cohorts may require hyper-scalability. Hyper-scalability iechnology
enables ecosysiem, enclave, and cohort engagement for most, if not all, scenarios where precise
and unigue differentiation (“what’s what” and “we’re alone™) may be required. In embodiments,
precise and umque differentiation may refer to a set of congruent or sufficiently congruent
processes that are performed bv a unigue pair of community members to establish a unigue
engagement that differentiates the pair from any other commumily members. In some of these
erabodiments, such precise and uruque differentiation ensures that umintended digital entities
cannot participate in the uniguely established engagement (e g, decode intercepted data or the
like). In embodiments, hyper-scalable differentiation may refer to the ability for an ecosystem
member to uniquely affiliate with an unbounded nurmber of other ecosyvstem members (e.g.,
ecosystem, enclave, cohorts, and/or the tike). Organic ecosystems evidence powerful, although
bounded, differentiation across species, progeny, and siblings, derived from complex bio-
chemical processes. Nevertheless, unbounded differentiation may be achieved by specific
genomic information theory based digital constructions and processes. As will be discussed, CG-
enabled ecosystems may achieve unbounded differentiation for the members of the ecosystem
(e.g., enclaves, cohorts, dependent cohorts) which in turn provides for an unbounded amount of
unique relationships to be formed. Tn some embodiments, of the present disclosure, cohorts from
different ecosvstems may also be configured to form unique engagements jo an unbounded
manner.  As will be described, unbounded differentiation may be achieved by genomic
information theory governed constructions and processes {also referred to as “Cyvphergenics-
based” or “CG-based” constructions and/or processes).

10160}  Virtual Agility: In emubodiments, virtual agility within ecosvstem, enclave, and/or cohort
platform stack(s) may be enhanced bv hyper-scalability. Hyper-scalability technology enables
scosvstems, enclaves, and cohorts to agilely execute hyper-scalable-differentiation and hyper-
scalable-correlation for software and hardware managed processes. In some erobodiruents, agile
exacution of software and/or hardware managed processes may refer to processes that can be
applied at various levels of a respective protocol stack (e g, OSI-networking stack, software stack,
processing stack, and/or the hike}. Organic Ecosystems evidence powerful, although bounded.
agiity at the cellular level controlled by complex bio-chernical processes. Nevertheless,
unbounded agility may be achieved by specific genomic information theory-facilitated digital

constractions and processes.
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[610%] Virtual Bisary Languages Script (VBLS), Virtual Binary Language Scripts-enabled
Ecosystern, Enclave, and/or Cohort engagement requires hyper-scalability. Hyper-scalability
technology can enable ecosystems, enclaves, and cohorts {o engage via unigue, non-recwring,
compuiationally quantum proof binary languages (or non-quantumm-proof binary languages if the
community owner 50 desires). Organic ecosystemns evidence powerful, although bounded, unique
cellular engagement, based on complex bio-chemical processes. Nevertheless, unbounded unique
digital object engagerent, may be achieved by specific genomic information theory governed
digital constructions.

101627 Virtual Trusted Execution Domain: In  some embodiments, emploving
computationally complex genomic constructions and processes, a suitably configured CG-ESP
enables processes for uniquely transformung engagement for components of executable
ecosystems. In embodiments, executable ecosvstems may refer to different software and bardware
components of a device {or g system of mnierdependent devices acting as a single unit). In
embodiments, execulable ecosysiem components may include, but are not himited to, eg:
application components {APls, libraries, threads), operating system components {e g., kemel,
services, drivers, libraries, and the like), and system-~-on-chip (Soc¢) components {Processing Units,
e.g., Core), hardware components {e.g., disks, sensors, periphery devices, and/or the like), and/or
other suitable iypes components. In some embodiments, these ecosystem componenis {e g,
specific designations and organizations such as ecosvstems, enclaves, and cohoris) may prosecute
{e.g., encode and/or decode) executable binarnies collaboratively or independenily.

[3103] Genomic Facilitated Virtual Metwork Architectures: In embodiments, the genomic
processes and competences of CG-EPSs enable inversion of the application security and network
architecture relationship protocol, regardiess of the unique demands of a particular use case. In
some embodiments, the disclosed “genomic network topology™ technology enables creation of
wholly new use case-specific security architectures. In some embodiments, a single physical
network topology may simultanecusly support multiple genomic topologies. As used herein, a
genomic topology or genomic network topology may refer to a topology of a digital ecosystem
that 1s defined using the genonuc constructions of the respective mernbers of a digital ecosystem.
[G104] In embodiments, ecosystems, and enclaves as well as membership thereto mav be defined
by the owner of a digital community. For example, a network administrator affiliated with a
corporate entily may configure a security platform mstance, which establishes respective enclaves
for different untis or projects of the corporate entity. In this example, the network adouuvisirator
may configure the security platform instance to add cohorts to one or more enclaves based on the

cohort’s function. It is noted that in some embodiments, a cohort can be included in mudtiple
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enclaves and enclaves may have overlapping cohorts.  Furthermore, in some embodiments,
multiple coborts may be associated with a single device, such as a computing device and various
hardware (e.g., CPU, GPU, memory devices) and/ot soltware components {operating system, file
svstems, applications, files). As will be discussed, CG-ESPs may be configured to form many
different types of ecosystems, and membership eligibility may be configurable and defined by the
community owner and/or CG-ESP provider. In embodiments, the security platform s configured
to “genomically” counstruct disparate functions, svstems, and/or theaters of operation that are
“genomically” based on mmtual identity of interests. Put another way, in these embodiments, a
CG-ESP may be configured and operated to (e.g., by a cornmurity owner or similar party ) control
the genoroic network topology of a digital ecosystern using the genoric constructions of the
community members (e g, enclaves, ecosystems, and/or cohorts} within a digital community. In
this way, community mwembers can be established, added o certain enclaves or ecosystems,
revoked from certain enclaves or ecosystems, and the like by modifying the genomic constructions
of one or more mernbers within the digital cormmunity.

[G105] In some embodiments, a Cyphergenics-based ecosystermn securtty platform (CG-ESP)
may refer 1o a set of CG-enabled modules that perform various CG-based functions on a specific
configuration of genomic data, and a CG-ESP mstance roay refer to an nstance of the CG-ESP
platform having a configuration of the CG-enabled modules that is dependent on the role that the

CG-ESP mstance 18 performing with respact to a communily {e.g., ecosystem-level, enclave-ievel,

¢ embodied as a VDAX In these embodiments, a VDAX may execute a specific configuration
of CG-enabled modules that are defined for the role of the VDAX. Examples of VD AX roles may
include ecosvstem VDAX, enclave VBAX, cohort VBAX, and/or dependent VDAX, whereby
each of these VB AXs may be configured 1n accordance with the CG-ESP modules and the CG-
enabled operations necessitated by the role. In embodiments, a CG-ESP mstance may provide
one of more core competences, which may mnclude control and management of genomic
constructions, functions, and processes (platform competence) and/or secure daia exchange
functions and processes (Iink exchange competence}. In erobodirsents, an ecosyvstem VDAX may
perform security related functions on behalf of the ecosvstem and may be considered the
“progenttor” of the ecosystem. In some of these embodiments, one or more corresponding enclave
VDAXs may be configured 1o perform security related functions on behalf of a respective enclave.
In embodiments, a cohort VDAX may perform genonue security related functions on behalf of
respective independent cohorts within an ecosystem. In embodiments, a dependent VDAX may

perform genomic security refated functions on behalf of a respective dependent cohort within an
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ecosystern, i 1s noted that in some embodiments, an independent cohort may host one or more
dependent VI AXs on behalf of one or more dependent cohorts that depended on the independent
cohort.  Furthermore, in some embodiments, a single cohort VI3AX associated with an
independent cohort may be configured to perform securtty related functions for the cohort across
disparate enclaves and ecosystems. In these embodiments, a cohort VDAX may manage and
leverage different genonuc data sets on hehalf of the cohort according to arespective configuration
of the different ecosystems and/or enclaves. For example, a mobile device that a user uses for
work and personal matiers may be configured with a cohort VDAX that manages and leverages
one or more genomic data sets pertaining to the user’s work ecosystern and enclaves in accordance
with the CG-ESP configurations of the organization that the user works for as well as one or muore
genomic data sefs pertaiming o ecosystems and enclaves in which the user participates in
accordance with the platform configurations of those ecosvstems and enclaves. In some
embodiments, one or more enclave VDAXS and/or an ecosystern VDAX can be hosted by the
same computing svstem. For example, the ecosvstern and enclave VDAXs of a large digital
ecosystem {e.g., a federal or state government, large corporations, military, autonomous vehicle
arid, ToT grid, or the like) may be hosted on a distributed cloud computing system (e.g., AWS®,
Azure®, Google Cloud Services®, privately owned server banks, and the like), whereas the
ecosystem and enclave security controllers of a small digital ecosystem {e.g., a home network, a
small office network, a grass roots non-profit, or the like) may be hosted on a single computing
device {(e.g., a central server, a router, a mobile device, or the like). Ht s also noted that in some
example embodiments, a VIDAX way be configured to perform different roles with respect to
different ecosystems,

[6106] For purposes of explanation, the {erms “progenitor” and “progeny”™ (e.g., “progenitor
security controller”™ or “progenitor VDAX” and “progeny security controller”™ or “progeny
VDAX) moay be used o denote a relationship where a “progenttor” VI AX may generate, assign,
and/or otherwise provide a genonic data sef to a “progeny” VDAX, For example, m some
embodiments, an ecosystem VDAX mav modify its own digital genomic data set for one or more

>

enclaves, such that for each enclave, the “progeny” enclave VI AX thereof 1s assigned a umique,

33

but correlated genomic data set that was derived from the “progenitor” ecosystem VIDAX

Stmilarly, in another example, an enclave VDAX may modify its own genomic data set fo
. o / . LR O . M 5 . . " ey 4 ;

generate, assign, and/or otherwise provide unique and correfated genomic data sets for the cohorts

m the enclave, such that for each cohort, the progeny cohort VAKX thersof 18 assigned s own

genomic data set. In this way, the progeny {e.g., progeny VI2AXs) of a progenitor VIDAX may be

able fo exchange data in a cryptographically secure manner in part due to the high degree of
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correlation between their respective genomice data sets. 1 1s noted that in some embodiments of a
CG-ESP platform, an ecosystern VERAX may generate and assign the genomic data seis for the
cohoris of the ecosystem, even if there exists enclave VDAXs. To embodiments, a progemtor
VDAX {e g, an ecosysiem or enclave VDAX) may provide a role-based configuration of a UG-
ESP platform to a progeny VIAX, such that the progeny VDAX is configured with the proper
CG-ESP modules given a role of the progeny VDAX with respect to the VIDAX As will be
discussed, the configurations may include respective modules configured with specific cypher-
based, cipheriess, and/or hybrid computationally complex functions thai are used in the discussed
CG-based processes. In embodiments, a cipher-based function may refer to executed functions
where all stages {one or more stages) of the function are performed using kev-based reversable
transformations {e g., symmetric ciphers). Examples of key-based reversable functions may
mclude but are not limiied to Advanced Encryption Standard (AES}, SAFER+, SAFER++, TDES,
and the like. In embodiments, ciphertess functions may refer to executed functions where none
of the stages of the function are performed using kev-based reversable functions. In emnbodiments,
hybrid functions mav refer to executed functions that include af feast one stage that is performed
using a cipher-based funcition and at least one stage is performed using a cipherless function. For
example, a hvbrid function may nclude a first stage where a cipher-based function 1s used to
determine an intermediate value and a second stage where a cipherless transforms the intermediate
value to an output value, which may or may not be reversable,

01877 In some embodimsents, CG-ESPs are configurable by the ecosystem owner or on behalf
of the ecosysiem owner. As mentioned, a CG-ESP may mnclude a set of interdependent modules
that collectively perform one or more genomic security functions, such that anv level VDAX
includes instances of some or all of the interdependent moduies. I is noted that thege
mterdependent modudes may be implemented as executable instructions that are executed by a
traditional processing device {e.g., CPU or GPU and/or FPGA, nucroprocessors, or special
purpose chipsets) that are specifically configured to perform certain genommc functions. Put
another way, the interdependent modides of a particular security controller instance {(e.g., an
ecosystem VDAX, an enclave VDAX, a cobort VDAX, a dependent VDAX, and/or the like) may
be individually embodied as software, middieware, firmware, and/or hardware. Reference 1o
processors, execution, or the like 1s meant to apply 1o any of these configurations, unless contexy
specifically provides otherwise. In embodiments, the individual modules of a particular CG-ESP
mastance roay be counfigured to operate on specific set of different tvpes of genonuc data objects
(e.g., UNA LNA, XNA, PNA, ZNA, or the like) and/or 1o execute different types of functions

and strategies. For examples, some modules may be configwred to apply cipher-based
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computationally complex functions to the genomic data objects and/or digital data generated or
leveraged in comnection to a genomic securnily operation.  Examples of cipher-based
computationally complex functions may include, but are not limated to, Advanced Encryption
Standard (AES} encryption/decryption, SAFER+ encryption/decryption operations, XOR
operations, proprietary privately developed encryption/decryption operations, and/or the like
Additionally or alternatively, in some erobodirnents, some of the mierdependent modules may be
configured to apply cipher-less computationally complex functions to the genomic data objects
and/or digital data generated or leveraged i connection to a genomic security operation
Examples of cipher-less computationally complex functions may inchide, but are not limited to,
cryptographic hash functions, transformations based on pararsetnized hnear equations,
transformations based on multivariable equations, latiice-based transformations, parameterized
cychic shift operations, and/or the ke, Additionally or alternatively, in some embodiments some
modules may be configured 1o apply hybnrid {e.g., cipher-based and cipherless) computationally
complex functions to the genoroic data objects and/or digual data generated or leveraged 1
connection 1o a genomic securtty operation. As discussed, a hvbnid function may include some
combination of cipher-based and cipherless functions. As will be discussed, a CG-ESP may be
configured {e.g.. by or on behall of a community owner) in accordance with the needs and
hinutations of the digital conmununity to which it serves. It is noted that a function may be referred
to as “computationally complex” not necessarily because of the complexity of the function, but
because of the computational complexity associated with reversing the fumction without a key or
analogous mformation. For example, an XOR function that receives two input parameters and
outputs an output value indicating the XOR of the two input parameters may be referred to as
“computationally complex™ because determining the input parameters given only the output value
of the XOR operation requires a much greater degree of computational resources.

16168]  In embodiments, a CG-ESP 15 configured to provide secure end~io-end data exchanges
hetween ecogystem members using specific genomic data sets containing one or more digitally
generated genomic constructions which mav be embodied in objects {e.g., binary matrices, binary
vectors, primitive binary polvnonuals, and the hike) that exhibit configurable entropy. Io
embodiments, these digitally generated mathematical objects are used to securely exchange digital
objects between any pair of sufficiently correlated ecosystem members by leveraging the high
degrees of correlation and differentiabiiity between the respective genomic data sets of the
ecosysiermn members using a series of CG-based processes.  In embodiments, hyper scalable
genomic correlation may provide the abilitv to have an unbounded commumily of genonuc

progeny that can be directly authenticated as fellow enclave or ecosystem members without the
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support of out of bound trusted services {e.g., Certificate Authority, Secret Key Exchange, and the
hke). In some embodiments, hyvper scalable differentiation may refer to the ability for two
sufficiently affibiated cohorts fo generate and exchange virtual binary language script (VBLS)
(individual instances of which may be referred to VBLS objecis) based on links that are hosted
with respect to the other commumity member. In embodiments, a hink includes digitally encoded
mstructions {(which may be referred to as “genomic regulation mstructions” or “GRI™) fromo one
VIDAX 1o another VD AX that define a manner by which the genomic data set {e.g, XNA or ZNA)
of the second VDAX is {0 be modified in order to the second VDAX o generate VBLS that can
be decoded by the VBLS {assumung that the link 13 securely kept by the second VDAX). In
erobodiments, the second VDAX may “host” a link that odicates GRI corresponding to the first
YVDAX, whereby the second VD AX may modify its genontic data set based on the GRI and may
generate VBLS that is readable by the first cohort based on the modified genomue daia and GRL
In embodiments, the second VD AX maps a sequence into the modified genomic data to obtain a
genomic engagement factor, which is in tum used io encode a digital object (sg., using
disambiguation and/or encryption techniques) that is included in the VBLS object In
embodiments, VBLS objects may be data containers that include one or more encoded digital
objects and metadata that is used to decode the encoded digital object(s). v embodiments, a first
YDAX receives a VBLS object and decodes a digital object from the VBLS by modifving its own
genomic data set using the GRI provided to the second VIDAX, defermining a genonuc
engagement factor based on its modified genomic data set, and decoding the encoded digital
objects based on the genomic engagement factor. As will be discussed, only the first VDAX is
able to decode digital objects from VBLS, while any other cohort {digital community member or
otherwise) that does not have access to the GRI contained 1n the link information cannot decode
the encoded digital objects in the VBLS.

16109 As will be discussed, i embodiments, CG domain components {e.g., ecogsystem, enclave,
independent cohorts, and/or dependent cohoris) may be configured with digital genomic data sets,
such that digital ecosystem CG-enabled components may achieve precision control of differences
and correlation using computationally complex functions, which may be cvpher-based, cipherless,
and/or hvbrid functions. In embodiments, CG-enabled methods may support CG-based genomic
processes that enable dynamic specification of entropy. In embodiments, the G domain
components engage in accordance with information theory genomics (Cyphergenics) and may
utthize information theory genoroics that are capable of virtual authentication, virtual scalability,
and/or virtual agility. In embodiments, the CG components are configured to generate VBLS,

such that the CG-enabled processes enable two domain components to consiruct and engage via
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unique non-recurring digital languages (e.g, VBLS) In embodiments, the CG components
provide the ability to esiablish and conirol differences and correlation between CG domain
components, which may enable broad scalability {e.g., hyper-scalability). In embodiments, CG
domain components engage via specific digital protocols comprised of digital objects, whereby
the digital objects retain the information genomie attributes of therr progenitor components (e.g.,
ecosvstem or enclave). 1o embodiments, hyper-scalability, when exercised at the digital object
level enables agile apphication of CG-based attributes beyond the component level {eg.. at the
format and/or protocol level).

16110] As mentioned, a genomic data set (also referved 1o as a “digital DNA set”, "DNA set” or
“PNAY may mclude one or more digitally generated mathematical constructions that exhibit
specific levels of entropy, such that the levels of entropy 15 a configurable. As mentioned, for
murposes of explanation, references to and derivations from biological genetic concepts are made.
For example, terms such as DNA, “genomic data”, “mulating”, “genomic constructions”,
“progeny”, “cloning”, “sequence mapping” and the fike are used throughout the disclosure. ft
should be understond that such references do not intend fo ascribe any particular properties of
biological genetic materials or processes to any of the terms used herein. Rather, the terminology
is used 1o teach others how fo practice various aspects of the disclosure. In embodiments, a
genomic data set may include genomic eligibility object, a genomuc correlation object, and/or a
genonuc differentiation object, which may generally be referred to as “genomic data objects”™.
6111} In embodiments, genomuce eligibihily objects may refer to digital generated mathematical
objects that allow a pair of cohorts (o genomically conflirmo engagement eligibility, which may be
performed in part of a “trustless” authentication process between two VI AXs, in embodiments,
a progenitor VAKX (e g, an ecosystem VDAX) may derive progeny genomic eligibility objecis
for its progeny from its genomic eligibility object {a “progentior genomic eligibility object™), such
that each progeny receives a unigue but correlated genonue eligibility object. Upon being assigned
a genomuic eligibility object, a progeny VDAX may receive a genomic eligibility object. In some
embodiments, a progeny VDAX may receive a genonuc eligibility via a one-time trusted event
{e.g., upon ecosystem adnussion to a particular ecosysiem, when a device 18 manufactured,
configured, or sold, or the like) Afier this single trusied event, sufficiently VDAXs can
independently contirm engagement eligibility with one another using their respactive genomic
eligitulity objects. In embodiments, genomic eligibility objects may include CNA objects, PNA
objects, or other suitable types of mathematical objects exhibiting configurable entropy level,

correlation, and differentiation, which are discussed in greater detail below.
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(6112 In embodiments, genomuc correlation objects may rvefer to digitally generated
mathematical objects that allow VDAXs to exchange links, whereby a hnk provides instractions
that allow a pawr of sufficiently correlated VDAXSs to sufficiently differentiate theroselves from
other sufficiently correlated VDAXs m a digital commumity.  In embodiments, the genomic
correlation object 1s used by VDAXs to confirm link exchange correlation, which allows two
ecosystem components (e.g., enclave and/or cohorts) 1o establish a specific relationshup and
engage one another. In example implementations, the genomic correlation objects of the
community members of a digital ecosystem are LNA objects or any other suitable types of
mathematical objects exhibiting configurable entropy and correlation, which are discussed in
greater detai} below.

I6113] In embodiments, genomic differentiation objects may refer to digitally generated
mathematical obiects that allow a pair of VDAXs (e.g., enclaves or cohorts) to generale and
decode VBLS objects generated by the other respective VIAXs, provided the VIXAXS are
successfully hosting hinks spawned by the other respective VD AXS. In some embodiments, a first
VIDAX generates VBLS for a second VDAX in part by modifying 1ts genomic differentiation
object in the manner defined i the instructions contained in a hosted hink corresponding to the
second VIDAX and decodes VBLS from the second VDAX in part by modifving s genonuc
differentiation object in the manner defined in the instructions containad in a link hosted by the
second VIAX with respect to the first VDAX. Examples of genomic differentiation objects may
mclude, but are not limited to, XNA object, ZNA objects, or any other suitable tyvpes of
mathematical objects exhibiting configurable entropy and correlation, which are discussed m
greater detail below.

[6114] As will be discussed, different combinations and configurations of CG-ESP modules and
genomic data sets can be used m different CG-ESPs.  Contemporary network capabilities
substantially  reflect their underlving deplovment archuecture. VBLS-enabled genomuc
constructed architectures, operating at the bit level, may remain interoperable with the underlying
deployment architecture. According to embodiments of the present disclosure, VBLS provides
unprecedented facility and flexibility to wuquely tatlored use cases- whether they be network,
software, or hardware centric-architectures. Examples of different architectures mclude, but are
not limited to; divected architectures that can be deploved in static ecosystems {e.g., large
enterprises), free-form architectures that may be deploved in transient ecosystems {e.g.. social
networks, websties), spontanecus ecosystems that may be implemented for dynamic ecosystems
(e.g.. city-wide autonomous vehicles conirol system), ephemeral architectures that may be

implemented for executable ecosystems {e.g., 08, browser}, and/or Interledger architectures that
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may be implemented {or affirmation ecosystemns {e.g., Blockchains or other distributed ledgers).
In embodiments, these architectures which overlay exasting physical network topologies evidence
genomic  construcied topologies; multiple genomic constructed topologies may  exist

simulianeously and interoperably. Examples of different architectures and CG-enabled

¥

cosystems are discussed throughout the disclosure.

[y

CYPEERGENICS ECOSYSTEM SECURITY PLATFORM

[3118] FIG 4 illusirates an example of g CG-ESP 400 according to some embodiments of the
present disclosure. In these embodiments, a CG-ESP 400 mcludes a set of CG-modules that are
configured to perform a set of CG-processes and refated computational methods with respectio a
specific configuration of a genomic data set, such that different CG-ESPs 400 may include
different CG-modules that perform differert genomue functions and related computational
methods that operate on a corresponding configuration of a genomic data set. In embodiments, a
CG-ESP 400 1s configured to be executed by ecosystem members having different roles (g,
ecosystem VDAX, enclave VBAX, cohort VDAX, and/or dependent VDAX]), such that different
roles may execute some, all, or none of the CG-processes and computational methods defined in
a respective CG-modules of the CG-ESP. In this way, all community members may participate
i a CG-enabled digital ecosystem using a corresponding CG-ESP instance that is executed by the
community roember and/or on behalf of the commumity member {e.g., for dependent cohorts),
such that the CG-ESP mstance is configured for the role of the community member {e.g.,
ecosvsiem, enclave, cohort, or dependent cohort). For example, a community member serving as
the ecosystem progenitor {e.g., ecosystern VIDAX) may be configured with a CG-ESP instance
that mcludes a CG module that defines CG-functions and related computational methods fo
generate genomuc data sets {digital DNA sets) having one or more specific types of genomic data
{e.g., CNA, PNA, ENA, XNA, and/or ZNA), whereas a communily member that is an independent
cohort (e.g., principtal VDAX) within the ecosystem may be configured with a CG-ESP instance
that mcludes CG moedules that define CG-processes and computational methods for mutating s
genomic data, exchanging links, sequence mapping, transforming digital objects, and the like. In
this way, different commumity members of a CG-enabled ecosvstem may execule different
mstances of a certain CG-ESP 400, It is noted that in some embodiments, the modules of an
mstance of a CG-ESP 400 executed by the VDAXs of the digital ecosystern which the CG-ESP
mstance supports. Furthermore, as the different types of VDXAXs within a particular digital
ecosystern may perform different roles within the digital ecosystem, the different classes of

VDAXs of a CG-enabled ecosystem may execute sorne or all of the modules of the CG-ESP, and
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with respect to the mdividual modules, different classes of VDAXs of the CG-ESP instance may
be configured to perform some or all of the genomic functions of the CG modude. Tiis also noted
that while different classes of VDAXs within a digital ecosvstem may be configured to perform
differant respective roles within the digital ecosystem, all VD AXSs that are configurad to perform
a certamn CG-process with respect 1o the digital ecosysiem (e g, XNA and LNA modification, link
exchange processes, VBLS generation/decoding, and/or the like) are configured with CG-ESP
modules that include fimctionally identical functions that perform the certain CG-process {e.g.,
the same cipher-based, cipherless, or hybrid functions, functions that extract the same sequences,
and the like). In this way, the sufficiently related VDAXs are able to perform certain CG-
operations 1o a functionally congruent manner, which enables the sufficiently related VDAXS to,
for example, confirm engagement eligibility and/or integrity, spawn and host hinks, and/or
generate and decods VBLS objects.

8116] In embodiments, the CG-modules of a CG-ESP 400 may include 3 root DNA module
410, an executable isolation components (EIC) module 420, a hnk rodule 430, a sequence
mapping module 440, a binary transformation module 450, an authentication module 460, and/or
a masier integrity controller 470, Ag mentioned, in some embodiments, a CG-enabled digital
ecosystern inchudes a set of VD AXs, whereby the set of VIDAXs include two or more classes of
VDAXs {eg. ecosystem VIIAX(s), enclave VIDAX(s), cohorts VIIAX(s), and/or dependent
VDAX(s}). In some of these embodiments, the VIDAXs of each class may execute respective
msiances of some or all of the CG-ESP modules {e.g., aroot DNA module 410, EIC module 420,
link module 430, sequence mapping module 440, binary transformation module 450,
authentication module 460, and/or a master integrity controller 470). In embodimenis, individual
modules may be cypher-based. cipherless, and/or hybnd {e. g, include functions that are cypher-
based and cipherless).

16117}  In embodiments, respective CG-ESP instances may be executed by respective processing
systems that may include one or more CPUs, GPUs, microcontrollers, FPGAs, microprocessors,
special-purpose hardware, and/or the like. Furthermore, in some embodimenis, the modules of a
CG-ESP instance may be executed n by a virtual machine or a container {e.g., a Docker

container).

ROOT DNA MODULE(S)
[6118} In embodiments, the CG-ESP 400 includes a root DNA module 410, In embodiments,
the root DNA module 410 manages ecosysiem specific daia and genomic processes from which

the root DNA module 410 formulates specific and highly ngorous difference and correlation
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enabling genomic constructions (e g., DNA sets). In some embodiments, the root DNA module
410 may melode a CNA modude 412, a PNA module 414, an LNA modude 416, and/or an XNA
module 418,

6119 In embodiments, a root BNA module 410 manages ecosystem specific data and G
genomic processes from which the root DNA modale 410 formulates specific and laghly rigorous
difference and correlation-enabling CNA. In embodiments, CG-enabled ecosvstem component
chgihility~correlation is enabled by CG-genomuc processes that formulate and construct CNA
objects. In embodiments, the UNA module 412 may define CG-genomic processes and related
methods that are configured to establish specific relationships between individual ecosystem
components {ecosystems, enclaves, cohorts, and/or dependent cohorts). In embodiments, CNA
may enable VDAXs of the same ecosystem to confirm eligibility for engagement In
embodiments, CNA enables ecosystemn VDAXs and sub-ecosystem VDAXs to relain unique
confirmation of eligibility for engagement.  In embodiments, the CNA moduale 412 may be
configured to prosecuie genormic-based eligibility correlation using a wide range of formation
theory-facilitated corpuwtationally complex functions. In embodiments, these information theory-
facilitated functions may be cypher-based, cipherless, or hvbrid computationally complex
functions. Non-himiting examples of CNA generation and CNA-based eligibility correlation are
discussed later in the disclosure.

I3126] In embodiments, a root DNA module 410 manages ecosvstem specific data and CG
genomic processes from which the root DNA modale 410 formulates specific and laghly rigorous
difference and correlation-enabling PNA. To embodiments, CG-enabled ecosystem coraponent
ehgibiltty-synchromzation is enabled by CG-genomic processes that formuiate and construct PNA
objects. In some embodiments, the PNA moduie 414 defines CG-processes that employ CG-
genpomic processes and related computational methods {0 establish specific relationships between
mdividual ecosystem coraponents. In this way, PNA may enable ecosystem components {(e.g.,
enclaves, cohorts, and/or dependent cohorts) of the same ecosystem to confirm eligibility for
engagement. In embodiments, PNA enables ecosystem VDAX and descendant VDAXs sub-
ecosystems fo nevertheless retain unigue confirmation of ehgibility for engagement In
embodiments, a PNA root module 414 may be configured to prosecute genomic based eligibility-
synchronization, which may be computed in accordance with a wide range of mformation theory-
facilitated computationally complex functions. In embodiments, these information theory-
facilitated functions muay mnclude be cypher-based, cipherless, or hybrid coraputationally complex
functions. Non-limiting examples of PNA generation and PNA-basad ehigibility correlation are

discussed later in the disclosure.
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[612%] Tn embodiments, a root DNA module 410 manages ecosystemn specific data and CG
genomic processes from which the root BNA module 410 formulates specific and highly rigorous
difference and correlation-enabling LNA. In some erobodirnents, CG ecosystem coraponent link-
exchange-correlation is enabled by CG-genomic processes which fornmiate and construct LNA
objects. In embodiments, the LNA module 416 defines CG-processes and related computational
methods to establish specific relationships between individual ecosystern components. Tu this way,
LNA mav enable certain VDAXs within an ecosvstern (e.g, members of the saroe enclave) fo
confirm hink-exchange-correlation. In embodiments, LNA enables VIIAXs in a digital ecosystem
to exchange mformation (Mlink exchange™) which allows each to engage the other, whereby link-
exchange bears corresponding computational coraplexity. In some embodiments, CG-based LNA-
enabled link exchange is predicated on two sets of information, each unigque to one of the parties
such that the link-gxchange between the parties (e g, a first VD AX and a second VDAX) is unique
{e.g., di=symmetric). In ermbodimuents, LNA root modules 416 prosecute genomic based link-
exchange-correlation, which roay be computed in accordance with a wide range of mformation
theory-facilitated corpuwtationally complex functions. In embodiments, these information theory-
facilitated functions may be cypher-based, cipherless, or hvbrid computationally complex
functions. Non-limtting examples of LNA generation and LN A-based link exchange are discussed
later in the disclosure.

[3122] In embodiments, a root DNA module 410 manages ecosvstem specific data and CG
genomic processes from which the root DNA modale 410 formulates specific and laghly rigorous
difference enabling XNA. In these embodirnents, ecosystem mernber engagement-differentiation
may be enabled by (G-genomic processes that formulate and construct XNA objects. In
embodiments, the root XNA module 418 employs XNA-specific CG-processes and related
computational methods to establish specific relationships between individual ecosystem
components. In embodiments, XNA enables VDAXs of the same ecosystern to counfirm
engagement-differentiation. In some embodiments, XN A enables VBAX (e g, ecosystem VDAX,
enclave VDBAX, cohort VDAX, and/or dependent VDAX) of different ecosystems {o confirm
engagement-differentiation. Engagement-differentiation allows a pair of VDAXSs to sufficiently
differentiate themselves from other sufficiently correlated VIXAXs for purposes of securely
exchanging data, whereby the engagement bears corresponding computational complexity. In
some embodiments, XNA-enabled engagement may be predicated on two sets of information,
each unigue to one of the parties, such that the engagement between the two VDAXs (e.g., a frst
VYDAX and a second VDAX) 15 unique {2.g., di-symmetric}. In embodiments, an XNA module

418 prosecutes genomic-based engagement differentiation, which may be computed in accordance
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with a wide range of information theory-facilitated computationally complex functions. In
embodiments, the mformation theorv-facilitated functions may be cvpher-based, cipherless, or
hybrid computationally coraplex functions Non-hmiting examples of XNA generation and XNA-~
based genomic differentiation are discussed later in the disclosure.

(31231 In embodiments, an CG-ESP may mclude an EIC module 420 that manages ecosysten
specific data and CG-genomic processes from which the EIC modules 420 fornulate specific and
highly rigorous difference enabling constructions called ZNA. In embodiments, ecosysiem EIC
engagement-differentiation is enabled by CG-genomic processes which formulate and construct
ZNA objects. In embodiments, ZNA enables VDAXs of the same ecosystem to directly control
genomic-enabled differentiation processes absent participation by other VD AX compounents. For
example, in embodiments an EIC VDAX (e g.. core and memory) may employ ZNA-specific
genomic processes and other related computational methods (0 estabhish differentiation with other
specific EIC VDAXs, In embodiments, an EIC module 420 may define CG-processes for
prosecuting genomic-based engagement differentiation, which mav be computed in accordance
with a wide range of information theory-faciitated computationally complex functions. In
embodiments, the mformation theorv-facilitated functions may be cvpher-based, cipherless, or
hybrid computationally complex functions. Noun-hmiting examples of ZNA generation and ZNA-

hased genonuc differentiation are discussed later in the disclosure,

LINK MopuLe

[6124] In embodiments, a link module 430 defines a set of {G-processes and relaled
computational methods that allow two VDAXS {(eg., a first VDAX and a second VDAX) to
securely exchange information that 1s necessary o enable di-syrometric engagement. In some
embodiments, link exchange extubits the same level of entropy as the di-symmetric engagement.
In some embodiments, a link module 430 instance may be configured to confirm engagement
eligibility and link-exchange correlation with another VDAX. In emwbodiments, engagement
eligibility and hink-exchange correlation allow a parr of VIDAXs to successtully exchange links
{e.g.. spawn links, and host links). In embodiments, a link module 430 may be configured to
confirm engagement eligibility with another VD AX based on its genomic engagement object (..,
CNA or PNA). For example, a link module 430 may confirm engagement-correlation usimg its
corresponding CNA object and/or eligibly-synchronization using uis corresponding PNA object.
In embodiments, a link module of a VDAX {e g, a first VDAX) mav be configured to confirm
hink-exchange-correlation with another VBAX based on a genomic correlation obiect of the first

VDAX. Insome embodiments, a link module 430 mstance spawns a link for another VBAX {e.g.,
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a second VDAX) based on a genomic correlation object (e.g., LNA object) of the first VDAX and
mformation for the other VDAX {0 engage with the VDAX. In embodiments, a link module 430
mstance of a VDAX (e.g, a first VIDAX) may host a link by, in part, decoding mnformation to
engage with another VDAX from a link provided by or on behalf of the other VDAX using the
genomic correlation object of the first VDAX Tt is noted that different configurations of link
modules 430 may utilize various CG genomic processes and related cornputational methods fo
execute secure link exchange across a wide range of tteroperable diguial comrounication media,
digital networks, and/or digital devices. It is noted that link exchange between VBAXs may be
exgcuted asynchronously, in that the order of exchange does not affect the security of the protocol.
Furthermore, in erabodiroents, link exchange may include one VD AX providing a link to another
VDAX (e.g, synmmmetric) or both VDAXSs providing links to the other respective VDAX {eg.. di-
symmetric).  In embodiments, a link module 430 may define CG-processes thai prosecute
genomic-based exchange of information, which may be compuied in accordance with a wide range
of corapuiationally coroplex functions. In ernbodiroents, the computationally functions may be
cvpher-based, cipherless, or hybrid functions.

161257 As wentioned, a link mav contain information that enables di-symmetric engagement.
In erobodiments, the information contained 10 a link may 1oclude genonuc regulation mstructions
(GRI}. In some embodiments, GRI may define msiructions and/or data that are used to modify a
genomic differentiation object {e.g, XNA or ZNA) in a deterministic manner, such that when a
first VDAX provides a link to a second VBAX and the second VDAX successtully decodes the
GRI contained in the Unk, both the first VDAX and the second VI3AX are able to modify their
respective genomic differentiation object using the GRI, which results in highly correlated copies
of a modified genomic differentiation object {e.g., modified XNA or modified ZNA). As used
herein, “highly correlated” when used mn connection o genomic objects may refer {0 1dentical
and/or otherwise sufficiently correlated genomic objects, wherehy two genomic objects are said
to be “sufficiently correlated” if the degree of correlation between two or more genomic objects
enables an intended CG-operation or process to be performed successfully. In embodiments, GRI
may mclude additional mformation such as instructions and/or data that are used by a VIDAX
during sequence mapping. As will be discussed in greater detail, such deternuimistic modification
allows the two cohorts to differentiate themselves from all other cohoris to effectuate generation
of secure VBLS. In embodiments, a link module 430 may generate GRI for a respective link,
such that unique GRI are generated for any respective engagement. In some embodiments, a link
module 430 may encode the GRI using a link-specific engagement factor to obtain encoded GRIL

The link module 430 may generate genomic engagement cargo {GEC) that includes the encoded

e
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GRI and additional information that 1s used by the link hosting VDAX 1o decode the GRI from
the GEC based on the information and the link hosting VDAX s genomic data. In embodiments,
a hnk module 430 15 further configured to decode a link {which is a part of “hink hosting™),
whereby a link module 430 obtains a transformation value based on the information contained in
the GEC and its genomic data set and decodes the encoded GRI using the transformation value to
obtain the GRI. The decoded GRI may then be used by the link hosting VDAX when generating
VBLS for the hnk spawoing VDAX that provided the link.

16126} In embodiments, a link module 430 may be further configured to update links. Link
updating may rvefer to a process by which the genomic regulation mstructions (GRI} that were
provided by a first VDAX to a second VDAX for a specific engagernent between the pau of
VDAXs are modified. A link may be updated for any number of reasons, including concerns that
a link has been compromused and/or in accordance with routine security protocols {e.g., links are
updated daily, weekly, or monthly, or in response to a cohort request to update a hnk). In some
embodiments, a link module 430 mayv updaie a link by generating hnk update information,
whereby the link update information is provided from the VDAX that spawned the inkto a VIDAX
that is hosting the hink. In embodiments, link update information may inclade new GRI that
replace the current GRI. In other ervbodiments, link update information roay include data that is
used to modity the current GRI. For example, the link update information may be a value that is
used to fransform the GRI, such that the hosting VAKX applies the value to the current GRI using
one or more computationally complex fumctions (e.g., cypher-based, cipherless, or hybrid
functions) to obtain the updated GRI. In some embodiments, link updating differs from link
exchange in that hink update information can be encoded in VBLS, as opposed to link exchange
which mayv inchule more computationally expensive operations. Thus, link exchange may be
performed as a one-time process, and hink updating may be performed any number of times and/or
for any suitable reason.

13127  In embodiments, links may be static hinks or dynamic links. In embodiments, dvnanuc
links may refer to links that contain additional information that further differentiates a pair of
cohorts. o soroe ernboditoents, dynarnic links may contain executable code (or references to
executable code} that is used to alter one or more of the functions performed by the pair of
VIDDAXs, but only with respect to their engagement. For example, a dynamic link may include
execitable code that alters an XNA/ZNA modification fimction, sequence mapping function
and/or a binary transformation function for a respective engagement. In this way, when a pair of
YVDAXs exchange a dvnamic hink, the pair of cohorts may execute the executable code in lieu of

or in addition to the default code when performing a particular function (e.g, XNA/ZNA
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differentiation, sequence mapping, and/or binary transformation). In embodiments, static links
may refer to hinks that are used 1n engagements where the configuration of a CG-ESP 18 unaliered
for a particular engagerent.

[6128] In embodiments, a siatic link modules 432 define CG processes that enable two VDAX
{e.g., a first VBAX and a second VDAX) (o securely exchange {e.g., spawn link and host link)
mformation necessary to enable unigue di-symmetric engagernent, which exchaonge exhibits the
same level of entropy.  In embodiments, the rules and processes goverming static links are
prescribed by the highest class VDAX in the ecosystem {e g, an ecosystem VIDAX), whereby the
rules may apply to all linking VDAXs in the ecosysiem. [n embodiments, static link module 432
mastances may execute CG-processes related to CNA that are used for ehgibility-correlation and/or
PNA that are used for eligibilitv-svnchronization. In some embodiments, static link module 432
mstances execute CG-processes related to LNA that are used for ink-exchange-cosrelation. In
embodiments, a CG platform instance may be configured to execute processes to facilitate secure
link exchange across a wide range of interoperable digital comwounications media, digital
networks, and/or digital devices. In embodiments, VDAXs may performy link exchange
asynchronously, in that the order of the exchange does not affect the security of the protocol.
Furthermore, in erabodiroents, link exchange may include one VD AX providing a link to another
VDAX (e.g, synmmmetric) or both VDAXSs providing links to the other respective VDAX {eg.. di-
symumetric). In some embodiments, static link modules 432 instances prosecute genomic-based
engagement differentiation, which may be computed in accordance with a wide range of
computationally complex functions, which may bhe cypher-based, cipherless, or hybnd
computationally complex functions.

[612%] In embodiments, a dvnamic link modules 434 define CG-processes that enable two
VDAXs (eg., afirst VOAX and a second VDAX] o securely exchange {e.g., spawn hink and host
link) mformation necessary to enable unigue di-symmetric engagement, whereby exchange
exhibits the same level of entropy. In embodiments, the rules and processes governing dynamics
links are prescribed by the highest class VDAX in the ecosystem {e.g., an gcosystem VDAX],
meluding the authority to establish additional genormcally compatible hink-exchange mstructions
and processes,

6138} In embodiments, a dynamic link module 434 may generate dynamic links that include
exacutable instruction sets {e.g., binary code, script, and a like} that modify various {G-processes
as allowed by the highest level VDAX 10 the CG-enabled ecosystem In these embodiments, an
executable instruction set in g dynamic hink mav override the functions of certain modules {2 g,

XNA module, sequence mapping module and/or binary transformation module) for a specific
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engagernent. In this way, a pair of VDAXs that have exchanged a dynamic hink can change their
CG-processes that are performed with respect to that specific engagement, which may provide an
additional faver of securnity. In some embodiments, a dynanuc hink module 434 may mnclude an
interpreter or just-in-time compiler that processes the instruction set included in a dynamic hink,
such that the processed instruction set 1s execuled with respect to a specific engagement to overnide
one ot more CG-processes that are performed during said engagement. In some erobodiments, a
first dyonanue link roodule 434 nstance may spawn a dvnamic link that includes the executable
instruction set. In these embodiments, a second dynamic link module 434 instance of a second
VDAX may decode the dvnamue link, such that when the second VDAX is generating VBLS to
the first VDAXSs, the respective dynamac hink modules 434 roay both use the overnding CG-
process(s) for that specific engagement. The second VAKX may use the overniding CG-process(s)
to generate the VBLS, while the first VD AX may use the overriding CG-process(s) to decode the
VBLS, Htis appreciated that data exchange i the opposite direction using a second dynammce link
from the second dvnanuc link module 434 instance to the first dyonanuce link roodule 434 instance
may operate in the same manner, in that the first VBAX uses the overriding CG-process(s), as
defined i the second dynamic link, fo generate second VBLS, while the second VDAX uses the
overriding CG-process(s) to decode the second VBLS.

3131 In embodiments, a dynamic link module 434 instances may establish instructions and
related CG-processes processes not shared by other VDAXSs, which may be governed by a wide
range of options, circumstances, conditions, and objectives. Tn embodiments, dynamic links
provide additional levels of securnty, as the CG-processes themselves are modified in a unique
manuer for a unuque pair of VDAXs.

{6132} In embodiments, a dynamic link module 434 may perform dynamic link exchange
asynchronously, in that the order of the exchange does not affect the security of the protocol.
Furthermore, in erobodiments, hink exchange performed by a dvnamic hink module 434 may
include one VDAX providing a link to another VDAX (e g. symmetric) or both VDAXs
providing links to the other respective VDAX (e.g., di-symmetric). In embodiments, dynanic
link module 434 jnstances prosecute genonuc-based engageroernt differentiation, which may be
computed in accordance with g wide range of compwtationally complex functions, which may bhe

cypher-based, cipherless, or hybnid computationally complex functions,

SEQUENCE MAPPING MODULE
(61331 In embodiments, a sequence mapping module 440 may define a set of CG-processes and

computational wethods that perform sequence mapping.  In some embodiments, sequence
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mapping may be an important computation for transforming unique non-recurring digital objects.
In embodiments, sequence mapping module 440 nstances may be configured to map pubhc
sequences {e.g., public protocol and/or format dependent metadata) and/or private sequences {e.g.,
private and proprietary protocols and/or format dependent metadata) into a (modified) genomic
data object. Regardless if the sequences are public or privaie, the sequences may be broadly
disparate {e.g., TCP, UDP, TLS, HTTP, H.265, or other public or privale sequences) and may be
mapped into modified genomic data to obtain results {eg, genomic engagement factors) that
exhibit specific levels of entropy. In embodiments, a sequence mapping module 440 may include
a public sequence mapping module 442 and/or a privale sequence mapping module 444,

16134} In embodiments, a public sequence roapping module 442 may detine CG-enabled
processes and related methods that are configured 1o select specific sequences from public sources
{e.g., specific protocol or format dependent metadata). Tn some embodiments, a public sequence
mapping module 442 instance may process a given public sequence {“PBS™) to derive a specific
value {e.g.. a sequence conversion vector or “SCV™). In some implementations, the public
sequence mapping module 442 derives the SCV based on the GRI and/or one or more
computationally complex {functions. In embodiments, the SCV may be processed with a genomic
data object {e.g., XNA, ZNA, or LNA) and the GRI to produce a unique vector exhibiiing specific
entropy {e.g., a genomic engagement factor or transformation value). In embodiments, a resultant
vector may exhibit a level of entropy that vastly exceeds the size of the public sequence used to
derive the vector. In embodiments, public sequence mapping modudes 442 produce unigue vectors
capable of leveraging specific faciliies present in unrelated protocols and formais. In
embodiments, public sequence mapping modules 442 execute genonuc processes computed m
accordance with computationally complex functions to produce unigue vectors based on public
sequences and a genomic differentiation object (2.g., a modified XNA object). In embodiments,
these functions ray be cypher-based, cipherless, or hybud coraputationally complex functions.
[3135] In embodiments, a private sequence mapping module 444 may define CG-enabled
processes and related methods that are configured to select specific sequences from private
sources {e.g., private and/or propristary protocol or format dependent metadata) and to derive a
unigue vector that extubifs specific entropy. In some implementations, a private sequence mapping
module 444 instance may process a given private sequence {("PVS17} to denive a specific value
{e.g.. a sequence conversion vector (8CV)) based on the GRI. In embodiments, the SCV may be
processed with a genonuic data object {e.g., XNA, ZNA, or LNA) and the GRI to produce a unigque
vector exhibiting specific entropy (2 g.. a genomic engagement factor or transformation value}. In

embodiments, a resultant vector may exhibit a level of entropy that vastly exceeds the size of the
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public sequence used to derive the vector. In embodiments, private seguence mapping module 444
mstances produce unique vectors capable of leveraging specific facilities present in unrelated
private protocols and formats. In embodimoents, private sequence mapping roodule 444 mstances
execute genomic processes computed in accordance with a set of computationally complex
functions to produce umigue vectors based on public sequences and a genomic differentiation
object {e.g.. a modified XNA object). In embodiments, these funciions may be cypher-based,
cipherless, or hybrid computationally complex functions.

16136] Example configurations of a sequence mapping module 440 are provided in greater detail

below.

BINARY TRANSFORMATION MODULE

[6137] In embodiments, a binary transformation module 450 may define a set of CG-processes
and related computational methods that are configured 1o generate virtual binary {e.g., objeci-to-
object) language script (VBLS). In embodiments, binary transformation module 450 instances
transform digital objects (e.g., packets, sectors, sequences, and/or frames) having specific formats
and protocols by various computational methods {e.g., disambiguation methods and/or encryption
methods). In embodiments, binary transformation medule 450 instances are configurad to encode
digital objects based on values {e.g., genomic engagement factors) delermined by a corresponding
sequence roapping roodule 440 to produce encoded digital objects that may be unique, non-
recurring, and/or computationally guantum proof. In embodiments, binary transformation module
450 instances may be further configured {0 decode the encoded digital objects using values (e g.,
genomic engagement factors) that are determined by a corresponding sequence mapping module
440, In embodurments, binary transformation modules 450 may nclude disambiguation modules
452 and/or encryption modules 434,

[6138] In embodiments, a disambiguaiion module 452 may define CG-processes and
computational methods that perform binary transformation of digital objects in accordance with
genonically derived genommc engagerment factors produced by a corresponding sequence
mapping module 440 instance, whereby the resultant encoded digital objects are only subject to
bruie-force attack. In embodiments, a disambiguation module 452 instance may transform a
digital object based on a genomic engagement factor by performing an XOR operation on the
genomic engagement factor and the digital object to obtain the encoded digital object. In
embodiments, a disambiguation module 452 instance may be configured to receive a different
genomic engagement factor for each digital object, as disambiguation technigues may be

attackable with more efficient attacks if a saroe genomic engagement factor 1s used to encode two
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or more digital objects. In embodiments, a disambiguation module 452 instance may be
configured to decode an encoded digital object using an inverse disambiguation function and a
genomic engagement factor.  Assumuung the genomic engagement factor matches the genommc
engagement factor that was used 1o encode the digital object, the inverse disambiguation funciion
outputs the decoded digital object given the genomic engagement facior and the encoded digital
object. In embodiments, a disarabiguation module 452 instance execules genomic processes in
accordance with computationally complex functions.  In embodiments, these functions may be
cvpher-based, cipheriess, or hybrid computationally complex functions.

[613%] In embodiments, an encryption module 454 may define CG-processes and computational
methods that perform binary transformation of digital objects in accordance with genonucally
derived genonuc engagement factors produced by a corresponding sequence mapping module 440
msiance, whereby the resultant encoded digital objects are only subject to brute-force attack. In
embodiments, an encryption module 454 instance may transform a digital object based on a
genomic engagement factor using any suitable encryption function that receives the genomic
engagement factor and the digital object as input and ocutputs the encoded digital object In
embodiments, the encryption function that is used must have a corrgsponding inverse encryption
function {or decrvption function) that may be used to decode an encoded digital object. In
embodiments, an encryption module 454 instance may be configured to receive a different
genomic engagement factor for each digital object or may use the same transformation for two or
more different digital objects.

[3140] In embodiments, an encryption module 454 mstance may be configured to decode an
encoded digital object using an 1nverse encrypiion function and a genomic engagement factor.
Assuming the genomic engagement factor matches the genomic engagement factor that was used
1o encrypt the digital object, the inverse encryption function outputs the decoded digital object
given the genonuc engagernent factor and the encoded digital object. In embodiments, encryption
module 454 instances execufe genomic processes in accordance with computationally complex
functions. In embodiments, these functions may be cyvpher-based, cipherless, or hybrid

computationallv complex functions.

AUTHENTICATION MOBULE

[3141] In embodiments, an authentication module 460 mav define CG-processes and
computational methods that are configured 1o authenticate VI3AXs that have a common genomic
construction. As discussed, digital ecosysiems that are constructed by ahighestlevel VBAX (e g,

ecosystern VIDXAX) have specific distributions of genomic data (e g, CNA, PNA, LNA, XNA,
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and/or ZNA) also have specific genomic eligibility-correlation, ehgibility-synchromzation link
exchange-correlaiion, and/or engagement-correlation aftributes. In embodiments, authentication
module 460 instances may be configured 1o enables a corresponding VDAX to confirm
engagement correlation of any other VBAX having common construction {e.g., related genomic
data), regardless of their primary genomic construction {e.g., members of a different enclave in a
digital ecosystem}. Tn embodiments, an authentication module 460 may 1uclude a cobort-to-cohort
module 462 that defines CG-processes and related coroputational methods that enable a
cotresponding VBAX to confirm engagement correlation with another VDAX from the same CG-
enabled digital ecosystern based on their common genomic construction, regardiess of which
enclaveis) the VDAXs belong to. In embodiments, authentication module 460 ingtances are
configured to prosecute secure genomic-based engagement correlation of genomic data sets in
accordance with computationally complex functions which may be cypher-based, cipherless, or

hybrid compuiationally complex fumctions.

MASTER INTEGRITY CONTROLLER

[0142] As discussed, conformance of root DNA constructions and supporiing genomic
processes {e.g., link generation, engagement correlation, VBLS generation, and the like)} are
divectly managed and controlled by a specific configuration of CG-modules. In embodiments,
respective CG-ESPs may joclude a roaster integrity controller 470 CG-processes and related
computational methods that manage module conformance ou behalf of the VDAX. In
embodiments, master integrity controllers 470 may include CG-processes and related
computational methods that ensure the veracity of the operational performance and configaration
management for VDAXSs across digital ecosysterns. In embodiments, a master integrity coniroller
470 may include a genomic process coniroller 472, an authorization module 474, and an
engagement instances module 476,

[6143] In embodiments, the engagement of VDAXs, their genomic modules, and other such
functional modules, may be controlled by respective master integrity controller 470 rastances of
respective CG-ESP instances {2.g., which may be executed by a corresponding VDAX) In
embodiments, a master integrity controller 470 mstance leverages computationally complex
functions to engage with specific modules (e.g., Ho N} Insome of these ernbodiments, the master
mitegrity controller 470 instance will have a respective genomic data set {e.g, CNA, PNA, LNA,
and/or XNA} as do the modules and may use the computationally complex functions to engage
with and manage specific modules. In some embodiments, the genomic process controller 472

may validate an integrity of the modules and authenticate the modules using iis genomic data and
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the computationally complex functions. In these embodiments, genomic process controller 472
mstances are not configured {o determine the processes nor funclions carried out by a respective
VDAX. In order {0 protect the computationally complex genomic processes carried out by the
respective VDAX, the genomic process controller 472 may control operational processes and
functions attendant to the correct application of module processes and functions and way also
render certain operational processes and functions to the correct application of nodule processes
and fimetions under control of the specific modules. Put another way, in embodimenis, the
genomic process controller 472 may confirm the source of a CG-ESP module instance and/or
confirm or deny the integrity of the CG-ESP wnstance, as well as any processes and operations that
are performed m support of the module instances {e.g., the processes that connects the modules
for various CG-based functions).

[3144] In embodiments, VDAXs that uithize the same computationally complex genomic
functions as do the modules and master imtegrity controller 470 are capable of confinming or
disqualifying specific CG-ESP configurations. For example, in embodiments VDAXs (e.g.,
ecosystem VEAX, enclave VDAX, cohort VBAX, and/or dependent VDAX) utilizing the same
computationally complex genomic functions as do the modules and the master integrity controller
470, are capable of confirming or disqualifying specific CG-ESP configurations. fnembodiments,
a VDAX wtithzing the same computationally complex genonnic functions as do the modules and
master integrity conirolier 470, is capable of confirming, disqualifying or modifying specific CG-
ESP configurations. In embodiments, a master integrity controller 470 may include a genomic
process controller 472, an authornization module 474, and an engagement instances module 476,
In embodiments, genonuc processes controller modules 472 instances prosecute secure genonuc
based confirmation, disqualification, and modification of VDAX meodules and specific VDAX
configurations which may be computed in accordance with a wide range of computationally
complex functions. In embodiments, these functions may be cypher-based, cipherless, or hvbrid
compitationally complex functions.

[6145] In embodiments, VDAXs (e.g., ecosystem VDAX, enclave VIPAX, cohort VBAX,
and/or dependent VDAX) provide tremendous adoption, deploviment, and operational flexibility
in that configuration control can be affected horizontally and or hierarchically. in embodiments,
this flexibility derives from the same inherent computationally complex genomic functions {e.g.,
correlation and differentiation} factiitated by CG-ESP modules. In embodiments, a VBAX {e g,
ecosystern VDAX, enclave VIDAX, cobort VDAX, and/or dependent VDAX) mav be uniquely
configured and enabled, such that a single ecosystem or enclave VDAXs {e.g., a progenitor} can

determine the operational configuration of other VDAXS {(e.g., master integrity controller 470
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mter-comnunication).  In embodiments, a progemitor {e.g., an Ecosystem VDAX or Enclave
VDAX} can directly confirm or disqualify the operational standing of other VIDAXs based on
their contigurations. fo embodiments, a progenitor (e.g., an Ecosystern VDAX or Enclave VDAX)
may possess unique genomic properties configured and enabled, such that authorized module
updates of VDIAXs may be executed i conjunctions with the other authorized CG-ESP modules.
In embodiments, master authorization module 474 instances prosecuie secure genomic based
confirmation, disqualification, and modification of VDAX modules and specific VDAX
configurations which may be computed m accordance with a wide range of computationally
complex functions, which may be ¢ypher-based, cipherless, or hyvbrid computationally complex
functions.

3146]  In embodiments, engagement between two or more VIIAXs (e g.. ecosystem VDAY
enclave VDAX, cohort VDAX, and/or dependent VDAX) using EG-CSP enabled
computationally complex genomic fonctions constitites a single secwrity-instance. In some
embodiments, these security-instances may be aggregated as per the hierarchical genomic
relationship exhibited by a particular digital ecosvstem community. In embodiments, security-
mstances aggregaled at lower levels may be passed {o the next or any other higher point of
aggregation {e.g., cohort VDAXs to enclave VDAXS), and so on {e.g., cohort VD AXSs and enclave
VDAXs to ecosysiem VI3IAXs) In embodiments, the communication between VDAX modules
(e.g., security-instance reporting) may be based on the same or different computationally complex
genomic functions by which thewr primary security-instances are managed. In embodiments,
master engagement instance module 476 justances enable VDAXs {e.g., ecosystem VDAX,
enclave VAKX, cohort VIIAX, and/or dependent VIAX) to track security-instances as per a set
of engagement tracking policies. In some embodiments, these policies may stipulate how security-
jstances are defined. In embodiments, these definitions mav bear specific computationally
complex security functions. In embodiments, master engagement instance module 476 instances
enable VDAXs {e.g, ecosystem VDAX, enclave VDAX, cohort VIDAX, and/or dependent
VDAX) to calculate the number of securitv-insiances are created, as per an Engagement
Accounting Policies. In embodiments, these policies stipulate how securitv-instances are
accumulated. In embodiments, such accumulation mav bear specific computationally complex
security functions. In embodiments, master engagement instance module 476 instances enable
VDAXs {eg, ecosvstem VDAX, enclave VDAX, cohort VBAX, and/or dependent VBAX)
having common construction to be capable to report security-instances to other VDAXs {eg.,
ecosystem VIIAX, enclave VAKX, cohort YDAX, and/or dependent VIDAX) as per a set of

engagement reporting policies. In embodiments, these policies stipulate how security-instances
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arg reported, how frequently, and to whom. In embodimenis, such reporting bear

5
j27]
e’
&
L]
[
]
—
e)

computationally complex security functions. In some emwbodiments, VDAXs {e.g., ecosystem
VDAX, enclave VDAX, cohort VDAX, and/or dependent VDAX) may he uniquely configured
and enabled, such that a single VDAX (e g., ecosystem VDAX} may define the digital ecosystem
{e.g., community} engagement iracking policigs, engagement accounting policies, and/or
engagement reporting policies. In some embodiments, a single engagement instances module 476
mstance roay execute multiple tracking policies, accounting policies, and/or reporting pohicies
using specific computationally complex genomic functions.

[6147] In embodiments, the masier engagement instances module enable a VBDAX {(eg,
ecosystern VDDAX, enclave VDAX, cohort VDAX, and/or dependent VIDAX) having common
congtruction {e.g, an ecosysiem VIIAX) to be capable to aggregate security-instances from other
VDAX (e.g, ecosystern VDAX, enclave VDAY, cohort VDAX, and/or dependent VDAX)
enabled by specific computationally complex genomuc functions, as per the engagernent reporting
policies. In embodiments, master engagement jostances module 474 instances prosecule secure
genomic based tracking, accounting, reporting, and aggregation of VDAX genomic specific
security-instances which may be computed in accordance with a wide range of eryptographic

computationally complex functions, which may be cypher-based, cipherless, or hybrid functions.

MASTER CORROBORATION MODULE

16148] In some ermsbodiments of the present disclosure, a CG-ESP may wmelude a master
corroboration module {(MCM). As will be discussed, a master corroboration module may be
configured to faciliiate ledger-based architectures. In embodiments, API or VDAX specified
material-data may mvolve a wide range of data having specific applications. Such data may be
managed as per specific formats; which data is herein referred to as a block. These MDBs (MDBs)
bear computationally complex encoding in accordance with the genomic relationship of the
engaging VDAX. In implementations, the VBAX resident MCM 1s capable of aggregating
genomically encoded blocks nto dedicated, distributed, or interactive chains reflecting multiple
genomic communities (e g mav include many VDBAXSs).

[3149] In embodiments, MDBs transformed in accordance with specific VDAX controlled ENA
and DNA possess hughly scalable correlational vnigueness. MDB Chans (MDC) may be
aggregated so as to form a sequence of computationally related blocks {eg Intra-Ledger
Blackchain (LB} and Inter-Ledger Blockchain (XLB)). MDC are hugely more efficient and less

complex to admimster than Disiribuied Ledger-based blockchain technology, e g cohorts may be
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established deeply within the supply chain (“deep chan™) with little to no maternial impact on
complexity orefficiency.

16156 In embodiments, MDCs do not require production nor use of any form of disinibuted
ledger (DL). In some embodiments, MDCs do not require any form of asyvmmetric facilitated
consensus. In embodiments, MDCs do not require any form of in-band or out-of-band trusted-
third-party facilitation. To erobodirnents, MDBs may bear all known protocols and formats; they
may also be protocol and {ormat agnostic. In embodiments, MIDBs may have the same or different
genomic encoding, while preserving mutual ideniity of interest. In embodiments, master
corroboration modules enable MDBs to be aggregated as a dedicated chain, which blocks shear
mutual identity of interests and genomic correlation. In embodiments, master corroboration
modulas enable MDIBs to form chains having mutual identity of interests, which are disiributed
{e.g. stored} across multiple VDAX vet retam genomic correlation. In emwbodiments, master
corroboration modules enable MDBs to {form direct or distributed chains which are interactive in
that they evidence different genomic correlation but may retain functional mutual identity of
interests. in embodiments, master corroboration modules prosecute genomic-based secure MDC
generation which may be compuied in accordance with a wide range of compuiationally complex
functions, which may be cpher-based, cipheriess, or hybnd functions.

[315%]  In embodiments a CG-ESP may include an intra-ledger function (ILF}. In some of these
embodiments, master corroboration modules (MUM} support an intra-ledger block computation
(MDB) and formation of MDB chains (MBC)  In these embodiments, VDAXs may possess
operational TLF capahilities. In some embodiments, LF-enabled MDBs may be aggregated as a
dedicated chain, which blocks shear mutual identity of mmerests and genomic correlation. In
embodiments, ILF enabled MD¥Bs may form chains having mutual identity of interests, which are
distributed (e.g. stored) across multiple VDAXs vet retain genomuccorrelation.

[6152] In some embodiments, a CG-ESP may mclude an Inter-ledger Function (JLX). In these
embodiments, master corroboration modules may support an Inter-ledger block computation
(MDB) and formation of MDB chains (MDC). In these embodiments, VDAXs may possess
operational TLX capabilities. In these embodiments, 1L.X enabled MDBs may be aggregated as a
dedicated chain, which blocks shear mutual identity of mterests and genonuc correlation. In
embodiments, 1. X-enabled MDBs may form chains having rowtual identity of ierests, which are
distributed {(e.g. stored} across multiple VBAXSs vet retain genomiccorrelation. In embodiments,
IEX enable MDBg to form divect or distributed chaing which are interactive in that they evidence

different genonuc correlation but may retain functional mutual 1dentity of interests.
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[6153] In embodiments, MDC may include a set of computational attributes. The rigor of both
ILB and XLB rests upon specific computationally complex genomic functions.  Ton some
embodiments, MDC have no asymmetric computational based processes or related affnibutes. In
somie embodiments, MDC enabled chains may be non-repudiated within VBAX compmumities
having commnon genomic correlation and differentiation, and dimensions VDAX(N) by
VDAXMM). In embodiments, MDC computational basis exhibits long term protection against
computationally advanced technologies, e.g guantum computing, which protocol is wholly
application agnostic. In embodiments, MD{s mayv be rendered computationally quantum proof
for no additional bandwidth. In embodimenis, ILX enabled MDBs may be aggregated as a
dedicated chamn, which blocks shear mutual identity of interests and genomuc correlation. The
master corroboration module, ledger-hased architectures, and MIDCs are discussed in greater
detail below.

[3154] 1t is appreciated that FIG. 4 15 provided for explanatory purposes.  Additional or
alternative modules may be used o configure a CG-ESP without departing from the scope of the
disciosure.  As discussed, different CG-ESPs may be configured to perform different CG-
operations on different configurations of genomic data sets. Examples of genomic data sets and
different CG-operations that are performed with respect to genomice data are discussed in greater

detail below.

GENOMIC BaTA OBIECTS

[61585] FIG 5 illustrates example implementiations of genomic data sets 300 {which are also
referred to as a “digital DNA sets”, “DNA seis” or “DNA™). As discussed, in embodiments a CG-
ESPE {eg., CG-ESP 400) 1s configured with a set of CGprocesses and related computational
methods that operate on speacific genomic data sets. FIG. 3 illustrates examples of different types
of genomic data that may be implemented with respect to different CG-ESPs. It1s appreciated that
other types of genomic data may be later developed.

16156 In embodiments, a DNA set 300 that s used in comnection with a CG-ESP may include
one or more different types of digitally generated mathematical objects that exhibit configurable
entropy (nstances of which may be generically referred to as “genomic data” or “DNA objects™).
In some embodiments, the digually generated mathematical objects of a DNA set may include
any suitable combination of a genomic eligibility object 310, a genonue correlation object 320,
and/or a genomic differentiation object 330, As will be discussed, different implementations of a
respective CG-ESPs may utilize and support different combinations, types, and sizes of genomie

data objects depending on the goals of respective conmmunity owners and/or the types of
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ecosystern that the respective platform instances support. Examples of different goals may inchude
performance and efficiency goals, securily goals, resource allocation goals {e.g., memory, storage,
processing power, network bandwidth, ete ), econornic goals, and the like. Furtherroore, certain
types of ecosystems have different constraints or advantages. For example, certain controlled
ecosystems {(e.g., some executable ecosystems) may only require certain cohorts {e.g., dependent
cohorts such as applications, sensors, device drivers, processors, memaory devices, or the like) fo
establish a very himited number of relationships {e.g., via links). In these scenarios, links for each
respective relationship in the ecosystem may be generated at the time the ecosystem is creafed,
such that each VDAX may have access to any and all inks that will bg needed. In such scenarios,
a DNA set may not derive any additional benefit from having certain types of DNA objects, such
that the DNA sets for such an ecosystem may be configured withowt a genomic eligibility object
310 or a genomic cosrelation object 320 but may include a genomic differentiation object 330, In
ancther example scenario, the implementations two or more of engagement eligibility
deternunation, hink exchange, and/or differentiation/VBLS generation may be performed using a
single DNA object {e.g., via a unique iniersection of the respective DNA object of a respective
pair of VDAXSs that is used for engagement ehigibility validation, link exchange, and VBLS
determination). In this example, the comwounity owner may wish to sacrifice additional secunty
measures to reduce storage requirements associated with storing disparate tvpes of genomic data
objects. In other scenarios, a community owner can conirol the amount of entropy exhibited in
each type of DNA object in a DNA set based on the type of data structure that is selected and/or
the size of the data structure. For instance, genomic differentiation objects 330 that are
unplemented as 512 x 512-bit binarv vectors or bit matrices may provide quanium proof levels of
security.

(6157 In embodiments of the present disclosure, genomic eligibility objects 310 may refer to
digitally generated mathematical objects that aliow a pair of cohorts to confirm engagement
eligibility, which may be performed in part of a “trustless™ authentication process between two
cohorts. In embodimenis, a progeniior VDAX {e g, an ecosysiem VDAX or an enclave VDAX)
may derive progeny genomuc eligibility objects 310 for progeny VDAXs that are to join a
respective digital ecosystem based on its genomic eligibility object {a “progenitor genomic
eligibility object™). In these embodiments, each progeny VDAX may receive a unigue but
correlated derivation of the progemitor genomic eligibility object. Furthermore, in some
implementations, all the genomic eligibility objects of an ecosystem mway be denived from a
progenitor genomic eligibility object, such that any member of an ecosystem can confirm some

relationship to other ecosystem members based on their correlated genomic eligibility objects
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{e.g.. intersecting or shared portions of the progenitor genomic eligibility object). Upon being
assigned a genomic eligibility object 310 for a particular community, a progeny VDAX may
recerve s genomic eligibility object. In some embodiments, a progeny VDAX roay receive is
genomic eligibility object in its genomic data set via a one-time trusted event (e g., upon admission
to a particolar enclave, when a device 18 manufactured, configured, or sold, or the hke). Afier
receiving their respective genomie eligibiity objects 310, VDAXs can independently confirm
engagement ehigibility with one other VDAXs in their enclave and/or ecosystem using their
respective genomic eligibifity objects 310, In embodiments, the genomic eligibility objects 310
for a particular CG-enabled digital ecosvstem may be selected from CNA objects 312, PNA
objects 314, and/or other suntable mathematical constructions that allow two community members
to confirm engagement eligibility and/or engagement mtegrity.

0188} In embodiments, CNA may refer to genomic mathematical constructions that allow a
VDAX 1o uniquely determine that another VD AX is part of the same ecosystern commmity. In
embodiments, this ecosystem correlation may be rendered computationally guantum proof. In
embodiments, VD AX-performed ecosvstem correlation is based on common computationally
complex genomic functions, which may be performed without any form of consultation with a
central authority {e.g., trusted third-party). These correlation attributes enable two VI3AXs in the
same ecosystem activated vears apart to confirm their ecosvstern status without any prior
knowledge of the other and withowt any consultation with a trusted third-party.

[3159] In embodiments, CNA objects 312 may be implemented as bmary veciors, binary
matrices, or the like. Inembodiments, CNA objects 312 are configured to exhubit specific entropy.
In some embodiments, the entropy of an ecosystem’s UNA is controliable entropy, whereby the
entropy may be configured by, for example, a commumity owner. In some implementations, a
configurable level of entropy of a CNA object 312 may be a substantially quantum-proof level of
entropy. For instance, substantially quanturo~-proof CNA objects may be configured to exhibit a
leval of emtropy that is greater than or equal to 256-bit of entropy. For example. in some
embodiments, such levels of entropy may be achieved by UNA objects implemenied as 512 x 512-
bit binarv vector or binary matnix. It is appreciated that guantum-proof CNA objects 312 may
exhibit less endropy in some example tmplementations. It is appreciated that UNA objects 312
exhibiting less entropy may be used, {e.g., determined by the comnuumity owner or any other party
configurating a security platform). For example, a community owner may wish to comply with
jurisdictional regulations and thusly may use CNA objecis {or other genomic data sets) that exhibit
tower levels of entropy, which comes at the cost of overall security bui requiring less storage and

processing demands. In embodiments, UNA 312 may be configured to establish specific

55



10

15

o
]

30

WO 2022/169969 PCT/US2022/015109

relationships between individual ecosystem members and confirm eligthility for engagement
using a set of genomuce processes and related computational methods.

[6166] In embodiments, CNA generation for genomic ehigbility-correlation applications results
in large sets of random data which can be organized as specific binary vectors. In some
embodiments, CNA generation for genomic ehgibly~correlation apphcations mayv be enabled by
high quality random processes, having controllable entropy. In embodiments, CNA generation for
genomie eligibility-correlation applications may be enabled on a specific mathematical basis,
having controllable entropy. In embodiments, UNA may be generated in accordance with a wide
range of nformation theoryv-facilitated complex fimctions. In embodimenis, these mformation
theory-facilitaied funclions may be cypher-based, cipherless, or hybrid computationally complex
functions. Example techniques for generating UNA objects and confirming eligibility for
engagement are discussed in greater detai} throughout the disclosure.

0161} In embodiments, PNA may refer o a digital that allow a VDAX to umquely determine
that another VI3DAX 15 part of the same ecosysiem convuunity. In embodiments, this ecosystem
correlation may be rendered computationally quantum proof. In embodiments, VDAX-performed
ecosystern correlation 1s based on common computationally complex genomic functions, which
may be performed without any form of consultation with a cendral aunthority {e.g., trusted thwrd-
partv). These correlation atfributes enable two VI2AXs in the same ecosysiem activated years
apart to confirm their ecosystem status without any prior knowledge of the other and without any
consultation with a trusted third-party.

[3162] In embodiments, PNA objects 314 may include a set of binary prinitive polynomaals, as
well as other data used during eligibility synchronization. In embodiments, PNA objects 314 are
configured to exhibit specific entropy. In some embodiments, the entropy of an ecosvstem’s PNA
objects 314 is controliable entropy, whereby the entropy may be configured by, for example, a
community owner. In some implementations, a conligurable level of entropy of a PNA object
314 may be a substantially quanturm-proof level of entropy. For wnstance, substantially quantum-
proof PNA objects 314 may be configured to exhibit a level of entropy that is greater than or equal
to 256 bits of entropy. For example, 1n some embodiments, such levels of entropy may be
achieved by PNA objects implemented as two different sets {e g, a first vector representing a
2048 x 2048 bit binary matrix and a second vector representing a set of 2'° randomly chosen
binary primitive polvnomials of degree 256). 1t is appreciated that quantum-proof PNA objects
314 may exhibit less entropy in some example implementations. 1t 1s apprecialed that PNA objects
314 having less entropy may be used {e.g., as determined by the commmumity owner or any other
party configurating a security platform) For example, a community owner may wish to comply
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with jurisdictional regulations and thusly may use PNA objects {or other genomic data sets) that
exhibit lower levels of entropy, which comes at the cost of overall security but requiring less
storage and processing demands. Tn embodimentis, PNA may be configured to establish specific
relationships between individual ecosysiem members and confirm eligibility for engagement
using a set of genomic processes and related computational methods.

[0163] 1o embodiments, PNA generation for genoroie eligibilitv-svnchronization applications
results i large sets of random data which can be organized as specific binary vectors. In some
embodiments, PNA generation for genomic eligibly-correlation applications may be enabled by
high quality random processes, having controllable entropy. In embodiments, PNA generation for
genomic eligibility- eligibihity~synchronization applications mway be enabled on a specific
mathematical basis, having controllable entropy. Example technigues for generating PNA objects
and confirming eligibility for engagement are discussed in greater deta] throughout the disclosure.
[3164] In embodiments, genonuc comrelation objects 320 may refer to digially generaled
matheroatical objects that enable VDAXs to establish correlation with one another.  In
embodiments, genonuc correlation objects enable link exchange between VD AXs, whereby afirst
VDAX may spawn a link (also referred to as a “link™) that is provided 1o and hosted by a second
VDAX, whereby the link provides instructions that the second VD AX uses to generate VBLS that
only the first cohort can decode {assunung that the link 1s safely held by the second VIAX). In
embodiments, the genonuc correlation objects 310 used in a CG-ESP to confirm link exchange
correlation, which allows two ecosysters components {e.g., enclave VDAX, cohort VBAXS, and
the hike) to establish a specific relationship and engage one another.

[G165] In example implementations of a CG-ESP, the genomic correlation objects 320 of the
community members of a digital ecosystem are implemented as ENA objects 322. In some
embodiments, LNA 15 a core competence on which genomic correlation functions rely. In
eraobodiments, LNA forms the basis by which VD AXs establish correlation with one another. The
entropy that LNA objects 322 exhibits is critical in terms of the quality of correlation. The non-
recurring correlation atiributes that may be derived from specific computationally complex
genomic functions. In some implementations of a CG-ESP, LNA may be generated {e.g., by an
ecosystem VIDAX) for genonuc correlation applications in large sets of random data. In some
embodiments, LNA objects 322 are implemented as binary vectors, bit matrices, or other suitable
structures. In embodiments, LNA objects 322 are configured to exhibit configurable eniropy,
such that the level of entropy which an LNA object exhibits may be a factor 1o the overall degree
of the correlation. In embodiments, LNA generation may be performed by high-quality random

processes, having controllable eniropv. In some embodiments, ENA genevation for genomic
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correlation applications may be enabled on a specific mathematical basis, having controllable
entropy. In emsbodiments, LNA may be generated im accordance with a wide range of information
theory-facilitaied complex functions.  In embodiments, these wmformation theory-facilitate
functions may be cypher-based, cipherless, or hybrid computationally complex functions.

101661 In embodiments, a pair of VI3AXs can engage in di~svmmetric hink exchange and/or one-
way link exchange based on their comumon LNA {e.g., both VIDAXs were assigned their respective
LNA from the same progentior). In embodiments, a first VBAX may modify iis LNA object and
may encode genomic regulation nstructions ("GRI”) based on the modified LNA, such that the
second cohort is the only other VDBAX that able to decode the mapped GRIL In embodiments, GRI
may include data {e.g.. one or more values) and mstructions mdicating a manner by which the data
is used to differentiate the pair of VIIAXs for data exchange. In embodiments, the GRI may be
used to modifv a differentiation object, such that the data included in the GRI may include a
differentiation value (e.g., embodied as a binary vector) that is used as an input parameter to an
wmformation theory-faciitated computationally coroplex function that modifies the genomic
differentiation object based on the differentiation value. In some embodiments, the GRI may
meclude a sequence modification value that 15 used during the sequence mapping process. n these
ernbodiments, the sequence mapping process may be used as an input parameter to an information
theory-facilitated computationally complex function that modifies a sequence into an mtermediate
value based on the differentiation value, such that the intermediate value and & modified
differentiation object are used as input values into an mformation theory-facilitated
computationally complex function that cutpuis a genomic engagement value corresponding to the
original sequence.

[6167] It is appreciated that encoding the genomic regulation instructions based on the modified
LNA may include intermediate operations. For example, i some implersentations of CG-ESP, a
YVDAX may be configured o determine a mapping sequence, map the mapping sequence into the
modified LNA using a computationally complex function, and encode the GRI based on the
genomic engagement factor. In these example implementations, the VDAX may provide the fink
to the other VDAX, such that the other VDAX can successfully decode the encoded GRI if the
other VDIAX possesses highly correlated LNA. In some implementations of a CG-ESP, the LNA
objects of the VDAXs may be highly correlated if they are identical or otherwise sufficiently
correlated. In some embodiments, link exchange 18 a one-time process, such that link exchange is
only performed once between a pair of cohorts, unless one of the cohorts exphcitly updates us
respective link to modify the GRI. Ouiside of such action, a pawr of cohoris can continue o

exchange data based on the respective links generated by each of the cohorts, even in some
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scenarios where the LNA objects of the respective VDAXs are mutated {e.g., persistently
modified) by or at the instruction of, for example, a progenitor VDAX after successful link
exchange. Examples of genomic operations involving LNA objects 322 are discussed in greater
detail throughout the disclosure, including techniques for generating LNA objects 322, modifying
LNA objects 322, and performing link exchange using LNA objects 322 are discussed in greater
detail throughout the disclosure,

[0168] 1o embodiments of the present disclosure, genomuc dfferentiation objects 330 may refer
to digitally generated mathematical objects that allow a pair of community members (e.g., cohorts)
1o exchange and decode VBLS generated by the pair of community members, provided the pair
of community members have successfully exchanged links and have sufficiently correlated
genomic differentiation objects. In some embodimenis, a first VDAX generates VBLS for a
second VDAX in part by modifying its genomic differentiation object 330 i the manner defined
i the genomic regulation instructions {GRI) provided to the first VBAX in alink from the second
VDAX, and decodes VBLS fromn the second cohort i part by modifying #ts genomic
differentiation object 330 in accordance with the GRI that were provided to the second cohort. In
embodiments of the CG-ESP, the first VDAX may map a sequence {(e.g., a private or public
sequence) nto the modified XNA object using a computationally complex function {e.g., cipher-
hased, cipherless, or hybrid computationally complex functions) to oblain a genomic engagement
factor, which may then be used to encode a digital object. Examples of genomic differentiation
objects 330 may include, but are not limited to, XNA 332 objects and ZNA 334 objects.

[3169] In example implementations, the genomuc differentiation objects 330 of the comymunity
members of a digital ecosystem are XINA. In some embodiments, XNA 15 a core competence on
which all genomic differences rely. In these embodiments, XNA forms the basis by which di-
svimmnetric languages (e.g, VBLS) that VDAXs employ to control unique noun-recurring
engagement.  In some embodiments, the unique non-recuiring engagements may be quanfum-
proof. In embodiments, the entropy that XINA exhibits may be critical in terms of the security of
VBLS, where higher entropy provides greater levels of security. In embodiments, the recurring
difference attributes are derived from specific computationally coroplex genomic functions. Tn
embodiments, XNA generation for genomic differentiation applications result in large sets of
randorm data which can be organized as specific binary vectors. in embodiments, XINA generation
for genomic differentiation applications may be performed by high-quality random processes,
having controllable entropy. In sorne embodiments, XNA generation for genonuc differentiation
applications may be enabled on a specific mathematical basis, having controllable entropv. In

embodiments, XNA may be generated in accordance with a wide range of information theorv-
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facilitated complex functions. In embodiments, these mformation theory-facilitated {unctions
may be cypher-based, cipherless, or hvbrid computationally complex functions.

16176] In some embodiments, an XNA object 332 may be umplemented as a binary vector,
matrix, or the like that exhibits configurable entropy. In some embodiments, the entropy which
an XNA object 332 exhibits determines the secarity of the VBLS that 1s generated by a community
member. To embodiments, the XNA that 1s assigned to respective conmyounity roembers {(e.g.,
enclave members) from a progeritor VDAX is either 1dentical and/or otherwise sufficiently
cotrelated. In some embodiments, a first VBDAX generating VBLS for a second VDAX modifies
its XMNA object 332 in accordance with the GRI provided by the second VBAX ina hink. The first
VDAX may then map a sequence {e.g., a public or privaie sequence) that is determinable by the
second VDAX into the modified XNA object 332 to obtain a genomic engagement factor. A
digital object {e.g., a processor instruction, a packet payload, a disk sector, or the like) may then
be encoded using a cipher-based encryption or disambiguation and the genomic engagement factor
to obtain the encoded digital object that is imcluded in a VBLS object. In embodiments, the VBLS
object may further include metadata, such as a sequence that was used to generate the genomic
engagement factor. The VBLS resultant encoded digital object may then be provided to the
second cohort. In these exarople implementations, the second cohort receives a VBLS object and
modifies ity XNA 332 in accordance with the GRI contained in the link that was provided by {or
on behalf of} the second VDA 1o the first VDAX and then maps the sequence into the modified
XNA to recreate the genomic engagement factor. The genomic engagement factor may then be
used to decode the encoded digital object to obtain a decoded digital object using the cipher-based
decrvption or disambiguation that was used to encode the digital object. In these example
implementations, the ability for the VDAXs to both modify their respective XNA objects 332
using the same GRI and determine the genomic engagement factor 1n a defermunistic manner
atlows the first cohort to securely provide the data object to the second VDAX and to potentially
vary the genomic engagement factor for each instance of data exchange (e.g.. every packet, every
sector, every shard, every frame, or the like). In this way, VBLS may provide quantum proot
tevels of security. 1t 15 noted that the foregomng discussion s an exaraple of how XNA or other
genomic differentiation objects may be leveraged in a secure data exchange process.

(6171} In some embodiments, revocation of a commumity member (e.g., a cohort} from a
comimuity {e.g., an enclave) may be achieved by selectively mutating the XNA objects of some
of the community members in the commumnity by a progenitor VDAX. Tt1s noted that “mutating”
an XNA object may refer to providing instructions to a progeny VDAX to persistently modify iis

XNA object or providing a new XNA object to the progeny VDAX. In this way, the mutated XNA

60



10

15

o
]

30

WO 2022/169969 PCT/US2022/015109

is used for subsequent VBLS coding and encoding with respect (0 the particular community. For
example, in some example implementations, an ecosystern VBAX may mutate the XNA of only
the cohorts that are to remaim in an enclave. In this way, cohorts that have been revoked from the
enclave can still attempt to engage with cohorts but will be unable to generate VBLS for or decode
VBLS from cohorts that have a mutated XNA object.  Should the commumity owner (e.g., a
network admanistrator associated with the ecosystem and/or an enclave of the ecosystem) opt to
reinstate the cohort, the enclave VDAX may routate the XNA of the cohort to have sufficiently
correlated XINA with the other community members whose XNA was previcusly mutated, such
that the cohort can then cormnmence exchanging data with other cohorts in the enclave using their
previocushy established links and/or links established m the {uture.

[6172] In example implementations, the genomic differentiation objects 330 of the commmmity
members of a digital ecosystem are ZNA. Tn some embodiments, ZNA is a core competence on
which all executable isolation components genomic differences rely. In these embodiments, ZNA
forms the basts by which unique, non~recurring (potentially quantum proofl) executable binaries
are controlied. EIC recurnng transformations may be derived from specific computationally
complex genomic functions. In embodiments, ZNA generation for genomic differentiation
applications result in large sets of random data which can be orgarized as specific binary vectors.
In embodiments, ZNA generation for genomic differentiation applications may be performed by
high-qualitv random processes, having controliable entropy. In some embodiments, ZNA
generation for genomic differentiation applications may be enabled on a specific mathematical
basis, having controllable entropyv. In embodiments, ZNA may be generated 1o accordance with
a wide range of information theory-facilitated complex functions. In embodiments, these
information theory-facilitated functions may be c¢ypher-based, cipherless, or hvbnd
computationally complex functions.

161731  Insome embodiments, a ZNA object 334 roay be implemented as a binary vector, matriy,
or the like, whereby ZINA objects 334 exhibit configurable entropy. In some embodiments, ZNA
may be structurally similar to XNA but is used in execwtable ecosvstems. In embodiments, ZNA
may be used {o generate VBLS that s exchanged between components of an execuiable
ecosystem. In some embodiments, the entropy which an ZNA object 334 exhibiis determines the
security of the VBLS that is generated by a community member. In embodiments, the ZNA that
is assigned to respective comumunity members {e.g., device components from a progentior VDAX
is either identical and/or otherwise sufficiently correlated. In some embodiments, a first VDAX
{e.g.. a first EIC) generating VBLS for a second VIDAX (e g, a second EIC) modifies 1is ZNA
object 334 in accordance with the GRI provided by the second VD AX in alink. The first VDAX
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may then map a sequence {e.g., a public or private sequence) that is determinable by the second
VDAX into the modified ZNA object 334 to obtain a genomic engagement factor. A digital object
{e.g.. a processor mstruction, a disk sector, or the hke) roay then be encoded using a complex
function and the genomic engagement factor to obtain the encoded digital object that 1s included
m a VBLS object. In embodiments, a VBLS object may {urther include metadata, such as a
sequence that was used o generate the genonue engagerment factor. The VBLS resultant encoded
digital object may then be provided to the second VDAX. In these example troplementations, the
second VD AX raceives a VBLS object and modifies its ZNA object 334 in accordance with the
GRI contamned in the hink that was provided on behalf of the second VDAX (o the first VDAX
and maps the sequence into the modified ZNA object 334 to recreate the genomic engagement
factor. The genomic engagement factor may then be used to decode the encoded digital object to
obtain a decoded digital object using the inverse of the two-way funciion that was used 1o encode
the digital object. In these example mplementations, the ability for the VDAXS {o both modity
their respective ZNA objects 334 using the same GRI and determine the genomic engagernent
factor in a deternunisiic manner allows the first cohort to securely provide the data object to the
second VDAX and (o potentially vary the genomic engagemeni factor for each instance of data
exchange {e.g., every packet, every sector, every shard, every {rame, or the like). In this way,
VBLS may provide quantum proof levels of security. It is noted that the foregoing discussion is
an example of how ZNA or other genomic differentiation objects may be leveraged in a secure
data exchange process.

[3174] As can be appreciated from the disclosure, the core genomic competences {e.g.,
differentiation and correlation that support CG-ESP processes) rely upon generation (e.g., DNA
generation that may include LNA generation, XINA generation, ZNA generation, UNA generation,
and/or PNA generation), modification {e.g, DMNA wmodification that wmay mnclude LNA
modification, XNA modification, ZNA modification, CNA modification, and/or PNA
mwodification), and allocation {(e.g, DNA allocation that may include LNA allocation, XNA
aliocation, ZNA allocation, CNA allocation, and/or PNA allocation} of specific genomic (a.g.,
digital DNA that may include some combination of LNA, XNA, ZNA, CNA, and/or PNA). In
embodiments, these application specific DNA constructions {e.g., some combination of LNA
XNA, CNA, PNA, and/or ZNA) have specific transformations and are critical to the coniroliable
virtualization of differentiation.

16175] In embodirvends, an ecosystern progenitor {e.g., ecosystern VDAX) may routate (e g.,
persistently modifvy the genomic data 300 of some or all of the ecosystem members. In

embodiments, mutation of genomic data 300 may refer to persistent modification or updating of
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a genomic data object. For example, in embodiments, an ecosvstem may mulate the LNA objects
322, XNA objecis 332, CNA objecis 312, and/or PNA objecis 314 of some or all of the ecosystem
members, such that VDAXs will use the mutated genoroie data i place of the previous genomuce
data. 1t is noted that the term “mutation” may be used to refer to modifications to BNA objects
300 that are persistent, as opposed to modification during link exchange or VBLS generation,
which may be transient modification. It 18 noted, however, that modification and mutation may
have similar effects 1o a DNA construction, and that the term “modification” may be used 1o
connection with persistent modifications when context 5o suggesis.

[6176] In embodiments, the LNA objects of community members may be modified {e.g., for
link exchange) and mutated {e.g., persistently modified/updated). As discussed, non-recurring
correlation objects {e.g, LNA} may be derived from specific compuiationally complex genomic
functions, which correlation may involve digital ecosystems having dimension N x M, comprised
of VD AXs having various enclave relationships N x Ma. Such digital ecosystern relationships
may require modification of their correlation attributes, to prevent establishunent of future or
additional ecosystem relationships. Mutation of LNA enables specific {broad and narrow)
redetermination of correlation attributes. In embodiments, LNA genomic constructions may be
tatlored to specific digital ecosystem organizations, which constructions are modifiable. In some
embodiments, LNA random veciors can be uniformly or discrestly (broadly and narrowly})
modified on the basis of specific instructions. LNA modifications preserve the genomic integrnity
of the LNA construction, and its correlation aliributes. In embodiments, VIYAXs in possession of
modified LNA are unable to affect future correlation with VD AXs in possession of non-modified
LNA. In embodiments, LNA may be genomically modified in accordance with a wide range of
Information theory-facilitated crvptographic computationatly  complex functions. In
embodiments, these information theory-facilitated functions may be cypher-based, cipherless, or
hybrid computationally complex functions.

[6177]  In embodiments, the XNA of community members may be mutated (e g.. persistently
modified/updated}). As discussed, non-recurring differentiation objects {e.g, XNA} may be
derived from specific computationally coroplex genomie functions, which differentiation may
mvolve digital ecosystems having dimension N x M, comprised of VIPAXs having various enclave
relationships N x Ma Such digital ecosystem relationships may require modification of their
differentiation atiributes, one of the most challenging problems in security management {e.g.,
relationship revocation). Mutation of XNA enables specific (broad and narrow) redeternunation
of differentiation atiributes, efficiently resolving the relationship revocation challenge. In

embodiments, ANA genomic constructions may be iailored to specific digital ecosystem
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organizations, which constructions are modifiable. In some embodiments, XNA random vectors
can be wniformly or discreetly (broadly and narvowly) modified on the basis of specific
mstructions. XNA modifications preserve the genomic integrity of the XNA construction, and us
correlation atiributes. In embodiments, VDB AXs in possession of mutated XINA are unable to affect
tutare differentiation with VDAX in possession of non~-mutated XNA. In embodiments, XNA may
¢ genomically mutated 1o accordance with a wide range of Information theory-facilitaied
cryptographic computationally complex functions. In embodiments, these mformation theory-
factlitated functions may be cypher-based, cipherless, or hyvbrid computationally complex
functions.
16178] In embodirvends, the CNA objects 312 of commumity members may be nutated {(e.g.,
persistently modified/updated). As discussed, non-recurring eligibility objects {e.g.. CNA or
PNA) way be derived from specific computationally complex genomic functions, which
modification mway involve digital ecosystems having dimension N x M, comprised of VDAXs
having vartous enclave relationships N x Ma. Such digital ecosystem relationships may require
modification of their differentiation atiributes, one of the most challenging problems in security
management {e.g., relationship revocation}). Modification of VDAX ecosystem eligibility objects
preserves coramon computationally complex genomic funchions. Such digital ecosystem
relationships may require modification of their eligibility objacts, preventing VIDAXs from
establishing future or additional ecosvstern relationships. Mutation of CNA or PNA enables
specific {broad and narrow) redetermination of eligibility objects.
[0179] lv embodiments, CNA genomic constructions may be tailored to specific digital
ecosystem organizations, which constructions are modifiable. In some embodiments, CNA
random vectors can be uniformly or discreetly (broadly and narrowly} modified on the basis of
specific instructions. CNA modifications preserve the genomic integnity of the CNA construction,
and its eligibility~correlation atiributes. In emboduvents, VDAXSs 1o possession of nutated CNA
are unable fo establish future ehigibility-correlation with VDAXs in non-mutated CNA. In
embodiments, CNA may be genomically mutated in accordance with a wide range of information
theory-facilitated computationally complex functions. Tn embodiments, these mformation theory-
facilitated functions may be cypher-based, cipherless, or hybrid computationally complex
functions.
[618¢] In embodimenis, PNA genomic consiructions may be tailored to specific digital
ecosystern orgarizations, which constructions are modifiable. In some embodiments, PNA
random primitive polynomials can be uniformiy or discreetly (broadly and narrowly} modified on

the basis of specific instructions. PNA modifications preserve the genomic integrity of the PNA
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construction, and its eligibibity -synchronization attributes. In embodiments, VBAXs in possession
of mutated PNA are unable {o establish future eligibilityv-synchronization with VDAXs 0 non-
mutated PNA. In erobodiments, PNA may be genonucally mutated in accordance with a wide
range of information theorv-facilitated computationally complex functions.

[318%] In embodiments, an ecosystem progenitor (e.g., an ecosystem VD AKX may allocate DNA

to community members {e.g., enclaves, cohorts, and the hike).

In embodiments, each of the
specific DNA constructions has unique genonuc relationships. LNA provides for correlation,
XNA for differentiation, CNA for engagement-integrity, and PNA for engagement-eligibility. The
overall capabihities facilitated by these constructions derive substantially from the relationship of
their genomic mathematical constructions, and finally their specific VIDAX allocation. These
VDAX relationships may be modified in accordance with the specific modification of the DNA
{e.g, LNA, XNA, CNA, and PNA).

[3182] In embodiments, an ecogvstem progenitor {or a suitable progenitor VBAX) may allocate
LNA to commounity roembers. In embodiments, LNA correlation capabilities are germane to all
digital ecosystems having dimension N x M, comprised of VBDAXs, which may also have various
enclave and cohort relationships N x Ma. In embodiments, LNA genomic based constructions are
allocated to specific digital ecosystern VDAXs {e.g., ecosvstem VDAX, enclave VDAX, cohort
VYDAX, and/or dependent VDAX), and deternune their related correlation capabilities. In
embodiments, LNA allocation preserves the genomic integrity of the LNA construction, and s
correlation aitributes. In embodiments, VBAXs {e g, ecosystern VDAX, enclave VBAX, cohort
VDAX, and the ike) whose mitial LNA allocation 1s modified are no longer able to affect
correlation with VDBAXs in possession of non-modified LNA may now be able to affect future
correlation with other VDAXS having the same modified LNA allocation. In embodiments, LNA
may be genomically allocated 1 accordance with a wide range of Information theorv-facilitated
computationally complex functions. o embodiments, these mformation theory-facilitated
functions may be cypher-based, cipherless, or hybrid computationally complex fimctions.

[6183] In embodiments, an ecosystem progenitor {or a suitable progenitor VBAX) may allocaie
XNA to conwnunity members. In ernbodiments, XNA differentiation capabilities are germane to
all digital ecosystems having dimension N x M, comprised of VDAXs (2.2., ecosvstem VAKX,
enclave VAKX, cohort VIDAX, and/or dependent VIIAX), which mav also have various enclave
and cohort relationships N x Ma. In embodiments, XNA genomic based constructions are
allocated to specific digital ecosystern VDAXs {e.g., ecosvstem VDAX, enclave VDAX, cohort
VDAX, and/or dependent VIDAX), and determune their related differentiation capabilities. In

embodiments, XNA allocation preserves the genomic integrity of the XINA construction, and its
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differentiation atirtbutes. In some embodiments, VBAX {e.g., ecosystem VDAX, enclave VDAX,
cohort VDAX, and the fike) whose initial XNA allocation is modified are no longer able to affect
differentiation with VDAXs i possession of non-modified XNA may now be able to affect
differentiation with other VDAX having the same modified XNA alocation. In embodiments,
XNA mway be genomically allocated m accordance with a wide range of Information theory-
facilitated computationally complex functions. In embodiments, these mformation theory-
facthitated functions may bhe cypher-based, cipherless, or hybnd computationally coroplex
functions.

[6184] In embodiments, an ecosysiem progenitor (or a suilable progeniior VBAX) may allocate
CNA o communtty mernbers. Tn embodumenis, CNA engagement-integnty capahilities are
germane to all digital ecosystems having dimension N x M, conmprised of VD AXs {e.g, ecosystem
VDAX, enclave VDAX, cohort VRAX, and/or dependent VDBAX), which may also have various
enclave and cohort relationships N x Ma. In ermnbodiments, CNA genomic based consiructions are
allocated to specific digital ecosystem VDAXs (e.g., ecosvstem VIIAX, enclave VDAX, cohort
VDAX, and/or dependent VDAX). In embodiments, these CINA genomic-based constructions
determine their related engagement-integnity capabilities within an ecosvstem. In some
erabodiments, CNA genoroie based constructions allocated to specific digital ecosystern VDAXSs
may also be unique.

[6185] In embodiments, CNA allocation preserves the genomic integrity of the OUNA
construction, and s engagemeni-infegrity atiribuies. In some embodiments, VDAXs (eg.,
ecosystem VIDAX, enclave VDAX, cohort VIDAX, and the like) whose initial CNA allocation is
madified are no longer able to affect engagement-integrity with VB AXs in possession of non-
modified CINA and may now be able to affect engagement-integrity with other VDAX having the
sarne modified CNA allocation. Tn embodiments, CNA may be genomically allocated in
accordance with a wide range of Information theory-facilitated computationally complex
functions. In embodiments, these information theory-facilitated functions may be cypher-based,
cipherless, or hybrid computationally complex functions.

[3186] In embodiments, an ecogystem progenitor {or a suilable progenitor VI3AX) may allocate
PNA 1o community members. In embodiments, PNA engagement-eligibility capabilities are
germane to all digital ecosvstems having dimension N x M, comprised of VB AXs (e g.. ecosystem
VDAX, enclave VDAX, cohort VBAX, and/or dependent VDAX), which may aiso have various
enclave and cobort relationships N x Ma. To embodiments, PNA genonuc based constructions are
allocated to specific digital ecosystem VDAX (e.g.. ecosvstem VDAX enclave VIDAX, cohort

VDAX, and/or dependent VDAX), and determine their related engagement-ehigibility
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capabilities. In embodiments, PNA genomic based constructions allocaied to specific digital
ecosystermn VD AXs may also be unigue.

16187] In ewbodiroents, PNA allocation preserves the genonuc integrity of the PNA
construction, and its engagement-eligibility attributes. VDAX {e g, ecosystem VIXAX, enclave
VDAX, cohort VDAX, and the fike) whose nitial PNA allocation is modified are no longer able
to affect engagement-eligibility with VDAX in possession of non-modified PNA and may now be
able to affect engagement-eligibility with other VD AX having the same modified PNA allocation.
In embodiments, PNA may be genomically aliocated to VBAXSs in accordance with a wide range
of-Information theoryv-facilitated computationally complex functions. Tn embodiments, these
formation  theory-facihitated funchions way be cypher-based, cipherless, or hyvbnd

compitationally complex functions.

LinK EXCHANGE

[G188] As discussed, a pair of sufficiently correlated VDAXs may engage using links. In
embodiments, a main purpose of links is to enable exchange of information necessary for a pair
of VIAXs to perform hagher level computationally complex genomic functions. In ermnbodiments,
the information exchanged in a link is referred to as genomic-engagement-carge {GEC) In
ernbodiments, hink processes may include link spawning, link hosting, and hink updating. Link
spawring roay refer to the generation and transport of a hink by a spawning VDAX. Link hosting
may refer to the acquisition and integration of the information contained in a link by a recipient
VDAX. Link updating may refer to a CG-process where a VBAX may modify the genomic basis
used to engage with another VDAX. The process of link updating may also be referred to as “link
maodification”. In embodiments, the link processes (spawning, hosting, updating) rely upon
specific mformation theory constructions. For exarnple, in emboduments, LNA may beused as a
basis for genomic correiation, UNA may be used as a basis for genomic engagement-integrity,
and PNA may be used as a basis for genomic engagement-eligibility). These DNA constructions
{e.g.. LNA, CNA, and PNA} are apphication specific genoruic constructions, which enable specific

genomic transformation functions that facilitate the link processes. In embodiments, the link

mstances may be configured with Iink module 430 instances that perform these functions. For
example, any VIBAX whose role requives to spawn, host, and/or update hnks may be configured
with such link modules 430 instances, which may define processes for static links and/or dvnamic

hinks.
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[618%] In embodiments, a pair of VBAXs {e.g., a first VBAX and a second VIIAX) that belong
to the same CG-enabled digital ecosystern may spawn and host links without any prior
arrangement. Io these ernbodiments, a VDAX (e.g., a first VBAX) intending to spawn a genonug
tink for reception and use of genomic engagement cargo {GEC) by another VDAX (e.g., second
VDAX) utilizes its CNA to establish engagement-ntegrity with the other VDAX {e.g., second
VDAX) for which the ink was generated. In some emmbodiments, a VDAX {e.g., {irst VBAX)
spawns a genomie Iink for reception and use of the contained GEC by another VDAX {e.g., second
VDAX), whereby the pair of VBAXs (e g. the first and second VEPAXS) may have multiple
genomic Hinks that utlize the same CNA o establish engagement-integrity.

16190]  In embodiments, the VDAX (e.g., fust VDAX) intending to spawn a genomic link for
reception and use of GEC by another VDAX (e.g, second VDAX) may utilize its PNA to establish
engagement-chigibility with the other VDAX for which the link was generated. In some
embodiments, a VDAX {e.g., first VDAX) spawns a genomic link for reception and use of the
contained GEC by another VDAX {e.g., second VDAX), whereby the pair of VDAXs (e.g., the
first and second VI?AXs) may have multiple genomic links that utilize the same PNA to establish
engagement-eligibility. Tt is noted that in some embodiments, the GEC contained in a link may
mclude additional link activation requirements.

16191}  In some embodiments, a spawning VDAX that is spawning a link for transmission and
use {e.g., “link hosting™ by another VDIAX (e ¢, second VDAX) may utilize s LNA to establish
genomic correlation with the other VDAX for which the link was generated. As discussed, LNA~
based genomic processes may enable an entire digital ecosystern {conwnunity) to achieve VDAX
to VDAX correlation based on a single genomic construction {a.g.. LNA). In embodiments, LNA-
based genomic processes enable a VDAX to modity iis respective LNA construction by using
specific computationally complex functions, whereby these LNA-based genomic processes
exploit sub-constructions of genoroic inforroation (e g., LNA-based genomic sub-counstructions).
In embodiments, LNA-based genomic sub-constructions may be utilized o compute unique
transformation information by the link spawning VDAX that may be only reproduced by the link
hosting VDAX, at the same level of entropy as underlying computationally complex genomic
functions. In embodiments, the unique genomic engagement factor is utihized to prepare GEC for
digital transport from the spawning VDAX to the hosting VDAX. In some of these embodiments,
the link hosting VDAX may use the unique genomic engagement factor to decode encoded GRI
contained 10 the GEC. In some embodiments, the umique genomic engagement faclor may be

rendered as muiltiple sub-constructions for application in multiple digital transport channels,
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[6192] In some scenarios, ecosystem correlation 15 not available. In some embodiments, VDAX
authentication may be necessary for link spawning and hosting when ecosystem correlation is not
available. In these ernbodiroents, VDAX authentication roay be accoraplished by use of alternate
genomic sub-constructions to facilitate free-form-correlation (FFC). For example, a scenario may
arise where a pair of VDAXs are in unigue genomue digital ecosystems (which may be referred o
as “republics”).  In some embodiments, these unrelated VDAXs may form a uruque genomic
digital ecosystem (which may be referred (o as a “Tederation™) for specific operations and uses.
In these embodiments, the VDAXsS may spawn links as members of the federation as well as
within their respective republics.

161937  In erobodiroents, ink spawning genomic processes may be carried out in accordance with
a wide range of computationally complex functions which factlitate execution of genomic
functions and processes. In embodiments, these funclions may be cypher-based, cipheriess, or
hybrid compuiationally complex fumctions.

[0194] As mentioned, genomic link hosting (ot “link hosting™) may include acquisition and
mtegration of hnk information by a VDAX {e.¢, a second VDAX), such that a link contains
specific genomic-engagement-cargo (GEC) from another VDAX (g, a first VDBAX) In
erabodiments, hink hosting may be performed in accordance with specific computationally
complex genomic functions. In embodiments, a hosting VDAX (e.g., second VDAX) receives the
wnique transformation information sub-constructions via one or omiltiple digital transport
channels. In embodiments, a hosting VDAX {e.g., a second VDAX) mtending to use (host)
genomic-engagement-cargo (GEC) transported by a link spawned by a spawning VDAX (eg,
first VDAX) may utilize its CNA to establish engagement-integrity with the spawning VDAX In
embodiments, a hosting VDAX (g.g., a second VDAX) intending o use (host) genomic-
engagement-cargo (GEC) transported by a link spawned by a spawning VDAX {e.g., first VBAX)
may utilize its PNA 1o establish engagement-eligibility with the spawning VDAX.

16195] In embodiments, a hosting VIDAX mav leverage its digital ecosystem correlation-
enabling LNA by modifving its LNA using specific computationally complex functions which
explott umique trarsformation nformoation sub-constructions.  In embodiments, LNA based
genomic sub-constructions are wilized to compute unique genomic engagement factor by the link
hosting VDAX, at the same level of entropy as underlying computationally complex genomic
functions. In embodiments, the hosting VDAX (e g., second VDAX) utilizes the unique genomic
engagement {factor to extract the GEC fromn a hink provided by the spawning VDAX (e.g., first

YVDAX). In embodiments, the hosting VIAX {e g, second VDAX) may be required to complete
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additional link activation requirements that are imposed by the spawning VDAX, whereby the
additional hink activation requurements are provided in the GEC.

16196] As discussed, a scenario may arise where a pair of VDAXS are in unique genoric digital
ecosvstems {which may be referred to as “republics™}. In some embodiments, these unrelated
VDAXs mayv form a unigue genomic digital ecosystern (which may be referred to as a
“federation”} for specific operations and may use, as discussed above.

{81871 In ersbodiments, link hosting genomic processes may be carried out in accordance with
a wide range of computationally complex functions. In embodiments, these functions may be
cvpher-based, cipherless, or hvbrid computationally complex functions. In embodiments, these
functions may he necessary to perform the genomic operations.

[6198]  In embodiments, VIDAXs may update links hosted by other VDAXs. For example, to
merease security levels, a VDAX may update a link hosted by another VDAX to decrease the
possibihily that a malicious party may determine or otherwise obtain the hink information (e.g.,
GRD). In these embodiments, a pair of VDAXs (e.g., a first VDAX and a second VDAX) having
previousty completed “link spawning” and “link hosting” protocols, may update one or both hinks,
In this way, a VDAX (e.g., the first VDAX) may modify the genomic basis used to engage with
another VDAX (eg, the second VDAX), and/or vice-versa. In some embodimentis, a new
genomic link spawned by a VDAX (e g, first VDAX) and transmitted for hosting to another
VDAX (e.g. second VDAX) may be used to replace one or more existing hosted links by the
other VBAX with the newly spawned tink, thereby updating the link. In embodiments, a genomic
link spavned link bv a VDAX and transmitted for hosting to another VDAX may be used 1o
maodify portions or all of the GRI data of an existing hosted link.

[619%9] As discussed above, a scenario may arise where a pair of VAKX are in unique genomic
digital ecosystems (which may be referred to as “republics™).  In some embodiments, these
unrelated VDAXs may form a unique genoroie digital ecosystem {or “federation™) for specific
operations and uses. In some of these embodiments, the federation of VDAXs may also update
their links for the specific operations and uses.

[6208] In embodiments, Hink updating genomic processes may be carried out in accordance with
a wide range of computationally complex functions. In embodiments, these functions may be
cvpher-based, cipherless, or hybrnid computationally complex functions, necessary o execute

genomic Rnctions and processes.
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SEQGUENCE MAPPING AND BINARY TRANSFORMATION

[B20%] As discussed throughout the disclosure, sequence mapping and binary transformation are
CG operations that may be performed to form VBLS. In embodiments, sequence mapping may
be performed with public sequences and/or private sequences. In embodimenis, a sequence mayv
refer to a sequence of data {e.g., a sequence of bits). In embodiments, public sequences may refer
to public protocol and format dependent inforroation {e.g., TCP, UDP, TLS, HTTP, H 265, and
the like), while private sequences may refer to private and/or proprictary protocol and format
dependent information. In embodiments, sequences {e.g. public or privale sequences) are
computationally transformed info non-recurring values. While sequences may be broadly
disparate (e.g., protocol independent and having preexisting entropy), seguences are processed in
such a manner that results in values having specific levels of entropy. In embodiments, this
process 15 compaiible with a broad range of protocols and formats and may be nitiated with
different sequences exinbiting respective preexisting entropies. In embodiments, this process may
be perforroed using complex genomic processes and functions that result in genoroic engagement
factor exhibiting specific levels of entropy.

[6202] In embodiments, CG-based security management systems and architectures may require
the use of genomic engagement factors 1o corjunchion with genomic data constructions. In
embodiments, these genomic engagement factors may be derived in part by the use of recurring
data (e.g, ssguences). Prior to the use of sequences in conjunction with genomic data
constructions, sequences are processed so the entropy of the resuliing genomic engagement factors
15 consistenit with that of the genomic construction {e.g., XNA}) This process may be referred o
as “sequence mapping” and its products are called genomic engagement factor. No matter that
sequences may be broadly disparate, resultant genomic engagement factors exhibit a specific level
of entropy. In embodiments, a genomic engagement facior may be produced from the inlegration
of XNA Vectors. In some embodiments, multiple genomic engagement factors may be produced
from a set of XNA vectors. In some embodiments, this process may be critical to the open
architecture application which rely upon specific digital objects transformation, which objects
potentially involve disparate protocols and formats (e.g., TCP, UDP, TLS, HTTP, H.265).

[G203] In some embodiments, broadly disparate external format and protocol resident data,
without modification, 15 used 1o construct sequences. In some embodiments, broadly disparate
external format and protocol resident data, with modification, is used fo consiruct sequences. In
some embodiments, sequences are used i comjunction with specific genomic based data
congtructions to determine unigue vectors exhibiting specific eniropy. In some embodiments,

sequences are mapped in accordance with computationally complex genomic processes and
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functions in conjunction with specific genomic data constructions to derive a specific genomic
engagement factor. In embodiments, sequence mapping resulis in a genomic engagement factors
that exhibit endropy consistent with that of the genomuc data construction, regardless of the
inherent entropy of the sequence. In some embodiments, genomic engagement factors may be
produced from sequence wapping that leverages internal CG-ESP formats and protocols 1o
coryunction with these external formats and protocols. It 1s noted that genomic engagement
factors should be determyned 1 a maoner that cannot be exploited 1o reveal format and protocol
resident data and the genomic based construction {e.g., using computationally complex functions).
[6204] In embodiments, sequence mapping carries out the genomic engagement factor-
generation genomic processes compuied 1 accordance with computationally complex functions.
In embodiments, these functions may be cypher-based, cipherless, or hybrid compuiationally
complex {unctions, by which a sequence {public or privaie) and XNA produce a unigue genomic

engagement factor. Sequence mapping examples are discussed in greater detail below.

HYPER-SCALABILITY

[3205]  In some embodiments, a CG-ESP may implement genomuc processes to facilitate hyper-
scalable correlation. In embodiments, virtual authentication {(e.g, wmque correlation} of
ecosystern, enclave, and cohort engagement relationships may be achieved with hyvper-scalable
correlation. As discussed, hyper-scalability technologies can be used 1o powerfully enhance
ecosyster, enclave, and cohort engagernents that depend on precise and umque correlation. As
discussed, organic ecosvstems {e.g., biological ecosystems) evidence powerful, although
bounded, correlation across species, progeny, and siblings, which is derived from complex bio-
chemical processes. The principles governing these bio~chenucal processes may be reflected by
specific digital genomic constructions facilitated by mformation theory, which exhibit unique
cotrelation across ecosystems, enclaves, and cohorts. In embodiments, digital genomic correlation
is practically unbounded and exhubits specific and user controllable entropy. In embodiments,
genomic eligibility objects {e.g., CNA and/or PNA} and genonuce correlation objects (e.g., LNA)
may be used for digital genomic correlation.

02061 In embodiments, ecosystern VIYAXS may leverage computationally complex genomic
processes to achieve virtual affiliation with enclaves and cohorts. Stmilarky, enclave VDAXs may
use these computationally complex genomic processes to achieve hyper-scalable correlation with
cohorts and cohort VDAXs may use the computationally complex genomic processes o achieve
hyper-scalable correlation with other cohorts. In embodiments, unique hyper-scalable correlation

between ecosystems, enclaves, and cchorts may be modified by computationally complex
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genomic processes. For example, an ecosystern VDAX may modify the LNA for a given enclave,
so as to prevent future link exchange in that particudar enclave for one or more of the enclave
members. In some embodiments, enclave VI3AXs and cohort VDAXs that are constituenis of a
given ecosystem may employ computationally complex genomic processes o correlaie
engagement with enclave VIYAXs and eohort VD AKX that are constituents of other ecosvstems.
For exarmple, 1n some ermmbodiments, two ecosystern VIDAXs may form a denved genomuc data
set from their respective genomic data sets, whereby rerabers of the ecosystern roay use the
derived genomic data {or derivations thereof) to engage across ecosystems. In this way, enclave
VDAXs and cohort VIXAXS are capable of achieving unigue hyper-scalable correlation across
multiple ecosysiems based on computationally complex genomic processes and their respective
genomic data sets. in embodiments, hyper-scalable correlation carries out the genomic processes
computed 1o accordance with a wide range of computationally complex functions, by which PNA,
{NA, and LNA produce unigue genomic engagement factors. These functions may be cipher-
based, cipherless, or hybrid computationally complex functions.

[G207] In some embodiments, a CG-ESP may implement computationally complex processes to
facilitale hyper-scalable differeniiation. In some examples, hyper-scalable differentiation may be
needed or roay be required fo provide umgue affiliation between ecosvstems, enclaves, and
cohorts based on digital network-facilitated relationships. In embodiments, hyper-scalability
echnology can be used to powerfully enhance affiliation of ecosystems, enclaves, and cohorts
that depends on precise and vrugue differentiation. Some example organic ecosystems may show
evidence of powertul, although bounded, differentiation across species, progeny, and siblings that
may be denived from complex bio-chemucal processes. The principles governing these example
bio-chemical processes may be reflected by specific digital genomic constructions govemed by
mformation theory, which may exhibit unique differentiation across ecosysiems, enclaves, and
cohoris. In some examples, this digital genormic differentiation roay be practically unbounded and
may exhibit specific and user controllable entropy.

[6208] There may be various example implementations for applving hyper-scalable
differentiation in ecosystems, enclaves, and/or cohorts. For example, members of CG-enabled
ecosystems may leverage computationally complex genomic processes to achieve hyvper-scalable
differentiation that facilitates unique non-recurring virtual affiliation between ecosystems,
enclaves, and cohorts. In some examples, CG-enabled enclaves leverage computationally complex
genomic processes to achieve hyper-scalable differentiation to facilitate unique non-recurring
virtuagl affiliation between enclaves and cohorts. In some examples, cchorls may use

compuiationally complex genomic processes {o achieve hyper-scalable differentiation that
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facilitate unique non-recurring virtual affiliation between cohorts. In embodiments, unigue hvper-
scalable differentiation between ecosystems, enclaves, and cohoris may be modified by
computationally complex genonuc processes. In some embodiments, the enclaves and cohorts that
are members of a given ecosystem may employ computationally complex genomic processes to
affiliate with enclaves and cohorts that are members of other scosystems. In this way, enclaves
and cohorts may be capable of achieving unigue virtual affiliation across muliiple ecosystems
based on computationally complex genomic processes, according to some embodiments of the
present disclosure. In some examples, hyper-scalable differentiation may carry out genomic
processes computed in accordance with a wide range of cypher-based, cipherless, orhvbrid {e.g.,
cvpher-based and/or ciphertess) computationally complex functions, by which sequences and
XMNA may produce unigue genomic engagement factors that may be used to generate VBLS.
[3209]  Insome embodiments, a CG-ESP may implement genomic processes to facilitate virtual
agility. In some examples, virtual agility may provide umique engagement between ecosvstems,
enclaves, and coborts that may require the abilities to execute hyvper-scalable differentiation and
hyper-scalable correlation at a network {e.g, open systems imerconnection {(O8I)), at software
stack levels, and/or in hardware components. Both network and software engagement traditionally
require creation, negotiation, and roaintenance of session-based protocols. In sorse examples,
these protocols may be computationally expensive and mav limit network and software stack
adoption options. Virtual agility may enhance engagement of ecosvstems, enclaves, and cohorts
by powerfully eliminating at least some of the regquirements for session-based protocols. Virtual
agility may reflect speaiflic digital genomic constructions that may be generated by
computationally complex processes, and which may be practically unbounded and exhibit specific
and user-controliable entropy.

16210} There way be various example implementations for applying virtual agility in
ecosysiems, enclaves, and/or cohorts. For example, virtual agility may be adoptable at a network
stack level, software stack level, and/or hardware level, thereby supporting a large mumber of
ecosystems, enclaves, and/or cohorts. In embodiments, virtual agility may eliminate a requurement
to create, negotiate, and mawmtain session-based protocols for network commumication

engagement, for software application engagement, and/or for hardware component engagement.

VIRTUAL BINARY LANGUAGE SCRIPT (VBLS)
[G211] Insome embodiments, a CG-ESP may implement computationally complex processes to
generate and/or decode VBLS. Ag discussed, a CG-ESP may be configured to perform link

exchange (e.g., link spawning and/or hink hosting) and sequence mapping that may allow for
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digital objecls bearing specific formats and protocols (e.g., packets, sectors, sequences, and
frames} to be computationally transformed into VBLS objects. In embodiments, the VBLS objects
produced by this process may be unique, non-recurring, and/or computationally quantum proof.
in some embodiments, VBLS may be a consummation of genomie information theory-controlied
and facilitated hink, sequence, correlation, differentiation, and agility functions and processes.
Computationally quardum proof VBLS may form the foundation by which specific network,
software, and hardware architectures mav be constructed, whether 1n current or newly developed
deployments.

[6212] There may be various example implemeniations for applying virtual binary language
seript (VBLS) in ecosvstems, enclaves, and/or cohorts. For example, VBLS may allow for control

of wide range and highly flexible complements of relationships of an ecosyvstem, an enclave,

genomic-based architectures. In some examples, VBLS rendered digital objects may be unique,
non-recurring, and computationally quanturn proof, while eliroinating the need for secret key
generation, exchange, and retention. VBLS rendered objects may require de minimis overhead
and bandwidth for engagement of VDAX(s) In some examples, VBLS rendered objects may
exhibit ecosystern, enclave, and/or cohort-directed genomic modifications. In embodiments,
YVBLS applications may be protocol-agnostic {e.g., interoperable with network, software, and/or
hardware solufions). In examples, VBLS may facilitate unigque, non-recurring, and
computationally quantum proof engagements between community members (e.g., ecosystem-fo-
ecosystem, ecosystern-to-enclave, ecosystem-to-cohort, enclave-io-cohort, and/or cohori-io-
cohort engagemenis) based on their unique computationally complex genomic constructions and
processes. In some example embodiments, any VBLS-enabled VD AX may participate in multiple
VBLS relationships with other VDAX(). In these embodiments, a VDAX may form a unigue
relationship with each VDAX. In some embodiments, genomic engagernent factors used to be
generated may be used simultaneously for primary and secondary applications that also require
unique non-recurring values at a specific entropy.

62131 In embodiments, VDDAXs may be configured fo engage in symmetric and/or di-
symmetric VBLS-based engagements. For example, n some embodiments, VBLS-enabled
VIDAX(s) may engage on the bases of link exchange (e g.. spawned and hosted} which may use
genomic link mstructions and genomic constructions that mav be the same, resulting in
synunetric-based engagement. In ernbodiments, VBLS-enabled VIDAXs may engage o di-
symunetric engagement hased on highly correlated genomic constructions {e.g., identical or

otherwise sufficiently correlated XNA}.  In these embodiments, the VBLS-enabled VDAXS
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exchange links contaiming unigque genomic regulation instructions {GRI). In some scenarios,
however, VBLS-enabled VDAXs may engage in svimmetric engagements when link exchange
mvolves identical GRI. For exarople, a CG-ESP may be configured to performo one~way link
exchange, whereby one VDAX may provide GRI that ts used by both VDAXs in a VBLS-
generation process. In this way, VBLS-enabled VD AXSs may engage with other VI3AXs based on
svmometric and/or di-symmetric binary languages without recurring coordination between
VIAXs, In some of these ernbodiroents, VBLS~-enabled VD AX engagement may proceed without
negotiation of a formal session, as their svmmetric or di-svmmetric binary languages

simudtanecusly encapsulate authentication, integrity, and privacy.

VIRTUAL TRUSTED EXECUTION DORMAINS

16214] The rapid expansion of remote network ceniric highly distributed solutions and services
(e.g., remote-cloud and edge-cloud) has created a situation where sensitive binaries are possibly
executed in open or semi-open environments leaving them exposed to untrusted third parties (a.g.,
adversary). Homowmorphic cryptography {cogent processing of daia in encrvpted state), functional
obfuscation (cogent processing of data and application code in encrypied state), and various
frusted execution environments {e.g., physical and software isolation of execwiable code) are
aurrent approaches {o resolving such critical exposure. While these methods may wmprove
markedly, none of these solutions addresses the critical scalability required for broad commercial
application, as each imposes critical performance mpact.

[6215] According to some embodiments of the present disclosure, {G-ESP technology enables
computationally quantum proof, highly efficient, and hyper-scalable virtual trusted executable
domains for processing of data and application code, which may be organized as genomic
ecosystems. In some of these embodiments, virtual trusted execution domam allow unigue
transformation of component resident executable binaries and data, such as Applications {e. g,
API, Libraries, and Threads), Operating Svstem {e.g., Kemnel, Services, Drivers, and Libraries),
and Systero on a Chip {e.g., Processing Units, e.g., Core). Tn erobodiments, CG-ESP Executable
Isclation Components (FiC) facilitate component-hinary-isolation {CBI) necessary for required
transformations. In some embodiments, isolation is enabled by 1) unique genomic correlation
between distributed components belonging to the same ecosystem, and 2} unigue genomic
differentiation with other executable ecosystern coraponents. This correlation and ditferentiation
process forms the basis by which virtual trusted execution domain (VTED} enable highly flexible

and scalable component-binary-isolation (CBI).
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16216] In embodiments, hyper-scalable differentiation enables highly flexible component binary
isolation (CBI) of ecosystems, enclaves, and cohoris. In some of these embodiments, virtual
trusted execution domain (V'TED)} 1selation may be achieved through the shanng of genomuc
components within a VTED and UBI with their VTED ecosvstem VEDAX, thereby establishing a
hierarchical link between these members. In embodiments, a VTED provides functional
replacement of homomorphic crypiography where CBis are held at rest and runtime operations
are undertaken on the encoded binaries and associated data.

[6217] In embodiments, VTED virtual-agility enables highly flexible component-binary-
isolation (CBI) and control of dynamic genomic based architectures. Tn further embodiments,
genomic correlation and differentiation enable the dvnamic genomic based systems to configure
dynamic genonuc network topologies without the requirement to modify physical operating
environments.

[3218] In embodiments, VTED-iransformed executable binaries are umigque, non-recurring, and
computationally quantum proof. In embodiments, this transformation sliminates the requirernent
for secret key generation, exchange, and retention often required by trusted execution environmert
{TEE) technologies. In embodiments, VTED executable binaries are transformed through the
application of genonuc constructions {(for example LN A or ZNA) to bunld transformed executable
binaries.

[6219]  In embodiments, VTED hyper-scalable-correlation, hvper-scalable-differentiation, and
hyper-scalable-agility uniquely enable CBI to operate at de minimis overhead and bandwidth. In
turther embodiments, large numbers of genomic constructions are apphied to vast numbers of CBI
providing for hvper scalability of the VTED ecosystem.

{6226} In embodiments, VIED-enabled CBI for ecosystems, enclaves and cohorts may be
divectly genomically modified without compromise of the binary executable relationships. In
erabodiments, VTED enabled CBI modify binary miormation while the VTED wmaintains the
ability to execute the CBI within s ecosystem.

16221} In embodiments, VTED-enabled CBI may be compatible with known cipher-based and
cipherless computational methods. o further erubodiments, the compatibility of the VIED and
CBI with cipher-based and cipheriess computational methods is maintained by transparent
genomic construction-based transformations.

(6222} In embodiments, a VTED may enable UBI executables that are unique, non-recurring,
and coroputationally quantum proof between specific ecosysterns based on thewr umique

compitationally complex genomic constructions and processes. In further embodiments, the CBI
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construction process applies genomic construciions that do not rely on traditional computationally
expensive operaiions,

162231 In embodiments, a VTED may enable CBI executables to have a number of
characteristics including, unigue, non-recurring, and computationally quantum proof engagements
between specific ecosystems and enclaves. In embodiments, CBI executables extubit these
characteristics based on theur unque computationally coroplex genomuc constructions and
processes. In further ernbodiroents, the VTED applies genomic coustructions to deploy CBI
exacutables that enable quantum proof operations between CBI executables and genomic VTED.
[6224] In embodiments, a VTED may enable CBI executables based on their unigue
computationally complex genoroic constructions and processes. In further emboditoents, in
scenarios where a VTED includes multiple cohorts across multiple enclaves, the VTED may apply
genomic components to enable CBI execulables that may have certain desirable characiensiics
such as being unique, non-recarnng and quantum proof between entities. In further embodiments,
an ecosystern VIDAX can provide for genomic construction-based CBI Licensing models where
mdividual cohorts can have specific features or CBls enabled for operation within their ecosystem,

enclave, or cohort.

CypHERGENICS-ENABLED DHGITAL ECOSYSTEMS ANB ARCHITECTURES

162257 Referrning now to FIG. 6, an example CG-enabled digital ecosystem 600 18 depicted
according to some example embodiments of the present disclosure. It 15 noted that the example
configuration of the CG-enabled digital ecosystem 600 depicted in FIG 6, ncluding the
topography and architecture of the depicted securily platform depicted in the figure, are provided
as anon-houting example and are not intended to limut the scope of the disclosure. Asis discussed
throughout the disclosure, g configuration of CG-ESP may be defined by the commmumity owner
of a digital ecosystermn. When referencing a “comumunity owner”, the term may refer to the entity
that admimstiers, mainiaing, or owns the commnunity, representatives thereof {(g.g., nelwork
admimstrator, CIO, 1T administrator, homeowner, consultant, security expert, artificial

mtelligence software acting on behalf of the comnwmity owner, or any other switable

that 1s used in connection with the CG-enabled ecosystern 600,

[3226] In embodiments, a set of VDAXs (g, VDAXs 608, 610, 612, 614) perform a set of
genomic security functions on behalf of the digital ecosystem 600, It 15 noted that VDAXs may
also be referred to as “CG-security controllers”™ or “security controllers™ In embodiments, the

CG-enabled digital ecosystem 600 includes a set of enclaves 602, and, {or each enclave, a
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respective set of cohorts. 1 is noled that general references to a CG-ESP may be areference to the
configurations of the VBAXs {e.g., ecosystem VDAXS 608, enclave VDAXS 610, cohort VBAXs
612, and/or dependent VDAXs 614) that participate in the digital ecosystemu  In embodiments,
the set of cohorts can include independent cohorts 604, As discussed, independent cohorts 604
may include a collection of one or more devices that operate as an independent entity. Examples
of mdependent cohorts 604 include, but are not himuted to, grids. networks, cloud services,
svstems, computers, appliances, devices, 1oT devices, and the hike. In some embodiments, the set
of cohorts may further include dependent cohorts 606. A dependent cohort 606 may refer o an
mdividual digital entity which i3 enabled by a digital container-based VDAX or for which an
mdependent cohort acts as asurrogate. Exaruples of dependent cohorts include, but are not imited
to, sensors, applications, data, files, databases, media contents, cryvptocurrency, smart coniracts,
and the like. An enclave 604 may be a collection of two or more cohorts {e.g., independent cohorts
604 and/or dependent cohorts 606) having a mutual identity of inlerest.  As discussed, mutual
wentity of interest may be any logical coramonality between the cohorts within an enclave. For
example, a mutual identity of irderest may be a set of devices, servers, documents, applications,
and the like that are used by a business unit within an enterprise organization. In another example,
a mutual identity of interest may be the devices, documents, applications, and the hike belonging
to a single family or user. In another example, a mutual identity of interest may be a set of

autonomous vehicles driving on a particular grid.  In embodiments, the topography of a digital

owner with consideration of these routual identities of mterest. In embodiments, eligihility for
membership into an ecosystem 600 and/or one or more enclaves 602 thereof may be defined by a
commuity owner and membership and revocation thereto may be administered by the community
owner and/or in accordance with a set of one or more rules. It is noted that in some embodiments,
certain CG-enabled digital ecosystems and the respective architectures of the corresponding CG-
ESP may be defined in accordance with a default configuration, such that the conmmunity owner
purchases or otherwise obtains the digital ecosvstem pre-configured with the default
configuration.

[G227] In some embodiments, an ecosystem progenitor {e.g. ecosysiem VDAX 608} is
configured to construct one or more enclaves 602 and may add a respective set of cohorts to each
enclave 602 in accordance with an architecture and configurations defined by the community
owner. In some embodiments, the architecture and configurations relating o a CG-enabled digital
ecosystern 600 may be defined by a CG-ESP (e g, as discussed inn FIG. 4}, In these embodiments,

the VIXAXs that participate in the digital ecosystem 100 may each execute a respective instance
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of the CG-ESP, such that each VIIAX executes a CG-ESP insiance such that the CG-ESP instance
enables a respective VIIAX to perform a respective role with respect to the ecosvstem 600 and to
forra relationships with mitended ecosystem members. For example, the set of VDAXs may
include any suitable combination of an ecosystem VDAX 608 that serves an ecosysiem-level role,
one or more enclave VDAXs 610 that serve enclave level roles, one or more cohort VBAXs 612
that serve cohori-level roles, and/or one or more dependent VDAXs 614 that serve dependent
cohort roles. For exarople, in some exarople iroplementations, an ecosvsiem VIDAX 608 may be
configured {e.g., via a CG-ESP instance) to generate, allocate, and persistently modify the
genomic data of other ecosysterm members, confirm engagement eligibility, exchange hinks, and
generate VBLS, while a cohort VDAX 612 (e.g., via a cohort CG-ESP instance) may not have the
capability to create or allocate genomic data with respect to the ecosystem o other cohorts, but is
configured to confirm engagement eligibility, exchange links, and generate VBLS.

[3228] In embodiments, a VDAX may be implemented as any combination of software,
hardware, fitmware, and/or middleware that perforros a specific set of genomic functions with
respect 1o an ecosystem. 1t is noted that the existence of a dependent cohort 606 depends on at
least one independent cohort {e.g., a file depends on the device on which it 1s stored or an
application mnstance depends on the device on which the application is executed). Thus, n sore
embodiments, a dependent VIDAX 614 of a dependent cohort 606 {e g, a file, a media content, an
application, or the like} may be executed by an independent cohort 604 {e. g, user device, smart
device, gaming device, personal computing device, server, cloud system, or the like) on which the
dependent cohort 606 depends.

[G229] In embodiments, an ecosvsiem VDAX 608 performs security related functions for a
digital ecosvstem and may be considered the “progenitor” of the ecosystem, as an ecosystem
VDAX 608 dogs not require any subsequent interaction with an enclaves or the cohorts of the
enclave after the ecosystem VDAX mutializes assigns an enclave us genomuac data set. It 15 noted
that in embodiments, an ecosystem may be configured to enable independent sub-ecosvsiems and
may inchide multiple lower level VDAXs which have functional ecosvstem-level VDAX
capabilities but are derived from the primary ecosvstern VDAX 608,

0238} In embodiments, an ecosystem VDAX 608 digitally generates respective genomic data
sets for one-time distribution to ecosystem enclaves 602 and/or the cohorts 604, 606 within
respective enclaves 602. While the genomic data objects in a genomic data set may have similar
or identical constructions, mathematical competences, and/or entropy levels, esach serves a
different puwrpose. In embodiments, genomic eligibility objects (eg, CNA or PNA obiects)

provide the core genomic competence by which commumity members {e.g., enclaves or cohorts)
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computationally correlate their mdividual ecosysierny identities. In embodiments, genomic
correlation objects (e.g, LNA objects) provide the competence for member-io-member link
exchange (e.g., ecosystem-to-enclave, enclave-~to-enclave, enclave-to-cohort, cohort-to~cohort,
and/or the like), which controls a member’s ability to establish engagement with another member.
In embodiments, genomuc differentiation objects {(e.g., XNA or ZNA objects) provide the
competency  for VBLS based wmember-to-member  di-syrmumetric  communications.  To
embodiments, the digital-genomic constructions of CNA, PNA, LNA, and XNA are complex and
unique.  In embodiments, CNA, LNA, XNA, and PNA may be derived using complex
mathematical functions.

16231}  According to some erobodiments of the present disclosure, an ecosystem VDAX 608
may generate a genonuc data set that it assigns to #self. The genomic data set may include one
or more different types of genomic data objects. For example, in some embodiments the
ecosystem VDAX may generate a genomuc eligibility object (e.g., a CNA object and/or a PNA
object), a genomic correlation ohject {e.g., an LNA object), and a genomic differentiation object
{e.g, an XNA object or a ZNA object} in accordance with the platform instance requirements
{e.g.. types of genomic object, levels of entropy of each genomic object, and specific algorithms
that are used to generate such genomic data objects). In embodiments, the genomic data set that
is wutially generated by the ecosystem VIAX 608 and assigned to the entire ecosystem 600 may
he the genomic data set from which all the progeny genomic data sets of the digital ecosystem 600
are derived. For purposes of explanation, the genomic data set of the ecosysterm progemior may
be referred to as a “progenitor genomic data set” {or a “progenitor DNA set”). In some
embodiments, the ecosystem VIIAX 60% may initially generate the progenitor genomic data sets,
For instance, the ecosystem VD AX 608 may, for each progenitor genomic data object, generate a
respective binary vector having spectfic dimensionality.

102321 In some embodiments, the ecosystern VDAX 608 may generate a respective progeny
genomic data set for each enclave from the progenitor genomnuc data set. In some embodiments,
the ecosystem VEIAX 608 may modify the progenitor genomic data set using a set of predefined
genomic operations to obtain a progeny genomic daia set {or “enclave data set™) that is then
propagated to a respective enclave. For example, the ecosystem VDAX 608 may modify a
progenitor genomic eligibility object of the progenitor genonnc daia set using computiationally
complex functions to obtain a different enclave genomic eligibility object for each respective
enclave n the ecosystem; modify a progenitor correlation object of the progenttor genomic data
set using computationally complex functions to ohtain a different enclave correlation ohject for

gach respective enclave in the ecosystem; and modify a progenitor differentiation object of the
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progenifor genomie data set using computationally complex functions {o obtain a different enclave
differentiation object for each respective enclave m the ecosvstem.  In embodiments, the
techniques by which different types of genoroic objects are modified may differ as the different
genomic objects may be implemented in different types of data structures and/or may be required
to exhnbit different properties. Different modification techniques are described throughout the
disclosure. It 138 noted that in some implemeniations of a security platform, there may be only a
single enclave. Depending on the various techniques iroplemented in a specific CG-ESP, certain
tvpes of genomic objects {e.g., LNA and XNA) may be highly correlated (e.g., identical or
otherwise sufficiently correlated) some or all enclaves, while other types of genomic objects {e.g.,
CNA or PNA) are unique {0 each respective conwnunity members but still sufficiently correlated.
It 1s noted that even if some types of genomic objects in a progeny genonuc data set are not
modified from the corresponding genomic objects of a progenior genomic data set, the
modification of one or more other portions of the genomic data set and subsequent assignment of
the progeny genonuc data set to a progeny coromurtly member {e. g, enclave or cobort) may also
be referred to as a “derivation”, such that the progeny genomic data set {e.g., enclave genomic
data set or cohort genomic data set) may be said {0 be derived from the progenitor genomic data
set {e.g., the progenitor genomic data set or an enclave genomic data set) even it one or more
genomic objects of the progeny genomic data set were unmodified from the progenitor genonuc
data set.

62331 In embodiments, an enclave VDAX 610 may be configured (o add cohorts o a
corresponding enclave by moduving the enclave genomuc data set of the corresponding enclave
and assigning the resultant progeny genonuc data sets to respective cohorts in the enclave. Insome
embodiments, an enclave VDAX 610 may generate a cohort genomic data set for each new
independent cohort 604 that is being added to an enclave 602, In some embodiments, CG-ESP
may be configured so that an enclave VDAX 610 generates a umque, but highlv correlated,
genonuc eligibility object (e g., CNA} for each independent cohort 604 that is added or to be added
to the corresponding enclave 602, In some of these embodiments, the ecosystem VDBAX 608 or
an enclave VDAX 610 may generate the genomie eligibility object such that anv pair of cohorts
in the enclave have a unigue correlation of genomic eligibility objects. For example, in some
embodiments, each cohort in an enclave 602 is assigned a genomic eligibility object that is
generated based on a genomic ehigibility of object of a progenitor {e.g., ecosystem or enclave},
such that the cohorts are ungue while mamtaining a high level of correlation. In this way, any
pair of cohorts may confirm eligibility to engage with one another basad on the correlation of their

respective genonuc eligibility objects. In some embodiments, members of an enclave (e.g., cohort
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VDAXs) are assigned highly correlated (e.g., identical or otherwise sufficiently correlated)
genomic correlation obiects and genomic differentiation objects. In some embodiments, a pair of
cohorts may authenticate one another based on each cohort’s respective genonuc correlation
object and may differentiate themselves from the other cohorts based on each cohort’s respective
genomic differentiation object. In ersbodiments, the genoric correlation object and the genomic
differentiation object of a cohort roay be separate objects (though they may be similar or identical
m structure).  Alternatively, 1o some emboduments, the genornice correlation object and the
genomic differentiation obiect of a cohort may be the same object.

[6234] While in some embodiments a cohort genomic data set is assigned to only one entity
{e.g., device, docurnent, sensor, or the like), 1t 18 noted that in other embodiments a commurty
owner may allow a cohort’s genomic data set to be cloned to one or more additional community
members. For example, a user may have two devices that they use in connection with their
employment (e g, a deskiop and a laptop computer). The community owner may opt to have
devices in this scenario be assigned identical copies of a genoroie data set. Inthas way, each device
associated with a user may be granted the same access rights with respect 0 a respective enclave
GO2. Tt is noted that in some of these embodiments, each respeciive device with a cloned genomie
data set would st be required to independently contur eligibilty, awthenticate, and/or exchange
links with other cohorts in the enclave 602,

[6235] It is noted that in some embodiments, when a VDAX 1s assigned a genomic data set and
added to the digital ecosystermn 600, the VDAX may also receive configuration data {e.g., as
defined in a CG-ESP instance) as well as other suitable data that may be required to participate in
the ecosystem. Such configuration data may allow the VDAX to use the correct genomic
functions when performing genomic operations such as eligibility correlation, link spawning, link
hosting, sequence mapping, LNA modification, XNA modification, binary object transformation,
and the like. Tn these embodiments, such configuration data allows coromuruty members to
successtully engage and exchange data with other comumunity members. In some embodiments,
a VBAX may also receive genomic commumnity progeny (GCP) data that uniquely identifies a
community member. In these ernbodiments, the GCP roay be used m confuming engageroent
ehgibility of cohorts.

[3236] In some embodiments, a cohort VIDAX 612 may be configured to perform genomic
security operations and processes on behalf of an independent cohort 604, In some embodiments,
a cohort VIDAX 612 facilitates data exchange with sufficiently correlated conmvuunity members
(e.g., other cohorts in an enclave 602). In some of these embodiments, the facilitation of data

exchange with another community members may include confirming engagement eligibility (e g.,
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engagement jntegrity and engagement synchronization) and exchanging hinks with the other

respective commumity member {e.g., with another independent cohort 604} In some
erabodiments, contunmung engagement eligibility and link exchange is a one-time process, such
that once a pair of cohorts have successfully completed this “handshake”, the pair of VDAXs can
exchange data securely for as long as they continue {o share highly correlated (e g, identical or
otherwise sufficiently correlated) differentiation objects. For example, a pair of VDAXs may
wutially confirm engagement eligibility and exchange links and, unless they no longer share the
common differentiation object, the VDAXs can continue to communicate securely for days,
weeks, months, or vears. Once the coborts no tonger share common differentiation objects, they
can atlempt to exchange data, but will be no longer able to decode any encoded digital objects
provided by the other respective cohort,

162371 In embodiments, a pair of VIDAXS engage with ove another via viriual binary language
script (VBLS) that is generated and decoded by the respective VDAXs, As discussed, VBLS may
refer 1o unique, non-recurring (or recurring with infinitesimnal probabilities) binary languages. To
embodiments, individual instances of VBLE may be referred to VBLS objects. In embodiments,
a first VBAX {e.g., cohort VBAX 612 or an enclave VDAX 610} may generate VBLS objects for
asecond VDAX {e g, cobort VI3DAX 612 or anenclave VIDAX 610) based on genonuc regulation
mstructions {GR1} encoded in a link provided to the first VI2AX by the second VIDAX and the
genomic data {e.g., XNA} of the first VDAX. In these embodiments, the second VIDAX may
receive VBLS objects from the first VDAX and may decode the VBLS based on the GRI provided
n the link to the first VDAX and the genonuc data set of the VDAX. In some embodiments, a
VBLS object includes metadata that the second VDAX processes to decode an encoded digital
object that is included in the VBLS object. For example, in some embodiments, a VBLS object
is a data packet that includes packet header and an encoded digital object (e.g., a pavioad}. In some
of these embodiments, the metadata that 1s used to decode the encoded digital object includes a
public sequence or private sequence that appears in ong orf more protocol lavers of the digital
object (e.g., TCP, UDP, TLS, HTTP, H.256, or any other suiiable protocol laver types}).

[3238] In embodiments, the first VDAX may generate a VBLS object corresponding to a digital
object that is to be provided to the second digital object by determuning a genomic engagement
factor based on a sequence {e.g., public or private sequence) and the genomic differentiation object
of the first VDAX, In embodiments, the first VBAX modifies its genomic differentiation object
according to the GRI provided by the second VDAX 1 the hink provided by the second VDAX
and maps a sequence {or a value derived therefrom) contained in the digital object {e.g.. protocol

or format data in the digital object) into the modified genomic differentiation object to obtain the
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genomic engagement factor.  In embodiments, the first VDAX may use a computationally
complex function {e.g., cipher-based function, non-cipher-based fumction, or hybrid function) to
map the sequence mto the modified genomic differentiation object. The first VDAX roay then
encode a digital object (e.g., a packet pavicad, a shard of a file, a video or audio frame, or anv
other suntable type of digital object) using the genomic engagement facior to obtain the encoded
digital object. In embodiments, the first VDAX leverages a computationally complex function
{e.g., encryption function or a disarmbiguation/XOR. {unction} to encode the digital object based
on the genomic engagement factor. The first VDBAX may then provide a VBLS object that
mchudes the metadata (e.g., the sequence} and the encoded digital object to the second VBAX
{e.g., via a network and/or a data bus).

16239 In embodiments, the second VDAX receives the VBLS object and may decode the
encoded digital object in the VBLS object based on the metadata included in the VBLS object and
the genomic differentiation object of the second VBAX. In embodiments, the second VDAX 1s
configured fo extract a sequence from the VBLS object {eg.. a public or private sequence
unencrypted portion of a data packet or data frame). The second VDAX may also modify its
genpomic differentiation object using the GRI contained m the Hink that was provided 1o the first
VDAX (e g, during a link exchange process), such that the second VD AX maps the sequence {or
a value derived therefrom)} into the modified genomic differentiation object using the same
compitationally complex function to obtain a genonnic engagement factor.  Assuming that the
first VDAX and the second VDAX have matching {or sufficiently correlated i some
embodiments} genomic differentiation objects and both use the same jostruchions to modify the
respective genomic differentiation objects, then the same genomic engagement factor will be
produced given the same sequence and the modified genomic differentiation object In
embodiments, the second VDAX leverages a function {e.g, decrypiion function or a
disambiguation/XOR  function) to decode the digital object based on the same genomuc
engagement factor. In this way, the first VDAX and the second VDAX are able to differentiate
themselves in a unigue manner from other community members that share the same genomic
differentiation object, as the other community members not 1n possession of the link provided by
the second VDAX to the first VDAX cannot modify their genomic differentiation object in the
same manner. Thus, the other community members will be unable to generate the genomic
engagement factor even if those community members are configured to execute the same
computationally complex mapping function and are able to determune the public sequence.
Irterfoping or otherwise malicious devices that do not have access to the genonuc data would be

further limited, as such interiopers may be unknowing of one or more of. the computationally
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complex functions used to generate the genomic engagement facior, how o extract the sequences,
or the common genomic differentiation object.  As such, they would be unable to determine the
genomic engagement factor without brute-force methods. Furthermore, as a CG-ESP may be
configured such that a first VD AX calculates a new genomic engagement factor for every digital
object {e.g., every dala packet, shard of a file, video frame, audio frame, or the like), each encoded
VBLS object would require a separate brute force deterroination of the digital object, making the
VBLS generated by the first VDAX for a second VDAX quantum-proof.

[6248] In some embodiments, the metadaia in a VBLS object may further include data integrity
mformation. For example, the data integrity information may be a value that is calculated by the
first VDAX over the plain data and then used as sequence. In this way, the second VDAX may
verify, that the VBLS object was not tampered with.

10241} In embodiments, digital objects may refer to OSI components (eg, level 2.7
components) and/or computer-executable code/instructions. Examples of digital objects inclade
packets, seciors, frames, and sequences. VBLS may refer 1o languages spoken by anenclave ora
cohort to another enclave or cohort that is uniguely understood by the recipient enclave or
cohori—that 13, languages that are only understandable by the recipient enclave or cohort. In this
way, interlopers aimung to include unauthornized cohorts, viruses, and/or malware, cannot generate
or decipher YBLS between authorized cohorts.

162427 It is appreciated that the foregoing discussion is provided for as an example of a CG-

perform different functions and operations and way have different CG-ESP roodules. For
example, different configurations of CG-ESP may use different encryption functions, different
hash functions, different sequence mapping functions, different types of genomic constructions,
or the hike It is further noted that CG-ESPs may be configured for different ecosystems which
may enable different architectures.

[6243] FIGS. 7-12 illustrate different types of digital ecosvsiems and corresponding
archifectures.  Contemporary network capabilities substantially reflect their underlying
deplovment architecture. In embodiments, CG-enabled architectures that enable VBLS usiog
genomic constructions may operate at the bit level and, therefore, may remain interoperable with
the underlying deployment archutecture. VBLS provides unprecedented facility and flexitility to
uniquely tatlor applications for network, software, and/or hardware-centric architectures.
Examples of CG-ESP ecosvstem architectures may include, but are vot lunuted to: directex
architectures that support static ecosvstems, free-form architectures that are configured for

transient ecosystems, spontaneous architectures that support dynamic ecosvstems, ephemeral
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architectures thal support executable ecosysiems, and Interledger architectures that support
affirmation ecosystems.  In emwbodiments, these architectures, which may overlay existing
physical network topologies, evidence genomic constructed topologies. In sorne embodiments,
multiple genomic constructed topologies may exist simultaneouslty and interoperably. For
exarmnple, a computing device may be an executable ecosystem, such that internal components of
the computing device exchange VBLS; at the same tirne, the computing device roay be a member
of a static ecosystem, such that the computing device may engage with other devices in the siatic
ecosysiem using a different set of genomic data.

[6244] Referring to FIG. 7, a directed architecture may be implemented in g static ecosysiem, as
the features of such ecosyvstems and the enclaves and cohorts that participate i these ecosysterns
exhibit a fairly stable configuration. For example. in an enterprise deployment, the majority of
users will use similar devices {e.g., desktops, laptops and mobile devices), email clienis, software
solutions (both cloud-based and locally executed), devices {e.g., printers, IoT devices) and the
like, all of which are unlikelv to change rouch over tirne. These ecosysiems provide relationshup
stability withowt loss or stifling of flexibility. These architectures’ attributes are uniguely extended
and enhanced - such that they may be capable of sianding alone. In some example embodiments,
a provision that may be enabled by static archutectures, as opposed to free-form architectures, may
he the manner by which correlation is executed and managed. In the case of static architectures,
correlation is accomplished on the basis of common genomic constructions, which is provisioned
by a single ecosystem VDAX.

{6248} Iuv embodiments, directed architectures reflect configurations where an ecosystern
VIAX establishes one or more enclaves that exhibit specific genomic correlation and
differentiation. In some of these embodiments, each enclave VDAX may correspondingly
estabhish one or more cohorts, which also exhibit specific genomic correlation and differentiation.
In embodiments, such ecosystem, enclave, and cohorl configuration may be exhubit hierarchical
genomic correlation and differentiation, which may be beneficial in directed architectures. In
embodiments, directed architectures, ecosystem, enclave, and cohort VDAXSs may have multiple
genomic correlations and differentiation attributes.  For example, enclaves 1o dwecied
architectures may propagate both subordinate enclaves and cohorts. In embodiments, different
architectures may be configured to exhibit different correlation properties. For example, directed
architectures may exhibii inherenily common correlation, while free-form architectures may
exhibit arranged common correlation.

16246  In embodiments, genomic correlation and differentiation enable directad architectures to

configure genomic network topologies without the requurement 1o modify physical topology. For
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example, in these embodiments, a community owner may be able 1o control engagement of cohorts
i different enclaves using different LNA and XNA, such that engagement (e.g., via hnk
exchange) between cohorts in different enclaves may be prevented by a coramurty by controlling
the LINA and/or XINA that is provided to different enclave members. Similarly, inthese examples,
the community owner can create new enclaves also by controlling the ENA and XNMNA that are
provided to different cohorts.

0247} 1o emboduments, the genomic topologies enabled by duected architectures mav be
merementally genomically modified. In some of these embodiments, a community owner may
pertodically modify certain genomic consiructions {e.g., XNA and/or LNA) of some or all
ecosystern and/or enclave members for any number of considerations {e.g., securily, removing
cohorts that are no longer, dissolving an enclave, and the like).

~
Ji
i

[3248] FIG 7 illustraies an example of a CG-enabled ecosystern 700 having a directed
archiiecture, whereby the ecosystern 700 1s a static ecosystem. In embodiments, static ecosysiems
melude enclaves and the cohoris that support more traditional deployments to nclude local,
internally managed but distributed, and remote on-demand IT resources and capabilities. Static
ecosystemns require seamiess performance and securilty. These deplovments are often found in
enterprise class organizations and ostitutions, but owing to thewr complexity, security has been a
challenge for small and medium size businesses (SMRB). These implementations tend 1o be
relatively static and centrally managed. For exampie, in a siatic ecosystem a business unit may
mnclude a number of ermployees that are allowed to access (e.g., read, write, and/or edit) a common
set of {iles. Furthermore, employvees may work on special projects {e.g., a product release), and
those emplovees typically are allowed to access another conumon set of files. In some scenarios,
a comumumity owner {e.g., represented by an IT administrator or any other party affiliated with an
enterprise) may define 3 set of policies that define the type of access individual cohorts may be
granted with respect to certain files or folders, one or more enclaves that each cohort belongs to,
the cohorts and/or enclaves that each cohort may digitally engage with (e g., printers, local file
servers, and the like), and/or other suitable policies. As discussed. such policies may be enforced
using genomuc constructions, such as XNA, CNA, PNA, and ENA, which can be used o define
permissible relationships and genomic topologies across the ecosystem.

[3249] In embodiments, a security platform may be implemented as a directed architecture when
the digital ecosysiem 1S a static ecosystem 700, Using a directed architecture, an ecosysiem
VDAX {e.g.. private VDAX 702) defines one or more enclaves 704 corresponding to the static
ecosystern. Inthe example of FI1G. 7, the ecosystern VIPAX has defined N enclaves 704, including

a first enclave 704-1 and an Nth enclave 704-N, in a hierarchical manner {(e.g.. a directed
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architecture). For each enclave 704-1... 704-N, the ecosystem VIXAX 702 can create an enclave
VDAX {which executes an enclave VDAX) for the enclave 704-1 and can assign one or more
cohoris 706 to the enclave 704-1. In this example, the cohorts 706 of the first enclave 704-1 and
the Nih enclave 704-N include workstations, tablets, local data centers, printers, 10T devices,
mobile devices, and the Hike. Tt is noted that in this example, the router in each enclave is not
considered a cohott and does not communicate using VBLS. Rather, each router is a pass-through
device that routes data packets contairung VBLS to cohorts 706 within the enclave 704, within
the ecosysiem 700, and/or to any broader network (e.g., the Internet). In embodiments where the
routers are cohorts, each router may have its own genomic dala set (XNA, LNA, and CNA), and
other coborts 706 within the enclave 704 would communicate with the router using VBLS that
only the router could understand. 1t is appreciated that such decisions are design choices that can
be made by the commumity owner or a provider of the CG-ESP. Tt is further noted that the cloud
facilities 710 1n this example are not enclaves of the ecosysiem 700, In this example, the cloud
facilities 710 host third parly apphications and/or data.  In some example embodiments, the
ecosystem VIDAX 702 of the ecosystem 700 may be configured to negotiate an arrangement with
a VDAX {not shown} of the third party application svstem and/or the cloud facility to obtain
genomic materials that correlate 1o the cohorts of the directed ecosysiem, therehy enabling
authentication, linking. and engagement between the ecosystem and the third party application
systemy/cloud facility. Additionally or altematively, the community owner may decide that certain
third party service providers {e.g., cloud services) may be added 1o the ecosystem as cohorts, such
that the commnunity owner may restrict the thivd party service provider’s access to the ecosystern
to specific uses via LNA and XINA construction. fn this way, the third party service would only
be able to exchange links with other cohorts that have similar LNA {e.g., intended users of the
third party service). Similarly, when the relationship ends with the third party service provider,
the conwnunity owner may revoke the third party service provider via XNA modification.

I6256]  In some embodiments, an enclave VIDAX of an enclave 704 (or the ecosystem VIIAX],
can generate and allocaie genomic materials to the VIDAXs of each cohort 706 in an enclave 704,
In embodiroents, the ecosystem VDAX 702 creates genonue nformation (e.g., XNA, LNA, and
CNA) for each respactive enclave. In response fo receiving its genomic information, an enclave
VIDAX may generate respective genomic intformation for each cohort 706 included in the enclave
704. For example, the enclave VIDAX (or the ecosystem VDAX) may generate CNA that is
allocated to new coborts and/or may provide its LNA and/or XINA to the members of the enclave
704. Depending on the configuration of a CG-ESP and the genonuc constructions thereof, two

cohort VBAXs that have been admutted to an enclave, mayv be required to participate in link
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exchange. Once two cohort VBAXs have participated in link exchange, they may begin {0
exchange VBLS based on the hosted link{s).

[62351] In a dwectled architecture, the ecosystem owner {e.g., via an ecosystern VI3AKX 702) can
manage the security features of enclaves 704 and/or cohoris 706 within the enclaves 704 by
witiating modification of the XNA and/or ENA of a cohort 706 and/or enclave 704, For example,
if a certain erplovee 1s no longer part of a business unit, the eraplovee’s access to certamn resources
(e.g., documents, printers, file svstems, or the like) may be revoked. In emboduments, a VIDAX
can “revoke” access to the cohorts {e g, workstation, mobile device, or the like) of the employee
by initiating a modification of the XINA (and in some scenarios LNA) of the cohorts 706 that will
remnain in the enclave 704 and/or ecosystern 700 without initiating the same XNA modification to
the cohorts 706 corresponding to the removed employee. In another example, if the employee
had access (o a first folder of documenis and a second folder of documents, and the emiployeg™s
access to the {irst folder 15 being revoked but not his or her access to the second folder, the VDAX
can imttiate the modification of the XNA of the second folder and the DNA and ENA of the other
cohorts of the enclave without providing the modification to the cohort{s} of the employee whose
access 1o the second folder has been revoked. In these provided examples, a commumity owner i3
able to control engagernent of cohoris in different enclaves using genomic constructions {e.g.,
LNA and/or XNA).

162521 It is appreciated that the foregoing discussion provides some example implementations
of directed architectures. 11 is appreciated that CG-ESPs can be configured in accordance with
directed architectures 1o other suitable ecosysterms without departing trom the scope of the
disclosure.

[6283] Referring now o FIG 8, free-form architectures feature ecosvstems, enclaves, and
cohorls which are poteniially unrelated. In such ecosystems, the configurations of the enclaves
{e.g.. a limued nurober of users, devices, and the like) are fairly stable, but may change in
accordance as per their mutual identity of interest {e.gz., changes to the ecosystem are less
predictable than in static ecosystems). Thus, free-form architectures may provide refationship
stability without foss or stifling of flexibility. In some embodiments, these architectures” attributes
may be unquely extended and enhanced - such they are capable of standing alone In
embodiments, a provision that may be enabled by free-form architectures, as opposed to Static
Architectures, is the manner by which correlation is executed and managed. In the case of free-
form architectures, conymon genomic correlation cannot be accomplished on the same basis as in
the case of static architectures, such is accomplished by use of alternate genomic sub-constructions

in order to facilitate common genonuc correlation, e.g., free-form.
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16254] In embodiments, free-form architechures may facilitate genomic construction of
application~specific network topologies. For example, in some embodiments, ecosysiem VBAXs
mdependently mitiate unique genonue correlation and/or differentiation constructions (e.g, ENA
and/or XNA). In some embodiments, enclave VBAXs and/or cohort VDAXs in a directed
architecture may acquire their unique genomic correlation constructions directly {e.g., LNA). For
example, the ecosvstem VIIAX may control which cohoris should belong to which enclaves via
genomic construction generation and modification.

[6285] In embodimenis, ecosystem VDAXs in free-form architectures may acquire their unique
genpomic correlation constructions via alternate genomic sub~constructions. In some of these
erobodiments, each ecosystemn VDAX may bave a unigue genorsic construction by which
correlation and differentiation attributes are derived. In some of these embodiments, these derived
aftributes control the genomic topology of an ecosysiem’s enclaves. Tn some of these
embodiments, each enclave (e g., viails enclave VD AX) may have a unique genomic consiruciion
by which correlation and differentiation atiributes are derived, these atinbuies control the genomic
topology of the enclave’s cohorts {e.g., cohort VIDAXs) In embodiments, multiple genomic
constructed topologies, which overlay physical network topologies, may exist simultaneously and
m an interoperable manner. In some embodiments, genonuc-based digital network fopologies are
independent from underlying technologies used to enable physical or logical digital networks. In
these embodiments, genonuc-based digital networks render their topologies, which in some
scenarios, may be solely dependent upon genomic construction-facilitated VBLS.

[0256] FIG. 8 tllustrates an example of a security platform having a free-form archuiecture that
serves an interactive ecosvstem %00. In embodiments, an interactive ecosystem 800 may include
one or more enclaves 804 (&.g., personal residence, home office, small business, or the like} and
each enclave may mclude one or more cohorts 806 {e.g., compuiers, apphances, hubs, media
devices, IoT devices, wearable devices, smart speakers, and the like) that share mutaal identity of
interests, and are capable of interacting with a wide range of network enabled web portals (e.g.,
Facebook, Amaron, banking servers, healthcare servers, and the like) which services and
applications are interactive but require user-controlled security.  An example of an mteractive
ecosysterm 800 may be a home network, a small office network, or the like.

[G257] In afree-form architecture, a cohort 806 within the ecosvstem 800 may be designated as
the VBAX 802 of the ecosystem 800, For example, a user may designate a mobhile device, a
desktop, or a router to act as the VIDAX 802 of the ecosystem 800, Furthermore, via the VDAX
802, a user may define one or more enclaves {e.g, via a user interface}. For example, in some

situations a user mayv define a single enclave 804 {e.g., all devices associated with the user). In
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another example, a user may define different enclaves 804 for different family mewbers, different
device classes, and/or other logical commonalities {e.g., an enclave for the devices used by the
parents, an enclave for devices used by the minors, and an enclave for smart devices, such as
thermosiats, appliances, televisions, speakers, and the like}. In embodiments, the user may define,
via the VDAX 802, one or more setlings {e.g., rules, policies, blacklists, whitelists, and the like)
for enclaves 804 and/or individual devices. These parameters may be used when geperating the
genomic data (e.g, XNA, LNA, CNA and/or PNA) of an enclave 804 or cohort 806, The VIDAX
802 may generate the genomic data for each enclave 804. In some embodiments, the VBAX 802
may also generaie the genomic data for each cohort (independent and dependent). In other
erabodiments, another device may host an enclave VIDAX, whereby the enclave VIDAX generates
the XNA, LNA, PNA and/or CNA of the cohorts 806 in the enclave 804,

[3258] In an mieractive ecosystermn 800, the external sysiems that a cohort 806 may access are
wide ranging. For example, a user way use their workstation or mobile device {0 access web
portals fo siream videos, access social media platforms, visit websites, read erails and messages,
open attachments, and the like. Similarly, the user may have devices in their home that can detect
motion, record audic, capture video, or record sensor measurements or other data relating to the
user or his or her home or office. These devices also access web portals to report data or to
levarage a service of the web portal {e.g., ordering goods, adjusting thermostat, or the hike). In
the former example, the user mav be concemed with privacy and/or malicious software (e.g.,
viruses or malware) being installed on their devices. In the latter example, users may be concerned
with privacy {e.g., who has access to the data captured by their smart devices or unknown
survetllance). In an interactive ecosystem 800, a security platform implemented as a free-form
architecture mitigates these concerns. In some embodiments, the VDAX 802 of the ecosystem
800 may negotiate a secure relationship with a VBAX (not shown) of a portal 810, In some of
these embodiments, the VDAXs of the user and the web portal generate correlated genomic data.
In these embodiments, the VIDAX 802 of the interactive ecosystem may then generaie genonuc
data for a cohort (e g., by way of the cohort’s VDAX) that attempis o access the web portal 810,
When the cohort 806 atteropts to access the web portal, the cohort 806 and the web portal 810
generate and exchange engagement information that allows the pair of corresponding VDAXs to
confirm eligimlity-integrity and/or synchronization and ultimately exchange links. Once the web
portal 810 and the cohort 806 have spawned and exchanged links, the cohort 806 and the web
portal 810 may respectively host the other party’s ink. The cohort 806 may use the link spawned
and hosted by the web portal 810 to generate VBLS that is sent to the web portal 810, and the web

porial 810 may use the link spawned by the cohort 806 1o generate VBLS that is sent {6 the cohort
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806. The foregoing example s bul a single example of a free-form architecture, and other
immplementations are within the scope of the disclosure.

102591 Referrning now to FIG 9, a spontaneous architecture roay be mmplemented to support
applications and services subject to highly dynamic changes in metric (. g., time, data, condition,
demand, coordinate, action, relative position, and event) states. For example, an avtonomous car
management system may manage an ecosystemn of antonomous vehicles moving throughout a grid
of control where the grid of control s dynamically controlled based ou the traffic sttuation on the
road. In embodiments, this grid topology may be dynamically reconfigured to enable the support
of highly dynamic changes in environment and state. In a further example, the spontanecus
architecture may provide for an air traflic control system or a malitary theater ot swarm of drones
where the cohorts are constantly changing and may have highly dynamic security responses 1o the
environment. In embodiments, the spontaneous topology can change by aliering the DNA i
response io stivational evenis. To respond o these situational evenis modified DNA may be
dynamically distributed to duferent cohorts or groups.

[G2608] In embodiments, such architectures—spontaneous architectures—-may benefit from
complete and/or real time reconstruction of their network topologies to address specific control
parameier such as meinc states or operator preference(s). In certain situations, network
architectures are required to address an additional challenge in that they are incapable of
supporting highly dynamic changes in metrics and the variely of their possible state In
embodiments, a sponianeocus architeciure addresses these highly dynamic changes i metrics
allowing for support of emerging ultra-bandwidth applications or artificial ntelligence portals.
Further examples of applications of spontaneous architectures may include military theaters,
management of electrical power grids or highly distributed financial trading systems.

[626%] In embodiments, ecosystem VDAXs may construct and control genomic network
topologies that support apphications requiring dynamic state atiributes. In embodiments, an
ecosystem VIIAX may be able to control engagement of cohorts i an ecosystem using different
genomic construciions {(for example, LNA and XWNA), such that engagement {(eg, via link
exchange) beiween cohorts in the ecosystem may be enabled, prevented, and/or revoked by a
community owner by countrolling the LNA and/or XNA that 1s provided to different members.
Similarly, in these examples. the ecosystem VD AX can alter the dynamic network topology of the
ecosystem by controlling the LNA and XNA that are provided to different cohorts.

102621  In embodiments, enclave VIDAXs can be configured to control respective portions of an
ecosystem’s genomic network topology, whereby an enclave VIDAX is responsible for specific

VDAX-designated functions and processes with respact to the enclave VDIAX s portion of the
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genomic nefwork topology. In further embodiments, genomic correlation and differentiation
enable the enclave VDAXs to configure dynamic genomic network topologies without the
requirernent to modify physical topology. For example, in these embodiments, the Enclave
VDAXs may be able to control engagement of cohorts in different enclaves using different
genomic consiruciions (for example, LNA and XNA), such that engagement {¢g, via hink
exchange) between cohorls in different enclaves may be dynamucally enabled or prevented or
revated by an enclave VDAX by controlling the LNA and/or XNA that 1s provided to different
enclave members. Simularly, in these examples, the enclave VDAXSs can create new dynamic
spontaneous enclaves also by controlling the genomic constructions {e.g., LNA and XNA) that
are provided 1o different cohorts. In some embodiments, cohort VDAXS may control respective
portions of the ecosystem genomic network topology. In these embodiments, a cohort VDAX
may be responsible for performing specific functions for a respective portion of the genomic
network topology as designated by an Ecosystemy VDAX and/or enclave VBAX. In further
embodiments, cohort VIDAXs performing such funchions may enable spontaneous architectures
by configuring dynamic genomic network topologies without the requirement to modily a physical
network topology. For example, in these embodiments, a cohort VDAX may be able to control
engagement of VDAXs for a designated portion of a genommc vetwork topology using different
genomic constructions {for example, LNA and XNA), such that engagement (e.g, via link
exchange) between VDAXs in the designated portion mayv be dynamically enabled, prevented,
and/or revoked by a designated cohort VBAX by selectively modifving the LNA and/or XINA of
those VDAXS.

[3263] In embodiments, various types of inferactions {eg. ecogsvsiem VDAX-io-enclave
VDAX, enclave VBAX-to-cohort VDAX, ecosystemn VDAX-o-cohort VDBAX, and/or cohort
VDAXo-cohort VBAX interactions) may be controlled by specific genomic consiructions {e.g.,
CNA, PNA, LNA and XNA) deternined by the ecosystern VDAX. For example, in these
embodiments, an ecosvstem VIIAX may control engagement between VDAXs corresponding (o
respective portions of a genomic network topology by dynamically modifying portions of some
or all of the genomic constructions {e.g., LNA or XNA) of ecosystem, enclaves, and/or cohort
VIDAXs in the respective portion of the genomic network topology. In this way, VIDAXs can be
added, prevented, and/or revoked from different portions of the genomic network topology via
their respective genomic constructions. For example, in some embodiments, an enclave VDAX
that is designated with controlling a respective portion of a genomic network topology can alter
that portion of the genomic network topology by selectively modifying the genomic constructions

of VDAXs that are to be added and/or revoked from the respective portion of the genomic network
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topology. In embodiments, the genomie consiructions {e.g., CNA, PNA, LNA and/or XNA}
responsible for ecosystem, enclave, and cohort engagements may be modified to change the basis
of differentiation and/or correlation, which m turn modifies the genonue network topology. In
some embodiments, such modifications may be effected as part of updating the genomic network
topology {e.g., cohortrevocation). In embodiments, these genomic constructions may be modified
to enable control the engagerment of cohorts i the ecosvsiem using different genomic
constructions (for example, LNA and XNA), such that engagement (e.g., via link exchange)
between members in the ecosvstem may be enabied or prevented or revoked by controliing the
genomic consiruciions. Similarly, in these examples, the ecosvstern CNA, PNA, LNA and/or
XMNA can alier the dyonanuc network topology of the ecosystern by controlling the genommc
congtructions that are provided to different cohorts.

[#264] In embodiments, spontaneous architectures retain their operational infegrity wrespective
of the dynamic frequency of the metric siates they support (for example, time, data, condition,
demand, coordmate, action, or event). For example, in some embodiments, cohorts mav operate
in an environment where the reporting frequency of the metrics can be variable. In these
embodiments, the spontaneous architecture handles these variations in the overall metric data
while mamntaining the overall integrity of the ecosvster.

[6268] FIG 9 illustrates an example of a security platform having a spontaneous architeciure
that serves a dynanuc gcosystem 900, In embodiments, dynanuc ecosystems 900 include enclaves
and thetr cohorts that support applications and services that are subject to highly dynamic changes
n state {ime, daia, conditions, demand, coordinates, actions, et al).  Examples of dynamic
ecosystems 200 include artificial intelligence applications, autonomous vehicle systems, and real-
time supply chain systems. Spontaneous ecosystems 900 often require complete reconstruction
in real fime in response o specific states and or operator preference(s). The security requirements
of these ecosysiems are such that traditional cryptographic protocols are both mcapable of
supporting the dynanic frequency and incompatible with variety of states possibly attended to. In
embodiments, a secwity platform is implemented as a spontansgous architectiwe to serve a
spoutaneous ecosystern 900, These architectures hold great pronuse for the emerging integration
of ultra-bandwidth and artificial mtelligence {Al} portals.

[6266] In a spontaneous architecture, an ecosvstem VIDAX 902 may be configured to
dynamically define enclaves 904 and/or to assign cohorts 906 to one or more enclaves 904 in real
time. fn some of these erobodiments, an Al portal may be leveraged by the VIAX 902 1o define
the enclaves 904 and to assign cohorts 906 thereto. For each cohort 906, the VDAX 902 may

initially eenerate and provide genomic information for the cohort 906, This genonuc information
Ve g g
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may be generated and provided each day, each timne the cohort 906 i3 powered on, or at other
suitable intervals. The genomic information may be correlated with all the other cohorts 906
the ecosystern 900, but without bemg assigned to a particular enclave 904, As the cohort 906
participates in the ecosvstem 900, the VDAX 902 and the Al portal 910 may determine which
enclaves 904 that the cohort 906 belongs to and which enclaves 904 the cohort 906 should be
revoked from.  For each enclave 904 that the cohort 906 belongs to, the VDAX 902 may
cormmunicate modifications 1o the cohort’s XNA and LNA, such that the Al portal 910 may be
able to decipher VBLS generated by cohorts 906 within those enclaves 904, Similarly, for each
enclave 904 that a cohort 906 has been revoked from, the VD AX mav communicate modifications
10 the cohort’s XNA and LNA, such that the cohort 906 may be no longer able to decipher VBLS
generated for remaining cohorts 906 within those enclaves 904, In spontaneous ecosystems, the
VDAX (or mudtiple VDAXs) may manage membership {or the enclaves 904 within the ecosystern
900 m this manner, such that cohorts 906 within a grid 912 mantain a high level of correlation
with other cohorts 906 within the enclave 904, cohaorts 906 that are vo longer within the gnid 912
no longer maintain a high level of correlation.

(62671 In the illustrated example, the spontaneous ecosystern 900 is an autonomous vehicle
environment. In such an environment, velucles may {raverse the roadways of an area {e.g., an
entire citv, state, or the like). Attimes, there may be hundreds of thousands of cars traversing the
roadways and at other imes there may be less vehicles. Each vehicle may be configured 1o report
its sensor data (e g, LIDAR, radar, video, moisture, etc.} t¢ a cloud-based system, such that the
cloud based svstern may maintain state data relating to the roadways (e.g, where there are
vehicles, obstacles, traffic, or the like). The cloud-based system may be configured to report
relevant state data to each vehicle, so as to inform the vehicle of conditions along a route of the
vehicle {or other suitable data, such as mstructions {o particular vehicles). Because gach vehicle
is traveling along its own route and the amount of data collected every second {rom the collection
of vehicles mayv be vast. In the illustrated example, the VDAX 902 and the Al portal facilitate the
reporting of relevant state data to vehicles along the grid using VBLS. In this example, the VDAX
902 may generate a grid corresponding to an area {e.g., a city, a county a state, or the like), where
the grid 912 has cells. The cells may be fixed in size or may be dynamically sized depending on
the amount of traffic on the roadways. Similarly, the cells may be fixed in number or mayv be
dynamically allocated depending on the amount of traffic on the roadways. In some embodiments,
the Al portal determunes the number of cells and/or the sizes of the cells 1n response to the
conditions of the roadways {e.g., how many vehicles are on the roadways, how many vehicles are

traditionally on the roadways at this time, etc.). In embodiments, each cell is considered an enclave
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904 and the cloud-based system may report relevant state data to those vehicles within an enclave
904. In some embodiments, commumication towers {e.g., 5G towers) may host the enclave
VDAXs that communicate with cohorts 906 within an enclave 904, As a vehicle {raverses the
roadways, the vehicle mav exit one cell and enter another. Furthermore, as a vehicle s likely to
go straight, right, or left, the VDAX 902 may assign the vehicle to multiple cells (L., enclaves},
such that a velucle may receive relevant state data of one or rore cells directly ahead of the
vehicle, one or more cells to the right of the vehicle, and one or more cells (o the left of the vehicle.
The VDAX 902 may provide a vehicle with genomic information for each of these enclaves {e.g.,

one or more cells to the night, left, and ahead of the vehicle). For each cell/enclave, the vehicle
{e.g.. a cohort VDAX executing thereon) roay generate a GEC and exchange GEC with the cloud-
hased system to authenticate tiself for the particular cell. Once authenticated, the vehicle and the
cloud-based system may exchange links 1o engage with respect to each cell.  As the vehicle
coltects sensor data, the vehicle may generate VBLS based on the collected sensor data, 1ts XINA,
and the mtormation contained in the link recetved from the cloud-based system. Sunularly, the
cloud-based svstem may. for each cell, broadcast VBLS that1s generated in a VBLS that is specific
1o the cell {e.g., understood by any cohort that 1s assigned {o the enclave). As a vehicle exits a
cell, the VBAX may modify the genetic information of the vehucle for that cell, so that the vehicle
wiil no fonger be able to understand VBLS that corresponds to that cell or to generate VBLS that
corresponds fo that cell.

[3268] Application Ecosystems continue to evolve featuring complex services and processes
which require richer resource avaiability and low latency networks. This is evidenced o part by
the redistribution of processes and reallocation of infrastructure. Applications generally require
sophisticaied 08, OS services are increasingly bifurcated, where those having lesser complexity
and resource requirements are locally hosted (e g, Clignt OS) and those having greater complexity
and resource requirernents are remotely hosted (e.g., Cloud O8). This efficient OS bifurcation has
other profound advantages: proliferation of very low-cost client devices that retamn access to
powerful non-resident capabilities, exceedingly lower cost bandwidth budgets, and free form
distribution and developroent of powerful new applications. These decidedly new and beneficial
applications, like their predecessors, will impose significantly more complex challenges to access
and propriety control.

16269} Referring now to FIG 10, by implementing computationally complex genomic
constructions, CG-ESPs enable methods for umquely transforming engageroent between dilferent
software and hardware components, “Executable Ecosvstems”, e g.; apphications (AP, hibraries,

and threads), operating system {kernel, services, drivers, and libraries}, and System on a Chip
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{processing umits, &.g., core). These Ecosystem components may prosecuie Executable Binaries
collaboratively or independently. In embodiments, the methods may enable specific designation
and organization of such ecosystems and enclaves, and cohorts (independent cohorts and
dependent cohorts} - which best attend their capabilities, limitations, and performance efficiencies
- to form a gnomically consiructed ephemeral archilectures. In embodiments, ephemeral
architectures are capable of transtoroyng executable binaries to VBLS digital objects and resultant
VBLS streams, which exhibit unique genomic differentiation and correlation. In some of these
embodiments, CG-ESPs in ephemeral architectures are capable of computationally complex
genomic construction facilitated engagement with other CG -enabled architectures, such as
directed {(static ecosystems and {ree-form ecosystems) and spontaneous {dynamic state}.

[6276]  In embodiments, ephemeral architectures may provide many benefits, in that many of
thetr attributes exhibit direct correlation with other architectures {(e.g., Directed, and Spontaneous).
Ephemeral architectures, however, consiitule a very different attack surface in that their
components are generally closely coupled and the processes are highly observable and modifiable
prior-to and in-process. Thus virtual variety of such conditions may benefit from VBLS facilitated
dynamic virtaal trasted execution domains.

16271 In embodiments, genomuc correlation and differentiation enable ephemeral architectures,
which may be genomically configured by VDAX to enable Executable Hcosystems {eg.
ecosyvstem VIRAX, enclave VDAXs, cohort VDAXs, and dependent VDAXs) In further
embodiments, and ephemeral architecture based provides for an executable ecosystern where a
VDAX of different hierarchucal levels provides deep knowledge of source allowing for
establishment of trusted components. In a further embodiment, a complex ecosysiem such as an
autonomous vehicle, or spaceship or mobile phone, or webs services architecture, consisiing of a
vast array of components that are each made of further subcormponents, in this example each laver
of ecosystem allows for thewr respective VIDAX and genomic constructions to build a system of
knowledge of source of components. In further embodiments., each component can execute
operations to validate the source and veracity of operation of the sub-components. In this example,
the veracity of operation may be undertaken by genomuc coustruction enabled exchanges with
trusted provisioning sources.

[6272] In embodiments, genomically constructed application-specific executable ecosystems do
not requure modification of their underlying architectural embodiments. In further embodiments,
the underlving architecture remarns unaltered and executable ecosvstems exist as an information

overlay that can provide knowledge of source. In further embodiments, the knowledge of the
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source of the components of the ephemeral architecture may be applied to venify the operational
parameters of the executable ecosysiem.

[6273] In embodiments, an execuiable ecosvstern VDBAX may independently imtiate unique
genomic corrglation constructions. In fuwther embodiments, the correlation constructions may
provide for verification of attrtbution of subcomponents within the Enclave VDAX. In some
embodiments, the correlation construchions may mclude - LNA {genomic comrelation), CNA
{genomic engagement-integrity), and/or PNA {gevomic engagement-eligibility. In thas example,
these consiruciions may enable virtual autheniication.

[6274] In embodiments, an execuiable ecosystern VBAX may independently imitiate unique
genomic differentiation constructions (e.g, ZNA). In some of these embodiments, the executable
ecosystern-imitiated differentiation constructions may be applied to determine what components
are responsible for specific operations within the ecosystern and/or the determunation that the
component is isolated. Tn some embodiments, the differentiation constructions may include ZNA
{genomic code-isolation). In this example, these differentiations may enable virtual affilistion
{6275} In embodiments, executable ecosyvstem VIDAXs may acquire their unigue genomic
correlation constructions divectly. In further erbodiments, the correlation constructions may
provide for verification of attribution of subcomponents within genomice descendent VDAX such
as an enclave VDAX or a cohort VIAX In some embodiments, the correlation constructions may
include LNA {genomic correlation), CNA {(genonuc engagement-integrity ), and/or PN A (genonuc
engagemeni-eligibility. Tn this example, these consiructions may enable virtual anthentication.
{3276} In embodimenis, execuiable enclave VDAXs may acquire thewr unique genomic
differentiation constructions divectly. In further embodiments, the executable enclave-initiated
differentiation constructions may be applied to determine what components are responsible for
specific operational or the determination that the component is aone. In some embodiments, the
differentiation constructions may nclude ZNA (genowmic code-isolation). In this exaruple, these
differentiations may enable virtual affiliation.

162771 In embodiments, execwiable enclave VDAXs may acquire thelr unique genomic
correlation constructions duectly. To further embodiments, the correlation constructions may
provide for verification of atiribution of subcomponents within genomic decedent VAKX such as
a dependent VDAX or a cohort VDAX In some embodiments, the correlation constructions may
include ENA {(genomic correlation), CNA (genomic engagement-integrity}, and/or PNA (genomic
engagement-eligibiity. In this example, these constructions may enable virtual authentication,
16278} In embodiments, executable cohort VIDAXs may acquire their unique genonuc

correlation constructions directly. In further embodiments, the correlation constructions may
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provide for verification of attribution of subcomponents within genonue decedent VDAX such as
a dependent VDAX. In some embodiments, the correlation constructions may include LNA
{genomic correlation), CNA {genonic engagernent-integrity), and/or PNA (genomic engagement-
ehigibility. In this example, these constructions may enable virtual authentication.

[3279] In embodiments, executable cohort VDAX may acquire thelr unigue genomic
differentiation constructions directly. In further embodiments, the Executable Enclave iutiated
differentiation counstructions may be applied to deteronine what compouents are responsible for
specific operational or the determination that the component is isolaied. In some of these
embodiments, the executable ecosystem mitiated differentiation constructions may be applhied to
determine what components are responsible for specific operations within the ecosystem and/or
the determination that the component is isolated. In some embodiments, the differentiation
constructions may include ZNA (genomic code-isolation). In this example, these differentiations
may enable virtual affiliation.

[0288] 1o embodiments, an executable VIDAX (where uorelated VDAX engage) may acquiure
their unique genomic correlation constructions via alternate genomic sub-constructions. In further
ernbodiments, the correlation constructions may provide for venfication of attribution of unrelated
components. In sore embodiments, the correlation constructions may include - LNA {genomuc
correlation}, CNA (genomic engagement-integrity), and/or PNA {genomic engagement-
ehigibility. In this example, these constructions may enable virtual awthentication.

[328%] In embodiments, executable VBAX (where unrelated VD AXs engage) may acquire their
unigue genomic differentiation constructions via alternate genomic sub-constructions. In further
embodiments, the Fxecutable Enclave mitiated differentiation constructions may be apphied fo
determine what components are responsible for specific operational or the determination that the
component is isolated. Tn some of these embodiments, the executable ecosystem-initiated
differentiation constructions may be applied to determine what componeunts are responsible for
specific operations within the ecosystem and/or the determination that the component 1s isolated.
in some embodiments, the differentiation constructions may inciude ZNA {genomic code-
wsolation). To this example, these differentiations roav enable virtual affihation.

[G282] In embodiments, multiple constructed executable genomic topologies may exist
simultanecusly. In some embodiments, these multiple genomic topologies may provide
genomically enabled operations for different architectural functions. In these example
embodiments, the different architectural functions may mclude, venification of source, validation

of operation or validation of payment of license fees.
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[6283] In embodiments, each executable ecosystem has a unique genomic construction by which
correlation and differentiation attributes are derived, these attributes control the genomuc iopology
of its enclaves. In some embodiments, cach executable enclave may have a unigue genomic
construction by which correlation and differentiation atinibutes are derived. whereby these
genomic attribules control the genomic topology of its cohorts. In further embodiments, these
unique congtructions provide for differentiation across species, progeny, and siblings.

[3284] In embodiments, ephemeral archilectures, having various gevomucally constructled
configurations are capable of transforming binary data inic as VBLS based digital objects and or
streams. In embodiments, the ephemeral architecture security platform provides virtual agility. In
erobodiments, VBLS may refer to languages spoken by an enclave or a cohort o another enclave
or cohort that may be uniquely understood by the recipient enclave or cohort—that 15, languages
that are only understandable by the recipient enclave or cohort. In this example, interfopers aiming
to inchude unauthorized cohorts, viruses, and/or malware, cannot produce or decipher VBLS
between authorized cohoris.

[G285] In embodiments, VBLS transformed binary data may be exchanged and prosecuted by
components from two or more different configurations having common genonue correlation and
differentiation. In embodiments, the different configurations provide for state nformation for
Executable Ecosvstem operational parameters. In further embodiments, these different
configurations are each able to operate subject to their state and funciional componentis with
knowledge of assoctated configuration.

[3286] In embodimenis, ephemeral architectures may have a plurality of genomically
constructed configurations, where cerfain components mavbe capable of fransforming exacutable
binartes into Virtual Binary Language Script (VBLS) based digital objects and or streams. In
further embodiments, executable binaries may be transformed inio VBLS digital objects or VBLS
streams, this transformation is accomplished by the application of genomically construcied
configuration components. In further embodiments, transformation is accomplished by applving
genomic sequence mapping and transformations. In embodiments, the sequences, are central to
the computational transformation of digital objects into unigque vou~recurring  genomic
engagement factors. In examples, sequences may be broadly disparate, sequences may require
processing resulting in specific levels of entropy. In embodiments, the sequence mapping may be
compatibie with a broad range of protocols and formats or may be mitiated with objects exhibiting
preexisting entropy, where these objects may be transformed by computationally complex

genomic processes and functions into objects exhibiting specific levels of entropy.
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162877 In embodiments, VBLS transformed executable binaries may be exchanged and
prosecuted by components {rom two or more different configurations having common genomie
correlation and ditfferentiation.

13288} In embodiments, within a specific ephemeral architecture, components may transform
VBLS executable binaries {e.g., proprietary computer application} such that the transformed
executable binary may only be correctly processed by a specific hardware comnponent {e.g., Sol
Core), which components share common genonuc correlanion and differentiation. In further
embodiments, the specific hardware i3 past of a genomic ecosystem and is able to apply genomic
correlation processes 1o enable processing of the VBLS executable binaries.

16289 In embodiments, an ephemeral architecture VDAX resident cornponent may transform
(VBLS) executable binaries {e.g., proprietary computer application} such that the transformed
executable binary way only be correctly processed by another Ephemeral Architecture VDAX
specific hardware component (e.g, SoC Core), which components share common genomic
correlation and differentiation. Tn further embodiments, another Ephemeral Architecture VDAX
may be part of the genonuic ecosystent.

162907 In embodiments, within a specific ephemeral architecture, two or more components may
transform executable binaries (e g., proprietary compuler application) based on unique genonuc
constructions, which constructions are known to ancther component. These transformed binaries
may only be reformed as executable binaries by one of these components and no others. The
reformation and prosecution of the executable binaries occur in-place. In embodiments, the
components are part of the same genomic ecosysiern or genomic enclave.

[G291] In embodiments, within a specific ephemeral architecture, specific componenis may
transform executable binartes (e g, proprietary computer application) based on unigque genomic
constructions, which constructions are known to specific components of another ephemeral
architecture. Transformed binaries originating o one architecture may only be reformed as
executable binaries by specific components of the other architecture. The reformation and
prosecution of the executable biaries occur in-place. In further embodiments, the ephemeral
architectures sharing components are part of the same genoroic ecosystern or genomic enclave. Tn
further embodiments, the components that are sharing transformed executable binaries conduct a
genomic link exchange to provide for knowledge of the source of components. In further
embodiments, the knowledge of source of components is used with further genomic constructions
to establish a trust relationship between coraponents.

162921  In embodiments, within a specific ephemeral architecture, a component VIAX may

transform executable binaries {e.g., proprietary computer application) based on specific unique
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genomic consiructions, which construciions are known only to that component. Such transformed
binaries may only be reformed as executable binaries by this specific component and no other.
The reformation and prosecution of the executable binaries by this specific component occurs n-
place. In embodiments, these component specific transformations apply genomic constructions
based on genomic data known only the component VIDAX associated. Tn further embodiments,
the transformed components can operate 1o a secure way where non coraponent apphied alterations
to the transformed binaries will render the transformed executable binaries inoperable.

[6293] FIG 10 illustrates an example of a secunity platform having an ephemeral architecture

that serves an executable ecosystem 1000, As discussed, an executable ecogsystem 100 may be
any ecosystern that is self-contained, such as a computing device {e.g., a server, a mobile device,
a personal computer, a laptop computer, or the like). In embodiments, an ephemeral architecture
provides a framework for cohorts 1006 to create and decipher VBLS based isolations of
executable code instances, thereby providing a real-time virtual trusted executing domain that is
not subject to 1otelligent external observation. For exarople, ina computing device, enclaves 1004
may include the system-on-chip (S0} of the computing device, the operating system of the
device, and applications. In this example, ecosystem, the independent coborts 1006 of the system-
on-chip enclave may include processor cores, memory devices {e.g., RAM, ROM), and the like.
The mdependent cohorts 1006 of the operating svstem enclave may include a kemel of the
operating svstem, various drivers {network drivers, file system driver, print driver, video driver,
camera driver, dependent “surrogate” cobort, and the like), shared librasies, and the hke. In the
exarmple, the dependent cohorts 1008 of an application may include threads, APIs, files, and the
like In some embodiments, each enclave (8oC, operating system, application) may be assigned
a genomic daia set {e.g, ZNA, ENA, CNA, and/or PNA), which is inherited by the cohoris of
each respective enclave. In embodiments, an ecosysiem VEAX may create an ephemeral enclave
when an application is accessed, whereby the epherneral enclave is created for the cohorts of the
application, the cohorts of the operating system that are implicated by the application, and the
cohorts of the SoC that are called by the operating sysiem in executing the application. In this
exarnple, the cohorts within the ephemeral enclave can authenticate one another, exchange links,
and generate VBLS. At execution time, certain threads of an application may request resources
from the kernel of the operating svstermn. When a certain thread is executed, an independent cohort
VDAX representing the application thread generates VBLS based on the executable code of the
certain thread that requests the resource of the kernel. 1o this scenario, the application thread may
be authenticated by an independent cohort VDAX representing the kerpel (2.2, a kernel VDAX)

using an ecosystem genomic progeny data that was generated using the ecosystem UNA assigned
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o the thread application {and vice-versa). In response, the kernel VDAX and a thread VDAX
representing the thread exchange hinks that were generated using the respective LNA of the kernel
and the application thread. The thread VIDAX may then generate VBLS based on the executable
code mstance(s) requesiing the resource, the ZNA assigned to the application thread, and the link
provided by the kernel VDAX. The thread VDAX provides the VBLS to the kernel VDAX, which
n turn deciphers the VBLS, The kemel VDAX may then wterface with a VIDAX corresponding
to the requesied resource {e.g.. a camera driver {o access a camera of the computing device,
dependent “surrogate” cohort} using VBLS that is only decipherable by the kernel or the requested
FESOUTCe.

162941  In soroe embodiments, dependent applications {as opposed o independent applications)
are not capable of secure VBLS isolation of their internal AP! and thread componenis. However,
both mdependent and dependent applications are capable of secure VBLS inter-process
communication with each other and with authenticated external resources (e.g., operating sysiem,
svstems on chip). To these embodiments, ephemeral enclaves enable secure VBLS isolation of the
kernel and processing cores, ensuring all digital objects on the system bus may only engage with
specific application, operating svstem, and/or SoC cohorts.

162957 FIGS. 11 and 12 iHustrate additional non-limiting exanmples of CG-enabled digital
ecosystems that may be implemented using the teachings of the disclosure. As can be appreciated
multiple genomic network fopologies may be implemented at various levels of these digital

gcosystems.

CYPRERGENICS PROCESSES

62961 Referning back to FIG. 4, a CG-ESP 400 can be configured with a set of modules that
enable an ecosysitem member to participate in a digital ecosystem.  As discussad, the module
configurations of a particular CG-ESP and the genomic constructions that are used in connection
with the particular CG-ESP may vary depending on the type of ecosystern, the purpose of the
ecosystern, the security requiremenis of the ecosystemy the decisions of the commumity owner,
and/or the like. FIGS. 13-24 illustrate example methods that may be implemented by various
modules of a CG-ESP to perform certain Cyphergenics-based processes.  As discussed, in some
wmplersentations of the present disclosure, the roodules of the CG-ESP may be arranged o a
VDAX that may be integrated in a processing device {e.g., as a special-purpose processor/chipset
or a dedicated core of the processing device). Additionally or alternatively, the modules of the
CG-ESP may be embodied as executable instructions that are executed by one or more processing

devices. The followmg example configurations are provided for example only and are not
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mtended to hmit the scope of the disclosure. s appreciated that additional module configurations
may be later developed and implemented in a CG-ESP without departing from the scope of the

disclosure.

GENOMIC BATA GENERATION AND ALLOCATION

162971  In some implementations of a CG-ESP, aroot BNA module 410 of a progenitor VBAX
{e.g., ecosystem VDAX) generales and updates genomic data sets that are assigned to progeny
VDAXs of digital ecosvstem members {eg., enclave VDAXs and/or cohort VDAXs)  Ag
discussed, the genontic data seis may include genonnc ehgibilily objects, genonuc correlation
objects, and genomic differentiation objects. In some implementations, the root BNA module 410
of a progentior VDAX generates 3 primal genomic data set (also referred to as a “primal DNA
set”, “master DNA set”, or “master genoroie data set”™). To some of these iroplementations, the
master BINA set is used by the progenitor VDAX to generate genomic data sets {also referred to
as “DNA sets” or simply “DNA™) for respective members of the digital ecosystem {e.g., enclave
VDAXs and/or cohort VDAXG), whereby the generated genomic data sets are assigned to
respective mernbers of the digital coramumty. To some impleroentations, the master DNA set may
be assigned to the progenitor VDAX {e.g. ecosvsiem VDAX), such that the progenitor VDAX
uses the master DNA set (o engage with the various community mernbers of the digital ecosystern.
In other iroplementations, the progentior VDAX roay generate its genonuc data set from the master
genonmic data set, such that the genomuc data set of the progenitor VDAX is generated in the saroe
manner as the genomic data sets of the other community members of the digital ecosystem.
[3298] In some implementations of a CG-ESP 400, the root BNA modude 410 of a progenitor
VIDAX 1s configured to generate one or roore master eligibility objects {e.g., a master CNA object
and/or a master PN A object), a master correlation object {e.¢., a master LNA object), and a master
differentiation object {e.g., a master XNA object). It is noted that in some implementations, an
EIC module 420 may include a root BNA module 410 that generates genomic data sets that are
used 10 connection with ephermeral architectures. In these impleroentations, genomic data sets
may include differentiation objects {e.g, ZNA objects) as well as any other suitable genomic
constructions {e.g., CNA, PNA, and/or LNA objecis).

[3299] In some example implernentations, the root DNA module 410 (e g, the PNA module 414
and/or the CNA module 412) may dertve one or more unique eligibility objects {e.g., PNA objects
and/or UNA objects) for each ecosysiem member (enclave and/or cohort) of the digiial ecosystem
based on one or more master genomic eligibility objects {e.g., master PNA object and/or master

CNA object). Insome of these implernentations, each ecosvstero merober 15 assigned one or more
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unique genomie eligibility objects (e.g., a umique PNA object and/or a unigue CNA object) that
is/are correlated 1o the respective genomic eligibility objects of each other respective members of
the digital ecosystern. As discussed throughout the disclosure, ecosystem members may use their
respective genomic eligibility objects to confirm engagement eligibility and engagement integrity
with one another during the hnk exchange process.

[B300] In some implementations, the root BDNA module 410 (e.g., the LNA module 416) 15
configured to geverate umgue genorie correlation objects {(e.g.. LNA objects) that are assigned
1o each respective enclave (e.g., which may be assigned to one or more enclave VDAXs that
represent the enclave). As discussed, the genomuic correlation objects enable informed genomic
correlation amongst comununity members. In some implementations, the root DNA module 410
generates a master genomic correlation object (e.g.. a master LNA object} from which the root
DNA module 410 generates one or more genomic correlation objects (e.g., enclave-specific LNA
objecis). In some of these implementations, each enclave is assigned a respective enclave-specific
genomic correlation object, whereby the cohoris of a respective enclave are each assigned and use
the enclave-specific correlation object {or an otherwise sufficiently correlated derivation of the
enclave-specific correlation object) to exchange links with other members (other cohort VDBAXSs
and/or the enclave VDAX) of the enclave.  Additionally or alternatively, an ecosystern-level
genomic correlation object may be assigned to an ecosystem VDA such that any members of
the digital ecosystem may be assigned the ecosystem-level genomic correlation object. In these
uvplersentations, the genomic correlation object may be the master genomic correlation object or
may be a genomic correlation object derived from the master genomic correlation object {e.g., as
discussed below).

[6303] Similarly, the root BDNA module 410 {e.g, the XNA module or FIC module) of a
progenitor VIAX generates unigue differentiation objects {e.g, XNA objects or ZNA objects)
that are assigned to each respective enclave {e.g., which may be assigned o one or more enclave
YVDAXs that reprasent the enclave), whereby the cohorts of each enclave are respectively assigned
and use the enclave-specific differentiation object {or an otherwise sufficiently correlated
derivation of the enclave-specific correlation object) to exchange for unique relationships with
other members (other cohort VDAXs and/or the enclave VDAX) of the enclave. In
implementations, the root DNA module 410 of a progenitor VDAX may be configured to generate
genomic differentiation objects for the ecosystem in the same or similar manner as genomic
correlation objects,

163621 It should be appreciated from this disclosure that the root DNA module 410 may be

configured with different aigorithms to generate correlation objects and/or differentiation objects
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for a digital ecosystern without departing from the scope of the disclosure. FIG. 13 illustrates a
process that may be execuied by a progemitor VBAX (e g., root DNA module 410} to generate
genomic correlation objects and/or gevomic differentiation objects according to  sorse
implementations of the present disclosure. For purposes of explanation, the term genomic data
object may nclude genomic correlation objects and/or genomic differentiation objects. In the
exarple of FIG. 13, the data structure {e g., binary matnix, vector, and/or the like) that embaodies
the master genornic data object may be referred to as “GDX”, while the derived genomic data
objects {e.g., enclave-level genomic correlation objects and/or enclave-level genomic
differentiation objects) may be referred 1o as GDXy, where GDXy 15 the genomic daia object
assigned to the Y™ group (e.g., enclave) of K groups in the digital ecosystem.

163037 At 1310, the root DNA module 410 generates the master genomic data object. As
discussed, the master genomic data object may refer to a master genomic correlation object or a
master genomic differentiation object. Tn implementations, the root DNA module 410 generates a
randora binary nformation data set, GDX {eg., master correlation object and/or roaster
differentiation object), having dimension N. The random binary information data set, GDX, may
have any swtable stracture. In some implementations, the root DNA object is a binary matrix.
16364] At 1312, the root DNA module 410 generates genonuc data objects {e.g., genonmue
correlation objects and/or genomic differentiation objects) for K groups {(e.g, enclaves) of the
digital ecosvstem. In some implementations, the root DNA module 410 derives k additional
binary information data sets, GDX1 & representing unigue genomic ecosystems or englaves,
where each of GDX  x has dimension N and exiubiis the same level of entropy as GD¥X. Table
-1 idlustrates an example process for deriving the K additional binary iformation data sets,

GDX:

Table 1

Number Operation

i Select T primitive binary polynomials of degree P;

2. Modifv GDX by uwsing T prmitive biary
pobvnomuials to derive GO X,

3 Generate k genomuc data objects for K respective
ecosysiem groups;

[B3085]  In the example of Table 1, the root DNA modude 410 may select the T primitive binary

polynomials of degree P, such as T=N/X. The root DN A module 410 may then modify the master
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genomic data object, GDX, using the T primitive binary polvnomials. For example, the root DNA
module 410 may apply the following to modify GDX into GDXy glx)= |+ avect. tap "y,
It is appreciated that the root BNA module 410 mav use other suitable techmigues to modity GDX into
GDXr. The root DNA module 410 may use the transformed master genomic data object, GDXr, to
generate k genomic data objects for K groups.

[B386] In some implementations, the root DNA module 410 may generate a genomic data object
(GDX,) for the y" group of the k groups according to the example process depicted in Table 2 below.
it is noted that the example of Table 2 is shown as being performed as part of the generation of a
genomic data object.  Additionally, in some implementations of the present disclosure, the example
process of Table 2 or variations thereof may be used by the root DN A roodule 410 to modify genonue

data ohjects (e.g., when updating the genomic data objects of an enclave and/or ecosystem).

Table 2

Number Uperation

1. Select an L-bit sequence, Sy;

2. Map S5y into GDXr to obtan a transformation valug,
TVy;

3 Modify GDX using TVy to obtain GDX,.

[6367] In the example of Table 2, the L-bit binary sequence, S.. is a value between 0 and (2*-
1} In some implementations, the number of unigue ecosystems and/or enclaves, k, i1s bounded by
L. The sequence, Sy may be a private sequence, a public sequence, or a randomly generaled
sequence. In some implementations a new sequence, Sy, may be randomly generated for each
group. In this way, each genomic data ohject, GDX,, is generated using a different sequence.
Alternatively, the root DNA module 410 may be configured to select a public or private sequence
from any suitable data source. In these implementations, each genomic data object, GIXX,, 13 still
gencrated using a different sequence, thereby ersuring that each group {e.g. enclave) has a
different genomic data object assigned thereto.

[6308] In some implementations, the mapping step of the example provided in Table Z may be
performed by the sequence mapping module 440, whereby the root DNA module 410 provides
the sequence and GDXr as input to the sequence mapping module 440 and the sequence mapping
module 440 maps the sequence into GI3Xr 1o obtain the transformation value, TVy. In some
implementations, the root DNA module 410 may be configured to map the sequence into the

GDX
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16369]  In somse implementations, the root DNA module 410 may use a cornputational function
{e.g.. acipher, cipherless, or hybrid function) to modity GDX. In some of these implementations,

the computational function receives the master genomic data object, GDX, and the transformation

h

vatlug, TVy, and outputs the genomic data object, GDX,, that is assigned to the v™ group of the
digital ecosysiem. In some implementations, the modification of GDX is performed by the binary
transforroation module 430, whereby the root DNA module 410 jovokes the binary transformation
module 450 when generating a genoroic data object.

16318} In the examples of Tables 1 and 2, the root BNA module may use a wide range of
different configurations (e.g., executable computational methods) to modify GDX using the
primitive polvnoroials, deterroine TVK select 8, map Sx o Ry, and/or transforra GDXr
Furthermore, the examples of Tables 1 and 2 depict & process for generating a genomic data
objecis that are assigned 1o respective groups of an ecosystem. As discussed, an ecosysiem VBAX
and/or an enclave VDAX may be configured to modify the master genomic data object and/or one
or more genomic data objects of one or more groups. For example. an ecosystem VIDAX may
modify a genomic data object of an enclave 50 as to alter the genomuc topology of the enclave
{e.g.. to remove one or more cohoris from the enclave). In some implementations, an ecosystem
YVDAX oran enclave VDAX may modify the genomuc data objects using the processes presented
in Tables | and 2. For example, in modifying a current genomic data object of a particular enclave,
an ecosystem VIPAX or the enclave VDAX representing the enclave may select T tinary
polynomuals of degree P, transform the current genomic data object using the T polynomials,
select an L-bit sequence, map the sequence into the transformed genomic data object 1o obtain a
transformation value, and modify the current genomic data object using the transformation value
to obtain a new genomic data object for the particular enclave. This new genomic data object may
then be provided to the cohorts of the enclave that are to remain in the enclave. In this way, any
cohoris in the enclave that were not provided the new genomuc data object will no longer be able
to engage with the remaining cohorts of the enclave. Simularly, if an unauwthorized VIIAX were
able to obtain a genomic data obiect (e.g., genomic correlation object or genomic differentiation
object) for the ecosystern or an enclave thereof, the ecosystem VDAX or the enclave VDAX may
generate an updated genomic data object and distribute the updated genomic data to the authorized
VIDAXs of the ecosystem or enclave. It is appraciated that the modification of genomic data
objects may be performed using later developed processes as well without departing from the
scope of the disclosure.

[331%] In ceriain scenarios, the genomic data objects {e.g., master genomic data objects and/or

aliocated or unallocated genomic data objects) of a digital ecosystem mav require special
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protection due to the sensitivity of this data. In some implementations, a CG-ESP 400 {e.g., the
root DNA module 410} 15 configured to securely retain genommue data objects {e.g., master genomic
data objects and/or allocated or unallocated genomic data objects of ecosvsiem members) and/or
data used to generate the genomic data objecis. In some of these implementations, the CG-ESP
400 may be configured to store genomic data objects and/or data used to generate the genomic
data objects using a Shamur threshold scheme (also referred to as “Shamut’s Secret Sharing”™). Tn
mmplementations, the Shamir threshold scheme may be adapted to store anv type of genomic data
object {e.g., an LNA object, a UNA object, a PNA object, a XNA object, a ZNA object, or the
like). For example, in the case of a master genomi¢ data object, GDX, that 15 of dimension 4096
x 4096, GDX may be segmented into 2™ 1024-bit sections. For example, the GDX matrix may be
segmentted by generating two sections for each 2% rows of GDX. In this example, each of the
respective 1024-bit sections i3 represented as a 1024-bit polvnomual. A Shamir (5,3) threshold
scherne may then be applied to each of the respective 1024-bit polvnomials (which respectively
represent the segments). In some umplernentations, the Shanur (5,3) threshold scheme ray be
further apphied to store the data used to generate the k genomic data objects that were denved from
GDX. For example, the Shamir {5,3) threshold scheme may be applied to each of the primitive
hinary polynoroials {e.g., sixteen 236-bit prirottive binary polynonuals) that were used to modify
GUOX into GDXr1. Additionally or alternatively, the Shamir (5,3} threshold scheme may be apphied
to each of the Sequences, Sy, that were usad {o generate the group-specific genonuc data objects,
GDXy. For example, if each sequence, 8y, 1s a 256-bit value, then each 256-bit value mway be
represented as a binary polynomual and Shamar (5,3} threshold scheme may be apphied to each of
the binary polynomials. 1t is appreciated that the foregoing are examples of how Shamir Secret
Sharing mayv be applied to store genomic data objects and related data and that the values provided
are for example only. Furthermore, additional or alternative technigues way be developed for
securely sioring the genomuie data objects.

16312} As mentioned, the example process may be implemented in a root DNA module 410 to
generate genomic correlation objects (e.g., ENA objects) and/or genomic differentiation objects
{e.g., XNA or ZNA objects). The example processes may be cipher-based, cipherless, or hybrid.
FIGS. 14 and 15 provide examples of cipher-based and hvbrid generation of LNA objecis. In these
examples, certain values (e.g., dimensions of genomic data objects and other data structures, sizes
of sequences, the numbers of groups, eic.) are defined for purposes of explanation. The values
are provided for example only and may be adjusted to achieve different optimizations and/or

effects,
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ENA GENERATION

[6313] In some implementations of the present disclosure, a rool DNA module 410 may include
an LNA module 416 that 1s configured to generate LN A objects that are assigned to members of
adigital ecosystem. As discussed, the configuration of the LNA modude 416 may be cipher-based,
cipherless, or hybrid.  In some implementations, the process of FIG. 13 may be implemented m
an LNA module 416 to generate genomic correlation objects (e g, LNA objects) For example,
FIGS. 14 and 15 provide exarople methods for generation genoruic correlation objects according
1o some implementations of the present disclosure. In these examples, the LNA module 416 is
configured to generate a master LNA object and to derive a set of k LNA objects. In some
mmplementations, the members {e.g., cohorts) i a respective group have a mutual identity of
interest. In implementations, araspective LN A obiect may be assigned to araspective group (2.2,
enclave or the entire ecosystem} in a digiial ecosystem, such that the commumity members (&g,
cohort VIXAXS) in the respective enclave may use the respective LNA object to exchange links.
In these example configurations, the LNA module 416 1s configured 1o generate LNA objects that
are structured in fixed-size binary matrices {2.2., n x mmatrices). It is appreciated that the binary
matrices may be represented as binary vectors,

16314] As can be appreciated from the disclosure, the configurable properties of a CG-ESP allow
a comimunity owner {e.g., the entity defining the size, structure, security levels, intended use,
and/or membership requirements} to parameterize the LNA module 416 with a maximum mumber
of groups (K}, the dimensions of the LNA object {(g.g., n x my), the size of LNA object zones,
and/or other suitable parameters. Furthermore, as is discussed throughout the present disclosure,
the community owner may define the types and ordering of computational operations that are used
in the LNA object generation process. For example, the community owner may configwre an LNA
modude 416 with specific cipher-based functions {eg., different encryption functions,
disambiguation functions, and/or the like) and/or cipherless functions {e.g.. hash funchions,
parameterized cvelic bit-shift operations, and/or the like) that are used to, for example, generate a
master genomic correlation object and/or modify a genomic correlation object.

[0315]  In discussing the examples of FIGS. 14 and 15, the example LNA objects are described
as 4096 bit x 4096 bit matrices. It 15 appreciated that the LNA objects may be larger or smaller
depending on the type of the digital community, the security requirements of the digital
community, the intended size of the digital community, the purpose of the digital community,
and/or other suttable configurations. For example, the size of the LNA objects may be 9182 bits
X 9182 bits, 1024 bits x1024 bits, 512 bits x 512 bits, 1024 bits x 256 bits, or any other suitable

valug, Furthermore, in this example the maximum number of enclaves, k, for which ENA objects

11



N

10

15

30

WO 2022/169969 PCT/US2022/015109

arg generated is 4096 groups {(enclaves or ecosystems). 1 is appreciated that the value k may be
adjusted in accordance with the needs of the digital community and the cornmunity owner. For
exanmple, larger and/or more coroplex ecosysterns may have hundreds or thousands of enclaves,
while smaller and/or less complex ecosystems may have as litile as ten, five, two, or one enclave.
In some example implementations, the LNA module 416 mav use computationally complex
mathernatical structures, such as binary primitive polvnomials (e.g., of degree 236}, to generate
the k (e.g.. k= 4096} unigue LNA objects of size n x m{e.g., 4096 bits x 4096 bits). While in the
provided examples n is equal to m {e. g, n = 4096 and m = 4096}, il is not required that n equal m.
In implementations, the LNA module 416 may randomly generate a master LNA object (which
may be referred to as “LNA” in the examples below), and may geonerate k different LNA objects
from the master LNA object {where the v LNA object generated from LNA is referred to as
“LNATY for k respective groups of the digital ecosystem.

63161 FIG. 14 below provides an example cipher-based method for generating LNA objects for
a digital ecosysiem according o some example implementations of the present disclosure. It is
appreciated that the LN A module 416 may be configured to generate LNA objects in other suitable
cipher-based manners without departing from the scope of the disclosure.

163177 At 1412, the LNA module 416 generates a master LNA object In example
implementations, the LNA module 416 generates a random binary information data set structured
in a 4096-bit x 4096-bit matrix. In some of these implementations, the random binary information
data set is the master LNA object, where gach row of the master LNA object is organized in a set
of | fixed-length zones (e g.. 16 256-bit zones), such that the i™ row of LNA may be defined as:
{t;1...t: ;) For example, the master LNA object may be defined fori = 1. 4096 and forj = 16,
In this example, the master LNA object may comprise 4096 rows, where each row includes 16
zones that are each 256 bits long. I is appreciated that the foregoing values are provided for
example only.

I6318] At 1414, the LNA module 416 iransforms the master LNA object, LNA, into a
transformed LNA object, LNAT In implementations, the LNA module 416 transforms LNA into
ENAyr using § {e.g., j=16) randomly selected binary primitive polynomials, g, {(x) forh =1 . §.
In some of these implementations, the binary primitive polynomials are each of a specified degree
{e.g. 256-degree binary primitive polynomuals). In these implementations, each respective value
represenied by each respective row ¢; of is transformed 1o a respective modified value, £;{m). In
some of these implementations, each row of LNA may be transformed according to:

t(m) = (et mod o) Hxte mod gt | X" med g X))
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16319] In this example, the foregoing transformation function 1s cipher-based, as the function is
reversable by solving a discrete logarithm problemy It 1s appreciated that the master LNA object
may be transformed in other suitable maoners without departing from the scope of the disclosure.
[63208] At 1416, the LNA moduie 416 generates k LNA objects for k respective groups of a
digital ecosyvstern. In some implementations, the LNA module 416 generates a respective LNA
object for each respective group i a digital community. In some of these implementations, the
LNA module 416 derives the LNA object based on the master LNA object and the transformed
LNA object, INAr. Table 3 defines an example process for generating an LNA object based on
amasier LNA object (denoted as LNA) and a transformed master LNA object (denoted as LNA7T).
In this exaraple, the LNA module 416 may generate a v LNA object for ay™ group (e.g., Group,),

of the digital ecosystem as follows:

Table 3

Nurober Operation

1. Select an L-bit sequence, 8y,

2. Map Sy mnio ENAr to obtain a transformation value,
Ty,

3 Modify LNA using TV v {0 obtain LNAy.

16321}  In an example implementation, the LNA module 416 may select a 256-bit sequence, Sy.
In the example configuration, the value of L 15 256, such that the value of 8, 1s between 0 and
{2~ 1). Depending on the configuration of the LNA module 416, the Sy mav be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be randowly generated {or each group. In this way, each LNA object, LNAy, is generated
using a different sequence. Alternatively, the LNA module 416 may be configurad (o select a
public or private sequence from any switable data sowrce. In these implementations, LNA object,
LNA,, i3 still generated using a different sequence, thereby ensuring that each group (e.g., enclave)
has a different genomic data object assigned thereto.

[3322] In some implementations, the mapping step of the example provided in Table 3 may bhe

performed by the sequence mapping module 440, whereby the LNA wodule 416 provides Sy and

outpuis a transformation value, TV, that is deterouned by mapping the sequence mio LNAr In
some implementations, the LNA module 416 may be configured to determine the transformation
value by mapping the sequence nto the LNAy.

06323} v the example of Table 3, the LNA module 416 executes a cipher-based function fo

modify the master LNA object, LNA, using the transformation value, TV, to oblain an LNA
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object, LNAy, for a respective group of the digital ecosvstern. In exarople tmplementations, the
cipher-based function may be an encryption function or a disambiguation function.  In some of
these implementations, the LNA module 416 is configured to deternine the LNA object by
providing the transformation value and the master LNA object as input to the binary
transformation mwodule 450 when generating a respective LNA object. Alternatively, the LNA
module 416 may be configured {o determine the LNA object, LNA,, by executing a cipher-based
transformation function. Once generated, the progenttor VIXAX mayv assign the LNA object,
LN Ay, to the v™ group (e.g., enclave or ecosystem), whereby the LNA object may be provided to
the members of the group (e.g., cohoris within the enclave or ecosvstem).

[3324] The example of FIG. 14 1s provided for example only. Itis appreciated that a wide range
of different configurations {(e.g.. executable computational methods) may be developed to, for
example, modify the master LNA object in a cipher-based manner, determine a transformation value
TVK select a sequence, map the sequence into the transformed master LNA object, and/or
transform the master LNA object to an LNA object.

[6325] FIG 15 below provides an example hybrid method {e.g., at least one cipher-based
operation and at least one cipherless operations) for generaling LNA objecis for a digital
ecosystem according to some example implementations of the present disclosure. In some
exarmple implementations, the techmiques of FIG. 15 may be implemented in the LNA module
416 to generate LNA objects for a digital ecosystem using a combination of cipher-based and
cipherless functions. In discussing the example implementations of FIG. 15, the LNA module
416 15 described as generating LNA objects of size 4096 bus x 4096 bits. In these example
configurations, the LNA module 416 derives up to k LNA objects {e.g.. k = 4096} for k ditferent
groups from a master LNA object (e.g., “GDX” i Table 2 above). In example implementations,
the cipherless functions may include parameterizable cipherless operations that are
parameterizable using one or more secure modification parameters. In example implementations,
the cipherless operations may be a combination of XOR and cyclic-shift operations, where the
LNA module 416 randomly generates the secure modification parameters to parameterize the
combination of XOR and cychic-shitt operations, example traplementations of which are described
helow.

[6326] At 1512, the LNA module 416 generates a master LNA object In example
implementations, the LNA module 416 generates a random binary information data set structured
i an ¥ yo matrix {e.g., 4096-ht x 4096-bit roattix). Insome of these iroplementations, the random
binary information data set is the master LNA object, where each row of the master LNA object

is organized in aset of nrows [Ry, Ro... Rl In this example, Ri may be the i row of the randomly
& 2
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generated master LNA object and may be defined as {Riy, Riz,.. Rinl, where Ry 18 an individual
bit value of the | column of the i® row. In this exarple, the master LNA object may comprise
4096 rows, where each row includes 16 zones that are each 256 bits long. 1 1s appreciated that
the foregoing values are provided for example only and that the LNA module 416 may be
configured to generate the master LNA object in other suitable manners,

[B327] At 1514, the LNA module 416 iransforms the masier LNA object, LNA, inio a
transforroed LNA object, LNA~T, using a cipherless transformation function. To implementations,
the LNA module 416 transforms LNA into LNAT using a set of secure modification parameters
{(SMP).  In some implementations, the SMP may define a sel of parameters that are used to
parameterize a set of parameterizable operations that are applied to a master LNA object
FExamples of parameterizable operations may include cyclic bit shifting operations, XOR
operations, and/or the like. In these examples, the SMP may defing, for each row of the masier
LNA object, a respective number of bit positions to shift the row 10 a defined direction and/or a
value to XOR the row (e.g., after shifting, before shalting, or in lieu of shifting). For exarople, the
SMP; may define the secure modification parameters for the i™ row and may include a first
parameter that indicates a mumber of bit locations 1o cyclically shift the i row {e.g.. n bits to the
right) and a second parameter that defines a random value that is XOR'd with the i row. Tt is
appreciated that the second parameter may be a value between O and (27-1}, where m 1s the number
of bits in arow of an LNA object. In these implementations, the LNA module 416 may transform
gach row of the LNA object using a set of parameterizable operations that are parameterized with
the respective SMPs corresponding to the row 1o obtaim the transformed master LNA object,
LNAT. In these example mplementations, the LNA module 416 may determine the SMPs in any
suitable manner, including randomly generating the set of SMPs (eg. SMP) for each
transforming each respeciive row of the masier LNA object. [tis appreciated that the LNA module
416 may be configured to transform the master LNA object 10 other cipherless manoers or in
cipher-based manners {e.g., step 1414 of FIG 14} without departing from the scope of the
disclosure.

[0328] At 1516, the LNA module 416 generates kK LNA objects for k respective groups of a
digital ecosystemn. In some implementations, the LNA module 416 generates a respective LNA
object for each respective group {e.g. enclave) in a digital community. In some of these
implementations, the LNA module 416 derives the LNA object based on the master LNA object
and the transformed LNA object, LNA7. Table 4 defines an example process for generating an

LNA object based on a master LNA object {denoted as LNA)} and a transformed master ENA
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object (denoted as LNA7). In this example, the LNA module 416 way generate a v™ LNA object

for a y® group {e.g., Group,), of the digital ecosysiem as follows:

Table 4

WNumber {peration

1. Select an L-bit sequence, Sy;

2. Map Sy into LN AT 1o obtain a transformation value, TV,
using a cipher-based mapping funchion

3 Modify LNA using TVy to obtain ENA,.

163297 In an example implementation, the LNA module 416 may select a 256-bit sequence, Sy.
in the example configuration, the value of L 13 256, such that the value of 5y is between 0 and
(27~ 1) Depending on the configuration of the LNA module 416, the Sy may be a privale
sequence, a public sequence, or a randomly generated seqguence. As discussed, a new sequence,
Sy, may be randomly generated for each group. In this way, each LNA object, LNAy, is generated
using a different sequence. Alternatively, the LNA module 416 may be configured to select a
public or private sequence from any suitable daia source. Tn these implementations, LNA object,
LNA,, 1s still generated using a different sequence, thereby ensuring that each group (e.g.. enclave)
has a different genomic data object assigned thereto.

[6338] In some implementations, the mapping step of the example provided in Table 4 may be
a cipher-based sequence mapping function. In some of these tuplementations, the cipher-based
sequence mapping fuinction may be performed by the sequence mapping module 440, In these
example implementations, the LNA module 416 determines the transformation value by providing
Sy and LNAras input to the sequence mapping modude 440 and the sequence mapping module
440 roaps the sequence mto LNAr to obtain the transformation value, TV, In some
implementations, the LNA module 416 may be configured to perform the sequence mapping
function to determine the transformation value.

6331} In some implementations, the LNA module 416 may use a cipherless transformation
function to modify the master LNA object, LNA, using the transformation value TV, to obtain the
LNA object, LNA,, for a respective group (Groupy} of the digital ecosystem. In example
umplersentations, the cipherless function may include a pre-image resistant hash function, a set of
parameterizable operations that are parametenized using the transformation value, or the like,
[0332] The exampie of FIG. 15 15 provided for exaraple ouly. Tt is appreciaied that a wide range
of different configurations {(g.g., executable computational methods) may be developed to, for

example, modify the master LNA object to obitain a transformed master LNA object, select a
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sequence, determineg a transformation value, TV, and/or transform the master ENA object (o an
LNA object. Furthermorg, in some implementations the cipher-based operations of the example
process of FIG. 15 rmoay be replaced with cipherless operations, such that the LNA module 416
may be configured in a cipherless manner.

[3333] In the examples of FIGS. 14 and 15, the LNA module 416 may assign a resulting LNA
object, LNAy, to a respective enclave of a digital conwounity. In some of these exarople
wmplersentations, an enclave VDAX representing the respective enclave may then assign its LNA
object, ENAv, 1o members (2 g, cohort VDAXSs of cohorts) of the enclave. In implementations,
the tink module 430 of a respective cohort VDAX may modify its assigned LNA object each time
the respective cohort VIDAX spawns a link for or decodes a link from another cobort VDAX of a
cohort in the corresponding enclave. In this way, an LNA object provides a mechanism for
tacilitating hyper-scalable correlation between members of a corresponding enclave and/or
ecosystem. Tt s appreciated that the examples provided in FIGS. 14 and 13 are example
configurations of an LNA module 416 and additional and alternative roeans for generating LNA
objects for community members may be later developed.

16334} Furthermore, the examples of FIGS. 14 and 15 depict processes for generating LNA
objects that are assigned {0 respective groups of an ecosysiem. As discussed, an ecosystem VDAX
and/or an enclave VDAX may be configured to modify the master LN A object and/or one or more
LNA objects of one or more enclaves. For example, an ecosystem VDAX may modify an LNA
object of an enclave so as to alter the genomic topology of the enclave {e g, {0 remove one or
maore cohorts from the enclave, to periodically change the LNA object for security reasons, or the
like} In this scenario, modification of an LNA object of an enclave would prevent a cohort from
exchanging links with other cohoris in the enclave in the fiture. Absent a modification {o the
genomic differentiation object {e.g, XNA object), the cohort would still be able 1o exchange
VBLS with cohorts with which links were successfully exchanged. In some implementations, an
ecosystem VIIAX or an enclave VIIAX may modify an LNA object for such purposes using the
example process presented in Table 3 or Table 4. For example, in modifving a current LNA object
of a particular enclave, an ecosysiem VDAX or the enclave VI3AX representing the enclave may
transform the current LNA object 1o obtain a transformed LNA object, select an L-bit sequence,
map the sequence into the transformed LNA object 10 obtain a transformation value, and modify
the current ENA object using the transformation value to obtain a new LNA object for the
particular enclave. This new LNA object may then be provided to the ccohorts that are to remain
in the enclave. In this way, any cohorts in the enclave that were not provided the new LNA object

wiil no longer be able to exchange links with the cohorts remaining in the enclave. 1t is appreciated
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that the modification of genomic data objects may be performed using later developed processes

as well without departing from the scope of the disclosure.

XMNA GENERATION

[3335]  In some implementations of the present disclosure, a root DNA module 410 may include
an XNA module 4138 that is configured to generate XINA objects that are assighed to members of
a digital ecosvstem.  As discussed, the configuration of the XNA module 418 may be cipher-
based, cipherless, or hyvbrid  In some tmplementations, the process of FIG. 13 may be
implemented in an XNA module 418 to generate genonuc differentiation objects (e.g, XNA
objects). The examples of FIGS. 16 and 17 provide example methods for generating genomic
differentiation objects according to some implementations of the present disclosure. In these
examples, the XNA module 418 15 configured to generate a master XNA object and to derive a
set of k XNA objects for k groups of a digital ecosystem. In these implementations, a respective
KXNA object may be assigned to a respective group in a digital ecosystem {e.g., an enclave of the
digital ecosystem or digital ecosysiem in s eniirety}, such that the respective XNA object is
provided to the group members {e.g., cohort VDAXSs, enclave VDAXS, and/or the like) thereby
allowing the group members to securely exchange VBLS using the respective XNA object
{assuming those group merbers have exchanged links).

16336] As can be appreciated from the disclosure, the configurable properties of a CG-ESP allow
a comwynunity owner (e.g., the entity delining the size, structure, security levels, itended use,
and/or membership requirements} to parameterize the XNA module 418 with a maximum number
of groups (k), the dimensions of the XNA object {e.g., n x my, the size of XNA object zones,
and/or other suitable parameters. Furthermore, as is discussed throughout the present disclosure,
the commuruty owner may define the types of computational functions that are used in the XNA
object generation process. For example, the community owner may use specific cipher-based
functions {e.g., different encryption functions, disambiguation functions, and/or the like) and/or
cipherless functions (e g., hash functions, parameterized cvclic bu-shuft operations, and/or the
like) to configure the XNA module 418,

163371 In some example implementations, the XINA module 418 1s configured to generate XNA
objects that are structured 1o fixed-size binary matrices {(e.g., n x m matrices). i is appreciated
that the bmary matrices may be represenied as binary veciors. In the examples of FIGS. 16 and
17, the example XNA objecis are 4096 bit x 4096 bit matrices. f is appreciated that the XNA
objects may be larger or smaller depending on the lype of the digital commumity, the security

requirernents of the digital corvmunity, the intended size of the digital community, the purpose of
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the digital commumity, and/or other suitable configurations. For example, the size of the XNA
objects may be 9182 bits x 9182 bhits, 1024 bits x1024 bits, 512 bits x 512 bits, 1024 bits x 256
bits, or any other suitable value. Furthermore, 1n this example the maximum number of enclaves,
k, for which XN A obiects are generated is 4096 groups (enclaves or ecosystems). H is appreciated
that the value & may be adjusted in accordance with the neads of the digital community and the
community owner. For example, larger and/or more complex ecosystems roay have hundreds or
thousands of enclaves, while smaller and/or less complex ecosysterns may have as litile as ten,
five, two, or one enclave. As wili be discussed with respect to the example implementations of
FIGs. 16 and 17, the XNA module 418 may use computationally complex mathematical structures,
such as binary primative polvoomials {e.g., of degree 256), to generate the k {e.g., k=4096) uraque
XNA ohjects of size n x m (e g., 4096 bits x 4096 biis). While in the provided examples n is equal
to m{e.g., n=4096 and m = 4096}, it 1s not required that n equal m. In implementations, the XNA
module 418 may randomly generate a master XNA object (which may be referred to as XNA in

the examples below), and may generate k different XINA objects (where a y™ XNA object may be

referred to as XNA,) from the master XNA object for k respective groups of the digital ecosystem,
wherein each group has mutual identity of interest.

16338] FIG 16 below provides an example cipher-based method for generating XNA objects
for a digital ecosystem according to some example implementations of the present disclosure. It
is appreciated that the XNA module 418 may be configured to generate XNA objects inn other
sutiable cipher-based manners without departing {rom the scope of the disclosure.

[3339] At 1612, the XNA wmodule 418 generates a master XNA object In example
implementations, the XNA module 41¥ generates a random binary information data set structured
in a 4096-bit x 4096-bit matrix. In some of these implementations, the random binary information
data set is the master XNA object, where sach row of the master XNA object is organized in a sel
of } fixed-length zones {e.g., 16 256-bit zones), such that the i® row of XNA may be defined as:
{#;1...t; ;). For example, the master XNA object may be defined fori = 1...4096 and for j = 16
in this example, the master XNA object may comprise 4096 rows, where ach row includes 16
zones that are each 256 bits long. It is appreciated that the foregoing values are provided for
gxample only and the master XNA object may have other suttable dimensions as defined by the
community owner.

[G348] At 1614, the XNA module 418 transforms the master XNA object, XNA, into a
transformed XNA object, XNAT. In implementations, the XNA module 418 transforms XNA into
XM AT wsing § (e g, i=16) randorly selected binary primative polynomials, gp{x) forh =1 .}
in some of these implementations, the binary prinmtive polynomials are each of a specified degree
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{e.g.. 256-degree binary primitive polynonmals). In these implemeniations, each respective value
representted by each respective row {; of 1s transformed to arespective modified value, £;(m). In
some of these implementations, each row of XNA may be transformed according to:

t(m) = (it mod gy () Haxtiz mod g0 || 1x% med g X))

163411 In this example, the foregoing transformation function is cipher-based, as the function is
reversable by solving a discrete logarithm problem. It is appreciated that the master XNA object
may be transformed in other suitable manners without departing from the scope of the disclosure.
[3342] At 1616, the XNA module 418 generates k XNA objects for k respective groups of a
digital ecosyvstern. In some implementations, the XNA module 418 generates a respective XNA
object for each respective group in a digital community. In some of these implementations, the
XNA module 414 derives the XNA object based on the master XNA object and the transformed
XNA object, XNAT. Table 5 defines an example process for generating an XNA object based on
a master XNA object {denoted as XNA)} and a transformed masier XNA object {denoted as
XNATh In this example. the XNA module 418 may generate a v XNA object for a v group

(e.g., Groupy), of the digital ecosvstem as follows:

Table $

Nurober Operation

1. Select an L-bit sequence, 8y;

2. Map Sy into XNArT to obtain a transformation value,
TV,

3 Modify XNA using TVy 1o obtain XNAy,

[3343] In an example implementation, the XNA module 418 may select a 256-bit sequence, S,
In the example configuration, the value of L is 256, such that the value of Sy is between 0 and
{2~ 1}). Depending on the configuration of the XNA module 418, the Sy may be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be randomly generated for each group. In this way, each XINA object, XNA,, is generated
using a different sequence. Altemnatively, the XNA module 418 may be configured (o select a
public or private sequence from any suitable data source. In these implementations, XNA object,
KNAy, is sull generated using a different sequence, thereby ensuring that each group (e g,
enclave) has a different genomic data object assigned therelo.

[3344] In some implementations, the mapping step of the example provided in Table 5 may bhe
performed by the sequence mapping module 440, whereby the XNA module 418 provides 8y and

XN Aras input to the sequence mapping module 440 and the sequence mapping module 440
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outpuls a transformation vahue, TVy, that 1s determined by mapping the sequence into XNAr In
some implementations, the XNA module 418 may be configured to determine the transformation
value by mapping the sequence into the XNAT.

[6345] In the example of Table 5, the XNA module 418 executes a cipher-based function to
modify the master XNA object, XNA, using the transformation value, TVy, to obtain an XNA
object, XNA,, for a respective group of the digital ecosystem. In example implerentations, the
cipher-based function may be an encryption fimction or a disambiguation function.  In some of
these implementations, the XINA module 418 15 configured to determine the XNA object by
providing the transformation value and the master XNA object as inpul to the binary
transformation module 430 when generating a respective XNA object. Alternatively, the XNA
module 418 may be configured to deternune the XINA object, XNA,, by executing a cipher-based
transformation function. Once generated, the progenitor VDAX may assign the XNA object,
XNAy, to the v group (e.g., enclave or ecosystem), whereby the XNA object may be provided
to the members of the group {e.g., cohorts within the enclave or ecosystem).

[6346] The example of FIG. 16 15 provided for example only. tis appreciated that a wide range
of different configurations {(g.g., executable computational methods) may be developed to, for
example, modify the master XNA object in a cipher-based manner, determine atransformation value
TVK select a sequence, map the sequence into the trarsformed roaster XNA object, and/or
transform the master XNA object to an XNA object.

(33471 In implementations, the XNA module 418 may be configured with a hybrid
configuration. In these implementations, the XNA module 418 with a combination of cipher-
based and cipherless functions that, when execuled, generate XNA objects.  In exarople
implementations, the XNA module 418 is configured to generate XINA objects of size 4096 bits x
4096 bits. In the example configaration, the XNA module 418 generates XNA objects forupto k
{e.g.. k = 4096} different groups, each group having a mutual identity of nterest from a master
XNA object {GDX in Table 2) using a combination of cipher-based and cipherless functions. In
somie example implementations, the cipherless function(s) may include a set of paramsterizable
cipherless operations that are parameterizable using one or more secure modification parameters
{(SMP). In example implementations, the cipherless operations mway be a combination of XOR
and cyclic-shift operations, where the XNA module 418 randomly generates the secure
modification parameters {0 parameterize the combination of XOR and cyclic-shift operations,
examples of which are described below

16348] FIG 17 below provides an example hyvbnd process (e.g.. atl least one cipher-based
operation and at least one cipherless operations) for generating objects for a digital ecosystem
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according to some example implementations of the present disclosure. Tt is appreciated that the
XN A module 418 may be configured to generate XNA objects in other suitable hybrid manners
without departing from the scope of the disclosure,

[634%] At 1712, the XNA module 418 generates a master XNA object. In example
wnplersentations, the XNA module 418 generates a random binary iformation data set structured
m an x m matrix {e.g., 4096-ht x 4096-bit roattix). In some of these iroplementations, the random
binary information data set 1s the roaster XNA object, where each row of the master XNA object
is organized in asetof nrows [Ry, Ra,... Rol Inthis example, Ri may be the i row of the randomly
generated master XNA object and may be defined as {Riy, Riz, ... Rim], where Ryj 1s an mdividual
bit value of the ™ columm of the 1" row. Tn this example, the master XINA object may comprise
4096 rows, where each row includes 16 zones that are each 256 bits long. It is noted that the
foregoing valugs are provided for example only and other suitable values may be used to configure
the XNA module 418,

[B386] At 1714, the XNA module 418 transforms the master XNA object, XNA, mio a
transformed XNA object, XNAT using a transformation function {e.g., a cipherless or cipher-based
transformation function}. In some implementations, the XNA module 418 transforms XNA inlo
XM Ar using a cipherless function that receives a set of secure modification parameters {SMP}. In
some implementations, the SMP may define a set of parameters that are used o parameterize a
set of parameterizable operations that are applied to a master XNA object.  Examples of
parameterizable operations may include cvclic bit shifing operations, XOR operations, and the
like. In these exaroples, the SMP may defiue, for each row of the raster XNA object, a respective
number of bits to cyclically shift. Additionally or alternatively, the SMP may define a value that
is used to XOR a specific row. For example, the SMP; may define the secure modification
parameters for the 1" row and may include a first parameter that indicates a number of bit focations
to cvelically shift the i row (e.g. to the right) and a second parameter that defines a random
value that is XOR d with the i row. It is appreciated that the second parameter may be a value
between O and (2%-1), where m is the number of columns in the XNA object. In these
implerentations, the XNA module 418 may transform each row of the XNA object using a set of
parameterizable operations that are parameterized with the respective SMPs corresponding to the
row to obtain the transformed master XNA object, XNAr. It is appreciated that the master XNA
object may be transformed in other cipherless manners or in cipher-based manners (e g, step 1614
of FIG. 16) without departing from the scope of the disclosure.

[63581] At 1716, the XNA module 418 generates k XNA objects for k respective groups of a

digital ecosystem. In some implementations, the XNA module 418 generates a respective XNA
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object for each respective group in a digital commounity. In some of these implermentations, the
XNA module 418 derives the XNA object based on the master XINA object and the transformed
XM A object, XNAr  Table 6 defines an example process for generating an XNA object based on
a master XNA object {denoted as XINA)} and a transformed master XNA object {denoted as

1

XNA7). In this example, the XNA module 418 ruay generate a v XNA object for a y™® group

{e.g., Groupy), of the digital ecosystem as follows:

Table 6

MNumber Operation

1. Select an L-bit sequence, Sy;

2. Map 8y into XNAT to obtain a transformation value, TVy
using a cipher-based mapping function

3. Modify XNA using TVy 1o obtain XNA,.

[6352] In an example implementation, the XNA module 418 may select a 256-bit sequence, Sy,
In the example configuration, the value of L 1s 256, such that the value of Sy is between 0 and
(2% 1}, Depending on the configuration of the XNA module 418, the Sy rnay be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be randomly generated for each group. In this way, each XINA object, XINA,, 15 generated
using a different sequence.  Altematively, the XNA module 418 may be configured 1o select a
public or private sequence from any suitable data source. Tn these implermentations, XNA object,
XNA,, 15 sull generated using a different sequence, thereby ensuring that each group {eg,
enclave} has a different genomic data object assigned thereto.

163537 In some implementations, the mapping step of the example provided in Table 6 way be
a cipher-based, cipherless, ot hybrid sequence mapping function {examples of which are describe
in further detail below) In some of these implemeniations, the cipher-based sequence mapping
function may be performed by the sequence mapping module 440 In these example

q

umplersentations, the XNA module 418 determines the transformation value by providing Sy and
XNATas mput to the sequence mapping module 440 and the sequence mapping module 440 maps
the sequence into XINAT to obtain the transformation value, TVy. In some implementations, the
XNA module 418 may be configured to perform the sequence mapping funciion to determineg the
transformation value.

[3354] In some implementations, the XNA module 418 may use a cipherless transformation
function to modify the master XNA object, XNA, using the transformation value TV, to obtain

the XINA object, XNA,, for a respective group (Groupy) of the digital ecosystern. In example
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mplementations, the cipherless function may include a hash {unction {e.g., 4 pre-image resisiant
hash function or any other suitable hash function} that is keyed with the transformation value, a
set of parameterizable operations that are pararneterized using the transformation value, or the
like.

3385} The example of FIG. 17 15 provided for example only. It is appreciaied that a wide range
of different configurations {e.g.. executable computational methods} mav be developed to, for
exarple, modify the master XNA object to obtain a transforroed master XNA object, select a
sequence, determine a transformation value, TV, and/or transform the master XNA object {0 an
XNA object. Furthermore, tn some implementations the cipher-based operations of the example
process of FIG. 17 may be replaced with cipherless operations, such that the XNA module 418
may be configured in a cipherless manner.

[3356] In the examples of FIGS. 16 and 17, the XNA modude 418 may assign a resulting XNA
object, XNA, to a respective enclave VBAX of a digital communily. The enclave VDAX may
then assign s XNA object, XNA,, 1o raembers {e.g.. cohort VIDAXSs of cohorts) of the enclave.
In implementations. the link module 430 of a respective cohort VAKX may modify its assigned
XNA object each time the respective cohort VDAX spawns a link for or decodes a link from
another cohort VDAX of a cohort 1o the corresponding enclave.  In this way, an XNA object
provides a mechamsm for facilitating hyper-scalable comrelation between members of a
corresponding enclave and/or ecosystem.  H is appreciated that the examples provided in FIGS.
i6 and 17 are example configurations of an XNA module 418 and other weans for generating
XNA objects for coramumity members may be later developed.

[G3587] Furthermore, the examples of FIGS. 16 and 17 depict processes for generating XNA
objects that are assigned {o respective groups of an ecosystem.  As discussed, an ecosystem VDAX
and/or an enclave VDAX may be configured to modify the master XNA object and/or one or more
XM A objects of one or more enclaves. For example, an ecosystenm VIDAX may modify an XNA
object of an enclave so as to alter the genomic topology of the enclave (e g, 1o remove one or
more cohorts from the enclave, to periodically change the XNA object for security reasons, or the
like). In some implernentations, an ecosvstem VDAX or an enclave VDAX may modify an XNA
object for such purposes using the example process presented in Table 5 or Table 6. For example,
in modifying a current XINA object of a particular enclave, an ecosystemn VDAX or the enclave
VDAX representing the enclave may transform the current XNA object to obtain a transformed
XNA object, select an L-bit sequence, map the sequence mio the transformed XNA object to
obtain g transformation value, and modifv the current XNA object using the transformation value

to obtain a new XNA object for the particular enclave. This new XINA object may then be
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provided to the cohorts that are to remain in the enclave. In this way, any cohorts in the enclave
that were not provided the new XNA object will no longer be able to generate VBLS for or
decipher VBLS from the cohorts reroaining in the enclave. 1t is appreciated that the modification
of genomic differentiation objects may be performed using later developed processes as well

without departing from the scope of the disclosure.

ENA GENERATION

33881 In some implementations of the present disclosure, a CG-ESP may inchude an EIC
module 420 that 1s configurad to generate ZNA objects that are assigned to members of a digital
ecosyster. In these implementations, the digital ecosvstem may be a virtual trusted execution
environment (VTEE), where a respective ZNA object may be assigned to a respective computer
program {e.g., operating system, a software apphcation, a firmaware apphication, a nuddieware
application, or the hike} or to a group of compuier programs {e.g., a software suite}. Alternatively,
the FIC module 420 may be configwred to generate a single ZNA object {e.g., the master ZNA
obiect), whereby each respective computer program has corresponding GRI associated therewith
that the FIC module 420 uses when facilitating component binary isolation.  As discussed, the
configuration of the EIC module 420 may be configwred in a cipher-based, cipherless, or hvbnd
manner,

63591  In some iroplementations, the process of FIG. 13 may be implemented 1 an EIC module
420 to generate ZNA objects for members of the VTEE. FIG I8 provides example
implementations of a process for generating ZNA objects. In these example implementations, the
EIC module 420 i3 configured {0 generate a master ZNA object In some of these
impleroentations, the EIC module 420 assigns the master ZINA object to each mernber of the
VTEE. In other implementations, the EIC module 420 is further configured to derive a set of k
ZNA objects, wherein the EIC modules 420 may assign each respeciive ZNA objecis o a
respechive commnunily member or a respective group of community members.  As will be
discussed in greater detail below, FNA may be used when encoding and decoding executable
mstructions of a compuier program and/or data input to and/or output by the computer program.
As such, the VBLS-encoded instructions may be stored in memory and decoded at rum-time,
thereby greatly reducing the nisk of malicious code or other similar exploils.  As can he
appreciaied, such ecosvstems differ from other ecosvstems, as there 15 less hikelihood that the
mstructions and/or program data will be intercepted by a malicious party

[6360] In some example configurations, the EIC module 420 15 configured to generate ZNA

objects that are structured in fixed-size binary matrices {e.g., n x m roatrtices). It 15 appreciated
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that the binary matrices may be represented as binary vectors. As can be appreciated from the
disclosure, the configurable properties of a CG-ESP allow a community owner {g.g., the entity
defining the size, structure, securnity levels, intended use, and/or membershup requiremenis) o
parameterize the EIC module 420 with a maximum number of ZNA objecis (K}, the dimensions
of the ZNA object (e.g., n x m), the sive of ZNA object zones, and/or other suitable parameters.
Furtherroore, as 15 discussed throughout the present disclosure, the community owner may define
the types of computational functions that are used 1o the ZNA object generation process. For
example, the comnmnity owner may use specific cipher-based functions {e.g., different encryption
functions, disambiguation functions, and/or the like) and/or cipherfess functions.

16361] FIG 18 below provides an example cipher-based method for generating ZN A objects for
& digital ecosystem according to some example implementations of the present disclosure. It is
appreciated that the EIC module 420 may be configured to generate ZNA objects in other suntable
cipher-based manners without departing from the scope of the disclosure. In the example
wmplersentations of FIG 18, the example ZNA object are 1024 bit x 1024 bt mairices. ftis
appreciated that the ZNA objects may be larger or smaller depending on the purpose of the VTEE,
the security requirements of the VTEE, the intended size of the digital community, and/or other
suitable configurations.

163621 At 1810, the EIC module 420 generates a master ZNA object In example
implementations, the EIC module 420 generates a random binary information data set structured
i a 1024 -bit x 1024 -bit matrix. In some of these implemwentations, the random binary information
data set is the master ZNA object, where each row of the master ZNA object 1s organized 1n a set
of j fixed-fength zones {e.g., 4 256-bit zones), such that the i row of ZNA may be defined as:
(1.t ;) For example, the master ZNA object may be defined for1= 1. 1024 and forj = 14,
In this example, the master ZWNA object mav comprise 1024 rows, where each row includes 4
zoues that are each 236 bits long. | s appreciated that the foregoing values are provided for
example only and the master ZNA object may have other suitable dimensions as defined by the
community owner. Insome implementations, the FIC module 420 may use the master ZNA object
for each communily member {e.g., computer program} in a VTEE and may assign vnigue GRI {o
each community member. In other implementations, however, the EIC module 420 may transform
the master ZWNA object and may assign.

[6363] At 1814, the EIC module 420 transforms the master ZNA object, ZNA, info a
transformed ZNA object, ZNAr In implementations, the EIC module 420 transforms ZNA inlo
INAT using § fe.g., 1=4) randomly selected binary prinutive polyoonuals, gp{x) forh =1}
in some of these implementations, the binary prinmtive polynomials are each of a specified degree
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{e.g.. 256-degree binary primitive polynonmals). In these implemeniations, each respective value
representted by each respective row {; of 1s transformed to arespective modified value, £;(m). In

some of these implementations, each row of ZNA may be transformed according to:

t(m) =(xt mod g,(x) Hxtir mod g,(x) | || ix%i med g3 (5.
16364] In this example, the foregoing transformation function s cipher-based, as the function is
reversable by solving a discrete loganithyo problem. It 1s appreciated that the master ZNA object
may be transformed in other suitable manners without departing from the scope of the disclosure.
[6365] At 1816, the BiC module 420 generates k¥ ZNA objects for k respective community
members {e.g., computer programs) of a VIEE. In some implementations, the EIC module 420
generates a respective ZNA object for each respective member in a digital community. In some
of these implementations, the EiC module 420 derives the ZNA object based on the master ZNA
object and the transformed ZNA object, ZNAT. Table 7 defines an example process for generating
an ZNA object based on a master ZNA object {denoted as ZNA} and a transformed master ZNA
object (denoted as ZNAT). In this example. the EIC module 420 may generate a v ZNA object

for av"™ community member, of the digital ecosvstem as follows:

Table 7

Nurober Operation

1. Select an L-bit sequence, 8y;

2. Map Sy mnto ZNAT to obtain a transformation value,
TV,

3 Modify ZNA using TV v {0 obtain ZNAy.

[0366] 1o an exarople iroplementation, the EIC module 420 may select a 236-bit sequence, Sy.
In the example configuration, the value of L is 256, such that the value of Sy is between 0 and
(27~ 1). Depending on the configuration of the EIC module 420, the S, may be a private
sequence, a public sequence, or a randomly generated sequence. As discussed, a new sequence,
Sy, may be selected or randomly generated for each community roerber. To this way, each ZNA
object. ZNA,, is generated using a different sequence.

[6367] In some implementations, the mapping step of the example provided in Table § may be
performed by the sequence mapping module 440, whereby the EIC module 420 provides Sy and
ZMN Ar as mput 1o the sequence mapping module 440 and the sequence mapping modale 440
outputs a transformation value, TV, that is determined by mapping the sequence mto ZNAr In
some implementations, the EIC module 420 may be configured to determine the transformation

value by mapping the sequence mto the ZNAr.
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16368] In the example of Table 7, the EIC module 420 may execute a transformation function
that modifies the master ZNA object, ZNA, using the transformation value, TV, 1o oblain an ZNA
object, ZNA,. The transformation function may be cipher-based, cipherless, or hybrid. Examples
of cipher-based, cipherless, and hybrid transformation functions are discussed throughout the
disclosure. Once generated, the FIC module 420 may assign the ZNA object, ZNAy, to the v
community mernber {e.g., coraputer programy), whereby the ZNA object may be stored i memory
and retrieved by the FIC module 420 when the computer program is being executed.

[636%] The example of FIG. 18 is provided for example only. Itis appreciated that a wide range
of different configurations {e.g., executable computational methods) may be developed to, for
exanmple, modify the master ZNA object, deternune atranstormation value TVE select a sequence,
map the sequence into the transtormed master ZNA object, and/or transform the master ZNA
object to an ZNA object.

[3378] In some implementations, an EIC module 420 may modify a ZNA object from time to
time {e.g., to maintan security, to remedy a security breach, or the like). In such scenarios, the
EIC module 420 may apply the example process depicted in Table 7 to modify the ZNA object.
For example, in modifving a current ZNA object, the EIC module 420 may transform the current
ZNA object to obtain a transformed ZNA object, select an L-bit sequence, map the sequence inlo
the transformed ZNA object to obtain a transformation value, and modify the current ZNA object
using the transformation value to obtain a new ZNA object. It is appreciated that the modification
of genomic differentiation objects may be performed using later developed processes as well

without departing from the scope of the disclosure.

GENOMIC ELIGIBILITY OBIECT GENERATION AND ALLOCATION

[G371] In implementations, the root DNA module 410 is configured to generate genomic
eligitulity objects. As discussed, genomic eligibly objects include CNA objects and/or PNA
objects. In some implementations, CNA objects may be used by ecosystem members to confirm
engagement-integrity during link exchange. In soroe implernentations, PNA objects may be used

by ecosystem members to confirm engagement synchromization during link exchange.

CMA GENERATION AND ALLOCATION

16372} Insome implementations of a CG-ESP, the root DNA module 410 of aprogenitor VBAX
ncludes a CNA module 412 that generates CNA objects. In some of these implementations, the
CNA module 412 of a progenitor VDAX (e.g., ann ecosystem VDAX) generates a master CNA
object and allocates a respective unique subset of the master UNA object o each respective
member of a digital community (e g., enclaves, cohorts, and the like}. In this way, each respective
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pair of ecosystem members may form a unigue relationship based on their shared portions of the
master CNA object. In some implementations, this unigue correlation may be used to confirm
engagement miegrity with one another during the link exchange.

[6373] Figure 19 illustrates an example configuration of a CNA module 412 for generating a
master CNA object and allocating CNA objects (o ecosystemn commumity members. 1 is noled
that the example process of FIG. 19 1s provided as an exarople process for generating a roaster
CNA object. Additional CNA generation and allocation processes may be later developed and
may be used to generate UNA for an ecosystem.

16374] At 1910, the CNA module 412 randomly generates a master CNA module. In some of
these iroplementations, the CNA module 412 generates a random binary information data set,
UNAR, having a specific size, U, The size of U may be selected based on a number of factors,
such as the expected size of a digital commumity, the architecture of the system, the types of users
expected (e.g., famly members, emplovees, general public, eic.), and/or any other factors. For
example, U roay be 2% bits (~2ZMB), 2% (~1MB), 2% (~500 kB), or any other suitable size. The
{NA module 412 structures the random binary information data set, UNAR, into a masier CNA
object. In some of these umplementations, the CNA module 412 mway reorganize CNAR by
selecting and enumerating unique binary vector segrmuents, 5j, of size V from the CNAR object to
obtain the master CNA object. For example, in iroplementations, the CNA module 412 may
partition CNAR into a set of non-overlapping binary vector segments, §;, each of size V (eg., V

= 8 bits, 16 bits, 1028 bits, 4096 bits or the like}, for 0 < <7, such that each respective segrent,
. . . . b, ,

$;. defines a respective i portion of the master CNA object, and where 7 is an integer. In these

tmplementations, each respective portion of the CNA may be indexed with a corresponding value

from 0 to (G;)nl), such that the value “07 references the first portion of the master CNA object,

e value “1” references the second portion of the master CNA object, ..., and the value of ({“L}/}n
1} references the (%)“"‘ portion of the master CNA object. As will be discussed below, in
implementations, the CNA objects of respective comununity members may be derived from the
master {NA objeact, in part, by determining and assigning a unigue codeword vector (also referred
to as a “codeword™) of length 'g' such that the bit locations of the 1s in the codeword vector
correspond to the respective portions of the master CN A object that are inherited by the respective

community member. For example, if a community members codeword vector 13 {1001, 01}, the
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CNA object of the communily member includes the {irst portion, the fourth portion,..., and the
U . . .
(7)™ portion of the master CNA object,

[3378] At 1912, the UNA module 412 allocates CNA objects {0 ope or more digital community
members based on the master CNA object. In some implementations, the CNA module 412 1
configured 1o allocate a unique subset of poritions of the master UNA object to each respective
digital communily member, such that the CNA objects of no two digital community members
have the identical subset of master CNA object portions allocated thereto.

16376 In toplementations, the CNA module 412 mav execute a code mapping function that
applies a code mapping to generate unique codeword vectors for respective community members
(e.g., enclaves, cohorts, and the like). Inimplementations, a code mapping includes a basic inary
bit vector mdex that respectively associates Z values {0 a set of Z basic binary vectors {e.g., the Z
basic binary vectors arg enumerated from 0 to Z-1 {eg, G, 0 < i < Z-1)).  In some
implementations, the value of Z may be selected such that the number of portions of the master
i
y

.. . ~ . .
CNA object (ie., ;;) is amudiple of Z {ie, — mod Z = ). In some of these implementations,

the basic binary vectors may be selected such that anv pair of the basi¢ binary vectors {e.g., Ciand
G, for 0 < 1, 3 <) from the set of basic binary vectors possess unique addressable correlation.
Unique addressable correlation may refer to a property of a set of binary vectors when the
intersection of any pair of vectors {1.e., (Ci AND ()} is a unique vector. In implementations, the
basic bmary bii vector mndex associates each respective basic binary vecior, Ci, with a
corresponding value between 0 and Z-1. For example, when Z = 4, the basic binary vector index
consists of ({00}, [01], 110}, and {11]} and an example code mapping may be defined as {{00}->
Co, [01]-> Cy, [10}=> Ca, and [11]-> T4}, such that the code mapping maps any given two-bit value
1o a corvesponding basic binary vector of the four basic binary vectors. As will be discussed with
respect to CNA allocation processes, the coding function way be used to generate uruque
codewords corresponding fo respective members of a digital community, whereby a respective
codeword corresponding to a digital community member provides an index {o the portions of the
master CNA obiect that are allocated to the UNA object of the digital commumity member.

{3377 FIG 20 iBustrates an example process for allocating a CNA object for a commmunity
member according to some implementations of the present disclosure. The process of FIG. 20 18
described as being performed by a CNA module 412 of g progenitor VDBAX. 1t is appreciated that
a CNA module 412 roay be configured to execute alternative CNA generation processes without

departing from the scope of the disclosure. Furthermore, the process of FIG. 20 s described with
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respect 1o a single community member. It is appreciated that the CNA module 412 may be
configured to generate CNA objects for a virtually unbounded murnber of community members.

16378] At 2010, the CNA wodule 412 determines a unigue codeword for the ecosystem
community member. As mentioned above, the codeword of the ecosystem community member
may be used as an index (o the portions of the master CNA object that are allocated to the CNA
object of the digital commumity member. In some implementations, a codeword may be structured

as a binary vector of size E (1.2, the number of V-sized portions of the master CNA object). In
Y

some of these impleroentations, each respective bit of a codeword indicates whether a
corresponding portion of the master UNA object 15 allocated to the community member
corresponding 1o the codeword (e.g., with “17 indicating a particular portion is allocated to the
community member).

103791 1o implementations, the CNA module 412 deternunes the codeword, CW, of the speaific
ecosystem member using one or more collision resistant processes {e.g., collision resistant hash
function). In somwe of these implementations, the CNA module 412 receives and/or assigns a
unigque obtainable data set to the specific ecosystem member {(e.g., credentials of the ecosystem
member), which may or may vot be human readable. An obtainable data set may refer to any
digital information that other ecosysterm member VDAXSs (2.8, cohort VBAXSs, enclave VDAXs,
ecosystem VDAX) in the ecosystem have access to, or may otherwise obtain during the link
exchange process. For example, a unigque obtainable data set corresponding to g cobort VDAX of
a device associated with a human user {e. g, personal computing device, mobile device, wearable
device, and/or the like) may be information that is unique to the human user {e.g, a combination
of a name, email address, and/or phone number of the human user), where the information
contained in the data set is structured according to a defined format. In another example, an
obtainable data set corresponding to a cohort VAKX of a device (e g, server, printer, IoT sensor,
smart appliance, and/or the like) or system of devices (e.g., cloud computing system) that may or
may not be associated with a single user may include information that 15 umque to the device or
svstem of devices {e.g., a combination of a MAC address of the devices or one or more of the
levices in a set of devices, a device name of the device or one or more of the devices 1n a set of
devices, and/or the like) I is noted that in implementations, the unique information that is
obtainable may be publicly available to any device, regardless of its affiliation with the digual
ecosystem, or may be obtainable by a limited number of entities {e.g., only bv members of the
digital ecosystem). In some implementations, the obtamable data sets of ecosystem members are

srganized in “credentials” that are indexed in a data structure {e. g., an association table, a database,
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an index, or the like), such that credentials contaming the unique information of any ecosystem
member may be obtained by a VDAX in the ecosvstem by guerying the device or system thai
stores the data structure. It is appreciated that the unigque obtainable data set of an ecosystem
member may be determined in any other suitable manner.
[3380] In implementations, the CNA module 412 inputs the credentials of the ecosystem
member mio an encoding function that veceives the credentials and outpuls an unmapped
codeword, CWa corresponding thereto.  In these example implementations, the unmapped
codeword is a binary vector, CWa, of fixed size, P, where:
pe ¥

L

log, 4
1638%] For example, if U/V = 4096 and 7=4, then the encoding function 1s configured to output
wnmapped codewords that are 2048 bits long; whereas if U/V= 4096 and 7 = 16, then the encoding
function outpwis unmapped codewords that are 1024 bits long.  In some implementations, the
encoding function may receive the credentials of a community member and apply a hash funciion
{e.g., a collision resistant function, a pre-image resistant function, a second pretmage resistance
function, or the like} to the credentials to obtain a P-bit vector, which may be referred to as an
“unmapped codeword”
6382] Inimplementations, the UNA module 412 mputs the unmapped codeword, CWa, into the
code mapping function {e.g., the exampie code mapping function provided in the description of
FIG. 19), which outputs a codeword corresponding 1o the digital community member. In some
implementations, the code mapping function nitializes a binary vector, CWSa.  In these
umplersentations, the code mapping function uses the unmapped codeword, CWy, as a sequence
of indices to the basic binary vectors, Cj, to construct the codeword by concatenating the specific
basic binary vectors indicated by the unmapped codeword, CWa, to the binary vector CWSa. In
some of example implementations, the code mapping function processes subsegments of the
wnapped codeword starting from the least significant b, where ecach subsegment of the
wnmapped codeword is log, £ bits, which is the length of each entrv in the basic binary vector
mdex. o some of these iroplementations, the code mapping function may wdentify, for each
successive subsegment of the unmapped codeword {e.¢.. each two bits of CW 4}, a basic binarv
vector corresponding to the subsegment based on the value of the subsegment and the code
mappings defined in the code mapping function. In some of these implementations, the code
mapping function successively concatenates each identified basic binary vector to the binary
vector CWSa. For example, if the code mappings of the code mapping function consist of: {{00]-
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> Co, [01}> Oy, {10} Oy, and {11}~> Cs} and first four bits of the unmapped codeword are
[1101.. 1, the code mapping function may frst identify a first basic binary vector €1 based on the
first subsegment [11] of the unmapped codeword and may concatenate €z to CWS, (which is
mitially null and contains no biis). The code mapping function may then identify a second basic
binary vector (y based on the second subsegment [01] of the unmapped codeword and may
concatenate the second basic binary vector, Ci, to CWS4. The code mapping function may
continue 1 this manner until CWy 1s processed m us entivety. It is appreciated that the CNA
module 412 may be configured to determine a codeword in other suitable manners and/or using
different code mapping functions without departing from the scope of the disclosure.

163837 At2012, the UNA moodule 412 of the progemtor VIDAX generates a CNA object for the
digital community member based on the codeword and the master UNA object. In some
implementations, the CNA module 412 allocaies a unique subset of the master CNA object o the
digital commumity member based on the codeword of the commumity member. In
wmplersentations, the CNA module 412 may imitially othalize a CNA object, CNA4, that s to be
assigned to the community member. In some of these implementations, the CNA object, UNA,,
has the same structure as the master CNA object (e.g., a U x V matrix) and is imtially populated
with 7eros.

16384] In some of these implementations, the UNA module 412 may use the codeword vector
of the commumity member, CW 4, as a sequence of indices {0 the respective portions of the master
{NA object. In these irmoplementations, each bit location of the codeword references a respective
segment of the master CNA object, such that CNA module 412 may freat each bit location as a
flag indicating whether a corresponding portion of the master CNA object is allocated to the CNA
object of the community member. In implementations, the UNA module 412 may, for each bit in
the codeword vector, determine whether o allocate the corresponding portion of the master CNA
object 1o the based on the value of the bit. For example, if the value of biti1s 17, then the CNA
module 412 allocates the (i-1)™ portion of the master CNA object, Su1, to (-1} portion of the
{NA object of the community member. In this example, if the value of bit; is “07, then the CNA
module 412 does not allocate the (i-1)™ portion of the master CNA object to the CNA object of
the community member. In this scenario, the CNA module 412 may fill an unallocated portion of
the community member CNA object with a random value. For example, the CNA module 412
may generate a random value and then perform one or more compuiational operations on the
random value o obtain a V-bit value, whereby the CNA module 412 adds V-bit value o the (-
1¥" portion of the CNA object. For purposes of explanation, the foregoing may be referred to as

adding “noise” o the CNA object. In a specific example, the master CNA object may be {So, 81,
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So,... Swen, Swenl. In this example, if the codeword of the communily member, CWSa, 18
[011... 01}, then the UNA module 412 generates the following CNA object, CNA A [Notses, Si.
8:...., NOISEa, S@ol, where St 8, and Sw-ny are allocated to CNAx and NOISEs and
NOISEw. are randomly generated bit strings of length V that are allocated to the 0 and (U-2)"
portions of the UNA object respectively. The CNA wodule 412 may be configured to add
allocated portions of the master CNA object and/or nowse to the CNA object in any suitable
manoer.  For example, the CNA module 412 may use concatenation operations and/or
combinations of bit shifting and OR operations} to add allocated portions of the master CNA
object and/or noige to the CNA object. The CNA module 412 may then assign the generaied CNA
object, CN A4, to the respective digital community member,

I6385] It is appreciated that the foregoing description provides example implementations of
{NA generation and allocation. The techniques provided are provided for example only and new
manners for genervating and allocation CNA may be later developed and implemented in a CNA

module 412

PMNA GENERATION AND ALLOCATION

16386] Insome implementations of a CG-ESP, the root BNA module 410 of a progentior VBAX
of a digital ecosystem includes a PNA module 414 that 1s configured to generate PNA objects for
members of the digital ecosvstem {e.g., cobort VDAXs, enclave VDAXSs, and/or the ecosysiem
VDAX) In these umplernentations, PNA objects enable ecosystem members o confirm
engagement-gligibility during link exchange by way of an eligibility synchronization process. In
some implementations, the PNA module 414 of the progenitor VDAX initially generates a master
PNA object corresponding to the digital ecosystem and derives a unique PNA object for each
respective ecosystem member from the master PNA object based on the credeniials corresponding
10 the ecosystem member (discussed in greater detail below). Once a PNA object is generated, the
PNA object may be provided to the digital coromumity member via one or more digital mediums.
16387 FIG 21 dlustrates example implementations {or allocating PNA objects to members of
a digital ecosystem. In these implementations, the PNA module 414 generates a master PNA
object and then derives and allocated PNA obijects for respective members of the digital cohort.
For purposes of explanation, the roethod 1s explained with respect to generating a PNA object for
a cohorti of a digital ecosystem. The method of FIG. 21, however, may be execuied {0 generate
PNA objects for other types of community members as well {e g., enclaves, ecosystem, or the
like}. The method of FIG. 21 s described with respect to 3 PNA module 414, It is appreciated that

the method may be executed by other suitable computing resources without departing from the
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scope of the disclosure. Furthermore, the technigues desenibed in FIG. 21 are provided as example
means of generating PNA objects and that later techniques may be further developed.

16388] A(2110, the PNA module 414 of the progenitor VIDAX generates a master PNA object.
In some implementations, the master PNA object includes a secret component {denoted as PNAS)
and a public component, {denoted as PNAT) In implementations, the secret component, PNAS, of
the master PNA object is private and stored securely, such that only the progerutor VDAX has
access to PNAS In implementations, PNAS mncludes a secret binary primitive polynomial of
degree M (denoted as g2(x)}, a secret M-hit value (referred to as a “secret value™ and denoted as
d), and a secret object coraprising N pairs of M-bit random numbers. In some implementations,
the PNA module 414 may generate or otherwise determine the secret primitive polynomial, g2 (x).
it is noted that references the polvnomials and primitive polynomials refer to binary polynomials
and binary primitive polynomials respectively, unless otherwise stated. In some implementations,
the PNA module 414 may randomly generate an M-degree binary prinutive polynonual, which
may be used as the secret hinary primitive polynomial, g2{x)}. In implementations, the PNA
module 414 may randomly generate, or otherwise determine, the secret nurnber o, such that o is
represented in a M-bit vector. In some implementations, the PNA module may randomly generate
the secret number, d, such that ¢ is defined in an M-bit vector. As noted, g2(x)} is a binary
primutive polynomial of degree M and d 18 a M-bit number (e.g., M = 256}

[8389] In implementations, the secret object of the secret component, PNAS, includes N pairs of
M-bit vatues, which may be denoted as (¢, £7,) fori= 1./ N. In this example, £ymay be the first
M-bit vatue of the i pair and tf may be the second M-bit valoe of the i pair. Tt is noted that the
nuamber of pairs, N, of M-bit numbers mway be equal to the mumber of bits used to represent the
respective credentials of the respective members of the digial ecosystern. For exaraple, if the
credentials of cohorts {e.g., once m a structured forroat, such as a fixed length vector or the hike)
are represented in 256-bit vectors then N=256. In some implementations, the PNA module 414
may randomly generate each pair of M-bit values. In some of these irmoplementations, the PNA
maodule 414 may generate each of the M-bit values with the condition that each of the M-bit values
is relatively prime to a specific value. For example, in some implementations, each of (£ £}
fori=1...N are relatively prime to {2¥-1)).

[6390] In implementations, the public component, PNAF, of the master PNA object is public
within the digital ecosystem, such that PNAY may be shared with any member {e.g., cohort,
enclave, or the like) that 1s admitied 1o the digital ecosysiem. In some of these umplersentations,

PNAT is the same size as PNA® (e.g., 16 KB. 8 KB, 32 KB, or the like). In implementations, the
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public component, PNAT, of the master PNA object includes two initial M-degree binary primitive
polynonuals, gé’o {x) and ggj_ {x), and a public object. In some of these implementations, the PNA
module 414 mav generate, or otherwise defermine, any two imtial M-degree binary primitive
polynomials of degree M. In implementations, the public object of PNA® may include N-1 pairs
of M-bit values, which may be denoted as (:tf_} o t,p . for 1= 2. N, In this example, t{} omay be the
first M-bit value of the i™ pair and in ymay be the second M-bit value of the i™ pair. In some
implementations, the PNA module 414 may randomly generate each pair of M-bit values. In some
of these implementations, the PNA module 414 may randomly generate each of the M-bit valoes
with the condition that that each of the M-bit values is relatively prime to a specific value {e.g.,
each of (t], t7,) for i=2...N are relatively prime to (2"-1)).

[639%] At2112, the CG-ESP allocates and distributes a PNA object {or each respective member
of the digital ecosystem based on the master PNA object and uniqgue credentials of the ecosystem
member. For purposes of explanation, this step is described for a single cohort while noting that
the techniques disclosed may be repeated for any number of ecosystem members {e.g., other
cohorts, enclaves, or the ecosystern at large).

63921 In vnplementations, the PNA module 414 generates a unique PNA object {denoted as
PNA;} for a respective cohort {e.g.. an 1 cohort) of a digital ecosystem based on the master PNA
object and credentials of the cohort.

[6393] In some nmplementations, the credentials of the cohort may refer to a data structure
containing data that is mdicative of the cohort, where the credentials may or may not be human-
understandable. In some implementations, the credentials may be structured in a fixed-size bit
vector {e.g., an N-bil vector) that i3 unique to the cohort Additionally or alternatively, the
credentials of the cohort may be transformed from a variable length vector into an N-bit vector
{e.g, using a transformation function} that s unique to the cohort. In implementations, the PNA
module 414 may determine the credentials based on data received from a data source of many
potential types of data sources {e.g., as discussed with respect to the CNA module 412 above).
63941 In soroe implementations, the unique PNA object, PNA,, of a cohort {e.g.. an 1™ cohort)
includes a secret ratio, t7 /t7, a public binary primitive polynomial, Fe5. {x}, and the public
component, PNAP, of the master PNA object. In these implementations, the PNA module 414 may
determing the secret value and public polyvnomual specifically for the cohort based on the
credentials thereof In embodiments, the PNA module 414 generates the public primitive
polynomial, 95 (x), based on the secret primitive polynonual, g2{x),a secret value, {7,

obtained from the secret object, and the secret value d. In some of these implementations, the
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PNA module 414 may determine secret value, t7, by applving a first mapping function to the
secret component, PNAS, of the master PNA component given the credentials of the cohort as
input. In these implementations, the first mapping function outputs the secret ratio, t7 /t0, as an
M-bit value. Tn some implernentations the secrete ratio £7/tf can be derived from PNAS, PNA®,
and the credentials of the i cohort. For example, in some implementations, the PNA module 414
may obtain the credentials of the cohort in a fixed length vector {e.g., 1€, = (bf, ..., bi.) when
the credentials of the cohort s 256 bits long). The PNA rodule 414 may then select and combine
corresponding elements {rom the secrete object (£7, 7,) of the secret component, PNAS, based
on the values of the individual bits, b7, of the credentials to obtain a first value, 7 of the i'* cohort,
Stmilarly, the PNA module 414 may select and corobine elements froro the public object { i,, ol 1)
of the public component, PNA®, according to the values of the individual bits, b/, of the
credentials of the cohort to obtain a second value, tf, of the cohort. The PNA module 414 may
then determine the secret ratio, £/t of the i i"™ cohort given the first value, tf, and the second
value, t] of the cohort. H is noted that in some implementations, the first and second
values, t¥ and t{ are not shared with the cohort; rather, only the secret ratio £ /t7is shared with
the cobort.
[0395] 1o example moplementations, the PNA module 414 may deterroine the public binary
primitive polvnonual, g (St {2}, by applying a second mapping function to the secret component,
PNAS, and the public component, PNA®, of the master PNA object given the credentials of the
cohort as input. In these implementations, the PNA module 414 may determine the public
primative polvnomal, §es.q {(x}, based on the output of the second mapping function, the first
value, £7, the secret value, 4, of the secret component, PNAS, of the master PNA object, and the
secret binarv primitive polynomial, g2 {x), of the secret coniponent, PNAS.
163%96] In implementations, the PNA module 414 may allocate the resultant PNA object, PNA,
to the cohort, such that the cohort receives the public component, PNA®, of the master PNA obje
the secret ratio, t§/t], and the public binary primitive polvnomial, g 54 (g, PNAi =
(PNAP &/ ¢f, G5 {x}13. It 1s noted that any two cohorts 1 and | will be able to calculate a public
ratio 7 /i'}-" hased on the public object and the pair of public primitive polynommals, gf{} {(x} and
§£1 (x), of the public component PNAF, of the master PNA object, and the credentials of the
cohorts 1 and J.
[6397]  As will be discussed, the PNA objact may be used by a VAKX of the cohort during link
xchange to confirm engagement eligibility by performing ehgibility synchronization vis-3-vis
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another cobort of the cormmurnity. For example, in some implementations the cohort VDAX of a
first cohort {e.g., “Cohort A7) may generaie a correlation vector, Cena{A, B) when spawning a
hnk for and/or decoding a link from a second cohort {e.g., “Cohort B} based on the PNA object
of the first cohort and the credentials of the first and second cohorts {e.g., as described in greater
detail below).

[0398] The imoplementations of FIG. 21 are provided as exarople techougues {or generating PNA
objects for the members of an ecosystem. It is appreciated that a progenttor VDAX may be
configured 1o generate a master PNA object and PNA objects for ecosystem members in other
suitable manmers without departing from the scope of the disclosure. 1t1s further appreciated that
additional techriques for generating componenis of the master PNA objects and/or PNA objects

for ecosvstem members may be later developed.

SEQUENCE MAPPING

[6399]  As discussed, sequence mapping may refer (o a set of operations that include “mapping
a sequence” into a genontic data object {e.g., an LNA object, an XNA object, or a ZNA object) to
obtain a transformation value (TV) or a genomuc engagement factor (GEF). Generally, sequence
mapping is a compuiational process that receives a sequence, a genomic data obiect, and a set of
mstructions {e.g., GRI, instructions indicated by a window vector, or the hike) and outputs a fixed
length vector {e.g., a GEF or a TV) based thereon. For example, a sequence mapping module 440
may receive a sequence {PSS) (e.g, a public or private symmetric sequence taken from metadata
that is obtainable to ecosystem member and ecosystem member B {e.g., Cohort A and Cohort B))
and may determine the vector based on the sequence, a genomic data object that is assigned {o
both A and B {e.g., XNA, LNA, or ZNA}, and sequence mapping instructions that are shared
between A and B (denocted as (A, BY). As will be discussed, the sequence mapping instructions,

g hnk

b

D{A, B) may vary depending on the process that invokes the sequence mapping (e
spawning/hosting v. VBLS encoding/decoding) and the configuration of the CG-ESP of the
ecosystern. In example implementations, DA B) may be GRI provided by A to B (e g.. during
link exchange or subsequent link updating), or instructions indicated by a “window” generated by
A when gspawning a link for B, or other suilable data structures used by the sequence mapping
maodule 440 when performing a sequence mapping operation.  As described elsewhere, sequence
mapping mstructions, such as GRI or 1ostructions mndicated by a “window”, may be ersbodied 1o
binary vectors and/or may embodied in parameterized instruction sets, such as a script or
exgcutable code. In the later implementations, the mstructions may be parameterized with values

{e.g., randomly generated values to parameterized GRI or a randomly selected wmdow to
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parameierize instructions used in link exchange-based sequence mapping), such that the sequence
mapping instructions are varied for different relationships.  In implementations, a sequence
mapping function recetves a genomic data object as input {e.g., LNA, XNA, and ZNA), where the
type of genomic data object depends on the process that invokes the sequence mapping progess.
[3408] In some scenarios, the sequence mapping module 440 15 invoked to generate a genomic
engagement factor (GEF)e.g.. for VBLS generation). As discussed, a GEF may refer to a value
that 15 used {0 transform a digital object into a VBLS object. In implemeniations, the sequence
mapping module 440 may generate a GEF by “mapping” a sequence (e.g., a public sequence or a
private sequence) into a modified or unmodified genomic differentiation object {e.g., a modified
or unmodified XNA object or a modified or unmodified ZNA object) given specific genomue
regulation instructions (GRI). It 1s appreciated that “mapping a sequence into” a modified or
unmodified genomic data object may refer {o a senes of specified operations that are performed
on the sequence, GRI, and genomic daia object to obtain a resuliant valoe (e.g, GEF or TV}
0401} 1o iroplementations, the sequence mapping module 440 may receive the GRI and a
genomic differentiation object as mput {(which may be a modified or an unmodified genomic
differentiation object). In some implementations, the sequence mapping module 440 may further
recetve the sequence that 1s 1o be mapped (which mayv be a private sequence or a public sequence)
as input. Alternanively, the sequence mapping module 440 may receive a digital object {or VBLS
object} and mav be configured to exiract the sequence 10 be mapped from the digital object (or
VBLS object).

[3402] 1t is noted that in some implementations, sequence mapping instructions {e.g., GRI or the
like} mav be generated by an ecosystern member and not shared with any other ecosystem
members. For example, where the sequence mapping is being performed within a trusted
exgcution environment {e.g., a processor 1§ encoding and decoding insiractions of a computer
program and/or related data used or output by the program at run-time), the GRI used to perform
sequence mapping within the trusted execution environment may be GRI that 1s not shared with
any other ecosystem members, but rather that is only known to the VBAX (e g, an EIC VBAX
discussed below) that generated the GRI In soroe of these implernentations, an EIC VDAX may
generate the GRI, which the EIC VIDAX uses to generate GFFs that are used by the EIC VIDAX
to encode and decode the nstructions and/or related data. As such, in some implementations the
GRI are not shared with any other VDAXs but are siill used in the sequence mapping process o
generate GEFs. Thus, whale the exarople implementations of sequence mapping discussed below
discuss GRI exchanged between VI AXs, the techniques discussed may be applied to the scenario

where 8 VDAX is performing the sequence mapping using GRI {or other switable sequence
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mapping instructions) that are only known to the VDAX. In such scenarios, descriptions of
technigues performed using GRI {or other sutlable sequence mapping insiruciions) exchanged
between community members mav be applied to handle these scenarios when configuring a
sequence mapping module/CG-ESP that generates GEFs and/or transformation values using GRI
{or other suitable sequence mapping mstructions) that were generated and secretly stored by a
single conmvuntty member (e.g., EIC VDAX). There are other scenarios where certain GRI s not
exchanged with any other ecosystern merbers, such as when votanizing a material data block
{MDB), as discussed below. For purposes of explanation, the term “secret GRI” or “secret
mstructions” may refer to instructions that are not shared with anv other ecosysiem members.

16403 Analogous to a GEF, a transformation value (TV) may refer to a value that 18 used to
transform genomic engagement cargo (GEC)Y during link spawning, which facilitates the secure
link exchange process. In some implementations, the sequence mapping module 440 may
generate a transformation value by “mapping” a sequence {e.g., a public sequence or a private
sequence) into a modified genomuc correlation object {e.g., a modified LNA object) given a
“window” exiracted from the genomic correlation object (as discussed with respect to hink
exchange processes). In implementations, the sequence wapping module 440 may receive the
window and a genomic correlation object {e.g., LINA object) as 1oput (which may be a roodified
or an unmodified genomic differentiation object) In some implementations, the seguence
mapping module 440 may further recaive the sequence that is to be mapped as input. For example,
i some implementations the sequence mapping modide may receive a mapping sequence that 1s
generated by the link module 430 (e g, a value derived from the window and GRI generated
during the hink spawning processes). Alternatively, the sequence mapping module 440 may be
configured {0 receive input values (& g., a window and GRI) and may be configured {0 generate
the mapping sequence from the inpul values using a set of computational functions. 1t 15 noted
that the term “transformation value” mayv be used with respect to other types of operations, such
as when generated to modify a genomic differentiation object or a genomic correlation object.

[3404] In some implementations, the sequence mapping module 440 generates GEFs and TVs
using the same sequence mapping process. in these implementations, the seguence mapping
module 440 may recetve a sequence {e.g.. a private sequence or a public sequence) and a genomic
data object {e.g. an LNA object, an XNA object, or a ZNA object) and may ouipwt a
transformation vaiue {e g, in the case that an LNA object is received} or a GEF (g.g., in the case
that an XNA or ZNA object is recetved) using the same senies of computational functions.
Alternatively, the sequence mapping process used to generate transformation values and the

sequence mapping process used to generate GEFs may be different processes. The examples of
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FIGS. 22 and 23 depict different vartations of sequence mapping processes that may be used o
generate transformation values and/or GEFs.  As can be apprecialed, the sequence mapping
processes may be cipher-based, cipherless, or hybnid. I is appreciaied that additional or
alternative sequence mapping processes may be implemented in a CG-ESP without departing from

the scope of the disclosure.

SEQUENCE MAPPING INTO UNMOBIFIED GENOMIC DATA OBIECT

[3405) FIG. 22 sllustrates an example method for generating a sequence.  In these example
tmplementations, the sequence mapping module 440 receives an unmodified genomic
differentiation object and maps the sequence into the genomic differentiation object using a series
of computational fumctions. For purposes of explanation, the process is described as generating a
GEF based on a sequence, an unmodified genomic differentiation object{e.g, XNA or ZNA) and
GRI. The process mayv be adapted for generating TVs by substituting windows for GRI and an
unmodified correlation object (eg, LNA objecty for an unmodified genomic differentiaiion
object. The sequence mapping process of FIG 22 may be performed in a cipher-based manner, a
cipherless maoner, or a hybrid manner.

10406] At12210, the sequence mapping module 440 obtains sequence mapping data, including a
genomic differentiation object, GRI, and a sequence. In implementations, the input to the sequence
mapping module 440 may mcelude a genoric differentiation object {e.g, XNA or ZNA) and GRL
In the example of FIG 22, the genonuc differentiation object has not been modified and is
undifferentiated from the enclave-specific or ecosystem-specific genomic differentiation object.
In some imoplementations, the GRI correspond to a specific relationship that the host VBAX has
formed with another sufficiently correlated digital ecosvstem roernber.  Alternatively, in some
implementations, the GRI is secret GRI that has not been exchanged with another ecosystem
member.

[6407] In some nmplementations, the sequence may be a symmeiric sequence, such that the
sequence 15 obtanable by both VDAXs, In troplementations, the sequence may be a public
sequence or a private sequence. In some examples provided below, “PSS” may refer to any type
of sequence. As noted, 3 sequence may be a public sequence or a private sequence, wherg “PRS”
may refer to a public sequence and “PVYS” may refer to a private sequence. In implementiations,
the sequence, PSS, 15 provided to the sequence roapping module 440 as put. Alternatively, 1o
some implementations the sequence is extracted by the sequence mapping module 440. In these
mmplementations, the sequence mapping module 440 is configured o extract a specified set of bits

{e.g.. as defined in the configuration of the sequence mapping module 440 and/or as defined in
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the GRI}. For example, in the case of a digital object {or 3 corresponding VBLS object), such as
a data packet {(or a corresponding VBLS-encoded data packet), a set of biis may be exiracied from
a defined set of bit locations of one or more packet headers.  In these implementations, the
sequence may be selected from the unencoded portion of the digital object In this wav, the
symmetry of the sequence may be maintained through the encoding and decoding process.

[0408] At 2212, the sequence mapping module 440 transforms the sequence, PSS, mto a
sequence conversion vector {(SCV) based on the GRI. o sore troplementations, PSS may be
transformed into the SCV using a transformation function that includes a set of one or more

computational functions. In implementations, SCV may be determined according to:

SCVep= Flog(PS8)

where F1 1g a transformation function {(which may be referred to as a “sequence transformaiion
function”™) that receives the sequence, PSS, as input and transforms PSS using the one or more
computational functions to obtain SCV. In embodiments, the sequence transformation function
may be cipher-based {e.g., keved-disambiguation, encryption, and/or other keyed-reversable
computational functions), cipherless {e.¢.. hash functions, a serigs of parameterized combination
of cvelic shift and/or XOR functions, one-way non-reversable functions, and/or the like), orhyvbnd
functions {some combination of cipher-based and cipherless functions). In some implementations,
the sequence iransformation function receives the PSS and the GRI and executes one or more
computational functions (e.g., cipher-based function{s} and/or cipherless function{s}), resulling in
the SCV. It is noted that the size of SCV may be defined by as part of the CG-ESP’s default
configuration and/or in GRI, whereby larger SCVs may be used to enhance the overall security of
the CG-ESP. For purposes of explanation and example, SCV is deseribed as a 256-bit vector.

164697 In somwe implementations, the sequence transformation function, F1, may be included in
a standard configuration of the sequence mapping module 440 Alternatively, the GRI may
indicate a particular configuration that is to be used to transform the PSS into the SCV. For
exarmnple, a set of n bits in the GRI may indicate a specific transformation technique (e.g., which
computational functions) {0 use to convert PSS, Additionally or alternatively, the GRImay inclode
specific mstructions that, when executed, transforro the sequence into the SCV.  In some
tmplementations, the GRI may indicate parameters that are used to convert PSS, For example,
the GRI may indicate a key to use when performung a cipher-based transformation of PSS, secure
modification parameters (SMP) that are used fo parameterize cipherless operations {e.g., a
combination of cyclic shift and XOR functions), an mput to a hash function, and/or the like.
Additionally or alternatively, the transformation function may be configured to combine the
sequence and the GRI {e.g., (PSS || GRI}) and to transform the combined sequence and GRIT using
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the set of one or more computational functions to obtain SCV. It 1s appreciated that additional or
aliernative techniques may be applied by the sequence mapping module {o determine the SCV
given an input sequence,

[3418] At 2214, the sequence mapping module 440 maps the unmodified genomic
differentiation objeci based on the SCV to obtain a mapped differentiation object. In some
wnplersentations, the sequence mapping module 440 maps the genomuc differentiation object
{e.g, XNA or ZNA) into N binary vectors based on the SCV to obtain a mapped genomic
ditferentiation object {denoted as{Sy yya. S2xwa - Swxwal) Tn some implementations, the

sequence mapping module 440 executes a mapping function, F2, as shown below:

[Sl,XNA) SZ,X{\]A rer SN,XNA} = FZGRI’ (XN[I& SC“'I)

[B413] 1t 1s appreciaied that the mapping function {denoied as F2 above) may be configured 1n
different manvers. In some implemeniations, the manner by which the mapping function, F2, 1s
configured is at least partially defined in the GRI. In these implementations, the manner by which
the mapping function maps the unmodified genomic differentiation object may be designated
and/or parameterized by the GRI In some embodiments, the mapping function, F2Z, may be
provided as a default configuration.

13412} In some implementations, the mapping function, F2, may select a set of N vectors from
the genomic differentiation object based on the SCV 1o obtain a set of N vectors {denoted as
{ Ao, Ay, Ayqor (Ag_ Tor= 1. N} For example, in some implementations, the mapping
function, F2, mav select N vectors {4y, A4,..., Ay_q] from the genomic differentiation ohject
based on N values indicated by the SCV. For instance, m some implemeniations, the mapping
function may separate SCV into N sections {e.g., {55 5, ... 5y], where the value represented by
the 1% section, s, of the SCV indicates a starting location in the genomic differentiation object
from which the i™ vector is extracted. In these example implementations. the mapping function
may extract a predefined number of bits starting from the s/ bit of the genomic differentiation
object to obtain a respective vector, Ag.. In some of these example implementations, the mapping

function, F2, may output [dg, Ay...., dy-1] as

{Syxwar Saxna - Swxnal
10413} In some implementations, the mapping function may he configured to additionally
modify each of the N vectors (4;,_ for i= 1... N} according to a configuration of the sequence
mapping module 440 and/or based on the 83CV and/or GRI to obtain the set of mapped binary
vectors {e.g, Ly, for 1= 1. N} In these example implementations. the mapping function, F2,
may output {Lo.Ly...., Ly-q] a5 {SqixwarSzxna - Snxwal In this way, the mapped genomic
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ditferentiation object {e.g., [Sixnva Soxna - Swxwal) object may be further obluscated to
increase the level of securtty of the CG-ESP. In these example implementations, the mapping
function may perform one or more computational functions on each of the N vectors {4, for i=
1. N} to obtamn the set of N mapped vectors (L, for = 1. N}, For example, in some example
implementations, the mapping function may execute a respective cyclic shalt operation on each of
the N vactors, [Aq, Ai,... A1, to obtain the N mapped vectors {Lo, L1, a1} In some of these
implementations, gach respective cyclic shift operation that is applied to a respective vecior may

¢ pararneterized based on a value mndicated by a respective segment of the SCV or the GRE v

these example implementations, each vector Ag,  may be shified by a value equal to M, where

th

M;i is a value represented by the ¥ section of the SCV or the GRI For example, in soms
mmplementations the mapping function may cvclically bit shift each respective vector, Ay, by My
hits to the right. The value of Mimay be dentved from SCV or GRI in any other suiiable manner.
[3414] It is noted that the foregoing are examples implementations of a mapping function for
mapping a genomic differentiation object based on an SCV and that alternative mapping fimctions
may be developed and implemented in a sequence mapping module 440. Furthermore, as the
example mappiog functions iroplementations are described with respect to XNA objects, the
descriptions above may be applied to map ZNA objects and/or LNA objects without departing
from the scope of the disclosure.

[6415] At 2216, the sequence mapping module 440 modifies the mapped differentiation object
using a set of computational functions to obtain a modified mapped genomic differentiation object
(also referred to as a “modified genomic differeniiation object). For instance, in some
uvplersentations, the sequence mapping module 440 may inclade a modification hunction, F3, that
maodifies the mapped genowmic differentiation object according to:

(s %(NA 53 .iXNA .S gim ol = F3ereSixnaSoana - Swanal)

where [S{n a5 wa - Snxna | denotes a modified genomic differentiation object having M rows.
In some implementations, the modification function, F3, modifies the mapped genomic
differentiation object based on the GRI. In some of these implementations, the modification
function, F3, modifies the mapped genomic differentiation object based on one or more
modification parameters (MP) that correspond to the GRI using a set of computational functions.
In some implementations, the modification parameters mayv be defined mn the GRI or may
otherwise be indicated by the GRI. Additionally or aliernatively, the one or more modification
parameters may include the SCV that was determuned based in part on the GRI {e.g., at 2122},

Additionally or alternatively, a modification parameter may be otherwise determined based on the
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GRI. In embodiments, the modification function, F3, may be configured in a cipher-based,
cipherless, or hybrid manner. In implementations, the modification function can output a set of
N modified vectors, [S1 5y .50 xna - Sk xnal-

i3416] In some implementations, the modification function, ¥3, may be a cipher-based
modification function. In these implementations, the modification function may include a
disarnbiguation function and/or an encrvption function that transforms the mapped genomic
differentiation object using the wmodification value. In some of these implementations, the
modification function F3 may use the modification value as a key for disambiguation or
encryption. In these implementations, the modification function may apply the disambiguation
and/or  encryption  functions to  each veclor of the N  mapped vectors f{eg.
Encrypt([Sy gnasSozna- Snxnal MP) or XOR ({8 ywas S2xwa- - Snxnal. MP)) to obtain the
N modified vectors, [SThna-50na-. Suxnal- As previously discussed. any number of different
encryption algorithms may be applied to the N mapped vectors o obtain the set of N modified
veciors. [f i3 appreciated that the modification of the modified genonuc data object may be
performed on each of the N mapped vectors or o specified segments of the mapped differentiation
object.

#4171 In some implementations, the modification function, F3, wmay be a cipherless
maodification function that perform one or more cipherless computational functions on the set of
N mapped vectors information using a modification value. In some of these implementations, the
modification function may include a hash function that is keyed by a modification parameter. In
these implementations, the hash {function may be any suitable hash function that may be keyed
with a value. The hash function may be applied to the individual vectors of the N mapped vectors
(e.g., Hashep (5 yna,Sivazwa b fori = L. N, where Sy, = 1} to obtain the N modified
vectors, [5{ya.Styna - Suznal).

[6418] In some tmplementations, a cipherless modification fimction, F3, may execute a
combination of parameterived XOR and cyclic shift operations to the mapped genomic
differantiation object to obtain the modified genomic differentiation object. In some of these
implersentations, the XOR and cvchic shift operations are parameterized using a set of secure
modification parameters (SMP) that define the manner by which bits are shifted and/or XOR d.
In implementations, the SMP may be defined by the one or more madification parameters. In some
of these implementations, the modification function may apply the parameterized cipherless
operations to mapped differentiation object {e.g.

Cipherless Modif y{([Sixna Saxna. . -Swgna b SMPY) to obtain the set of N modified vectors,
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S nasSana- Saxwal Tt is appreciated that the modification may be performed on each of the
N mapped vectors or to specified segmenis of the mapped differentiation object.

10419}  In some implementations, the modification function, F3, may be a hybnd modification
function. In these implementations, the modification function may apply these functions to each
vector of the N mapped vectors (e.g., Hybrid Modifvop (IS xna Sz xna- Syxnal) 10 obtain
the N modified vectors, [Sthya. 50 wva - Swxnal. I these implementations, a hybrid modification
function may nclude at least one cipher-based operation and at least one cipherless modification
function. In some of these implementations, the hvbrid modification function may use a
modification parameter as input parameters to the cipherless and/or cipher-based functions.
3428} 1t 15 noted that the foregoing are examples implementations of a modification function
for modifying a genomuc differentiation object and that alternative mapping functions may be
developed and implamented in a sequence mapping module 440, Furthermore, as the example
modification funclions implementations are described with respect 1o mapped XNA objects, the
descriptions above may be applied to modify mapped ZNA objects and/or mapped LNA objects
without departing from the scope of the disclosure.

13421} At 2218, the sequence mapping module 440 converts the modified genomic
differentiation object into a GEF. In implementations, the sequence mapping module 440 applies
a conversion function, F4, that receives the modified differentiation object and converts the
modified differentiation object into a GEF using a set of computational operations. In these

implementations, a GEF may be determined according to:

GEF = Fa([Slina.S35wa- Sienal)
64221 Depending on the configuration of the sequence mapping module 440, the conversion
function, ¥4, roay be cipher-based, cipherless, or hyvbrid  The conversion function may be
configured 1o output a vector of fixed size. For example, in some example implementations, the
conversion function may be configured to output a GEF of fixed length (e.g., 128 bits, 256 bits,
512 bits, or the hike). It 1s appreciated that the size of GEF may be a standard size defined in the
CG-ESP or may be indicated by the GRI (e g, a predetermuned subset of bits of the GRI). As
discussed, the larger the GEF the greater levels of secunity. In some implementations, the
conversion funciion, F4, 15 a cipher-based {function. For example, in some implementations GEF
may be deterroined according to:
GEF = CMACgr{ E\L Penall Ssmall. if"Q'ljn’A)

[6423] In this example, the conversion function, F4, includes a block cipher-based message
authentication code (CMAC) function that receives the GRI aond the modified mapped

146



N

10

2
A

WO 2022/169969 PCT/US2022/015109

differentiation object {e.g., concatenated vectors) and outputs the GEF based thereon, such that
GEF 15 of fixed length {e.g., 256 biis). It is appreciated that additional or alternative cipher-based
operations may be applied to the modified vectors to obtan the GEF without departing from the
scope of the disclosure.

[3424] In some implementaiions, the conversion function is a cipherless function. For example,

n some impleroentations GEF may be determined according to:

GEF = }'135}1256{5%&'1\1.4 H 3‘)Mx1w= 1S i ‘Sy\m)

[3425] In these exarmple implementations, the conversion function may concalenate the vectors
in the set of modified veciors ([S1kn 4. Sovna. . Shwal} and then may apply a hash function {e.g.,
an image-resistant function) to the result of the concatenation operations to ouiput a fixed iength
vector, GEF. In the provided example, the hash function oulputs 256-bit vectors. T is apprecialed
that the conversion function may be configured to output vectors of different lengths (e.g., a 128~
bit hash value, a 512-bit hash value, or the like), however, withowt departing from the scope of the
disclosure. It is appreciated that the length of the GEF may be varied in this example and could
be equal to, less than, or greater than the length of the veciors in [S1y 4.5 na. . Shhnal. Tt is
appreciated that the conversion function may apply additional or aliernative cipheriess functions
to the modified vectors to obtain the GEF without departing from the scope of the disclosure.

[3426] In someimaplementations, the conversion fimchion, F4, 15 a hybnd function. For example,

in some implementations GEF may be determinad according to:

EF = Hash,z (Encryptcm(S&NAH SShnalle HS%XNA))

(64271 In this example implementation, the conversion function, F4, may concatenate each of
the modified vectors nfo a single vector and may encrypt the resultant vector to obtain an
encrypied vector. In the example implementation, the conversion function, F4, may then hash the
encrypied vector to obiain the GEF {(eg., a 256 bit GEF}. In the provided example, the hash
function oulpuis 256-bit vectors. Tt is appreciated that the conversion function may be configured
to output vectors of different lengths (e.g., g 128-bit hash value, a 512-bit hash value, or the bike),
however, without departing from the scope of the disclosure. 1t is appreciated that additional or
alternative cipher-based and/or cipherless operations may be applied to the modified vectors fo
obtain the GEF without departing from the scope of the disclosure.

13428} 'The foregoing method of FIG. 22 provides example implementations of a sequence
mapping module 440, The technigues provided above are used to ilustrate example
configurations of a sequence mapping modules 440, including example configurations of
functions {e.g., F1, F2, F3, and F4) that may be used in a sequence mapping module 440, It should
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be appreciated from the disclosure that additional or alternative technigues may be implemented
and apphed in a sequence mapping module 440 without departing from the scope of the disclosure.
Furthermore, the technigues described above mayv be applied to either XNA or ZNA to generate a
GEF. Furthermore, as mentioned above, the sequence mapping module 440 may be configured
i accordance with the techniques deseribed above or with other sutable sequence mapping
operations to deternmune transformation values that are used during the hink exchange process. In
some of these implementations, the techmques discussed above may be applied to generate
transformation values as well. In these implemeniations, the sequence mapping may obiain a
genontic correlation object {(eg, an LNA object), a sequence, and a window. In these
mplementations, the window may be structured io the same manner as the GRI, such that the
window is mdicative of the mformation used to perform the sequence mapping operations. In
some of these implementations, the sequence that is obtained during hink exchange may be a value
that is generated by the ink spavwning VDAX and encrypted using the common genomic eligibility

mformation shared by the link spawning VDAX and the hink hosting VOAX

SEQUENCE MAPPING WiTh MoDIiFiEDp DNA

[642%] FIG 23 ilustrates an example process for performing sequence mapping according {o
some implementations of the present disclosure. In the example of FIG. 23, the sequence mapping
module 440 obtains a modified genonue differentiation object {e.g., modified XNA or moodified
ENA)Y or a modified genonuc correlation object {e.g., modified LNA) and deterroines a GEF or a
transformation value based therson.  For purposes of explanation, the example process is
described with respect to a genomic differentiation object and the sequence mapping module 440
1s producing a GEF.

[G430] At 2310, the sequence mapping module 440 obtains sequence mapping data, including a
modified genomic differentiation object, GRI, and a sequence. In some implementations, the input
1o the sequence mapping module 440 may include a modified genomic differentiation object{e.g.,
a modified XNA object or a modified ZNA objecty and GRI For example, in some
implementations a VDAX may store the modified genomic differentiation object in memory,
whereby the modified genomic ditfferentiation object was modified to generate or decode VBLS
with respect to a specific cohort or enclave of the digital coromurnuty.

[3431] As discussed with respect to FIG. 22, the GRI correspond 1o a specific relationship that
the host VDIAX has formed with another sufficiently correlated digital community member and
the sequence is a symnetric sequence that may be a public sequence or a private sequence. In

some implementations, the sequence 1s provided to the sequence mapping module 440 as mput.
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Alternatively, in some implementalions the sequence is extracted by the sequence mapping
module 440, Tn these implementations, the sequence mapping mwodale 440 15 configured (o extract
a specified set of bits {e.g., as defined in the configuration of the sequence mapping module 440
and/or as defined in the GRI}. For example, in the case of a digital object, such as a data packet, a
defined set of bit values may be extracled from one or more packet headers, such that the
sequences. In some implerentations, the sequence may be selected from the unencoded portion
of the digital object. In this way, the svrametry of the sequence may be mantained through the
encoding and decoding process by the respective VA XS,

164327 At 2312 the sequence mapping module 440 transforms the sequence, PSS, mio a
sequence conversion vector {(SCV) based on the GRI. As discussed with respect to FIG. 22, PSS
may be transformed into the SCV using a transformation function that includes a set of one or
more computational fonctions. In some implemeniations, the sequence mapping module 440 may
transform PSS into the SCV using a transformation function that includes a set of one or more

computational functions. In implementations, SCV may be determuned according to;
2 o

SCYepe™ Flop(PSS)

whereg F1 i3 a transformation function (referred to as a “sequence transformation function™) that
recetves the sequence, PSS, as input and transforms PSS using the one or more computational
functions. As discussed with respect to FI(. 22, the computational functions of the transformation
function, F1, may be cipher-based functions (eg., disambiguation, encrypiion, and/or other
reversable computational functions), cipherless functions (e.g., keved-hash functions, executing a
series of parameterized combination of cyelic shift and/or XOR functions, and/or other suitable
one-way computational functions), or hybnd functions {(some combination of cipher-based and
cipherless functions). In some implementations, the sequence transformation function receives the
PSS and the GRI and execuies the computational functions, resulting tn the SCV. 1t is noted that
the size of SCV mav be defined by as part of the CG-ESP’s default configuration and/or in GRE,
whereby larger SCVs may be used {0 enhance the overall security of the CG-ESP. For purposes
of explanation and example, however, SCV is described as 3 256-bit vector.

[3433] In some implementations, the sequence transformation funciion, F1, may be included 1o
a standard configuration of the sequence mapping module 440, Aliematively, the GRI may
indicate a particular configuration that 15 to be used to transform the PSS mnto the SCV {e.g., the
first n buts of the GRI may indicate a specific transformation technique (e.g., one or more particular
cipher-based functions and/or cipherless fumctions) to use to convert PSS, In some
implementations, the GRI may indicate parameters that are used to convert PSS, For example,
the GRI mav mdicate a key to use when performing a cipher-based transformation of PSS, secure
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modification parameters (SMP) that are used {o parameterize cipherless operations {e.g., a
combination of cychic shift and XOR functions), an mput {o a hash function, and/or the like
Additionally or alternatively, the sequence transformation function may be configured fo combine

the sequence and the GRI {(e.g., (PSS |

GR1}} and to transform the combined sequence and GRI
using the set of computational hunctions {o obtain SCV. H 1s appreciated that additional or
alternative techniques may be applied by the sequence mapping module to deternune the SCV
given an input sequence.

10434] At 2314 the sequence mapping module 440 maps the modified genomic differentiation
object using the SCV to obtain a mapped differentiation object. In some of these implementations,
the sequence mapping module 440 includes a mapping function that moaps a modified genonuc
differentiation object based on the SCV fo obiain a mapped modified genomic differentiation
object {or simply a mapped genomue differentiation object). In implementations, the sequence
mapping module 440 may execute the mapping hunction, F2, where the mapping function receives
the modified genomc differentiation object and SCV as tinput. In soroe of these implementations,

the sequence mapping module 440 may execute:

{Si\?xNA) gzmxm S%xz\m] = Flor (XNA™,SCV)
wherg XNA™ is the modified XNA object that was provided as input to the sequence mapping
module 440 and [S¥ 4, 5 na - Shgwal is the resultant mapped XNA object produced by the
mapping function, F2, given the modified XNA object and the SCV. In some iroplementation, the
mapping function, F2, may be configured in the same manner as was discussed with respect to
F1G. 22. His appreciated that the mapping function, F2, may be configured in alternative manners

as well without departing from the scope of the disclosure.

[3435] As was discussed with respect 1o FIG. 22, in some implemeniations the mapping
function, F2, may select a set of N vactors from the modified genomic differentiation object based
on the SCV 1o obtain a set of N vectors (denoted as {4y, A,...., Ayy] or (Ag,_, fori= 1. N} ).
For example, in some muplementations, the mapping functiion may select N vectors [dg, 44....,
Ay 4] from the modified genomic differentiation object based on N values indicated by the SCV,
as was described with respect to FIG. 22 In some of these example implementations, the mapping
function, F2, may output [Ag, 4., dy-1] 88 5P na 5 wa - Sixnal

[G436] In some implementations, the mapping function mav be configured to additionally
modify each of the N vectors (4, for 1= 1. N} according 10 a configuration of the sequence
mapping module 440 and/or based on the SCV and/or GRI to obtain the setl of mapped veciors

{e.g.. Lg, , fori=1.. N} In these example implementations, the mapping function, F2, may output
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oLy Dyoad a5 [SPna SYsna - Shxnal In this way, the mapped genomic differentiation
object. [STyna S5xna S anal object may be further obfuscated to increase the security of the
CG-ESP. In these example implementations, the mapping function may perform one or more
computational functions on each of the N vectors (Ag,_ fori=1... N} to obtain the set of N mapped
vectors {Lg,  for = 1. Nj{e.g, as was described with respect o FIG. 22,

164377 It is appreciated that the foregoimg provides example implementations of a mapping
function, F2, for mapping a modified genonue differentiation object using an SCV, and alternative
mapping fumctions may be developed and implemented m a sequence mapping module 440,
16438} A12316, the sequence mapping module 440 converts the mapped genomic differentiation
object into a GEF. In umplementations, the sequence mapping module 440 applies a conversion
function that receives the mapped differentiation object and converts the mapped genomic
differentiation object into a GEF. In some implementations, the sequence mapping module 440
may execute the conversion function, F4, as was described with respect to FIG. 22. In these

umplersentations, the sequence mapping module 440 may determine the GEF according to:

GEF = FU[S¥ona.5%%na - SiewaD

[643%] Depending on the configuration of the sequence mapping module 440, the conversion
function, F4, may be cipher-based, cipherless, or hybrid. The conversion function may be
configured to output a vector of fixed size. For example, in some example implementations, the
conversion function may be configured to output a GEF of fixed length {e.g., 128 bits, 256 bits,
512 hits, or the like) It is appreciated that the size of GEF may be a standard size defined inthe
CG-ESP or may be defined by the GRI. As discussed, the larger the GEF the greater levels of
security.

[6446] In some implementations, the conversion function, F4, 15 a cipher-based function. For

exanmple, 1 some 1mplementations GEF may be deternuned according to

GEF = CM 'é}‘(*(,R[(SEXJ‘vA' Sz,x,m [ 115 r,X\fA)
[B441] In this example, the conversion funclion, F4, includes a block cipher-based message
authentication code {(CMAC) function that receives the GRI and the modified mapped
differentiation object (e g., concatenated vectors} and outpuis the GEF based therson, such that
GEF 15 of fixed length {e.g., 256 bits). It 15 appreciated that additional or alternative cipher-based
operations may be applied to the modified vectors to obtain the GEF without departing from the
scope of the disclosure. It i3 appreciated that additional or alternative cipher-based operations
may be applied to the modified vectors to obtain the GEF without departing from the scope of the

disclosure,
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[6442] In some implementations, the conversion function 18 a cipherless function. For example,

i some implementations GEF may be determined according to:

GEF = hashase(S M 1| S25wall = 1 SPhna)

104431 In these example implernentations, the conversion functhion may concatenate the veciors
in the set of modified vectors ({S1hu 4.5 nva. . Siknal) and then may apply a hash function {e.g.,
an image-resistant function) to the result of the concatenation operations to ouiput a fixed length
vecior, GEF. In the provided example, the hash function outpuis 256-bit vectors. Itis appreciated
that the conversion function may be configured to output veciors of different lengths (e g, a 128-
bit hash value, a 512-bit hash value, or the like}, however, without departing from the scope of the
disciosure. It is appreciated that the length of the GEF may be varied in this exampie and couid
be equal 1o, less than, or greater than the length of the vectors in Sy .5 ewa . S¥nal. It is
appreciated that the conversion function mayv apply additional or alternative cipherless functions
to the modified vectors to obtain the GEF without departing from the scope of the disclosure.

3444] Insome implementations, the conversion funciion, F4, is a hybrid function. For example,

in some implementations GEF may be determined according to:

GEF = Hash;, (Encryptam(fs;‘{i‘xmli S¥xnalle 15}\:}‘41\.;;))

[0445] In this exarople implementation, the conversion function, F4, may concatenate each of
the modified vectors mio a single vector and may encrypt the resultant vector to obtan an
encrypted vactor. In the example implementation, the conversion funciion, F4, may then hash the
encrypted vector to obtain the GEF {e g, a 256-bit GFF). In the provided example, the hash
function outputs 256-bit vectors. It is appreciated that the conversion function may be configured
to output vectors of different fengths {e.g., a 128-bit hash value, a S12-bit hash value, or the like),
however, without departing from the scope of the disclosure. 1f is appreciated that additional or
alternative cipher-based and/or cipherless operations may be applied to the modified vectors o
obtain the GEF without departing from the scope of the disclosure.

[0446] The foregoing method of FIG 23 provides example implementations of a sequence
mapping module 440 The technigues provided above are used to illustrate example
configurations of a sequence mapping modules 440, including example configurations of
functions {e.g., F1, F2, F3, and F4) that may be used in a sequence mapping modude 440, H should
he appreciated from the disclosure that additional or alternative techniques may be implemented
and apphed in a sequence mapping module 440 without departing from the scope of the disclosure.
Furthermore, the techniques described above may be applied to either modified XNA or modified
ZMNA objects to generate a GEF. Furthermore, as mentioned above, the sequence mapping module
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440 may be configured in accordance with the techriques described above or with other suitable
sequence mapping operations to determine transformation values {TVs) that are used during the
hnk exchange process. Tn some of these iroplementations, the techniques discussed above may be
applied to generate transformation values as well. In these implementations, the seguence
mapping may obtain a modified genomic correlation object (e.g., a modified LNA object), a
sequence, and a window. In these implementations, the window may be structured 1o the same
manner as the GRI, such that the window 18 indicative of the mformation used to perform the
sequence mapping operations. in some of thase implementations, the sequence that is obtained
during link exchange way be a value that is generated by the link spawning VDAX and encrypted
using the comunon genomic eligibility information shared by the link spawning VDAX and the

link hosting VDAX

LinK EXCHANGE EXAMPLES

134477 As discussed, the link module 430 may be configured to spawn and decode links in
accordance with some implementations of the present disclosure.  In implementations, the link
maodule 430 of a VDAX may leverage the genomic eligibility object {e.g., a CNA object and/or a
PNA object) assigned to the VDAX to verify engagement eligibility with another VDAX dwring
the link exchange process. As can be appreciated from the present disclosure, the link exchange
process enables virtually unbounded hyper-scalable correlation--that is, the ability for two
sufficiently affiliated ecosvstem cohorts to authenticate one another without a trusted thard party
to participate in the authentication. In some implementations, hyper-scalable correlation mav be
achieved using genomuc correlation objects {e.g., LNA objects} during the link exchange process,
whereby informaation used to spawn and host a link may be encrypted or otherwise transformed
using a correlation vector {eg. Cona(AB) or Cena(ABY) that is indicative of the unique
cotrelation between the ecosystem cohorts exchanging a link.

16448] In some implementations, the link module 430 confirms engagement eligibility using
{NA obijects, a process which may be referred to as engagement correlation. As discussed, in
some implementations a CNA object of the VIDAX may be derived from a master UNA object,
which may be a randomly generated matrix. In these implementations, the master CNA object
may be private and naccessible bv any VIDAX outside the progenitor VIDAX.  In some
wmplersentations, the progentior VDAX deternunes a codeword vector corresponding to a unigue
obtainable data set corresponding fo a respective community member. In these implementations,
the progenitor VBAX may use the unique codeword vector of the respective community member

to deternune a unigue subset of the master CNA object to allocaie 1o the respective community
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member and may generate a CNA object based on the allocaled subset of the CNA object, as
described above. In some implementations, the unique obtainable data set may be used by a
community merober as credentials of the comununity member, such that the credentials may be
used by other community members to determine the codeword vector of the ecosystem member.
In this way, any two commnunity members {e.g., Cohort A and Cohort B) of the same ecosystermn
can both deternmane their own codeword vector and the codeword vector of the other communily
member based on the respective credentials of each comwmunity wernber. In these
implementations, each of the community members may then generate a common correlation
vector based on an intersection of the codeword vectors of the two community members, whereby
the common correlation vector may be used 1o secure the link exchange process. For purposes of
explanation, {.{A, B} may refer 1o a correlation vecior that can be generated by a first community
member {e.g., Cohort A) and a second communtty member (e.g., Cohort B) based on the first
cradentials of the first, second credentials of the second community members, and the CNA object
of the first community member or the CNA object of the second community member. 1t is noted
that both the first commumity member and the second commnunity member s able 10 generate the
same correlation vector, (. (A, B), using only their respective UNA object and the first and second
credentials.

[3449] In some implementations, the link module 430 confirms engagement eligibility using
PNA obiects, a process which may be referred to as eligibility synchromization. In thege
implementations, the link module 430 of a2 VBAX may be configured to obtain a common
correlation vector Cppa{A, B) using PNA, as described in further detail below,

[3450] FIG. 24 illustraies an example hink exchange process according 1o some implementations
of the present disclosure. The link exchange process may include link spawning and link hosting.
For purposes of explanation, an example link spawning process is described as being performed
by a link module 430 of a link spawning VDAX 2402 and 1s depicted on the right side of FIG. 24.
Similarly, an example link hosting process ts described as being performed by a link modde 430
of a ik hosting VDAX 2404 and 15 depicied on the left side of FIG. 24, H is appreciated that in
some iraplementations, some or all of the steps may be executed by other suitable modules of a
respective VDAX.

13451] In the example of FIG. 24, a link spawning VIDIAX 2402 generates a link containing
genomic regulation instructions {GRI) that 15 provided to a hnk hosting VDAX 2404, which the
hink hosting VDAX 2404 decodes to obtain the GRI that are used to generate VBLS that is decoded
by the link spawning VDAX 2402, In the illustrated example, the link spawning VDAX 2402 and

the link hosting VDAX 2404 are configured with the same CG-ESP configuration. The link
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spawning VDAX 2402 1s assigned a {irst genomic data set (e.g., a first CNA object and/or a first
PNA object, a first LNA object, and a first XNA object) and the link hosting VDAX 2404 13
assigned a second genomuc data set {e.g.. a second UNA object and/or a second PNA object, a
second LNA object, and a second XNA object). Assuming the link hosting VDAX 2404 and the
tink spawning VAKX 2402 are members of the sarne digital ecosystem, a progenitor VBAX of
the digital ecosvstem may generate and assign the first genomic data set to the link spawning
VIDAX 2402 and the second genoroic data set to the link hosting VDAX 2404 In these
implementations, the UNA objects and/or PNA objects of the link spawning VBAX 2402 and link
hosting VDAX 2404 are unigue but correlated. In these implementations, the LNA objects of the
hnk spawning VDAX 2402 and the link hosting VDAX 2404 may be the same LNA object when
the two communily members have a mutual identity of interest {e.g., as designated by a
community owner and enforced by the ecosystern VDAX).

34827 A1 2410, the hink module 430 of the link spawming VDAX 2402 determines a correlation
vector, C{A,B), indicating a umque correlation between the hink spawning VDDAX 2402 and alink
hosting VDAX 2404, In some iroplementations, the link module 430 of the link spawning VBDAX
2402 determines the correlation vector Cona(A,B), based on first credentials corresponding to the
hnk spawning VIDAX 2402, second credentials corresponding to the link hosting VD AX 2404,
and a first CNA object assigned to the link spawning VIDAX 2402, In some implementations, the
link spawning VD AX 2402 and the link hosting VDAX 2404 exchange credentials that are unuque
to the respective community members represented by the link spawning VDAX 2402 and the link
hosting VDAX 2404 For example, first credentials of the link spawning VDAX 2402 may
mclude information relating to the commumty member (e g., a first cohort) representad by the link
spawning VDAX 2402 and second credentials of the link hosting VDAX 2404 may include
mformation relating to a second commumity member (g.g., a second cohort) represented by the
hnk hosting VDAX 2404, In some implementations, the hnk spawning VDAX 2402 woay provide
the first credentials to the link hosting VDAX 2404 and the link hosting VD AX 2404 may provide
the second credentials to link spawning VDAX 2402, Alternatively, the VDAXs mav obtain the
credentials of the other comununity from a data source that maintains the obtainable mformation
of the respective conununity members.

0453} In some implementations, the link module 430 of the link spawning VDAX 2402
deternunes a first codeword vector corresponding to the link spawning VDAX 2402 based on the
first credentials by applving the code mapping function to the first credentials.  In these
implementations, the code mapping function receives the first credentials and outputs the uuque

codeword vector corresponding to the first community member represented by the link spawning
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VDAX 2402 {e.g., as described elsewhere in the disclosure).  Similarly, the link module 430
determines a second codeword veclor corresponding (o the link hosting VDAX 2404 based on the
second credentials of the commumtty roeruber represented by the lok hosting VDAX 2404, In
somie of these implementations, the link module 430 may apply the same code mapping function
to the first credentials and the second credentials. The link module 430 may then determine an
intersection vector based on the first codeword vecior and the second codeword. For example,
the link module 430 may deternune an intersection of the first codeword vector and the second
codeword vector {(e.g., Codeword(A} AND Codeword(B)) to obtain the intersection vector.
[6454] Insomeimplementations, the infersection veclor is a sequence of indices 1o the respective
portions of the master CNA object of the digital ecosystem that are conwoonly shared by the
respective CNA objects assigned 1o the respective digital ecosystem members represented by the
tink spawning VDAX 2402 and the hink hosting VDAX 2404, As will be discussed below, the
tink hosting VDAX 2404 15 also configured to calculate the same intersection vahue based on the
first credentials and the second credentials. 1o this way, both the link hosting VDAX 2404 and
the link spawning VDAX 2402 can calculate the same intersection vector; and because the
ntersection vector indexes respective portions of the master CNA object that are allocated to both
the CNA objects of the link spawning VIDAX 2402 and the link hosting VDAX 2404, both the
link hosting YDAX 2404 and the hink spawning VD AX 2402 can extract the common portions of
the CNA object from their respective UNA objects.

[3485)  In implementations, the link module 430 of the link spawning VDAX 2402 extracts the
portions of the CNA object indicated by the mtersection vector and concatenates those portions to
obtain a binary vector. In some implementations, this resultant vector may be used as the
correlation vector, Cona{A.B). In other implementations, the resultant vector mav be modified
using one or more computational functions to obtain the correlation vector, Cona{A,B).

164567 1t 1s appreciated that the link module 430 of the link spawrung VB AX 2402 may generate
the correlation vector C{A, B} in other suitable manmers without departing from the scope of the
disciosure.  In some implementations, the link module 430 of the hink spawning VBAX may
deternune a PNA-based correlation vector, CenalA. B) based ona PNA object assigned to the link
spawning VDAX 2402 and engagement information corresponding to the community member for
which the link is being spawned {e.g., the credentials and a public primitive polvnonual of the link
hosting VDAX)}.  Examples of PNA-based generation of correlation vectors are discussed in
greater detai} below.

134571 At 2412 the link module 430 genermtes a set of zone references. In some

implementations, a zone reference may refer to a value that indicates a portion of an LNA object.
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For example, a zone reference may be a value that indicates a starting bit location of a portion of
the LMNA object, where the portion has a specified bit size. In these example implementations, the
hink module 430 may randomly generate M zone references, where each zone reference 15 a value
that is less than the number of zones in the LNA object and greater than or equal {o zero.

34881 At 2414, the link module 430 generates a window based on the genomic correlation
object and the zone references. In some implernentations, the link module 430 of the link spawning
VIAX 2402 may extract M zones froro the LNA object indicated by the M zone references to
obtain a set of M vectors (e.g., | Ly ... Ly 1) In some implementations, the window is struchured
as a binary vector of fixed length. In some of these implementations, the link module 430 may
concatenate the M vectors to obtain the window. In some implementations, the hink module 430
may concatenate the M vectors and then may apply a transformation function to the concatenaled
vectors 1o obtamn the window. For example, n some of these implementations the hink module
430 may apply a pre-image resisiant transformation funciion to the concatenated veciors to obtain
the window. In some of these implementations, the link module 430 may include information that
is unigue to the hink spawning VDAX and the link hosting VDAX 2404 as input to the pre-tmage
resistant transformation function. For example, the link module 430 mav include the respective
credentials of the link spawning VIIAX 2402 and the link hosting VDAX 2404 {or values derived
therefrom} as input to the pre-image resistant transformation function to obtain the window. It is
appreciated that the window may be determined in other sutiable manners,

[3459] A1 2416, the hink module 430 generates genomic regulation instructions {GRI} to be sent
to the link hosting VDAX 2404, In implementations, the link module 430 generates genomic
regulation instructions that are generated for specifically for the link hosting VBAX 2404, such
that the link hosting VD AX 2404 uses the GRI when generating VBLS that 15 decipherable by the
hnk spawning VIDAX 2402, In some iroplementations, the GRI may be represented as a binary
vector of fixed length, L, {(e.g., 256 bits, 512 bits, or the like}. In some implementations, the link
moduole 430 may generate the GRI by randomly generating a binary vector of length L. In these
wnplersentations, the ink module 430 may geoerate a random value greater than or equal to 0 and
less than 2%, where L is the length of the randomly generated hinary vector.

[6468] In some implementations, various portions of the binary vector containing the GRI may
be mapped to instructions that are used by the link hosting VDAX 2404 when generating VBLS
for the hink spawning VDAX 2402 and bv the link spawning VIDAX when deciphering VBLS
from the link hosting VDAX 2404 L8502 Nown-limiting examples of instructions that may be
wmndicated by the GRI may include sequence selection parameters that indicaie how to extract a

public or private sequence for sequence extraction (e.g., which bits of a digital object, how many
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bits to exiract, and/or the like), configwration parameters that indicale which computational
functions to use when performing various tasks {e.g., which funciions to use when generating a
GEF or transformation value, which functions o use when transforming a digital object, which
functions fo use when transforming a genomic data object, and/or the like), and/or input
parameters {(e.g., a value used to modify a genomic data object when performing sequence
mapping, secure modification parameters (SMP), and/or the like.. In some imoplementations, the
link module 430 of either VDAX may be configured o extract specific portions of the GRI binary
vector and, for each extracted portion, determine an instruction associated with the value defined
in the extracted portion {e.g., using an association table, index, or the like).

{34611 At 2418, the link module 430 generates a sequence based on the window and the GRL
In some implementations, the link module 430 generates the sequence by combining the window
and the GRI. For example, the link module 430 may concatenate a window vector to a GRI vector
or vice-versa to obtain the sequence. Alternatively, the link module 430 may apply a pre-image
resistant function {or any other sutiable computational one-way function) to a combination of the
GRI and the window to obtain the sequence. The hink module 430 mav determine a sequence
based on the window and the GRI in other suitable manners as well. In some implementations, a
sequence generated using the window and the GRI may be used by the hink hosting VDAX 2404
430 to validate the integrity of the link {(as discussed further below).

{34621 At 2420, the link module 430 obtains a transformation value based on the sequence and
the window. Tn implementations, the hink module 430 provides the window, the sequence, and
the LNA object to the sequence mapping module 440, The sequence mapping module 440 may
deternune the transformation value hased on the window, the sequence, and the LNA object (e g,
as described above). In some of these implementations, the sequence mapping module 440 may
be configured process the window to extract specific portions of the window and, for each
extracied portion of the window, determine an associated instruction that is used for generating
the transformation value given the sequence and the ENA object. It is noted that the sequence
mapping examples described above where described with respect o the generation of a GEF given
GRI, a sequence, and a genomie differentiation object.  As was discussed, those various
unplementanions are adapted to generate transformation values given a window, a sequence, and
an ENA object

{6463} Ai{ 2422, the hink module 430 generates a link based on the sequence, GRI, the
transformation value, the 7one references, and the correlation vector. In these implementations,
the hink module 430 may transform the GRI using the transformation value to obtain transformed

(GRI. The link module 430 may further transform the zone references using the correlation vector
Y g
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1o obtain transformed zone references. In these tmplementations, the link includes the sequence
{unencoded), the transformed zone references, and the transformed GRL

[6464] In implementations, the ink module 430 transforms the GRI using the transformation
value. In some implementations, the link module 430 mayv transform the GRI using an encrypiion
function, whereby the GRI may be encrypted using the transformation value as a key. In some
mmplementations, the hink module 430 transforms the GRI using a disamobiguation function,
whereby the GRI may be XORed with the transformation value. In some of these implementations,
the link module 430 may provide the GRI and the transformation value to the transformation
modude 450, which executes the transformation function on the GRI given the transformation
value.

[3465] In implementations, the link module 430 transforms the zone references using the
correlation vector. In some implementations, the link modole 430 way transform the zone
references using an encry ption function, whereby the zone references may be encrvpted using the
transforroation value as akey. In some implementations, the hink module 430 transforros the zone
references using a disambiguation function, whereby the zone references may be XORed with the
transformation value. Tn some of these implementations, the link modile 430 may provide a zone
reference vector indicating the set of zone references and the correlation vector to the
transformation module 450, which executes the transformation function on the zone reference
vector given the correlation vector,

34667 At 2424, the hnk spawning VDAX 2402 provides the transformed »one references, the
transforroed hink, and the sequence (o the link hosting VD AX 2404, In soroe implernentations, the
link spawning VIAX 2402 may use separate channels {e g . networks, communication mediums,
and/or the like) to provide the transformed zone references, the transformed link, and the sequence
o the ink hosting VDAX 2404, For example, in some implementations the hink spawning VDAX
2402 may provide the transformed zone references via a first channel (e g, via a LAN) and may
provide the sequence and the transformed GRI using a second channel {e.g, via a cellular
network). In other implementations, the link spawning VDAX 2402 provides the fransformed
zone references, the transforroed link, and the sequence to the link hosting VIDAX 2404 using the
same chanmel As discussed, the forgoing data may be collectively referred fo as “genomic
engagement ¢cargo™

[6467] The link hosting VDAX 2404 may receive the genomic engagement cargo provided by
the hok spawning VDAX 2402 and may execute a link hosting process based on the received
genomic engagement cargo. Example implementations of link hosting processes are described

further below.
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106468] Ags 2426, the link hosting VDAX 2404 receives the genomic engagement cargo {eg.,
transformed zone references, the transformed hnk, and the sequence) from the hink spawning
YVRAX 2402, As discussed above, the transformed zone references, the ransformed hink, and the
sequence may be received via one or more channels.

[3469] At 2428, the hink module 430 of the link hosiing VDAX 2404 determines a correlation
vector indicating a umque correlation between the link hosting VIDAX 2404 and the link spawning
VIAX 2402, To imoplementations, the link module 430 roav generate the correlation vector in the
same manner that was used by the link spawning VDAX 2402 to generate the correlation vector.
For example, in some implementations the link module 430 may obtain the first credentials of the
hnk spawming VD AX 2402 and the second credentials of the link hosting VDAX 2404 and roay
determine the correlation vector based on the first credentials, the second credentials, and a second
CNA object of the link hosting VDAX 2404, Tn these implementations, the correlation vector
references portions of the master CMNA object that are common to both the link spawning VDAX
2402 and the link hosting VDAX 2404, As such, the link muodules 440 of both the link spawning
VIAX 2402 and the link hosting VDAX 2404 will generate identical correlation vectors, provided
they are eligible {0 engage (e.g., are from the same digital ecosystem).

1064707  As was discussed with respect to the link spawning VDAX 2402, the link module 430 of
the link hosting VI3DAX 2404 may generate the correlation vector in other suitable manners. For
example, in some implementations the link module 430 of the link hosting VDAX 2404 may
determine a correlation vecior, Cona(B,A) based on a PNA object assigned to the hink hosting
VIAX 2404, credentials corresponding to the convounity member represented by the ink hosting
VIAX 2404, and engagement information corresponding to the community member represented
by the link spawning VDAX 2402, In these implementations, the correlation vector, Upna(B, A},
generated by the link hosting VDAX 2404 will match the correlation vecilor, Cena{ A B} generated
by the hnk spawming VDAX 2402 only if the respective VDAXSs have access to the secret
components of their respective PNA objects. Put another way, malicious entities attempting {0
use the public engagement information of a valid community member will be unable to recreate
the correlation vectors without having access {0 the secret components of the comuwnunity
member’s PNA object. Examples of PNA-based generation of correlation vectors are discussed
in greater detail below.

[B473] At 2430, the link module 430 of the link hosting VDAX 2404 decodes the transformed
zoue references using the correlation vector (o obtain the set of zone references. As discussed, the
link module 430 of the link spawning VDAX 2402 may transform the set of zone references using

a transformation function {e.g., an encryption function or a disambiguation function {XOR)) using
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the correlation vector as the transformation value. As such, the ink module 430 of the link hosting
VDAX 2404 may decode the transformed zone references using the correlation vector as the
transformation value. For mnstance, in implementations where the transforroed zone reterences
were encrypted by the link spawning VDAX 2402 using the correlation vector, the hink module
430 of the link hosting VDAX 2404 may decrypt the transformed zone references using the
correlation vector to obtan the set of zone references. In iruplementations where the transformed
zone reterences were transformed by the link spawning VDAX 2402 using a disambiguation
function, the link module 430 of the link hosting VDAX 2404 may disambiguate the transformed
rzone references using the correlation vector {e.g., XOR of the iransformed zone references and
the correlation vector) to obtain the set of 7one references.

134721  At2432, the link module 430 of the hink hosting VD AX 2404 generates a window based
on the genomic correlation object and the set of zone references. In some implemeniations, the
tink module 430 of the link hosting VDAX 2404 uses the same techniques employed by the link
spawning VIDAX 2402 to generate the window. For example, in some implementations, the link
maodule 430 of the link hosting VDAX 2404 may extract M zones from the link hosting VDAX
2404’s LNA object indicated by the M zone references to obtain a set of M vectors {e.g., |
Ly by D) Inosome of these implementations, the link module 430 may concatenate the M
vectors to obtain the window. In some implementations, the link module 430 may concatenate
the M vectors and then may apply a transformation function to the concatenated vectors to obtain
the window. For exarople, 1n some of these implementations the link module 430 may apply a
pre-image resistant transformation function to the concatenated vectors to obtain the window. In
some of these implermentations, the link module 430 may include information that 15 unigue to the
hink spawning cobort and the link hosting cohort as roput o the pre-image resistant transformation
function. such as the respective credentials of the Iink spawning VIDAX 2402 and the ink hosting
VDAX 2404 (or values derived therefrom). It is appreciated that the window mav be determined
i other suitable manners, so long as the link spawning VDAX 2402 and the hink hosting VBAX
2404 are able to generate the same window when having identical or otherwise sufficiently
correlated LNA objects,

[B473] At 2434, the link module 430 of the link hosting VD AX 2404 obtains a iransformation
value based on the sequence and the window. In implementations, the link module 430 of the link
hosting VDAX 2404 obtains the transformation value by the same operations performed by the
link module of the link spawning VDAX 2402, For example, in some implementations the link

module 430 provides the window, the sequence, and the ENA object to the sequence mapping
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modude 440, which determines the transformation value based on the window, the sequence, and
the LNA object (e.g., as described above).

16474] At 2436, the link module 430 decodes the transformed GRI using the transformation
value to obitain the GRI In implementations, the link module 430 of the link hosting VDAX 2404
decodes the transformation value using the imverse operations performed by the hink module 430
of the link spawning VDAX 2402, As discussed, the link module 430 of the link spawning VDAX
2402 may transformo the GRI using a ransformanon function {e.g., a decryption function or a
disambiguation function {X{R)} based on the transformation value. As such, the link module 430
of the ink hosting VDAX 2404 may decode the transformed GRI using the transtformation value
determined at 2436, For instance, n implernentations where the transformed GRI were encrypted
by the link spawning VDAX 2402 using the transformation value as the encryphion key, the link
moduole 430 of the link hosting VDAX 2404 mav decrypt the transtformed GRI using the
transformation value to obtain the decoded GRL In implementations where the transformed GRI
were transformed by the hink spawning VDAX 2402 using a disambiguation function, the link
module 430 of the link hosting VDAX 2404 may disanmbiguate the transformed GRI using the
transformation value (e.g, XOR of the transformed GRI and the transformation) {0 obtain the
decoded GRI

[3475] At 2438, the link module 430 of the link hosting VAKX 2404 validates the imegrity of
the link based on the decoded GRI, the window generated by the link hosting VDAX 2404, and
the sequence received from the link spawning VDAX 2402, In some iraplementations, the link
maodule 430 of the link hosting VDAX generates a validation sequence based on the decoded GRI
and the window generated at 243%. If the validation sequence matches the sequence provided by
the link spawning VDAX 2402, the link module 430 validates the integrity of the link. The hink
module 430 of the link hosting VDAX 2404 mayv execute the same process {o generate the
validation sequence as the hink spawning VDAX 2402 execuied when generating the provided
sequence. In some example implementations, the link module 430 of the link hosting VDAX
2404 may combine {e.g., concatenate) the decoded GRI and the window to obtain the validation
sequence. Alternatively, the link module 430 mav apply a pre-image resistant function {or any
other suitable computational one-way function} to the combination of the decoded GRI and the
window to obtain the validation sequence. The link module 430 may deternune a validation
sequence based on the window and the decoded GRI in other switable manners as well, assuming
that the link spawning VDAX 2402 and the link hosting VIDAX 2404 are configured with

functionally congruent ink modules 430,

162



N

10

15

30

WO 2022/169969 PCT/US2022/015109

[6476] In some implementations, the link modude 430 of the link hosting VDAX 2404 may then
compare the validation sequence 1o the sequence provided by the link spawning VIAX 2402 {0
validate the integrity of the ok, I the validation sequence and the received sequence match, then
the hink module 430 of the link hosting VDAX 2404 may validate the link and may store the
decoded GRI (and any other suitable link mformation}, as shown at 2440. Once a hink has been
stored and hosted, the hink hosting VDAX 2404 uses the decoded GRI when generating VBLS
mitended for the hiok spavwning VDAX 2402,

[6477] 1t is noted that the example of FIG. 24 illustrates a one-way link exchange (i.e., from the
hnk spawning VBAX 2402 {0 the hink bosting VI3DAX 24043, 1t 1s appreciated that the foregoing
may be performed m a dissvnunetric manner as well, whereby each of the VDAXs spawns a
respective link for the other VDAX and decodes another link from the other VDAX. In these
implementations, the exchanged hinks will be different, as the VDAXS independently generaie
zone references and GRIs. Furthermore, the example implemeniations provided in FIG. 24 are
provided for illustrative purposes and other techmiques for perfornung hink exchange may be later

developed without departing from the scope of the disclosure.

PNA-BASED CORRELATION VECTORS AND ELIGIBILITY SYNCHRONIZATION

[6478] As discussed, in some implementations of a CG-ESP, a link module 430 mav be
configured to generate correlation vectors based on PNA objects. In some implementations of a
CG-ESP, hink modules 430 of ecosystem member VDAXs {e.g., cobott VDAXS, enclave VDAXS,
ecosvsiem VDAXSs, or the like) are configured to generate PNA-based correlation vecior using
PNA and public engagement information of counterpart ecosvstern members. As discussed with
respect 1o FIG 21, a PNA object of a respective community member, PNA, may joclude the
public component, PNA®, of the master PNA object, the secret ratio, , £ /£7, of the ecosystem
member, and the public binary primitive polynonual, 95 {(x), of the scosystem member {(e.g.
PNA; = [PNAP ¢§t] . g,s,00D). In implementations, the engagement information of an
ecosystern member may inchude the credentials and public binary primitive polvnonual, g (5. 00,
of the ecosystern merober. Upon a VDAX of an ecosystem member receiving the engagement
information of a counterpart ecosystem member, the VDAX is able to generate a correlation vector
based on the credentials and PNA object of the ecosystern member and the engagement
mformation of the counterpart ecosystemn member.

0479} Exarople implermentations of PNA-based generation of correlation vectors 1s provided

below. For purposes of explanation, the provided example describes link exchange between a first
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cohort YDAX (referred {0 as “Cohort A”) and a second cohort VBAX {referred to as “Cohort B™).
in this example, the PNA object of Cohort A is designated as PNA4 = [PNAT ¢5/¢], 9:5.4COD.
Similarly. the PNA object of Cohort B is designated as PNAg=[PNAY t5/t]. Ge3.q4 (01} Tables
8 and 9 dllustrate example processes that are executed respectively by the first cohort VDDAX (e g,
Cohort A) and the second cohort {e.g., Cohort B) when performing PNA-based ehigibility

synchronmization.

Table 8 — Cohort A Ehigibility Synchronization Process

I Receive Credentials and public primifive polynomial, Gesa (), of
Cohort B
2. Determine a public ratio of Cohort A to Cohort B, ¢/t based on

Credentials of Cohort A, Credentials of Cohort B, and PNA”

s

Generate first M-degree primitive polynomual, Plenaf A, B), based on
Cohort B's public primitive polvnomial, Gt5a {x). and the secret ratio,

(/¢4 of Cohort A

4 (Generate second M-degree prinnitive polvnomial, P2pwa{A, B},

based on Plma{A, B} and the public ratio, £7/t]

U

Output Correlation Vector Umva{A, B}

[G480] In the example of Table 8, Cohort A receives engagement information corresponding o
Cohort B. As discussed, the engagement information of Cohort B may include the credentials and
the public polynonual of Cohort B, For exarople, Cohort B may provide the credentials and us
public primitive polynomial, g,0 ,(x), when either Cohort A or B initiate the link exchange.
Alternatively, the engagement information may be obtained from a public or semu-public data
source that stores the credentials and public polynomuals of ecosystem members.

6481} Upon receiving the engagement information of Cohort B, Cohort A determunes a public
ratio of Cohort A to Cohort B, tptg based on the credentials of Cohort A, the credentials of
Cohort B, and the public component of the of the master PNA object. PNA® In some
implementations, the public component, PNAY includes two public M-degree primitive
polynomuals, ggo {x) and g,ﬁ}_ {x}, and a public object that includes N-1 pairs of M-bit values (e g,

(tf, tf’ 1) for1=2. N} As mentioned, a sufficiently configured VDAX m possession of the public
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component of the master PNA object, PN A" can determine the public ratio of two members of
the digital ecosystem, given the credentials of the ecosystern members and the public component
of the master PNA object, PNA®, Thus, given the credentials of Cohort A and Cohort B, Cohort
A determine the public ratio of Cohort A to Cohort B, ¢ "’ /th. based on the respective credentials
of Cohort A and Cohort B and the public object ofPNAP. As memioned, in some implementations
the credentials of an ecosysterm member may be defined in a fixed-length data structure, such as
N-length binary vector. For exaruple, the credentials of Cohort A and Cohort B may be defined
as ICs = (b, .., biss) and 1Cg = (BY, .., bEs.) respectively when N=256. In implementations,
Cohort A selects and combines elements from the public object, (tf o tl” ) fori= 2. N, based on
the pair of primitive polvnomials, ggﬁ {x) and ggl_ {x}, and the respective values (1 or 0) at each
mdividual bit locations of the respective credentials of Cohort A and Cohort B to obtain the public
ratio, £h/t].
[3482] In the example of Table 8, Cohort A delermines a first binary-primitive polvnomial,
Pirva{A, B}, based on the public ratio of Cohort A to Cohort B, "/t; the public binary primitive
polynomal of Cohort B, Gesa (x}, and the secret ratio, t3/t}, of Cohort A. As discussed with
ragpect to FIG, 21, the secret ratio of Cohort A was determined by a progenitor VDAX (eg,
gcosystem VDAX) and included in the PNA object of Cohort A, The secret ratio, t§/t}, is
stored by Cohort A and not shared with any other ecosystem members. In example
implementations, Cohort A determines the first binary primitive polynowmial Pimu{A, B) by
constructing a first system to linear sguations and determining a first binary primitive
polynomial given the secret ratio t3/t}, the public binary primitive polynomial of Cohort B,
9isq (3}, and the system of linear equations. In these example implementations, Cohort A solves
the first system of equations to determine the first binary prinitive polynonual, such that the first
binary primitive polvnomial is an M-degree polvnomial and the distance between the first binary
primative polynomaal and the public binary primitive polvononual of Cohort B, Giia {(x3, 13 equal
to the secret ratio, £3/t}. In implementations, the first binary primitive polynomial, Plsa(A,
B}, 18 represented mn a hinary vector.
134837 Upon deternuning the first binary prinutive polynomial, Pisna{A. B), Cohort A
determines a second binary primitive polynomial, P2ruaf{A, B), based on first binary primitive
polynomial, Plea{A, B), and the public ratio of Cohort A to Cohort B, £1/t5. T example
wmplersentations, Cohort A constructs a second svstem of liner equations and deterroines the

second binary primitive polynomial given the public ratio. the first binary primitive polynomial,
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and the second system of linear equations. In these implementations, Cohort A solves the system

[47]

of linear equations and determines the second binary primitive polynomal, such that second
hinary primiive polvoomial 15 an M-degree polynomial and the distance between the second
binary prinitive polvnomial and the first binary primitive polvnomial is equal to the public ratio
of Cohort A, té’ /t5. In implementations, the second binary primitive polynomial, PZeua(A,
B), is represented in 3 binary vector.

[3484] In some implementations, Cohort A determines the correlation vector, Cova(A, B) based
on the first primitive polvnomual, Plpva{A, B}, and the second primitive polynomial P2pna{A, B).
In some of these embodiments, Cohort A may append the binary representation of second
polyvonomial, P2(A, B}, to the binarv representation of the first prumitive polynonual, P1(A, B) {or
vice-versa). It is appreciated that Cohort A may be configured to deternune a correlation vector
based on the first and second primstive—polynomials i other suitable manners as well
Furthermore, i some implementations, Cohort A may use the bit vector representation of the first
binary primitive polynonual as a correlation vector when spawning a bk and the bit vector
representation of the second binary primitive polynomial as a correlation vector when hosting a
link.

[6485] Ags discussed, Cohort B 15 also configured o generate a correlation vector dwring link

exchange. Table 9 provides an example iroplementation of an eligibility synchronization process.
Int these example implementations, Cohort B generates a correlation vector, CevafB, A) based on
the engagement information of Cohort A, the credentials of Cohort B, the PNA object of Cohort
B, and the public component of the master PNA object, PNA®, as 1s discussed i greater detail

below.

Table & — Cohort B Ehigibility Svnchronzation Process

i Receive Credentials and public prinutive polynomial 9eSa () of
Cohort A
2. Determine a public ratio of Cohort B to Cohort A, tg/tjf, based on

Credentials of Cohort B, Credentials of Cohort A, and PNAY

3. Generate first M-bit vector, Plena(B, A) based on Cohort A's public
primitive polynomial, 95 (x}, and the secret ratio, t5/t}, of Cohort
B

4 Generate second M-degree primitive polyvnomial, P2pna(B, A),
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based on Plena(B, A) and the public ratio, £5/t7

n

Gutput correlation vecior ConadB, A)

16486] In the example of Table 9, Cohort B receives engagernent information correspounding to
Cohort A, As discussed, the engagement information of Cohort A may include the credentials and
the public polynomial of Cohort A For example, Cohort A may provide the credentials and its
public prunutive polynormal, 9isa {x}. when either Cohort B or A initiate the link exchange.
Alternatively, the engagement mformation may be obtained from a public or semi-public data
source that siores the credentials and public polynomials of ecosystem members.
[6487] Upon recetving the engagement information of Cohort A, Cohort AB determines a public
ratto of Cohort B to Cohort A, t” /¢y, based on the credentials of Cohort B, the credentials of
Cohort A, and the public component of the of the master PNA object, PNA® As discussed, the
public component, PNA® includes two public M-degree primitive polynomials, gh, (x) and
gr, (x). and a public object that includes N-1 pairs of M-bit values (e.g.. (], t],) for i= 2. N},
As discussed with respect to Cohort A, a sufficiently configured VD AX in possession of the pubhic
component of the master PNA object, PNA®, can determine the public ratio of two members of
the digital ecosystem, given the credentials of the ecosystem members and the public component
of the master PNA object, PNAT. Thus, given the credentials of Cohort B and Cohort A, Cohort
B determine the public ratio of Cohort B to Cohort A, t5/t%, based on the respective credentials
of Cohort B and Cohort A and the public object of PNAF. As mentioned, in some implerentations
the credentials of an ecosystem member may be defined in a fixed-length data structure, such as
a N-length binary vector {e.g., [, = (b3, ., b)) and JCp = (BF, .., bE,) respectively when
N=256}). In implementations, Cohort B selects and combines elements from the public object, (t, o
tf’ ) for i= 2. N, based on the pair of primitive polynomials, gh,(x) and gl, (x), and the
respective values (1 or 0) at each individual bit locations of the respective credentials of Cohort B
and Cohort A 1o obtain the public ratio, igif; )
[6488] In the example of Table 9, Cohort B determines a first binary primitive polynomial,
Plpca{B. A}, based on the public ratic of Cohort B to Cohort At ’B) /z‘.i , the public binary primitive
polynomial of Cohort A, 8.4 (3, and the secret ratio of Cohort B, t3/t). In example
implementations, Cohort B determines the {ivst primitive polynomial, Plpa(B, A}, by

constructing a first system to linear equations and determining the first binary primitive
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polynomial given the secret ratio £5/t), the public binary primitive polynomial of Cohort A,
IeSa {x}, and the first sysiem of hinear equations. In these example implementations, Cohort B
solves the first system of equations for the first binary privutive polynomual, such that first binary
primitive polynonual is an M-degree polynomial and the distance between the first binary
primitive polvnomial and the public binary primitive polvnomal of Cohort A, 95 {x} 1s equal
to the secret ratio of Cohort B, t3/tf. In implementations, the first binary primitive
polynomial, Plena(B, A}, 1s represented in a binary vector.

0489} Upon determining the first, binary prinutive polvnomial Piea(B, A), Cohort B
determines a second binary primitive polynomial, P2ena(B, A), based on the first binary primutive
polynomial, Plena(B, A), and the public ratio of Cohort B to Cohort A, t,/t]. In example
mmplementations, Cohort B construcis a second sysiem of liner equations and deteroines the
second binary primitive polynontial based on the public ratio, t]/£}, the first binary primitive
polynonmal, P2(B, A), and the second system of linear equations. In these implemeniations,
Cohort B solves the system of linear equations to determine the second binary primitive
polynomial, P2ena(B, A), such that second binary prioutive polvnonual 15 an M-degree
polynomial and the distance between the second binary privoitive polynormal, PZpna(B, A), and
the first binary primitive polynomial, Plena(B, A}, is equal to the public ratio of Cohort B 1o
Cohort A, tg /t4. In implementations, the second hinary primitive polynomial, P2pva(B, A},
is represented in a binary vector.

[649G]  In some imoplementations, Cohort B determunes the correlation vector, CenafB, A) based
on the binary representation of the first primitive polynomial, Plena(B, A), and the binary
representation of the second primifive polvnomial P2pna{B, A} Tt is noted that in some
mmplementations, when Cohort A and Cohort B have sufficiently correlated PNA objects, the first
polynomial Piena(B, A), will equal the second polynomial, P2eva{A, B) that was generated by
Cohort A, Simularly, the second polynomal, P2pva(B, A) that was generated by Cohort B will
equal the first, polynomial Plewa{A, B), that was generated by Cohort A As such, in some
implementations, Cohort B may appeund the binary representation of the first privoitive polynonual,
PlpnatB, A), to the binary represemtation of the second primitive polynonual, P2ena{B, A), to
obiain Cpea(B, A) In this example, CpnalAB) will equal Cenva(B.A) when CenalA B} = Pipna(A,
Bl P2enalA, By and Cena(B, A) = P2ena(B, A} || Plena(B, A). In these example implementations,
the correlation vectors used by Cohorts A and B for link hosting and link spawning are
symmetrical. In other implementations, Cohort A and Cohort B may be configured o use

asymumetrical correlation vectors for link spawning and link hosting. For instance, in some
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mmplementations, Cohort A may be configured to use the binary representation of the first binary
primitive pohvoomial, Plena{A, B), as the correlation vector when spawning a link for Cohort B
and use the binary representation of the second binarv primitive polynormal, P2pnalA, B), as the
correlation vector when hosting a link from Cohort B. In these example implementations, {ohort
B may be configured to use the binary representation of the second primitive polynomual, P2ena{B,
A}, as the correlation vector when hosting the link from Cohort A and to use the bnary
representation of the first privmtive polvoomial, Plena(B, A), as the correlation vector when
spawning the link for Cohort A

6491 Assuming the VDAXs of Cohort B and Cohort A are sufficiently configured and
accurately representing themselves during the link exchange, then Cona{(B, A} will maich
ConalA, By ez, PlpnalA, B) || P2onalA, BY=P2ZpnalB, A) | PlpnalB, A), PlpualA, BY=P2palB,
A, or P2ovalA. B) = Plona{B, A)). If, however, one of the link exchange participants {e.g.. a
malicious VBAX} is attempting o maliciously use the credentials and public polynomial of a
cohort to maliciously exchange hinks, the malicious VD AX will not have access to the secret ratio
of the cohort that the makhicious VDAX is attempting to impersonate.  As such, the malicious
VDAX will be unable to accurately determine the correlation vector Cena{B, A) without the secret
ratio, even if the malicious VBAX i3 properly configured and has access to the public component,
PNAY of the master PNA object and the engagement information of the cohort the malicious
VIAX is atteropting to impersonate.

[6492] The foregoing description provides example means for generating PNA-based
correlation vectors. It 1s appreciated that other means for generating PNA-based correlation

veciors may be developed m the future and used during the link exchange process.

YBLS GENERATION

[3493] In some implementations, a CG-ESP is configured to facilitate the generation and
decoding of unique VBLS between two ecosvstem members A and B {&.g., ecosystem-to-cohort,
enclave-to-cohort, cohori~to~-cohort, and/or the hike). In these implementations, both community
members use the same sequence {e. g, public sequence or private sequence), the same sequence
mapping fonction, and the same GRI to generate a genomic engagement factor (GEF) that 1s used
1o transform (e g. using disambiguation and/or encryption techniques} a digital objectinio a VBLS
object and to decode the VBLS object to obtain the digital object. In these implementations, the
sequence mapping functions of the engaging VIDAXs map the sequence (which may be metadata

of the digital object/VBLS object) into a genomic differentiation object {e.g., a modifiad or
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unmodified XNA object or ZNA object) to obtain the GEF. Examples of sequence mapping
process are described above,

10494] FIG 25 ddlustrates an exarople set of operations for a method for generating VBLS by a
second VDAX 2504 that 15 decodable a first VBAX 2502 and decoding the VBLS by the first
VDAX 2502, As previously discussed, in some implementations VBLS may be generated from
digital objects. Dhgital objects evidence properties of mnterceltular engagement and digital session
engagement enabled by the hvper-scalability properties of Cyphergenics that faciluate virtual
session-fess engagements. According to some implementations of the present disclosure, digital
objects are transformed using a set of computational functions operating over information-theory
factlitated genonue data constructions into VBLS. In some implernertations, the relative entropy
of the digital objects may be enhanced to 2V,

[3495]  For purposes of explanation, the example implementations deseribed with respect to FIG.
25 assume that the first VBAX 2502 and the second VDAX 2504 have exchanged links. For
examnple, the disclosed method illustrates VBLS exchange in one direction. In this direction, the
second VIDAX 2504 (e.g., the link hosting VDAX 2404 of FIG. 24) uses GRI provided by {or
otherwise corresponding to) the first VDAX 2502 (e.g., the link spawning VDAX 2402 of FIG.
24 duriog link exchange to generate VBLS that s decipherable by the first VDAX 2502 Example
YVBLS generation implementations are depicted on the right side of FIG. 25 and example VBLS
decoding implementations are depicted on the left side of FIG. 25 1t is appreciated that these
exarmple processes may also be applied when the first VIDAX 2502 generates VBLS that 1s
decipherable by the second VDAX 2504 using second GRI that is provided to the fivst VDAX
2502 by the second VDAX 2504 during link exchange.

(8496} In some implemeniations, the VBLS generation process may be performed when the
second VIDAX 2504 generates VBLS for the first VBAX 2502, In the example implementations
of FIG. 25, the inputs to the VBLS generation process may be a series of digital objects, a genonuc
data object {(e.g., a modified or unmodified XNA object} and GRI.  In some of these
implementations, the second VIOAX 2504 may receive a series of digital objects that are (o be
provided the first VDAX 2502, In these implementations, the second VDAX 2504 may reineve
the GRI that was provided by the first VIDAX 2502 and the genomic differentiation object {e.g.,
XNA object) that corresponds to the GRI For example, the genomic data object may be an XNA
objact that corresponds 1o an enclave or ecosystem in which both the first VDIAX 2502 and the
second VDAX 2504 are members. In some iraplementations, the genomic data object may be a
modified genomic data object that was previously modified using the GRI. Alternatively, the

genomic data object may be an unmodified genomic data object. It is noted that the example
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processes of FIG. 28 illustrate the generation and decoding of a single VBLS object. As can be
appreciated, the processes may be applied to each of the digital objects 1n the series of digital
ohjects.

{34971  A12510, the second VDIAX 2504 extracts a sequence from a digital object. As discussed,
the sequence may be a public sequence or a private sequence. In some implementations, the
sequence may be exiracted from a portion of the digital object that will not be transformed {(which
may be referred to as an “unencoded portion of the digital object”™). In some of these
implementations, the second VDAX 2504 may extract the sequence from the metadata of the
digital object. For example, if the digital object is a networking packet where the payload is {o be
encrypted, the sequence may be extracted from the packet header (e g, TCP/IP routing data) In
another example, if the digital object is a MPEG transport stream packet, the sequence may be
extracted from the transport packet header. Tt is appreciated that {or other types of digital objects,
the sequence may be extracted from other suilable metadata of the other types of digital objects.
As previcusly discussed, the manner by which the sequence 18 extracted {e.g., the bit locations
within the metadata, the size of the sequence, and/or the like) mav be defined in the configuration
of the CG-ESP corresponding to the digital ecosystern or may be indicated by the GRI as
discussed above.

[3498] At 2512, the second VDAX 2504 determines a GEF based on the extracted sequence. In
somie implementations, the sequence mapping module 440 of the second VDBAX 23504 receives
the exiracted sequence, the GRI, and the genomic differentiation object {e.g., XNA object}. As
discussed, the genonue differentiation object may be modified or unmodified.

[G499] In implementations where an unmodified genomic differentiation object 1s input to the
sequence mapping module 444, the sequence mapping module 440 may generate a GEF based on
the sequence, the unmodified genomic differentiation object, and the GRI {e.g., a5 described with
respect to FIG. 22). For exarople, in some of these implementations the sequence mapping module
440 may convert the sequence it a sequence conversion vector {SCV) and may map the CSV
into the unmodified genomic differentiation object to obtain a mapped genomic object. The
sequence roapping module 440 roay then moddy the mapped genonuc differentiation object to
obtain the modified genomic differentiation object In these implementations, the sequence
mapping module 440 may then deternune the GEF based on the modified genomic differentiation
object and the GRI {e.g., as described with respect to FIG. 22). It is appreciated that sequence
mapping module 440 may be configured in accordance with other suitable manvers. For example,
the sequence mapping module 440 may modify the genonuc differentiation object and then may

map the SCV into the modified genomic differeniiation object to obtain a mapped genomic
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differentiation object. In these example implementations, the sequence mapping module 440 may
determine the GEF based on the mapped genomic differentiation object and the GRL

16206  In implementations where a modified genomic differentiation object is input to the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the modified genomic differentiation object, and the GRI {e.g., as described with
respect to FIG. 23). In some of these implementations, the sequence roapping module 440 may
convert the sequence nto a CSV and may map the CSV mto the moodified genoroie differentiation
object to obtain a mapped genomic differentiation object In these implemeniations, the sequence
mapping modile 440 may then determine the GEF based on the mapped genomue differentiation
object and the GRI. Itis noted that in these implementations, the modified genonuc differentiation
object may have been previously modified and stored in memory {e.g, persisient long-term
storage or transient memory, such as RAM} and/or may have been modified prior to be being
mput 1o the sequence mapping module 440,

[0801] At2514, the second VDAX 2504 transforros the digital object into a VBLS ohject using
the GEF. In some imoplementations, the binary transformation module 4350 receives the digital
object to be transformed and the GEF and generaies a VBLS object based thereon using a cipher-
based function {e.g., encryphion function or disambiguation fimction). H s noted that the function
that 15 used to generate the VBLS object may be defined in a default configuration of the second
VDAX 2504 or may be indicated inthe GRI. As discussed, the resultant VBLS object may include
an encoded portion {e.g., a pavicad of the digital object} and an unencoded portion {e.g., metadaia
of the digital object that 15 not encoded).

6502} In some implementations, the binary transformation module 440 wmncludes a
disambiguation module 452 that transforms the digital object into the VBLS object using the GEF.
In these implementations, the disambiguation module 452 may transform a digital object based
on the GEF by XORing the GEF and a portion of digital object that 15 to be transforred o obtain
the encoded digital object. In these impiementations, the portion of the digital object thatis XORed
with the GEF mav be the payload of the digital object. In implementations, the disambiguation
module 452 may receive a different GEF for each digital object, as disambiguation techniques
may be attackable with more efficient aitacks if a same genomic engagement factor is used to
encode two or more digital objects.

16563} In some implementations, the binary transformation module 430 includes an encryption
module 454 that transforros the digital object into the VBLS object. Tn these impleroentations, an
encrypiion module 454 may be configured with one or more encryption functions that transform

a digital object based on the GEF by encrypting a portion of digital object that is to be transformed
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using the GEF as an encryption key. The encryption module 454 may be configured with any
suitable symmetric encryption fumctions {e.g., TDES, AES, Safer+, SAFER++, Twofish, or the
hike) that has a corresponding inverse encryption function {or decryption function) that mav be
used to decode an encoded digital object. In implementations, an encrvption module 454 instance
may be configured {0 receive a different genomiic engagement factor for each digital object or may
use the same transformation for two or more different digital objects. In implernentations where
a different GEF 15 generated for each respective digital object, the resultant encoded digital objects
may be only subject to brute-force attack.

16564] In sorse implementations, the second VDAX 2504 may generate an integrity value that
provides to the first VDAX 2502 with the VBLS object. In some iroplementations, the second
YDAX 2504 may deternune the integrity value by transforming the entire digital object (including
the unencoded portion) using the GEF determined at 2512, In these imoplementations, the entire
digital object may be transformed using a computational function (e g., a cipher-based, cipherless,
or hybrid funciion) that receives the GEF as input. For exarople, in some implementations the
second VDAX 2504 may input the digital object into a hash fimction that receives the GEF as
mput. In these implementations, the hash funchon outputs the integrity value, which the second
VDAX 2504 roay provide to the first VIDAX 2502 with the VBLS object.

163057 At 2516, the second VDAX 2504 provides the VBLS object to the first VDAX 2502 and
the first VBAX 2502 receives the digital object. The second VAKX 2504 may provide the VBLS
object 1o the first VDAX 2502 over any suitable medium. The first VIAX 2502 receives the
VBLS object in a series of VBLS objects generated by the second VDAX 2504, In these
tmplementations, the first VBAX 2502 may retrieve the GRI that it provided to the second VDAX
2504 and the genomic differentiation object {e.g., XNA object) that corresponds to the GRI. For
example, the genomic differentiation object may be an XN A object that corresponds to an enclave
or ecosvsiem in which both the first VBAX 2502 and the second VIBAX 2504 are members.
[6506] At 2518, the first VDAX 2502 extracts the sequence from an unencoded portion of the
VBLS object. As discussed, the sequence may be a public sequence or a private sequence. In
some implementations, the sequence may be extracted from an unencoded portion of the VBLS
object, such that the metadata contained therein may be the same metadata that was in the original
digital object. In some of these implementations, the first VEAX 2502 may extract the sequence
from the metadata of the VBLS object. For example, if the VBLS object is a networking packet
where the encoded portion of the VBLS object contains an encoded pavioad, the sequence may
he extracted from the packet header (e g.. TCPF/IP routing data}. ¥n another example, if the digital

objectis a MPEG transport siream packet, the sequence may be extracted from the transport packet
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header. 1tis appreciated that for other types of digiial objects, the sequence may be extracted from
other suitable metadata of the other types of digital objects. As previously discussed, the manner
by which the sequence is extracted {e.g.. the bit locations within the metadats, the size of the
sequence, and/or the like} mav be defined in the configuration of the CG-ESP corresponding 1o
the digital ecosystem or may be indicated by the GRI, as discussed above.

[B807] At 2520, the first VDAY 2502 generates the GEF based on the exiracted seqguence, a
genomie differentiation object, and the GRI provided by the first VIDAX 2302 to the secound
VDAX 2504, In some implementations, the sequence mapping module 440 of the first VDAX
2502 receives the extracted sequence, the GRI, and the genomic differentiation object {e.g., XINA
object) and deternunes a GEF based thereon. 1t 1s noted in order to successfully decode the VBLS
object, the sequence mapping module 440 of the first VDAX 2502 must perform a functionally
equivalent sequence mapping process using the same npuis {e.g. sequence, genomic
differentiation object, and GRI) as the sequence mappmng module 440 of the second VDAX 2504,
[3508] In implementations where an unmodified genonuc differentiation object 1s input to the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the unmodified genomic differentiation object, and the GRI {e.g., a5 described with
respect to FIG. 22} As was discussed with respect 1o the second VSDAX, the sequence mapping
module 440 may convert the sequence into a sequence conversion vector (SCV) and may map the
SV into the unimodified genomic differentiation object to obtain a mapped genomic object. The
sequence mapping module 440 may then modify the mapped genomc differentiation object o
obtain the modified genomic differentiation object. In these implementations. the sequence
mapping module 440 may then deternune the GEF based on the modified genomic differentiation
object and the GRIL It i appreciated that sequence mapping module 440 may be configured in
accordance with other suitable manners. For example, the sequence mapping module 440 may
modify the genonuc differentiation object and then may map the sequence into the rodified
genomic differentiation object to obtain a mapped genomic differentiation ohject. In these
example implementations, the sequence mapping module 440 may determine the GEF based on
the mapped genomic differentiation object and the GRI

[G509] In implementations where a modified genomic differentiation object is inpwt 1o the
sequence mapping module 440, the sequence mapping module 440 may generate a GEF based on
the sequence, the modifiad genomic differentiation object, and the GRI (e.g., as described with
respect to FIG. 23). In soroe of these impleroentations, the sequence mapping module 440 may
convert the sequence info a TSV and may map the CSV into the modified genomic differentiation

object to obtain a mapped genomic differentiation object. In these implementations, the sequence
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mapping modile 440 may then determine the GEF based on the mapped genomue differentiation
object and the GRI. Itis noted that in these implementations, the modified genomic differentiation
object roay have been previously modified and stored 1o memory (e.g., persistent long-term
storage or transient memory, such as RAM} and/or may have been modified prior to be being
mput to the sequence mapping module 440, 1t 1s noted that the modified genomic differentiation
object must be modified in the sarne manuer as the modified genomuc differentiation object of the
second VDAX 2504 (e g., as defined by the GRI}.

16510] A12522, the first VDBAX 2502 decodes the transformed portion of the VBLS object using
the GEF to obtain the decoded portion of the digital object. In some implementations, the binary
transformation rnodule 440 performs an inverse transformation on the encoded portion of the
VBLS obiect using the GEF as input to obtain a decoded digital object. itis noted that the inverse
transformation function is the inverse function of the ransformation function used by the second
VDAX 2504 to encode the digital object.

10511} 1o some implernentations, the bimary transformation module 440 of the first VDAX 2502
mcludes a disambiguation module 452 that transforms the VBLS object into a decoded digital
object based on the GEF determined at 2520, In implementations, the disambiguation module
452 may be configured to decode an encoded portion of the digital object using an inverse
disambiguation function and the GEF. In implementations, the inverse disambiguation function
may include XORing the GEF and the encoded portion of the VBLS object In these
implementations, the XOR operation results in the decoded digiial object, assuming that the GEF
used to transform the encoded portion of the digital object maiches the GEF that was determined
by the sequence mapping module 340 of the first VDAX 2502,

16512} In some implementations, the binary transformation module 430 includes an encryption
modude 454 that transforms the VBLS object into a decoded digital object based on the GEF. In
implementations, an encrvption module 454 mstance roay be configured to decode an encoded
poriion of the digital object using an inverse encryption function and the GEF deternmined at 2520
Assuming the GEF determined at 2520 maiches the GEF that was used to encrypt the digital
object, the inverse encryption function uses the GEF as a key to decrypt the encoded portion of
the digital object to obtain the decoded digital object,

[G513] At 2524, the second VDAX 2504 verifies the integrity of the VBLS object based on the
mntegrity value. In some implementations, the second VDAX 2504 may include an integrity value
i the VBLS object.  As discussed, i some implementations, the second VIDAX 2504 may
determine the integrity value by transforming the entire digital object (including the unencoded

poriion) using the GEF used to encode the encoded portion of the VBLS object. In these
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mmplementations, the entire digital object may be transformed using a computational function
{e.g.. a cipher-based, cipherless, or hybrid {unction) that recetves the GEF as imput.  Upon
decoding the VBLS object into the decoded digital object, the first VDAX 2502 may transform
the decoded digital object using the same compuiational function and the GEF determined at 2518
as inpud to obtain the miegrity value. I the generated integnty value matches the integrity value
provided with the VBLS object, then the first VDAX 2502 may verity the integrity of the decoded
digital object and may output the decoded digital object, as shown at 2526,

[6514] The foregoing processes are provided for example. It is appreciated that other processes
for generating and decoding VBLS may be developed in accordance with the disclosure without

departing from the scope of the disclosure.

CG-ENABLED PROCESSING ENVIRONMENTS

[6515] FIGS. 26 and 27 illustrate examples of {G-enabled processing environments that can be
implemented 1n an example ephemeral architecture. FIG. 26 illustrates an example of a CG-
enabled processing environment that enables virtual trusted execution domains, whereby the CG-
enabled processing environment is configured to decode VBLS-encoded binary instructions 2606
into executable binary instructions 2608 that are thereafter executable by processing cores of the
processing environment and/or encode binary mstructions 2608 into VBLS-encoded binary
structions 2606 that are stored in memory for later decoding and execution. For purposes of
explanation, FIG. 26 may be described as showing a CG-enabled wmstruction path.  FIG. 27
thustrates an example VDAX that is configured to decode VBLS-encoded data into decoded data
that is input to a processing core 2602 and/or to encode output data outpui by a processing core
2602 into VBLS-encoded data. For purposes of explanation, FIG. 27 may be described as showing
a {C(G-enabled data path.

[6516] In some implemeniations, the VDAX of FIG 26 and/or FIG. 27 is a hardware-based
VDAX (e.g., a CG-enabled processing corg, field programmable gate array, microprocessor, or
the like). While a hardware-based VDAX mav provide improved security features, the VDAX of
FI1G. 26 and/or FIG. 27 may be implemented as a software-based VDAX that is executed by a
processing device, or a hybrid VBAX consisting of hardware and software elements. In some
mmplementations, the term executable mstruction components (EIC) VBAX may vefer {0 a
hardware-based VDAX that 1s configured with a CG-ESP that encodes and decodes VBLS-
encoded instruction sets and/or VBLS-encoded program data. In some embodiments, the exarmple
VDAXs of FIGS. 26 and 27 may be the same VDAX, where the VDAX encodes and/or decodes

both nstruction sets and data. Alternatively, in some emboduments, a hardware-based EIC VDAX
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performs the instruction encoding/decoding, while a software or hvbrid-based VBAX performs
the data encoding/decoding {or vice-versa).

162317]  In the examples of FIG. 26 and FIG. 27, the digital objects that are being encoded and/or
decoded are executable mstructions and/or program data. The strategies that may be deployed
with respect {0 sequence mapping may vary depending on the type of processing system, the
operating system of the device, design choices and tradeofls (e g., hugher levels of security v. more
efficient execution}), and the ike. With respect 1o the design choice and the corresponding
tradeofts, generating a unique GEF for each respective mstruction or instance of program data
may provide mmproved security features, but may decrease performance of the execution
environynent as a result of having to determaine a GEF for each respective mstruction.  In these
implementations, the respective GEFs that are used to encode/decode respective digital object
{e.g., single instructions or instances of program data} are generated based on respective sequences
extracted from metadata that umquely corresponds to the digital object. In other implementations,
respective hatches of digital objects {e.g., groups of instructions of a computer program or
groupings of program data) may be encoded using respective GEFs, such that a first sequence
extracied from metadata corresponding o a first batch may be used (o generate a first GEF that is
then used to encode/decode digital obiects of the first baich, while a second sequence exiracted
from metadata corresponding to a second batch 15 used to generate a second GEF that is then used
1o encode/decode digital objects of the second batch. In other implementanions, a single GEF may
be used to encode/decode instructions and/or program data, whereby the single GEF is generaled
based on a sequence extracted from metadata associated with the compuier program. In these
unplementanions, the number of sequence mapping operations are greatly reduced but at the
expense of a decreased level of security. As can be appreciated, the metadata from which a
sequence exiracted for sequence mapping may vary based on the type of metadata that is used o
generate a GEF is extracted may vary depending on the type of metadata avalable, the desived
security levels of the processing environment, and the ke Non-linuting examples of metadata
from which a sequence can be extracted when decoding a set of one or more instructions of a
computer program may include filesvstem metadata, RAM metadata, OS-apphcation specific
metadata, execuiable application-specific metadata, and/or the hike. Non-limiting examples of
RAM metadata may be a memory location of a digital object or set of digital objects, such as a
physical address, alogical address, a virfual address, a memory page, a page table, and/or the like.
Non-limuting examples of filesystem metadata include a file path of the program, an inode
corresponding to the program, FAT32 or FATIG table components indicating locations where

mstruction sets are stored on an HDD or SST, N'TFS table components indicating locations where
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mstruction seis are stored on the HBD or 88D, ahard disk partition on which an instruction or set
of mnstructions is stored, a hard disk cluster on which an mstruction or set of instructions is stored,
and/or the hike. Nouv-limiting examples of OS-application specific metadata may melude process
control metadata, thread control data, and/or the like. Application-specific metadata may include
object file metadata, executable and link (ELF) metadata, ELF segments, common object format
file (COFF) metadata, COFF segments, segment, segment offsel, code segment, code segment
offset, data segment, data segment offset, block starting symbol (BSS), BSS offset, heap segment,
heap segment offsel, stack segment, stack segment offset, and/or the like.

[6518] In the example implemeniations of FIG. 26, the CG-enabled processing environment
may nclude a set of processing cores 2602 that execute computer prograrn instruction sets {e.g.,
mstruction sets of software apphications, middleware applications. device drivers, operaiing
svstemv/kernel code, and/or the hike} that are embodied as executable binary mstructions 2608, It
1s noted that a computer program does not require that the istructions be executed by a computer
{e.g., a desktop compuier, a server computer, 2 mobile device, or the hike). 1t is appreciated a
computer program may include prograrms, routines, apphications, and the like that are executed by
any tyvpe of device, including but not hinuted to, a server computer, a deskiop computer, a mobile
device, a gamang device, a smart appliance, a robot or other auntonomous device, an foT device, a
routing or other networking device, and/or the like. The processing cores 2602 of a processing
environment may include general-purpose processing cores, special purpose processing cores
{e.g., graphics processing cores, arlificial intelligence processing cores, and/or the like), or other
suttable processing devices that can execute executable instructions (Field Programmable Gate
Arrays (FP{GAs), microprocessors, or the like}.

[651%9] In some example embodiments, respective computer program instruction sets are stored
as respective VBLS encoded instructions 2606, For example, in some implementations, each
computer program instruction set may be encoded n a respective non-recurring “language”,
wherebv each computer program instruciion set is encoded using a specific genomic data set 2612
and specific GRI 2614, In some of these implementations, the genomic data sets 2612 used to
encode different computer program mstruction sets may be the same genornic data sets 2612 using
different GRI 2614, such that each GRI 2614 corresponds to a respective computer program {e.g.,
first GRI 2614-1 for a first computer program, second GRI 2614-2. .. N® GRI 2614-N for an N
computer program}. In some implementations, different computer program insiruction sets may
be encoded using different genomic data sets 2612 and different GRI 2614, For example, each
computer program may be assigned its own genonuc data set 2612 {e.g., a first genomic data set

2612-1 for a first computer program, a second genoniic data set 2612-2... an N™ genomic data set
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2612-N for an N® computer prograr) that is used to decode and/or encode the instruction sels
thereof.  In some embodiments, different groups of computer programs may be assigned
respective genomic data sets 2612, For example, a group of computer programs that are part of a
sutte or collection and/or provided by the same organization may be assigned the same genomic
data set 2612, In this example, the respective computer programs may be encoded and decoded
using the same GRI 2614 or different GRI 2614, 1t 1s appreciated that the comamunity owner (e.g.,
chip provider, operator systern provider, firmware provider, or the like) mav configure a CG-
enabled processing environment in any of these manpers.

165207 A computer program fnstruction set may be wnitially encoded into VBLS in any suitable
manner. For example, in some embodiments, the computer program instruction set is mihally
recetved in an executable format, such that the computer program instruction set 1s not mitially
encoded. In this example, an EIC VDBAX 2600 may assign genomic data {e.g., XNA) to the
computer program during the installation process and may generate GRI 2614 for encoding the
computer program mstruction set. The EIC VDAX 2660 may then encode each instruction 2608
in the computer prograrm instruction set into a respective VBLS-encoded instruction 2606 based
on the gnoraic data set 2612 assigned to the compuier program and the corresponding GRI 2614,
The VBLS-encoded instruction 2606 may then be stored in memory 2616 for later execution. As
can be appreciated, “memory” may refer to one or more of read-only memory (ROM), random
access memory {RAM), a cache, RAM, hard disk drive (HDD), a solid state drnive (8D313), or the
like.

0521} 1o other exaruple embodiments, a computer program may be provided {e.g., viadownload
or a compuier-readable medium such as a CD, DV, removable flash memory drive, or the like)
by the program provider in a VBLS-encoded format.  In some example implementations, the
program provider may also provide the requisite genomic data 2612 and GRI 2614 to decode the
mstructions 2608 In some iroplementations, the provider of the program and a VDAX
representing the device 1o which the compuler program is being instalied (e g, the EIC VDAX
2600 or a higher-igvel, software-based or hybrid VD AX) may underiake a link exchange process,
such that the VDAX may provide GRI 2614 to the program provider, which a VDDAX representing
the program provider uses to encode the computer program instruction set. In some of these
example embodiments, the encoded instructions 2606 may be stored in memory 2616, such that
the EIC VDAX 2600 may decode the VBLS-encoded binary instructions 2606 at run time using
the genomie data 2612 and the GRI 2614 corresponding to the computer program.  In some
implementations, the EIC VDAX 2600 may decode the entire VBLS-encoded computer program

instruction set using a first set of genomic data 2612-1 and first GRI 2614-1 and then re-encode
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the computer program instruction. In these implementations, the EIC VDAX 2600 may use the
second genomic data 2612-2 and/or second GRI 2614-2 to encode the computer program
mastruction sets and/or may use a different configuration to perform the CG-based encoding. For
instance, the EIC VDAX 2600 may use a different sequence mapping technique and/or binary
transformation technique to re-encode the computer program instruction set.  In such
wmplersentations, the EIC VDAX 2600 would use these sequence mapping and/or bnary
transforroation techmques, the different genonuc data 2612-2 and/or the second GRI 2614-2 to
decode the VBLS-encoded mstructions at nin-time. In this way, even the program provider would
be unable to replicate VBLS-encoded instructions 2606,

165221 In example embodiments, an EIC VDAX 2600 may be configured fo read VBLS-
encoded binary instructions 2606 of a computer program from memory 2616 and 1o decode the
encoded binary instructions 2606 to obtain executable binary instructions 2608 based on the
genomic data set 2612 assigned to the computer program and the GRI 2614 used {0 previously
encode the instructions 2608, In some implementations, the decoded executable binary
mstructions 2608 are oufput to one or more processing cores 2602 of a CPU. In some
mmplementations, the one or more processing cores 2602 receive the decoded binary nstructions
and execule the binary instructions 2608, In the case that the executed instructions result in output
data 2708, the ocutput data 2708 may also be encoded into VBLS-encoded data 2706 (see e g,
F1G. 27). Encoding output data 2708 may be performed at a different level, such as at the
operating system-level and/or application-level. For example, the outpui data 2708 may be
encoded mto VBLS-encoded data 2706 by the operating svstern using a dufferent genonuc data
set and GRI and the resultant VBLS-encoded data 2706 mav be written into memory 2616,
Additionally or alternatively, the EIC VDAX 2600 may be configured o encode the output data
2708 into VBLS-encoded data 2706.

165237 1o embodiments, the EIC VDAX 2600 may be ernbodied as a dedicated processing
core that performs CG-based decoding and/or encoding of binary instruction sets. Additionally or
alternatively, the EIC VDAX 2600 mav be implemenied as a field programmable gate array, a
specialized chip, and/or a general processing core.

[6524] In the illustrated example, the FIC VIDAX 2600 may include an EIC module 2620, a
sequence mapping module 2640, and a hinary transformation module 2650, As previously
discussed, the EIC module 2620 may perform genonuc operations on respective genomic data sets
2612 {e.g., ZNA generation and/or modification) that enable the EIC VDAX 2600 to decode
VLBS, encode VBLS, and/or control a genomic topology of a virtual trusted execution domain.

in embodiments, the sequence mapping module 2640 obiains sequences and performs sequence
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mapping operations on behalf of the EIC VDAX 2600, using specific genomic data (e g., modified
or unmodified DNA), specific GRI, and the obtained sequences to obtain genomic engagement
factors {GEFs). In embodiments, the binary transformation module 2650 decodes VBLS-encoded
binary mstructions based on the genomic engagement faciors obtained by the sequence mapping
module 2640, For example, each instraction {or sl of mstractions} may be decoded using a
different genonuc engagernent factor.  Furthermore, 1o some embodiments, the bmnary
transformation module 2630 can encode upencoded binary mstructions into VBLS-encoded
mstructions using the genomic engagement factor and a set of computational functions, such that
the resultant VBLS-encoded instructions may be stored in memory for future decoding and
execution.

165251 In some implementations, the EIC VDAX 2600 mayv include additional or alternative
modules depending on the configuration thereof. For example, i some implementations the EIC
VDAX 2600 may include a ink modale (not shown) that performs link exchange on behalf of the
processing device when a new program is downloaded to and/or installed on the device which the
processing device serves. Additionally or alternatively, the EIC VDAX 2600 may include a
master integrity module that is configured to validale a computer program instruction set before
it 1s instatled onto the device. An EIC VDAX 2600 may include additional or aliernative modules
without departing from the scope of the disclosure.

[6526]  In example embodiments depicted in FIG. 26, the FIC VDAX 2600 15 decoding a first
computer program instruction set 2606-1 of a fivst computer program and a second compuier
prograry instruction set 2606-2 of a second corapuier program. To the tlustrated example, the EIC
module 2620 1s configured to fetch or otherwise obtain a first genomic object and first GRIY
cotresponding to a first computer program instruction set that 1s to be decoded. As mentioned,
the genomic objects in the example implementation may be ZNA objects. In the iustrated
exanmple, the EIC module 2620 modifies the first ZNA object based on the first GRI using a set
of computational functions to obiain first modified ZNA. Similarlv, the EiC module 2620 may
modify a second ZNA object based on second GRI to oblain second modified ZNA. In some
embodiments, the EIC module 2620 may be configured to execute the cornputational functions
using a FNA object and GRI as input o obtain the modified ZNA. As discussed throughout the
disciosure, the modified ZNA may be used to encode a binary instruction set and/or to decode a
VBLS-encoded instruction set.

[6527]  In embodiments, the sequence mapping module 2640 18 configured to perform sequence
mapping operations on behalf of the EIC VDAX using the modified ZNA 1o obiain genonuc

engagement factors. In embodiments, the sequence mapping module 2640 may be configured to
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obtain a sequence {e.g., a public or private sequence) corresponding {0 an instraction {(or a set of
two or more instructions of an mstruction set) that is {0 be executed and may map the sequence
mmto the modified ZNA. In implementations, the sequence may be extracted from roetadata
associated with a set of one or more instructions of a computer program. The sequence mapping
module 2640 may leverage other sutiable public or privale sequences without departing from the
scope of the disclosure.  As discussed, mapping a sequence nto modified genomic data {e.g.,
modified ZNAY may include zero or more indermediate transforration steps where the obtained
sequence is transformed using a set of computational funciions (e g, hash functions} to obtain an
mtermediate value, whereby the infermediate value and the modified ZNA value are input inio a
second set of computational fimctions to obtam a genomic engagement factor (GEF). In the
ilhustrated example, the sequence mapping module 2640 may deternune a first sequence (public
ot private sequence} corresponding to a first instruction {or set of first mstructions) and may map
the first sequence into the first modified ZNA to obtain a first GEF. Sinularly, the seguence
mapping module 2640 may determine a second sequence {public or private) corresponding o a
second instruction {or set of second instructions) and may map the second sequence mto the
second modified ZNA to obtain a second GEF. As discussed throughout the disclosure, the GEFs
may be used {o encode binary instructions and/or fo decode VBLS-encoded mstructions. As
discussed, the metadata from which a sequence is extracted may depend on the manner by which
the mstructions are encoded and decoded. For mstance, if each mstruction 1s encoded (and
decodedy with a different GEF, then the metadata from which a sequence 1§ extracted when
decoding or encoding a respective instruction may be specific to the respective instruction {e.g., a
value mdicating a memory location of the respective mstruction). I different subsets of the
instructions of the computer program are respectively encoded (and decoded) with different GEFs,
then the GEF corresponding to each respeciive subset may be determuned based on metadata that
corresponds to subset of mstructions.  To iroplementations where all of the jnstructions of a
computer program are encoded using the same GEF, the metadata from which the sequence is
extracted may correspond to the computer program.

[3528] In embodiments, the binary transformation module 26350 transforms a VBLS-encoded
mstruction mto a decoded mstruction based on the genomic engagement factor using a set of
computational functions. In some embodiments, the binary transformation module 2630 decrypts
each VBLS-encoded instruction (or set of instructions) based on a respective GEF. Alternatively,
the binary transformation module 2650 may disarmnbiguate the VBLS-encoded mstruction using
the respeactive GEF (e g, using an XOR operation) o obtain the decoded instruction. The decoded

mstruction may then be output to a processing core 2602 that executes the instruction. For
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example, in the illustraied example, the binary franstormation module 2650 may decode the first
VBLS-encoded instruction {or set of first instructions) using the first GEF and may decode the
second VBLS-encoded instruction (or set of second instructions) using the second GEF. s
noted that in embodiments, the binary transformation module 2650 may also transform unencoded
binary mstractions into VBLS based on respective GEFs determined by the sequence mapping
module 2640, To these ernbodiroents, the binary transformation rodule 2650 transfornms the
unencoded binary instructions into VBLS-encoded mstructions and then the VBLS-encoded
instructions are stored into memory for later execution.

(6529 Referring now to FIG 27, a CGenabled VDAX 2700 that is configured {o decode
YVBLS-encoded data 2706 and to encode non-encoded data.  In embodiments, the CG-enabled
YDAX 2700 1s implemented as a dedicated processing core {e.g., an EIC VDAX 2600, as shown
m FIG. 26} Altemnatively, the CG-enabled VDAX 2700 15 a software-based VDAX that is
executed by a processing device. For example, the CG-enabled VDAX 2700 may be implemented
at the operating system level and may handle data encoding/decoding at run-time.  In these
embodiments, the CG-enabled VIDAX 2700 protects data that is being used o1 is output by
computer programs that are being executed by a processing device. In embodiments, the VDAX
mcludes a set of CG-ESP roodules 2710, For exarople, the CG-ESP mwodules 2710 may include a
root DNA module {or a EIC module), a sequence mapping module, and/or a binary transformation
module. In embodiments, the CG-ESP modules 2710 may further include other modules, such as
a link exchange module, a master corroboration modulde, a master integrity coniroller, and/or the
like.

0538} In the illustrated example, the VDAX 2700 may obtain ¥VBLS-encoded data 2706 from
a memory device {e.g., RAM, ROM, solid state SSD, hard disk drive HHE, cache, hard disk,
external memory device, or the hked In some embodiments, a rool DNA module retrigves
genomic data 2712 (e.g, XNA) that was used to encode the VLBS-encoded data 2706 and
corresponding GRI 2714, In these embodiments, the VDAX 2700 {e g. sequence mapping
module) may obtain a sequence (e.g., private or public sequence)} corresponding to the VBLS-
encoded data 2706 and may generate a genomic engagement factor (GEF) based on the sequence,
the genomic data 2712 (e g., modified or unmodified XNA), and the GRI 2714 used to encode the
VBLS-encoded data 2706, In these example embodiments, a binary transformation module may
then decode {e.g., decrvpt or disambiguate} the VBLS-encoded data 2706 using the GEF {0 obtain
decoded data that may be provided as joput data 2602 10 a processing core 2602,

[3831] In some scenarios, a processing core 2602 may output data 2708 {(which may be referred

to as “output data” 2708) i response {0 executing one or more binary insiructions. In some
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embodiments, the VDAX 2700 may be configured to encode the output data 2708 mto VBLS-
encoded data 2706 that 1s then stored in memory 2616, In embodiments, the VDAX 2700 may
obtain genomic data and GRY corresponding to output data (e.g., modified or unmodified XNA of
the computer program that is executing) and may generate a GEF based on the sequence, the
genomic data 2712 {e.g., modified or uvnmodified XNA), and the GRI 2714 used to encode the
VBLS-encoded data 2706, For example, i some erobodiroents the VDAX 2700 may extract a
sequence from a value defining a memory space allocated for the output data 2708 and may
provide the extracied sequence as input to a sequence mapping process to obtain a GEF that is
then used 1o encode the output data 2708 inio VBLS-encoded data 2706 that may then be stored
m memory 2616 {e.g., RAM, ROM, HI3D, SDD, a cache, and/or the hike).

[3832] It i3 appreciated that the foregoing are examples of CG-enabled decoding and encoding
processes. [t is appreciated that further example configurations are considered. For example, 1n
some embodiments, straiegies for which a GEF 1s determined may be varied depending on the

desired optimization {e.g.. faster decoding versus higher levels of security).

CG-FACRITATED MATERIAL DAaTA CHAINS

[6533] As discussed with respect (o FIG. 4, a Cyphergenics-enabled digital ecosystem may be
configured with a CG-ESP that facilitates material data block chains (referred to as “MDCs™) that
are comprised of respective material data blocks (MIDIBs). For purposes of explanation, these
digital ecosystems may be referred {o as “ledger-based ecosystierns”. In embodiments, a material
data block (MDB) may be any suitable data structure that stores data (referred to as “material
data™y and corresponding MDB metadata, such that the MDB 135 configured to be arranged in an
MIDC. AN MDC may refer to a digital ledger that way be collectively rmaintained by one or more
cohorts {(e.g., blockchain node devices) in a ledger-based ecosystem in accordance with a specific
CG-ESP configuration. As will be appreciated from the following disclosure, the MDCs and the
CG-ESP configurations that support those MDCs may provide for reduced resource consumption
{e.g., less overall storage, less cowputational resources to verify blocks, and/or energy
consumption across a set of participating node devices) when compared with current blockchain
technologies, while maintaining or improving on the integrity and security of such blockchain
technologtes.

[3834] 1t 1s noted that the type, properties, and/or protocols of an MDC may vary depending on
the application{s} of the MDC, the participanis of in the digital ecosvsiem, the purpose of the
digital ecosysiem, and/or the interests of the ecosystery owner. For example, in some example

erabodiments, the protocol of an MDC ray allow for non-redundart MDCs, such that each
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participating cohort stores the MDBg ereated by the respective cohort on its own MDC but does
not require the respective cohort o store MDBs created by other cohorts in the digital ecosystem.
In some of these example embodiroents, each cohort mamtams an MDC that 15 coraprised of
MDBs that were generated by the cohort, whereby each cohort provides an unverified portion of
tts MDC to one or more other cohorts that venfy the unvenfied part of the MDC on behalf of the
cohort that provided the unvenfied portion of the MDC.  In these exarople embodiments, the
cohorts that verify MDCs on behalf of other cohorts may maintain venfication records that
correspond to respective MEXBs that were verified by the cohort when verifving a previously
unverified portion of an MDC, as will be discussed i greater detail below.  In some of these
erobodiments, one or more cohorts may be configured to verifv and/or merge verified MDCs
generated and maintained by other cohorts mto a master MDC that is comprised of MDBs that
were generated by the other cohorts. For example, in more trusted types of ecosvstems {e.g., an
enterprise setling, an indusinial/manufacturing setiing, or the like), a cohort that represents the
entire ecosystern or an enclave thereof may receive verfied portions of MDCs that were
respectively generated and maintained by respective cohorts of the ecosystem/enclave and may
verify the integrily of each cohort-specific MDC (e.g., that no MDBs have been altered, removed,
or added to a respective cohort’s verified portion of the MIC). In some of these embodiments,
the verifyving cohort may then generate or update a master MDC comprised of MDBs from one or
more of the cohorts” respective verified MDCs. B is appreciated, however, that merging the
MDBs from disparate MDCs into a master MDC is optional and not required.

[3835] In some example embodiments, the protocol(s) of the MIDC or ledger-based application
may require that at least a portion of MDBs in an MDC are notarized and maintained redundantly.
For example, in some trustiess {07 less trustworthy ) digital ecosystems (e.g., a set of competitors
or adversaries collectively participating in the ledger-based digital ecosystem), MDBs containing
certain types of data (e g., ransaction data, logistics data, sensor data, chirical testing data, or other
types of data) are “notarized” by other cohoris in the ecosystem, whereby the notanized MIDBs are
redundantly stored in respective MDCs that are maintained by the respective cohorts that notarized
the MDBs. In these erobodiroents, each cohort may store a complete copy of the MDC comprised
of notarized MDBs or an mcomplete version of the MDC that includes at least some overlapping
set of notarized MDBs.

[6536] As can be appreciated from the foregoing, different members of a ledger-based
ecosystern may perform one or more different roles with respect to the digital ecosystem. Non-
hnuting examples of different roles may include “MDB creator”, “MDB verifier”, and/or “MDB

notary”. For purposes of explanation, “MDB creator cohort” {or “creator cohort™) may refer to a
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cohort in a digital commumiy that 15 configured to create an MDB and/or store the MDB on a
copy of iis MDBC. In embodiments, “verification cohort” may refer to a cohort in a ledger-based
ecosystern that is configured to verify a portion of an MDC on bebalf of one or more creator
cohorts in the digital ecosystem, whereby verifying the portion of an MDC renders that portion of
an MDC immutable. Tn embodiments, notary cohort may refer to a cohort in a digital community
that notarizes MDBs created by MDB creators, whereby anotary cobort digitally notarizes a MDB
to render the MDB immutable.

[6537] It is appreciated that within a ledger-based ecosysiem, a cohort may serve in more than
one role. For example, in some embodiments, an MDB creator cohort way also act as a
verification cohort and/or a notary cohort. Sinularly, in some embodiments, a verification cobort
may also act as a notary cohort and/or as a creator cohort. In some embodiments, certain cohorts
may serve only one role. For example, in some digital ecosystems, MDB creators may be
configured to generate MDBs and maintain MDCs but not to vertfy or notarize MDCs of other
cohorts. In embodiments, the roles that may be performed by respective cohorts in a digital
ecosystem are a function of the CG-ESP configuration and genomic data sets of the respective
cohorts. For example, in some exaraple embodiments a cohort may verify an MDC on behalf of
a creator cohort if a VDAX of the cohort 1s configured with the requisite set of Cyvphergenics-
hased functions and a genomic data set that is sufficiently correlated with a genomic data set of
the creator cohort that in combination allow the verification cohort and the creator cohort to
ndependently generate 1dentical CG-derived verification values given a set of MDBs. Sularly,
n soroe exarople embodirnents, a cobort may notarize an MDC on behalf of a creator cohort it a
VIDAX of the cohort is configured with the requisite set of Cyphergenics-based functions and a
genomic data set that allow the notary cohort to generate a unique {G-derived notarization value
for a given MDB created by a creator cohort, such that only the notary cohort can recreate the CG-
derived notarization value,

16538] It is noted that in some implementations, notarization of MIDBs can be performed by non-
correlated cohorts, such that the notary cohort may not belong to the same digital ecosystem (2.2.,
the notary cohort does not have “sufficiently correlated genorsic data™). 1o such the case of
notarizing cohorts can use the genomic data objects that were assigned to them to generate CG-
derived notarization values despite not having geonic data that is correlated with that of the MDB
creator cohort. MDCs that are mamtained in such ecosvstems may be referred o as “inter-ledger™
MDCs and CG-ESP configurations that have functions fo support such inter-ledger MDCs may
he referred to as “inter-ledger” functions, while MDCs that are maintained in digital ecosystems

where alf of the cohoris share common genomic data may be referred to as “intra-ledger™ MDUs
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and CG-ESP configurations that have funclions to support such intra-ledger MDCs may be
referred to as “intra-ledger” functions.

16539 Furthermore, as used hevein, the term “CG-denved values” {e.g., CG-derived verification
values, {G-derived notary values, CG-derived creator values, CG-derived digital signatures, and
the like) may refer to values that are generated by a VDAX using CG-based fonctions and/or input
parameters that were determined using CG-based functions. For instance, {as will be discussed)
a CG-dertved verification value of a MDB may be determined using a genonuc engagement factor
{GEF) that resulis when a sequence from a MDB is mapped into a genomic differentiation object
of a VDAX. The sequence mapping operalion may be considered a CG-based function and the
resultant GEF 15 an mput parameter that was determined using a CG-based function (and a CG-
derived value as well). While the VDAX may employ non-{'(G-based functions to generate the
verification value corresponding to the MDB (e.g., bhash function, CMAC, XOR, parametenized
operations, and/or the like), the resultant verification value may still be referred to as “CG-derived
verification value” because the GEF is provided as an input fo the non-CG-based function. The
foregoing applies to CG-derived notary values, CG-denived creator values, CG-derived digital
signatures (which may be determined using a PNA object of a VDAX), and the like. Furthermore,
CG-~derived values are not specific to ledger-based ecosystems. CG-derived values moay also refer
to values that are generated in different types of CG-enabled digital ecosystems as well,

[3846] Referring now to FIG. 28, example configwrations of ledger-based ecosystems and
underlving VDAXs are discussed.  In FIG. 28, an example VDAX 2800 of an ecosystermn
participant {e.g., cobhort) is configured with a CG-ESP and a genonuc data set 2802 o
embodiments, the VAKX 2800 interfaces with and/or 15 incorporated in aledger-based application
2850. A ledger-based application 2850 may refer to anv computing program that writes 1o,
maintaing, reads from, or otherwise interfaces with an MDC 2822 stored in memory 2820 {e.g.,
computer-readable medim{s)) accessibie to the ledger-based application 28350, Ledger-based
applications 2850 may include smart contracts, 10T applications {(e.g, 17T sensors), commercial
applications, system applications {e.g . operating sysiem applications}, server applications, and/or
any other suitable types of applications that may wnterface with an MDC 2822,

{3541} [n embodiments, a ledger-based application 2850 may communicate with other cohorts
in a ledger-based digital ecosystem, such as verification cohorts 2930 and/or notary cohorts 2940,
For example, in some example digital ecosystems, a ledger-based application 2850 mav be
configured o send venification data (e g, an unverified portion of an MIC 2822 or data that 18
mdicative thereof) to a verification cohort 2930, In some of these example embodiments, the

verification cohort 2930 retwrns venfication records for each respective MDB 2824 in the
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{previcusly) unverified portion of the MDC 2822 upon verifying the respective MDB 2824,
whereby a venfication record corresponding to a respecive MDB includes a CG-derived
verification value that was generated by the vertfication cohort 2930,

[6542] Insome example digital ecosystems, a ledger-based application 2850 may be configured
to send unnotarized MDBs to one or more notlary cohorts 2940 for notarization by each notlary
cohort. 1o these erobodiments, a notary cohort 2940 generates a CG-derived notanization value
based on the MDB and returns a notarized version of the MIDB that has been digitally votanized
with the CG-derived notarization value to the ledger-based application 2850, which may i tum
wiite the CG-derived notarization value in a corresponding MDB of the MDC maintained by the
ledger-based application 2830, In some embodiments, the notary cohort 2940 may also store the
notarized MDB on its own MDC (not shown}. In these examples, the notary cohort{s) 2840 have
a copy of a notarized MDB that include the CG-denived notarization value derived by the nolary
cohort and CG-derived creator valug, such thai if the integrity of the notarized MDB 1s called into
question, a notary cohori 2940 can prove whether the contents {e.g., matenal data and/or MDB
metadata) of the notarired MDB were altered by recalculating the CG-dertved notarization value,
165437 It 1s noted that 1o the foregoing example embodiments, each verification cohort 2930
and/or notary cohort 2940 also racludes a respective VDAX {(not shown 1o FIG. 28) that perform
Cyphergenics-based functions on s behalf

[3844] In different implementanions of a ledger-based digital ecosystem, an MDC may be fully
disiributed {nodes redundantly store all MDBs created by other nodes), semn-distributed
disiributed (nodes store some but not all MIYBs created by other nodes), or non-~distributed ledgers
{nodes do not store MI3Bs created by other nodes). In embodiments, an MDC 2822 may be
comprised of M Bs 2824, whergin each MDB 2822 includes material data 2826, MDB metadata
2828, and a set of CG-denved values 2830, In ernbodiments, material data 2826 may refer to the
substantive data that 15 being stored i an MDB 2824, For exarople, roaterial data 2826 may be
sensor readings, transaction records, logistics records, voting data, chinical data, health records,
msurance records, enterprise data, befting data, access logs, contractual data, evidentiary data,
and/or any other suitable data. Tn embodiments, the MDB metadata 2828 roay include any suitable
metadata that is maintained in a MDB 2824 by the ledger-based application 2850 and/or in
accordance with the protocol(s) of the underlving digital ledger. For instance, non-linuting
examples of MDB metadata 2828 may include a imestamyp that indicates a date and/or time when
the MIDB 2824 was created, an originator attribute indicating the cohort that generated an MDB
2824, an MDB identifier that identifies the MDB 2824, a hash value of the MDB 2824 (e g . a

hash value that is generated by the ledger-based application based on the material data and one or
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more hash fumctions), a hash value of a preceding MDB 2824 in the MDC 2822, one or more
verifier IDs that indicate one or more respective ventication cohorts 2930 that verify the MDC
2822 that contain the MIDB 2824, one or more notary 1Ds indicating one or more notary cohorts
2940 that notarize the MDUC 2822, and/or other suitable information. [t is noted that the exact types
of MDB metadata 2828 that are maintained in an MDB 2824 can vary based on the ledger-based
application and/or the protocols of the underlying digital ledger independent of the configuration
of the CG-ESP(s5) that facilitate a ledger-based digital ecosystem. Furthermore, while the CG-
derived value{s) are shown as being stored in the MDB to which the CG-derived value(s)
correspond, i some implementations the CG-denved values may be stored in separate MDBs
and/or other swtable data structures.

[3845] In embodiments, CG-derived values 2830 are numencal values {e.g, bit vectors}
generated by VDAXS in a digiial ecosystern based on the genomic dala of a respective VDAX
{e.g., VDAX 2800} and at least a portion of an MDB 2824 using a set of Cyphergenics-based
operations. The exact types of CG-derived values that are maintained 1o an MDB 2824 can vary
depending on the purpose of the laedger-based digital ecosystem, the trustworthiness of the digital
ecosystern, the owner of the digital ecosvstern, and/or the types of participanis in the digital
ecosystern. As such, the types and properties of CG-denived values 2830 that are mamtained for a
specific digital ecosystem, the types of genomic data objects that are used to determine the CG-
derived values 2830, and the computational functions that are used to determine the CG-derived
values for a specific digital ecosystem are defined in the CG-ESPs of the community mersbers of
the specific digital ecosyvstenm.

[3846] Examples of (G-denved values 2830 may include CG-derived verification values, CG-
derived notarization values, CG-derived creator values, and/or the like. In embodiments, a CG-
derived creator value roay be a value that s generated by a ereator of an MDB 2824 using at least
a portion of the MDB 2824, a genoric data set of the MDB creator, and GRI (whuch may be secret
GRI or GRI conmmmon to two or more cohorts). In this way, only the MDB creator can recreate a
CG-derived creator value given an MDB created by the MDB creator. In some implemeniations,
a CG-derived creator value i3 a value that 15 generated by the VDAX 2800 of an MDB creator
using a set of one or more compuiational functions {e g, cipher-based and/or cipherless) given a
genomic engagement factor corresponding to the MDB. The CG-derived creator value may be
determined using any number of suitable types of functions, such as: a hash function that receives
the GEF and the MDB {or a bash value of the MDB) as mput, an XOR function that receives the
GEF and a hash value of the MDB as input, a CMAC funchion that receives the GEF and the MDB
{or a hash value of the MDB) as input, and/or the like.
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165471 In embodiments, a CG-denved notarization vahie 15 a value cosresponding to an MDB
2824 that is generated by a notary cohort in a digital ecosystern using at least a portion of the
MDB 2824, a genonc data set of the notary cohort, and GRI (which may be secret GRI or GRI
common 1o two or more cohoris).  In this way, only the notary cohort that mitially generated a
respective MDB 2824 can recreate a CG-derived creator value given the MDB 2824 notarized by
the cohort. In some ersbodiments, a CG-denived notarization value is a CG-derived hash valus
that 1s generated by the VDDAX 2800 of an MDB creator using a set of one or more computational
functions {e.g., cipher-based and/or cipherless} given a genomic engagement factor corresponding
1o the MDB. The CG-derived notarization value may be determined using any number of suitable
types of functions, such as: a hash fimction that receives the GEF and the MDB (or a hash value
of the MDB) as mput, an XOR function that receives the GEF and a hash value of the MDB as
mput, a CMAC function thai receives the GEF and the MDBB (or a hash value of the MDB) ags
mput, and/or the like.

[3848] In embodiments, a CG-derived verification value 13 a value that is generated by an MDB
creator and/or one or more MDC verifiers based on at least a portion of an MDB, at least a portion
of a precedimg MDB, a genomic daia object {e.g.. XNA)Y of the MDB creator and/or MDC
verifier{s), and GRI 2804 that is was exchanged between and secretly held by the MDB creator
and the MDC verifier{s). In this way, only cohorts having sufficiently correlated genomic data
and in possession of the GRI are able o recreate a verification value of an MDB based on the
contents of the MDB and 1is preceding MDB. In some implementations, a CG-derived verification
value 1s a value that s generated by the VI3AXs of an MDB creator and/or a verifier using a set
of computational functions (e.g., cipher-based and/or cipherless) given a GEF that was generated
based on a sufficiently correlated genomic data set between the creator and verifier and commonly
held GRI. The CG-derived verification value may be determined using any number of sutable
types of functions, such as: a hash function, an XOR function, a CMAC function, and/or the ike.
135491  In embodiments, a ledgear-based apphication 2450 that is executed by or with respectio a
cohort is configured to provide one or more MDBs 2824 to a VEBAX 2800 of the cohort and the
VDAX 2800 determunes one or more CG-denved values based on the received MDBs. In
embodiments, a VAKX 2800 may include a root DNA module 2806, a link module 2808, a
sequence mapping module 2810 (e g.. public and/or private sequence mapping module), a binary
transformation moduie 2812, and/or a master corroboraiion module 2814, [t is appreciaied that
the root DNA module 2806, link module 2808, sequence mapping module 2810, and the binary
transformation module 2812 may operate in the manners described elsewhere throughout the

application. In embodiments, a VDAX 2800 may perform link exchange with another members

150



N

10

15

30

WO 2022/169969 PCT/US2022/015109

{e.g.. cohorts} in a digital ecosystemn 1o exchange GRI 2804 with those members in any suitable
manner.  While cohoris within a ledger-based digital ecosystem may use exchanged link
mformation {e.g., GRI 2804) to securely exchange data (e.g, MDBs or other data) wuthin an
ecosystem, GRI 2804 that are exchanged with another cohort in a8 digital ecosystem may also be
used by a VDAX of a cohort when generating certain ypes of CG-denved values {e.g, CG-
derved verification values). I is appreciated that the GRI 2804 used 1o generate CG-derived
verification values may be the same GRI 2804 that are used to facilitate VBLS encoding/decoding
or may be different GRI 2804 that is exchanged between the cohorts. Furthermore, in some
embodiments, a VDAX 2800 mav be configured o generate and secretly hold GRI 2804 that are
used o generate certain tvpes of CG-dernived values (e g., CG-derived notarization values and/or

CG-derived creator values).

CG-BASED VERIFICATION OF MBS

[6550] Refernng o FIG 29 and in continued reference to FIG. 28, an example ledger-based
digital ecosystem that uses CG-based verification to maintain an intra-ledger MDC 15 disclosed.
In soroe of these exarple digital ecosvstems, each respective MDB creator cobort 2900 mamtains
a respective {and potentially non-redundanty MDC 2822 {e.g., MDC 2822-1 and MD{ 2822-2}
comprised of MDBs created by the respective MDB creator cohort 2900 (e.g., creator cohort 2900-
1 and creator cohort 2900-2), such that each creator cohort 2900 may be at least responsible for
maintaining s own portion of the MDC 2822, In embodiments, a MDB creator cohort 2900 may
be configured to generate MDBs that each include respective material data, MDB metadata, and
a set of CG-derived values {e.g., CG-derived venification values and any other requived CG-
derived values) that can be used to prove the validity, authenticity, source, and/or integrity of an
MDC and 1ts MDBs.

[6553] In some of these embodiments, a VEPAX 2800 of a creator cohort 2900 may generate a
CG-derived venfication value corresponding to a MDB based on the MDB, the preceding MDB
1 the MIDC 2822, a genomic data object of the creator cohort 2900 (e.g., a genomic differentiation
object, such as XNA), and GRI exchanged with a VDAX of a verification cohort 2930 {(which
may be provided 1o the VDAX of the content ereator by the VBAX 2800 or vice-versa). For
mstance, if a digital ecosysiem includes one verfication cohort 2930 (and/or verfication 1s done
at the enclave-level), each MDB mav include one CG-~denved vernfication value that 15 generated
using GRI known by MIDB creator cohort VIDAX 2800 and the verification cohort 2930, Insome
mmplementations, when multiple verification cohorts 2930 venty MDBs generated by a MDB

creator cobort 2900, the MDB creator VIDAX 2800 may generate a respective CG-denived
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verification value corresponding to each respective verification cohort 2930 that verifies the
portion of the MDC 2822 containing the MDB. For example, in the iHlustrated example, the
VDAX 2800 may generate a verification value for a verification cohort 2930 based on GRI
exchanged by the MDB creator cohort 2900 and the respective verification cohort 2936, I
however, there are additional verification cohorts (not shown), the VDAX 2800 may generale
respective verification values for each additional venification cohori (not shown) based on the GRI
exchanged with each respective verification cohort. 1o this way, each respective vernification
cohort 2930 may verify the MDC 2822 of the MDB creaior independent of other verification
cohorts based on the respective CG-derived vertfication value that is generated by the MDB
creator cohort 2900 using the GRI that 15 shared between the respective verification cohort 2930
and the MDB creator cohort 2900, In some other implementations, each cohort VDAX of a
participating node device in the ledger-based ecosystem, or in an enclave thereof, may perform
tink exchange with an ecosystem VDAX, or the enclave VDAX representing the specific enclave
of the participating node devices, such that each cohort VIDAX in the ledger-based ecosystem ot
enclave thereof may each receive the same ecosystem-specific or enclave-specific GRI from the
ecosystermn VDAX or enclave VDAX. In these implementations, each cohort VDAX in possession
of ecosystern-specific or enclave-specific GRI can generate the sarse CG-enabled verification
values for a particular set of MDBs. In this way, multiple verification cohorts 2930 may verify an
MUDB using the same vertfication value

[3852] In some embodiments, each verification cohort 2930 m a respective digital ecosystem
generates a verification record for each respective MDB in an MDC verified by the verification
cohort 2930, In some example embodiments, a verification record may indicate the MDB that
was verified {(eg, an MDB identifier that umiquely identifies the MDB), the UG-derived
verification value corresponding to the MDB, and additional data relating to the verification.
Example additional data of a verification record may include, but is not himuted to, an wentifier
the MIDB creator cohort that created the MDB, an identifier of the verification cohort that verified
the MDB, an MDC identifier indicating an MDC in which the verified MDB 15 located, the MDB
creator CG-derived value of the MDB, a timestamp of when the venfication was made, other
verification cohorts that verified the MDRB, a hash value of the MDB (or a portion thereof), a hash
value of the preceding MDB in the MDC (or a portion of the preceding MDB), and/or other
suitable metadata. It is noted that the hash values of the MDB and the preceding MDB may be
derived using traditional hashing techniques, such that the hash values are generated without the

use of a UG-derived GEF. Put another way, the hash values of the MDB and/or the preceding
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MDB may be confirmed by an enfitv not in possession of the genomuc data and/or GRI used to
generate the CG-derived verification values.

165531  In soroe embodiments, a verifying cohort 2930 roay mamntain a verification chain 2934,
such that the verification chain 2934 may include verification blocks, where each verification
block contains one or more verification records. For example, in some embodiments, each
verification block may store a verification record that jndicates a MDB that was verified by the
verifying cohort 2930, the CG-derived venfication value corresponding to the MDB, and any
other suitable data. In some embodiments, each verification block in a verification chain 2934
may include a baich of verification records that mdicales a batch of MDBs that were verified from
an MDC 2822 For example, when a MDB creator cohort 2900 “commuts™ an unverified portion
of 1ts MIDC 2822 to a venification cohort 2930, the verification cohort 2930 may venify each MDB
i the unvenfied portion of an MDC and may include verification records for each verified MDB
from the {previously} unverified portion of the MDC in a verification block that i3 then added to
the verification chain maintained by the respective verfication cohort 2930, Tt1s noted that while
shown as a dedicated chamn, a verification chain may be stored in an MD{C maintained by a
respective verification cobort. In some of these implementations, the ventfication blocks may be
stored as a side-chain of the MDC, such that the verification blocks do vot need to be verified by
another cohort of the ecosystem.

6554 In some embodiments, the verification cohort 2930 may provide a verificaiion
notification to the MDB creator cohort 2900 indicating of a venification for a MDB or for the
unvertfied portion of the MDC provided by the MDB creator. In embodiments, the verification
notification may indicate whether a MDB or a batch of MDBs were verified as well as other
suitable data {e.g., a CG-derived verification value of the MDB determined by the vernification
cohorl, a time stamp, a CG-derived value to prove the source and/or authenticity of the
notification, and/or the like). In some embodiments, the verification notification may contam one
or more verification records generated by a respective verification cohort 2930, In some
implementations, the MDB creator cohort 2900 may receive a verification notification and may
store the verification notification {e.g.,  the MDC, in a sidechain of the MDC, or elsewhere},
such that if the veracity of the MDC and/or a MDB thereof are ever challenged, the MDB creator
cohort 2900 may provide proof of vernification by the verification cohorts {(which can be used to
prove the mtegrity of the MDC and 1ts MPBs). In some embodiments, the creator cohort 2900
may matntain a verification chain as well. In these implementations, the creator cohort 2900 may
store one or more verification blocks that contam the verification records provided by verification

cohorts 2930 that verified the MDBs generated by the creator cohort 2900. In embodiments, the
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verification cobort 2930 may store the verification blocks n a separate verification chamn (not
shown) or 1 the MDC 2822 {e. g, in a side chain of the MDBC or in the main ¢hain of the MDC

28272

N

[3385] Once aportion of an MDC 2822 has been verified by one or more venifving cohorts 2930,
that portion of the MDC 2822 becomes ummutable. The MDB creator cohort 2900 cannot change
any of the material data and/or metadata 1 any MDB 10 a verified portion of an MDC 2822 and
canuot remove or add an MDB fromvto the verified portion of the MDC 2822 as the CG-derived
verification values without changing the CG-derived verification values associated with the
MDBs in the verified portion of the MDC 2822, In this way, each MDB creator cohort 2900 may
store 1ts own MDC 2822 without having to replicate the MDBs at any other cohort (node). In the
event the integrity or authenticity of an MDC 2822 maintained by a specific cohort 13 ever
challenged, the integrity or authenticity of the MDC 2822 may be easily verified by the one or
more verification cohorts 2930 that veritied the MDC 2822, For example, i some embodiments,
cach verification cohort 2930 roay receive a portion of an MDC 2822 in question and for each
MDB i the MDC 2822 may generate a CG-derived verification value based on the MDB and the
MDB preceding the MDB. It the generated CG-derived venification value does not match the CG-
derived verification value in the MDB and/or the CG-derived verification value mamntained i the
verification cham{s) maintained by the verification cohort{s} 2930, then the verification cohort
2930 determines that the MDC has been compromised. Furthermore, the verification cohort may
also determine the specific MDB in the MDC where the first change ocourred. If the generated
CG-derived verification value roatches the CG-derived venfication value n the MDB and/or the
CG-derived verification value maintained in the verification chain maintained by the verification
cohort 2930, then the verification cohort 2930 deternunes that the MIDC 2822 has not been
compromised.

163567 1t is noted that a venification cobort 2930 mway act as a MDB creator cohort 2900 and
vice-versa. Furthermore, the foregoing may be applied to any type of ledger-based digital
ecosystem when MDB creator cohorts 2900 and verification cohorts 2930 belong to the same
genomic communty {e.g., have sufficiently correlated genonuc data sets). The configurations of
such digital ecosystems may be defined by the community owners {e.g., the protocol of a
distributed ledger, a platform provider, an enterprise, and/or other suitable community owners).
[6587] In some exampie implementations, a VDAX 2800 of a MDB creator cohort 2900 may
receive input data relating to one or more consecutive MDBs (i e, a portion of an MDC) from a
ledger-based application 2850 and may deternune a {G-derived verification value for each

respective MDB 2824 based on the MDB 2824 and a preceding MDB 2824 in the MDC 2822, As
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mentioned, in some example implementations, a VIXAX of a creator cohort 2900 may generate
muldtiple CG-dertved venfication values if there are muldtiple venfving cohorts i the digital
ecosystemn that use different GRY to verify a block. In some of these exarople implementations,
the root DNA module 2806 of the VDAX 2800 may modity a genomic differentiation object (e.g.,
KNA) assigned to the VDAX 2800 for participation i the digiial ecosystem using GRI exchanged
between the MIDB creator cohort 2900 and a respective verifving cohort 2930 (e g, GRI provided
by the MDB creator cohort 2900 {0 the venifving cohort 2930 or vice versa) to obtain a modified
genomic data object. In some of these implementations, the VDAX 2800 extracts a sequence from
the MDBB 2824 (e.g., from the MDB metadata of the MDB 2824 and/or other sequence sources}
and mpuis the modified genomic data object to the sequence mapping module 2810, In these
implementations, the sequence mapping module 2810 may generate a genomic engagement factor
{(GEF) based on the extracted sequence and the modified genomic data object (e.g., as described
above). Alternatively, the sequence mapping module 2810 may receive the sequence, GRI, and
an unmodified genonue data object {XNA) and may determine the GEF based thereon {e.g., as
described above). In embodiments, the master corroboration module 2814 receives the GEF
corresponding to an MDB 2824 and generates a CG-derived verification value based on the GEF,
the MDB, and a preceding MDB in the MDC.  In some exarople configurations, the master
corroboration module 2814 may be configured to deternune a first hash value of the MDB 2824
and a second hash value of the preceding MDB in the MDC 2822, 1 is noted that the first and
second hash value may be determined using a hash function {e.g., a non-CG-facilitated hash
function} known to all the participants in the digital ecosystem, such that any properly configured
cohort may be able to recreate the first and second hash values given the MDB and the preceding
MDB, respectively. In some embodiments, the master corroboration value 2814 generates the
first and second hash valugs. Alternatively, in some embodiments, the first and second hash values
may be generated by the ledger-based application 2830 and provided to the VDAX (e.g., with the
put data, in the MDB metadata of the MDB being verified, or the hke). In example
implementations, the master corroboration value may combine the first and second hash values
{e.g., concatenate, append, mierweave, add, multiply, or the hike) in a specified manner to obtain
a linking value that represents the combination of the MDB 2824 and the MDB preceding the
MDB 2824 1n the MDC 2822, In some of these embodiments, the master corroboration module
2814 may then generate the CG-derived verification value based on the GEF that was determined
for the MDB 2824, the linking value, and a set of computational functions {e.g., cipher-based,
cipherless, or hvbrid functions). For example, in some embodiments, the masier corroboration

module 2814 may input the GEF and the linking value nto a series of one or more of a
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cryptographic hash function, an encryvption function, a binary transformation (or any other suitable
computational function that may receive the hinking value and GEF as input) to obtain a CG-
derived vertfication value corresponding to the MDB 2824 vis-a-vis the preceding MDB. In thus
way, the resuliant CG-derived verification value can only be validated by a vendication cohort
2930 1t the verification cohort 2930 possess the GRI that was used by the creator cohort 2900 {o
generate the vertfication value {e.g, via hink exchange with the MDB creator cohort 2900 or an
enclave VDAX) and a sufficiently correlated genomic data object {e.g, XNA). In embodiments,
the {G-derived vernification value of the MDB 2824 may then be writien to the CG-derived values
of the MDB 2824, In embodiments, the VDAX 2800 of a creator cohort 2900 may determine one
or more CG~denived venfication values for each respective MDB generated by the creator cohort
as the MDB 2824 is added to the MIDC 2822 of the creator cohort 2900, 1t is noted that the newly
added MDBs rersain unverified until the ledger-based application 2850 “commuts™ an wnverified
portion of the MDC 2822 containing the newly added MDBs by transmitting the uwnvenfied
portion of the MDC {0 one or more verification cohorts 2930, Once a portion of the MIDC 2822
is verified by the vertfying cohort(s} 2930, that portion of the MDC 2822 becomes verified and
fmmutable.

16258] In some mmplementations, the MDB creator cohort 2900 (e.g., the ledger-basec

application 2850) may provide verification data corresponding to an unverified portion of an MDC
2822 to one or more vertfying cohorts 2930, In some of these implementations, the verification
data may be the entire unverified portion of the MDBC. In other implementations, the verification
data includes non-CG-derived value of each MDB 2824 (e g., non-CG-denved values), and for
each MDB 2824, any other switable metadata from which a sequence may be exiracted. In
implementations, a verifying cohort 2930 may receive the verification data corresponding to the
unverified portion of an MDC 2822 and may eratively verify each MDB 2824 1 the unverified
portion of the MDBC 2822 based on the verification data, its genonuc data set, and the GRI
commonly held by verification cohort 2930 and the MIDB creator cohort 2900, A VAKX 2932 of
the verification cohort 2930 may perform the same operations as the VDAX 2800 of the MDB
creator cohort 2900, For example, 1o some implementations, the verification cohort VDAX 2932
may modify its genomic differentiation object {eg., XNA object} corresponding to the digital
ecosystem with the GRI corresponding to the MDB creator cohort 2900 to obtain a moditied
genomic differentiation object (2.g., 3 modified XNA object). For each MDB in the unverified
portion of the MDC, the verification cohort VDAX 2932 may extract a sequence corresponding
to the MDB (e g, from the MDIB metadata of an MDB) and mayv generate a GEF corresponding

to the MDB based on the sequence, the commonly held GRI, and the modified genomic data object
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{e.g.. as described above). Altemnatively, in some implementations, the verificaiion cohort VBAX
2932 may extract a sequence corresponding o the MDB (e g, from the MDB metadata of an
MDB) and may generate a GEF corresponding to the MDB based on the sequence, the conymonly
held GRI, and an unmodified genomic data ohject (2. g., as described above). 1 is noted that the
configuration of the vernification cohort’s VDAX may be identical or otherwise functionally
sviometric to that of the VIDAX 2800 of the MDB creator cohort 2900, such that the same
sequences are extracted and the same computational funclions are execuied to derive the GEF. In
implementations, the verification cohort VIAX 2932 may, for each respective MDB, generate a
CG-derived venification value based on the MDB, the preceding MDB that precedes the MDB in
the MIDC, and the GEF corresponding to the MDB. For example, in some embodiments, the
verification cohort VDAX 2932 may deternune the hinking value corresponding to the MDB and
the preceding MDB in the same manner as the master corroboration module 2814 of the MDR
creator cohort 2900, In some embodiments, the verification cohort VIDAX 2932 wmay then
generate a CG-derived verification value by moputiing the GEF and the linking value into the same
set of computational functions that were used by master corroboration module 2814 of the creator
cohort VBAX 2800, Assuming that the contents of the MDB and the preceding MDB have not
been changed, the ventfication cohort VIDAX 2932 may obtain the saroe CG-derived verification
value as was determined by the creator cohort VDAX 2800, If the determined CG-derived
verification value matches the CG-derived verification value in the MDB, the verification cohort
VDAX 2932 verifies the MDB. In respounse to verifving the MDB, the verification cohort VBAX
2932 yoay generate a verification record corresponding to the verified MDB. As discussed, the
verification record mav be maintained in a vernification block of a verification chain 2934 that 1s
maintained by the verification cohort and/or may be provided to the MDB creator {or any other
suitable cobort of the digital ecosysiem). The verification record may indicate the MDB that is
verified, the CG-derived verification value that was determoined both by the verification cohort
and the creator cohort, and any other suitable metadata. Later on, «f the integnity of the MDC of
the MDB creator cohort is ever audited or otherwise questioned, the verification records
corresponding to the MDC may be used to prove whether the previously verified portions of the

MDD were altered in any way.

CG-BASED NOTARIZATION OF MDBCS
[6559] 'With reference now to the VDAX of FIG. 28 in reference to FIG. 30, in some example

mplementations of a ledger-based ecosysiem, VBAXs m the ledger-based ecosystem are
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configured to generate CO-derived values (e.g., CG-derived creator values and/or CG-dernived
notary vahies) given an MDB (or a portion of an MDB).

16560]  In some of these example implernentations, a VD AX 2800 of a MDB creator cohort 2900
may receive input data relating to an MDB 2924 (e.g., the MDB 2924 itself or a portion thereot)
from aledger-based application 2850 and way determine a CG-derived creator vahie based on the
mput data, the genomae differentiation object of the creator cohort 2900, and GRI. Iun some
wmplersentations, the GRI may be secret GRI, such that the notary cohort has unigue GRI with
which it notarizes MEBs from other cohorts. In other implementations, the GRI may be used by
mudtiple notary cohorts to notarize MDBs from other cohorts. In these implementations, the semi-
secret GRI may be exchanged at the enclave level, such that the notary cohorts that participate in
a certain enclave recaive the GRI that is used to notarize the MIDBs created by enclave cohorts.
10361} In example ioplementations, a VDAX 2942 of a notary cohort 2940 may also receive
mput daia relating (o an MDB 2924 (e.g., the MDB 2924 yself or a portion thereof} from a ledger-
based application 2850 and may determine a CG-derived notary value hased on the input data, the
genomic differentiation object of the notary cobort 2940, and GRI In these implementations, a
creator cohort 2900 can generate a CG-derived creator value given an MDB 2924 and one or more
notary cohorts 2940 can generate respective notary values given the same MDB 2924 {which will
not be matching values, undess both the creator cohorts and the notary cohorts use the same GRI
and same genomic data). In some implementations, the CG-derived creator value and the one or
more CG-denived notary values may be written into an MDB, thereby creating a notarized MDB.
Unlike vertfication that ensures the jutegrity of a portion of an MIDC, notarization can be used to
ensure the integrity of individual MIDBs. For example. each notary cohort 2940 mav notarize an
MDB 2924 and may store a copy of the notarized MDB 2926 with the CG-derived creator value
and CG-derived notary value {generated by the notary cohort 2940) in the MDB 2926, such that
it the ntegrity of the contents of the notarized MDB 2926 are ever called into question, the notary
cohort{s} 2940 that notarized the MDB 2926 can prove whether or not the contends have heen
altered. For instance, if a MDB creator cohort 2900 and a set of two or more notary cohoris 2940
digitally notarize an MDB and later a party alleges that the contents of the MDB 2926 were
changed, each of the creator cchort and the notary cohorts can recalculate the respactive CG-
terived values used to digitally notarize the notarized MDB and compare the recaleuniated values
with the respective values in the notarized MDB 2926 to determine whether the contents of the
MDB 2926 were aliered.

[3%62]  As discussed, in some implementations, a VI3AX 2800 of an MDB creator cohort 2900

and a VODAX 2942 of a notary cobort 2940 may be configured to obtain an wnnotarized MDB
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2924 generated by a MDB creator cohort and to generate a respective CG-derived value {eg.,
creator value or notary value) based on the contenis of the MDEB. It is appreciated that the overall
process for generating a CG-derived creator value or a CG-denved notarization value are
substantially similar. As such, the following description is described with respect (0 a notary
cohort 2940, but may also be applied 1o the VDAX 2800 of an MDB creator cohort 2900 to
generate a CG-derived creator value, o embodiments, a VDAX 2942 of a notary cohort 2940
(referred 1o as the “potarizing VIDAX 29427 may notarize an uonotatized MDB 2924 by
generating a CG-derived notarization value based on the contents of the MDB 2924, a genomic
differentiation object {e.g., XNA object} assigned to the notarizing VDAX 2942, and secret or
serni-secret GRI held by the notanizing VOAX 2942, 1o these impleroentations, the notarizing
YVDAX 2942 generates a GEF based on a sequence extracted with respect to the unnotarized MDB
2924, the genomic differentiation object (e.g., XNA object) of the notarizing VDAX 2942, and
the GRI held by the notarizing VDAX 2942, In implemeniations, the notarizing VDAX 2942 may
extract the sequence from the metadata of the unnotarized MDB 2924 {e.g., a sef of consecutive
or non-~-consecutive bits or bytes from the metadata of the unnotarized MDB 2924}, In some of
these implementations, the notarizing VBAX 2942 may generate a GEF corresponding to an
unnatarized MDB 2924 based on the sequence extracted therefrom, the secret or semi-secret GRI
held by the VIDAX 2942, and the genomic differentiation object of the VDAX 2942 (e g., as was
with respect to FIGS. 22 or 23). In some of these implementations, the notarizing VIAX 2940
may modify its genomic differentiation object, and, for a respective unnotanzed MDB 2924, may
generate a respective GEF bhased on the sequence, the GRL and the modified genomic
differentiation of the notarizing VDAX 2942 {e g., as described with respect to FIG. 23). In other
implementations, the notarizing VDAX 2942 may generate a GEF corresponding to a respective
unnotarized MDB 2924 based on the extracted sequence, the secret or semi-secret GRI, and the
unrnodified genomie differentiation of the notanizing VDAX 2942 (e.g., as described with respect
to FIG. 22y It is appreciated that the notarizing VDAX 2942 may generate a GEF using other
suitable sequence mapping technigues without departing from the scope of the disclosure.

[0863] 1o mmplementations, the notarizing VDAX 2942 (e g., a master corroboration module
thereof) may generate the notary value based on the GEF and the unnotarized MDB 2924 (e g,
the entire unnotarized MDB 2924 or specific portions thereof). In some of these implementations,
the notarizing VDAX 2942 may apply one or more computational functions {(e.g., cipher-based,
cipherless, or hybnd function{s}) to the unnotarized MDB 2924 using the GEF corresponding {0
the unnotarized MDB 2924 as input to obtain the notary value for the unnotarized MDB 2924 In

somie of these implementations, the notarizing VDAX 2942 may apply the one or more
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computational functions o the unnotarized MDB 2924 by applving the computational functions
o the portion of the MDB 2924 containing the “pavioad” of the MDB using the GEF as wput to
obtain the notary value. In these implementations, the notary value will not change as long as the
material data (e g., the payioad} that is stored in the portion of the MDB 2924 is not subsequently
changed. Alternatively, the notarizing VDAX 2942 may apply the one or more computational
functions fo the entire unnotarized MDB 2924 using the GEF as input to obtain the notary value.
For purposes of explanation generating a notary value {or generating a creator value) based on the
MDB 2924 mav refer to generating a notary value using the substantive portion of the MDB 2924,
the entirety of the unnotarized MDB 2924, a hash value of the MDB 2924, or the like. In some
implementations, the notarizing VDAX 2942 may encrypt or disambiguate {e.g., XOR) at least a
portion of the wnnotarized MDB 2924 {e ¢., the substantive portion of the MDB 2924 or the entire
unnotarized MDB 2924} using the GEF as a key, whereby the resultant value 1s used as the notary
value or notanzing VDAX 2042 further derives the notary valoe from the resuliant value. Insome
wmplersentations, the notarizing VDAX 2942 may hash at least a portion of the urnotarized MDB
2924 using the GEF as an input to the hash function, whereby the resultant hash value is used as
the notary value. His appreciated that the notarizing VD AX 2942 may determine the notary value
of an unnotarized MDB 2924 based on a corresponding GEF 1o other suttable manners, including
hybrid manners, withowt departing from the scope of the disclosure.

[3564]  In some implementations, the notary cohort 2940 (e g., the notarizing VI3AX 2942 or the
ledger-based application 2830} mayv digitally notarize the unnotarized MDB 2924 with the notary
value, thereby notarizing the MDB 2926 with value that is unique and can only be recreated by
the notarizing VDAX 2942, It is appreciated that the creator cohort 2900 may also digitally
notarize the MDB 2924 in this same manner with a CG-derived creator value using GRI that is
maintained by the creator VDAX 2800 and the genomic differentiation object of the creator
VAKX 2800,

[3565] It is noted that 1n some implementations, the MDB creator cohort 2900 and the one or
more notary cohorts may belong to different genomic communities and may not have correlated
genoroie data (e g., correlated differentiation objects). Even in such scevarios, a notary cohort
2940 may notarize an MDB 2924, as the {(G-derived notarization value is generated based on
mformation that is secref or semi-secret held by the notary cohort 2940, In this way, a notary
cohort 2940 may independently verify that the contents of a notarized MDB 2926 have not been
changed, even i trustiess ecosystems. For example, if the imtegrity of a notarized MDB 2926 13
ever questioned, the notary cohort 2940 can determine whether the corntdents of the MDB 2926

were changed afler notarization by redetermining the CG-notary value of the MDB 2926 and
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comparing the redetermined nolary value to the notary value used {o notarize the MDB 2926, 1
the CG-derived notary values match, then the notary cohort can verify the integrity of the MDB
2026,

16366] Inimplementations, the notary cohort 2940 may provide the notarized MDB to the MDB
creator cohort 2900 and the MDB creator eohort 2900 may add the notarized MDB to s copy of
the MIDC. In these embodiments, the MDB creator may store the CG-derived notarization value(s)
for a particular MDB generated by the notary cohorts n the MDB or in relation to the MDB (e g,
in a side chain of the MDC or another MDB in the main chain of the MBC), such that the CG-
derived notarizalion values provide verifiable proof that an MDBE has not been changed or
tampered with. For example, in some ernbodiments a notary cohort may receive arequest o verify
anotarization of an MDB. In these example embodiments, a notary cohort may receive the MDB
{or certaim contents thereof) and may attempt to recreate the CG-derived notarization value. If the
notary cohort i able to recreate the CG-derived notanization value, the notary cohort mav confirm
that the MIIB has not been changed or taropered with. I the notary cohort generates a value that
does not match the CG-derived notarization value that was used to notanize the MDB, the notary
cohort may confirm that the MDB has been altered.

165671  In some embodiments, each notary cohort 2940 may also store the notarized MDB 2926
on their respective MDCs (e g, inter-ledger chains). It is noted that in these embodiments, the
MDCs maintained by each respective cohort in a digital ecosystem do not necessarily have to be
congruent; however, each notarized MDB may be stored 10 a respective MDC maintained by the
MIDB creator cohort 2900 and each of the notary cohorts 2940 that notanized the MDB 2926
Furthermore, depending on the configuration of the digital ecosystem, the CG-derived notary
values generated by different notary cohorts 2940 with respect to an MDB can be shared between
notary cohorts 2940 and subsequently written {o each notary cohort’s respective copy of an MDB,
further ensuring the integrity of the notarized MDB.

[3568]  In some example embodiments, a ledger-hased digital ecosysterm may optionally support
both notarization and verification, as shown in the example of FIG. 30, In these examples, a
VAKX 2932 of a verification cohort 2930 (referred to as a “venfication VDAX 29327 can verify
portions of an MIDC on behalf of cohorts, as was described with respect to FIG. 29, In these
tmplementations, a verdving VDAX 2932 may be configured to verify unvertfied portions of an
MDC that s maintained by another cohort within the ecosystem. In some of these
implementations, the verifying VDAX 2932 may recetve an unvernfied portion of an MDC from
a cohort {e.g., creator cohort 2900} comtaining a series of sequential MDBs, where at least some

of the MDBs in the unverified portion of the MDC have been notarized by one or more notary

2061



N

10

15

30

WO 2022/169969 PCT/US2022/015109

cohorts.  In these irmoplementations, the unverified portion of the MDC may include notarized
MDBs 2926 and way further include onnotarized MDBs 2824 {e.g., MDBs that do not require
notarization by a notary cobort). In these troplementations, when a venfication cohort 2930
receives the unverified portion of the MDB{, the verification cohort may verify each sequential
MDB n the unverified portion of the MDC using GRI that 15 known to both the creator cohort
2900 and the verification cohort 2930, as was described with respect to FIG. 29 In this way,
notarized MDBs 2926 that are included in the MDC and subsequently verified by one or more
verification cohorts 2930 become inmunutable. It is appreciated that in some implementations, a
verification cohort 2930 may also be a notary cohort 2940, such that the verification VDAX 2392
can both verify MDCs (as described with respect to FIG. 29) and notarize MDBs. Aliernatively,
in some implementations a verification cohort 2930 may be configured to verify MDCs, while
notary cohorts 2940 are configured to notarize MBDs.

163697 In some example implementations, a verification cohort 2930 {(or any other suitable
cohort n the ledger-based diguial ecosystenm) roay be configured to confirm the mtegrity of a
notarized MDB 2926, In these implementations, the venfication cohort 2930 may provide a
confirmation request to the notary cohori(s) 2940 that notarized an MDB 2926, In these
implementations, a confirmation request 1s sent to a notary cohort 2940 to confirmo that an MDB
2926 has not been changed since it was notarized by the notary cohort. In some of these
implementations, the notary cohort 2940 may receive a copy of the notarized MDB 2926 that the
verification cobort 2930 18 vernifving {e.g., an MDB 2926 from the creator cobort 2900}, In some
wmplersentations, the confirmation request may mnclude the notarized MDB 2926 that 15 to be
confirmed and may further include a notary value that was used to notarize the MDB 2926 by the
notary cohort 2940, In these implementations, the notary VIAX 2942 may recalculate the notary
value given the received MDB 2926 and way retum a response to the confirmation request based
on the recalculated notary value. In some iroplementations, the notary cohort 2940 may return the
recalculated notary value to the verification cohort 2940 in the response. In these implementations,
the verification cohort 2930 may recetve the response and may determine if the recalculated notary
value matches the notary value that was used to notarize the MDB 2926 by the notary cohort 2940,
If so. the vertfication cohort 2930 may confirm the ntegrity of the MDB 2926 In some
tmplementations, the notary cohort 2940 may be contigured to deternmine if the recalculated notary
value matches the notary value that was used (o notarize the MDB 2926, If the recalculated notary
value matches the notary value that was used to notarize the MDB 2926, the notary cohort 2940
can confirm the integrity of the MDB 2926 and may include the confirmation in the response. In

the instance where the recalculated value does not match the notary value that was used to notarize
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the MIDB 2926, the MDB 2926 can be further to determune 1f the MDB 2926 has been altered and
by whom the block was altered. For example, if multiple notary cohorts 2940 determine that the
recreated values do not match the notary values used to notarize the MBD 2926, theo it can be
determined that the MEB creator cohort 2900 (or a malicious actor) has altered the MDB 2926,
63761 It 15 appreciated that the foregoing examples of FIGS. 28-30 are provided as example
configurations of a ledger-based digital ecosystemn. Within different ecosysterns and
wmplersentations of a CG-ESP, the genomic data sets, the notarization mechanics, the verification
mechanics, and/or the computaiional function of the CG-ESP may be varied by the community
owner without departing from the scope of the disclosure,

[6871] Furthermore, while the examples of FIGS. 28-30 pertained to different implementations
for maintaining MDCs, Cyphergenics may be applied to existing ledger-based ecosystems. For
exarmnple, Cyphergenics may be applied to digital ledgers that comport {o existing protocols {(e.g.,
Ethereurn blockchain, Hyperledger Fabric blockchain, R3 Corda blockchain, Ripple Blockchain,

(uorum blockchain, later developed blockchains, or the like) or a set of fayered protocols.

CONCLUSION

[6572] In view of the foregoing, it is noted that the techniques described throughout the
disclosure may be adapted for implementation within existing cryptography frameworks.
Furthermore, the modularnty of the described frameworks provides an opportunity for further
development of specific modules and CG-based techmques. As roore configurations a developed,
the modulartty of a CG-ESP will provide for another laver of obfuscation, which further enhances
the security features of the CG-ESP.

108731 The background description 15 presented simply for condext, and s not necessartly weli-
understood, routine, or conventional. Further, the background description is not an admission of
what does or does not qualify as prior art. In fact, some or all of the background description may
be work attributable o the named mventors that is otherwise anknown in the art.

16574] Phvsical (such as spatial and/or electrical) and functional relationships between eleroents
(for example, between modules, circuit elements, seniconductor lavers, efc ) are described using
various terms. Unless expliciily deseribed as being “direct,” when a relationship between first and
second elements is described. that relationship encompasses both (1) a direct relationshup where
no other infervening elements are present between the first and second elements and (1) an indirect
relationship where one or more intervening elements are present between the first and second

elements. Example relationship terms wnclude “adjoining,” “transmitiing,” “receiving,”
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s

“connected,” “engaged.”

“coupled,”

“adjacent,” “mpext to,” “on iop of” “above,” “below,”

-

“abutting,” and “disposed.”

16575] The detaded description includes specific examples for illustration only, and not to it
the disclosure or its applicability. The examples are not intended to be an exhaustive hist, but
mstead simply demonsirate possession by the inventors of the full scope of the currently presented
and envisioned future claims. Variations, combinations, and equivalents of the examples are
within the scope of the disclosure. No language in the specification should be covstrued as
idicating that any non-claimed element is essential or critical to the practice of the disclosure.
165761 The term “exemplary” simply means “example”™ and does notindicate a best or preferred
example. The term “set” does not necessanly exclude the empty set — in other words, in sore

circumstances a “set’” may have zero elements. The term “non-empty set” mav be used to indicate

exclusion of the empty set — that 1s, a non-empty set must have one or more elements. The term
“subset” does not necessartly require a proper subset. In other words, a “subset” of a first sef may
be coextensive with {equal 1o} the first set. Further, the term “subset” does not necessarily exclude
the empty set — in some circumstances a “subset” may have zero elements.

[6877] The phrase “at least one of A, B, and 7 should be construed to mean alogical (AOR B
OR ), using anon-exclusive logical OR, and should not be construed to mean “at least one of A,

2% &<

at least one of B, and at least one of C.” The use of the terms “a,” “an,” “the,” and similar referenis
in the context of describing the disclosure and claims encompasses hoth the singular and the plural,
unless contradicted explicily or by context. Unless otherwise specified, the terms “comprising,”
“having,” “with,” “including,” and “containing,” and theur vanands, are oper-ended terms,
meaning “including, but not limited to.”

[6578] FEach publication referenced in this disclosure, inchuding foreign and domestic paient
applications and patents, s hereby incorporated by reference in 1is entirety.

16879  Although each of the embodiments 18 described above as having certain features, any ong
or more of those features describad with respect to any embodiment of the disclosure can be
implemented 1in and/or combined with features of any of the other embodiments, even if that
combination 15 not explicitly described. In other words, the described embodiments are not
mutually exclusive, and permutations of mukltiple embodiments remain within the scope of this
disclosure.

[G588] One or more elements (for example, steps within a method, instructions, actions, or
operations) may be executed in a different order {and/or concurrently) without aliering the

principles of the present disclosure. Unlass technically infeasible, elements described as being in
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series may be implemented partially or fully in parallel. Simularly, unless technically infeasible,
elements described as being in parallel may be implementied partially or fully in series.

[6581] While the disclosure describes structures corresponding to claimed elements, those
slements do not necessarily invoke a means plus function interpretation unless they explicitly use
the signifier “means for.” Unless otherwise indicated, recitations of ranges of values are merely
mitended to serve as a shorthand way of referring individually to each separate value falling withun
the range, and each separate value 1s hereby incorporated into the specification as if i were
individually recited.

[6582] While the drawings divide elements of the disclosure into different functional blocks or
action blocks, these divisions are for illustration only. According to the principles of the present
disclosure, functionality can be combined in other ways such that some or all functionality from
multiple separatelv-depicied blocks can be implemented i1n a single functional block; simularly,
functionality depicted in a single block may be separated 1nte mudtiple blocks. Unless explicitly
stated as mutually exclusive, features depicied 1w different drawings can be combined consistent
with the principles of the present disclosure.

16583] In the drawings, reference numbers may be reused to identify identical elements or may
siroply identify elements that implement similar functionality. Numbering or other labeling of
nstructions or method steps is done for conventient reference, not to indicate a fixed order. In the
drawings, the direction of an arrow, as indicated by the arrowhead, generally demonstrates the
flow of information (such as data or instructions) that 15 of interest {o the tHustration. For example,
when element A and clement B exchange a variety of wformation but informoation transmitied
from element A to element B 1s relevant to the illustration, the arrow may point from element A
to element B. This wmdirectional arrow does not imply that no other mformation is transmitted
from element B {o elerment A, As just one example, for information sent from element A to element
B, element B may send requests and/or acknowledgemeuts to elernent A,

13584] A special-purpose system includes hardware and/or software and may be described in
terms of an apparatus, a method, or a computer-readable medium. In varicus embodiments,
functionality may be apportioned differently between software and hardware. For example, some
functionality may be implemented by hardware in one embodiment and by software in another
embodiment. Further, software may be encoded by hardware structures, and hardware may be
defined by software, such as in software-defined networking or software-defined radio.

[6285] In this application, including the claims, the term module refers o a special-purpose
system. The module may be implemented by one or more special-purpose systems. The one or

more special-purpose systems may also implement some or all of the other modules. In this
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application, including the claims, the term module may be replaced with the terms controller or
circut. In this apphication, including the claims, the term platform refers 1o one or more modules
that offer a set of functions. lu this apphication, including the claims, the term systern ray be usex
interchangeably with module or with the term special-purpose system.

33861 The special-purpose system may be directed or controlled by an operator. The special-
purpose sysiem may be hosted by one or more of assetls owned by the operator, assets leased by
the operator, and third-party assets. The assets may be referred to as a private, commurty, or
hybrid cloud computing network or cloud computing environment. For example, the special-
purpose svstem may be partially or fully hosted by a third party offering software as a service
{8aa8), platform ag a service (Paal), and/or mirasiructure as a service {1aaS). The special-purpose
system may be implemented using agile development and operations {(DevOps) principles. In
embodiments, some or all of the special-purpose system may be implemented i a nuiiiple-
environment architecture. For example, the muldtiple environments may include one or more
production environyoents, one or more nfegration environmends, one or more developroent
environments, etc.

(6587 A special-purpose system may be partially or fully implemented using or by a mobile
device. Examples of mobile devices include navigation devices, cell phones, smart phones, mobile
phones, mobile personal digital assistants, palmtops, netbooks, pagers, electroruc book readers,
tablets, music players, etc. A special-purpose system may be partially or fully implemented using
or by a network device. Examples of network devices include switches, routers, firewalls,
gateways, hubs, base stations, access points, repeaters, head-ends, user squipment, cell sites,
antennas, towers, eic.

10588] A special-purpose svstem may be partially or fully implemented using a computter having
a vartety of form factors and other characteristics. For example, the computer may be
characierized as a personal computer, as a server, eic. The computer may be portable, as in the
case of a laptop, nethook, etc. The computer may or may not have any output device, such as a
monitor, line printer, liqgmd crystal display (LCD), light emitting diodes (LEDs), etc. The
computer may or may not have any input device, such as a keyboard, mouse, touchpad, trackpad,
computer vision system, barcode scanner, bution array, etc. The computer may run a general-
purpose operating system, such as the WINDOWS operating system from Microsoft Corporation,
the MACOS operating svstem from Apple, Inc., or a vanant of the LINUX operating system.
Examples of servers include a file server, print server, domain server, intemnet server, intranet
server, cloud server, infrastructure-as-a-service server, platform-as-a-service server, web server,

secondary server, host server, distributed server, fatiover server, and backup server.
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[658%] The term hardware encompasses components such as processing hardware, storage
hardware, networking hardware, and other general-purpose and special-purpose components,
Note that these are not mutually-exclusive calegories. For example, processing hardware may
integrate storage hardware and vice versa.

[33906] Examples of a component are integrated circuits (ICs), apphication specific integraled
circuit (ASICs), digital circuit elements, analog circuit elements, combinational logic circuits, gaie
arrays such as field progranvoable gate arrayvs (FPGAs), digital signal processors (DSPs), complex
programmable fogic devices (CPLDs), et

165011 Multiple components of the hardware mav be integrated, such as on a single die, n a
single package, or on a single printed cirowt board or logic board. For example, multiple
components of the hardware may be implemented as a systenron-chip. A component, or a set of
miegrated components, may be referred (o as a chip, chipset, chiplet, or chip stack. Examples of
a system~-on-chip inclade a radio frequency (RF) system-on-~chip, an artificial intelligence (AT
svstem-on-chip, a video processing systern-on~chip, an organ-ou~-chip, a gquantum algorithm
gystem-on-chip, ete.

[6582] The hardware may integrate and/or receive signals from sensors. The sensors may allow
observation and measurement of conditions including temperature, pressure, wear, hght,
humidity, deformation, expansion, contraction, deflection, bending, stress, strain, load-bearing,
shrinkage, power, energy, mass, location, temperature, humdity, pressure, viscosity, liguid flow,
chemical/gas presence, sound, and air gualily. A sensor may include image and/or video capiure
n visible and/or non-visible {such as thermal) wavelengths, such as a charge-coupled device
{(CCD) or complementary metal-oxide semiconducior (CMOS) sensor.

[6593] Examples of processing hardware include a ceniral processing unit (CPU}, a graphics
processing unit (GPU), an approximate computing processor, a quaniam computing processor, a
parallel computing processor, a newral network processor, a signal processor, a digital processor,
a data processor, an embedded processor, a microprocessor, and a co-processor. The co-processor
may provide additional processing functions and/or optimirzations, such as for speed or power
consumption. Examples of a co-processor include a math co-processor, a graphics Co-processor,
a communication co-processor. a video co-processor, and an arfificial wtelligence (Al) co-
PTOCESSOT.

[6594] The processor may enable execution of multiple threads. These multiple threads may
correspond to different programs. In various embodiments, a single program may be implemented
as multiple threads by the programmer or may be decomposed into multiple threads by the

processing hardware. The threads may be execuied simultanecusly to enhance the performance of
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the processor and {o facilitate simultanecus operations of the application. A processor may be
mmplemented as a packaged semiconductor die. The die mncludes one or more processing cores
and may include additional functional blocks, such as cache Tn various embodiments, the
processor may be implemented by multiple dies, which may be combinad in a single package or
packaged separately.

{3898} The networking hardware may include one or more oterface cirounts. n some exarples,
the wterface circut(s) may iroplement wired or wireless interfaces that connect, divectly or
mdirectly, o one or more networks. Examples of networks include a cellular network, alocal area
network (LAN), a wireless personal area network {WP AN}, a metropolitan area network (MAN),
and/or a wide area network {WAN). The networks may include one or more of poini-to~-point and
mesh technologies. Data transmitted or received by the networking components may traverse the
same or different networks. Networks may be connected o each other over a WAN or point-to-
point leased lines using technologies such as Multiprotocol Label Switching (MPLS) and virtual
private networks (VPNs).

(6596} Examples of cellular networks include GSM, GPRS, 3G, 4G, 3G, LTE, and EVDQ. The
cetlular network may be implemented osing frequency division multiple access (FDMA) network
or code division multiple access (CDMA) network, Exaroples of a LAN are Institute of Electrical
and Electronics Engineers (IEEF) Standard 802.11-2020 (also known as the WIFI wireless
networking standard) and IEEE Standard 802.3-2018 {alsc known as the ETHERNET wired
networking standard). Examples of a WPAN mclude TEEE Standard 802.15.4, mncluding the

standard from the ZigBee Alhance. Further examples of a WPAN include the
BLUETOOTH wireless networking standard, including Core Specification versions 3.0, 4.0, 4.1,
42,50, and 5.1 from the Bluetooth Special Interest Group (81G). A WAN may also be referred
1o as a distributed communications system {(DCS). One example of a WAN is the intemnet.

[6597] Storage hardware is or includes a computer-readable medium. The term computer-
readable medium, as used in this disclosure, encompasses both nonvolatile storage and volatile
storage, such as dyvnamic random access memory (BRAM). The term computer-readable medium
only excludes transifory electrical or electromagnetic signals propagating through a medium (such
as on a carrier wave). A computer-readable medium in this disclosure is therefore non-transitory,
and may also be considered to be tangible.

[6598] Examples of storage implemented by the storage hardware include a database (such as a
relafional database or a NoSQL database), a daia siore, a data lake, a colunn store, a data
warehouse. Example of storage hardware include nonvolatile memory devices, volatile memory

devices, magnetic storage media, a storage area network (8AN), network-attached storage {(NAS},
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optical storage mwedia, printed media (such as bar codes and magnetic ink), and paper media {such
as punch cards and paper tape). The storage hardware may include cache memory, which may be
collocated with or integrated with processing hardware. Storage hardware may have read-only,
wrile-once, of read/write properties. Storage hardware may be random accass or sequentiial access.
Storage hardware may be location-addressable, file-addressable, and/or conteni-addressable.
[0599] Exarople of nonvolatile memory devices mclude flash memory (jncluding NAND and
NOR technologies), solid state drives (88Ds), an erasable programmable read-only memory
device such as an electrically erasable programmable read-only memory (EEPROM) device, and
a mask read-only memory device (ROM). Example of volatile memory devices include processor
registers and random access memory {(RAM), such as static RAM (SRAM), dyvoanmic RAM
(DRAM), synchronous DRAM (SDRAM), synchronous graphics RAM (SGRAM), and video
RAM (VRAM). Example of magnetic storage media include analog magnetic tape, digital
magnetic tape, and rotating hard disk drive (HDDs). Examples of oplical storage mediainclude a
CD (such as a CD-R, CD-RW, or CD-ROM), a DVD, a Blu-ay disc, and an Ultra HD Blu-ray
disc.

[6606] Examples of storage implemented by the storage hardware include a disiributed ledger,
such as a permussioned or pernussiouless blockchain. Entities recording transactions, such as n a
blockcham, may reach consensus using an algorithm such as proof-of-stake, proof-of-work, and
proof-of-storage. Elements of the present disclosure mav be represented by or encoded as non-
fungible tokens (NFTs}. Ownership rights related to the non-fungible tokens may be recorded in
ot referenced by a distributed ledger. Transactions witiated by or relevant to the present disclosure
may use one or both of fiat currency and cryptocurrencies, examples of which include bitcoin and
ether. Some or all features of hardware may be defined using a language for hardware description,
such as IEEE Standard 1364-2005 (commonly called “Venlog™) and IEEE Standard 1076-2008
{commonly called “VHDL™). The hardware description language may be used fo manufacture
and/or program hardware.

16681} A special-purpose system mav be distributed across muitiple different software and
hardware entities. Communication within a special-purpose system and between special-purpose
systemss may be performed using networking hardware. The distribution may vary across
embodiments and may varv over time. For example, the distribution may varv based on demand,
with additional hardware and/or software entities invoked to handle higher demand. In various
embodiments, a load balancer may divect requests to one of multiple instantiations of the special

purpose system. The hardware and/or software entities may be physically distinct and/or may

209



10

15

o
]

30

WO 2022/169969 PCT/US2022/015109

share some hardware and/or software, such as in a virtualized environment. Multiple hardware
entities may be referred (0 as a server rack, server farm, data center, etc

[6602]  Software includes instructions that are machine-readable and/or executable. Instructions
may be logically grouped into programs, codes, methods, steps, actions, routines, {unctions,
libraries, objects, classes, eic. Software may be stored by storage hardware or encoded in other
hardware. Software encompasses (i) descripiive text to be parsed, such as HTML (hypertext
markup language), XML (exiensible markup language), and JISON (JavaScript Object Notation),
{11} assembly code, (311} object code generated from source code by a comptiler, (iv) source code
for execution by an interpretfer, (v} bytecode, (vi} source code for compilation and execution by a
just-n-time compiler, etc. As examples only, source code may be written using syniax from
languages including C, C-++, JavaScript, Java, Python, R, elc.

[3683]  Software also includes data. However, data and instructions are not mutually-exclusive
categories. In various embodiments, the mstructions mway be used as data in one or more
operations. As another example, instructions may be derived from data. The functional blocks and
flowchart elements in this disclosure serve as software specifications, which can be translated info
software by the routine work of a skilled technician or programmer. Sofiware may inclode and/or
rely on firmware, processor microcode, an operating svsiem (0O8), a basic input/output sysiem
(BIOS), application programming imterfaces {(APIs), hibraries such as dynamic-link hibraries
(DLLs). device drivers, hypervisors, user applications, background services, background
applications, eic. Software mchudes native applications and web applications. For example, a web
apphication may be served 1o a device through a browser using hypertext markup language Sth
revision (HTMLS).

166064] Software may mclude artificial intelligence systems, which may include machine
learning or other computational intelligence. For example, artificial intelligence may mclude one
or more models used for one or more problem domains. When presented with many data features,
identification of a subset of features that are relevant {0 a problem domain may improve pradiciion
accuracy, rediuce storage space, and increase proceassing speed. This identification may be referred
to as feature engineering. Feature engineering roay be performed by users or may only be guided
by users. In various implementations, a machine learning system may computationally identify
relevant features, such as bv performing singular value decomposition on the contributions of
different features to outputs.

[0665] Examples of the models include recurrent neural networks (RNNs}) such as long short-
term memory (LSTM), deep learning models such as transformers, decision frees, support-vector

machines, genetic algorithms, Bayesian networks, and regression analysis. Examples of systems
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based on a transformer model inchude bidirectional encoder representations from trassformers
{BERT) and generative pre-trained transformer (GPT). Training a machine-learning model may
mclude supervised learming (for example, based on labelled input data), unsupervised learming,
and reinforcement learming. In various embodiments, a machine-learning model may be pre-
traimned by their operator or by a third party. Problem domains include nearly any sttuation where
structured data can be collecled, and includes natural language processing (NLP), computer vision
(CV), classification, image recognition, etc.

16666] Some or all of the software may run in a virtual environment rather than directly on
hardware. The virtual environment may include a hypervisor, emulalor, sandbox, container
engine, etc. The software may be built as a virtual machine, a container, etc. Virtuahized resources
may be controlled using, for example, a DOCKER container platform, a pivotal cloud foundry
(PCF} platform, eic.

(36871 In a client~server model, some of the software executes on first bardware identified
functionally as a server, while other of the software executes on second hardware identified
functionally as a client. The identity of the chient and server is not fixed: for some functionality,
the first hardware way act as the server while for other functionality, the first hardware may act
as the chient. Tn different embodiments and in different scenarnos, functionality may be shifted
between the client and the server. In one dvnamic example, some functionality normally
performed by the second hardware is shifted to the first hardware when the second hardware has
tess capability. Tn various embodiments, the term “local” may be used mn place of “client,” and the
terra “reroote” roay be used n place of “server”

0608} Some or all of the software may be logically partitioned into microservices. Each
microservice offers a reduced subset of functionality. In various embodiments, each microservice
may be scaled independently depending on load, either by devoting more resowrces {o the
macroservice or by instanfiating more nstances of the mucroservice. In vanous embodiments,
functionality offered by one or more microservices may be combined with each other and/or with
other sofiware not adhering to a microservices model.

[0609] Some or all of the software may be arranged logically o layers. In a lavered
architecture, a second layer may be logically placed between a first fayer and a third laver. The
first layer and the third layer would then generally interact with the second layer and not with each
other. In various embodiments, this is not strictly enforced — that is, some direct communication

may oceur between the first and third layers.
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CLAIMS

1. A method for executing computer programs in a trusted execution environment of a device
comprising:
retrieving a genomic differentiation object corresponding to a set of one or more computer
programs including a computer program;
modifying the genomic differentiation object based on genomic regulation instructions
(GRI) to obtain a modified genomic differentiation object;
executing a first executable instruction of the computer program, wherein executing the
first executable instruction includes:
retrieving first encoded data that is input to the first executable instruction;
extracting a first sequence from first metadata associated with the first encoded
data;
generating a first genomic engagement factor (GEF) based on the first sequence,
the GRI and, and the modified genomic differentiation object;
decoding the first encoded data based on the first GEF to obtain first decoded data;
executing the first executable instruction using the first decoded data; and
executing a second executable instruction of the computer program, wherein executing the
second executable instruction includes:
retrieving second encoded data that is input to the second executable instruction;
extracting a second sequence from second metadata associated with the second
encoded data;
generating a second GEF based on the second sequence, the GRI and, and the
modified genomic differentiation object;
decoding the second encoded data based on the second GEF to obtain second
decoded data; and

executing the second executable instruction using the second decoded data.

2. The method of claim 1, wherein executing the first executable instruction further includes:
obtaining output data resulting from execution of the first executable instruction;
generating a third GEF based on a third sequence corresponding to the output data, the

GRI, and the modified genomic differentiation object;
transforming the output data into third encoded data based on the third GEF, and
writing the third encoded data to memory.
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3. The method of claim 2, further comprising writing the third encoded data to memory.

4. The method of claim 2, wherein the third sequence is extracted from metadata
corresponding to the output data, wherein the metadata includes one or more of random-access
memory (RAM) metadata, application metadata, operating system-application metadata, and
filesystem metadata, the method further comprising executing a third executable instruction of the
computer program by:

retrieving the third encoded data that is input to the third executable instruction;

extracting the third sequence from a value representing the metadata corresponding to
the output data;

generating the third GEF based on the third sequence, the GRI and, and the modified
genomic differentiation object;

decoding the third encoded data based on the third GEF to obtain the output data; and

executing the first executable instruction using the output data resulting from execution

of the first executable instruction.

5. The method of claim 4, further comprising executing a third executable instruction of the
computer program by:

retrieving the third encoded data that is input to the third executable instruction;

extracting the third sequence from a value representing the metadata corresponding to the
output data;

generating the third GEF based on the third sequence, the GRI and, and the modified
genomic differentiation object;

decoding the third encoded data based on the third GEF to obtain the output data; and

executing the first executable instruction using the output data resulting from execution of
the first executable instruction.

6. The method of claim 1, wherein the first metadata from which the first sequence is
extracted and the second metadata from which the second sequence is extracted includes one or
more of random-access memory (RAM) metadata, application metadata, operating system-
application metadata, and filesystem metadata.

7. The method of claim 1, wherein generating the first GEF includes:
generating a sequence conversion vector (SCV) based on the first sequence and the first
GRI,
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mapping the modified genomic differentiation object based on the SCV to obtain a mapped
modified genomic differentiation object; and

generating the first GEF based on the mapped modified genomic differentiation object.

8. The method of claim 7, wherein generating the SCV includes combining the first sequence
and the GRI.
9. The method of claim 8, wherein generating the SCV further includes applying one or more

computational functions to the combination of the first sequence and the GRI to obtain the SCV.

10. The method of claim 1, wherein decoding the first encoded data includes decrypting the
first encoded data using the first GEF and decoding the second encoded data includes decrypting

the second encoded data using the second GEF.

11. The method of claim 1, wherein decoding the first encoded data includes disambiguating
the first encoded data using the first GEF and disambiguating the second encoded data includes

decrypting the second encoded data using the second GEF.

12.  The method of claim 1, wherein the genomic differentiation object is an ZNA object.

13. The method of claim 12, wherein the ZNA object is an N x M binary matrix.

14, The method of claim 12, wherein a VDAX of the device generates and assigns the ZNA

object to the computer program.

15.  The method of claim 1, wherein the device is: a server computing device, a mobile
computing device, a personal computing device, a vehicle, a gaming device, an internet of things
device, a sensor device, a video recording device, a wearable computing device, a smart appliance,

or a network router.

16.  The method of claim 1, wherein the computer program is: a software application, a

middleware application, a firmware application, or an operating system.
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