;’noe3e”0[ (6TO@ % Background of the Invention It has becone
conventional to orﬂ Mnlm@mﬁersonal conputer workstations into Local Area

Net wor ks or LMMW ‘H‘ aring fromsystemto system withi :”" I” -
conventi onal | of two ways. Either there is pee W mmm"m
sharing establishwozy operating systemsettings on workstations,yky.ch are
to enabl e such sharing or there is a file server connected to the LAN which

provi des storage capability accessiblel to all, or an identified nunber) of

t he systens connected to the LAN Not wi t hst andi ng this conventi onal
practice, it is al SISTRIBUTEDFRHE SYSTEMUSING SCAFTERGATHER ted to a LAN
to have storage capability which may be underutilized by the workstation
operator. Particularly as the data storing capacity of hard drives has

risen dr arratggcﬂr#rg#ga oY Tnvehlen the storage requirements of an

operating syste nost application programs and stored data in a
personal conputer workstation are si gnr f icantly less than the capability

provi ded. Thus thin LAN, there i keI be.significant stor
Capabi |1ty i ch it s Nega; pEAe  GEngeRlpnals oo n e a Peser B DIPHE: vor k
acconmodat e watkStatioRs intsTBYaY APa Nawbmsear LANsThPlIé3§ﬁ§|‘ﬁ'T§ frbﬂ’V teATto

contenpl ates that stora capabil'ity otherw se going underutilized in a LAN
be made avaisystene within ai&«N isccanventionalivdang inone ofotmewaw Edhem’dne[e\is I n

realizing t th invention ns._conne d.to a LAN
are surveye%é&?ggggfgaé %ﬁgﬁ%ﬁ@fiﬁ]ﬁ\%’eﬁfﬁq@ﬁr SQ/S i ﬁ 98 Qo ?ﬁ%% a

vei ghting f wiiéh are t@eﬁﬁre\saehfsﬁénﬁg@h théféh@ﬁ‘ﬂl@héﬂer ZohRéc¢tedits e LANS har ed
system st orage capabilit and data files to be stored are scattered anong

and gat her eV '@l'(bﬁfQ\ﬂdeS:é @apeplbtyeaagessnbta tor albrorpws idengified mupiberhef
Dr awi ngs So'me%&%tten% SSHRR tootfh tl_r_}mr nvention having been stated) others

wi |l appear ‘as escription proceeds) when taken in connection with the
acconpanyi ng drawi ngs, in which: Figure 1 is a represent ation of a LAN
' stems conne ted jher, '

cehenati ot epr es NRUHEIENGIng: 18 GomyBligal; rachets: b i babyentional for
individual systems connected to a LAN to have storage capability which may
be underutilized by the workstation operator. Particularly as the data storing
capacity of hard drives has risen dramatically in recent times, the storage
requirements of an operating system and most application programs and
stored data in a personal computer workstation are significantly less than the
capability provided. Thus, within a LAN, there will likely be significant storage
capability which is available for other use should the systems and network
accommodate such use.

Sumnrary of the Invention

The present invention contemplates that storage capability otherwise
going underutilized in a LAN be made available for sharing among
workstations connected to the LAN. In realizing this purpose of the present
invention, systems connected to a LAN are surveyed for storage capability
potentially available for sharing, a weighting function is derived for each
system which is indicative of shared system storage capability, and data files
to be stored are scattered among and gathered from the connected systems.



Figure 3 is a schematic representation of a gathering file retrieval
process; and Figure 4 is a representation of a conputer readable nmedium on
whi ch programinstructions are stored accessibly to a conputer system
Description of the Preferred Enbodi nents) Wiile the present invention wll
be described nore fully hereinafter wth reference to the acconpanyi ng
drawi ngs, in which a preferred enbodi nent of the present invention is
shown, it i utset of the description which

foll ows tha?r%égrégsns 0 6§tlgiﬁﬂeiztsnmm§ggppr opriate arts may nodify the

i nvention here described while still achieving the favorable results of the
i nvention. Accordjngly, .the descripijon which fol]o is to be understood’
as being a broad;gqrgﬁ&ﬁith% R!IirBQﬁQ%&Ir &‘%i“?’@@t‘%“%m \égg%hﬂaé?dbfs@tﬁﬂs Wil t he
appropriate 0, kil L o] t A i O efly
stated, the a@ﬁ)éé'én%n?p\@e&n?ﬁwhé?nég%ﬂgegv Hﬁéﬁ%ﬁq@f%ﬂiﬁ%g \mgafsdeor age
capabi | i ti e;cobmpanyingairawingsf ircwhicht er syst em wor kst ati ons connect ed
together into a LAN which includes a step of surveying a plurality of 3
conput er systens associ ated one to another through a | ocal area network and
determ ning the fm fils il 4t fa@ﬁ@sr For
each surveyed sysl:?@ﬁf]e g‘ﬁe%éﬁérﬁggn%ﬁﬁgﬁfo% I]Xoém)dhet er manghﬂggggé%é?%ﬁ | abl e
st or age capaystems cennentéd theretesti vity, and systemresources of the
respective system The weighting function, which may here be represented as
W(x) with x representing the particular systemto which the function is
assigned, is indifiqireVe Rf at BEhEMBA®  repiasentatndol & seuRtbARY (e CtBRRYeALE 1N
scatter/gather file sharing as here proposed. Sonme systens Within a LAN may
have signi f iPf@eASSCapabilities, while others may have linmted or |esser
capabilities. The present invention contenplates that such differences wll
be taken into account in file storage processes. The systens of the present
invention wWill r d3t i mnstiemaiic reptesentatioh bhea Yattierng Yileofretdigvalens to
store a data file by dividing the data file to be stored into a plurality
of portionsPrecass; aBdtt ered anong the plurality of systens for storage,
each portion being sized to acconmopdate the weighting function of a
correspondi ng one of the plurality of systens. That is, the portions nay be
of unequal size, Figyrendlisg repoesentaticvaphibidompuder rdadaide medilemsornt whidhi ch
they are to be assitrg?ed.for stotraqq:ﬁ. Eacg)lpf)rti on iu? t agged wi th encoded
data identi W?Qf@n? ré'@[ﬁ?fb?]ﬁ'@?ﬁr BCCRPEIPY 19 @ CONPUESS emto which its
is assigned for storage. Additionally, and in order to preserve privacy and
protection against contam nation, each portion or token is digitally signed
and encr ypt eseyiptiowof the Preteread Emhodimant(s) each t oken al so i ncl udes
error correcting code, such as a form of Reed-Sol onon errors-and- erasures
decoder, for the previous token and its identifying information and the

next token and i Whilglend pfesengirivehtion®iill B8 degcebsd imibré FaiBRéreiRifien vithokens
whi ch may becone lost in the scatter/gather operation. As the portions are

created and refesepce tathe %@FQU‘EQ{M@ d_@avanaat iagwhich tamereéw&e%ymeeamw ch
Lyt o wADE PPERSOPEEEh 10 SUAR! 1 ICE PR LndgdeRd Betha Sud e BB,
t hen transnideseription edich dolidviee thats personst ofvskilihinatheaagpropriate iants nmayst or ed
for retent] %]ocﬁf}dthlési%vieﬂtiénehre}ee\églscn fa &ﬁiled asiifﬁil ache(\a/ing th% favorable results
of the invention. Accordingly, the description which follows is to be
understood as being a broad, teaching disclosure directed to persons of skill in
the appropriate arts, and not as limiting upon the present invention.

Briefly stated, the present invention contemplates a method of sharing
the storage capabilities of a plurality of computer system workstations
connected together into a LAN which includes a step of surveying a plurality of



Wen .a data file so stored is to be retrieved) an instruction at one of
said plurality of conputer systens to retrieve fromstorage a data file
stored in scattered portions in a plurality of the conputer systens causes
responses of accessing a table stored accessibly to the one conputer system
which identifies a plurality of tagged fortions and the identity of the
conputer systemto which the respective tagged portion is assigned for
storage. As } q%;g i to
accommodat e %ﬂgﬂ?ﬁg@ﬁ%@?ﬁ%&e@ﬁ%@g?ﬁ‘ﬁgén |u g%ﬁga{)?@tahe pPﬂdréﬁdty of
syst ens. Thedetemmining:tiefoea filerstorage capabiliyaofeachi strveyed isystehur Bbr egach f

t t tp th Ut L d t : d
assenbl ed | RUVEYRS BPETE; Pe WaIGhIIRG: fuletioBys- seteriined Rased: on avalidi e 1,
a LAN is thegi@rdgai' @fpaieited métwbhk aﬂgnl*l’@&ivﬂ%,méﬂdﬁ' § %(l%@f reeBlides” ofy théem

wor kstations 11 connected together there through. wor kst ati on has data
st or age capaespectivepsysiende d heweighting fumgtion, whichomayihege bageprasentastias: har d

di sc dri ifically .shown due.to bej ional | Ll k .
Stor age capaid i iR FesRonaniii e LoRrtbier el SHbRclie ¥uiian, g
re-writabl e s, idlinliRativs AECERIALING brE GEN SRt cTRSeraRPRE!

for storage data, accessi bi y over t and "avai | abl e rates of

dat a t r ansf escatfer/gather filacsharing as hetapioposaddSamersystamsawitihin ghkANgnay

function for Cha:S): el ght. i A be. usqd in

determ ni ng I?%% rs%@%'ﬁwarélbghw?%n%ﬁ'@o‘&gﬁ&t orﬂggmhég?gﬁwgaﬁo of hflﬁssgglst em
for storage, cagabilitiesorFheoprasent invehtion conténslatedthatrsuerelifferencds willbe f i | e
storage. Referring now to Figure 2, the sequence of steps which occur when
a user of orf@k@Rikeaccrent ipAlle storage PIRAESEE®d file storage are represent ed.
A data file to be stored is divided or broken into a plurality of portions
or tokens, sized for recoverability and for the weighting functions of
systens havi ng avihé spstemst of thgeprespabinvention Rt regpoidrtoi instiuctidnaat gnei gned

f [ i gi ! d h .ed. ing., Each
Loken 1 s naSHHeLPRFAD Hhisyonie B BHES = BR18 F1e BT UAAE HEPP Bebc 1 ng
where in U NestsRAYAGCaChluPAIty | BNBokion Sl e schéred SRIMRC A DIGRAME of

preferably is included, relating a token to the next “previous token in

t he sequencesystems ffer stosages gaohgpetion thsling sizedttheacoommedate the weighting

wht on’ excoedPRISE I s orBRBEEIRG opd okt bLFbfiy f SylelEn et JSHiE : on,
then no two mertibhgunag Beok#ngnequral s$izs,edepending wpuTe the séapabilities def tive!

appropriate or necessary, tokens may be stored on nultiple systens, in

order to proWstems dawhichh they are topeagsigngd forsterags| Each P@Et)llﬁ't isfagged on
oh i ai nati of o] .

codes,  and. Sy SESUETERTRRTARIY 8 sedusRod i e RS A andtng BVSRA 197,
has been scawhiehdis.is @ssignedfort stoeafje. t Additianally, ang i ordastp peesard® pdivgey al | y

hi'ch has. + H pisieGi 89aipRLEHBITOR el Rbioké e dGraRotE "
sequence of giERhcHPtEd DYCRIBWIIBENTQUEST PefétaBly0ledchetokkRt 4188 ifdlibss T or

recovery of a stored filé are represented. On instructions to retrieve a
file, the i refesr cemeatingscengs: resighzaniadormidafi Reedrpolonen engre-asds eHEres e

ot er m ne. reBosieh: o5 Be v BKER B it doBelsTng " rluletn B THEIREE o
then be gat heked andeits idehtiyirRsinferaetivnr to, aid il rédimstiucting eskensawhichfmayy
t okens are m ssing he error correction data stored in the next preceding

t
and fol | ow r@em%l@tm@qmeﬂsﬁtwmf%f conti guous tokens are
m ssing, then the error correcting information stored in the table and the
next preceding and foll ow ng tokens are used. Reconstruction can be
recursivel y repeaAsthapoitionseré areated mndstagged,| st index tablei is cdeatedrat tieal t hat

the data file has becone sq.corrupted as to . be unusable. |ln the event that
i gnat ur e 918 USIREL TR WHIGLANS Hlecis £ becstored Wi, IenHBSs, sAra paded
systens is Uﬁm aéhﬁl i O i i A G i sﬁfgﬁ . abl e.
The I’ECOI’lStI’UCtIB%n teﬁneos éé@gfé’swﬂghﬁg‘%ti Egédéledég'?ilah 'g?% e,fgén%&? )
descri bed abbhe tablefsthentgamsmitted t&iepchaf4he systemiseat which a teggedgostion as
bei ng one farm of .compyter readabl e nedia,on, wic y be stored,
accessibly t'8 séored%o%nuqcmag KPR FGY*?I&?#*QR;FF&@& or perfornmance of the
processes descri bed above and with reference to Figures 2 and 3 In the
drawi ngs and specifications there has been set forth a preferred enbodi nent
of the invention and) although specific terns are used, the description

thus given uses terminology in a generic and descriptive sense only and not
for purposes of limtation.



7 What is clained is: 1. A nethod conprising the steps of: surveying a
plurality of conputer systems associated one to another through a |ocal
area network and determning the free file storage capability of each
surveyed system determ ning for each surveyed system a wei ghting function
based on avail abl e storage capacity, network connectivity, and system
resources of the respective system responding to instruction at one of

said plurality ofwrept g Hatd Al 58 stordddR B bé 'r@lb|BVeddéH'lﬁétQﬁbt‘bheatd@ﬁé‘o?' le
to be stored into a plurality of portions to be scattered anon

plurality ofsas@mwabtyfofrcommﬁ@@%)ﬂwsno pehrlteyerfrdramstcgagezaediatad'lastmedWat e

{ ngoi ng-eactetauBred oy i8 < BEATASE e SamBhi isyatie cdldh iesodney 3t “ai o
file and sysdqessingl ﬁn?abléoétoﬁéwfa’&ess@rye%'m& dhesSabh Qfé? §yétéﬁ1mvmucmh' ch
an instruction for stori ng the. data filé is gl ven an |n ex tab

i dent i fyi ng ideRtifiascsy ghuaiiy of taﬂﬂﬁﬁlﬂo'ﬁlﬁés apditbenidentity iof the: mpu@ggyatem)rt i on
L onss] e oA Foaliv RRA Rt R AUTAL RS ABHhI S ALHCRRd 21
use in retrigbole, Hachhef deé poriidres or t8kéns NaBabéén Sz izvcBAimodate a
weighting function of a corresponding one of the plurality of systems. The
scattered portions are then gathered from the plurality of computer systems to
the one computer system, decrypted as necessary, and assembled into the
data file.

Referring now more particularly to Figure 1, a LAN is there represented
at 10 and has a plurality of computer system workstations 11 connected
together there through. Each workstation has data storage capability provided
by, for example, a rotating magnetic media hard disc drive (not specifically
shown due to being conventionally well known). Storage capability may be
provided by other types of devices, including re-writable optical disks, flash
memory media, and the like. The capacity for storage data, accessibility over
the LAN 10, and available rates of data transfer will be taken into account in
determining a weighting function for each system. That weighting function will
be used in determining the size of any portion or token to be assigned to that
system for storage, should one of the systems on the LAN implement
scattered file storage.

Referring now to Figure 2, the sequence of steps which occur when a
user of one workstation calls for scattered file storage are represented. A data
file to be stored is divided or broken into a plurality of portions or tokens, sized
for recoverability and for the weighting functions of systems having available
storage capability. Each token is digitally signed for its origin and encrypted, a
process here referred to as tagging. Each token is hashed with a unique
machine identification and a marker denoting where in the sequence of
portions it belongs. Error correcting code preferably is included, relating a



a plurality of conputer systens associ ated one to another through a | ocal
area network, each of said systens having a processing unit and data
storage capabiiity; and a program nodul e stored accessibly to said
processing unit of each of said plurality of conputer systens; said program
nodul e cooperating with each of said pr5oce55| ng units when executing
thereon to scatter a data file to be stored fromone of said plurality of

conput er sysbréem t8theSfext fmesbgéatsﬁeﬁamhelséqueﬁc@farfa e/ haki Sibstiy u%ﬁt d
conmput er systens, said program nodul e and processing unit of sa| one

of said pl urtaken yn dhe seapanes, teyeldelnsreceemmunggtqkens nsnecessanh &hatdd d one

116 to be dgtdber¥ nBiber B hfods WijcipshEiahing Bviland sVtridd Medi h.
plurality ofthaysineaschttér 6peration, thHRACHo WG tooptigheus tokengastet Nosecaimsiat e
t he wei ghting function of a correspondi ng one of the plurality of systens;

t aggi ng eact$ame ﬁvetﬁnw {fideamed apptrpriate Qe necegsany, tokens daahestonedion dat a

e o SRS, e Aol Bihons oYit e v eh

i dentifying each tagged portion and the systemto which that tagged portion

I s assigned for stornﬂ% and transmtting the portions and the table to
each of the syst Ml %bbﬂswagge@dmn theopriginating, pystemosompesad pball and

use in retr 'Jﬁéaﬂaéﬂ 8Bg§s d&frdr thirgcti Tge%oaes,égﬂarﬁls@'ggﬁmagﬁﬁf@aﬂgns %F‘ﬂ{@“t er .

readabl e nedi um an rogram rm stor on "sal I'um accessi bl'y
conput er syssystams &0 wmmmemﬂthhes bslearsoatterad. i Qy\cercompieteﬂutha tasb}et em

whi ch f I I t t, \ i at ed th
hongh” a1 dudY B Borirdesasi, CigfallD SloRba e iSPnHERRoy. Bhcpih et Bt ore
and det er m njigigbldeR) for e d s?erﬁwlagﬁaméé?véd bﬁeefftwpsﬁegéveyed System

determ ning for each surveyed systema wel ghting funct ased on
avai |l abl e storage capacity, network connectivity, and system resources of
to instruction at .ane

e o Ee ot oy Rb@Ring B/ G EB0E 311 soqierctt 8ions wiEs s2eu” o 4 o be

stored into yseplofione bfythef syetsrhs @afls for l@%oﬁél?t bfea etorattig aréd eepredénted! ¥ of
systens for stora each portion being sized to accombdate the wei ghting

function of GndBstrudionsctontptasNe 8t il e index table & opeaedmnd qualified by

checking the signature and, if correct, decrypting as necessary. The table is
then referenced to determine the locations and sequence of the stored tokens.
The tokens can then be gathered, decrypted as necessary, and the file
restored. If any tokens are missing, the error correction data stored in the
next preceding and following tokens are used. If a number of contiguous
tokens are missing, then the error correcting information stored in the table
and the next preceding and following tokens are used. Reconstruction can be
recursively repeated until restoration is complete or it is determined that the
data file has become so corrupted as to be unusable.

In the event that a signature is deemed incorrect, then a search through
the connected systems is undertaken to discover a'correctly signified copy of
the table. The reconstruction then proceeds using that identified table, and as
described above.

Referring now to Figure 4, a diskette is there shown as being one form
of computer readable media on which may be stored, accessibly to a



taggi ng each portion with encoded data identifying its sequence in the data
‘file and system assigned for storage; creating at said one system at which
an instruction for storing the data file is given an index table
identifying each tagged portion and the systemto which that tagged portion
is assigned for storage; and transmtging the portions and the table to
each of the systens at which a tagged portion is stored for retention and
use in retri i R 5%& Y : ps

of : res pondicﬁgﬁtuééq %#@Sgﬁ'gﬂ&gf&'gﬁg fgf pé”%ﬁﬂr al'i tB stlﬁa&dﬁgﬁﬁg bé?é‘fée‘fm
associ at ed @beve@ndnwithh esferdnceugiFigules@andBea network to retrieve from
storage a data tile stored in scattered portions in a plurality of the
conput er systens by: accessing a table stored accessibly to the one

comput er system whitkd dra\einbs fdriSspadmcatiohs theref ha$BEER sapTértBSpréfsirddie
identity of the conputer systemto which the respective tagged portion is
assi gned foremhasimgot ofathe dtventionpand, aitbouglvispedifiee terms aafet used.cthenodat e

and- oot ner - spocnpgdtCfle BBR: G RANIRIG) Tn & apdie alt anstiofie SYEMET (o
]Eih:aeone comymiyeand nét RINpaRsbsasssTiMitationt he retrieved portions into the data



11 5. Apparatus conprising: a plurality of conputer systens associ ated one
to another through a |ocal area network, each of said systenms having a
processing unit and data storage capability; and a program nodul e stored
accessibly to said processing unit of each of said plurality of conputer
systens; said program nodul e cooperating with each of said processing units
when executing thereon to retrieve a data file which has been stored in
scattered fonHaRR @Simddie: Storage capabilities of a plurality of said
conput er systems, said program nodul e and the processing unit of said one
of said plurality of conputer systens responding to instruction at said one

of said plunﬁllty of ﬁ tens to r trleve € data file by: , accessing a
tabl e stored acc q§§EPBmPH§mQH 8%%%? r systemwhich identifies a
plurality of taguRfivéing 'ePBﬁJrélit? dfh@omﬁet@wysté?ﬁs 'g38o6iated bR téyéﬁétﬁbﬁo

whi ch the respectlve tagged portion is assigned for storage) each

portions hadhryghes locsi aean an@ﬁﬂxﬂﬁer@nlalngemrftee\glefsmragemmbuwy of
correspondi rality of systens; and gathering scattered
portions fror%cﬁ 'g%)(ﬁdqﬁ%'f“m conput er systens to the one conputer system
and assenbling t hfete@tiningviol aiwht suveyedtsysten® o WefgHtingefunctid® Hasedigiar at us

conprising: a conputer readable nedium and a program nodule stored on said

medi um accedvedabier YOLRGEOPRRACHY, BMW@BE@“@WO Qﬂd rBYSteI resouwpes obthe- ut i ng

on a conput h is one of a plurality of conputer systens
associ at ed §%§6¥§R§n@%§ﬁ through a | ocal area network, responding to

instruction at omespénding do hstrudtionyatodne ofrsaideplusality ofsystemsto store & rom
storage a dgaz file_stored in scattered portions in a plurality of the
conput er sy adlely: accessi ng a table stored accessibly to the one

conput er dividing the data file to be stored into a plurality of

portions to be scattered among the plurality of systems for storage,
each portion being sized to accommodate the weighting function of a
corresponding one of the plurality of systems;

tagging each portion with encoded data identifying its
sequence in the data file and system assigned for storage;

creating at said one system at which an instruction for
storing the data file is given an index table identifying each tagged
portion and the system to which that tagged portion is assigned for
storage; and

transmitting the portions and the table to each of the
systems at which a tagged portion is stored for retention and use in
retrieval of the data file.



systemwhich identifies a plurality of tagged portions and the identity of
the conputer systemto which the respective tagged portion is assigned for
storage) each of the portions having been sized to accommbdate a wei ghti ng
function of a corresponding one of the plurality of systens; and gathering
scattered portions fromthe plurality8of conputer systens to the one
conputer system and assenbling the retrieved portions into the data file.
13 A met hod LonprAgyigidtustdnsdrRifg:of : surveying a plurality of conputer
systens associ ated one to another through a |ocal area network and

det erni ni ng the fa plurality of campiter syptams iassociatedaone darannther throughna

determ ning , for each surveyed,s a Lghtin u 10 ased

avai l abl e st'%‘?aégaégéa(ﬁi\e’i’%,ea?FQt%ﬁ@@c%ﬁ#fE?%"{@, géﬂ@%ﬁ?@r‘ﬁ%ﬁe@ﬁﬂpe& of
the respect igt6ragedaplbilifycapandi ng to instruction at one of said plurality
of systens to store a data file by: dividing the data file to be stored

into a plurality @progsami madulesstpeedsaegassitlyl tasaishpracessingrunit efyeagh ef st ens
for storage, ri i i to accommodat e the wei ghting function
of a corres&@ﬁ%ﬁ@éﬁg%é*g&"pﬁ@%ﬁqﬂﬁty of systens; tagging each portion
with encoded dat gaidiprédram Mbdule coeperting withtdechdef said Emm_dingyamiwﬂ

assigned for storage; creating at said one s%(stem at which an instruction
for storingWhan gxecuting thereonyite seatlar andatg tladocbe stored: fomqona: of saithged

. g . : q . e cn
Stor age: “and WPARAH EFRGtel RySohe Bt vRiGe, Broe FURELREGMAL ot o
aL V\gi ;:h ?_ }a@gedré\putari sysfje@ms,ss;aid _epuio?mm :miduln 'tand theq:}roe@s'ing luait ro:festau:i ?f
the data file; .respondi o instruction at one, of sai rali 0
computer <y GBr S48 PUFARK A SomPHIGE ovelas dowanging 1€ nskipelion o) S gre.r o
portions in cf”fstBLdjﬁlﬁH'lﬂWoPé gtgmsqgwbgmﬂ?%ﬁniggzhby accessing a table stored

accessibly to € one ‘conputer system tifies a plurality, of
t agged portions and the i delividing the tdatachiepte dre sstorasininto @hipluralityie of

havi ng been o et &8 R sEaterdd, emario: s "PlFty 8 Setms Jfr BRBREI g
one of the pluralddch gdrtieN el sizRd0to accommodate the weighting function of a
corresponding one of the plurality of systems;
tagging each portion with encoded data identifying its
sequence in the data file and system assigned for storage;
creating at said one system at which an instruction for
storing the data file is given an index table identifying each tagged
portion and the system to which that tagged portion is assigned for
storage; and
transmitting the portions and the table to each of the
systems at which a tagged portion is stored for retention and use in
retrieval of the data file.



14 gathering scattered portions fromthe plurality of conputer systens to
‘the one conputer system and assenbling the retrieved portions into the data
file. 8. Apparatus conprising: a plurality of conputer systens associ ated
one to another through a | ocal area network, each of said systens having a
processing unit and data storage capability; and a program nodul e stored
accessibly to said processing unit of each of said plurality of conputer

systens; saigl prog ﬁﬂhﬂﬁﬁﬂhﬁ hiRgerating with each of said processing units
when executing the?eon to sc%tt@g a data file to be stored fromone of said

plurality of conpatempstertreagakie meadivmhandt orage capabilities of a
plurality of said conputer syste ai d program nodul e .and the processing
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i nstruction tgfi d one of said plurality of systems to store a data file
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and t he procreegis)ieg&eusn)istterg?agge of said plurality of conputer
responding to instruction at one of said plurality of systems to store a
data file by:
dividing the data file to be stored into a plurality of
portions to be scattered among the plurality of systems for storage,
each portion being sized to accommodate the weighting function of a
corresponding one of the plurality of systems;
tagging each portion with encoded data identifying its
sequence in the data file and system assigned for storage;
creating at said one system at which an instruction for
storing the data file is given an index table identifying each tagged
portion and the system to which that tagged portion is assigned for
storage; and
transmifting the portions and the table to each of the
systems at which a tagged portion is stored for retention and use in

retrisval of the data file.



systens responding to instruction at said one of said plurality of systens
‘to retrieve a data file by: 15 accessing a table stored accessibly to the
one -conputer systemwhich identifies a plurality of tagged portions and
the identity of the conputer systemto which the respective tagged portion
is assigned for storage, each of the pgrtions having been sized to
accommodate a weighting function of a correspondi ng one of the plurality of
systens; ang gat i okl .fromthe plurality of conputer
systens to ?%e oEgﬁ%@ﬁ%@?@&hﬁéﬁgéﬂgéﬁa&gégenbling the retrieved portions
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for storage; creating said one systemat which an instruction for
storing the data@d e is given an index table identifying each tagged
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sai d.program nodul e, when executing on a conputer systemwhich is one of
the plurality of conputer systens, responding to instruction at one of said
plurality of conmputer systens to retrieve fromstorage a data file stored
in scattered portions in a plurality of the conmputer systens by: accessing
a table stored accessibly to the one gpnputer system which identifies a
plurality of tagged portions and the identity of the conputer systemto

whi ch the reppectApsarbf@ISmHriAg:on is assigned for storage, each of the
portions having been sized to accomobdate a wei ing function of a
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the computer system to which the respective tagged portion is assigned
for storage, each of the portions having been sized to accommodate a
weighting function of a corresponding one of the plurality of systems;
and
gathering scattered portions from the plurality of computer
systems to the one computer system and assembling the retrieved
portions into the data file.



n ]jdEuVv7,  @10%&' ()-109%& ()- @O%& () -

10%& ()-@109%&' ()- @O%&' ()-jc-aBuVv7,,, 10%& ()-,+ 10%& ()- @)

10%&' ()-' 10%& ()- @10%&' ()-! @ 10%&' () -- SRSTUWDC, fl 10%&' ()- @s10%& ()- 10
10 10,8 10%&' ()- 610%& ()-, &10%& ()-nj89:;aVK@ 10 10 10y, ; S109%&' ()-y7
109&' ()-y96 109K ()- @109%& ()-!f 109&' ()-z;=8aBVK@S 10% & ()-s!F

|1 109%&( &( & ()- @O0% & ()- S 10% & ()-Sr10% & ()- f10% & ()- "$' uSl! Sy
10% ()-!S Y% (ApperbtubBdmprising:109& () - 10(( 10(( 10((!S/

10% (& ()-s'()))))K))rs4 @10%: () - @ 109% ()- 109 ()- 10 10 10!S'9
10%& ()-! SF1 10%R ¢ompyiter geadable mediung andovk' ()- 10 10 10@ 10%&' () - @
10%& () - a program module stored on said medium accessibly to a computer
system;
said program module, when executing on a computer system which is
one of a plurality of computer systems associated one to another through a
local area network, responding to instruction at one of said plurality of
computer systems to retrieve from storage a data file stored in scattered
portions in a plurality of the computer systems by:
accessing a table stored accessibly to the one computer
system which identifies a plurality of tagged portions and the identity of
the computer system to which the respective tagged portion is assigned
for storage, each of the portions having been sized to accommodate a
weighting function of a corresponding one of the plurality of systems;
and
gathering scattered portions from the plurality of computer
systems to the one computer system and assembling the retrieved
portions into the data file.
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surveying a plurallty of computer systems associated one to another
through a local area network and determining the free file storage capability of
each surveyed system;
determining for each surveyed system a weighting function based on
available storage capacity, network connectivity, and system resources of the
respective system;
responding to instruction at one of said plurality of systems to store a data
file by:
dividing the data file to be stored into a plurality of portions to
be scattered among the plurality of systems for storage, each portion being
sized to accommodate the weighting function of a corresponding one of
the plurality of systems;
tagging each portion with encoded data identifying its
sequence in the data file and system assigned for storage;
creating at said one system at which an instruction for storing
the data file is given an index table identifying each tagged portion and the
system to which that tagged portion is assigned for storage; and
transmitting the portions and the table to each of the systems
at which a tagged portion is stored for retention and use in retrieval of the
data file; and
responding to instruction at one of said plurality of computer systems to
retrieve from storage a data file stored in scattered portions in a plurality of the
computer systems by
accessing a table stored accessibly to the one computer
system which identifies a plurality of tagged portions and the identity of the
computer system to which the respective tagged portion is assigned for
storage, each of the portions having: been sized to accommodate a
weighting function of a corresponding one of the plurality of systems; and
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8. Apparatus comprising:

a plurality of computer systems associated one to another through a local
area network, each of said systems having a processing unit and data storage
capability; and

a program module stored accessibly to said processing unit of each of said
plurality of computer systems;

said program module cooperating with each of said processing units when
executing thereon to scatter a data file to be stored from one of said plurality of
computer systems across the storage capabilities of a plurality of said computer
systems, said program module and the processing unit of said one of said
plurality of computer systems responding to instruction at said one of said
plurality of systems to store a data file by:

dividing the data file to be stored into a plurality of portions to
be scattered among the plurality of systems for storage, each portion being
sized to accommodate the weighting function of a corresponding one of
the plurality of systems;
tagging each portion with encoded data identifying its
sequence in the data file and system assigned for storage;
creating at said one system at which an instruction for storing
the data file is given an index table identifying each tagged portion and the
system to which that tagged portion is assigned for storage; and
transmitting the portions and the table to each of the systems
at which a tagged portion is stored for retention and use in retrieval of the
data file; and
said program module and the processing unit of one of said plurality of computer
systems responding to instruction at said one of said plurality of systems to
retrieve a data file by:
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storage, each of the portions having been sized to accommodate a
weighting function of a corresponding one of the plurality of systems; and

gathering scattered portions from the plurality of computer
systems to the one computer system and assembling the retrieved
portions into the data file.

9. Apparatus comprising:
a computer readable medium; and
a program module stored on said medium accessibly to a computér
system;
said program module, when executing on a computer system which is one
of a plurality of computer systems associated one to another through a local area
network, surveying the plurality of computer systems and determining the free
file storage capability of each surveyed system;
determining for each surveyed system a welghtmg function based on
available storage capacity, network connectivity, and system resources of the
respective system; and
responding to instruction at one of said plurality of systems to store a data
file by:
dividing the data file to be stored into a plurality of portions to
be scattered among the plurality of systems for storage, each portion being
sized to accommodate the weighting function of a corresponding one of
the plurality of systems;
tagging each portion with encoded data identifying its
sequence in the data file and system assigned for storage;
creating at said one system at which an instruction for storing
the data file is given an index table identifying each tagged portion and the
system to which that tagged portion is assigned for storage; and
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<=>7 @BCDEF @&l thRL INGHIGRST 0ompuater Bystentsc deespandingnto instruction at one of said
plurality of computer systems to retrieve from storage a data file stored in
scattered portions in a plurality of the computer systems by:
accessing a table stored accessibly to the one computer
system which identifies a plurality of tagged portions and the identity of the
computer system to which the respective tagged portion is assigned for
storage, each of the portions having been sized to accommodate a
weighting function of a corresponding one of the plurality of systems; and
gathering scattered 'portions from the plurality of computer
systems to the one coniputer system and assembling the retrieved
portions into the data file.



