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SYSTEMS AND METHODS FOR DOCUMENT 

AUTHENTICATION 

CROSS-REFERENCED TO RELATED APPLICATIONS 

[0001]    This Application is a Continuation in Part of U.S. Patent 

Application No. 18/066,655, filed December 15, 2022, titled Systems and Methods for 

Document Authentication, the contents of which are hereby incorporated by reference 

herein in their entirety. 

FIELD 

[0002]    The field of the disclosure relates generally to systems and 

methods for document authentication and feedback, and more specifically, to systems and 

methods for authentication of a document. 

BACKGROUND 

[0003]    Some traditional document validation systems verify a credential 

document, such as a physical driver’s license, a passport, or another form of identification 

document, contains valid information. For example, some conventional systems may 

verify the information contained by a driver’s license presented to a law enforcement or 

security officer is valid, inasmuch, for example, as the driver’s license itself is not a 

fraudulent document.  

[0004]    In many instances, documents are authenticated or validated 

merely by the human eye. That is, continuing with the above example, the law 

enforcement or security officer looks at the document and decides its authenticity. It is 

also known to use certain authentication devices in addition to the naked eye, such as 

devices to illuminate various embedded security features. It is recognized that these 

authentication methods are vulnerable to human error. 
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[0005]    In some other instances, documents are authenticated with 

machine aid. For example, various scanners, cameras, and other imaging devices with 

authentication capabilities are known. In some cases, however, such computer-based 

document authentication devices implement simple pattern matching or feature 

identification processes. These processes may not be as robust as desired. Moreover, 

variations between devices as well as inconsistencies in valid documents (such as age, 

fading, wear and tear, and the like) can lead to false negatives, or the (erroneous) 

determination that a valid document is invalid. 

[0006]    Authentication systems and methods that overcome human error 

as well as device and document inconsistencies are desirable. 

BRIEF DESCRIPTION 

[0007]    In one aspect, a system for authenticating a subject identification 

document is provided. The system includes a memory including a first memory section 

storing computer-executable instructions and a second memory section storing an 

enrolled document template including an enrolled document color profile descriptor, 

region of interest (ROI) information, and a codebook representing partitions of a color 

space. The system includes a processor in communication with the memory and 

configured to execute the computer-executable instructions that, when executed, cause 

the processor to receive a first image of the subject identification document, the first 

image depicting, in a red-green-blue (RGB) color space, the subject identification 

document. The processor transforms the first image of the subject document to a second 

image of the subject identification document in a YCbCr color space. The processor 

assigns pixels within a ROI in the second image corresponding to the ROI information to 

the partitions of the codebook. The processor generates a subject document color profile 

descriptor based on respective counts of the pixels assigned to the partitions of the 

codebook. The processor compares the subject document color profile descriptor to the 

enrolled document color profile descriptor to determine whether the subject identification 

document is authentic. 
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[0008]    In another aspect, a non-transitory, computer readable storage 

medium is disclosed. The computer readable storage medium includes a first memory 

section storing an enrolled document template including an enrolled document color 

profile descriptor, region of interest (ROI) information, and a codebook, and a second 

memory section having instructions stored thereon. The instructions, in response to 

execution by a processor, cause the processor to receive a first image of a subject 

identification document, the first image depicting, in a red-green-blue (RGB) color space, 

the subject identification document. The processor transforms the first image of the 

subject document to a second image of the subject identification document in a YCbCr 

color space. The processor assigns pixels within a ROI in the second image 

corresponding to the ROI information to partitions of the [Cb, Cr] color plane defined in 

the codebook. the processor generates a subject document color profile descriptor based 

on respective counts of the pixels assigned to the partitions of the color plane. The 

processor compares the subject document color profile descriptor to the enrolled 

document color profile descriptor to determine whether the subject identification 

document is authentic. 

[0009]    In another aspect, a computer-implemented method for 

authenticating a subject identification document is disclosed. The method is implemented 

using an authentication system including (i) a memory storing an enrolled document 

template, region of interest (ROI) information, and a codebook representing partitions of 

a [Cb, Cr] color plane, and (ii) a processor in communication with the memory. The 

method includes receiving a first image of the subject identification document, the first 

image depicting, in a red-green-blue (RGB) color space, the subject identification 

document. The method includes transforming the first image of the subject document to a 

second image of the subject identification document in a YcbCr color space. The method 

includes assigning pixels within a ROI in the second image corresponding to the ROI 

information to the partitions of the codebook. The method includes generating a subject 

document template based on respective counts of the pixels assigned to the partitions of 

the codebook. The method includes comparing the subject document template to the 
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enrolled document template to determine whether the subject identification document is 

authentic. 

[0010]    In another aspect, a system for authenticating a subject 

identification document is provided. The system includes a memory including a first 

memory section storing computer-executable instructions and a second memory section 

storing a plurality of enrolled document templates, as well as a processor in 

communication with the memory and configured to execute the computer-executable 

instructions. When executed, the computer-executable instructions cause the processor to 

receive a first image of the subject identification document, the first image depicting, in a 

red-green-blue (RGB) color space, the subject identification document illuminated by 

ultraviolet (UV) light, transform the first image of the subject identification document to 

a second image of the subject document in a YcbCr color space, and divide the second 

image into a plurality of regions of interest (ROIs). The computer-executable instructions 

also cause the processor to, for each ROI, generate a color profile descriptor including 

first data elements associated with a number of pixels in each of a plurality of angular 

sectors in a CbCr color map of the YcbCr color space, within the corresponding ROI, and 

second data elements associated with pixel intensity of the pixels within the 

corresponding ROI. The computer-executable instructions further cause the processor to 

generate a matching score for the second image based on a comparison of the color 

profile descriptor for each ROI to a corresponding ROI of a first enrolled document 

template and compare the matching score to a threshold to determine whether the subject 

identification document is authenticated.  

[0011]    In another aspect, a non-transitory, computer readable storage 

medium having a first memory section storing a plurality of enrolled document templates 

and a second memory section having instructions stored thereon is provided. In response 

to execution by a processor, the computer-executable instructions cause the processor to 

receive a first image of a subject identification document, the first image depicting, in a 

red-green-blue (RGB) color space, the subject identification document illuminated by 
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ultraviolet (UV) light, and transform the first image of the subject identification 

document to a second image of the subject identification document in a YcbCr color 

space. The computer-executable instructions also cause the processor to divide the second 

image into a plurality of regions of interest (ROIs), and, for each ROI, generate a color 

profile descriptor including first data elements associated with a number of pixels in each 

of a plurality of angular sectors in a CbCr color map of the YcbCr color space, within the 

corresponding ROI, and second data elements associated with pixel intensity of the pixels 

within the corresponding ROI. The computer-executable instructions further cause the 

processor to generate a matching score for the second image based on a comparison of 

the color profile descriptor for each ROI to a corresponding ROI of a first enrolled 

document template, and compare the matching score to a threshold to determine whether 

the subject identification document is authenticated.  

[0012]    In yet another aspect, a computer-implemented method for 

authenticating a subject identification document is provided. The method is implemented 

using an authentication system including (i) a memory storing a plurality of enrolled 

document templates, and (ii) a processor in communication with the memory. The 

method includes receiving a first image of the subject identification document, the first 

image depicting, in a red-green-blue (RGB) color space, the subject identification 

document illuminated by ultraviolet (UV) light, and transforming the first image of the 

subject identification document to a second image of the subject identification document 

in a YcbCr color space. The method also includes dividing the second image into a 

plurality of regions of interest (ROIs), and, for each ROI, generating a color profile 

descriptor including first data elements associated with a number of pixels in each of a 

plurality of angular sectors in a CbCr color map of the YcbCr color space, within the 

corresponding ROI, and second data elements associated with pixel intensity of the pixels 

within the corresponding ROI. The method further includes generating a matching score 

for the second image based on a comparison of the color profile descriptor for each ROI 

to a corresponding ROI of a first enrolled document template, and comparing the 
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matching score to a threshold to determine whether the subject identification document is 

authenticated.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013]    The patent or application file contains at least one drawing 

executed in color. Copies of this patent or patent application publication with color 

drawing(s) will be provided by the Office upon request and payment of the necessary fee. 

[0014]    FIG. 1 is a block diagram illustrating an example embodiment of 

a system for document authentication and validation; 

[0015]    FIG. 2 is a schematic block diagram illustrating an example 

embodiment of a process for document authentication; 

[0016]    FIG. 3 is a schematic block diagram illustrating an example 

embodiment of a process for generating document color profile descriptors;  

[0017]    FIG. 4 is an illustrative example of subject document template 

and enrolled document template comparison; 

[0018]    FIG. 5 is a schematic block diagram illustrating another example 

embodiment of a process for document authentication; 

[0019]    FIG. 6 is a schematic block diagram illustrating another example 

of a process for generating document color profile descriptors; and 

[0020]    FIG. 7 is an illustrative example of a color profile descriptor in 

the form of a histogram. 

DETAILED DESCRIPTION 

[0021]    The disclosed systems and methods provide for improved 

authentication or validation of subject documents, in particular, credential documents. 
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These systems and methods may be implemented in locations where in-person document 

authentication is regularly and repeatedly performed, such as at security checkpoints 

(airports, border crossings, government buildings, etc.).  

[0022]    The disclosed authentication system includes a document 

profiling engine employed to analyze documents according to the methods described 

herein. The document profiling engine may be embodied in computer-executable 

instructions executable by one or more processors of one or more local or remote 

computing devices. The document profiling engine executes these instructions to build a 

library of enrolled document templates of a plurality of documents – passports, driver’s 

licenses, and the like – from any number of jurisdictions. For example, the library 

includes templates for enrolled documents such as U.S. passports, E.U. passports, New 

Jersey driver’s licenses, Illinois state identification cards, and any other official credential 

documents. As explained herein, the templates do not include portraits or personally 

identifiable information (PII) but rather represent the appearance of such a document 

before (or in the absence of) personalization. The library of enrolled document templates 

includes any number of enrolled document templates, or templates generated during an 

enrollment process for a known valid representation of a credential document. While this 

disclosure provides examples relative to government-issued credential documents, the 

systems and methods are equally applicable to privately issued credential documents, 

such as identification badges and the like.  

[0023]    These enrolled document templates are generated based on 

images of the known valid credential documents (enrollment documents) as each 

enrollment document is illuminated, for example, by ultraviolet (UV) light or visible 

light. The document profiling engine receives these images and processes them, as 

described herein, to generate the templates representing each document as a respective 

plurality of data elements or values for storage with low memory requirements and 

efficient, effective comparison. The data elements include, for example, a histogram 

representing one or more color profile descriptors. In certain embodiments, the 
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information describing one or more regions of interest (ROI) may be included in the 

document template, as well as a plurality of centroids that define a codebook in CbCr 

space. Alternatively, ROI information and the codebook in CbCr space may be separate 

from the document template, yet still stored along with the document template. 

Additionally, as described in greater detail below, the document profiling engine executes 

similar processing on images of credential documents subject to authentication (subject 

documents) to generate subject templates for comparison to the stored enrolled document 

templates for authentication of the subject document. Accordingly, the following 

description of the analyses performed by the document profiling engine employs the term 

“document,” which can apply equally to enrollment documents and subject documents. 

[0024]    In a first example embodiment, an image of the document is 

captured using an image capture device. More particularly, according to certain disclosed 

embodiments, the document is illuminated using UV light, and the image of the 

document is captured. The image capture device is a scanner, in many implementations, 

as image scanners often have UV illumination components as well as image capture 

components installed therein. However, in certain embodiments, the image capture 

device may be separate from the UV illumination component. For example, a standalone 

UV light, such as a handheld UV flashlight, may be used to illuminate the document, and 

an image capture device such as a standalone camera or mobile phone may be used to 

capture the image of the document. Other image capture devices may be used without 

departing from the scope of the present disclosure. 

[0025]    The image of the document illuminated by UV light may be 

referred to herein as a “first image” or a “UV image,” although it should be understood 

that such a “UV image” is a digital image in the visible color spectrum, as interpretable 

by the human eye. In particular, the first image is captured in a first color space, known in 

the relevant art as the RGB (red-green-blue) color space. The document profiling engine 

receives the first image in the RGB color space and performs initial processing steps 

thereon. In the first example embodiment, the document profiling engine performs optical 
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character recognition (OCR) and portrait detection on the first image, to identify text and 

portrait(s) on the image. The document profiling engine is configured to mask 

personalized features of the document represented in the first image, such as the portrait 

and any personal information specific to the subject of the credential, as these features are 

not useful for this disclosed type of authentication of the document as valid (or non-

fraudulent). Thereafter, the first image is normalized. In particular, the first image is 

flattened and re-sized. The personalized features are masked (e.g., the pixels of the 

personalized features are set to some predefined high or low mask value) in these 

processing steps and/or are otherwise disregarded in subsequent processing steps. 

[0026]    The normalized first image is divided into a plurality of regions 

of interest (ROIs), and each of these ROIs is analyzed and characterized with a 

corresponding “color profile descriptor,” as described further herein. This division 

enables individual ROIs to be validated (e.g., identified as suitable for 

comparison/matching) or invalidated (e.g., identified as unsuitable for 

comparison/matching) according to various thresholds. Moreover, documents can be 

authenticated by comparing corresponding ROIs according to their color profile 

descriptors in a non-resource intensive, efficient, and fast manner.  

[0027]    To generate the color profile descriptor for a particular ROI, the 

document profiling engine first translates or transforms the first image, in which the UV-

illuminated document is represented in the first (RGB) color space, to a second image of 

the document represented in a second color space, known in the relevant art as YcbCr 

color space. In general, this color space defines each pixel with a three-dimensional polar 

coordinate [Y, Cb, Cr], where “Y” generally represents the intensity or luminance of the 

pixel and [Cb, Cr] together represent chroma (color) components of the pixel. Analyzing 

the UV-illuminated document in this second color space is advantageous, because the 

color information can be separated from the intensity information for further processing. 

The intensity information (the “Y”) can obscure the color information and can impede 

performance of the document profiling engine. 
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[0028]    Using the second image in the second color space, the document 

profiling engine determines an average pixel intensity for each ROI, as well as a 

maximum and minimum pixel intensity for each ROI. The average pixel intensity of an 

ROI under analysis is compared to a dark-noise threshold, which represents a minimum 

intensity of an image, below which little to no useful information can be recovered from 

the image pixels. In some embodiments, the dark-noise threshold may be dynamically 

adjusted during processing. Additionally, the document profiling engine compares the 

average pixel intensity for the ROI to a saturation threshold, which represents a 

maximum intensity of an image, above which little to no useful information can be 

recovered from the image pixels. If the average pixel intensity for an ROI falls outside of 

this range (i.e., is not between the dark-current threshold and the saturation threshold), 

the ROI may be considered invalid for further processing. For instance, this ROI may 

depict a region of the document that has been over-saturated during image capture or, in 

contrast, is too shadowed. This thresholding enables processing of documents across a 

wide variety of imaging devices, which may have different illumination properties, and 

accounts for variations in image capture.  

[0029]     The document profiling engine then validates the pixels in each 

ROI. More specifically, the document profiling engine generates a mask (which is 

separate from the above-described mask that removes personalized information from 

processing) based on the dark-current threshold and the saturation threshold, which 

masks, or eliminates from further processing, individual pixels that fall outside of this 

range. If the count of valid pixels remaining in an ROI exceeds a predefined threshold, 

the ROI is further validated. 

[0030]    In each valid ROI, for each valid pixel in [Y, Cb, Cr] color space, 

the color of each pixel is mapped to a two-dimensional [Cb, Cr] color plane in which the 

“Y”, or intensity, is considered a constant and is disregarded with respect to pixel color. 

Extracting the intensity information improves the performance of the document profiling 

engine, which operates in the [Cb, Cr] plane. This two-dimensional [Cb, Cr] color plane 
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is divided into a plurality of angular sectors relative to a [0,0] origin on the [Cb, Cr] color 

plane. When a pixel is mapped to this color plane, based on its [Cb, Cr] color, it has a 

two-coordinate hue-angle representation located within one of these angular sectors of 

the color plane. Alternatively, the document profiling engine can operate in three-

dimensional [Y, Cb, Cr] color space.  

[0031]    The document profiling engine is configured to characterize each 

ROI based on the number of pixels, within the ROI, which falls into each of the angular 

sectors of the color plane. More specifically, the document profiling engine increments a 

bin of a polar histogram corresponding to the angular sector of the pixel mapped to the 

[Cr, Cb] color plane. Each ROI therefore is associated with a unique polar histogram 

based on how many pixels are in each sector of the color plane. In one example 

embodiment, each ROI is thereby described or characterized in part by its resulting polar 

histogram. The document profiling engine translates the polar histogram into a plurality 

of first data elements (e.g., an array of the increment values in each angular sector of the 

polar histogram). The color profile descriptor for the ROI includes these first data 

elements.  

[0032]    In certain embodiments, the color profile descriptor for an ROI 

also includes second data elements, which represent intensity information associated with 

the ROI. The second data elements may include one or more of: average pixel intensity, 

maximum intensity, and minimum intensity for the ROI. Accordingly, the color profile 

descriptor for an ROI includes first and second data elements that collectively describe 

and characterize the color and intensity of an ROI.  

[0033]    It follows that the entire document may be readily characterized 

in part by concatenating the color profile descriptors for all (valid) ROIs in the document. 

That is, the document template associated with and describing the document includes all 

color profile descriptors for the valid ROIs therein. In some embodiments, an enrolled 

document template is generated based upon analyses of multiple images of a document to 

be enrolled, such that the enrolled document template represents an average or exemplar 



 

 -12- 

enrolled document for future comparison. In some embodiments, the color profile 

descriptors of ROIs in an enrolled document template may not include some or all of the 

intensity information associated with an enrolled document. For instance, any variance in 

intensity may be accounted for in the averaging or combining of analyses. 

[0034]    In further operation, the document profiling engine performs the 

above analysis on an image of a subject document, and the resulting subject document 

template is compared to the library of enrolled document templates to determine whether 

the subject document is authenticated or validated. To perform this comparison, the 

document profile engine retrieves an enrolled document template from the library of 

enrolled document templates. The enrolled document template corresponds to a type or 

jurisdiction class of the subject document. Specifically, given a query image of a 

document (e.g., a subject document), the document profiling engine detects the 

jurisdiction associated with the document, and then classifies it into one or more known 

jurisdiction classes (i.e., associated with a classification code). The enrolled document 

templates are enrolled and indexed by such a classification code. Based on such a 

classification code, the document profiling engine can select/retrieve the corresponding 

enrolled document template (“profile templates”).  

[0035]    The document profiling engine then computes a matching score 

between the enrolled document template and the subject document template. Specifically, 

the document profiling engine computes a matching score for each pair of corresponding 

ROI. That is, the document profiling engine uses respective color profile descriptors to 

compare the histogram of an ROI in the subject document template to the histogram of 

the corresponding ROI in the enrolled document template. The area of overlap between 

the two histograms is normalized to generate an initial normalized match value. 

Subsequently, the document profile engine calculates a difference between the maximum 

intensity and minimum intensity of the ROI and subtracts this different from the initial 

normalized match value. The resulting scores for all ROIs is then sorted in increasing 

order.  
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[0036]    One or more of the top scores and one or more of the bottom 

scores are removed from further comparison. This step enhances the accuracy of the 

authentication process by removing outlier ROIs, which may result from imaging device 

inconsistencies and/or variations in image quality. In some instances, because UV 

illumination of a document may result more frequently in over-saturated ROIs, there may 

be multiple ROI pairs with a score of zero; in these instances, all scores of zero are 

removed from further comparison. 

[0037]    When the number of remaining scores, after this elimination step, 

exceeds a predefined threshold, the document profiling engine computes the mean of the 

remaining scores. This value is the overall matching score between the subject document 

template and the enrolled document template. The document profile engine compares the 

matching score to a predefined score threshold to determine if the subject document 

passes or fails – that is, whether the subject document is authenticated or not. 

[0038]    Additionally, in the first example embodiment, although the 

authentication process of the present disclosure is described and shown with respect to 

images of UV-illuminated documents, similar processes may be implemented using 

images of documents captured under “normal” light, or within the visible spectrum of 

light. Color profile descriptors of ROIs may be generated in much the same way as 

described above, although intensity information would typically not be very useful. 

Therefore, color profile descriptors of ROIs in images of documents illuminated by the 

visible spectrum of light may not include intensity information. The comparisons of 

resulting templates may still be, on the whole, fairly accurate, but may lack the additional 

precision (and improved performance) associated with the additional computations 

involving intensity information. 

[0039]    In alternative embodiments, a standard or rectangular histogram 

may be employed instead of the polar histogram described above. Notably, it has been 

determined in the conception of the present disclosure that the polar histograms shown 

and described herein provide greater granularity and precision to the resulting ROI color 
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profile descriptors, and therefore can be employed to generate more accurate results in 

subsequent matching/validation processes. 

[0040]    In a second example embodiment, an image of the document is 

captured using an image capture device. In the second example embodiment, the 

document may be illuminated using UV light or visible light. The image capture device is 

a scanner incorporating a UV or visible light source in addition to image capture 

components. In certain embodiments, the image capture device may be separate from the 

UV or visible light source. For example, a standalone UV light or visible light, e.g., such 

as ambient light or a handheld flashlight, may be used to illuminate the document, and an 

image capture device such as a standalone camera or mobile phone may be used to 

capture the image of the document. Other image capture devices and light sources may be 

used without departing from the scope of the present disclosure. 

[0041]    The image of the document illuminated by UV light or visible 

light may be referred to herein as the “first image,” and is a digital image in the visible 

color spectrum, as interpretable by the human eye. In particular, the first image is 

captured in the RGB color space. the document profiling engine receives the first image 

in the RGB color space and translates the first image to the second image in YcbCr color 

space (the “YcbCr image”), enabling the separation of the color information for each 

pixel (i.e., the Cb and Cr data) from the intensity information (i.e., the Y data). Extracting 

the intensity information improves the performance of the document profiling engine, 

which operates in the [Cb, Cr] plane. Alternatively, the document profiling engine can 

operate in three-dimensional [Y, Cb, Cr] color space. In the second example embodiment, 

a block of pixels in the YcbCr image are selected as the ROI. The ROI can be any size or 

shape and can be manually selected and constant for a given document type (e.g., state 

driver license, country passport). One or multiple ROI may be selected. Accordingly, the 

document profiling engine may omit initial processing steps such as OCR or masking of 

PII or other personal features in the first image, because the selection of the ROI can be 

made to avoid variability and features that would otherwise warrant masking. When 
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initial processing of the first image is omitted, and when the original capture of the first 

image in RGB color space is “flattened”, then there is no need to process the first image 

to be further “flattened” or normalized. Alternatively, at least some capture devices, for 

example, smart phones or other mobile devices, do not capture flattened RGB images. In 

such circumstances, the document profiling engine executes initial processing to 

normalize, or “flatten,” the first image before translation to the YcbCr color space. 

[0042]    Alternatively, a ROI may be selected randomly or arbitrarily 

within the first image during enrollment, in which case the document profiling engine 

executes initial processing including OCR and masking of PII or other personal features 

within the first image, similar to the initial processing described above with respect to the 

first example embodiment. Once processed, the document profiling engine flattens the 

first image in preparation for translation to the YcbCr color space. 

[0043]    Referring again to the second example embodiment, multiple 

non-contiguous or contiguous ROIs (collectively referred to as “the ROI”) may be 

selected for the document type prior to enrollment of a given document. The size, shape, 

and location of the ROI (referred to as the ROI information) are stored in a library, a 

database, or system of record for the document type (e.g., at the time of enrollment), 

along with an enrolled document template (also created at the time of enrollment) 

including at least one enrolled document color profile descriptor for each ROI for later 

comparison. The ROI information may be stored within the enrolled document template 

or separately but associated with the enrolled document template. In embodiments where 

the ROI is chosen once for a given document type, it can be a manual process by which 

an individual can select a ROI free of text, portrait images, PII, or any other information 

that can negatively impact performance of the document profiling engine. In such 

embodiments, it is unnecessary to divide the image into a plurality of ROIs spanning the 

entire document, and unnecessary to identify which of those may be suitable for color 

profiling. 
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[0044]    The color of each valid pixel within the ROI is mapped from a 

two-dimensional [Cb, Cr] color plane (e.g., a 256 x 256 color plane) to a vector 

quantization codebook having a size N, or possible values N, using the k-means 

algorithm. The value of N, or the size of the codebook, is selectable and can vary, for 

example, by document type. The value of N dictates the number of partitions defined to 

span the [Cb, Cr] color plane. The value of N can be determined by testing a value and 

evaluating the performance of the document profiling engine. The useful limits of the 

value of N are that if N is too high, performance of the document profiling engine is 

sensitive to noise and artifacts, and if N is too low, performance of the document 

profiling engine is also sensitive to noise and the distinctive color data may be “washed 

out,” i.e., undetectable. In certain embodiments, N is in the range of 32 to 48. In other 

embodiments, N may extend beyond that range, although performance may be impacted 

at an acceptable level. 

[0045]    The k-means algorithm effectively divides the [Cb, Cr] color 

plane (the 256 x 256 color plane, with 65,536 discreet points) into N codebook partitions. 

The k-means algorithm, more generally, clusters an n-dimensional dataset into N groups 

based on similarities and differences among the data points. The final N partitions of n-

dimensional points are represented by their mean, which, for a 2-dimensional space such 

as the [Cb, Cr] color plane, is the geometric mean of the data, or its centroid. The k-

means algorithm starts with an initial set of centroids (the “k means”) chosen, for 

example, at random in the n-dimensional space. These centroids represent the N 

partitions. Data points in the dataset are then added to the N partitions, each point being 

added to the partition having a centroid nearest to the point based on a Euclidean distance 

between the data point and the centroid. As points are added to the partitions, the centroid 

moves in the n-dimensional space to represent that partition of the dataset.  

[0046]    For the [Cb, Cr] color plane, the k-means algorithm initiates with 

N centroids in the [Cb, Cr] color plane selected randomly. The discreet points within the 

color plane are then partitioned based on their respective Euclidean distance from the N 
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centroids. A distance is computed for each discreet point to all N centroids, and the point 

is assigned, or added, to the nearest centroid, or partition. In certain embodiments, all 

65,536 data points in the [Cb, Cr] color plane are partitioned. The data points may be 

processed sequentially or at random. In alternative embodiments, a sampling of the 

discreet points may be taken to reduce the computational load. As data points in the [Cb, 

Cr] color plane are added to the partitions, the centroid is updated and moves in the [Cb, 

Cr] color plane. In certain embodiments, the centroid is updated after each discrete point 

is added. In alternative embodiments, the centroid is updated only after a selected 

quantity of points are added to the partition, again reducing computational load. The 

selected quantity could be any number between 1 and the total number of points to be 

partitioned, e.g., the 65,536 points in the [Cb, Cr] color plane. The k-means algorithm 

determines an optimal location for each centroid in the [Cb, Cr] color plane given a 

training data set, i.e., the [Cb, Cr] colors of pixels in one or more training images. The k-

means algorithm is iterative, repeating until the new centroid positions do not change or 

change by only a small amount. The threshold for such small changes may be selected for 

a given application and desired computational efficiency.  

[0047]    Upon completion of executing the k-means algorithm, each 

codebook partition is represented by the centroid of that partition, which is a singular (cb, 

cr) coordinate in the [Cb, Cr] color plane representing the geometric mean, or centroid, of 

the two-dimensional partition. Thus, the codebook may be represented as a numerical 

vector of size N-by-2, where the elements of the vector are the (cb, cr) coordinates of the 

centroid for each partition. The vector representation of the codebook is stored in the 

library, database, or system of record at the time of enrollment, along with the enrolled 

document template and ROI information. The codebook and ROI information may be 

stored within the enrolled document template or may be stored separately but associated 

with the enrolled document template. The codebook partitions, in certain embodiments, 

may be predetermined for a given document type. Alternatively, the codebook partitions 

may be uniquely determined at enrollment for a given document. 
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[0048]    The document profiling engine is configured to characterize each 

pixel within the ROI by assigning each pixel to a nearest codebook partition based on that 

pixel’s distance from the centroid of the partition. Each codebook partition accumulates, 

or increments, a count of pixels nearest to its centroid, and a histogram is constructed as a 

color profile descriptor of the ROI. The histogram itself may be represented as an N-

dimensional vector, where each element of the vector is the number of pixels assigned to 

a given codebook partition. The vector is computed first at enrollment and stored as the 

enrolled document template. In certain embodiments, the enrolled document template 

also includes the ROI information and the codebook. The vector is computed again later, 

when a subject document is presented, for example, as a claim of identity, for comparison 

to the enrolled document template, or the enrolled document color profile descriptor. 

[0049]    In further operation, when the subject document is presented, the 

document profiling engine retrieves ROI information, including, for example, the 

location, size, and shape of the ROI. In certain alternative embodiments, the ROI 

information may omit the shape or size of the ROI, or both, where the location and size, 

or the location alone sufficiently define the ROI. Additionally, when the subject 

document is presented, the document profiling engine retrieves the codebook for the 

document type, which includes a listing of the centroids of the partitioned color plane. 

Specifically, given a query image of a document (e.g., a subject document), the document 

profiling engine detects the jurisdiction associated with the document, and then classifies 

it into one or more known jurisdiction classes (i.e., associated with a classification code). 

The enrolled document templates are enrolled and indexed by such a classification code. 

Based on such a classification code, the document profiling engine can select/retrieve the 

corresponding enrolled document template (profile templates), ROI information, and 

codebook for the document type from the library, or database, of enrolled document 

templates. The enrolled document template is the vector, or histogram, or color profile 

descriptor, corresponding to the document type or jurisdiction class of the subject 

document. The document profiling engine then performs the above analysis on an image 

of the subject document, and the resulting subject document template, including at least 
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one subject document color profile descriptor is compared to the enrolled document 

template to determine whether the subject document is authenticated or validated. The 

comparison may be conducted as a one-to-one comparison to determine a match to the 

enrolled document template for the document type, or as a one-to-many comparison to 

find a match among multiple enrolled document templates generated during enrollment 

of multiple corresponding documents of the given document type. 

[0050]    The document profiling engine then computes a matching score 

between the enrolled document template and the subject document template, or between 

the enrolled document color profile descriptor and the subject document color profile 

descriptor. Specifically, the document profiling engine computes a matching score in the 

range of zero to one using a cosine distance computed between the two numerical vectors 

representing the enrolled document template and the subject document template. The 

cosine distance is bound between zero and one, inclusively, because the histograms are 

defined in a positive numerical domain, i.e., a count of pixels assigned to each partition. 

A cosine distance of one, i.e., a matching score of one, indicates an exact match, while a 

cosine distance of zero indicates the two vectors are orthogonal, which means, for the 

ROI in the [Cb, Cr] color plane, the pixels in the ROI in the enrolled document template 

are maximally dissimilar in color to the pixels in the ROI in the subject document 

template. The document profile engine compares the matching score to a predefined 

score threshold to determine if the subject document passes or fails – that is, whether the 

subject document is authenticated or not. 

[0051]    The authentication processes illustrated in the embodiments 

described above, as implemented by the document profiling engine, may be one 

“module” in an overall authentication scheme of the authentication system including 

additional authentication modules or processes. The disclosed processes may be 

implemented in an overall authentication scheme to improve the accuracy of the 

document authentication and/or reduce the incidence of false negatives (i.e., erroneous 

determinations that a valid document is invalid). Notably, these authentication processes 
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do not require much resource utilization and can be performed quickly and efficiently, so 

the incorporation of either of these authentication processes into an overall authentication 

scheme may be advantageous. 

[0052]    Additionally, in the first example embodiment, although the 

authentication process of the present disclosure is described and shown with respect to 

images of UV-illuminated documents, similar processes may be implemented using 

images of documents captured under “normal” light, or within the visible spectrum of 

light. Color profile descriptors of ROIs may be generated in much the same way as 

described above, although intensity information would typically not be very useful. 

Therefore, color profile descriptors of ROIs in images of documents illuminated by the 

visible spectrum of light may not include intensity information. The comparisons of 

resulting templates may still be, on the whole, fairly accurate, but may lack the additional 

precision (and improved performance) associated with the additional computations 

involving intensity information. 

[0053]    In alternative embodiments, a standard or rectangular histogram 

may be employed instead of the polar histogram described above. Notably, it has been 

determined in the conception of the present disclosure that the polar histograms shown 

and described herein provide greater granularity and precision to the resulting ROI color 

profile descriptors, and therefore can be employed to generate more accurate results in 

subsequent matching/validation processes. 

[0054]    Moreover, it should be understood that any values and thresholds 

described herein may be different in various implementations of the document profiling 

engine, or even in different instances of the authentication process performed by a same 

document profiling engine. The example values, thresholds, and computations provided 

herein may optimize the precision and accuracy of the authentication determinations and 

may further optimize the computational loading of the processor on which the module is 

implemented, but the disclosed systems and methods may operate with various other 

parameters without departing from the scope of the disclosure. The examples that follow, 
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with respect to the figures, are illustrative and should not be construed in a limiting 

manner.  

[0055]    As used herein, the term “user credential” or “credential” may 

include any physical form of credential document, identification, or other documentation 

associated with a user that may be used to identify the user. For example, in at least some 

embodiments, user credentials may include any form of photo identification (photo ID), 

such as a driver’s license, passport, or other government or non-government issued photo 

ID. In some embodiments, user credentials may include permissions and privileges (e.g., 

not just identity attributes such as a “driving privilege” or “right to hunt/fish in a specific 

location”). For example, data shared from a user credential may be data received from 

one or more issuing authorities. As an example, data stored in the user credential may be 

received from a Department of Motor Vehicles (DMV) and a local hospital (e.g., 

examples of data stored in the user credential include DMV portrait, DMV first name, 

DMV last name, DMV document number, Hospital driver license number, Hospital first 

name, Hospital last name, Hospital covid-19 vaccine name, Hospital covid-19 

vaccination date). Likewise, in some embodiments, user credentials may include 

transaction instruments, such as payment cards (e.g., credit and debit cards). In some 

embodiments, a user credential may include a plurality of user credentials.  

[0056]    FIG. 1 is a block diagram illustrating an example embodiment of 

a system 100 for authenticating credential documents, in particular, using images of 

credential documents illuminated with UV light or visible light. In the example 

embodiment, system 100 includes a client device 102, an authentication system 104, and 

a database 106.  

[0057]    In the example embodiment, client device 102 may be any device 

capable of capturing an image of a credential document illuminated by UV light or 

visible light, including enrollment documents and subject documents. In particular, client 

device 102 is operated by a user at a location where document authentication is regularly 

performed, such as a checkpoint or border crossing. Client device 102 may include a 
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scanner or other purpose-built image capture device. In other embodiments, client device 

102 includes a personal computing device, such as a mobile smart phone, tablet, laptop 

computer, and the like. Accordingly, client device 102 includes an image capture 

component 110, such as a scanning component, one or more cameras, and the like. In at 

least some embodiments, client device 102 also includes an onboard illumination 

component 112, including one or more static or moveable UV lights or lamps, or one or 

more static or moveable visible spectrum lights or lamps. In some other embodiments, 

illumination component 112 is a separate hardware component from client device 102, 

such as a separate stationary or handheld lamp or flashlight. 

[0058]     Client device 102 further includes a processor 114, a memory 

116, and a communication interface 118. As described herein, processor 114 executes 

instructions stored on memory device 116 to implement one or more modules, one or 

more processes, or portions of processes, for validation and/or authentication, as 

described herein. In the example embodiment, client device 102 employs communication 

interface 118 to transmit image(s) of document(s) to authentication system 104 for 

processing and enrollment or authentication. Communication interface 118 may be any 

wired and/or wireless communication interface that facilitates communication between 

client device 102 and system 104 over a network 108, where network 108 may include a 

wide-area-network, a local-area-network, the internet, and/or any other collection of 

networked computing devices. In some embodiments, communication interface 118 may 

also facilitate wireless communications using any of a variety of wireless protocols, such 

as Wi-Fi, BLUETOOTH, cellular, NFC, and/or other protocol(s) in the radio frequency 

(RF) spectrum.  

[0059]    Authentication system 104 may be a computer system that 

facilitates (i) generation of a library of enrolled document templates 120, as well as (ii) 

authentication of a subject credential document by comparing a subject document 

template to one or more enrolled document templates 120. Authentication system 104 

includes a processor 122 and a memory device 124. As described herein, processor 122 
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executes instructions stored on memory device 124 to implement one or more processes, 

or portions of processes, for document authentication. In particular, processor 122 

executes instructions to implement document profiling engine 126, as described herein. 

[0060]    Authentication system 104 also includes a communication 

interface 128 for communication, via network 108, with client device 102. For example, 

authentication system 104 receives image(s) for document authentication from and 

transmits the results of that authentication to client device 102, via communication 

interface 128.  

[0061]    In some embodiments, authentication system 104 (e.g., via 

document profiling engine 126) generates enrolled document templates 120 as described 

herein, and locally stores enrolled document templates 120 on memory device 124. When 

enrolled document templates 120 are stored locally, authentication system 104 may 

include multiple memory devices and/or multiple memory sections within memory 

device 124 for appropriate data storage. Additionally, or alternatively, authentication 

system 104 stores enrolled document templates 120 in a separate library, or database 106. 

Authentication system 104 may communicate with database 106 via network 108 to 

retrieve enrolled document templates 120. In some instances, authentication system 104 

stores the entire library of enrolled document templates 120 in database 106 and retrieves 

one or more enrolled document templates 120 for local (cached) storage within memory 

device 124 during document authentication processes. This local storage may improve 

processing time for comparison of templates locally at document profiling engine 126 (or 

another device, such a mobile computing device 102, co-located with authentication 

system 104). 

[0062]    FIG. 2 is a schematic block diagram illustrating an example 

embodiment of a process 200 for document authentication using system 100 shown in 

FIG. 1. Document profiling engine 126 (shown in FIG. 1) may implement process 200, or 

portions thereof, in accordance with the present disclosure. 
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[0063]    Document profiling engine 126 receives (202) a first image 250 

of a subject document (e.g., a driver’s license, passport, etc.). First image 250 depicts the 

subject document in a first, RGB color space, as illuminated by UV light.  

[0064]    Document profiling engine 126 processes (204) first image to 

generate a subject document template, including color profile descriptors for each of a 

plurality of ROIs 252. Processing (204) is shown in greater detail in FIG. 3. In particular, 

document profiling engine 126 divides (302) first image 250 into a plurality of ROIs 252 

and applies a mask 254 to personalized information that is irrelevant for document 

authentication (e.g., portrait, personal details, etc.). In one example embodiment, 

document profiling engine 126 divides (302) first image 250 into 16 ROIs (e.g., in a 4x4 

grid). In such an embodiment, the ROIs do not overlap. However, in other embodiments, 

document profiling engine 126 divides (302) first image 250 into any other number, 

shape, or configuration of ROIs. For example, first image 250 can be divided into ROIs 

of different shapes, or into multiple layers of ROIs in different shapes, numbers, or 

orientations. Notably, however, the definitions of ROIs in an enrolled document template 

and a subject document template being compared should be the same. 

[0065]    Document profiling engine 126 subsequently transforms (304) 

first image 250 of the subject document to a second image 260 of the subject document, 

second image 260 depicting the subject document illuminated by the UV light in a 

second, YcbCr color space. In some embodiments, transforming (304) occurs prior to 

dividing (302) without departing from the scope of the present disclosure. First and 

second image 250, 260 include the same number and placement of ROIs 252. 

[0066]    In some embodiments, document profiling engine 126 may also 

perform additional processing steps (referred to as “preprocessing”, 306), before, during, 

or after dividing (302) and/or transforming (304). In some such embodiments, 

preprocessing (306) includes optical character recognition (OCR) and portrait detector, or 

other text/image processing; eliminating detected personal or non-background 

information from further analysis, such as generating mask 254; document normalization, 
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including flattening and re-sizing the image (e.g., either first image 250 or second image 

260); and/or white-balancing the image. In some specific cases, pre-processing (306) 

includes blocking or masking the portrait area and personally identifiable information 

(PII) in images and/or text. Notably, these areas of small, personalized text are generally 

averaged with surrounding pixels, so would not be useful in the template generation or 

matching processes of the present disclosure. 

[0067]    Document profiling engine 126 analyzes and processes each ROI 

252 of second image 260. In particular, document profiling engine generates (308) a 

color profile descriptor for each ROI 252. Generating (308) may include validating each 

ROI 252 and/or each pixel within each ROI 252. Validating ROIs 252 may include 

computing an average pixel intensity for an ROI 252, determining that the average pixel 

intensity falls within a range bounded by a dark-current threshold and a saturation 

threshold, as described above. When the average pixel intensity does fall within this 

range, an ROI 252 is considered valid. For each valid ROI 252, document profiling 

engine 126 determines a count of valid pixels, or those count of pixels whose intensity 

also falls within the range bounded by the dark-current threshold and the saturation 

threshold, and if the count of valid pixels exceeds a threshold, ROI 252 is further 

validated and usable for matching. Document profiling engine 126 may also determine 

other intensity-related values for an ROI 252 and/or the pixels therein, such as a 

maximum and minimum pixel intensity for each ROI 252. 

[0068]    Generating (308) also includes generating color histograms (also 

referred to as polar histograms) for each ROI 252. Document profiling engine 126 

accesses a CbCr color map 262 that is divided into angular sectors 264. In the example 

embodiment, CbCr color map 262 is divided into 16 angular sectors 264. For each valid 

pixel in an ROI 252, document profiling engine 126 maps (310) the pixel to a 

corresponding sectors 264, based on its two-coordinate [Cb, Cr] color. An associated 

color histogram 270 is divided into an equal number of bins as there are angular sectors 

264. Document profiling engine 126 generates (312) the color histogram 270 by 
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incrementing the corresponding bin of color histogram 270 for each mapped (310) pixel. 

In the example embodiment, color histogram 270 is a polar histogram and includes 16 

bins, corresponding to the 16 sectors of CbCr color map 262. Once every pixel is mapped 

(310), the resulting color histogram 270 characterizes the overall color profile of the 

associated ROI 252. 

[0069]    Therefore, in the example embodiment, generating (308) includes 

generating (308), for each ROI 252, a respective color profile descriptor including first 

data elements and second data elements. The first data elements represent the color 

histogram 270 for the corresponding ROI 252, and the second data elements represent 

intensity characteristics of ROI 252. The color profile descriptors for all ROIs 252 are 

combined (e.g., concatenated) to generate a subject document template 280 (see FIG. 2) 

for the subject document. In one example embodiment, subject document template 280 

includes at least 256 first data elements or values (i.e., 16 values representing color 

histogram 270 for each of the 16 ROIs 252). Subject document template 280 further 

includes at least 16 second data elements or values (i.e., at least an average intensity for 

each of the 16 ROIs 252).  

[0070]    Returning to FIG. 2, once processing (204) is complete – that is, 

document profile engine 126 has generated subject document template 280 – process 200 

further includes generating (206) a matching score between subject document template 

280 and an enrolled document template 120. In the example embodiment, the matching 

score is generated (206) based on a comparison of the color profile descriptor for each 

ROI 252 to a corresponding ROI of enrolled document template 120. In particular, the 

color profile descriptor 252 for each ROI is a histogram-based feature, as described 

herein, that is normalized to have the same population (that is, the number of pixels over 

a single ROI 252). Therefore, these histogram-based descriptors are appropriately 

compared between document templates, even where either an enrolled document 

template and/or a subject template have one or more invalid ROIs 252 (that is, a null or 

empty histogram for that corresponding ROI 252). In the example embodiment, 
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generating (206) is performed by document profiling engine 126. In one embodiment, 

document profiling engine 126 retrieves at least one enrolled document template 120 for 

comparison to subject document template 280, for example, from database 106.  

[0071]    Generating (206) the matching score includes, for each ROI 252 

of the subject document, computing, using the first data elements (e.g., color data 

represented by the color histogram 270) of the corresponding color profile descriptor, a 

normalized initial score of the overlap between color histogram 270 of the ROI 252 and 

the respective color histogram of the corresponding ROI of enrolled document template 

120. This comparison is graphically illustrated in FIG. 4, in which the color histograms 

270 for each ROI 252 for the subject document and the enrolled document are shown. 

Document profiling engine 126, for each ROI 252, adjusts the initial score using the 

second data elements in the corresponding color profile descriptor. In one embodiment, 

this adjusting includes determining a difference between the maximum pixel intensity 

and minimum pixel intensity for the ROI 252, and subtracting the difference from the 

initial normalized score. Thereafter, the resulting adjusted scores are sorted in increasing 

order. 

[0072]    Document profiling engine 126 removes at least the highest 

adjusted score and at least the lowest adjusted score from further computations. In one 

example embodiment, the top two highest scores and the bottom four lowest scores are 

removed. With respect to images of documents illuminated by UV lighting in particular, 

over-saturation (e.g., brightness) is expected. In these cases, the match score may be zero; 

any scores of zero are additionally eliminated from further computations. This 

elimination feature accounts for inconsistencies in document images, such as unusually 

light or shadowy sections in an image of a subject document, which enhances the 

accuracy of authentication process 200. In one example embodiment, a minimum of 

seven adjusted match scores must remain for further computation. 

[0073]    Thereafter, document profiling engine 126 computes an overall 

matching score (between subject document template 280 and enrolled document template 
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120) as the mean of all remaining (ROI) match scores. This final value, the overall 

matching score, is compared (208) to a predetermined threshold value. If the matching 

score is higher than the threshold value, the subject document is considered authenticated. 

In contrast, if the matching score is less than the threshold value, the subject document is 

considered invalid or is not authenticated. Document profiling engine 126 generates an 

authentication response (e.g., “yes” or “no,” or other binary response values) that is 

returned to client device 102. 

[0074]    FIG. 5 is a schematic block diagram illustrating another example 

embodiment of a process 500 for document authentication using system 100 shown in 

FIG. 1. Document profiling engine 126 (shown in FIG. 1) may implement process 500, or 

portions thereof, in accordance with the present disclosure. 

[0075]    Document profiling engine 126 receives (502) a first image 550 

of a subject document (e.g., a driver’s license, passport, etc.). First image 550 depicts the 

subject document in a first, RGB color space, as illuminated by UV light or by visible 

light. Document profiling engine 126 processes (504) first image 550 to generate a 

subject document template 580, including a color profile descriptor for one or more ROIs 

552.  

[0076]    Document profiling engine 126, in processing (504) first image 

550, first retrieves data including at least one enrolled document template 120 for 

comparison to subject document template 580, for example, from database 106, in 

addition to ROI information and a codebook 554 for the document type.  

[0077]    FIG. 6 is schematic diagram illustrating processing (504) in 

greater detail. In particular, document profiling engine 126 translates (602) first image 

550, in RGB color space, to a second image 560 in YcbCr color space, enabling the 

separation of the color information for each pixel (i.e., the Cb and Cr data) from the 

intensity information (i.e., the Y data).  
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[0078]    Document profiling engine 126 retrieves (604) ROI information, 

including the size, shape, and location of one or more ROIs 552, and a codebook 554 for 

the document type from database 106. Given the ROI information, document profiling 

engine 126 identifies pixels in second image 560 representing the one or more ROIs 552. 

ROI 552 can be any size or shape and can be manually selected and constant for a given 

document type (e.g., state driver license, country passport).  

[0079]    Document profiling engine 126 characterizes (606) the color of 

each valid pixel within ROI 552 from the two-dimensional [Cb, Cr] color plane 556 to 

the vector quantization codebook retrieved from database 106. The codebook has a size 

N, for example, where N is in the range of 32 to 48. The codebook is generated by the k-

means algorithm at the time of enrollment from the [Cb, Cr] color plane 556. 

[0080]    Upon completion of executing the k-means algorithm, each 

codebook partition is represented by the centroid of that partition, which is a singular (cb, 

cr) coordinate in the [Cb, Cr] color plane 556 representing the geometric mean, or 

centroid, of the two-dimensional partition. Thus, the codebook may be represented as a 

numerical vector of size N-by-2, where the elements of the vector are the (cb, cr) 

coordinates of the centroid for each partition. The vector representation of the codebook 

is stored in database 106 at the time of enrollment, along with the enrolled document 

template and ROI information. Database 106, in certain embodiments, stores many 

enrolled document templates and corresponding ROI information and codebooks. As new 

documents are enrolled, enrolled document templates are created and added to database 

106 along with their corresponding ROI information and codebooks. In certain 

embodiments, the vector representation of the codebook, the ROI information, or both 

may be encrypted and represented on the face of the document. Alternatively, the 

document may incorporate an encrypted link, or address, for retrieving the ROI 

information and the codebook for the document.  

[0081]    Document profiling engine 126 characterizes (606) each pixel 

within ROI 552 by assigning each pixel to a nearest codebook partition based on that 



 

 -30- 

pixel’s distance from the centroid of the partition. Each codebook partition accumulates, 

or increments, a count of pixels nearest to its centroid, and a histogram 558 is constructed 

(608) as a color profile of ROI 552. FIG. 7 illustrates an example histogram 558 that 

itself may be represented as an N-dimensional vector, where each element of the vector is 

the number of pixels assigned to a given codebook partition. The vector is computed as 

the subject document template 580. Histogram 558 includes a horizontal axis 702 

representing each of the N partitions in the codebook and, more specifically, an index 

into the N-dimensional vector representing histogram 558. Histogram 558 includes a 

vertical axis 704 representing the pixel count for each of the N partitions.  

[0082]    Referring again to FIG. 5, when document profiling engine 126 

concludes processing (504) of first image 550, document profiling engine 126 compares 

(506) subject document template 580 to one or more enrolled document templates 120 to 

determine whether the subject document is authenticated or validated. More specifically, 

document profiling engine 126 computes a matching score between enrolled document 

template 120 and subject document template 580. Document profiling engine 126 

computes a matching score in the range of zero to one using a cosine distance computed 

between the two numerical vectors representing enrolled document template 120 and 

subject document template 580. The cosine distance is bound between zero and one, 

inclusively, because the histograms are defined in a positive numerical domain, i.e., a 

count of pixels assigned to each partition. A cosine distance of one, i.e., a matching score 

of one, indicates an exact match, while a cosine distance of zero indicates the two vectors 

are orthogonal, which means, for ROI 552 in the [Cb, Cr] color plane 556, the pixels in 

ROI 552 in enrolled document template 120 are maximally dissimilar in color to the 

pixels in ROI 552 in subject document template 580. Document profile engine 126 then 

compares (508) the matching score to a predefined score threshold to determine if the 

subject document passes or fails – that is, whether the subject document is authenticated 

or not. 



 

 -31- 

[0083]    Embodiments of the systems and methods described herein thus 

facilitate authentication and/or validation of a credential document. Specifically, in these 

embodiments, the credential document is authentic by analyzing an image of the 

document illuminated by UV light or visible light. A template of the subject document is 

generated for comparison to an exemplar, or enrolled document template. Similar 

analyses are performed to generate the enrolled document templates and the templates of 

subject documents for subsequent comparison. The document templates include color 

profiles, including color and, in certain embodiments, intensity data, which characterize 

the depicted document, as illuminated by UV light or visible light, in a transformed color 

space.  

[0084]    The systems and methods described herein may be implemented 

using computer programming or engineering techniques including computer software, 

firmware, hardware or any combination or subset thereof, wherein the technical effects 

and specific improvements to the technology and technical field may include one or more 

of: (i) improved accuracy of document authentication/validation; (ii) authentication 

processing that is device-agnostic and applicable across device variations; (iii) 

authentication processing that tolerates the wide variations on ambient illumination either 

globally or locally when comparing two color profiles between documents of the same 

jurisdiction class; (iv) minimizing authentication positive/negative bias without requiring 

any absolute standard of color balance through the use of color profile comparison; (v) 

document authentication based on background information, not personalized information; 

(vi) drop-out or elimination of highest/lowest ROI matching scores to account for outlier 

image characteristics; (vii) reduced sensitivity to illumination characteristics and 

variations; (viii) improved accuracy over analysis of documents in visible light due to the 

incorporation of local intensity information, and (ix) realizing any/all of the above 

benefits with an authentication process requiring low processing and storage capability, 

for efficient and fast document authentication. 
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[0085]    In the foregoing specification and the claims that follow, a 

number of terms are referenced that have the following meanings.  

[0086]    As used herein, an element or step recited in the singular and 

preceded with the word “a” or “an” should be understood as not excluding plural 

elements or steps, unless such exclusion is explicitly recited. Furthermore, references to 

“example implementation” or “one implementation” of the present disclosure are not 

intended to be interpreted as excluding the existence of additional implementations that 

also incorporate the recited features. 

[0087]    “Optional” or “optionally” means that the subsequently described 

event or circumstance may or may not occur, and that the description includes instances 

where the event occurs and instances where it does not. 

[0088]    Approximating language, as used herein throughout the 

specification and claims, may be applied to modify any quantitative representation that 

could permissibly vary without resulting in a change in the basic function to which it is 

related. Accordingly, a value modified by a term or terms, such as “about,” 

“approximately,” and “substantially,” are not to be limited to the precise value specified. 

In at least some instances, the approximating language may correspond to the precision of 

an instrument for measuring the value. Here, and throughout the specification and claims, 

range limitations may be combined or interchanged. Such ranges are identified and 

include all the sub-ranges contained therein unless context or language indicates 

otherwise. 

[0089]    Disjunctive language such as the phrase “at least one of X, Y, or 

Z,” unless specifically stated otherwise, is generally understood within the context as 

used to state that an item, term, etc., may be either X, Y, or Z, or any combination thereof 

(e.g., X, Y, and/or Z). Thus, such disjunctive language is generally not intended to imply 

certain embodiments require at least one of X, at least one of Y, and at least one of Z to 

each be present. Additionally, conjunctive language such as the phrase “at least one of X, 
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Y, and Z,” unless specifically stated otherwise, should be understood to mean any 

combination of at least one of X, at least one of Y, and at least one of Z. 

[0090]    Some embodiments involve the use of one or more electronic 

processing or computing devices. As used herein, the terms “processor” and “computer” 

and related terms, e.g., “processing device,” “computing device,” and “controller” are not 

limited to just those integrated circuits referred to in the art as a computer, but broadly 

refers to a processor, a processing device, a controller, a general purpose central 

processing unit (CPU), a graphics processing unit (GPU), a microcontroller, a 

microcomputer, a programmable logic controller (PLC), a reduced instruction set 

computer (RISC) processor, a field programmable gate array (FPGA), a digital signal 

processing (DSP) device, an application specific integrated circuit (ASIC), and other 

programmable circuits or processing devices capable of executing the functions described 

herein, and these terms are used interchangeably herein. These processing devices are 

generally “configured” to execute functions by programming or being programmed, or by 

the provisioning of instructions for execution. The above embodiments are examples 

only, and thus are not intended to limit in any way the definition or meaning of the terms 

processor, processing device, and related terms. 

[0091]    The various aspects illustrated by logical blocks, modules, 

circuits, processes, algorithms, and algorithm steps described above may be implemented 

as electronic hardware, software, or combinations of both. Certain disclosed components, 

blocks, modules, circuits, and steps are described in terms of their functionality, 

illustrating the interchangeability of their implementation in electronic hardware or 

software. The implementation of such functionality varies among different applications 

given varying system architectures and design constraints. Although such 

implementations may vary from application to application, they do not constitute a 

departure from the scope of this disclosure. 

[0092]    Aspects of embodiments implemented in software may be 

implemented in program code, application software, application programming interfaces 
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(APIs), firmware, middleware, microcode, hardware description languages (HDLs), or 

any combination thereof. A code segment or machine-executable instruction may 

represent a procedure, a function, a subprogram, a routine, a subroutine, a module, a 

software package, a class, or any combination of instructions, data structures, or program 

statements. A code segment may be coupled to, or integrated with, another code segment 

or an electronic hardware by passing or receiving information, data, arguments, 

parameters, memory contents, or memory locations. Information, arguments, parameters, 

data, etc. may be passed, forwarded, or transmitted via any suitable means including 

memory sharing, message passing, token passing, network transmission, etc. 

[0093]    The actual software code or specialized control hardware used to 

implement these systems and methods is not limiting of the claimed features or this 

disclosure. Thus, the operation and behavior of the systems and methods were described 

without reference to the specific software code being understood that software and 

control hardware can be designed to implement the systems and methods based on the 

description herein. 

[0094]    When implemented in software, the disclosed functions may be 

embodied, or stored, as one or more instructions or code on or in memory. In the 

embodiments described herein, memory includes non-transitory computer-readable 

media, which may include, but is not limited to, media such as flash memory, a random 

access memory (RAM), read-only memory (ROM), erasable programmable read-only 

memory (EPROM), electrically erasable programmable read-only memory (EEPROM), 

and non-volatile RAM (NVRAM). As used herein, the term “non-transitory computer-

readable media” is intended to be representative of any tangible, computer-readable 

media, including, without limitation, non-transitory computer storage devices, including, 

without limitation, volatile and non-volatile media, and removable and non-removable 

media such as a firmware, physical and virtual storage, CD-ROMs, DVDs, and any other 

digital source such as a network or the Internet, as well as yet to be developed digital 

means, with the sole exception being a transitory, propagating signal. Alternatively, a 
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floppy disk, a compact disc – read only memory (CD-ROM), a magneto-optical disk 

(MOD), a digital versatile disc (DVD), or any other computer-based device implemented 

in any method or technology for short-term and long-term storage of information, such 

as, computer-readable instructions, data structures, program modules and sub-modules, or 

other data may also be used. Therefore, the methods described herein may be encoded as 

executable instructions, e.g., “software” and “firmware,” embodied in a non-transitory 

computer-readable medium. Further, as used herein, the terms “software” and “firmware” 

are interchangeable and include any computer program stored in memory for execution 

by personal computers, workstations, clients and servers. Such instructions, when 

executed by a processor, cause the processor to perform at least a portion of the methods 

described herein.  

[0095]    Also, in the embodiments described herein, additional input 

channels may be, but are not limited to, computer peripherals associated with an operator 

interface such as a mouse and a keyboard. Alternatively, other computer peripherals may 

also be used that may include, for example, but not be limited to, a scanner. Furthermore, 

in the exemplary embodiment, additional output channels may include, but not be limited 

to, an operator interface monitor. 

[0096]    The systems and methods described herein are not limited to the 

specific embodiments described herein, but rather, components of the systems and/or 

steps of the methods may be utilized independently and separately from other 

components and/or steps described herein. 

[0097]    Although specific features of various embodiments of the 

disclosure may be shown in some drawings and not in others, this is for convenience 

only. In accordance with the principles of the disclosure, any feature of a drawing may be 

referenced and/or claimed in combination with any feature of any other drawing. 

[0098]    This written description uses examples to provide details on the 

disclosure, including the best mode, and also to enable any person skilled in the art to 
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practice the disclosure, including making and using any devices or systems and 

performing any incorporated methods. The patentable scope of the disclosure is defined 

by the claims, and may include other examples that occur to those skilled in the art. Such 

other examples are intended to be within the scope of the claims if they have structural 

elements that do not differ from the literal language of the claims, or if they include 

equivalent structural elements with insubstantial differences from the literal language of 

the claims.  
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WHAT IS CLAIMED IS: 

1. A system for authenticating a subject identification document, the system 

comprising: 

a memory comprising a first memory section storing computer-executable 

instructions and a second memory section storing:  

an enrolled document template including at least one enrolled document 

color profile descriptor;  

region of interest (ROI) information; and 

a codebook representing partitions of a color space; and 

a processor in communication with the memory and configured to execute the 

computer-executable instructions that, when executed, cause the processor to: 

receive a first image of the subject identification document, the first image 

depicting, in a red-green-blue (RGB) color space, the subject identification 

document; 

transform the first image of the subject document to a second image of the 

subject identification document in a YcbCr color space; 

assign pixels within a ROI in the second image corresponding to the ROI 

information to the partitions of the codebook; 

generate a subject document color profile descriptor based on respective 

counts of the pixels assigned to the partitions of the codebook; and 

compare the subject document color profile descriptor to the enrolled 

document color profile descriptor to determine whether the subject identification 

document is authentic. 
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2. The system of Claim 1, wherein the computer-executable 

instructions, when executed, further cause the processor to assign the pixels within the 

ROI to the partitions of the codebook by: 

representing the pixels within the ROI as a plurality of (cb, cr) points in a 

[Cb, Cr] color plane; 

computing respective distances between each of the plurality of (cb, cr) 

points and each of respective centroids in the [Cb, Cr] color plane corresponding to the 

partitions of the codebook; and 

assigning each of the plurality of (cb, cr) points to a nearest partition based 

on the respective distances. 

3. The system of Claim 1, wherein the computer-executable 

instructions, when executed, further cause the processor to generate a matching score for 

the subject document color profile descriptor by: 

representing a first histogram for the enrolled document color profile 

descriptor as a first vector; 

representing a second histogram for the subject document color profile 

descriptor as a second vector having elements corresponding to the respective counts of 

the pixels assigned to the partitions of the codebook; and 

computing a cosine distance between the first vector and the second 

vector, the cosine distance being the matching score. 

4. The system of Claim 1, wherein the computer-executable 

instructions, when executed, further cause the processor to assign the pixels within the 

ROI to a nearest one of N partitions of the codebook, wherein N is between 32 and 48, 

inclusively. 
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5. The system of Claim 1, wherein the computer-executable 

instructions, when executed, further cause the processor to generate the codebook by: 

computing N random points in the color space, the N random points 

representing centroids of N partitions of the color space; and 

executing a k-means algorithm to: 

assign discrete points in the color space to the N partitions based 

on a distance between the discrete points and the centroids of the N partitions; and 

recomputing the centroids of the N partitions as the discrete points 

are assigned;   

  wherein codebook comprises the centroids of the N partitions. 

6. The system of claim 5, wherein the second memory section stores 

the codebook representing the partitions of the color space for use in authenticating all 

documents of a document type corresponding to the enrolled document color profile 

descriptor. 

7. The system of Claim 5, wherein the computer-executable 

instructions, when executed, further cause the processor to generate the enrolled 

document color profile descriptor by: 

receiving a first image of a corresponding enrollment document, the first 

image depicting, in the RGB color space, the enrollment document; 

transforming the first image of the enrollment document to a second image 

of the enrollment document in the YcbCr color space; 

assigning pixels within the ROI in the second image of the enrollment 

document corresponding to the ROI information to the partitions of the codebook; 

and 



 

 -40- 

generating the enrolled document color profile descriptor based on 

respective counts of the pixels within the ROI of the enrollment document 

assigned to the partitions of the codebook. 

8. The system of Claim 1, wherein the second memory section stores 

the ROI information for identifying the ROI in all documents of a document type 

corresponding to the enrolled document color profile descriptor. 

9. The system of Claim 1, wherein the ROI information includes a 

size, a shape, and a location of one or more ROI on the subject identification document. 

10. The system of Claim 1, wherein the codebook representing 

partitions of the color space comprises a plurality of centroids representing the partitions. 

11. The system of Claim 1, wherein the codebook representing 

partitions of the color space comprises a plurality of angular sectors into which a [Cb, Cr] 

color plane is divided, and wherein the subject document color profile descriptor 

comprises the respective counts of the pixels assigned to the partitions of the codebook. 

12. A non-transitory, computer readable storage medium having a first 

memory section storing an enrolled document template including an enrolled document 

color profile descriptor, region of interest (ROI) information, and a codebook, and a 

second memory section having instructions stored thereon that, in response to execution 

by a processor, cause the processor to: 

receive a first image of a subject identification document, the first image 

depicting, in a red-green-blue (RGB) color space, the subject identification 

document; 

transform the first image of the subject document to a second image of the 

subject identification document in a YCbCr color space; 
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assign pixels within a ROI in the second image corresponding to the ROI 

information to partitions of the [Cb, Cr] color plane defined in the codebook; 

generate a subject document color profile descriptor based on respective 

counts of the pixels assigned to the partitions of the codebook; 

compare the subject document color profile descriptor to the enrolled 

document color profile descriptor to determine whether the subject identification 

document is authentic. 

13. The non-transitory, computer readable storage medium of Claim 

12, wherein the instructions further cause the processor to assign the pixels to the 

partitions of the codebook by: 

representing the pixels within the ROI as a plurality of (cb, cr) points in 

the [Cb, Cr] color plane; 

computing respective distances between each of the plurality of (cb, cr) 

points and each of respective centroids in the [Cb, Cr] color plane corresponding to the 

partitions of the codebook; and 

assigning each of the plurality of (cb, cr) points to a nearest partition based 

on the respective distances. 

14. The non-transitory, computer readable storage medium of Claim 

12, wherein the instructions further cause the processor to generate a matching score for 

the subject identification document by: 

representing a first histogram for the enrolled document color profile 

descriptor as a first vector; 
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representing a second histogram for the subject document color profile 

descriptor as a second vector having elements corresponding to the respective counts of 

the pixels assigned to the partitions of the codebook; and 

computing a cosine distance between the first vector and the second 

vector, the cosine distance being the matching score. 

15. The non-transitory, computer readable storage medium of Claim 

12, wherein the instructions further cause the processor to generate the codebook by: 

computing N random points in the [Cb, Cr] color plane, the N random 

points representing centroids of N partitions of the [Cb, Cr] color plane; and 

executing a k-means algorithm to: 

assign discrete points in the [Cb, Cr] color plane to the N partitions 

based on a distance between the discrete points and the centroids of the N 

partitions; and 

recomputing the centroids of the N partitions as the discrete points 

are assigned;   

  wherein codebook comprises the centroids of the N partitions. 

16. The non-transitory, computer readable storage medium of Claim 

15, wherein the first memory section stores the codebook representing the partitions of 

the [Cb, Cr] color plane for use in authenticating all documents of a document type 

corresponding to the enrolled document color profile descriptor. 

17. The non-transitory, computer readable storage medium of Claim 

12, wherein the instructions further cause the processor to generate the enrolled document 

color profile descriptor by: 



 

 -43- 

receiving a first image of a corresponding enrollment document, the first 

image depicting, in the RGB color space, the enrollment document; 

transforming the first image of the enrollment document to a second image 

of the enrollment document in the YCbCr color space; 

assigning pixels within the ROI in the second image of the enrollment 

document corresponding to the ROI information to the partitions of the codebook; 

and 

generating the enrolled document color profile descriptor based on 

respective counts of the pixels within the ROI of the enrollment document 

assigned to the partitions of the codebook. 

18. The non-transitory, computer readable storage medium of Claim 

17, wherein the second memory section stores the ROI information for identifying the 

ROI in all documents of a document type corresponding to the enrolled document color 

profile descriptor. 

19. A computer-implemented method for authenticating a subject 

identification document, the method implemented using an authentication system 

including (i) a memory storing an enrolled document template, region of interest (ROI) 

information, and a codebook representing partitions of a [Cb, Cr] color plane, and (ii) a 

processor in communication with the memory, the method comprising: 

receiving a first image of the subject identification document, the first 

image depicting, in a red-green-blue (RGB) color space, the subject identification 

document; 

transforming the first image of the subject document to a second image of 

the subject identification document in a YCbCr color space; 
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assigning pixels within a ROI in the second image corresponding to the 

ROI information to the partitions of the codebook; 

generating a subject document template based on respective counts of the 

pixels assigned to the partitions of the codebook; 

comparing the subject document template to the enrolled document 

template to determine whether the subject identification document is authentic. 

20. The computer-implemented method of Claim 19 further 

comprising generating the codebook, including: 

computing N random points in the [Cb, Cr] color plane, the N random 

points representing centroids of N partitions of the [Cb, Cr] color plane; and 

executing a k-means algorithm to: 

assign discrete points in the [Cb, Cr] color plane to the N partitions 

based on a distance between the discrete points and the centroids of the N 

partitions; and 

recomputing the centroids of the N partitions as the discrete points 

are assigned;   

  wherein codebook comprises the centroids of the N partitions. 

21. The computer-implemented method of Claim 20, wherein 

assigning the pixels comprises: 

representing the pixels within the ROI as a plurality of (cb, cr) points in 

the [Cb, Cr] color plane; 
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computing respective distances between each of the plurality of (cb, cr) 

points and each of respective centroids in the [Cb, Cr] color plane corresponding to the 

partitions of the codebook; and 

assigning each of the plurality of (cb, cr) points to a nearest partition based 

on the respective distances. 

  


