METHOD AND SYSTEM FOR SECURED SERVI CE- ORI ENTED NCODES DI SCOVERY AND ROUTE
DETERM NATI ON I N MOBI LE AD- HOC NETWORK FI ELD OF | NVENTI ON The present

i nventi orwoebsbms21bo a nobil e network. More parti cul arl pcTisieeogroeasnt
invention relates to a system and net hod of securing a nobile ad-hoc

net wor k. BACKGROUND Mbbi | e Ad- hoc Network (MANET) is an autononous network
system of nobile routers and associ ated nobile hosts connected via wrel ess
links - the union of which fornms an arbitrary graph. The routers and hosts
are free to _nove random y and organi ze the lves arhitrarily; us, the
network's METM%§VWM%§$¢H&F&§E %&ﬁ&mbll%?])ﬁrrent

t echnol ogy and i npl enentation focusing nore on | P based MANET system only
and use a CMC&VEMAND(BQ%TMD@TERMMTIQNWH@EMi on. There
is no commercial MANET product known to-date and if have they will not have
an integrated set of the securityNETWORKI cati on paraneters being used in
route determnation. In a wreless network, ad-hoc network particularly,
data security is always a concern to elimnate unauthorized access and
usage of the data transmts anong the network.FIG 1 illustrates a

si npl i5fi ed MANET that consi st gpPHRSE f®PENGIORAES

The present invention relates to a mobile network. More particularly, the
present invention relates to a system and method of securing a mobile ad-hoc

network,

BACKGROUND

10 Mobile Ad-hoc Network (MANET) is an autonomous network system of
mobile routers and associated mobile hosts connected via wireless links - the union of
which forms an arbitrary graph. The routers and hosts are free to move randomly and
organize themselves arbitrarily; thus, the network’s wireless topology changes rapidly

and unpredictably.

15 Current technology and implementation focusing more on IP based MANET
system only and use a complex and bulky routing protocol in route determination.
There is no commercial MANET product known to-date and if have they will not
have an integrated set of the security and application parameters being used in route

determination.

20 In a wireless network, ad-hoc network particularly, data security is always a
concern to eliminate unauthorized access and usage of the data transmits among the

network.



(M, MN2, and MN3B). As shown, MNI is able to comunicate with M\3 through
M\2 when MNI cannot reach M\3 via a direct conmmunication. SUMVARY In

accor dancwowntonsszie aspect, the present invention provi ®#€3/S&2000m06082 node
for generating and transmtting a data packet to a designati on nobile node
t hrough a nobile Ad-hoc network (MANER). The nobile node conprises a
service/ application nodule defining a code for each service/application
execut abl e on the nobil enode, a security code generator operable to

enerate a se ity : a_connect i ' ry recorded I1Ds.of the other
?mbi | e node cglj;\i#éc elggglgatetsh% WBF‘&S‘H Wa%%u‘fqnﬁ’ﬁ Stﬁ’&?ee r%‘gﬁ%len?‘?fgspossi bl e
routes faor,routj t he a packet within the MANET, a packet, generator
oper abl e (Wgewgt %“r}]al\ﬁg%)a pg’é “Wa\LMHé lﬁa*ﬁ)&‘?ré‘? commypeate Yy MN3 he
servicel/ application code, the security code, the IDs and a counter defining
a nunber toougl BN sden M1 icannat reach NBSivima dinect gomomminsitiont i on nodul e for
broadcasting the data packet. Wen the another nobil e nodes receives the
dat a packet, the another nobile nodes verifies all the paranmeters of the
dat a packet to authenticate the tiSARdMARYon. In one enbodi nent, the data

packet is transmtted to the designation nobile node through at |east one
gateway node. It is possible that the gateway node is one of the nobile

nodes5anong t He abéditdncel witlhoaé Asgect the gres@itinvénion Reviteda haddile node updat ed
regularly for increasing the nunber of possible routs for routing the data

packet . | FofgdrdrdtiMerand BRSNS a dddEpateRra &sidhalsn hbbieHoRasiBgePy 1 each

time the
mobile Ad-hoc network (MANET). The mobile node comprises a service/application

module defining a code for each service/application executable on the mobilenode, a
security code generator operable to generate a security code, a connection history
10 recorded IDs of the other mobile node connected to the mobile node, a routing table
defining possible routes for routing the data packet within the MANET, a packet
generator operable to generate a data packet having parameters that include the
service/application code, the security code, the IDs and a counter defining a number
of hops required for transmission and a communication module for broadcasting the
15 data packet. When the another mobile nodes receives the data packet, the another
mobile nodes verifies all the parameters of the data packet to authenticate the

transmission.

In one embodiment, the data packet is transmitted to the designation mobile
node through at least one gateway node. It is possible that the gateway node is one of

20  the mobile nodes among the MANET.

In another embodiment, the routing table is updated regularly for increasing

the number of possible routs for routing the data packet.



data packet is transmtted to a designation nobile node. The I D may incl ude
a MAC address or other possible physical unique identification. Possibly,

t he serviwel2appissmati on is enbedded as part of the secuPCrgGead®oBn yet a
further enbodinment, the security code includes a login ID, a group ID and
an encryption/license key. Yet, the data packet may further includes dumry
characters for filling up a prescribe |length of the data packet. BRI EF
DESCRI PTI ON OF DRAW NGS This invention will be described by way of
non-limting grrbo i rent s oc{impehe present invention, with reference to the
acconpanyi ng dPAGUHYEr chodiment, themumber of hops isrdeeregsing by peach itisee taown
MANET; FIG 2 illustrates a bl ock diagramof a nobile node in accordance
wi th one dBfasketds tragsmitied tp adlesignationmabileonoder| The ID ivlay isdludet @MACT | ow

di agram showi ng conmuni cati ons between three network nodes in accordance
Wi t h one addtessli nenbthef  tpossiblee sghysichlnvetiin®n idehtificatibnex enpbésfily,a fher mat  of
a data packet in accordance with one enbodi nent of the present invention;

FIG 5 exervidel/dpptisation§io embeddid 28 pRlof tiRaek@tyicdgaccor dance with anot her
enbodi ment of the present invention;FIG 6 exenplifies a format of a data

packet in accordance with a further enbodi nent of the present invention;

and FEG 7 exqfiRkt 4 iftthe? emBoiMent th&sdlatify Qe filuddd aaiggﬂlrl‘ff gcgﬁo% th vet

anot her
and an encryption/license key.

Yet, the data packet may further includes dummy characters for filling up a

prescribe length of the data packet.

10 BRIEF DESCRIPTION OF DRAWINGS

This invention will be described by way of non-limiting embodiments of the

present invention, with reference to the accompanying drawings, in which:
FIG. 1 illustrates a simplified known MANET;

FIG. 2 illustrates a block diagram of a mobile node in accordance with one

15  embodiment of the present invention;

FIG. 3 illustrates a flow diagram showing communications between three

network nodes in accordance with one embodiment of the present invention;

FIG. 4 exemplify a format of a data packet in accordance with one

embodiment of the present invention;

20 FIG. S exemplifies a format of a data packet in accordance with another

embodiment of the present invention;



enbodi mrent of the present invention. DETAILED DESCRIPTIONS In line with the
above summary, the follow ng description of a nunber of specific and

al ternat iwe 2ermbssiinents i s provided to understand the i reeEsG2ew/oh@at ur es of
the present invention. It shall be apparent to one skilled in the art,
however that this invention may be prgacticed w thout such specific details.
Sonme of the details may not be described at |length so as not to obscure the
i nvention. For ease of reference, comon reference nunerals will be used

t hroughout the figures when referring to the same or_siml.ar features
common to theFKi}'-ggreéng*Fﬁés Brieasi of & eis Paskehbaecgedange W& B HFERY net hod
for nodes discovery and route determ nation with service aware and

suf fi ci eerhbadiment afithé peesentésveptionitandn t o support portabl e wirel ess devices
with limted resources within a Mbile Ad-hoc Network (MANET). To achi eve

t he objectives, the present invention nmake use of the increasing depl oynent
of innovati veFBB! Tiekanplifitsla fdrmapofaldata packed incdoseriahemwithlygt deetheres,
coupling with the demands in supporting business and lifestyle of nobile
users. WhBbASSnI\ WO plessitiR@ntibnd MANET can either be a single or

conmbi nations of wireless Personal Area Network (WPAN), wireless LAN (W.AN)
or wireless Metropolitan Area Network (WMAN). The present invention
provigles a system and net hoggtra rephanescREEHONSY and mobility of nobile
nodes of a Mobile Ad-hoc Network (MANET). Generally, itenables nobile nodes
to have a fast nodes discovery and establish secured communications with

each other w irp li}lg%&'ild'? ﬁleogbcﬁ'eumwg tl‘ﬁee‘f\dﬂ%-kxliﬁg ﬁ@&r@ﬂ@l‘l iofal hdber of

specific and alternative embodiments is provided to understand the inventive features
of the present invention. It shall be apparent to one skilled in the art, however that this
invention may be practiced without such specific details. Some of the details may not
10  be described at length so as not to obscure the invention. For ease of reference,
common reference numerals will be used throughout the figures when referring to the

same or similar features common to the figures.

The present invention provides a system and method for nodes discovery and

route determination with service aware and sufficient security features built-in to

15  support portable wireless devices with limited resources within a Mobile Ad-hoc
Network (MANET). To achieve the objectives, the present invention make use of the
increasing deployment of innovative solutions and the popularity wireless handheld
devices, coupling with the demands in supporting business and lifestyle of mobile
users. Wireless network supporting MANET can either be a single or combinations

20 of wireless Personal Area Network (WPAN), wireless LAN (WLAN) or wireless

Metropolitan Area Network (WMAN).

The present invention provides a system and method to enhance security and

mobility of mobile nodes of a Mobile Ad-hoc Network (MANET). Generally, it



codes. In one enbodi nent of the present invention, the MANET conprises an
automated systemthat includes security and service aware codes together

wi th t he woawloadgaoof previous authorised nobil e nodes PaTSE2ed/ 00@32 he
nodes di scovery and route determ nation processes in a MANET. The MANET nmay
conprise nobile nodes (MN) that are Icnternet Protocol (1P) based devices
and the non-IP based devices. Each nobile node can be defined with its own
definition of |ogical address, security and application codes to be used in

t he det erm nation,_of routefor | e nodes,.t o enhance ity | gvel for
MANET desnables . mohile syades nfo @a&?ﬂ% 8 PR tdlﬁ%"ﬁ‘?réicégi ???% cbpre ?covery

and route determ nation closely to the service that a_ user ng, for the
benef it afmpenitationsriégh cach dthen with the Hﬂﬁsoﬁﬁb‘mfwé\gﬁ@ﬁ@ﬂ}’r?@@v@ﬂ’k 9% syst ens
| evel parameters in one single logical unit for the purpose of speedy
responsecddeie. It is a scal able system and nethod that are able to support
smal | handhel d nobil e nodes/devices in MANET. FIG 2 illustrates a bl ock
di agram of a nobile node 200 in accordance wi th one enbodi nent of the

present inveniy @fe ebivdimbit! 6f MR ereoft anveptionsetheaMYNET cednapides cat i on a
sel ection nodul e 210, a security code generator 220, and a packet generator

230, s erHBan@dts?'Qtleﬁl #30incARicR SEGty ind | eFulcBRarc b oReIBIIGA g tieDl & 260

and a comruni catrons nDd e 290, and applications/services nodul e 280.

o kRGO ST i R B b o oot o
‘nitiat eEoutet rc]lgtefrgﬁlgtrlén >1/)rocesses in a MANET. The MANET may comprise mobile
nodes (MN) that are Internet Protocol (IP) based devices and the non-IP based
devices. Each mobile node can be defined with its own definition of logical address,
10  security and application codes to be used in the determination of route for mobile
nodes to enhance security level for MANET devices. The system is able to link the
process of nodes discovery and route determination closely to the service that a user
using for the benefit of performance. It further links applications, network and
systems level parameters in one single logical unit for the purpose of speedy response

15 time. It is a scalable system and method that are able to support small handheld

mobile nodes/devices in MANET.

FIG. 2 illustrates a block diagram of a mobile node 200 in accordance with

one embodiment of the present invention. The mobile node 200 comprises a
service/application a selection module 210, a security code generator 220, and a

20  packet generator 230, a routing table 240, an access history 250, a communication
role 260 and a communications module 290, and applications/services module 280.
Briefly, the selection module 210 operationally initiates 2 communication with other
mobile node through the MANET. Once the communication is initiated, the security

code generator 220 appends a security code that is required for transmissions between



code generator 220 appends a security code that is required for

t ransm ssi ons bet weent he nobi |l e nodes. The packet generator 230 extracts
rel evant woforomesiion, whi ch i ncludes the security code, pam$GRaemresooa2 dat a
packet based on a predefined format and extracted rel evant information for
transm ssion through the MANET. The r@uting table 240 provides routes for
transmtting the data packet within the MANET. The conmuni cati ons anong
vari ous nobile nodes are carried out by referring to the routing table 240.

The access history 250 provides archives/ history on ngi.ghbouring. t hat
comuni ctie gaobile AOdase ippeket ggaereion 230 xtragisislnvank 1“3%“??8‘881 &%fgglsi s

provided to performw rel ess conmuni cati on with ot her nobil| e nodes, t hat

i ncl udesinaludes thesspamity vgde; carhfoinesa deta packtbesedlom 2 predefiadniermatanidon nmodul e
290 may include one or nore transceiver of different protocols, such as
W-Fi, GSlacelCreleVagt @fiiniatiohi fon srananigsion shronghitbe ABANEANdTbs rowtng
applications/services run on the nobile node 200. During the

Gommuni C@fbieo?ﬁ) ploREleVANESs b AirsRSh thX 84t fAckdavigaiithe MANET. The
applications/services to provide appropriate conmunications between the

nobi | nodes. F 3.1 X il [ I hQwi ' | ons
bet Wein &t "é'(lalmﬁétt%le})sr %hé%%flﬁiﬁoﬁ}hw ic%mggchdﬁge Wi téﬂlt(gﬁ%é

embodi nent of the esent invention..The .net K | .. AN VN3
comuni c%ﬁ“é‘nﬁ/it%‘}qe @gé'hﬁ?ﬁ@?eséglsi%%oimoﬁaﬁ %V%Q@Mﬁ‘ Fl(,gy Pondlowis
herewith illustrated in conjunction with FIG 2. In the .nutsrlﬁigl%%({he
net wor k B¥ethmiporewnmigatied arithsthainobilernodg 2000 dike somanupieation mq wor k

node M\2 as a MANET gateway. It is understood to a skilled person that the
MANET majs ovided to pafent Wwiralesneongmtmigatjon with other mobile nodes that includes

O,

a corresponding communication module 290. The communication module 290 may
10  include one or more transceiver of different protocols, such as Wi-Fi, GSM, etc. The
applications/services module 280 handles the applications/services run on the mobile
node 200. During the communications, the MANET requires to execute the same
applications/services to provide appropriate communications between the mobile

nodes.

15 FIG. 3 illustrates a flow diagram showing communications between three
network nodes (MN1, MN2, MN3) in accordance with one embodiment of the
present invention. The network nodes MN1, MIN2 and MN3 communicate with each
other as shown in FIG. 1. The communication flow is herewith illustrated in
conjunction with FIG. 2. In the nutshell, the network node MN1 communicates with

20 the network node MN3 via the network node MN2 as a MANET gateway. It is
understood to a skilled person that the MANET may consist more than one gateway
nodes for communications between two mobile nodes. The present embodiment
provides only one gateway node MN2 for simplicity reason, not limitations. The
relevant steps in FIG. 3 illustrate how a mobile node performs discovery and routing

25  processes to establish communications between MN1 and MN3 through MN2. The



nodes for comuni cati ons between two nobil e nodes. The present enbodi nent
provi des only one %at eway node M\N2 for sinplicity reason, not |limtations.
The rel eVER2OYBSPY0in FIG 3 illustrate how a nobile no@@Tﬁé;P?Q?f"ﬁ‘L‘m

di scovery and routing processes to establish conmunications between MNI and
MN3 t hrough M\2. Thenobi |l e nodes incl dde Access Points (AP), wrel ess base
stations, laptop conputers, PCs, personal digital assistants, and any ot her
nobi | e or stationary vvi rel ess devices. The nethod further provides security

features o erv s su h| n MANET, wi th securi t

par anet errPgl?ltl e§ é? 85‘[)3{&1 t(’\é‘md) ’b‘ﬁf“?lﬁ%se]fﬁé rssauoflﬁrgl@PtﬁB r© p[‘%’rs

I nformation of pre ous/recent nei ghbouri ng nodes w || be grouped together
to speed Rfps atme%ddh%ld.aéemtw%w olher mgbHe er stationary ?ﬁsl‘g"’ﬁéﬂe VNI
initiates a communi cation with the nobile node MN3 at step 302 by invoking

a sui t abl Bhesmethiodefliethen proavides seamity Heatmushionetha cevitdsl supportedywithiretheer vi ce
sel ecti on nodul e 210. Each of the services/applications is assigned with a

rel evant MANET evittppdcutiat panneed@) ahdrsesicnpleatlecd by tHeatdersasgahirng
application corresponds to the service/application code of APPi; a VolP

(voi cg Owgiih liifofthdifin &F BleQfcRkiedeh ﬂétgﬁbo%ﬁﬁ o@td QAP bE Yr&rgRABSE et he

servi ce/ application code of APPZ2; e transfer Telated applications

correspor%%&g?m%qmﬁggaﬁ&eje %ldl%ﬁ{lhé)@b%g%e APP3. Once the required

applicati vice I's nvo the security code generator
220 appends a security code, herein denoted as "SEC'. The security code can

secur 1y code i apieacd SRV mfitsEe FmunialaR aalk e 80 PHROTRNGC i ont
side in Oa{tds?tép t302 by invoking a suitable service/application on the mobile node MN1
through the service selection module 210. Each of the services/applications is
10  assigned with a relevant service/application code. For examples, an instant messaging
application corresponds to the service/application code of APP;; a VoIP (voice over
Internet Protocol) related applications corresponds to the service/application code of

APP,; and a file transfer related applications corresponds to the service/application

code APP;.

15 Once the required application/service is invoked, at step 304, the security code
generator 220 appends a security code, herein denoted as “SEC”. The security code
can be a pre-defined security code, or a user-defined key code. Typically, the security
code is agreed upon at least at the sender side and the recipient side in order to
establish an authenticated communication. Depending on the security requirement, it

20  is possible that, the security code is required to be agreed among other mobile notes
that routing the data packet as a gateway in order to establish an authenticated
communication. A response to the security code (SECR) is generated by the receiver
to serve as authentications for the sender. The security code is a combination of one

or more parameters that includes login ID, password, encryption/license key, etc. For



establish an authenticated conmuni cati on. Depending on the security
requirenment, it is possible that, the security code is required to be
agreed amwogoowdsszionobil e notes that routing the data pachsG2em/oacgat eway
in order to establish an authenticated communi cation. A response to the
security code (SECR) is generated by & he receiver to serve as

aut hentications for the sender. The security code is a conbination of one
or nore paraneters that includes login ID password, encryption/license
key, etc. Forexanple, Goup I D + pa rd for a SECL ;.ang lqgin | D+

Appl i cat $*@MPiGe - TeBP HR +pasgverd fosrms %%ﬁﬁﬁymwﬁ@%ﬁpaﬁgéﬂ%g%g e node
MNI records a connection history of recent nei ghbouring nobile nodes that
connect ealSEf@sret o at step 306. The connection history details is utilised
by the packet generator 230 for generating data packets. At step 308, the
packet generator 230, searches the connection history record for all nobile
nodes that coDming cayecbmntuhicatimsnthe hobile dwddNMNhdesordshe sosgesiivned
servicel/ application based on the service or application requested. At the
sane ti NEistofy bOtEckMhdigibotrifig aidbile tddéd hattdlinceted deteetdk step 306dalled at step
309. The packet generator 230 extracts the nobile node addresses, O dStn,

3b9- The et g . . . .
ichy i n‘(( gz)?h@g%l?@g;g d%ﬂﬂé&%e@ﬂﬁgé 'bggﬂe bt géne%%% 236 for\Riictinfdidiess

Cont rol ) dress, and C + | ogi cal ) "address.
code (1 BREHe ATER Bt Bk ReRTUbEFI P roRais e odrBeRET HREH BB °F) O
P Fr G B matefe nodes) e s teo kol g SRSt R BR0Gt ee WA
1) addr efesqlelessted service/application based on the service or application requested. At the

=

same time, a routing table stored on the mobile node MIN1 is updated at step 309. The
10  packet generator 230 extracts the mobile node addresses, OldStn, which include any
one of user-defined logical address, Medium Address Control (MAC) address, (MAC
+ IP) address, and (MAC + logical) address. With the mobile node address (from the
step 306), the service/application code (from the step 302) and the security code (from
the step 304), the packet generator 230 forms the data packet, Py, with the structure as

15 showin FIG. 4.

In FIG. 4, OldStn,.; represents recent/previous mobile notes MN.1) addresses
that accessed to the mobile node MNI1, APP; represents the requested
service/application code, which is generally pre-defined based on the
service/application; SEC; represents the encrypted security code; Sp.1Add represents

20  source MN.jy address (i.e. mobile node MN1’s address), which can by any of the
addresses that include MAC address, (MAC + IP) address, (MAC + logical) address
and the like; Ty; represents a time or time period that the data packet remains valid for
transmission; and Dummy represents dummy characters that make up to a standard

packet length, L.



that accessed to the nobile node MNI, APPi represents the requested

servi ce/ application code, which is generally pre-defined based on the

servi ce/ appl2ooassan; SECL represents the encrypted secuPcmgGead®poosn. i Add
represents source MN( 1) address (i.e. nobile node MNI ' s address), which
can by any of the addresses that inclygyde MAC address, (MAC + |IP) address,
(MAC + logical) address and the like; T represents a tine or time period
that the data packet renmmins valid for transm ssion; and Dumry represents
dummy characters that nmake up to a standard packet length, L.In an
alternative efboati aiemative epybodineant.sTa regrasents a) mazenuwf nkmoberapf dapd f or
transmtting the data packet. Further, APPi, SEC can al so be used defined
code. Refafloweddobaissrhittigd he datagpacket! hBuphak APH;s SEG;neal also deasedance

wi th the above data packet format, the packet generator 230 sends the data
packet t Qelih&d ésg@muni cations nodul e 290 at step 310 for broadcasting. A
Sent Tinmer is also activated to track the tinme required for the data packet
Pi to be transmitted to nobile node MN3. Any nei ghbouring nobile nodes with

their address K@Eﬁfﬁ%scr?gﬁgg Ghd. e og:éi%a?ﬁgr ﬁ%ﬁﬁecﬁﬂ?ﬁécoﬁﬁé?«%mﬁ%@hﬁé as a

gateway to transmt -t fa padket, in the case of 3,
o0 |8 o AR P S Bt 37 BB MRl oo
e - ofCoRAT iU TRl 208 TP g Ha RGRGEoGad e eHbi BT o8 of
B00e " activated to track the time roquirid for the data packel Py fo be ransmitted to mobile | o
node MN3. Any neighbouring mobile nodes with their address matches one of the
OldStn addresses shall serve the MN1 as a gateway to transmit the data packet, which
10 in the case of FIG. 3, the mobile node MN2. The relevant addresses of the
neighbouring mobile nodes are stored in the routing table stored in the respective
nodes, which is updated regularly. The routing table may include unique

identification number of the transmitting nodes, applications served thereon, mode of

access, time accessed previously and gateway node identification number and etc.

15 Still referring to FIG. 3, at step 311, the mobile node MIN2 receives the data
packet via its communication module 290. At step 312, the mobile node MN2 checks
if its own address matches any of the OldStn,.; provided in the data packet. Once a
match is found, at step 313, the mobile node MN2 decreases the value of Ty by 1
where the Ty; represents the maximum number of hop allowable. At step 314, the
20  packet generator 230 subsequently generates a response packet, P, as shown in FIG.
5 for acknowledging receipt to the mobile node MN1. Once acknowledged, the
mobile node MN2 establishes a communication link with mobile node MN1 at step

315. Further, when the Ty; is greater than 0, the mobile node MN2 broadcasts a new



Still referring to FIG 3, at step 311, the nobile node M\2 receives the
dat'a packet via its communication nodul e 290. At step 312, the nobile node
M\2 checkwoizbio/ass2ziown addr ess mat ches any of the provi dedTisG2odmoaat a
packet. Once a match is found, at step 313, the nobile node M\2 decreases
the value of TLi by 1 where the T repigsents the maxi num nunber of hop

all owable. At step 314, the packet generator 230 subsequently generates a
response packet, P2, as shown in FIG 5 for acknow edging receipt to the
mobi |l e node MNL. Once acknow edged, the nobile node M\2 establishes a
conmuni cadatonadkegk Pod Whichgbigeeeraisd dasad thatPist Apsiep 318 thetrounting tablmist he TLi
Is greater than O, the nobile node M\2 broadcasts a newdata package P3,
which is mmhﬂﬁaﬁﬂde&Sed the Pi. At step 318, the routing table is updated
at step 318. In FIG 5, Si_Add represents the original source M\ address,
i.e. the nobile node MNI address; APPi represents the service/application

code; SECL R rmyFEG.etsy Add @é}ﬁ*és}éﬁts&ﬂe Sfighial SotréceHPP As@esile, Bieradtileed i N
response to the data packet, and the encrypted security response code is

di f f er entndde VN RAdrESUPR] reseBent SME %&%{Ue g%f‘@atﬁﬂ%&ésslﬁil I{HE 8t e node

M\2 sendi ng out the response packet; resents the nd of hop count

left afte 0 r.ese

char a?t ere{sn rﬂ&p‘ij&fj %ngﬁ}f:%bn%g é]e n%ff?eﬁlalc krgfpolné%g}%% E?é’g%tr ??%1 back to
FIG 3, once th nication |in s est abl the required

appl i cat | BHPEL i "Eureé%@at@eea&@# P 9}114{1 gﬁgp QIEStT ppssqniss the
communi cation ends, the nobil e node M\2 di sconnects fromthe nobil e node
M at stasdress of thranebily refeMNR sendingequt Siprespanse paeiet:cl iagprensues theul d not

find any
number of hop count left after the deduction which should be Tii-1; and Dummy

represents characters that make up for a standard packet length, D.

10 Referring back to FIG. 3, once the communication link is established, the
required application/service is executed accordingly at step 316. Once the
communication ends, the mobile node MN2 disconnects from the mobile node MN1
at step 319. Referring back to step 312, the mobile node MIN2 could not find any
matching address among the OldStn addresses from the data packet P;, the mobile

15  node MN2 further checks whether both the application/service code and the security
codes contained in the data packet match a predefined code that include combinations
of application keys, security codes and addresses as it deems fit. When the match is
found, the mobile node MN2 proceeds with the step 313 and thereafter the subsequent
steps provided above, which include establishes (the step 315) the communication

20 link between the mobile node MN1 and mobile node MN2 and activates the
application/services (the step 316). When neither the address nor the relevant code is
matched, the communication link shall cease to establish and the communication

module 290 of the MN3 listen to the next broadcast messages of step 321.



mat chi ng address anong the A dStn addresses fromthe data packet Pi, the
nobi | e node MN2 further checks whether both the application/service code
and t he swouniwogsmodes contained in the data packet matebTacpewededismed code
that i nclude conbinations of application keys, security codes and addresses
as it deens fit. When the match is found, the nobile node M\N2 proceeds with
the step 313 and thereafter the subsequent steps provided above, which

i ncl ude establishes (the step 315) the communication |ink between the
mobi | e node M\ and npbil e node M\2 and_activates the application/services

(the step 316)Refoping back: teethe siep 3§, &sEIGoB, thee mabile MoWRe firéhagat ched,

the communication link shall cease to establish and the conmuni cati on

nmodul e 29@oasicasthéhendia packetRs ifoT; iegreatet thanomuc valte.ndhs slgtaspasketR iy
321. Referring back to the step 315 of FIG 3, the nobile node M\2 further

br oadcastferrhdtteddastshowa dit FIGPS, ivhertlits kel foahay is tshailarz6 that\oilRy@xcddie dat a
packet P3 is formatted as shown in FIG 6, where its packet format is

simlar thattthabdesdbf BXGRMild Aide M2 AHOE&RPtEd Ph e dhRA) iug\i d@@?&aWZ t hat

generated P3 is added, and preferably the address code S _ representing

(he W2 agilgitel dBSRM BB OLRL eI L8104 PRt aglgt P

Once the data packet roa e nerg ,—such as the

nobile n upon receiving the data packet P3 process the data packet
disia e gk

P3 accor #obi | e node M\3 receives the data packet P3 via
Its comuni cation nodule 290 at step 321, the nobile node MN3 checks if its
own address matches any of the 0ldSm n-1 provided in the data_ packet P3 at
step 322. 1f d9asetthR éw&ﬁdl,’s 1t brepdagsted.athe meighbewiing nadese suglipsi et her

decreases the value of T
mobile node MN3, upon receiving the data packet P; process the data packet P

accordingly. When the mobile node MN3 receives the data packet P3 via its
10  communication module 290 at step 321, the mobile node MN3 checks if its own
address matches any of the OldStn,.; provided in the data packet P at step 322. Ifa
match is found, at step 323, the mobile node MN3 further decreases the value of Ty
by 1. Otherwise, the mobile node MN3 further checks whether both the
application/service code and the security codes match the data packet P; at step 327.
15 If neither of the matches is found, the data packet P; is disregarded/discarded. When
a match is found, the mobile node MIN3 proceeds to the step 323 to further decreases
the value of Tr; by 1. At step 324, its packet generator 230 subsequently generates a
response packet, P4, in a format as shown in FIG. 7 for acknowledging receipt to the
mobile node MN2. Once acknowledged, the mobile node MN2 establishes a
20  communication link with mobile node MN2 at step 325. During the communication,
mobile node MN1 communicates with the mobile node MN3 via the established
connections between MN1 and MN2 and MN3. In step 326, the required
application/service is executed accordingly at step 326. Once the communication

ends, the mobile node MIN3 disconnects from the mobile mode MN2.,



by 1. QG herw se, the nobile node MN3 further checks whether both the
application/service code and the security codes match the data packet P3 at
step 327.wOforeisstier of the matches is found, the data patisezo®d0i0s2

di sregar ded/ di scarded. When a match is found, the nobile node M\3 proceeds
to the step 323 to further decreases t{he value of Tu by 1. At step 324, its
packet generator 230 subsequently generates a response packet, P4, in a
format as shown in FIG 7 for acknow edgi ng receipt to the nobile node M\2.
Once acknow edged, the npbile node M\2 establjshes a comuni cation |ink
with mobile nothe iorpatef the dya pocket Buis siggilante therahihe date parket Ratsixeeptnode MNI
comuni cates with the nobile node MN3 via the established connections

bet ween Nhat addeesspPthg mepbikiniode MN2.c6p_A446 js alsreinchxjad thedeinppl i cat i on/ servi ce
is executed accordingly at step 326. Once the communi cati on ends, the

nmobi | e node MN3 di sconnects fromthe nobile node M\2. The format of the data
packet P4 is dirinkambodirhdiaf wikn dryeofithé mobile kodesRaceivoscedita piuket witdr ess of
the nobil e node M2, S2 Add is also included therein. In one enbodi nent,
when any erqtlbﬂo%fd,mdmgﬁ&kéﬁé}ﬁll\b‘éfi rorélidetd ak@kditbi/n TL equal to zero,
t he data packet shall be ignored/del eted accordingly. "Still referring to
FIG 3, the routing table 290 of nobile nodes MNI, M2 and M\N3 are provided
as a_pef er encadipratigTBNICE 3) e rdRinE UL Moh HrSmdbid hosNANYA NGy | ¢

recorded the possible routing paths avdilable to conmunicate fifoma source
mobile n i ti.on bile node. .The routing table 290.is al so
updat ed %ﬁgé\&g::'%é%ﬁ%é’g{élﬁpag@lfgfé? eﬁ%%"g‘ﬁé‘%b‘gea qg%ﬁoicg%w?é@gq gbtﬁﬁ‘[ t?lgt eps
309, 319, . . .

MX%]%T. It recorded the possible routing paths available to communicate from a

source mobile node to a designation mobile node. The routing table 290 is also

updated once a new data packet or response packet is generated at steps 309, 319,

10 329.

In another embodiment, the source mobile node, i.e. the mobile node that
sends out a data packet, consolidates all response packets that received from other
mobile nodes. The response packets are decoded and form the routing table 240. An

example of the routing table is provided in TABLE A.

15 TABLE A : Routing Table of the Mobile Node MN1
Destination Mode Intermediate No of hops Response Last Update
MN MN Time Time
MN2 Direct (1 hop) - 1 10ms 20081208:1103
MN3 Indirect MN2 1 33ms 20081208:1132
MN6 Indirect MN2 MNS8 2 52ms 20081208:1134

Each mobile node keeps a routing table 290 of its own defining possible routs
for communication in the MANET. The routing table 290 is built up by recording all

address information of destination mobile nodes that are able to respond directly will



I n anot her enbodi nent, the source nobile node, i.e. the nobile node that
sends out a data packet, consolidates all response packets that received
f r om ot hewormotwdss2inodes. The response packets are decodedTaadodomninst he
routing table 240. An exanple of the routing table is provided in TABLE A
TABLE A : Routing Table of the MbileqNode MNI Destination Mde

I nternmedi ate No of hops Response Last _Update MN MN Tine Time M2 Direct ( 1
hop) - 1 | Ors 20081208: 1103 MN3 Indirect MN2 1 33ns 20081208: 1132 M\6

I ndirect M2 MN8 2 52nms 20081208: 1134 Each nobil e node keeps a routing

t abl e 29(ecfaved or apdatgd fin rthe gogingsiablee290 utisidiess infommmatiore &f idestiniation he
MANET. The routing table 290 is built up by recording all address

i nf or mat imsbilef ndés tthantrecivedo thrbaghh ealethet/nérnadéata bhebiled nodspavitl derect |y
wi | | be saved or updated in the routing table 290. Address information of

dest i nat i fpRdAi with RRAG iRt RCRI HE ol AHSIB 2900t WRE HAsIRaERLadgs Tobi | e

node, wll be conpared with those infornmation in the routing table 290.
When dupld.c3 | oqu[ [ i -Qﬁ [ N0 f
parti cul afbﬁfg!&{‘égﬁ ?Vggfglég%ﬁor%f%{ii l'e r%’ ef\y aletltl rre&?%gat%{lhﬂelg%%cﬁ%dte’ (ra{eec@fl\e/ed by

th bi | de f i nt i at bi | de,.wi | | dt
compane. dtE heekebREryEs BY M R MO e D P B e G M ot her
i nternedi ate nobi | e node(s) if any. Typically, the fastest, end-to-end
r esponse Willjke gsedatopeqippare with theeregeize time gl prheripaekeis) &srehvisdithougBde wil |

be the internmedi ate nobile node for the destination nobile node.
another intermediate mobile node(s) if any. Typically, the fastest end-to-end response

time of a packet will be used to determine which mobile node will be the intermediate

mobile node for the destination mobile node.

10 In another embodiment, the routing table is updated frequent enough to handle
the mobility and changes of topology in any MANET environment. When the time is
up, section 3.5 onwards will be repeated. The frequency of updates can be adjusted in

relationship with the users’ mobility conditions and applications supported.

The link has to be disconnected properly by a simple detection of application
15 already closed by any mobile node once the application no longer required and the

routing table will be updated.

Based on above, the present invention is adapted to provide MANET or Ad-

hoc network communication between devices in both Internet protocol (IP) and non-

IP based devices. It is particularly suitable for portably MANET devices as it has a

20 relatively thin nodes discovery and routing process. With application/service key
embedded in the security codes, which is detectable at early stage of establishing a
communication link, the system enables the mobile nodes/devices to be service-

aware.



I n anot her enbodi nent, the routing table is updated frequent enough to
handl e the nobility and changes of topology in any MANET environnment. Wen
the tine we 20w/ 08sH0ti on 3.5 onwards wil|l be repeated. TireTSGegU®n@y2 Of
updates can be adjusted in relationship with the users' nobility conditions
and applications supported. The linkihas to be di sconnected properly by a
sinple detection of application already closed by any nobil e node once the

application no longer required and the routing table will be updated Based
on above, the present invention is adapted Hﬁ=$[OVIde Mﬁg Adhoc
net wor k cormmuNtike: isperifiet siekosdiments chavei hepbdesyrihed: Aad | %(#P) and

non- | P based devices. It is particularly suitable for portabl MANET

devi ces asddritodthshed maiyathangky mbdificaiboes vaiaiions angd combipgipns riéefﬁ?ﬁ)c ess.
Wth application/service key enbedded in the securlty codes, which is

det ect abkgylatbecmially t5tthg ?)rébfenﬁ stvehiidrs Mithpun departingifoa i the sbopeof tliee syst em
enabl es the nobil e nodes/devices to be serviceaware. Wil e specific

enbodi megs pﬁye been described and illustrated, it is understood that many
changes, nod cations, variations and conbi nations thereof could be made
to the present invention wthout departing fromthe scope of the
invenéion.CLAINB: 1. A nobile node for generating and transmtting a data
packet to a designation nobile node through a nobile Ad-hoc network
(MANET), the nobile node conprising: a service/application nodule defining
a code for each service/application executable on the nobile note;



a security code generator operable to generate a security code; a
connection history recorded I Ds of the other nobile node connected to the
nobi | e nowste;20m/086210i ng t abl e defi ni ng possi bl e rout es fecTrseGatddrngodhe dat a
packet within the MANET; a packet generator operable to generate a data
packet having paraneters that includé5the service/application code, the
security code, the IDs and a counter defining a nunber of hops required for
transm ssion; and a comruni cation nodul e for broadcasting the data packet,
wherei n when t he anot her nobil e nodes receives the data packet, the another
nobi | e n6B&EMPerifies all the paranmeters of the data packet to authenticate

the trangm sShQflobife nddterofaBhdRifPRR] AGEAIIAINAC iR phétleind o dekighation the data

packet is transmtte esignation nobile node through at |east one
gat enay mobde mdeTHeowngthid enctilte Axeher dictworko (MARNET 2, thehawbilp rode gate way
node are one.of the nobile nodes anong the MANET. 4. The nobil e node
accor di nEPRY' ¥R&i m 1, wherein the routing table is updated regularly for

i ncrepsi ng t hg REABGEpTcatids Tidduge defibing orcode Ufol n@ch hervdey/#ppliesticet . 5. The
mobi | e node according to claim 1, wherein the nunber of hops is decreasing
by 1 eactxechtabletandhemabiloaetest is transmitted to a designation nobile node.

6. The nobile, Qgc%?it}ag&%rg%in&%totr%pgxlaﬁie% %en%éraeéeeuﬁljg}%ohg includes a MAC

a connection history recorded IDs of the other mobile node connected to the
mobile node;
10 a routing table defining possible routes for routing the data packet within the
MANET;
a packet generator operable to generate a data packet having parameters that
include the service/application code, the security code, the IDs and a counter defining
a number of hops required for transmission; and
15 a communication module for broadcasting the data packet,
wherein when the another mobile nodes receives the data packet, the another
mobile nodes verifies all the parameters of the data packet to authenticate the

transmission.

20 2. The mobile node according to claim 1, wherein the data packet is transmitted

to the designation mobile node through at least one gateway node.

3. The mobile node according to claim 2, wherein the gate way node are one of
the mobile nodes among the MANET.

25
4. The mobile node according to claim 1, wherein the routing table is updated

regularly for increasing the number of possible routs for routing the data packet.

5. The mobile node according to claim 1, wherein the number of hops is

30 decreasing by 1 each time the data packet is transmitted to a designation mobile node.

6. The mobile node according to claim 1, wherein the ID includes a MAC
address.



address. 7. The nobil e node according to claim1, wherein the ID includes a
physi cal unique identification. 8. The nobile node according to claiml 9
wher ei n twe 288vo8smie/ appl i cation i s enbedded as part of trhe/ssee9ronang2 code.

9. The nobile node according to claim1, wherein the security code includes
a login ID. 10. The nobile node accor@ing to claim1, wherein the security
code includes a group ID. 11. The nobile node according to claiml 9
wherein the security code includes an encryption/license key. 12. The
nobi | e node according to claim1, wherein the data packet further includes
dummy characters for filling up a length of the data packet.

7. The mobile node according to claim 1, wherein the ID includes a physical

unique identification.

5 8. The mobile node according to claim 1, wherein the service/application is

embedded as part of the security code.

9. The mobile node according to claim 1, wherein the security code includes a
login ID.

10
10.  The mobile node according to claim 1, wherein the security code includes a

group ID.

11.  The mobile node according to claim 1, wherein the security code includes an

15  encryption/license key.

12.  The mobile node according to claim 1, wherein the data packet further

includes dummy characters for filling up a length of the data packet.

20



