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| NVENTION . The present invention relates to data WW“U‘“%yé
encryption, and nore particularly to the_jqpnpvenents " in processing :
ef ficiency of encryption and cipher 5 sttength to any cryptanal ysis.
Furthernore, the present invention relates to the encryption involving
data conpression and noMETHOD 200 HHARARATUSHEOR ENGREATENGTEIRTA | n

processing efficiency of data conpressi on and encryption and strength

to 10 cryptanalysis. Wth increase of the conputerized

central I nformati on of a systemand the data conmmuni cation

BACKGROUND OF THE INVENTION
| The present invention relates to data
encryption,.and more particularly to the improvements
in processing efficiency of encryption and cipher
5 strength to any cryptanalysis. Furthermore, the

present invention relates to the encryption involving
data compression and more particularly to the
improvements in processing efficiency of data
compression and encryption and strength to

10 c¢ryptanalysis. |

With iﬁcrease of the computerized central

information of a systeﬁ and the data communication
throﬁgh a network, importance is now being placed on a
technique of encrypting data for keeping the

15 computerized data from being tapped and tampered. As
described in pages 27 to 32 of “Introduction to
Cryptography Theory” Kyoritu edit., 1993, the
encryption is roughly divided into a symmeﬁric key
cryptosystem and an asymmetric key cryptesystem. The

20 present invention'is intended for the imprqvement in
symmetric cryptosystem which is suitable for encrypting
a large amount of data. Later, a secre; key
cryptosystem is simply called cryptosystem.

At first, the description will be oriented to
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t hrough a network, inportance is now being placed on a t echni que of
encrypting data for keeping the 15 conputerized data from bei ng tapped
and tanpered. As described in pages ,27 to 32 of 'Introduction to
Crypt ography Theory" Kyoritu edit., 1993, 't he encryption is roughly
divided into a symmetric key “cryptosystem and an asymetric key
cryptosystem Tthe ba8icpktezmst absuenthencryptosysten.f oAst he i nprovenent in
symmetric cryptosystemwhich is suitable for encrypting a | arge anount
of data. Laterdegcsébedt irepages 38r §pt §9y ofeivhes toriegpipac wrisédng,
cryptosystem At first, the description will be oriented to
2 t he basfBet EFHPLRBYSEeTha ScRFFCYSEsk &M CREVEXt plaigsexti BBEA n

ages 33 to 59 of,the foregoing,.witing,
pag cgphertext through secre% parameters. The

5 decryptosystem is executed to transform the ciphertext
into the original plaintext through the effect of
reverse transform with the same secret parameters as
those used in the cryptosystem. The secret parameters
are generally called a crypt-key (or just a key). The

10 encrypting procedure is composed of repetition of one
or more kinds of fundamental functions. The repetitive
times are called rounds. In applying the encrypting
procedure, the input data is divided into parts each of
which has the same size and the encrypting procedure is

15 epplied to each data part. Each data part is called a
crypt-block (or just a block) .

In designing and promoting the encryption, an
important factor is a defense for various kinds of
decrypting methods. The most freguently used

20 decrypting method is an extensive search for keys. 1In
recent days, however, remarks are placed on more
efficient differential cryptanalysis and linear
cryptanalysis than the extensive search.

In the pages 163 to 166 of the aforementioned

25 writing and the linear cryptanalysis of the DES (Data
Encryption Standard) published in *The 1993 Symposium

on Cryptography and Information Security”, the



the cryptosystemis executed to convert plaintext inte ci phertext

t hrough secret paraneters. The 5 decryptosystemis executed to transform
t he ci phert ext into the original plantext through the effect of
reverse transformwith the sane secret paraneters as those used in the
cryptosystem The secret paraneters are generally called a crypt-key '
(or just a kegiff@&menti@leandyphendipeareduyptionadyspssadidfizeepdie tion of
one or nore kinds of fundanmental functions. The repetitive times
are call ed rogpdzelphlappreng the pReippexty the capbexrderxs. ©mE i nput
data is divided into parts each of whi ch has the sane size and the
encrypting pr588dke¥ Sy sWhishy e PYOPETe 560 tES SVSEVPLIRICBYELCR part i s
called a . crygt-block I n desi gning and

promoti ng t he@Bflc ?p??&ﬁ?téﬁrt£u%%9iﬁgkgiﬁ%9fQétéFpP§saaﬂgf8H§?uF5r vari ous
L1981 5 BTEAURRARSSRL pRBRpeT RGOl LeobiBtbr 8T Rgeay 10
by the same key and perform the statistical operation
about these inputs and outputs for estimating the key.
The conventional method for defending the
differential or linear cryptanalysis in the
10 conventional encrypting system is executed to reduce

the correlation among the plaintext, the ciphertext,

and the key by increasing the rounds.

SUMMARY OF THE INVENTION
The processing time of encryption or

15 decryption is propoftional to the rounds. The defense
for the differential and the linear cryptanalysés
through the effect of the increase of the rounds
entails a large shortcoming, that is, the increase of
the processing time. Hence, it is an object of the.

20 present invention to improve the processing performance
and the security of the cryptosystem by establishing
the method for protecting ciphertext from the |
differential and the linear cr&ptanaiyses without
increasing the processing time.

25 As described above, the differential and the

linear cryptanalyses are executed to collect lots of



recent days, however, remarks are placed on nore efficient

differential cryptanalysis and |inear cryptanal ysis than the extensive.
sear ch. In the pages 163 {o_166 of the aforementioned 25
witing and the linear cryptanalysis of the DES (Data Encryption

St andard) published in "The 1993 Synposi um ~on Cryptography and

| nf or mati on Steputsyandteetputs (plaintext and ciphertext) encrypted
differential and the linear cryptanal yses utilize the. correl ati on anong
t he pl ai nt extanghdeerypepdekhroughy the samekkeoy apfli BRTAPEMpAOper to the
encrypting system . and is executed to collect |ots_of inputs _and
outputs 5 (praratbikfFabnarerphepfeabutotbe eRBRYAt BAA0PUBBEESpLEY by

the sanme key and, performihe statistical operation bout these inputs
and out puts fBFCLBEFHRE| hgSt K€Y keyID accordance with a first aspect

5 of the present invention, an information processing

method includes the steps of entering or receiving a
plaintext and encrypting the plaintext, wherein the
method utilizes as a key of a block of the plaintext an
intermediate result given in the process of encrypting

10 another block or a value derived on the intermediate
result. This method uses a different key to each block
depending upon the plaintext data. - The present method
thus disallows execution of the foregoing statical
operation and allows the ciphertext to be protected

15 from the differential and the linear cryptanalyses.

The foregoing first method disables to use
the intermediate result given in the.process of
encrypting another block fdr the first block of the
plaintext to be encrypted. Hence, the key is constant.

20 The first method, therefore, allows the key of the
first block to be estimated by collecting the inputs
and the outputs of the first block over lots of
plaintext and the overall qiphertext to be
cryptanalyzed with the estimated key as a clue. 1In

25 order to overcome this problem, in accordance with.a
second aspect of the present invention, an information

processing method includes the steps of entering or



The conventional nethod for defending the differential or I|inear
cryptanalysis in the 10 conventional encrypting systemis executed to
reduce the correlation anmong the pla ntext, the ciphertext, and
the key by increasing the rounds. SUMVARY OF THE | NVENTI ON

The processing tine of encryption or 15 decryption is proportional to the
rounds. The dE&fER3¥ing thpoplepatgrtf anenengry®idnghshe pdaingeystvanal yses
t hrough the effect .of the increase of the rounds .entails a_large .
shortconi ng, WREFeiB thgemphbpdaef he secopdeagpgctsdengxechEedtéfce, it

o0 O eCl gLobene?S Pasaon! pLAVe oh LockBioxe L Braceasl
e et o o BBy hE ey BRTR R g, B B pi, ¢ e
' 5 plaintext to be encrypted. This secohd method,
therefore, has a different key of the first block to
each plaintext and thus enables to overcome the problem
of the foregoing firsﬁ method.
Further, the encryption is often executed in
10 association with data compression. As is described in
pages 21 to 247 of “The Data Compression Book” in
Japanese Toppan (1994), the compression is executed to
replace a bit train of the plaintext with a shorter bit
train. A plurality of correspondences are provided
15 between the bit trains of the block of the plaintext
and the compressed data. In accordance with a third
aspect of the invention, the information processing
method includes the steps of entering or receiving data
and compressing the data, wherein the method of the
20 third aspect is executed to determine the
correspondence between the bit trains of the block of
the'plaintext and the compressed data depending upon
the intermediate result given in the process of
encrypting anothgr block. The third aspect method,
25 therefore, enables to change the corréspondence between
the bit train of the block of the plaintext and the bit

train of the compressed data for each block'dépending



25 As described above, the differential and the | i near

crypt anal yses are executed to collect |ots of

-4- i nputs and outputs (plaintext_agd_ciphertext) encrypted and
decrypted through the sane key and performa statistical operation
about the inputs and outputs for estimating the key. In accordance
with a first we@ecthe Blaintert datent FuXerer ontheninteéoprediatd processing
met hod i ncludes the steps of entering or receiving a pl ai nt ext and
encrypting t HEePHEF YRR Wherke PrPeess of erpEPLing i tee data key of a

bl ock of the plaintext an_, Lnfernediate result given in the process of
encrypting 1Pt IRT ?ﬁ%ﬂa‘b?éalgaﬁ% lﬁ%Yi%dou}&?P%qﬁ% i ntEr nkSi at e

result. This t hod uses a diffgrent key to each bl ock _dependi ng upon
he bl ai nt extt R SEor GG St e T 19D hSd Thé! SfrespondERES

5 ©between the bit train of the block of the plaintext and -
the bit train of the compressed data ié changed unless
the key is obtained. The third aspect method,
therefore, enables to use the compreésion as a kind of
cryptosystem, offer the same effect as the increase of

10 the rounds, and thereby prevent the differential and

the linear cryptanalyses.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram showing a
functional configuration according to a first

15 embodiment of the present invention;

Fig. 2 is a flowchart showing an operation of
a control process executed in the method and the
apparatus according to the first embodiment of the
pfesent invention;

20 Fig. 3 is a diagram showing a Huffman tree
indicating correspondence between plaintext data and
compressed data used according to the first embodiment
of the present invention;

Fig. 4 is a diagram showing a transformation

25 of the Huffman tree used in the method and the
apparatus according to the first embodiment of the

present invention;



t hus di sall ows execution of the foregoing statical operation and
allows the ciphertext to be protected 15 fromthe differential and the

| i near cryptanal yses. The +f oregoing first method disables to
use the internediate result given |n t he process of encrypting
anot her block for the first block of the pl ai ntext to be encrypted.
Hence, the key is constBa®: 520sThRebipekt diapKen, shawiegore, allows the key

of the first block to he estimated by cqllecting the inputs and
the outputs ofUPREIPPAL: COP &Eu69§F°PoF§°8Fd1ng tﬁlélﬁ@@?Pdand t he overal

hert ext t d th th t d k | I
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the steps of entering or
5 a control process executed in the method and the

apparatus according.to the second embodiment of the

present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
Two embodiments of the present invention will

10 Dbe described with reference to Figs. 1 to 6.

Fig. 1 is a functional arrangement of the
first embodiment of the present invention. A block 101
denotes a completed information processing system; A
block 102 is a process implemented by a. central

15 processing unit and an input/output (I/0) unit. The
block 102 includes an I/0 portion 103, a control
portion 104, a random number generating portion 105, a
key generating portion 106, a correspondence changing
portion 107, a compressing portion 108, a pre-

20 encrypting portion 109, and a post-encrypting portion
110. A block 111 is a storage unit such as a RAM or a
disk and stores plaintext data 112, random numbers 113,
common keys 114, informati¢n regarding correspondences
115, work keys 116, and compressed and encrypted data

25 117.

The I/0 portion 103 receives a'plaintext data

from the outside and puts it in the memory 111.



- 5- receiving the plaintext and encrypting the plaintext, wher ein
the nmethod of the second aspect is executed to generate a random
nunber for each plaintext and use the random nunber as the key of the
first block of the 5 plaintext to be'bﬁ%ﬁypted. Thi s second net hod, -
therefore, has a different key of  the first block to each pl ai nt ext
and t hus enabFestheroveheolgOt perpiohl 803 recedfveshe tompgeissinti wsid

. et hod. Further, the encryption is often executed in 10
associ ati on wenhryptangoapstructaonAsndspassesi Bédtonthe cpageel2l to 247
of "The Data ConE(ession Book" in Japanese Toppan (1994), the

conpr essi on | Boskéent é84+o0 On theppiberahpnd.t then I4P prEtaPai A08xt with a
shorter bit araiﬁ. A glurality of, corres ogﬁ nces_ar.e provided 15
between the bFEafFaFhe SPTPKRESERFCRIG: SPREYPIS e 117 fZRpm the

compr essed. dafgy th 2660LAANGE LD 3t B dhe oueBIBESt RhekEnknvention.

control portion 104 receives'the compressing and
encrypting inétruction from the I/O portion 103, the
control portion 104 starts the random number_generating
portion 105 for generating a random number and then

10 starts the key generating portion 106 for generating a
work key. Next, the control portion 104 reads the
plaintext data 112 from the memory 111 and iteratively
executes the five processes including the compression
108, the pre-encryption 109, the post-encryption 110,

15 the correspondence change 107, and the work key change,
thereby compressing and encrypting the plaintext data.
The control portion 104 will be discussed below.

In order to implement the random number

generating portion 105, it is possible to use the

20 conventional method for generating a random number as
is described in-pages 61 to 86 of Japanese literature
"Introduction_to Cryptography Theory”, Kyoritu edition
(1993). As an example, this method is executed to set
a proper initial value to a random number 113 in the

25 memory 111, read the previous random number 113 each
time the random number generating portioﬁ 105 is

started, apply the cryptanalysis to the previous random



met hod i ncludes the steps of entering or receiving data and
conpressing the data, wherein the nethod of the 20 third aspect is
executed to determ ne the correspogdgnce between the bit trains of the
bl ock of the plaintext and the conpressed data dependi ng upon t he

intermediate result _agiven in the process_of encrypting anot her bl ock.

The third a%"ﬂy’g&ernétl%odznaéf? tHe o e FTERS T, IFRE 1T _

correspondence  het th .t train of the bl.ock of the plaintext and

the bit P%t&%mﬁfﬂ'hé‘”@orﬁﬁ—e"e - ‘?i%&%’ﬁtzﬁé SRR A5 ¥Ndi ng

- 6- up | xt urther,_t Int ermedi.at e resul t
(y%ﬂdgﬁlﬂ E? #Hyfieﬂ: tﬂé anéB%lIﬂ%@ﬁﬁﬁﬁiiﬁa%ﬂuﬁqﬁi

given in thé process of encrypting ‘the data ted if the

key is obtaifagfhyy 1115 is rediiied Wit PR Penddh Hae oW the -

correspondence _
5 The key generating portion 106 is executed to

generate the work key 116 from the random number 113

land the common key 114. The work key 116 is executed

by the method as described in Institution for

Eiectronic, Information and Communication Engineers,
10 Transactions, Vol. E74, No.8, pp2l153 to 2159.

The correspondencelchanging portion 107 is
executed to change the correspondence 115 between the
bit trains of the plaintext data and the compressed
data on the work key. A specific example of the

15 correspondence depends on a specific cbmpression 108.
In this embodiment, the compressing portion 108
utilizes the Huffman compression. The correspondence
between the bit trains of fhe plaintext and the
compressed data in the process of the Huffman

20 compréssion is represented by tree-structure data.
called a Huffman ﬁree. This Huffman tree is changed
with the change of the correspondence 107. The
correspondence changing portion 107 will be discussed
below.

- 25 . The compréssing portion 108 utilizes the
Huffman compressipn as mentioned above. According to

the Huffman tree of the correspondence 115, the bit



5 between the bit train of the block of the plaintext and the bit
train of the conpressed data is changed unl ess t he key is obtained.
The third aspect nethod, therefore,%ﬁggbles to use the conpression as

a kind of cryptosystem offer the s effect as the increase of 10

t he rounds, and thereby prevent the differential and the |i near
crypt anal ysestrain of BREEP1BESCRKPTHENaCEsTHEPDRA®ANGSth the bit Fig.
1 is a block diagramshowing a . functional configuration according to a
first 15 enbbdrABnPiofheneopprssred Arsat ifon; compressing the Fig. 2 is a

I TR L e e AT
Present | ekl o et oaglnmer Rt ar bR AT VAR 59,
5 of ”"Data Compression Handbook”; Toppan 1994.

The pre-encrypting portion lb9 is executed to
encrypt the daﬁa with the work key 116 as a parameter
as described in the pageé 33 to 59 of #Introduction to
Cipher Theorvy®, Kyouritu, edition., 1993. Like the

10 pre-encrypting portion 109, the post-éncrypting portion
110 is executed to encrypt the data with the work key
116 as a parameter by the conventional method.
Fig. 2 shows the detail of the operation of
the control portion 104. At a step 201, the random
15 number generating portion 105 is started for generating
a random number. At a step 202, the key génerating
portion 106 is started for generating the work key and
then setting the initial value of the work key 116.
Then, at a step 203, the control portion 104 reads the
20 plaintext data 112.

At a step 204, when the compressing pqrtion
108 is started, the next symbol of the plaintext data
is compressed. Herein, for compressing the plaintext
data, the compressing portion 108 is executed to

25 transform the symbol (bit train) of the plaintext data

into the compressed bit train according to the

correspondence 115. At a step 205, it is determined if



conpressed data used according to the first enbodi nent of the present

I nventi on; Fig. 4 is a diagram show ng a transformation 25
of the Huffman tree used in the nethad gnd the apparatus according to
the first enbodi nent of the present invention;

-7- Fig. 5is a block diagramshow ng a functiona

confi gur at i SMPER cF dFfR) eoMRreseefdata thamodhachtoek $heepfesent
i nvention; and hart showi ng an operation of

5 a control PRREARAEXEEHER $£g$ﬁ%?n;f%gﬂggg€ﬁ?h%peratl%ﬁp%9%§u Caccor di ng
to the second enbodl§ent Pf 1€ comprfiSSE atiVElt8ls than the
block size, the operation of the.step 204 is repeated.
5 At a step 206, oﬁe block of thé compressed
data is applied to the pre-encrypting portion 109 for-
encrypting the block. The pre-encrypting portion 109
uses the work key 116 as a parameter. At a step 207,
- the result of the pre-encrypting portion 109 is stored.
10 - At a step 208, the pre—encfypted result is applied to
the post-encrypting portion 110 for encrypting it.
Herein, like the pre-encrybting portion 109, the post-
encrypting portion 11O uses the work key 116 as a
parameter. Then, the additional data of the work key
15 to the compressed and encrypted data is stored as the
compressed and encrypted data 117 in the memory 111.

At a step 209, the correspondence 115 between
the bit trains of the plaintext data and the compressed
data is changed on the pre-encrypted result. At a step

20 210, the work key 116 is replaced with the pre-
encrypted result. Then, at a step 211, it is
determined if the overall plaintext data is processed.
If yes, the process is terminated. If no, the
operation goes to a step 212.

25 At the step 212, it is determined if a given
number of encrypting blocks are processed. If yes, the
operation returns to the step 201. If no, the

operation returns to the step 204. The reason why the



DESCRI PTI ON OF THE PREFERRED ENMBCDI MENTS Two enbodi ments of
the present invention will 10 be described with reference to Figs. 1 to 6.
Fig. 1 is a functional arrangenent of Lh? _ first enbodi ment of the
present invention. A block 101 denot@s a conpleted information
processi ng system A bl ock 102 is a process inplenented by a central
15 processi ng op§iratasd Fetuymsa foutthet stier0R0IniwiliThe descujhedk 102

i ncludes an |1/ O_portion 103, a control portion 104, a random nunber
generating pofEiow- 10§°“§’Uter H?@?r@&%rl&ﬂlrﬁ?%ﬁrltqgorﬂlﬂ)@teé’%&fr espondence
changi ng ortlon 10 a.co e55|n rt n 108,, a pre 20 encr tin
portion 109, &nS -a%pfay- rrp dlnglﬂ?d“ﬂ‘ E?U(ﬁ;k Bis gp °

st or age unit such a

Stores t data 112,
r andom nunber &5 nﬁlao&"oﬁ‘}%}?rlé’ey? %Ilﬁ?p 9% or?orcgﬂggi

correspondgnees 113, WRik KR¥dakhEne and O S35k, FAIIR o0 a2

{pre-encrypted result) in the process of encrypting one
block is made to be a parameter for Eompressing and
encrypting the next block. In decompressing and
restoring the compressed and encrypted data that is an
10 output of this embodiment, it is necessary to use the
same parameter as that used in compressing and
encrypting the data. Hence, the intermediate result
given in the process of decrypting one block is
required to be set as a parameter for decrypting and
15 decompressing the next block. Hence, if one erroneous
bit appears in the compreésed and encrypted data while
the data is communicated or stored in a file, the
intermediate result in the decrypted block containing
the erroneous bit is made erroneous. As a result, the
20 parameter for decrypting and decompressing the next
block is made erroneous. This error is propagated to
the last block of the data.
The improvement in the error correcting
technique of the communication and the file storage
f25 results in substantially proteéting an application
layer fpr which the_present invention is intended, from

being erroneous. Hence, the error propagation is



The 1/0O portion 103 receives a plaintext data fromthe outside and
puts it in the nmenory 111. o _ - 8-

Further, the I/O portion 103 receives_a gogpressing and encrypting

i nstruction and passes it to the controﬁ portion 104. On the other
hand, the 1/0O portion 103 reads the conpressed and encrypted data 117
fromthe 5DfSHAEYPLILI ignh@nyusysiten to yhigh dhssinfesepednvantion

control portion_104 receives the_conpressi and encrypting
instruction EPRHESe | F@WSHrecri'or’fthg%pﬁﬁédnngSt@S}ﬁ Y R BV IERE start s

number and { ERE2180 SERAre SORESES) Soridr SEPRy pdvt 1 TBETSIE gener ating a
work key. Nexbot9cfont Ao 90 Wit SRS se 1 PlAlURfata 112
5 to restrict the number of the error propagated blocks.
The foregoing returning operation from the
.steps 212 to 201 meets with this requirement. That is,
if the number of the error propagated blocks reaches a
given value, at the steps 201 and 202, the operation.is
10 executed to reset the work key to a value that is
independent of the intermediate result in the
encryption of the previous block, which makes it.
possible to avoid the error propagation.
Next, with reference to Figs. 3 and 4, the
15 operation of the correspondence changing portion 107
will be described. In the Huffman compression, the
correspondence 115 between the bit trains of the
plaintext data and the compressed data is represented
by the Huffman tree. Fig. 3 shows an example of a
20 Huffman tree. This Huffman tree is a binary tree in
which a right and a left branches are spread at each
intermediate node. The right and the left branches
contain a value of 0 or 1, respectively. The end node
represents one symbol of the plaintext data. The
25 connection of the branch values from the end node to
the root node represents a bit train of the compressed
data for the symbol represented by the end node. For

example, the bit train of the compressed data for i is



executes the five processes including the conpression 108, the
pre-encryption 109, the post-encryption 110,. 15 the correspondence change
107, and the work key change, theﬁef¥ conpressing and encrypting the
pl ai nt ext dat a. The control portion~104 will be discussed bel ow

In order to inplenment the random hunber generating portion 105, it is
possi bl e t o u3é00hand2@hecbthentradnabfmeheodohptegeerer dkitag farr andem nunber
as is described in pages 61 to 86 of Japanese literature

I ntroduction 080Cr yptography Theory", Kyoritu edition (1993). As an
exanple, this nethod is executed to set a proper initial value to a
random nunber 113 in t hEhe2gornespepdence chatging perskionslPandsm nunber
113 each time the random nunber generating portion 105 is

started, appl §teKEeEr PBt Bhe FoRsred Pﬁ@tﬁPévﬂQgs rgﬁgoﬁprrespondence

5 changing portion 107 is executed to add numbers to the
intermediate nodes of the Huffman tree. Specifically,
the nodes are numbered in such a manner that a first is
added to the root node, a second and a third are added
to a second stage node from left to right, a fourth and

10 a fifth are added to a third-stage node from left to
right, and so forth. That is, the numbering is
executed from top to down and from left to right.

Then, the values given to the right and the left
branches of the intermediate node are replaced with

15 each other according to the work key. Specifically, if
the i-th bit of the work key is 1, the values given to
the right and the left branches of the i-th
intermediate node are replaced with each other. (if it
is zero, no replacement is done.)

20 In Fig. 4, a block 401 indicates a
transformation of the Huffman tree shown in Fig. 3 on
the assumption that the work key is 1100100... A block
402 indicates a transformation of the Huffman tree
shown in the block 401 on the assumption that the work

25 key is 1010110... The work key is assumed to have a
sufficiently large number of bits and if any bit of the

work key exceeds the intermediate node number of the



-9- nunber 113 inside of the random number generati ng portion 105,

and set the encrypted result as a new random nunber. Further, the
random nunber 113 in the menory 111 48 replaced with a new random
nunber . 5 The key generating portion 106 is executed to
generate the work key 116 fromthe random nunber 113 and the common key

114. The wor kKHgBimanetreeexekatedt is bgnerednihhbbeagonrsepPpéanta
Institution for . Electronic, Information and Conmuni cati on Engi neers,

10 Transacti oFR2NgHRY BYULIRR. 807 pp2153 to 2159. - The
correspondence changinaggor I on 107_i$ . executed to changg t he
correspondence 115 bet wBdh IPESI01ng, Fe3CLiREIoR 1R CORGETEERtWHERa and t he
conpressed . data_on t rk_ke specific, exanple.of th 15

cor T capondencEfebrat SHEdERERl PE EBRnressrth 1BenEi0n , Fhrs

embodi menty 06, CONPI 633 NEnBRYbL Oy Benoa Hib! baER LPEakYLETRD

conpr essi on. € COrrespon
secure more rounds for preventing the linear and the

 differential cryptanalyses. This preventing method,
however, has a drawback of increasing the processing
time. On the other hand, the method of the foregoing
10  embodiment has been arranged to change the work key for
each block. This change makes it impossible to perform
a statistical operation for estimating the key, thereby
keeping the ciphértext data from the differential and
the linear cryptanalyées. The work key for each block
15 is an intermediate result given in the process of
encrypting the previous block. This method, hence,
does not need an extra processing time for changing the
work key. As described above, the method of this
embodiment enables to prevent the differential and the
20 1linear cryptanalyses without any increase of the
processing time, thereby improVing the cipher-
performance and the strength capability to the
cryptanalysis.
Further, according to the first embodiment,
25 in the compressing process, the correspondence between
the plaintext_data and the compressed data may be
changed for each block depending on the intermediate

result given in the process of encrypting the previous



between the bit trains of the pl ai ntext and the conpressed data in the
process of the Huffman 20 conpression is represented by tree-structure

dat a called a Huffman tree. This kM{énan tree is changed =~ wth the
change of the correspondence 107. The = ~°correspondence changi ng portion
107 will be discussed - bel ow. 25 The conpressing portion 108

utilizes the blockuf f Bhe énhpruedishearesuiti cannobtbbeecesnimetedng to

the Huffman tree of the correspondence 115, the bit

- 10 - t FBLASSf thBekpYalfit eRF2dBLE .| sIEePrABEdtHRENTHBe bit ~train
of the conpressed data_for congressing thﬁ ) glaintext-data. The Huffman
conpr essi on i SOFESPPPRACRGe PetweRB EBRVRhELIBREKNERRBI2RE &BScribed in

- pages 21 to 18§mpressed data is not estimated. The method of this

5 embodiment can use the compression as a kind of
encryption. The compression may present the same
effect as the increase of the rounds and be used for
keepig the ciphertex data from the differential and the
linear cryptanalyses.

10 Fig. 5 shows a functional arrangement of a
method according to a second embodiment of the present
invention. This is intended for decrypting and
decompressihg the encrypted'data compressed by the
method of the first embodiment for obtaining the

15 original plaintext data. A block 501 denotes a
completed information processing system. A block 502
denotes a process implemented by a central processing
unit and an I/0 unit, which process includes an I/0
portion 503, a control portion 504, a random number

20 reading portion 505, a key generating portion 506, a
correspondence changing portion 507, a decompressing
portion 508, a pre-decrypting portion 509, and a post-
decrypting portion 510. A block 111 denotes a memory
realized by a RAM, a disk, or the like. The memory 111

25 stores compressed and encrypted data 512, a random
number 513, a common key 514,.a correspondence 515, a

work key 516, and plaintext data 517.



5 of "Data Cbnpreséion Handbook", Toppan 1994. The

pre-encrypting portion 109 is executed to encrypt the data wth the
work key 116 as a paraneter - as desgri bed in the pages 33 to 59 of
"Introduction to C pher Theory", Kyouritu, edition., 1993. Like the
10 pre-encrypting portion 109, the post-encrypting portion 110 is
executed to encrypt th&heatld unartdien ROk i executed g anplyardet er by
t he conventional nethod. Fig., 2 %ggms t he detai]| of the
operation of compresred #G Angomtesh dae Wom e PWeids Y andom 15

nunber generati or t 105 | t f t.i d

nunber . A ss‘i%%%cfﬁ‘we;‘k"éﬂi’?’e]ra]atﬂb‘ = ey (i TR R ted for
generating t r e t he: t] .1 nital I f th Kk
tey 116, ' Bohae SRR ro rAdEiE A PR didos Teads the 20
pl ai nt ext 5dat<:?eocgc;rtl?pressing dinstt'hruct'i%n aar%igfh%%%%%ﬂ:ﬁ@ecMFSSi ng

portion S started, e next sy e plalntext data.
portion 504. On the other hand, the I/O portion 503 is

also executed to read the plaintext data 517 from the
memory 511 and put it to the outside. When the control
portion 504 receives the decrypting and decompressing

10 instruction from the I/0 portion 503, the control
portion 504 is executed to start the random number.
reading portion 505 and read a random number added to
the compressed and encfypted data 512. Then, the
control portion 504 is executed to start the key

15 generating portion 511 for generating the work key.
Next, the control portion 504 is also executed to read
the compressed and encrypted data 512 frdm'the memory
511 and repeat five operations comprised of the pre-
decryption 509, the post—decryption 510, the

20 decompression 508, the correspondence change 507, and
the change of the work key, to decrypt and deéompress
the compressed and encrypted data. The control portion
504 will be discussed later in detail.

The random number reading portion 505 is

25 executed to read the random number added to the
compressed and encrypted data 512. This random number
has been used for generating the work key in the method |

of the first embodiment.



'is conpressed. Herein, for conpressing the plaintext data, the
conpressing portion 108 is executed to 25 transformthe synbol (bit train)
of the plaintext data - into the camygssed bit train according to the
correspondence 115. At a step 205, it is determned if nor e of

the conpressed data th the bl ock size for . _C tanal ysis i g stored.
|f so, the operation gggget Y gen%rg?EBQZE%Ft+?nt%égcbﬁp?%§gﬁﬁe§aF8 i s

lsessht o N renerebh S ouSth ek SR O EReCkahBBuchERoE 513 RR°T B
tot - | ' 09 [ h
or - oncr ypt | ngPbor PRaai BY 5147 KAE, commofikpY b Enag s heBine 0. & a

step 207, yaiBe EESHhE EbmhBE REG- E1E’ ¥BLANgnPEREI €49 i stored.

5 embodiment. Hence, since the random number and the
common key are the same as those used in the first
embodiment, the work key 516 to be generated by the
method of the second embodiment is the same as the work
key 116 used in the method of the first embodiment.

10 The correspondence changing portien 507 is
executed to change a correspondence 515 between the bit
trains of the compressed data and the plaintext data on
the basis of the work key. The concrete correspondence
aependS'on the concrete decompression 508. The method

15 .of this, second embodiment uses the Huffman
decompression for the'decompressing portion 508. As
described in pages 21 to 103 of “The Data Compression
Book” Toppan (1994), the Huffman decompression is a
reverse transform of the Huffman compression. Like the

20 first embodiment; the correspondence between the bit
trains of the compressed data and the plaintext data is
represented by a Huffman tree. Hence, the
correspondence changing portion 507 is executed to
change the Huffman tree in a similar manner to the

25 correspondence changing portion 107 included in the
method of the first embodiment. Since the

correspondence changing portion 507 uses the same work



10 At a step 208, the pre-encrypted result i's applied to t he

post-encrypting portion 110 for encrypting it. Herein, like the
pre-encrypting portion 109, the post- _ encrypting portion 110 uses the
work key 116 as a par anet er . Then-,_]tane additional data of the work key

15 to the conpressed -and encrypted data is stored as the conpr essed
and encrypt edketatand methed Hef ehprging jthe Huffman treepasathesg 209, the
correspondence %}Qibetmeen it_trains of {he plaintext data and

t b
the conpressétfec in qehe W%tlé?%n%’ggtlb% fiesthremeadipered theufhangeds step
20 210, th K 116 i | dwth.th - . ted I t.
Then, at aesﬁ%%g%T§¥ F?e?;fsrt eg%%@?ﬁ%%éﬁh?g $£gt%%efﬁfggg{gpnsex{ezgta is

processed. e A 5 w the process is termnated. If no, the

operation goeém?o a step 212. 25 At the step 212, it is
determneq if a given qp d&&ﬁﬁﬁ r | d. If
yes, the % operation reet urns t%égt%%%t%%ﬂz%% bﬁ%(?é:% aét’ﬁ%&@&&ség

perform the Huffman decompression as mentioned above.
That is, according to the Huffman tree of the
correspondence 515, the bit train of the compressed
data is replaced with that of the plaintext data to

10 decompress the compressed data. The decompressing
portion 508 is a reverse transform of the compressing
portion 108 and uses the same Huffman tree as that of
the first embodiment. Hence, the decompressing portion
508 enables to transform the data compressed by the

15 method of the first eﬁbodiment back to the original
data.

. The pre-decrypting portion 509 is a reverse
transform of the post-encrypting portion included in
the method of the first embodiment. The pre-decrypting

20 portion 509 is executed to decrypt the data with the
work key 516 as a parameﬁer. The post-decrypting
portion 510 is a reverse transform of the pre-
encrypting portion included in the method of the first
embodiment. The post-decrypting portion 510 is

25 executed to decrypt the data with the work key 516 as a
parameter.  As mentioned above, in the second
embodiment, the pre—decryption is a reverse transform

of the post-encryption included in the first



operation returns to the step 204. The reason why the

- 12 - operation returns to the step 201 will be descri bed bel ow.
Comput er prograns Hmummuwmthesum?gt Fig. 2 my be stored in a
recording medi um such as a sem conductor nenory, a floppy disk or a

CD- ROM g enﬁoglnent the,internedi ate result
(pre- encrypteﬂmP%éhm??trnt fePBPbcESSTYPLAARY | Bt PngSYRESE tTaBFECKM s nmde

tob f th bl ock. |1
decomr essi ngo e P27 BR B PRACRnEOEERiPecaBt BRA BARF/WDER Ka¥asthat i s

L0 (QUEPU L LBl BngTROALOR B okl nlAc NGoTEgY cLE URE e sare

paraneter conpr essi trng the data. Hence,

the intermedi aLeygoubh, nendbYePnb b BRof" 828R Obe8FAYBibBE;ABRL D! 00K

5 enables to decrypt the compressed and encrypted data
inﬁo the compressed data.

Fig. 6 shows the detail of the operation of
the control portion 504. At a step 601, the operation
is exécuted to start the random number reading portion

10 505 for reading the random number. At a step 602,.the
key generating portion 506 is started for generating
the work key. As a result, the initial value of the
work key 516 is set as the same value as the initial
value of the work key 116 used in the first embodiment.

15 Then, at a step 603, the operation is executed to read
the compressed and encrypted data 512. |

At a step 604, the pre~decrypting portion 509
is started for decrypting one block of the compressed
and encrypted text. The pre-decrypting portion 509

20 uses the work key 516 as a parameter. At a step 605,
the pre-decrypted result is stored. The pre-decrypting
portion 509 is a reverse transform of the post-
decrypting portion 110 included in the first
embodiment. Hence, the pre-decrypted result has the

25 'same value as the value immediately before the post-
decryption performed in the first embodiment, that is,

the pre-decrypted result. At a step 606, the post-



required to be set as a paranmeter for decrypting and 15 deconpressing the

next bl ock. Hence, if one erroneous bit appears in the conpressed and
encrypted data while - the data is ¢o picated or stored in a file, the
intermediate result in the decrypted bl ock containing t he erroneous

bit is nade erroneous. As a result, the 20 paraneter for decrypting and
deconpr essi ngSEREYREANT POrtipgc R10s 1fnd&agiteshdoufurther daernts

P:rgfgggtrrgﬁt t ?ﬁhﬁhgetégﬁﬁlr %%E)ltg@g%ﬁg'%e%%&g%‘%h%&iﬁp 02 'comﬂ-;nhfcat i on and
1o\ B BB KRR Y L R A
erigneous. HegRg plleaRihObingPEdFL' %M 110 included in the first
5 embodiment. Hence, the post-deqrypted result is the

same as the value immediately before the pre-decryption

performed in the first embodiment, that is, the

compressed text of one block obtained by the

compressing portion 108.

10 At a step 607, the decompressing portion 508
is started to decompress one symbol from the head of
the compressed text of one block. The_decompressing
portion 508 is a reverse transform of the compressing
portion 108 included in the first embodiment. As

15 mentioned above, the Huffman tree for representing the
correspondence between the compressed text and the
plaintext is the same as the tree used in the first
embodiment. At the step 607, the operation is executed
to obtain the value before the compression, that is,

20 the symbol of the plaintext used in the first
embodiment. At a step 608, it is determined if the
remains of the compressed data of one block are larger
thén or equal to one symbol of the plaintext. If yes,
the operation returns to the step 607 at Which the

25 decompression is repeated. If no, the operation
returns to the step 609. At this step, the operation

is executed to store the remaining data of one block of



negligible in any systemto which the present invention applies.
However, the applied systens nmay be provi ded where no error correction
is done. If the present i nvention %2 applied to such systens, it is
necessary 5 to restrict the nunber of e error propagated bl ocks.

The foregoing returning operation fromthe steps 212 to 201 neets with
t hi s requi r efBAt compressed text pndt pddndtbée shet heagr odr timeo pegrat ed

bl ocks reaches a i ven val ue, at the steps 201 and 202, the operation

is 10 execuPelCkoOfebBE FREPESERSKe} oS 4Lvihgebirgk i obtaingfependent
of the internediate resulf,.in the encryption of _.the previouys bl ock,
whi ch makes it po85i ke FBeavépa'tﬁgee¥86FeBPSBQSHFFoﬁ.anglng
Next, with reference Figs, 3,and 4, the 15 operation of the
corresponden38r§ﬁ8ﬂgﬁh8 bSr £-8A TGy for Cgﬁ?ﬂﬂngeeggsEPFES&POPQGPHS Huf f man
BP0t (8o EPRCHIRERT LR BRI B chinpe.of (e
decrypted result. The pre-decrypted result is the same
as the result pre-encrypted by the first embodiment.
The correspondence 515 before change is the same as the
correspondence 115 of the first embodiment. Hence, the
10 correspondence 515 is the same as that of the first
embodiment even after the correspondence 515 is
changed. At a step 610, the work key 516 is replaced
with the pre-decrypted result. The pre-decrypted
result has the same value as the pre-encrypted result
15 wused in the method of the first-embodiment._ Hence, the
work key 516 has the same value as that used in the
method of the first embodiment even after it is
changed.
At a step 611, it is determined if the
20 overall data of'the compressed and encrypted text is
pfocessed. If yes, the operation is terminated. 1If
no, the operation goes to a step 612. At this step
612, it is determined if a given number of blocks have
been pfocessed. If yés, the operation returns to the
25 step 601 at which the random number is newly read from
the compressed and encrypted text 512. If no, the

operation returns to the step 604 at which the the next

block of the compressed and encrypted data is



by the Huffman tree. Fig. 3 shows an exanple of a 20 Huffman tree. This

Huf fman tree is a binary tree in - which a right and a left branches are
spread at each i nternedi ate nodeu_Pﬂgifight and the |l eft branches
contain a value of 0 or 1, respectively.““The end node represents one

synbol of the plaintext data. The 25 connection of the branch values from
the end node decryptedhe Thetnuwderreprbiecks usedt foratheof the conpressed

data for the synbol represented by the end node. For .exanple, the bit

train of the derprBtiadienatatibhejstep 612 is set as the same value -
14 - 1000 and the bit trajn of the c ressed data for his 010.

The correspon@%n%%aﬁh%ﬂ@¢nbnp59?i%ﬁtﬁﬁg ?gnghe %éFﬁFt@Hbﬁ9lPﬁEtcon@Pol

portion 104. ghgeggié?sgﬁgdggggod_of updating the random number is

5 the same as that used in the method of the first
embodiment.
Computer.programs for impleménting the steps
of.Fig. 6 may be stored in a recording medium to be
- loaded in the system.

10 The foregoing description has been concerned
with the second embodiment. As described above,
according to the second embodiment, the method has been
arranged to decompress and decrypt the data compressed
and encrypted by the method of the first embodiment for

15 recovering the original plaintext data. Many of the
currently used encryptions are arranged to repeat the
fundamental functions for encrypting the plaintext data
or repeat the reverse functions of those fundamental
functions for decrypting the ciphertext data. The

20 repetitive times of the reverse functions used in the
decryption are equal to the repetitive times of the
.functions used in the encryption. The method of the
first embodiment has been arranged to cope with the
differential and the linear cryptanalyses without

25 having to increase the rounds (repetitive times of the
fundamental.functions). Hence, the method of the

second embodiment does not need to increase the rounds



5 changing portion 107 is executed to add nunbers to the I ntermedi ate

nodes of the Huffman tree. Specifically, the nodes are nunbered in
such a manner that a first is adde % to the root node, a second and a
third are added to a second- st age tbde fromleft to right, a fourth
and 10 a fifth are added to a third- stage node fromleft to ght,
and so forthfofhaheléecrhptmonberAagdescrlbedeib@UEedthﬁomﬁtbﬂdﬁooéomn and
fromleft to right. Then, the values given to the right and the |left

branches of the Eanrstnenfiathensgeondcembpiabentsi enabis ESCRHSFMQF
according to the work key. Specifically of the work

key is 1, theh¢afatd @P@eﬁeFEYPt iti p8 k?@ﬁﬂngnﬁhﬁhﬁlggfﬁ HF nches of the

i-th i nternedi ate no are . repl aced with each_ot
zero, no repP%EEM@HPOPsWHEﬁBUF ?Ugng €5 increpger t§ Rroggﬁﬁééé 401

i ndi cates_a transformation.of the Huffrman tree shown in Fig. 3 on
t he assunﬁtlBﬁ Bhat the work key is 1100100... A block

As is obvious from the foregoing description,
the method.according to the present invention is
arranged to prevent the differential and the linear
cryptanalyses without increasing the processing time in

10 the encrypting process and the compressing and
éncrypting process. This makes it possible to improve
the processing performance and the cipher strength to
the differential and linear cryptanalyses. The
informétion processing system according to the present

15 invention may include a usually used hardware or
software means for allowing down-loading of the
programs implementing the steps of Fig. 2 and/or Fig.

6.



402 indicates a transformation of the Huffrman tree shown in the bl ock
401 on the assunption that the work 25 key is 1010110... The work key is
assunmed to have a sufficiently |arggcnunber of bits and if any bit of
t he wor k key exceeds the internedi alé node nunber of the

- 15 - Huf fman tree, the bit is ignored in the correspondence
‘changi ng por WHAT gy CLAIMED IS: The foregoing description is concerned

with the first enmbodi,ment of .the present |nventio The . 5
conventlonal]encryptln@Qﬂ%ﬂﬁéfWﬁ£39ﬁa AGSSHHg MeFhod cQRiingy e rounds
or, prevents i e Joest, sn g o SLLSLER (ol s apRbI g0, T
processing . phidiftd® 41 QSN a LS BSOS, Oéaifcﬁ‘edi@é €994 N9
5 intermediate result given in the process of encrypting
another portion of said data or a value derived on the
intermediate result; and encrypting said data using
said parameter.
2. An information processing method including
10 the steps of: entering or receiving data; dividing said
data into plural blocks, and sequentially encrypting
said blocks through said encrypting step; providing as
a parameter for encrypting one of said blocks an |
intermediate result(s) given in the process of
15 encrypting one or more blocks previous to said block or
a value(s) derived on the intermediate result(s); and
encrypting each of said blocks using said parameter to
encrypt said data.
3. An information processing method comprising
20 the steps of: entering or receiving data, dividing said
data into plural blocks, and encrypting said blocks in
parallel through the effect of said encrypting step,
said encrypting step comprising using as a
parameter for encrypting one of said blocks at a time
25 point on a processing process a calculated one at said
time point of intermediate results given in the process

of encrypting one or more blocks rather than said block

* ¢ L M § =



10 enbodi ment has been arranged to change the work key for This Sheefigdd Ben®eflaced

This change nmakes it inpossible to perform a statistical _
estimating the key, thereby keepi_nth he ci phertext data m! IL'!'J
differential and the | inear cryptanal yses. The work key for

15 is an internediate result givén in the process_of encrypting the
previ ous bl oc¥ arhiastusetdasdivete e, said callgusl #rd nigdeearedda@t@ processi ng
time for changing the wor k key. As described above, the nmethod of this
enbodi nent e &R t+0 prevent the differential and the 20 |inear -

cryptanal yses wi t hout any .increase of the . rocessjng tine,, thereby

i nprovi ng” t hé i pher A lﬁ’&?ﬁ%ﬁ?&ﬁ&p&ﬁ&qﬁﬁrﬁp%&# 119*F to the

crypt anal ysi s. . Further, accordin the_first enbodi nment,
25 in the co%ﬁ}eeésq?gg porfo'cee&t,e]ﬂ&g coorr rléescpedhv eéagteat'v\ece?{npr SSSIMNE

pl ai nt ext Sdatstaargdqi%r#éﬁnga rm&q[gal JBY3 bc?ompresé:élf”}ﬂaqga,f or each bl ock

dependi ng “on Iate
said data encrypting step comprising

determining a correspondence between a bit train of a
portion of said data to be cgmpressed and a bit train
.of a portion of the compressed data depending on an

10 intermediate result given in the process of encrypting
another portion of said data.
5. An information processing method comprising
the steps of: entering or receiving data, compressing
said data, encrypting said compressed data, dividing

15 said data into plural blocks, and sequentially
compressing and encrypting said blocks through the
effect of said compressing step and said encrypting
step,

said data encryptihg step comprising

20 determining a correspondence between a bit train of a
block of said data to be compressed and a bit train of
- the compressed data on an intermediate result given in
the previous encrypting process of one or more
compressed and encrypted blocks.

25 6. '~ An information proéessing method comprising.
the steps of: entering or receiving data, compressing
said data, encrypting said compressed data, dividing

¢

/
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result given in the process of encrypting the pt glsﬁyémasBeenReplaced

- 16 - bl ock. . The internediate result cannot unl ess
the key is obtained. It means that the correH en t he
pl ai ntext data and the - conpressed dafd i"'s not nmet hod of

this 5 enbodi nent can use the conpression as a kind of encryption.
The conpr essi aaidbydgueesiarto tdgiarsdnblocks efdret tcanprdesimrraaase of the
rounds and be used for keepi g the ciphertex data fromthe differenti al
and the lenmaptimmtsaial yelexks 1 parallel tfinpudh shmvseffdéamct i onal
arrangenent of a met hod according to a second enbodi ment of the present
i nvention. Thicf |S§Md1t0@#mﬁ5¥3}rn%§&%mtar¥% epryptinge @R essi ng t he

encrypt ed data conpressed by the . .. L.
said encrypting step comprising determining a

5 éorrespondence between a bit train of a block of the
data to be compressed and a bit train 6f the compressed
data on a calculated one at the time point of
intermediate results given in the previous encrypting
process of one or more blocks rather than said target

10 Dblock. |
7. An encrypting method as claimed in claim 1,
wherein the operation at said encrypting step is
composed of n processes, wherein ml, m2, ..., mk is an
integer of 1 £ mk € n and the intermediate result in
15 said encryption is an ml-th processed result, an m2-th
processed result, ..., an mk-th processed result.
8. An encrypting method as claimed in claim 2,
wherein the operation at said encrypting step is
composed of n processes, wherein ml, m2,... mk is an
20 integer of 1 € mk € n and the intermediate result is

said encrypting process is an ml-th processed result,

an m2-th processed result, ..., an mk-th processed
result.
9. An encrypting method as claimed in claim 3,

25 wherein the operation at said encrypting step is
composed of n processes, wherein ml, m2, ..., mk is an

integer of 1 € mk £ n and the intermediate result in

THIS SHEET HAS BEEN
~ REPLACED
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met hod of the first enbodi nent for obtaining the 15 ori gi nghjs Shedi Hak Béeh Replaced.
data. A block 501 denotes a conpl eted i nformati on proces
A bl ock 502 denotes a process i npl a?snt ed by a central pqmmﬂuﬂ

unit and an 1/O unit, which process inclardes an I/0 porti ,
control portion 504, a random nunber 20 reading portion 505, a key
generating poaidrersOyphing preeesesiwrtemk-thapgpeesped tresuboy, a
deconpressi ng portion 508, a pre-decrypting portion 509, and a post-

decrypting pcdi iRAr L @rocestrdk nagutenot es: AMENETYR Processedzed by a
RAM a disk, or the like. The menory 111 25 stores conpressed and

_encrypted(ﬁﬂ?ﬁ%ﬂkﬁ°a.random nunber 513, a common key 514, a
correspondencg, 515, & p ARV P LS ENRY A ST,

5 wherein the ope:ation at said encrypting step is
composed of n processes, wherein ml, m2, ..., mk is an
integer of 1 € mk £ n and the intermediate result in

sald encrypting process is an ml-th processed result,

an m2-th processed result, ..., an mk-th processed
10 result.
11. An encrypting method as claimed in claim 5,

wherein the operation at said encrypting is composed of

n processes, wherein ml, m2, ..., mk is an intéger of 1

s.mk € n and the intermediate result in said encrypting
15 process is an ml-th processed result, an m2—th

processed result, {.., an mk-th processed result.

12. An encrypting method as claimed in claim 6,

. wherein the operation at said encrypting step is

composed of n processes, wherein ml, m2, ..., mk is an

20 integer of 1 £ mk £ n and the intermediate result in

said encrypting process is an ml-th processed result,

an m2-th processed result, ..., an mk-th processed
result.
13. An encrypting method as claimed in claim 1,

25 wherein at a time point on the process, said parameter
for encryption or said correspondence between the bit

train of said input data and the bit train of said

THIS SHEET HAS BEEN

- i




he I/O

portion 503 is executed to receive_ aglecrypting a %IHH si ng
i nstruction and pass it to the control portion 504. e ot her hand,
the 1/O portion 503 is al'so executed to read the plaintext data 517
fromthe W?S§§q dakapi® Fhapgedndngqt i H@lu%gha'ﬁhéoéﬁn{l?%l
portion 504 receives the decrg tlng and deconpressing, 10 ingstruction from
Phe 170 port| Seo8ta ot ning oret BrmedidfS, fE8RIB G Peroacteed t o start the
random nunber r eadi n ortion 505 and read a random nunber added to
t he conpresse%ngﬁﬁp%h%g Ygﬁeﬁgta 512. Then, the control portion 504 is
executed to sjart the kgy t r1ilo o ting the

12 d%??%?gﬁﬁ ﬂé@h 5% Slgéﬂeé {ngffﬁiﬁ-é g the

wor k key. Next, the c po tlon S SO exec to fead

the conpr gfseﬁhéf‘é’lﬁnéﬁ y@@ﬂn@%élﬁézoﬁr%tﬁfo@@@r Ythe paPahefBg repeat

five operations conprised of the pre-
for encryption or the correspondence between the bit

The 1/ 0O portion 503 is executed to apply the ' com@Séb3$Hméhw
data fromthe outside and store it in a nenory: 51
S

train of the input data and the bit train of the
compressed data is changed into a value that does not
depend on the intermediate result given in said

10 encrypting process. |
15. An encrypting method as claimed in claim 3,
wherein at a time_point on the process, the parameter
for encryption or the correspondence between the bit
train of the input data and the bit train of the

15 compressed data is changed into a value that does not
depend on the intermediate result given in said
‘encrypting pfocess..
16. An encrypting method as claimed in claim 4,
wherein at a time point on the process, the parameter

20 for encryption or the_correspondence between the bitl
train of the input data and the bit train of the
compressed data is changed into a value that does not
depend on the intermediate result given in said
encrypting process.

25 17. An encrypting method as claimed in claim 5,
wherein at a time point on the process, the parameter
for encryption or the correspondence betﬁeen the bit

train of the input data and the bit train of the

———— " [7HIS SHEET HAS BEEN
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decryption 509, t he post-decryption 510, the 20 deconpressimmisﬁﬂéi:;Hisﬁhﬂﬂ?«Tm=d

correspondence change 507, and thé change of the work key
and deconpress t he conpressed and %&F[ypted data. The con
504 will be discussed later in detail.” The random nunber

reading portion 505 is_ 25 executed to read the random nunber added to the
conpressed anePrEREeSHe@dad al 51chamed Fakdom iahperthat daas peen used
for generating the work key,in the_pethod of the first _enbodi nent.

- 18 - epend OF PN ANERTRPAI 1Y PBFETbnIEYENi $nek@tdted to
generate a work key 516 fromthe random nunber 513 and t he conmon key
514. The conmoRCREYTH19 RERCEHR: sane val ue as the common key 114 used

in the flrSt'18. An encrypting method as claimed in claim 6,

5 wherein at a time point on the process, the paraméter
for encryption or the correspondence between the bit
train of the input data and the bit train of the
compressed data is changed into a value that does not
depend on the intermediate result given in said

10 encrypting process.
19. An encrypting method as claimed in claim 7,
wherein at a time point on the process, the parameter
for encryption or thé correspondence between the bit
train of the input data and the bit train of the
15 compressed data is changed into a valﬁe that does not
depend on the intermediate result given in said
encryptiﬁg process.
20. An information excrypting method comprising:
the steps of: entering or receiving data and encrypting
20 said data, said data encrypting step comprising
generating a random number; and setting said random
number or a value derived on said random number as a
parameter for encrypting said data.
21. An encrypting method as claimed in claim 20,
25 wherein said random number is generated by repetitively
performing an encrypting process about an initial

“value.
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e e

5 enbodi nent. Hence, since the random number and t he TR BREt Hae BeanReplaced
the sanme as those used in the first enbodi nent, the wor e
generated by the nmet hod of the seco enbodi nent is th : '
wor k key 116 used in the nethod of the first enbodi nent.

The correspondence changi ng portion 507 is executed to change a
correspondence2%45 bet wekdh e yRting methed s otlaired ohprebaid ¥t a and
the plaintext data on t he basis of the work key. The concrete

cor r espondencevhereinyplpmal ohangem urbere JEeoRpResated BYs. The net hod
15 of this, second enpodj nment gses.the Huf f man dgco ressiog for the
deconpr essi ng POREF b BOHY RETIOTMinG Ehe \AReT At {9t 28R oSEBR 5PT" The
Dat a Conpr essi on . Book" . Toppa 199 t he_ Huf f pan_deconpression is a
reverse transf&Pmotcthe ?%*%ﬁﬁ%mgﬁ%ﬁW€§%?5n§nfiﬁ%laﬁgan 6mn$??§?rs
enbodi nent . t 0, S t | £, s LN
conpressedE%a?%?%n%é?H%ggggﬁ%ﬁgggf%gfgri€Sh£&ﬁt%% r%é%ﬁ%%% %érgbgﬁ?fnan
tree. Hence, tHe€ said data.

23. An encrypting method as claimed in claim 21,
wherein plural random numbers are obtained by _.
repetitively performing the operation of the step for

10 generating the random number and said random numbers
are set as parameters for encrypting various portions
of said data. |
24. An encrypting method as claimed in claim 20,
wherein the parameter.for-encrypting said data or the

15 information required for deriving the parameter is
added to the encrypted data. |
25. An encrypting method_as claimed in claim 21,
wherein the parameter for encrypting said data or the
information required for deriving the parameter is

20 added to the encrypted data.
26. An encrypting method as claimed in claim 22,
wherein the parameter for encrypting said data or thé
information required for deriving the parameter is
added to the encrypted data.

- 25 27. An encrypting method as claimed in ciaim 20,

wherein thé parameter for encrypting said data or the

information required for deriving the parameter is used
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correspondence changi ng portion 507 is executed to change—the+Huf fmam——

tree in a simlar manner to the 25 correspondence changin tign 107

i ncluded in the Tothod of the first snbodiment o nee Tanic Ak BeenReplaced
correspondence changi ng portion 507 usés3§hé sane wor k ﬂl]l“l“l mlm

- 19 - key and nmet hod of changing the Huffman tree as t°

in the net hod fofr decriviptdingesadi wmcryptied dadgged Huf fman tree is the
same as that of the first enbodi ment . 5 . . The deconpressing
portion 508 i 28execut edApoencrypsangorgthnd At CAainedc diprdadimor las

nment i oned above. . That is, according to the Huffman tree of the
cor r espondenc¥hsrein fhe,pargmgterofom, encamptddgedaid daga #1 &heepl aced

with that of th | ai nt ext dat,a to . .
in o%matQOn required for deriving the parameter is used

5 for decrypting said encrypted data.
29, An encrypting method as claimed in claim 22,
wherein the parameter for encrypting said data or the
information required for deriving the parameter is used'
for decrypting said encrypted data.

10 30. An encrypting method as claimed in claim 24,
wherein the parameter for encrypting said data or the
information required for deriving the parameter is used
for decrypting said encrypted data.

31. An encrypting method as claimed in claim 27,

15 wherein the operation of encr?pting said deta is
executed by a different computer from the operation of
decrypting said data, and the parameter for encrypting
said data or the information required for deriving the
parameter is communicated from the computer for

20 executing the encryption to the other computer for
executing the decryption.

32. An information processing apparatus
comprising:
means for entering or receiving data; means
25 for encrypting said data;
means for storing an intermediate result on
the encrypting process given by said encrypting means;

and
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10 deconpress the conpressed data. The deconpressing P OthisisRdat 1A BednReplaced
a reverse transform of the conpressing portion 108 and use

Huf fman tree as that of the first_eppodi ment. Hence, the dE“mEIH m'm;“
portion 508 enables to transform the data conpressed by th

met hod of the first enbodi nent back to the original ' dat a.

The pre-decrypting por tReANS000R §1'29F¢1’évé9‘ staid steredsinrermedigiee

post - encrypt%¥é%§intlon |nciude t he nethod of the flrst

enbodi ment . %%c?yﬁ? Wt c PBPEROH FBoS? L eXBEEFBEILR Becr ypt the

dat ith th t Th t-d t
pgr?igg 510 ﬁ%e%P}%v%ﬁs%'?%%ﬁE?% 5159p$%§ p?ﬁcryptfn ﬁ%?§5§fﬁéppgp?|on

included in t met hod i ost-decrypting
portion 510 é‘? exe}gc%t %B??EIH c?@ﬁr?cgé@%ﬂ%f%?%g{ﬁ%gmrk key 516 as a
par aneter. 5/¥béﬁﬁ§i . above, in the second enbodi nent, the

pre-decryption Is a reverse transform
means for entering or receiving data;

means for enqrypting said data; and
means for entering an intermediate result on
-the encrypting process given by said encrypting means
10 into the other encrypting means as a parameter.
| 34. An information processing. apparatus
comprising:
means for entering data;
means for compressing said data, aﬁd means:
15 for encrypting said data;
means for storing an intermediate result on
the encrypting process given by said encrypting means;
and |
means for entering said stored intermediate
20 result or a value that depends on said intermediate
result to said compressing means as a parameter.
35. An information processing apparatus
comprising:
means for entering or receiving data;
25 means for compressing said data and means for
encrypting said data, said compressing means and said

encrypting means being provided in plural pairs; and
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of the post-encryption included in the first This Sheet Has Been Replaced

- 20 - - enbodi nent, the post-decryption is a reverse tra
the pre-encryption therein, and the samne ipork key as thgﬁlm[lm%mul
enbodi ment is used for the decryption. Hence, the nethod

enbodi mrent 5 enables to decrypt the conpressed and encrypted data

into the conpressed datdteans for entering pAn glRIRKREAIRLQIHLFYLHIOR he

oper ati on. of the control portion 504. At a stef 601 tge oper ation
i's executed tdFRE FRCHHREIEHRMTRADILFRRIPRECRSr 1 03214 P 58524 or r eadi ng

th dom nunber ., _ At 602, th key. i i on 506 i
Startod for gaver o comStereng, o snondtiPEdReS bR bFa vl ue of

the wor K- KevsPdSs 18y SRbaS SPCR@BLNEL Usa P L8081 BhtiRbcer.

5 36. An information-proceésing apparatus as
claimed in claim 32, furﬁher comprising means for
changing a value stored in said means for storing the
intermediate result on the encrypting procesé into a
value that does not depend on the intermediate resﬁlt

10 on the encrypting process.
37. An informétion processing apparatus as
claimed in claim 33, further comprising means for
changing a value stored in means for storing said
intermediate result on the encrypting process into a
15 wvalue that does not depend on said intermediate result.
38. An information processing apparatus as
claimed in claim 34, further comprising means for
changing a value stored in means for storing said
intermediate result on the encrypting process into a
20 value that does not depend on said intermediate result.
39. An information processing apparatus as
claimed in claim 32, further comprising means for
calculating or storing the value that does not depend
on the intermediate result on the encrypting process
25 and means for entering the value as a parameter to said
encrypting means or compressing means.

40. An information processing apparatus as
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value of the work key 116 used in the first enbodi nent. 15 T?ﬁpmwggth b RBblaced

603, the operation is executed to read t he conpressed and
data 512. At a step 604, g pre-decrypting porti ﬂ l “l“"
is started for decrypting one bl ock of th conpressed and

text. The pre- decryptlng portlon 509 20 uses the work key 516 as a
parameter. At §laibgdedp claim BRe Fusthexr yoied isdag meansstfored. The

pre-decrypting portion 509 is a reverse transform of the post-
decrypting porF?&ﬁuifﬁlpﬁcPﬁd@&oFﬁthéhﬁlW@@ue thagBegisnset. L the
pre-decrypt ed resuk% has the _,25 sane yalue as the val ue i nmmedi ately before

t he post- DL PGRIPEAL B e dSPH 1N O the: SDBYRES PTORESS s,

Ehglpfe decrypteg m %%Etfor ent%&%%gG%%ldFQ%I%%§%S a parameter into

5 said encrypting means or compressing means.
41. ~ An information processing apparatus as
claimed in claim 34, further comprising means for
calculating or storing the value that does not depend
on the intermediate result on the encrypting process
10 and means for enfering said value as a parameter into
said encrypting means or compressing means.
42, An information processing apparatus as
claimed in claim 35, further comprising means for
calculating or storing the value that does not depend
15 on the intermediate result on the encrypting process
and means for entering said value as a paraﬁeter into

said encrypting means or compressing means.

43. An information encrypting apparatus
comprising:
20 means for entering or receiving data;

means for encrypting said data;
means for generating a random number; and
means for entering said random numbef of a
value that does not depend on said random number into
25 said encrypting means as a parameter.l
44. An information encrypting apparatus

comprising:
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decry'pti ng portion 510 is started to further decrypt tﬂﬁsih@éﬁaéBéQﬁRﬁﬁed

pre-decrypting portion 509. The -post-decrypting portion
reverse transform of t he pre-decr_yp%é ng portion 110 i ncll MIMIHHH
first 5 enbodi nent. Hence, the post-deCrypted result is th

the value imedi ately before the pre-decryption: . = performed in the first
embodi ment, that is, theeans fepppreestadtextrecesveng| dekaobt ai ned by the
conpressing portion 108,, 10 . At a step 607, the, deconpressing
portion 508 i s st aFtEHCt BREEXBHPREsECBRE EYHLBNCFYBRIREeSAcEd of
t he conpressea text of one block. The deconpressing portion 508 is a
reverse transPBFfof the conpr essi ng portion 108 included in the first
enbodi ment. As 15 nent] a , n e esenting the
correspondence between %%ggggn%$é§§%%5§%;$£éﬁ% Féé 8n£9§8?§$ﬁt§xt is the
sanme as thg t&ggugsgg 8 LpseEit st enbodi nent. At the step 607, the
~operation s execute !

means for entering an output value of said
second encrypting means or a value that does not.depend _
on the output value as a parameter; and
means for storing an output value of said
10 second encrypting means.
45, An encrypting apparatus as claimed in claim
43, further comprising means for adding said parameter
or information required for calculating said parameter
to an output value from said first encrypting means.
15 46. An encrypting apparatus as claimed in claim
44; further comprising means for adding said parameter
or information required for calculating said parameter
to an output value from said first encrypting means.
47. An encrypting apparatus as claimed in claim
20 43, further comprising means for decrypting data with
said parameter or the information required for
calculating said paramétér.
48. | An encrypting apparatus as claimed in claim
44, further comprising means for decrypting data with
25 said parameter or the information required for

calculating said parameter.

49, An encrypting apparatus as claimed in claim
e TTHIS SHEET HAS BEEN
REPLACED

e



to obtain the value before the conpression, that is, 20 th?m§MEHthﬂ£n ROSced
pl ai ntext used in the first enbodi ment. At a step 608, i mmm’ ll

determned if the remai-ns of the ¢ ressed data of one

| ar ger than or equal to one synbol of the pl ai nt ext .

operation returns to the step 607 at which the 25 deconpre55|on S
repeated. |f 4%, furkhayecanmyising neany rkox dedyriiw elara Arithis step,

t he operation i s executed to store the remai ni n a of one bl ock of
- 22 - 150 & RAFREISE (xithhd griQp tlff‘éﬂfe‘g%fgo‘%mf he next

bl ock of the c ressed text.if the block is obtained. At the
step 609, th&EXSHETRG S IPHAFHFE - portion 507 is started for
fﬂgnglrgg t he ﬁprrespon%%n ncr?lp%li%g a%?)taxlascust Q\e 1rneecld‘,;1 pend| ng on

5 44,_wherein said first and second encrypting means are
located in a different computer from said decrypting
means, the computer having said encrypting means
includes means for transmitting said parameter or the
information required for calculating said parameter,

10 land the other computer having said decrypting means
includes means for receiving said parameter or the
information required for calculating said parameter.
51; An information encrypting method'comprising
the steps of:

15 entering or receiving data;

encrypting said data; and

using as a parameter for encrypting a portion
of said data an intermediate result on the process of
encrypting another portion of said or a value that is

20 calculated from said intermediate value.

52. An information encrypting method comprising
the steps of: entering or receiving data; encrypting |
said data; dividing said data into plural blocks; and
sequentially encrypting said blocké through'the effect
25 of said encrypting step; and
said data encrypting step comprising using as

a parameter for encrypting a block intermediate results
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decrypted result. The pre-decrypted result is the sa Shdaﬂ{assmlﬂe laced -
pre-encrypted by the first embodi ment. The correspondenc

change is the same as the corresgog ence 115 of the firs

Hence, the 10 correspondence 515 is th&°sanme as that of the first

enbodi nment even after the correspondence 515 is changed. At a step
610, the wor RIkepesos mereceplacks encryvmtad defone sadst as@ t. The
pre-decrypted result has the same val ue ,as the pre-encrypted result

15 used in t N@lyet hbdtof st ke loulateshfgdmmeaid fat@emedi@te = work key 516
has the sanme val eas that used in the met hod of the first enbodi nent
even after |ESP@its. changed At a step 611, it is

determ ned if,the 20 t ress nd _encr.ypted text is
processed. |Pyes, the pe §9|0§E§8 SPE?X§%g§ %%0% Cﬁgprf%é “8peration
goes to asstegk6%%e t Jflis step 612, it is detern1ned If a given
nunber of “bl ocks ha

entering or receiving data;
encrypting said data, dividing said data into
plural blocks; and
encrypting said blocks in parallel through
10. the effect of said encrypting step; and
said data enérypting step comprising using as
a parameter for encrypting a block at a time point on
the process one or more calculated ones at the time
point of the intermediate results on the process of
15 encrypting one or more blocks rather than said block or
one or more values that are calculated from said
calculated intermediate results.
54, An information encrypting method comprising
the steps of:
20 . entering or receiving data, compressing said
data, and encrypting said compressed data;
said data encrypting step comprising
determining correspondence between a-bit train of a
portion of the input data to be compressed and a bit
25 train of the compressed data on the intermediate result
given in the process of encrypting another portion of

said data.
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been processed. If yes, the operation returns to the 25 steth
the random nunber i.s newy read from the conpressed and q ﬂl
512. If no, _

next
- 23 -

nunber

enbodi nent .

syst em

S

10

15

20

25

hees
t he operation returns tqQ the step 604 at whi

bl ock of the conpressed and‘eﬁ@ripted data is

| ¢h

il

_ decrypted. The nunber of bl ocks used for the - determination
at the step 652 is set Aas inffermamntovakneryptiag wmeaxhods edript ildieigret hod of
the first enbodi ment. As a result, the period of updating the random

5 tihiee stapes af «t leatarsed ior theraistitgd dFfta hedniprsdssing

_ Conput er progranms for inplenmenting the steps
of Fig. 6 mupaid dadieed encryntdde ¢ialg mstinrassedelata, dishdbidd n the

said data into blocks, and sequentially compressing and

encrypting said blocks through the effect of said
compressing and encrypting steps, and determining
correspondence between a bit train of a block of the

input data to be compressed and a bit train of the

- compressed data on the intermediate result of one or

more compressed and encrypted blocks before said
subject block. '

56. An information encrypting method comprising
the steps of entering or receiving data, compressing
said data, encrypting said compressed data, dividing
said data into plural blocks, compressing and .
encrypting said blocks in parallel through the effect
of said compressing and encrypting steps, and
establishing correspondence between a bit train of one
block of the input data to be compressed and a bit
train of said compressed data at a time point on the
process on the basis of the one(s) calculated at that
time point, among the intermediate results of one or

more encrypted blocks rather than said subject block.

57. A computer readable recording medium for

storing programs implementing a data encrypting

operation comprising:

program means for entering or receiving data;
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10 The foregoing description has been concerned TiMd $hbet §158een Replaced

second enbodi nent. As descri bed above, according to the se

enbodi nent, the method has been arranged to deconpress andmﬁmw“lmll

data conpressed and encrypted by the*'fret hod of the first e

15 recovering the original plaintext data. Many of the currently used

encryptions are arrangeRregrarepeeans hfor provigiteaens ad pamaneoes for

encrypting the plaintext data .or repeat the reverse functions of those

fundanental for eRGEYPEHRTfrPeEEEigPtPhgSahe dapher @Bxintarmedinse 20

repetitive tines of the reyerse functions ysed in the decryption are

equal to the ?%%%f?tgﬁﬁe?ih%sth? PRecess of ;RRETBREITE B PREBRe encrypti on.

The met hod of_t he. firsé &ngodinent hfs bﬁen.arranﬁed to cope with the

differential BRG-tPR PFn8atd A9hT aRhl §sBeltrt ASHiVedsoHabifig to i ncrease

t he rounds (rf@@éf&é&faé%nPﬁ%Q%t%Qg?d - fundanmental functions). Hence, the
enbodr hen

met hod of ®he SEecon does not need to increase the rounds
program means for encrypting said data using

said provided parameter.
58. | A computer readable recording médium for
storing programs implementing a data encrypting

10 operation comprising:

program means for enteriné data;

program means for compressing said data;

program means for encrypting said compressed
data;

15 program means for storing an intermediate
result on the encrypting process given by execution of
the encrypting program means;

program means for entering said stored
intermediate result or value that depends on said

20 Aintermediate result to said compressing program means
as a parameter.

59. A data encrypting apparatus comprising a
processor, a work mémory coupled ﬁith said processor,
an input and output device operable with the processor

25 and the memory, and a communication interface for
communicating with the outside, said interface

including means for allowing down-loading of processor
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- 24 - for the decryption. As described above, the net hOhisSHét Has Besh RE)1
first and the second enbodi nents enable to encrypt t he d
it as keeping the high-1level encry_ptd n_w t hout ‘havi ng t mﬁm,’
processing 5 tine. i's ‘obvi ous: fromthe foreg

descri ption, t he net hod accordlng to the present |nvent|on |s

arranged to preydaole heroyrsms efior almphemeneingneadata egeypphibabyses

Wi t hout increasing the processing tinme in 10, ,the encrypting process and

t he conpressi PREERELON, S%h@r?b?gﬁﬁmﬁr6€@E§1s#ﬂgs makes it possible to

| mprove t he processin erformance apd the ci her stren%th to t he

differential and |inear® RYPHERRAIKRES OFheCT entgﬁ Y nBt i BRCP Bt si ng

systen1accorqé£ga§o t he present

5 a program portion for providing és a
parameter for encrypting a portion of'said data, an
intermediate result given in the process of encrypting
another portion of said data or a value derived on the
intermediate result; and

10 a program portion for encrypting said data.
using.said provided parameter.
60. A data encrypting apparatus comprising a
processor, a work memory coupled with said processor,
an input and output device operable with the processor
15 and the memory, and a communication interface for
communicating with the outside, said interface
including means for allowing down-loading of processor
readable programs for implementing a data éncfypting
operation, said programs comprising:
20 program means for entering data;
program means for compressing said data;
program means for encrypting said compressed
data;
program means for storing an intermediate
25 result on the eﬁcrypting process given by execution of
the encrypting program means;

program means for entering said stored
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15 invention may include a usually used hardware or sof tware neans for

al |l owi ng down-1 oadi ng of the prograns inplenmenting the steps of Fig. 2
and/or Fig. 6. - 25 - WHAT | S
CLAI MED | S: 1. An i nformation %%oce35|ng met hod conpri si ng

the steps of: entering or receiving data; providing as a paraneter for
encrypting a pntermﬁdbatsardSUétapranalﬁeinhetnéepanderSUBaigiven in the
process of encryptin anot her portion of said data or a val ue derived
on the |h@§€ﬁ@§ apter ssgpit Eﬁdséh@ryﬁﬂpﬁgs§aps gyearay pgans said
par anet er. An informati.on processing nethod including 10 the

steps of: entéﬁlﬁgpﬁFaW§E§FV|ng data; dividing said

This Sheet Has Been Reﬂlaced
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data into plural bl ocks, and sequentlally encrypting sai d bl ocks

t hrough said encrypting step; providing as a paranmeter for encrypting
one of said bl ocks an intermediate result(s) given in the process of
15 encrypting one or nore bl ocks previous to said block or a val ue(s)
derived on the internediate result(s);{1aA@ encrypting each of said

bl ocks using said paraneter to encrypt said data. 3. -An

i nformati on pgocessing nethod conprising 20 the steps of: entering or
receiving dat@ dividing said data into plural blocks, and encrypting
sai d bl ocks i K-> .__parallel. through_the effect of _said.-encrypting.-siep.
sai d encryptijng7Step conprising using as a - parameter for encrypting

one of said Hl ogks.at a tinme 25 poi nt on a processing process a cal cul ated
one at said . ;-"rr‘ma"por'rrt- Of - i Nt eTTEd! AE T TS AN TS gl Ve T 1he pigeeEss,
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26 or a v-aI ue derived on said calculated internediate result. 4. An

i nformati on processing nethod conprising the steps of:

entering or

receiving data, conpressing said data, and encrypting said conpressed data,
sai d data encrypting step conprising determining a correspondence between a

bit train of a portion of said data to2¢ @onpressed and a bit train of a

portion of the conpressed data depending on an internediate result given in
the process of encrypting another portlon of said data. .5." An :

i nf.ormati on g met hod -conpr, e steps of:
recei vi ng daﬁ&nﬁesm ng said dQ%" AE‘T

bl ocks, and sequentially encrypting sai
St_ep Conpri Si ng det er m ni Ag—a—COL8SPo. nnr\p hnf Weeh

"—l

ding said data into plural

ent.ering or

bit train of a bl

of said data to be conpr %ENERNT@ F?ANDOM NOMBER

internmediate result givep I n the previous encrypting

cQP@Ydsed data on

rocess of one or

conpressed and encrypted bl ocks. 6. . yAn i nfornation

processi ng net hod

conprising the steps of:]enteri dat a,
into plural blocks, and gponpr esgﬁﬁtﬁﬁg R&

|V|élb§g sai d data

‘READ PLAINTEXT DATA

I~ 203

x|

COMPRESS NEXT SYMBOL OF
PLAINTEXT DATA

204

AMOUNT OF
COMPRESSED DATA
> BLOCK SIZE

205

PRE-ENCRYPT DATA  |~206
3 .
STORE PRE-ENCRYPTED RESULT  (~207

~ POST-ENCRYPT DATA 208
A A

CHANGE CORRESPONDENCE |~ 209

¥ - |

CHANGE KEY 210

211 - S ALL

DATA PR'?CESSED

~ ARE GIVEN
NUMBER OF BLOCKS
PROCESSED 7




encrypting said blocks in parallel, said encrypting step conprising

determ ni ng a correspondence between a bit train of. a block of the data to
be conpressed and a bit train of the conpressed data based on internediate
results given in the previous encrypting process one or nore other blocks.

27 7. An encrypting method as cl @/ in claim1l, wherein the
operation at said encrypting step is conposed of n processes, wherein m,
n2, ..., nk is an integer of 1 [err] nk [err] n and the internediate
result in 'said encryptionis an m-th processed result, an nR2-th processed
result, ..., an nk-th processed result. 8. An encryptlng met hod as
claimed in claim2, wherein the operation at said encrypting step is
conposed of n processes, wherein m, n2,... nk is an integer of 1 [err] nk
[err] n and the intermediate result is sald encrypting process is an nl-th
processed result,an n2-th processed result, ..., an nk-th processed result.

9. An encrypting nethod as clained in clain13, wherein the operation at
said encrypting step is

FIG. 3




conposed of n processes, wherein m, n2, .... nk is an integer of 1 [err]
nk [err]. n and the intermediate result in said encrypting process is an
m-th processed result,an n2-th processed result, ..., an nk-th processed
result. -~ 10. An information processing nethod as clainmed in claimd4,
wherein the operation at said encryptifgg/gtep is conposed of n processes;

wherein m-, n2, nk is an integer of 1 [err] nk [err] n and the internediate

result .in said-encrypting process is an m-th processed result, an . nR-th
processed result, ..., an nk-th processed result. 11. An information
processing nethod as clained in claim5, wherein the operation at said
encrypting step is conposed of n processes, wherein m, n2, nk is an
integer of 1 [err] nk [err] n and the internmediate result in said :
encrypting process is an m-th 28 processed
result, an nR2-th processed result, ..., an nk-th processed result. 12. An
i nformation processing nethod as claimed in claim®6, wherein the operation
at said encrypting step QS conposed of n processes,uggerein_n1, ng,
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nmk is an integer of 1 [err] nk [err] n and the internediate result in said
encrypting process-i's an m-th processed result, an nR-th processed result,
., an nk-th processed result. 13. " An information processing nethod
conpri sing ‘the steps of: -entering or receiving data,; .entering or
receiving a secret key; encrypting Ag | east one portion of said data
by using said key or a value derived fromthe key; providing as a -
paraneter for g@ncrypting another portion of said data, an internedi ate
result fromth@process of. encrypting a portion other than said another
portion of sai ,b[’_da¢a..ot analue. derinved fromihe_internediate cesult,..and
encrypting said anot her portion using said paraneter, wherein at a
time point on 'thmpmocess sai d paraneter for encryptlon is changed into @a
val ue that. doe:s ot - U'E'p'end'vn t'h'E' rn‘t'E'r'nE'd'l'at'E"r'esuT‘t“ngé‘n rmsara-"--"

encrypting pI'OICQSS - Ar—Tnformattomrprocesstng—metthod bUIIpIISﬁglt
steps of: 1 entefi Y or r&eivind dat a; dividing said data)i soo} |
pl ur al .bl ocks,i E ermaL{nngrHrecmw\ng secret key; } r’ E E
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29 encrypting the first block by using sald secret key and
sequentlally encrypting other blocks through said encrypti.ng step;"

provi ding as a paranmeter for encrypting one of said blocks an internediate |

‘result(s) given in one of said blocks, an internediate result(s) given in
t he process of encrypting one or nore WBoCBs previous to said block or a
val ues(s) derived on the internediate result(s); and ~encrypting each

of said blocks using said parameter to encrypt said data, wherein at a
ti me point OEe’sq ocess, the parafB§gARTPr) encryption is changed into a
val ue that-d bt~ depend on the in te result given in said

encrypting process. = 15. An i nf or | on_processing nethod conpri si ng
t he steps of: enteri: V] /i di said data in
pl ural bl ocks; ent er %NM@MQEF& n@&' encrypti
said bl ocks in parallel reT-eTn aL Feastyome—of—sard—bt ocks is encrypted

‘using said secret key, | pp conprises the

st eps of: using as ajfpar ama'GENERAE’E:rK(EM ng onelel BORA at least o
of said blocks an internediate resuylt given during encfypting oné or nore

bl ocks other than said at | east one of daid bl ocks or _a value derived fro
the internediate result, READ cCOMPRESSED PAND on the procm t he
' ' ' ENCRYPTED DATA '

—{

PRE-DECRYPT DATA  ~—604
3 -
STORE PRE_-DECRYPTED'.HESULT ~— 605
POST-DECRYPT DATA 'TVGOG

>£

DECOMPRESS NEXT SYMBOL OF ONE 607
BLOCK OF COMPRESSED DATA . [~

608

REMAIN
BLOCK OF GO ESS
GREATER T

~JO ON

' |CHANGE CORRESPONDENCE (~— 609 -

K -
- CHANGE KEY ~ 610

611

IS ALL
DATA PR;)CES_SED

ARE GIVEN 612
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parameter for encryption is changed into a val ue that

30 does not depend on the internediate result given.in said encrypting
process. 16. An information processing nmethod-as clained in claim4,
wherein at a tinme point on the process, the paraneter for encryption or the
correspondence between the bit train of the input data and the bit train of
the conpressed data is changed into a value that does nbt depend on the
internedi ate result given in said encrypBBSERASTOCeSS. 17. An information
processing nmethod as clained in claim5, wherein at a tine point on the
process, the paraneter for encryption or the correspondence between the bit
train of the input data andetHop AND APPARATUS fFORNENGRYEPINGS BRTA data i s changed

into a value that does not depend on the internediate result given in said
encrypting process. 18. An.information processing nmethod as clained in
claim6, wherein at a tinme point on the process, the paraneter for
encryption or the correspondence between the bit train of the input data
and the bit ' _

’ In the process of compressing and encrypting
data, without increase of a processing time, a cipher
capability is_secured against the latest cryptanalysis
such as differential and linear cryptanalyses. The

| differential and linear cryptanalyses are executed to
collect plural pair of plaintext and cryptosystem for
the same key and perform the statistical operation for
estimating the key. - Aﬁ I/0 process is executed to
receive plaintext data gnd generate a random number.
Then, an operation is executed to generate a different
key for each data on the random number and set the key
to a work key. The encrypted intermediate result or

' the pre-encrypted resuit is fed back for frequently
changing the work key. These series of operations
makes it possible to protect the ciphertext from the
differential and the linear cryptanalyses. On Ehe work
“key, the changing opefation is executed to change
correspondence between the plaintext data and the

compressed data in the compressing'process, for

providing the compression with the encryption.

(Figure 1)



train of the conpressed data is changed into a value that does noﬁmﬁﬂﬁ%ﬂd
on the internediate result given in said encrypting processing. 1RE Py
“informati on processing nethod conprising the steps of: entering or ‘¢
reciei vi ng .dat a; entering or receivi 26 a Substittiteheet - 19aDctober i2ADMt

‘| east one portion of said data by using said Key or a value derrved from
the key, . ) . : | or
encFypting anotH%$ %6??%%% % r%%? %%t%%l%nc?%?€¥%%%?a?%téﬁgﬁ??§?€g§%§%éé'
process of encrypting a portion other than said another portion of said

data or a value geri Vﬁﬂ.iﬁf%%@i&ﬂtﬁé{?@gééiﬁgrﬁ%%d. é&qﬁrisin NERYPting
sai d anot her portion using sald parafnefer, erein the opefation at
sai d encrypting stepsi ofcorptezdngf om peroeévieg, date;ecompiressng. .., nk is
an integer where_l.[er mk re he _i:nt er nedi r Lt in said
encryption is ans%%gtHgkﬁbcgégeghfgggﬁng PSaEL%her %e%%gg.?g#g’point on the

process, the paranet esaidrdehargpcrpptingt beepocomppbailrgcdebermeénnnghe bi t

train of the inpyt 4313300 LheePbL ehiodha0h1k"E L2015 98! B2 e i

(Ded

said data to be compréésed and a bit train of a
portion of the compressed data depending on an
intermediate result given in the process of

-encrypting another portion of said data.

-5, Ah information processing method comprising the
steps of: entering or receiving data, compressing
said data, dividing said data into plural blocks, and
sequentially encrypting said blocks,

said data encrypting step comprising determining
a correspondence between a bit train of a.block of
said data to be compressed and a bit train of the
compressed data on an intermediate result given in
the previous encrypting process of one or more

compressed and encrypted blocks.:

W _ ' 6. An information prpcessing method comprising the
steps Qf: entering or receiving data, dividing said
‘data into plural blocks, and compressing and
encrypting said blocks in parallel,

'said'encrypting step comprising determining a
correspondence between a bit train of a block of the
data to be compressed and a bit train of the
compressed data based on intermediate results given
in the previous encrypting process one or more other
blocks. ’
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conpressed data is changed into a value that does not depend on the

I nternmedi ate result given in said encrypting process. 20. An information:
encrypting method conprising: the steps of: entering or receiving data and
encrypting said data, said data encrypt2hg Substitwepshestrgl 9E@uvtober 2000
random nunber; and setting said random nunber or a value derived on said
random nunber as a parameter for encrypting said data. 21. An information
‘processing met hod conprising the steps of: entering or receiving
‘data; and 7. MerefRiyRfigw deddod as claimed imerkdimshid data
encrypting step gREPEiSSShe opera@908 at! 8gid éﬁ@%&ﬁ%iﬂﬂﬂ¥¥' grd

32 setting said random nunber or a_vallue derlved on said
random nunber asCARRFeHem fyocessesenwhopeingtikai R date,r Mk is an
wherein said randomuier 1S 9ANY & 8flaP¥ne intéAREA1ALY e AR iy M ng an

encrypting process out an initial value.
said encryption is an ml-th processed result, an m2~th

processed result, ..., an mk-th processed result.

8. An encrypting method as claimed in claim 2, wherein
the operation at said encrypting step is compbsed of n
processes, wherein ml, m2,... mk is an 1nteger of 1 < mk
< n and the intermediate result is said encrypting

N process is an ml-th processed result,an m2-th processed

result, ..., an mk-th processed result.

9. An encrypting method as claimed in claim 3,
wherein the operation at said encrypting step is
composed of n processes, wherein ml, m2, .... mk is an
integer of 1 < mk < n and the intermediate result in
said encrypting process is an ml-th processed result,an
m2~th processed result, ..., an mk-th processed result.

10. An information processing method as claimed in
claim 4, wherein the operation at said encrypting
step is composed of n processes, wherein ml, m2, ...,
mk is an integer of 1 < mk <n and the intermediate
result in said encrypting process is an ml-th
processed result, an m2-th processed result, ..., an

mk-th processed result.

11. An information processing method as claimed in '
claim 5, wherein the operation at said encrypting
step is composed of n processes, wherein mli, m2, ...,
mk is an integep of 1 < mk < n and the intermediafe

result in said encrypting process is an ml-th

This is the replacement sheet
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22. An i nformation processing nethod conprising the steps of:

entering or receiving data; and encrypting said data, wherei n
said data encrypting step conprises: generating a random nunber, and
setiting said random nunber or a val ue d28i v&ilibstitstasi sheetnrdb®Oetober 2000
‘parameter for encrypting said data, wherel n plural random nunbers are
generated by repgtbtéystd PEEHDE Qﬁ_ﬁhetﬁgﬁféééggeéf ré8g1ejep.fpran
generating said random nunber and said random nunbers are set as paraneters
for encrypting VBkTBsPperessrd B#sehfd dat a. 23. An information ' :
processing nethod as clained in claim?21l, wherein plural random nunbers are
obtai ned by repetitively perform ng the operation of the step for
generating the raddomAiudsdormation progering maihndas haimeddmanet ers
for encrypting vafhonSepPOoghtps noéhéabﬂe?ifﬁon a€4said eABriptohgetion
processing nmethod conprising the steps of: entering or-recefving data;
and encr ypt $#gp sis dcaapased of nhprecessasd dhersednchyptindg step
conpri ses:

mk is an integer of 1 < mk < n and the intermediate
result in said encrypting process is an ml-th
processed result, an m2-th processed result, ..., an

mk-th processed result.

13. An information processing method comprising the
steps of:

entering or receiving data;

entering or receiving a secret key:

encrypting at least one portion of said data by :
using said key or a value derived from the key;

~ providing as a parameter for encrypting another

portion of said data, an intermediate result from the
process of encrypting a portion other than said
another portion of said data or a value derived from
the intermediate result; and

encrypting said another portion using said

k} parameter,

wherein at a time point on the process, said
parémeter for encryption is changed into a value that
does not depend on the intermediate result given in

said encrypting process.

14. An information processing method comprising the
steps of:

entering or receiving data;

dividing said data into plural blocks;

entering or receiving a secret key;

This is the replacement sheet
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33 generating a random nunber, and setting said random nunber or a
val ue derived on said random nunber as a paraneter for encrypting said

dat a, wherein the paraneter for encrypting said data or the
information required for deriving the [#9 anBubstiiute sthdet -t19 Octolrerc2000ed
dat a. 25. An information processing nethod as clarned 1n clam 21,

wherein the paranet erehOfyePLhy PEhEOr A5 9858k 06 t@@iﬁﬁfgéﬂ&tEQBré€qUired
fok deriving the paraneter” is added to the encrypted dafa. 26. An
i nformati on prodeskiany mauantEaldyienarynt inaiohher bdagks thirughr anet er

for encrypting %ZAJ.Q:{‘@I titrhf did A mation required for deriving the

paraneter is ad to the encrypted data. 27. An encrypting method as
claimed in claim 20, paestigling les gamenanatdnrfanangrypigngienelaf or the

i nformation requy.: ri.Vis BUTEL i S ting said
encrypted dat a. @ng:g.ﬂlﬁlclg.,ﬁfa{& r%aqﬁ%%?egﬁg{ess|e%uln€&#o§?qa‘;seqﬂ[cf§??rée#i6nﬂc| aim
21, wherein t he sgdchitarkd orareniorygpmediaze damtlt ) tdievemfior nighie on-

required for der\jig.d Ny RAANHEInd Hrks ¥k 'R S51odd WA Shgneg yPt e
said block or a values(s) derived on the intermediate
result(s); and

encrypting each of said blocks using said
parameter to encrypt said data,

wherein at a time point on the process, the

~ parameter for encryption is changed into a value that
does not depend on the intermediate result given in
said encrypting process. |
15, An information processing method comprising the
steps of: '
entering or receiving data:
dividing said data info plural blocks;
entering or receiving a secret key; and
encrypting said blocks in parallel wherein at
least one of said blocks is encrypted by using said
k/. secret key,

wherein said encrypting step comprises the steps
of:

using as a parameter for encrypting one of said
at least one of said blocks an intermediate result
given during encrypting one or more blocks other than
said at least one of said blocks or a value derived
from the intermediate result, |

wherein at a time point on the process, the

parameter for encryption is changed into a value that

This is the replacement sheel
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29. An information processing nethod as clained in claim?22, wherein the
paraneter for encrypting said data or the information required for deriving
the paranmeter is used for decrypting said encrypted data.

34< 30. An information processing net ho80as Substitete smeet -ai 8 Qeltoben 20O

t he paraneter for encrypting said data or the information required for
deriving the paraglehot SalpeAd’ 8h HRE! 1RELPAAREECCRELYRECYi98hA4n 31 AN
encrypting net hod as c?alne in claim?27, wherein the operafion of
encrypting sai d 8aigd eBceYpEiREGdPE9CcasSH:fferent conputer fromthe operation
of decrypting said data, and the parameter for encrypting said data or the
information required for deriving the parameter is comunicated fromthe
conput er for exed@ti nd\n Hafommaiidropnasassing methash@a a@laigeddgrut i ng
e ecrypLl on. e1dfn 47 LALOLFR!LE"aPEORE5p0A: ABRILALLSLCELRE] S LAY

means for entering or fécervin encrypting sal ;

means for storlngaaameheerﬁedlaneryptmbn on the eacrrgppondepcecess given by

said encrypting geapg.napfle nic URATR LP'cRO! EhbOY 83LY ShA' Efe! Bher mediate

train of the compressed data is changed into a value

that does not depend on the intermediate result given

in said encrypting process.

17. An information processing method as claimed in
claim 5, wherein at a time point on the prdcess, the .
parameter for encryption or the correspondence
between the bit train of the input data and the bit
train of the compressed data is changed into a value
that does not depend on the intermediate result given

in said encrypting process.

18. An information processing method as claimed in
claim 6, wherein at a time point on the process, the
parameter for encryption or the correspondence
between the bit train of the input'data and the bit
&v) train of the compressed data is changed into a wvalue .
that does not depend on the intermediate result given

in said encrypting processing.

19. An information processing method comprising the
steps of: '

entering or receiving data;

entering or receiving a secret key;

encrypting at least one portion of said data by
using said key or a value derived from the key;

This is the replacement sheet
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result or a value that depends on said internediate result as a paraneter

to said encrypting neans. 33. An information processing apparatus
conpri si ng: means for entering or receiving data; first neans for
encrypting said data; second neans3flor Submstitote siyeets 19dd¢wwben 12000

neans for entering an internediate result onThe encrypting process given
by said first eanyptb?GvEﬁ%ﬂa k8l 9 pheameeeRd rERCENBLLPRY i AEABRRReR

par amat er. An infornmati on processi ng appar at us conpri st ng
35 means fpPréaearphgsaidadata, apeansetwedishpr SSUA §§pm #hea, and

means for encryp§k88e§§' fdéhérgptlngngaegrEQ SBEBEQQtﬁQn'BEEH”Ed'ate

-result on the entrypting proces sai d encrypting nmeans; and neans
for entering sai dnetbesdppentéprnedfasaidedatt or a Vaﬂue dhauvedpémdm on

sai d |nternedlatghéeiﬂtgrhgdighg %ggggﬁzfégg means as a paramneter. 35. An

I nformati on procéssi ng apparatu
encrypting said another portion using said

parameter,

wherein the operation at said encrypting step is
composed of n processes, wherein ml, m2, ..., mk is
an integer where 1 <mk < n and the intermediate
result in said encryption is an ml-th processed

K,/ result,

wherein at a time point on the process, the
parameter for encryption or the correspondence
between the bit train of the input data and the bit
train of the input data and the bit train of the
compressed data is changed into a value that does not
depend on the intermediate result given in said

encrypting process.

20. An information excrypting method comprising:
the steps of: entering or receiving data and
encrypting said data, said data encrypting step

L,/ comprising generating a random number; and setting

' | | said random number or a value derived on said random

number as a parameter for encrypting said data.

21. An information processing method comprising the ]
steps of:

entering or receiving data; and

encrypting said data,

wherein said data encrypting step
comprises:

generating a random number, and

This is the replacement sheet
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means for entering or receiving data; means for conpressing said data
and neans for encrypting said data, said conpressing neans and said
encrypting nmeans being provided in plural pairs; and means for entering
an<internedi ate result on the encrypti 82 pr Sabstituté\sheeby 19 Octbébera2600
plural pairs of conpressing and encrypting neans into the conpressing neans

of the other pair as a par@lflg saith rdMudm AHBE: VY K QRLHH NY appar at us

cofpri si ng: means for entering or receliving data; nmeans for
encrypting said dat a; derivedeanssfdd sapdpmgnunbent apradparamegsyl £osn t he
encrypting process gi Ld.engr Lhg neans; means for entering
said stored internediéﬁgrgégzﬁé 3§9§ égFéé t hat depends on said

intermedi ate result as a parerssirersaid ssantenornygiendgisegensraetd by . neans
for changing a val ue 0 J iﬁ% .4 r..stari he i i ate
result on the encryptxfér%é%l&olc‘g%&i n %?ogﬂ‘?/la qgearfhegﬁ&(}g)eésl r%t&d‘gé)ée?\d on the
i nternmedi ate result @abdute aancimittialg yrlooess.
36 37. An information processing apparatus as clained in claim33, further
conprising nmeans for changing a value stored in neans for storing said
internmedi ate respRt on tAe enfoypationppproesssingomathadueompatsingsthet
depend on said in%ernediate result.
steps of:
entering or receiving data:; and
encrypting said data,
wherein said data encrypting step comprises:
generating a random number, and
setting said random number or a value derived on
said random number as a parameter for encrypting said
data,
wherein plural random numbers are génerated by
repetitively performing the operation of the step for
generating said random number and said random numbers
are set as parameters for encrypting various portions

of said data.

23. An information processing method as claimed in
LV/ claim 21, wherein plural random numbers are obtained
by repetitively performing the operation of the step
for generating the random number and said random
numbers are set as parameters for encrypting various

portions of said data.

24. An information processing method comprising the
steps of:

entering or receiving data; and

encrypting said data,

wherein said data encrypting step comprises:

WU ... 2o o om
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38.. An information processing apparatus as clained in claim34, further
conprising neans for changing a value stored in neans for storing said
internmedi ate result on the encrypting process into a value that does not
depend on said internediate result. 333 ArSubdtitateasheet il O @swbey 2000
apparatus as clainmed in clainmed in claim32, further conprising nmeans for
cal culating or stQuddig,d 16y Vil Me ddindlsse NUndlepend on the internedi ate
result on-the encrypting process and neans for entering the value as a
paraneter to said encr§gttimg maid mndawmeteheEnearalue derived on

I nformati on process ARRRL | | [ 0 h Si ng
means for cal cul Ssﬁsln&]ggror stoﬁ%hgaé;évé; ?e%a%&c}géeé f@of%dg%gemnﬁt%{a

i nternmedi at e resdhtaen the encrypting process and neans for entering said
val ue as a paraneter i ' [ ] : i nfo Lon
processi ng appar at us a"'ysﬁc %ﬁn&ﬁ%]%%ﬁ%%w&%%ﬁ%%ﬁn%i%glln%n%e%ans for
cal cul ating or sbeorthg anfalrmettibat réqgesredt fdepdedivningnthenedi ate resul t

on the encryptin rocess and ans,for.entering,sai al ue as a paraneter
into said encrypgﬁﬁam Sk 1S a0888° tothe encrygtea ga%a. .

25. An information processing method as claimed in
claim 21, wherein the parameter for encrypting said
data or the information required for deriving the

parameter is added to the encrypted data.

26. An information processing method as claimed in
claim 22, wherein the parameter for encrypting said
data or the information required for deriving the

parameter is added to the encrypted data.

27.An encrypting method as claimed in claim 20,
wherein the parameter for encrypting said data or the
information required for deriving the parameter is

used for decrypting said encrypted data.

i¢, 28. An information processing method as claimed in
' claim 21, wherein the parameter for encrypting said
data or the information required for deriving the

parameter is used for degrypting said encrypted data.

29. An information processing method as claimed in
claim 22, wherein the parameter for encrypting said
data or the information required for deriving the

parameter is used for decrypting said encrypted data.
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37 42. An information processi ng apparatus as clainmed in claim35, further
conprising neans for calculating or storing the value that does not depend
on the internediate result on the encrygting process and means for entering

said val ue as a paraneter into said encd4pt iSubstitutéssheetco S

43. An information encrypting apparatus conprising: means for enterihg
or receiving datgp, an TRAdInl¥1 PRI A iR as qlgi%@%ri or
gerterati ng a random nunber; and nmeans for entering said random nunber

of a value that @besmndé, deperginntbai paramebarnfeseencnyptinpdsamdr ypting
Teans as a paranghel. or ffe MebBROETBAI PEGRILLAPELRIGBRRYIALUEREOPI | SI NG:
nmeans for entering or receiving data; I rst encrypting reans for
encrypting sai d parameter iseused Earrdecryptiransaidrernaryppedndabaval ue
to be stored, means for entering an output value of said second
encrypting neans or a val ue that does not depend on the output value as a
paraneter; and 31. nBansnteoypstiogi mgthodoaspoetl aimede iaf cdait 25Gond

Furtber compr o: HaeRERns har SEaHRk 0T B BaPLHRe Bocr2ifTdeha: fan fequi red
for cal cul ati ng saedupadabet ardifferent computer from the operation

of decrypting said data, and the parameter for

encrypting said data or the information required for
deriving the parameter is communicated from the

computer for executing the encryption to the other

computer for executing the decryption.

32. An information processing apparatus comprising:

means for entering or receiving data; means for
encrypting said data;

means for storing an intermediate result on the
encrypting process given by said encrypting means;
and '

means for entering said stored intermediate
result or a value that depends on said intermediate

result as a parameter to said encrypting means.

33. An information processing apparatus comprising:

means for entering or receiving data:

first means fdr encrypting said data;

second means for encrypting said data; and

means for entering an intermediate result on the
encrypting process given by said first encrypting
means into the second encrypting means as a

parameter.

34. An information processing apparatus comprising:

His is the replacement sheet
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to an output value fromsaid first encrypting nmeans. . 46. An encrypting
apparatus as clainmed in claim44, further conprising nmeans for adding said

paraneter or 38 information required for
cal-tul ati ng said paraneter to an out put 38al Bulistiuté shelet + 1 8tOctahey 2000
nmeans. 47. An encrypting apparatus as clainmed in claim43, further

conprising neans for glggh)éptffgggeg%ggiwbt kagai.d paraneter or the information
required for cal culating said paraneter. 48. An information apparatus as

clainmed in claim44, MeRnsefororempEiessingasaitodagaer ppdi mgaast £oxi th sai d

par anmeter or theinf i s red for calculating said parameter. . 49.
An encrypting apgaggﬁggqggo%ﬁéﬁﬂgﬁt?ﬁ claim45, further conprising neans

for decrypting data wneansaifgrpstamingr aor infferimeddeitret iresuldsqwoinyr ¢def or
cal cul ating Saideﬂé&@ﬂ%&ﬁ&'process given by said encrypting means;
and

means for entering said stored intermediate result or
a value that depends on said intermediate result to

said compressing means as a parameter.

35. An information processing apparatus comprising:
means for entering or receiving data;
means for compressing said data and means for
encrypting said data, said compressing'means and said
encrypting means being provided in plural pairs; and
means for entering an intermediate result on the
encrypting process given by one of said plural pairs
of compressing and encrypting means into the

compressing means of the other pair as a parameter.

36. An information processing apparatus comprising:
means for entering or receiving data;
means for encrypting said data;
{u/ means for storing an intefmediate result on the
encrypting process given by said encrypting means;
means for entering said stored intermediate
result or a value that depends on said intermédiate
result as a parameter to said encrypting means; and
means for changing a value stored in said means
for storing the intermediate result on the encrypting
process into a value that does not depend on the

intermediate result on the encrypting process.

OO AR e e repiseament et
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50. An encrypting apparatus as clained in claim44, wherein said first and
second encrypting neans are located in a different conputer fromsaid
decrypting neans, the conputer havi ng sai d encryptlngineans |ncludes neans
fors transmitting said paraneter or the B6forSuhstityte sheet 49rQ@etabear 2000
sai.d paranmeter, and the other conputer having sald decrypti ng neans
i ncl udes neans f@7.reqgl wmx&@tqo@arpa_rraae%rsﬁg ahpalrdftdsTald QN Jdigmd red for
caltul ating said paraneter. 51. An information encrypting method
conprising the si8@p§lafm 33, fExtbernGOBPrisingyMAgngatar C angdpgr #pt i ng
said data; and yaludSsRGr8Y anPRERRS! ¢br! Qko2ERGYBEIATIAARkELIALE sald
data an internediate result on the process of
39 encrypting anesHdt porthenesrryntdngr pxoggsge inkat ai yadyecthated from
sai d internediat g ual Ug¢ deé%n.dABn' B%%”%”c%‘i%m%&%%@t lrgggqgt_hod conpr i si ng
the steps of: entering or ceiving data; encrypting sal ata; dividing
said data into plural blocks; and sequentially encrypting said blocks
through the ef f egly of xaiidh RNGIXA G rYctis ;MY apparatdls! 4\ A4 PLI NG
step conprising u3|ng as :
in claim 34, further comprising means for changing a

value stored in means for storing said intermediate
result on the encrypting process into a value that

does not depend on said intermediate result.

39. An information processing apparatus as claimed
in claimed in claim 32; further comprising means for
calculating or storing the value that does not depend
on the intermediate result on the encrypting process
and means for entering the value as a parameter to

said encrypting means or compressing means.

40. An information processing apparatus as claimed
in claim 33 further comprising means for calculating
or storing a value that does not depend on the
intermediate result on the encrypting process and
Lw/ means for entering said value as a parameter into

said encrypting means.

41. An information processing apparatus as claimed
in claim 34, further comprising means for calculating
or storing a value that does not depend on '
intermediate result on the encrypting process and
means for entering said value as a parameter into

said encrypting means.

e
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paranmeter for encrypting a block internediate results of one or nore bl ocks.
encrypted before said block or a value that is calculated fromsaid

i ntermedi ate results. 53. An information encrypting nethod conprising the
st eps of : entering or receiving dat3  Substitute \sheehg 1hOdtakera2000
dividing said data into plural blocks; and encrypting said blocks.in

paral | el' throush dghe ol aiedinaAaldh PiTod ey YRirdAUL aa clBfkdla! 2

enCprtlng step conprising using as ranet er encrypting a ock at a
time point on thdmprdedss Ine Inrthere qmnmwrmjm dion raaltquﬂ@'qamg]t of

the intermedi ate e xﬁﬁg e bl ocks
rat her than sai d%f%&ﬁn%;r}%ﬂégrﬂﬂ%es@a ué)edét%{] arepca cq{ at ecie from said
cal cul ated inter nedierediedid trasultson the Andmfpdrime iporocess \gatd ng met hod
comprising the s sOffo ente%&u?éc#}%.cf vaquée' Vé @&%?ﬁ%etew §ISSI ng said

data, and encrypti ng said conpres a encrypting step
conpri si ng det er madichg@ncrypting means or compre351ngﬂmeans

43. An information encrypting apparatus comprising:
means for entering or receiving data;
means for encrypting said data;
means for generating a random number; and
- means for entering said random number of a value
that does not depend on said random number into said

encrypting means as a parameter.

44. An information encrypting apparatus comprising:
means .for entering or receiving data;
first encrypting means for encrypting said data;
second encrypting means for encrypting a value
to be stored; |
means for entering an output value of said
second encrypting means or a value that does not
depend on the output value as a parameter; and
U means for storing an output value of said second

encrypting means.

45. An encrypting apparatus as claimed in claim 43,
further comprising means for adding saidfparameter or.
information required for calculating said parameter

to an output value from said first encrypting means.

46. An encrypting apparatus as claimed in claim 44,

further comprising means for adding said parameter or

T e e e episeement e
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correspondence between a bit train of a portion of- the input data to be
~conpressed and a bit train of the conpressed data on the internedi ate
-result given in the process of encrypting another portion of said data. -
55. An information encrypting nethod cd3®ri Subsgtitute shesps 18 October 20000r
regei ving data, conpressing said data, dividing sard data I nto bl ocks, and
sequential |y enciypbimdt Sh Irdy@fksd £HE eiQNIAPiNG S cpRpadenss between
a bit train of a block of the input data to be, conpressed and a bit train
of the conpressetl R CBEPEheva kiR r FEam a$2id eELrst PREREP B NGUPRARSAPr essed
and encrypted bl ocks before said bl ock being conpressed. 56. An

i nfornation encrygting met hod conprising the steps of entering or receiving
data, dividing sd/d dAnaenrr¥PpiogapPppsakys asnplaispdgianglassyr ¢8ri ng
said blocks in p , :ahl i shiag r e a bit
train of one blogﬁggbgkhgaﬁ g§§aggtgé?ggbgggoﬁgﬁgggggagnggggﬁﬁﬁePrain'of
sai d conpressed daid parametbxsps thet hpfonmetiedi xequissd! £9rof one or
nore encrypted bEQEEﬁlQ%Eﬁ ggga ﬁgkgmgkggk bei ng conpressed. 57. A
conput er readabl e Tecor |n8 nedi u or storing prograns inplenmenting a data
encrypting operation conprising: program neans for entering or

recei ving dat a; g o] L dLng.a . t r
encrypting a por%?bng%$ %al a %?ﬂahp§%€%¢€%d?%t%léggﬁﬁﬁfgi%%%I@n4€he
process of encrypirtigennodierising means for decrypting data with

said parameter or the information required for

. calculatihg said parameter.

_
49. An encrypting apparatus as claimed in claim 45,
further comprising means for decrypting data with
said parameter or the information required for

calculating said parameter.

50. An encrypting apparatus as claimed in claim 44,
wherein said first and second encrypting means are
located in a different computer from said decrypting
means, the computer having said encrypting means
includes means for transmitting said parameter or the
Qv/ information required for calculating said parameter,
and the other computer having said decrypting means
includes means for receiving said parameter or the

information required for calculating said parameter.

51. An information encrypting method cdﬁprising the .
steps of: '

entering or receiving data:

encrypting said data; and

using as a parameter for encrypting a portion of

said data an intermediate result on the process of

This is the replacement sheet
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41 portion of said data or a value derived on the internediate result; and
progranms neans for encrypting said data using said provided paraneter.
58. A conputer readable recording nediumfor storing progranms inplenenting
a data encrypting operation conprising:39 Suhstifutenshaatns19 Dctebee 2000
dat;a: program neans for conpressing said data; program neans for
encrypting sai d gpapygesag dabeher porPiBAr 8% SBAASoLOA $hRLENEGHAR is

i nt:=er medi ate result On the encrypting process given by execution of the
encrypting progréfifednased froprggidnintarseddpatenvalilfg said stored
“internediate result or value that depends on said internediate result to
sai d conpressing program neans as a paraneter. 59. A data encrypting
appar at us conpri 82ng &prigdesgt ion \@var yatniory et camnti siaigl the
processor, an '”BEEFQ”QfQUEHEErQﬁé' 6& QBEE%EEH‘."BBEaE hSnEEﬁﬁ%%ﬁar safd the
menory, an a communication I nterface for comruni cating wth the“outside,
sai d data; dividing said data into plural blocks; and

sequentially encrypting said blocks through the
effect of said encrypting step; and

said data encrypting step comprising using as a
parameter for encrypting a block intermediate results
of one or more blocks'encrypted before said block or
a value that is calculated from said intermediate

results.

53. An information encrypting method comprising the
steps of:
entering or receiving data;
encrypting said data, dividing said data into
plural blocks; and
encrypting said blocks in parallel through the
effect of said encrypting step; and
said data encrypting step comprising using as a
parameter for encrypting a block at a time point on
K,/ the process one or more calculated ones at the time
point of the intermediate results on the process of
encrypting one or more blocks rather than said block
- Or one or more values that are calculated from said

calculated intermediate results.

54. An information encrypting methoa comprising the
steps of:

entering or receiving data, compressing said
data, and encrypting said compressed data;

said data encrypting step comprising determining

This is the replacement shéet
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i nterface including neans for all ow ng down-|oadi ng of processor readable
progranms for inplenenting a data encrypting operation, said progranms
conpri si ng: a program portion for entering or receiving data; a
prqgram portion for providing as a para#0t erlSubstitateshygat n$9Oetmber 000
said data, an internediate result given in the process of
42 < encr ypting a%ﬂl‘i{sﬁ&{déﬁé Hettiddh AR 1Ot 18 Ml die 4 df‘@fbr?rbf he
|nterned|ate result; and a program portion for encr ptln sal d data
usi ng said provi ibg paPHkedata togbe APEEFﬁséﬁér?pglﬁgbagpéﬁéﬂnsoéonpr|5|ng
a processor, a vepk BERBE¥sSeUPLSda'bhNthgl dnbbereaiate 28shiRub1gaf output
devi ce operable wth the processor and the nenory, a communi"cat1 on
interface for comfuhheapirngewst Rft RacoNPSiDg, agathernperta@e Piiclsadidng
means for allow gg.gown-1oading of processor readable prograns for
I npl ementing a data encrypting operation, said prograns conprising:
program neans for entering data,; prograns means for conpressing said
dat a; progragg ne {f ' {3,
progr am means T 0P S5t ofhg P Tl Mk A WEARSS Compr £51Ay the

steps of: entering or receiving data, compressing

said data, dividing said data into blocks, and
sequentially encrypting said blocks, and determining
correspondence between a bit train of a block of the
input data to be compressed and a bit train'of the
compressed data on the intermediate result of one or
more compressed and encrypted blocks before said
block being compressed.

56. An information encrypting method comprising the
steps of entering or receiving data, dividing said
data into plural blocks, compressing and encrypting
said blocks in parallel, and establishing
correspondence between a bit train of.one block of
the input data to be compressed and a bit train of
said compressed data on the basis of the intermediate
results of one or more encrypted blocks other than

said block being compressed.

57. A computer readable recording medium for storing
programs implementing a data encrypting operation .
comprising: |
program means for entering or receiving data;
program means for providing as a parameter for
encrypting a portion of said data, an intermediate

result given in the process of encrypting another

-—

A
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on the encrypting process given by execution of the encrypting program
nmeans; prograns nmeans for entering said stored internmediate result or
val ue that depends on said internediate result to said conpressing program
means as a paraneter. 61. A met hod of 4llnf Suhstitute shertes $9ctobep2Q0Gg
the steps of: receiving data, the data including a plurality of .

bl geks; generat'PGrﬁlﬂﬁrBfkgﬁlﬁOHaﬂafb&sh Rheck abrdakd oANEnenCcrypting
each bl ock of da the step of encrypting-including the steps of:
performing a firsptermegdaatenresuptenande bl ock using the work key as a

‘parameter to generate an programs means for encrggtln 43saliAt 85 dlate

encryption result; performng a second encryption’step on t

i nt er medi at e encryptlBﬁlnGsﬁﬁﬂdf§¢°Vhde§IEékamgtﬁg the work key as a

par anmeter; and replacing the work key with the internediate encryptlon
result to be used as a paraneter for encrypting the next data bl ock. 62.

A net hod of infobfuati Bncpmputesi mgadebpei sergrding medium for storing
' programs implementing a data encrypting operation
comprising:
- program means for entering data:
program means for compressing said data;
program means for encrypting said compressed
data;

~ progrém means for storing an intermediate result
on the encrypting process given by execution of the
encrypting program means;

program means for entering said stored

intermediate result or value that depends on said
intermediate result.to said compressing program means
as a parameter. '
59. A data encrypting apparatus comprising a
processor, a work memory coupled with said processor,
an input and output device operable with the

U processor and the memory, an a communication

interface for communicating with the outside, said
interface including means for allowing down-loading
of processor readable programs for implementing a
data encrypting operation, said programs'comprising:

a program portion for entering or receiving
data; :

a program portion for providing as a parameter
for encrypting a portion of said data, an

intermediate result given in the prodess of
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t he steps of: receiving data, the data including a plurality of

bl ocks; generating a work key for a first block of data;
encrypting a first group of data bl ocks, each data bl ock being encrypted
acegording to the foll ow ng steps: A2r f Gubstigute Sheett- $8Dotobeo 200G p

onzg he block using the work key as a paranmeter to generate an internediate

gn@;yptipn resul theryptiB@r Gb¥hes ?o&%&%ﬁdogn%hiﬁtHQ%astpao%auﬁ%
i nternedi ate encryption résult for the block u5|n% the work key as a
paranmeter; and deriveg g8 ket AotRsPRIEeFeWresULRé PRCer medi ate encryption

result to be used as g pap Eﬁfnebof:_ﬁ'ioﬁn§6¥p5h89¥bE§n8?§hiﬁahﬁtgl 884 ng
generating a new work key fhat s independent of the internediate results

of the first gro8pidfpuaviadsdoprEameter-all blocks in the first group have
been encrypted; and- encrypting a second group of data bl ocks, each
data bl ock being encrypted according to the follow ng steps: '
performing a firéf.endrdptaoansryptongt Aproratksusrmgrirénge® work key as a

parameter to gen?£3&85§8r work memory coupled witﬂ4sakat§%g?%%§5?,

. a
encryption resul pefformng a sec cryption step
an input and output device operable with the

processor and the memory, and a communication
interface for communicéting with the outside, said
interface including means for allowing down-loading

of proceséor readable programs for implementing a

— data encrypting operation, said programs comprising:
program means for entering data;
programs means for compressing said data;
programs means for encrypting said compressed
data;
program means for storing an intermediate result
on the encrypting process given by execution of the
encrypting program means;
programs means for entering said stored
intermediate result or value that depends on said
intermediate result to said compressing program means
\ as a parameter.

61. A method of information processing comprising
the steps of:

receiving data, the data including a plurality
of blocks; .
generating a work key for a first block of data; and
encrypting each block of data, the step of encrypting
including the steps of:

performing a first encryption step on the block

using the work key as a parameter to generate an

_

O
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I nternedi ate encryption result for the block using the new work key as a

par anet er;

repl aci ng the new work key with the internedi ate

encryption result to be used as a paraneter for encrypting the next data

bl gck.

i AN

43 Substitute sheet - 19 October 2000

intermediate encryption result;

performing a second encryptioh step on the
intermediate encryption result for the block using
the work key as a parameter; and

replacing the work key with the intermediate
encryption result to be used as a parameter for

encrypting the next data block.

62. A method of information processing comprising
the steps of: .

receiving data, the data including a plurality
of blocks;

generating a work key for a first block of data;

encrypting a first group of data blocks, each
data block being encrypted according to the following
steps:

performing a first encryption step on the block
using the work key as a parameter to generate an
intermediate encryption result;

performing a second encryption step on the
intermediate encryption result for the block using
the work key as a parameter; and _

replacing the work key with the intermediate

- encryption result to be used as a parameter for

encrypting the next data block;

generating a new work key that is independent of
the intermediate results of the first group of data
blocks after all blocks in the first group have been
encrypted; and

encrypting a second group of data biocks, each
data block being encrypted .according to the following
steps: '

performing a first encryption step on the block

using the new work key as a parameter to generate an

. i e e vepsoomen shee
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intermediate encryption result;

performing a second encryption step on the
intermediate encryption result for the block using
the new work key as a parameter; and

replacing the new work key with the intermediate
encryption result to be used as a parameter for
encrypting the next data block.

N O
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