METHOD AND SYSTEM FOR PROTECTI NG | NTELLECTUAL PROPERTY | N SOFTWARE Fi el d of
the I nvention 5This invention relates to the protection of intellectual
property related to software applications. Mre particularly, this
invention relates to nodifying material related to software to hide the

intellectual property. Still nore particularly, this invention relates to a
process METHOR ANDGYSTHEMIORPROTECTING WEIHEECTUALOBRARERT ANt he
intellectual property described tsgw Prior Art Qut sourcing is
a comon occurrence during the de 0 of a product, especially for

software and I'T projects, as an efficient way to acquire the proper
expertise to handle certain problens while mnimzing costs. By outsourcing
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t he business needs to cooperate her s suc as subcontractors,

devel ofodiide thie intedlectwab property. dddaribed tikéreircol | abor ati on, t he busi ness of ten
has to share confidential information and 25resources with the ot her

par19i es. Bot h out sourcing and col | aboration require that content, or
information, nust be shared betweerprdeApooperating parties. The sharing of
content or information |leads to the risk that other party wll
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One wel | -known net hod for protecting information Is encryption. However,
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not prevent an authorize a riating the information.
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sof tware devel opnent, is obf uscatl on. Cbfuscation is the changing of source

code to prevent
20 In addition to outsourcing, businesses often collaborate with other groups on

certain projects. Sometimes, a product becomes too big and too complex for a
single business to develop all of the components. Thus, the business needs to
cooperate with others, such as subcontractors, to develop all of the components.
During the collaboration, the business often has to share confidential information and

25 resources with the other parties.

Both outsourcing and collaboration require that content, or information, must
be shared between the cooperating parties. The sharing of content or information
leads to the risk that other party will misappropriate the Intellectual Property that

30 arises from the collaboration. Therefore, businesses today are stuck in a dilemma.
The businesses need to be able to share sensitive information while protecting the
Intellectual Property rights that may be included in the information.



10 subsequent users from understanding the entire process provided by the
software. For exanple, obfuscated source code nmay include variabl e nanes
that are disguised, workflows that are scranbled, and comments that are
removed. The objective of obfuscation is to prevent others fromreverse
engi neering the source code to understand and steal the intellectual
content of One swlirknewndethatfos protecting infegnation i epotgpiiodocdoweeet, P
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requi renent specification, workflows, and source code. 25 Businesses often
need to share this information during corroboration with others on certain
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modi fied in a manner that allows further devel opment of the 5 source code
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di sclosure for a software systemwitten in a natural |anguage. A
masquedg¥PPeMEMorithmis then applied to the original disclosure to
generate a new di sclosure. The new di scl osure has subject natter that is
different fromthe original disclosure. The system nmay then receive
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should hide the real intention of the product. At the same time, the effective

techniques should preserve the functionality and technical specification disclosed in

30 the information.

Summary of the Invention
The above and other problems are solved and an advance in the art is made

by methods and systems in accordance with this invention. A first advantage of
2



30l n accordance with sone of these enbodi nents, the keywords extracted from
the original disclosure are displayed to a user. The systemthen receives
the edited keywords fromthe user. In accordance with further of these
enbodi nents, the extraction of the keywords may be perforned in the

foll ow ng manner. First, a vocabulary library is read fromnenory. A

keywor gnétihbtig cindosystdrgsin bbovidantbavitrBthis frplentidn tis thatesspecifigatians wirgtenosur e

using the vocabulary library and_i he, ke rds are determned. | ccQrdance
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The sensitive wor romthe new di sclosure may then be displayed to the

uses. Tadheseappliag tohibe ongioal selirce aasler toe genatsite inedified douram sodeand

di sclosure is then 25 nodified w t.he recej | tS. W th
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wor ds  ahg riGdifedsBaftcdstlcdariiiy@iingl Sdikce/aede. The user then inputs a
selection of one of the alternative words to use to replace the sensitive

word. The new disclosure is then altered by replacing the sensitive word

with the seligolgd abher nahd \éﬁ,ﬂgre%bc?&?rfnlents of th?gﬁggrﬁtﬁ]&ﬁ%ﬁ *g%t?ren; & e
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generate the modified executable code.

In accordance with embodiments of this invention, the masquerading

25  algorithm may be performed in the following manner. Keywords are extracted from
the original disclosure. A model template is then selected using the keywords. A

new disclosure is then generated using the selected model template and the original

disclosure.

30 In accordance with some of these embodiments, the keywords extracted from
the original disclosure are displayed to a user. The system then receives the edited
keywords from the user. In accordance with further of these embodiments, the
extraction of the keywords may be performed in the following manner. First, a

vocabulary library is read from memory. A keyword extraction algorithm is then
3



identified in the parsed source code. A nodified equation is then generated
fromthe identified equation and replaces the equation in the source code.
The original equation/ expression in the nodified source code is
identifiable by a user key and a nunber generator function such as the
Mersenne Tw ster pseudo random generating 5 algorithm One skilled in the
art w Iaippneutcqulhe erityimal dcstclmsur@mir@theavmﬂahu@yéibmﬂyr@mt@okwwmsmraer

t han enne ster sed wi t hout .de bng fromthis inv i on.
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equation. I n accordance wth sone enbodi nents, the nodified equation is

generated by reordering the elenments in the equation. In accordance with

o) enbodi nent s this.inventi | £ n taed by
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generate accordance wth sone e iments of this invention,
t he gemtischbsure ba‘sedhmamuefsmdamtgmadue obelachuusk casw of theooriglaaldiselosurges t he

I dentificatio stri,n n_the source.,.co and. r.epl aci tr| g wth
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decryption function. In accordance with other enbodi nents, the repl acenent
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embodi R $heH ehtevs ah il selctindieneoditie mddeblenysatesde i s saved under a
new file nane. In accordance with some of these enbodi ments, the new file

name is read froma library storing potential file names. 5In accordance

with sone enp g&{geny% Uittt Ee&ﬁ\e'é}ﬁﬁ infdhts bRiSRMBNBOR RS dRRIRulS s

encrypt ed u3|ng 'S en provi he user or converting
t hexpor igdnepateddn nlwdeOMthHrmercmmmangspérm‘lmwbahlmwélbt&ryes veatkfromhe
user key may be used for st{

const afhemay-t Adey¥YRId et mrﬁ@ﬁ RE 28 apphied fo th W dlselsuf %rsfhsgS' on
the vocabulary library to determine the sensitive words in the new disclosure. The

sensitive words from the new disclosure may then be displayed to the user. The
user may then input edits to the sensitive words. The new disclosure is then
25 modified with the received edits. In accordance with some of these embodiments,
alternative words for each of the sensitive words are determined and displayed to the
user. The user then inputs a selection of one of the alternative words to use to
replace the sensitive word. The new disclosure is then altered by replacing the
sensitive word with the selected alternative word.
30
In accordance with some embodiments of this invention, a camouflaging
algorithm is applied to the original source code to generate modified source code
and conversion data in the following manner. The process begins by receiving the

source code. The received source code is then parsed. An equation is then
4



10 Brief Description of the Draw ngs The above advant ages and
features of a nethod and systemin accordance with this invention are
described in the foll ow ng detail ed description and are shown in the

drawi ngs: 15Figure 1 illustrating a processing systemthat executes

I nstructions stored in a nedia to perform processes for providing a nethod
and/ or idgrdifiechin theaparsedasrcevcodie.t i modifiedrequation is then génarated flom the

illustrati fl di f f di f yi i nf ti . t
o oeroriBeehesbn b B oY S50aob o R Solfcbiadt v R [l @
20Fi gue@gagﬁoﬁmk cbdibd ¥t R hiMlifedbsecacee igfidentfiable\By @ eriiRy dri Be

modi fi y processes in accordance with an_enbodi ment of this invention;
Fi gur-e nembargenematonfunetioh suchiasghaherseang Tudsies pseudqransiom gageratingsked

eroba AR 108 KA foh el Fargs Rt Haot Co PR FPRER thheleBfoor o

pr oces gidathist Gtk itigh earsenas Twistertmay dies 6bed WithdslR clepiting frodt dgisdance

w th an enbodi nent of this invention; Figure 7 illustrating a

di spl ajnwemtigBe cases of the discl osure document shown in Figures 3 and 4;
Figure 8 illustrating a process for determning a nodel tenplate in
accordance 30 with an enbodi nent of this invention; Figure 9

i 11 ustrati ngn agseordanes with sdme énstidiments, thiee omslifledsémyationris Geperatsd Byand 4;
and of _nodel tenplates; igure 10 illustratin rocess, for

tes; FI a
exf!? actifsRstingh@Mmaddition ef 3 vortion dhalo Fafurs aa2erevallis oother Eanatio cdRdance
wth a ' 2 Of, | Sodd | 240; e ' 1 4 agli,Ng a
new di s%gﬁ%ﬂggggﬁstgd sgh*(;éns%m?éefﬁiﬁég{?% fﬂger ﬂ?glfl idscel'aggﬂé)ﬁ sﬂslhoq/(\al/r?leﬁbéig res 3
and 4 gemeedngdhe elementsdaribe eguatioan lardnedrdante with tsbime embediments of
this invention, the modified equation is generated by generating a switch case
including the equation and more than one secondary equation/ expression that is to

15 be added.

In accordance with further embodiments of the invention, the generation of the
modified source code and conversion data further includes the identification of a
function in the parsed source code, and the ge_neration of a modified function from
20 the identified function to replace the identified function in the modified source code.
In accordance with some of these embodiments, the modified source code is
generated by generating a swiich case including the function and a secondary
function with different parameters. One skilled in the art will recognize that more
than one secondary function may be generated.
25
In accordance with some embodiments of this invention, the generation of the
modified source code and conversion data includes the identification of a string in
the source code and replacing the string with a replacement string in the modified
source code. In accordance with some embodiments, the replacement string is
30 received by invoking a string decryption function. In accordance with other
embodiments, the replacement string is generated by generating a random number
for each character in the string and adding the random number to an encoded value
of the character to form a string of new characters.

5



Figure 12 illustrating a display of the new disclosure with alternative
selections 5 for sensitive words in accordance with an enbodi nent of this

invention; Figure 13 illustrating a flow di agram of a process for
generating nodified source code in accordance with an enbodi nent of this
I nvention; Figure 14 illustrating a file including source code to be

modi fi ed; Fily@aceortance lwitht samergmbodimeants iof dniarimesntianp the swsliffast serrdef yi ng
an equati,on.in 10dt he,recei ved [ource codle in agcordan ﬁ wi th an nbodi ment
of thi SORRyE{PYR] R & 1V | TIostamer g AepPaee Wa; Satmes 8 FES8oue

for thensudimentdfe AEwHild HEmMelid reddfronalliBeeRS storifbdtentalemielabh@, i N
accordance an enbodinent of with this invention; Figure 17 illustrating a

fl ow di agram of a process for nodifying a function in 15 the received

soupce codej n ] Hodi Of; [+, ] 1.0n. . Fi e 18
T Bet rac i nd SEBRERNEEI Hand ARpSTRRELF R inietchey R ol o et
functi eata is aacypttanasingid Repn THEOREY ietieroprovidest fonthentiserfor convertingi gur e
19 illustrat ir{é& a flow di agram of a_praocess for encodi ngga new string in

accor dahf ongindh seHrenBeds @é‘ﬁ‘(o"o‘f'omﬁii"_géitméﬂ?qﬁﬂﬁ‘?_SQQ'P?Q;G 626N¢ |USeEKEYt i ng a
M e T e
nodi f i eshdsfanction switigh.wi t h nodi fied strings in accordance with this
i n\48nt i on;

Brief Description of the Drawings

The above advantages and features of a method and system in accordance
with this invention are described in the following detailed description and are shown
in the drawings:

15 Figure 1 illustrating a processing system that executes instructions stored in a
media to perform processes for providing a method and/or system in accordance
with this invention;

Figure 2 illustrating a flow diagram of a process for modifying information
about a software system in accordance with an embodiment of this invention;

20 Figures 3 and 4 illustrating a disclosure of a software system to be modified
by processes in accordance with an embodiment of this invention;

Figure 5 illustrating a flow diagram of a process for generating a masked
disclosure document from a disclosure document in accordance with an embodiment
of this invention;

25 Figure 6 illustrating a flow diagram of a process for extracting keywords from
the disclosure document in accordance with an embodiment of this invention;

Figure 7 illustrating a display of use cases of the disclosure document shown
in Figures 3 and 4;

Figure 8 illustrating a process for determining a model template in accordance

30 with an embodiment of this invention;

Figure 9 illustrating use cases of the disclosure document shown in Figures 3
and 4; and of model templates;

Figure 10 illustrating a process for extracting and modifying sensitive words in

a new disclosure in accordance with an embodiment of this invention;
6



Figure 22 illustrating a portion of nodified source code with repl acenent
25 identifiers as generated in accordance with an enbodi nent of this

invention; Figure 23 illustrating a fl ow di agram of a process for
repl acenent of macro identifiers in the nodified source code in accordance
wi th an enbodi nent of this invention; Figure 24 illustrating a

portion of miglirei éd #lostraing calenewt discleplicec draset! 8pamcaotdmiglatd ffoertbeas
replaced in accprdance. with, the process illustrated in, Figur 3. _an
i bur eciesigb RS SRONRME Si'eS malis PabReTiet o Bt 3hEFe Wilb 40HBeditned W oun
i n Fi g8 iverfiongenerated in accordance with an embodi ment of this

invention. Detalled Description This invention relates to the
protection &liguratld ilestrating adispéa §f theingvedisclosyes with eemaiivesgledioss Mor e

B0t bua & Sersitzcinls T ARk RRcEE i sHESfinet FinBbEnin | CLIarTy Cnis 5
i nvention r @igires13 dllasteitinges Sdwdisdnt \Wing plbsedsoforr genarating thadifisd

source code to hide the intellect uaé@gropert _descri bed therein.

Thi s | BOEFAS enfle 8 grserdanasdvity ap emkediment pbihigisyentioninst ruct i ons stored by
a nedi a thatg; A, | l-astructions may 10
be stored a?lﬂ@ﬁ%@é&?ﬁgfdg@%@&@r ﬁ@g#%?éﬁ&gﬂ%g%gﬁ ?dlﬂ%”ust rates

processi ng $Higurem5LllQstratirg afleeutiegrarhefianptacess famsodilyipg minoceqoatioa in

rocesses for ovi di ng .a, et hod and/ qQr temin ac dance with thi
it Hom reQNELRIYTR GOFR i RECAEANGS Wih At SpRORime ! Ransngen:
configurati ‘F’ib&% ﬁ‘?lms%ﬂﬁgsé'fiw of YabGTedBoUrG SobtSoP Mhe %@Béé‘%o%%t .

configuration o e execuled processes I n accordance with this invention
wi || 1FigureyldticatFingludes 2 modified rgbgtiomin efccesdanpe earoampodiment ofPwisbessi ng
system 100 i n¢l udes Central Processing Unit (CPU) 105. CPU 105 is a
procesyafﬁ,'"‘fﬁrﬁ"f)gprocessor, or any conbi nation of processors and

M cr opr oces $disret MAIIIUBKEANG & W didgiah?B$ al froeess %ﬂhbhﬁ{ih@@ﬁ&&ﬁi%nl iA
accordance 20°with the present invention. U 105 connects to nenory bus

1105 anthe ressivedsseyrge cofe @ apoerdanse withnast gmbesiment afdhisdaventiony 105 to

Tha CPy 105 G 185 Dusitaling 3R Bhriert e R0 hidified MSHWERS iRRIHIAER MpGiIngRIDL | =P
dat a begwen ieRldcdffaneadvitthen peibguiveent ofdéis weentidlne skilled in the art

wi Il recognize that |1/0 bus 115 and nmenory 25 bus 110 nmay be conbined into
one bus or SiGEERIHillysiraling adiey demeamsnis REOCES] foren adwny SHINGRi on i s

Left tochBRRRCcERIHH &9 ehibddifiet &f this invention;

20 Figure 20 illustrating a flow diagram of a process for replacing an identifier in

accordance with an embodiment of this invention;
Figure 21 illustrating a portion of modified source code with modified strings in
accordance with this invention;
Figure 22 illustrating a portion of modified source code with replacement
25 identifiers as generated in accordance with an embodiment of this invention;
Figure 23 illusirating a flow diagram of a process for replacement of macro
identifiers in the modified source code in accordance with an embodiment of this
invention;
Figure 24 illustrating a portion of modified source code with replacement
30 macro identifiers as replaced in accordance with the process illustrated in Figure 23;
and
Figures 25-26 illustrating modified source code for the source code shown in

Figure 14 as generated in accordance with an embodiment of this invention.



A non-vol atile nenory 120, such as a Read Only Menory (ROM), is connected
to nmenory bus 110. Non-volatile nenory 120 stores instructions and 30 data
needed to operate various sub-systens of processing system 100 and to boot
the systemat start-up. One skilled in the art will recognize that any

nunber of types of nenory may be used to performthis function. A
vol atile nmenory 125, such as MHefailedMRescriptiomory (RAM), is al so connect ed

needed by CNSdavenine e EbrbacrRtsdien L iveethal Hibe LIl 4R o

the pregAaaRs a bgrceﬂro@.w dUBEE PafitElRIY, tils ASesHtibANRates td nﬁdu@mgmmémmn One
skilled in the art wll recognize that any nunber of types of nenory may

3e useaeitateqoﬁ@mf@varemthld@ therdntgllectuat monae(att Stybmrgeaam@UIaéM ti@h@ a
i <Y A VR ey B o510t for Melliiod dagbqde BKuerts bmd SuiRE8 e

per i pheg aldeidiei inRflecoanpipetty ddstribes tHerBir. 0 exchange data with CPU 105 for

use in applications being executed by CPU 105. |I/O device 130 is any device
that transmts and/or receives data from CPU 105. Keyboard 135 is a

speci f1c type of fHOihlioheRe!NerdniiBa” bl DRttt [0raliasy ! By RGridtidis ! O

CPU 105. Displ ay receives display d |sp ay | mages
on a setaed Hyoa nédia thataret exeveded Wra)pgoclassmgssyatemvﬂdm mlsh*tmlmrmsmyt s and

data t d f U 105 f t t di Net
(a5 oo DROtShABATEWaIt TRISWRLS. or SetsTR. 1oL dlGsHdes BIEGeomR S dMand
from Ot‘ibﬁrth@F %‘kéélﬁbQQgéB{r%tﬁj&long'tgtﬂe?fo?m ih'euﬁr‘obék@és forfproVid g’iQ 'rAgthek

process 200 for provi 20 and/or_systemin accordance W th an
enbodi mmdforcfystémsn lanoendanoe withrithishimventiom &soskiltashin, thgrast wikrezognize

Fi gur ot BiRopRad so e O paBlicfbhBRsty HRiR)Me) s HitdiRhe dhe B inen:

or docgxaet §0rﬁﬁ§¥ur§tl§r9f)f WY exsolake P?)roa'é&edl iA Gaeardshadomitvenis (iVertiemowilibes
t he objective or the system A further discussion of 25 disclosure

dodﬁrrer\‘ﬁﬁyﬂedﬁmd‘elé gy‘éemhywawa@gmmgonbf Figures 3 and 4. In step 210, a
masquer adi ng algorithmis applied to the disclosure docunent(s).
Enbodi ments of a process for applying a masqueradi ng al gorithmare

descri bed b¢trovessind syefemn erlie inauddsy CeatrabPr8cedsimeWrdi §CPUS UT0S. doBUMent
is out put by the masquerading algorithmin ste In ste 220,

215. 30
our o 1050ae 1 81 DEDGRSRPt UCOPERGALIPE. CBcENY LBOMBIIE0. O cPESEES TRy
one or ypf er%&%rsﬁh UtE GRS "th Jgﬁfgdr& W@ lsb§qnté2:cbﬁfan%ﬁurce

code to gecrfPera e I ed source code an nver SI a in step 225. The
nmodof i erdtl'stmrmesenuavambmoﬁl?u 10D codndets do enemowulvus ﬁﬁ&aed lagat/ Output

Enbodi f f f
Gooor i N0 Bulota i MSmere pus vt Gofnas LPUSIGE T fherBBhag 120780 1BRS! S
out put + RN LSt 8REENERICtRAS AiReahafiel memdrike and TPl i10%. YU bEs clage or

original source code; and the conversion data using an obfuscation

al gori mmneths,&:Bbl Po85t0 Wﬁ@hﬂfﬂhé@‘d@%ﬁtQUﬁﬁSM(ﬁ&i@d@twgem Gt d0band the st ep
240. Conve ro iled
code ar?t?”& r&%tvl(%ﬁs Ctgrfe ?Iﬁgﬁ}/’b&%c%i ﬁg&%ﬁ) @h%#l tﬂ ? E@i&f or b{)r evﬂl{] %rﬁ?
step 24fds Pr @ﬁ@ﬁbé’%nﬂﬂﬁéd irt8 one bus or subdivided into many other busses and

the exact configuration is left to those skilled in the art.

A non-volatile memory 120, such as a Read Only Memory (ROM), is

connected to memory bus 110. Non-volatile memory 120 stores instructions and

30 data needed to operate various sub-systems of processing system 100 and to boot
the system at start-up. One skilled in the art will recognize that any number of types

of memory may be used o perform this function.



Figures 3 and 4 illustrate disclosure docunents 300 and 400 respectively,
for a project. In the shown enbodi nent, the disclosure docunents present
the disclosure information in a use-case nodel of the problemusing Unified
Model I'i ng Language (UML) format. In the shown enbodi ment, the disclosure
docunents are 15 expected to be in the UM use-case format. However, other

formats nay p&cifditel memeant! 2§e sachi ay Randan mMecassy Memary. (RAISinisnalsg00,

Backar SunaeSledneBty BHE 10" SBER ARy BR8P R AR e,
sol ve areded! bpCRUe10Rm 0 Parfotki softwates itdtrucions et procdysesr auohogerineew 310
descri bes the conponents of the proposed system 20 Docunent 400 includes

descri pIPERFSESHORPEPVItiRG Asystam in acCasdanes Mithdhisdoserfiane Ongnsidled i they of

t he cobj I : y - 4 j L eV I aases
411-541 \AM"KEé%é)%n\}%éd]ghﬁéhgyaucrbﬁ%ugﬁf%ﬁs 6?@1 tbﬁg?gé sgﬂgmh%ﬁ@tto 3@?‘6@% i sh.
| n docuwatatils nEfognehdiie exadiitysnused ieleftTach idesignRersposn kethodeaskilleesia, 25
and Vi %Eal isation (ULTRA-VIS) systemis described. The ULTRA-VIS systemis
a militB®@Mapplication for providing devices that recognize hand gestures
and/ or audi bl e commands and provi des the necessary information to handheld
devi ces of other soldiers in order to coordi nate operations. Gven the
sensi tive ndfdevise 13, keyhearhi3a displayido, msmont 14 meteork ddeat1d0s t o

¢ ha A RiemBet B o PrrbepfieiEl ffichr tonpet (IR A 1016 sRotands bats® U
i nvent iviith CPer 408 RérsustOin abplic4bhabdihg esebaRd By CPR108)! | Ifmidegicd B3pgsi on

to provide an exanple of processes inplenmented in accordance with
enbodi eyt devdge thatstransraits pod/or Teeeives Rata/fron &t ld 08k afpyboats 13 isaned

fromt f C& |, - . : .

nt Cp. | ARG B o 1 Beb FerSyes MepLinst and mggmits, e input to GRU QS &40
shown iDisplagu4e receivesalisplag data from @PRI 1051gnd dispiay magky omlagsyreémfort o a
docunent to %ener ate a masked docunent in accordance with this invention.
Forl5purdouseistogtea. iMlempny e iv A, deyigatihed fransmilsend receivegsdaladnandqfzems
descri i t ; SCE e Lot gk nal
dooument U5k d¥16 g ek B! Rl Notok SRVERTES) B8Anede Oy (0.

f unct i oedwerkior ansmigsiarsef datquo and fhomidteersyretessidg systehed i n t he ori gi nal
docunent. Process 500 begins in step 505 by extracting keywords fromthe
original disclosure. An enbodi nent of a process for extracting keywords is
descri bed beiguyenbtilustPites e tBwl BiddPali 8 hfodess! 20G1EP prdfidingNg métheer ds
extracted fromthe docunent are displayed to a user. The usef nmay then edit
t h@0k eyandiarssystemt ispacrgdance withTar aoalyadiment af dhishoventiod 1 thevsbhwa nodel

tenpl ate to.the,origina ocunent in ep 520  An_enhodi t for conparing
ool - copRinggt ok 300 REFEY dshoxiae rotrudinS IEEH B bRIcs MRSl o

W th refetepicr _@hE\i\lﬂuhngurél' Me Rrbedss! 208nBegihe ihSstepernd sgdreeiviignar ate a
masked docunent in steE) 525. The sensitive keywords may be replaced with

sui t abldiscleRMreaderUMESE dar tdpaumgnist Mind@ (safiv@re sysierry skhsr i disclasure

t hesaur -k e t her ks r iR, th I Qi -and/lor use
cases SEepmRis)clescaheRLlte offbdiia ik, " Spetblh.' OB ARy bIRIAN0, my
be 2per }‘cﬁso’mhrlesi&ngrrmrﬁ%'&rm’ovwl&d bedpvadith wyacds o Figares 3 and™. | b step 2t1lﬂpze
commonl y avail abl e rd processing systens. In step 530 ensitive words
are extdHepaderadig ?\A@@“M%Ikseﬁpﬂt%ﬂ‘ﬁ’efﬁﬁ %&ﬁ%ﬁ‘ﬁ?é@’ql egtis) % .OC{é(HeBMdi ment
for ex i it i G I i bel ow
w th r & BECREIAmInYE HBSAde/uRE AI0BHITRT SR JEREHIR bl WRTRiERARe

di spl ayedFigorashé&-t2er 2hewn diselpsdes dothmentds owtput Han thepuasguiradingo t he
sensi tiane V\ﬁrds i.n éagp 540. The edits are then incorporated into the
masked XAFYUPOIDEEP 408 a masked disclosure is output in step 545 and
pragess 500 ends. Figure 6 illustrates process 600 that is an enbodi nent of

a process for 30 extracting keywords froma disclosure docunent in
accordance Whstep B28, solreacoda.fopasofiware sysiesyinreceivest ephasesuieg qosiedi ng a

vocab u'n%yy bgiirti) ro%reymj mbfs R A Cal-‘m%ﬂaging algorithm is then applied to the source
code to generate modified source code and conversion data in step 225. The

modified source code and conversion data are output in step 230. Embodiments of
9



library stores information about stored words including synonyns and
hyponyns, and ot her information about the rel atedness between certain
words. In some enbodinents, a selection may be nade between nultiple

| i brari es where each library stores words related to specific technol ogies.
In step 610, a keyword extraction algorithmis applied to the docunents to
5 ext r geocadseskiprwpederming theacpmouingingk algasithimerta gasctbed| kglowt withi s t he
KeyphrasF Extrggﬁjon Akgghithn1(KEA) described at http://ww. nzdl . oro/ Kea/,
whi ch i"8'e5969 WoT'8YFSSoh the University of Wi kato. However, one skilled in
the art will recognize that other keyword extraction algorithns may be used

w thout departing fromthis invention. In step 620, the algorithmreturns
t he keywor défiect madified €edania @utpid, cempileddrede duay e grereratsddram the

. I S ' - . I 625.
P Bondeigh PRk Yodb 4. OhgRRORHLEsEcHIE" G e Hhubfict ek Lkl R,
t he usebfasetiohalgorithar in dtee 265 Thbarbfastated conipledeyouzr id theaanitpateid Wit h

the respective use cases. After the keywords are, deternined, the ke rd
extractst%-?épg&qrwmlpgaweeewsci@@x%H%e t%pwg;%ﬁ@so fypcated CopIpiigEe case

NSt eRaA3LR BeBEARRAS SOMeRBAT0CEEEY Brel ohlitei? Y6 RbRYIHFCYMREISteR Sd@Ct ed

from docunents scussed above, docunents 300 and 400
descri lprocassd 200 endsé.s system The words include words in category 700,
nodel tags 705, and use-cases 710. As can be seen, 20 the words in
caﬂ@gories 700 include nobile, gesture recognition, voice recognition, and

vi sual i zat i @guMadehnd adfiustfeldiScibSuretdctRindtits 309 ad 4003bsEBivbRSEre. 1N
t he shown enbodi nents, the nodel tags include hand and arm recognition,

voi ce reequgiect.i oln theosheynsembedimenin, thee disclanune edocnmgntsy pregent gibe nap.

chown s e dRBrT3E8N 1A% Use 28 H0RE) GEEFELPLBorm dlsifl YRR MoRR oS,
enbodi nRitiguage FUMLOCRR#Maf.Olin St ehbwh erabsdiArint! hepdistiestie denanente @remasked
di sclosure in accordance with an enbodi ment of this invention. Process 800

bedfns expestesptoghs imihe biilatsarassdoraat Heweayver.refhee formalsnae baiugedos ur e
documengg, 4 olé%)ém{gdﬁom 8 fiveMtiohneDBBARkent 300, shown in Figure 3, includes

background 305 and program overview 310. Background 305 sets forth the problem
that the system is attempting to solve as well as the basic requirements of the
system. Program overview 310 describes the components of the proposed system.
20 Document 400 includes description 405 and uses-cases 410. Description 405 gives
an overview of the objectives of the system. Use-cases 410 include individual use-
cases 411-414 which provide the exact functions that the system must accomplish.

In documents 300 and 400 an Urban Leader Tactical Response, Awareness,

25 and Visualisation (ULTRA-VIS) system is described. The ULTRA-VIS system is a
military application for providing devices that recognize hand gestures and/or audible
commands and provides the necessary information to handheld devices of other
soldiers in order to coordinate operations. Given the sensitive nature of this system,

a designer may not want corroborators to know the exact nature of the system. Thus,

30 the designer may want to use the masquerader algorithms in accordance with
embodiments of this invention. Documents 300 and 400 will be used in the following
discussion to provide an example of processes implemented in accordance with
embodiments of this invention. The ULTRA-VIS system example was obtained from

the reference “BAA 08-36, http://www/darpa.milfipto/Programs/uvis/uvis.asp’.
10



30 tenplates stored in nenory. The nodel tenplates are each a generic
description of a particular product. I n one enbodi nent of step 805,
the conparison is performed in the follow ng nmanner. A nodel simlarity
nodul e includes a simlarity-neasuring algorithm a 12 nodel tenplate

dat abase and a word simlarity database. Simlarity neasurenents between
two nodels are based on the simlarity between use-cases of the two nodel s,

on the si m FAPPoTeothePiakR BrERED R8s Bl ol ety MRt
nodel s.aldorithm to dhgodiiniéntatol gendrass ar magked goclirt lig RiceseRinteonith thisdel
(the product fromthe disclosure docunents and a nodel tenplate) as a set

of usedlReasdion. aher @amsag@fdawnwgnm@pr%mﬁl@é dgeumenitisA d?éymf‘&ﬂ"aﬁhe
del del X |
UoCE SeBliRes o diferd $yiin Man 8! SeBiCledoriuB 4fe) oTiget ofnsht | 1T ¢

I'TE.E fhl ;ifpwémr trtdmyétem d?&rﬁmﬂxgrﬂmrmasak@cbkjegﬂljmnt afomdmacmlmaons sulmllar

et
oot o taihor SelfbRada bl destrBe imihe dsolich dRetmertrdbort e ERG0: 2.
Each awgﬂ{mm stéb! *59? ge Car%dg}nggkgwo&@ gﬁ:«fr% i bS_cﬁ.gma a&t'sélbsﬁ@ ueapet ween

any two uUse-cases W In th oW n aragra best
mat ch( )enthadisent of arptoaesa)funtemmcﬁng tkieywotdseissdgncoibed | below rwmarefe:;env:al ues

of the red el S,,maximz [ese nts the simlarit
betm/eeriig?équ re in@'né %fb Keyw %?ﬁé(ﬁéﬁtﬁi{n%@gﬁ ﬁ@ﬂc Fﬁ%gﬁ %’Y F?ﬂui resy
the sig |y %eV@éé#%QFEH&@ﬁéUiﬁmr%stlﬁesl%ﬁ% The use-case simlarity
is defined by: simluc_1l, uc_2) = best matchawordX I wordX E UC 1}, wordY |

wordY ¢ uc_2}) 25 where best match(setl , set2) is the matching al gorithm
predef i nod P Reryrd oS Bl PPl A i el A, € hesatinang ®
t ool . %Icurr%‘nﬂh 8&:@ szme.rsembbarmém featomphahyessdd] templatgs twtheddrigghalsur e
and each nodel P IS ret urrI ned. -Irbn??nﬁ hr I?Sfclélzl"etn%eatrOGFf r&sen 8d| s Ieayed hl g step
8145 T cug@ntldlsc osure is described below with re g matche
template is then used to generate a masked document in step 525. The sensitive
keywords may be replaced with suitable equivalent words that are found using a
library storing a thesaurus, similes, or other equivalent words in the description
and/or use cases of the model template. The replacing of the sensitive keywords
20 may be performed using a search and replace process that is similar to those
commonly available word processing systems. In step 530, sensitive words are
extracted from the masked document generated in step 525. An embodiment for
extracting sensitive words from the masked document is described below with
reference to Figure 10. The extracted sensitive words are then displayed to the user
25 in step 535. The user may then input edits to the sensitive words in step 540. The
edits are then incorporated into the masked disclosure, and a masked disclosure is

output in step 545 and process 500 ends.

Figure 6 illustrates process 600 that is an embodiment of a process for

30 extracting keywords from a disclosure document in accordance with this invention.
Process 600 begins in step 605 by loading a vocabulary library into memory. The
library stores information about stored words including synonyms and hyponyms,

and other information about the relatedness between certain words. In some

11



then inputs a selection tenplate nodel for use in generating the nasked
disclosure in step 820. Alternatively, the process can sinply return the
tenplate with the highest simlarity value to generate the masked docunent.
Figure 9 illustrates a conparison perforned in accordance with process 800
5 between the disclosure of docunments 300 and 400; and two nodel tenplates.
Fi | e ocanbodiments,| a gseleslionk &yaroogs mase hebveers dsultiple libarigsswheee ¢ac

] valEl i del , ds,
and. v dbpard ot pg Blechto ket telfifsblES. om des ! gnat ed  nt 4 bot " The

simlarity values for each subject is provided in "[ ]" next to the
subject. File 915 jncludes the neta-tags keyword, 10 category keywords, and

use cases fdp HerIG1Ph@ keywiorst sxtragtion: gigopthna 8 Apnligeh te; ther documénts to

I Mgl ard f h ' f.et b rage
Thas ¢ 1erbct At RePRErdSTC A Bkafble”of 4 el Bitrctorp i b e AHE! 1
gr eat elKeyiphrdse Exirastion Atgorithmh@HA) éédoribed uajdetip://wivat. nzdi orgfdeal/ behichs a

bet t .modul.e t I g ) t. h ked di scl . 15 . Aft
et er il eato Rl 2l G JERP RN KRS aclogine, B oy T
descri begodrizS t8at Gther kbyWbRE exFaditth (all:ddii‘tﬁrﬁs%a%meu%’%tﬁbhpﬂeﬁﬁdingebdone

by word repl acement and/or m xing of use cases that are determ ned t e
r el at edramithig inventloss t ImetepH330, ghe @igarithesatumsdhabwywords extracied fnesked

di s¢l i it i h ked,. dj scl
xiPacith elife s 6aRES! « The Viors BMBHRRID 440 BF B Atiosgs e s
an enbedisae dreofet@nB GAestep fEYS5. ©4h rstmié REnBoHimeAtd, | Si8pHTe20emsd tg2eemagr ds in

accordance with this invention. Process 1000 begins in step 1005 by [oading
a vocalsisrday optippalr keywards |fopihg yserasesrtesa iusebr nidie bserathem seleelse@ewor ds

I ncl udi o) : YO ~ath i maty 0

rel at ecﬁ(%g‘é\@(ge%g\/\%%haq%grWﬁﬁnwvéw?&ggs&ﬁ’ﬁ’%sggné grr%‘%%i n@r#g maé g(teqyg}éﬁl%narﬁay be
made bejete@mnet) thiepkesword rextriaetomiadgaitiemcs Useldrtardetetminesthetkeywordd fgred to
speci fic technol ogi es. ggl n st eg 1010, a keyword extraction algorithmis
appbi e®aCh US§eLaAReB SRR B3VR0R QHOERSSPLBRESt 0 extract the sensitive words.
The word extraction algorithmdescribed above, in relation to process 600,
is available fromthe University of Wikato. This Keyphrase Extraction

Al gori t hm ( Kigdred@situstiatds deeyiiorgs /ekivantadz tbrodocuikeats) 368yarad d@0beAssed t o

extract,the 58 %%otv{a,vgoc\;’\@rﬁgﬁfs i(‘fﬁ’“%ﬁ&‘ r41,’001c!4esc:ribe an Ultra-Vis system. The words

discusse
include words in category 700, model tags 705, and use-cases 710. As can be seen,

20 the words in categories 700 include mobile, gesture recognition, voice recognition,
and visualization. Model tags are the keywords for the original disclosure. In the
shown embodiments, the model tags include hand and arm recognition, voice
recognition, geo-registered icon, head mounted display, and geo map. Each
separate use case tag is a keyword specified for each use case as shown in Figure 7.

25

Figure 8 illustrates process 800 that is an embodiment of a process for
selecting a model template to generate a masked disclosure in accordance with an
embodiment of this invention. Process 800 begins in step 805 by comparing the
keywords extracted from the disclosure documents to keywords of each of the model

30 templates stored in memory. The model templates are each a generic description of
a particular product.

In one embodiment of step 805, the comparison is performed in the following

manner. A model similarity module includes a similarity-measuring algorithm, a
12



one skilled in the art will recognize that other word extraction algorithns
may be used wi thout departing fromthis invention. In step 1015, the
algorithmreturns the sensitive words obtained fromthe entire nasked

di sclosure. In step 1020, the alternative words for the sensitive words are
determ ned using word simlarity 5 libraries. These alternative words are
di spl ayeatieal demiplate siatabageeand aa werg simpanty databaga. @mllaﬂtyameaﬁumtwe

accor aPROGE v Hpoainare eelical BRcsMBRERABAeh 3eed0dtesS, oF HRTRAPCC

nmasked nghdds, 08HE SsifnliBftyWhicdButementdi Betwsinr aseehibys bf 1tbef wmﬂntdswelsJLaTEeA- VIS
system di sclosed i n documents 300 and 400; and the nodel terrpl ate for

| nt el bdasedondhs sivilardios hetweenitae keywards ¢fdhg siseccases obthe freo madeisot and
ULTE%A VIS systemwere nmerged to create masked di sclosure 1100. Figure 12

illtUstrates masked disclosure 1100 with alternatives 1205 provided for the
sensi tive warndssimilagity Asasursg stgaithrmorgpreseritb ecatht modet (thesprodumte‘pbrace al |

of the occurrences 15 of a sensiti word or replace_the sensiti Mﬂrd one
occurr éhe@%owﬁd%umﬁrﬁ%a%%én@q@atﬁ"wg%} ﬁgeé‘ ﬁ@ﬁtuse -cases, gf &@8
|1 UStH RLeSdRI0TEnBsdA By'sel of REWRTASITHE A1 oo%ts |Pcﬁ§§%’3§effrféﬂ gep! ying a

canouf I'agi ng agorl mto recelve ource coevmt rds to st'ep 225 20
of process 200 (Fi-gure 2) in accordance with this invention. Process 1300

t 1305 b t 1310,
cadt on' | S@ege! Forhedrl Bur bedl SRIPRRUER HER ottt bHEY S UgRen modi 11 ed
and inserted into the nodified SOURfR gcagf in step 1315. An enbodi nent of a
€sCri

process for nodifying an equation Is bed bel ow with respect to Figure
15. One ski | ed |n the art will 25 recognize that steps 1310 and 1315 may

codb. Whers basl AatEip i oreBl i ipamatoning Alaoeliel Bt He, pSsibReRE RSt " °°
functi % ﬂe?erteheé'd fat)tﬁttﬂp FeRWiKigEda. ngmkum“éugmﬂehﬁ ptrdstﬁammsbétl ﬁfét@!ﬂgeﬂ

i nsert into the nodified source code in step 1325. An enbodi nent of a
pr d6es set2)r methiid gssigna caghcelement frogeset teanpiieswlement freapeete. Eachi gur e

17. One skilled in the art JIr 0gRI.Z€. 5 my be

per f or g ggﬁneo{ﬂ Wﬂrﬁi)’%@ g'lm[ ||!y Y ﬁﬁ"%f %%@P&hﬁ@gﬁ’ %ﬁﬁ%erﬁgﬂgjtg%s%él?ce

code. cases will hl@e RElGRgteBon €t dolftevihg pdvegraear bdstdmiatoh(b triesgs . firfdoa

pur poses of this discussion, a string is a ghe pa|0f ASClI | characters used
i

as an |S@&ﬁnm$fethafAh%§Hﬁhgf Ak St%'@f“ﬂ"@l&@@é? redcemeBts isTRaxRizetg | s
t hen gRgé ode in step 1335. An
enbodi nenet “ﬁﬂt@&gt egé't' qhég |Je¥rﬁfb %{g rf%@a% escribed below with
regpect to Fi gure 19. One Skl lled in the art will recognize that steps 1330

and 1335 ma erforned on nd/or all of the strings,djscovered in

t he parsed sdl?rﬁ ‘t%aesf_mefgltégzﬁ re[qt@'eﬁetﬁ g@%tyc‘f?@%dﬁkw%e%ga?@’hed
for id F YRS SR &Q fin ussion, an identifier is a

wor d o(rmEs)tdtél ngésc?F ?hg}%gt ers useamyi ent??y a functl on, constant, and/or
a value in the source code. A repl acement |dent| fier is then determ ned and

or acess SRS NG 85T TRRTIHREE] SaIEcs ERed) RaIagTUAOY e BEeRt o

Figure 20. 15 In step 1345, the parsed search code |s searched for
macro identifiers. A replacenent nacro identifier is then determ ned and
i nsertdmeratbndthuatubldfsétﬂ eset@dis the meﬁmit‘ig)almrithmﬁdr tmcassigmeant prioblernin st ep

doner g T P BB 8 380 PG i WSS Qb el o
from a word-similarity measuring tool.
30 In step 810, the similarity value between the original disclosure and each

model input is returned. These results are then displayed in step 815. The user

then inputs a selection template model for use in generating the masked disclosure

13



In step 1350, all comments in the original source code are renoved fromthe
nodi fi ed source code. A newfile nanme is then read froma library of
possible file nanes in step 1355 and the nodified code is saved under the
read file name in step 1360 and process 1300 ends. 25 Figure 14
illustrates original source code 1400 that will be used to provide exanples
for thénmtepd2es Altaroaiivelyl thel precessucar sioply 1efo ithe |taaplata willh fhe

0" exoRarEEst lp Bty e W onR R o8 it 0o Comput ati on that

i ncludes to attributes: 30"velocity" and ' colllde Definition file 1415
I ncl udes the definitions of the vel omé%q and col |i de functions for use in
the main pr (fd@;‘é’@ 9 illustratesa poreparson periarmadkl peerdaace with rreaess §08n

enb di 'B%%e %Es%foqﬁl?e o‘?rdoggmefn\% ggg?ade%t %I‘Wt\ﬁ(? nﬁdﬁélqgﬁpﬁégg%e%‘d@t on

source tdode. Process egins in ste
r eadl n@oshmgqm of thmkéywm‘dd iahy dsemasfebéopﬁm@dclesem decumdats 200 and stoep

1505, one or nore of the foll owi ng steps may, be used to nodify the .

coust | e $10 JREHOSS 106 TROGE Bl ColRadHI oS, ANoES? GASHS. 10h ml9ehtics

| deal | ke n I r such
that ¢ e S e Sty Bl or b e 8 e
result $)r0\ﬂdediemetiu]étriexh.toAtheesahpbb dffilea 94 Snischudesniineb ereta-dagsi lkeywerd,

pr OVI ded, as f

As 8Q8 - _.
P e Runet sy kevWors, and e, s LA tidn) Srilatord AL AEL b ek R Fiowr i1
returndi{p é{ﬁahaﬁtyqfau%@for?éaeh %hafe%t oﬁ% mtelotsreNirEBRE ohdRierddgd thapamat e to

zero. Anot her manner ng an equation is performed in step

1515. Isimiaréy vabies for each @quct oﬁﬁwea lghbﬁp’&ﬂ@l@d ffoetgrealer isgnitality ¥glugsi on.

@gsgiaﬁ&ﬁe?@?ﬁgﬁ?@%@i‘fﬁ% tﬁ%dﬁt%jbott %grpejtePﬁqdnﬁggﬁrﬁﬁla{eo#dr&‘ggsr%@%rﬂ n2x +

pr ovi deaaskeet dietiogaiehod for nodi fying the equation. In step 1520, a switch
case is inplenented by including the original equation and one or nore 20
al tlérnative equations. The alternative equati ons may be generated by

changi ng O A JﬂBrrﬁoﬁé]%ﬁ’i Cé]t% |§ c%lﬁe&qﬂlﬁet ri28ked d‘?&?‘dﬁﬁé% Eherfiaqauf | age

—algorithminc es a hierar € repl acenen erators to
det er mdescribéd fin (SIIEP‘ 826rcf pmbdassbéOOS(Ecgm'e 5)epTMgethatnpamayd)esdone thiye

I t th tch th t I t of
©he or MRTRAPPAGBRISNG ANGIes AMAMG! 36, Capes et & SiaER gt 19 beuaiaten detbes t o
furtherth? gssf hﬁg@ﬁ%gbf&bs QHeserbiey idbdvie MAMLf iBE HRidkear Qiscidsirer rper

case inc Ing t rlglna expression is |ocated by the correct user key
anadot hegemeratet], senbitive twWomisgin the |rba$ke;d disckasurg earer extranjed tans ineay ber ocess

cauat | GREeHn BMaTO AEHCRITa piader 0 mal o sl Sfgdment e BloBesd i

extracting and editing of sensitive words in accordance with this invention.

Process 1000 begins in step 1005 by loading a vocabulary library. The library

25 stores information about stored words including synonyms and hyponyms, and other
information about the relatedness between certain words. In some embodiments, a
selection may be made between multiple libraries where each library stores words

related to specific technologies.

30 In step 1010, a keyword extraction algorithm is applied to the generated
masked disclosure to extract the sensitive words. The word extraction algorithm
described above, in relation to process 600, is available from the University of
Waikato. This Keyphrase Exiraction Algorithm (KEA) described at

http://iwww.nzdl.org/Kea/) may also be used to extract the sensitive words. However,
14




that have been nodified in accordance with process 1500. In the shown

vel ocity function, function call 1605 replaces the constants of the
equation in accordance with step 1510. In the collide function, switch case
1610 has been generated. Switch case 1610 includes the original equation in
case 4012 of the switch cases and a 17 second equation generated b

changi wget skilleshdn dhe st il récognizeythadl otbqumrdrextraoﬁenoaigorétmecmacyag@ 372.

1 st el iHtS HebartiE RIS nERtER0 0 Sieh B! T Ak B8R, roipdih ot g
a nodi keAgitiianebidaNobaimsr HoRRRE dntlrd MAskED UisdBsireof In itep i 10p@Ntthen. |1 n

step 1705, it is determned if the selected function is a function call. If
so, a sltetnstiveaverds fgeribe asensitiver wardst aree determined ¢ eging word simirityane

manper . SC4i ' : Fi 15) .
St oDy TSRS BB NASIE 418, FOPRueT 10 1k 4ReF AT upekthalnBl & 1
the fureldctioni 6f anchitematitg aodrd o Teplaencthie sengtivenadrad ahdrthehmaskeds. A
sequencer is generated in the follow n&} nagger. Fi rﬁé, the paraneters of a
funct i gisciasurads ameaded ascowingly inysteRstdoe Froseps QR e epdst he class. The
function is then inserted as a swtch case of the swtch. The process is
then repeated for each of the functions of the class. The proper function
is then 15 pmigwiedtt ilustraites imaskedt disclesuss 140Q avkioktisra ddcogure harivedi t ch

ondOpr Jesa I H50HERATS system disgbete of docfimenty Sp v ABbZang the Hhétel
) COWU&&%})% q‘oﬁ"fﬂﬁ%ﬁoﬂaﬁs%%%“@é‘%ﬁén lﬂfﬁﬁﬁ Fgldech 1, thaqaer sidseoMhbInfdisit 1715.

The equation "spee i'n the original software 20 has been nodified to
i ncl udanswWilt TRACSesystam wereamengeth e erasite imaskeg disaosure 1100. Frigure: 129

St 1 no AT aLER BIERRRA Sgont T 1R Blln ARRRRVER:1 404 R B eBE%% 000

begi ns wdids! amelPty iy 6eRGt bHe df Hié BNErmativéd o pelaes allaf the bocitarize$910, a
character 25 in the string is then selected. In step 1915, a_random nunber

geriér atobra genitive word or JpBlgeetbarensitive wekhone agcufraacey &ha timedorfaiom

nunber . S ded val ue of the character to generate a new
char actthéflﬁgﬂggﬁ%% éﬁ%’#rﬁgﬁgr then replaces the original character formng a

new string in step 1922. In step 1925, process 1900 determnes if the end
of the string has been reached. If éhe end, of the 30 string has not been

reached, prcod@4® 1@d@§t@§%tp§°¢9§§mj' 9%5“%@?0?”\/@@90 imergfc.)tﬂ@reﬁ%?sagqrers of
the st rag&%ﬁe&ecé?ﬁ&méﬁ ﬁ@%@itmﬁ%'r@ééieéa ls80rc %csd@uﬁtﬁlrega%%' flepPoseen

the ori string a new string I's stored in the Conversion data in
st ep 193@rocebsp2@R dsigutdRpireactardance withRrhiguingeiipn. |RProsessi 380 pegissis 2000

that is. an dinent fqgr replacing identjfigrs, fr he origi nal source
code aReR1aPBRY Peng: e LA PP aRdle; o fieb bt Sauiateis 35t
Proces$ro#fQRe l&_»%étf sbiircet 820G hebyquARA BXhaA rhegifibH fHrey inseaBEY tie War sed
source code. For purposes of this discussion, an identifier is a wrd 5 or

st ri ng nodditiedsqures eode i stap 13t iAry embogitoentel adyaeesmior raadifNdng anval ue

in the sour.ce .code. . e jdentifier i ad- a [ : Lt Lte
| dent | (FEAIP if dEgrh b O T Reirstia SUEE 15, "o SBE T KIS W
t hesnaryge 7§ ehdebripese31® andt 0815 rhagdk gdetfelnse drhahyiared/odael of the

hi erarchy between identifiers for use with object to signify inheritance.

The selasitaians fpund indbe pagesd $94ree 6B aces the original 10 nane in the
nodi fi ed source code in step 2015. An indication of the relationship
between the original identifier and the substitute identifier is stored in
t he conversiThe patsed sowtecaiz?3 thet psarched f@0Ohatiods. A function is then

found step 1320. The function is then modified and inserted into the modified source

30 code in step 1325. An embodiment of a process for modifying a function is
described below with respect to Figure 17. One skilled in the art will recognize that
steps 1320 and 1325 may be performed on any and/or ali of the functions found in
the parsed source code.

15



Figure 21 illustrates a nodified source code for main application file 1405
15 where the strings in the original main application file have been

repl aced in accordance with process 1900 descri bed above. Each string has
been nodified to have characters with the shown nodified encodi ngs. Figure
22 illustrates the nodified source code after process 2000 described above
has been usédde parsegl spsce wededertheni seaschediar stragsr ikArmIrpPaes of thigr s

e oSSR SRy 1S BRE0RY o Al Ehardlirs yepa oS RS U dafientes
enbodi ket didcoviersd iim\stsp 11330. PTheesising 38 theagmodified atdnskfid intorthedi ng a

macro identifier fromthe parsed _source code. For purposes of this

di scusdnegified seHEGCPdR M ister 1388, Andrabedimant iof @ Brocess fat maedilyinggat o

| dept i fy. t I N e SQ4Ir C 0 | l.ohal
scoge. %@?r@g@%ﬂ ble@%@iﬁ erégbgar{ed;gﬁélgesﬁ?{t a@ln% gﬁp)és?:ﬂt‘ tr}gga?rge\ﬁ'?i fier

i s readetognizen thaimstepsatBR0 datab33® may deepeldSihled Tmeany|axiiadal Wishet ut e
identifier replaces,the original nane jn the nodified source code in step
2315, ATHIRAISSHYEIRA 7 MeREPEN SOLBREGF bet veen t he ori ginal identifier and
the substitute identifier is stored in the conversion data in 30 step 2320
and process 2300 ends. Figure 24 illustrates nodified source code
derived frorntstepnABA0.abine i parsednsaarob ofde dar searcheid fonodentifiersi gurar 24,

the macros in Lh_application 1405.have been repl ac wi th repl acenent
maPos Poseset:PEe PSSR, 38 BRblneiE e Peon Stind: detnrel DB Her | veo
from sqgertfy @ dendtith0- cohstardbavd/drsa avalgs ani thiel 8uret ESRRJARIPACePhert
system for nodifyi %5 i nformation pertaining to a software system It is

envi si dirmtifienis thensistermmined emd; insented irte themagtifiedwoyrcasedgnin atapctddd.i ve

enbodi L el 1 | & 4LV | QRcaS: S . [ ] W ng
ol ai o bngpBtherAra g Yor PG4t inBFisReciBbl beldly Wi rbBpedt Y,
conput &6 Figpfrev@#. e conprising: instructions for directing a processing unit
to: 5receive a original disclosure for a software system

appPy a masquerading algorithmto said original disclosure to generate a
new di Scl s eyglosalen 13 RSl SBAIY ole 58 isdaftiie! @5 YhacksSiadhlifiesena from
sai d new di sclosure wherein sald instructions to apply said nasqueradi ng

al gor i rraptatementrmacnopidendifieniis shencdétensirfedr addr mseited ot dhermodgiedng

unit t %:ou?é(et E:ggé fokree?/ Pé)urnd m%g%rqué%{iﬁjeroiws%g 6’l|349'. S/&rlz %?ntgo%’lment of a process

for modifying a macro identifier is described below with respect to Figure 23.

20
in step 1350, all comments in the original source code are removed from the
modified source code. A new file name is then read from a library of possible file
names in step 1355 and the modified code is saved under the read file name in step
1360 and process 1300 ends.
25

Figure 14 illustrates original source code 1400 that will be used to provide
examples for the processes described below. Source code 1400 includes a main
application file 1405 that includes global definitions and a main process to execute.
Object file 1410 includes an object class “computation” that includes to attributes:

30 “velocity” and “collide”. Definition file 1415 includes the definitions of the velocity and

collide functions for use in the main process.

Figure 15 illustrates process 1500 that is an embodiment of a process for

modifying an equation to include the equation in the modified source code. Process
16



sel ect a nodel tenplate using said keywords, and generate said new

di scl osure using said selected nodel tenplate and said keywords, 15receive
original source code for said software system apply a canoufl agi ng
algorithmto said original source code to generate nodified source code and

conversion data for converting between said nodified source code and said
ori gi n4b08dwagins trostep S by reatling theyeguationio widify frae dke ipatsashseurce st ore

Fur  hoPOHBmArIcl Sten 07 s B R BPIR olloMrY debt Rl e 80 IRl b "

conpi | @qaatien.Mdi dteg dl 510U aCeomaRt foPmui) & ati¢edradithe @dquaﬂ@ﬁ utldébmy ¢nde. 25
3. The systemof claim2 wherein said instructions to co aid nodified

sour ce cepslant éQj'mLH"MS adractiunihat seloineiazere yalmeveh tha 5“%1 a@ﬁ@'@ﬂt%ﬂih@ code.
Wnt t8rfh8 q[%%xﬂbrq‘dﬁe@%rt %'ff@ctst‘[ﬂ letelsfd H"fﬁ (E]}fatfo% aRR'X%a

nasqueradﬁng al'g rise: rnstructions recting sal proce55|ng
unit t gonstant nuﬁb@pf@md@tﬂpﬂm@d@raﬁfoﬁnﬁmact ed fromsaid original

di sclosure to a user, and receive an input of edits to said keywords from
said user. 5. The systemof claim1 wherein said instructions to extract

sai d keywor i - L Ej e : - : _ it
to: read a \%Cgm;@é??i;%?;f?@&;{ﬁ%%%@&u%ﬂ&@ﬂm With'h BSREG e kel
the getNumber(432) function will return the value of 808. Therefore, 808 -

10 getNumber{432) will equate to zero.

Another manner for modifying an equation is performed in step 1515. In step
1515, zero equations are appended to the original equation. An example of a zero
equation function is provided as follows:
15
{sin’x + cos®x - 1 = 0} or {(p" - 1)(p-1)- p™' - p™? ... - p-1 = 0}

Step 1520 provides another method for modifying the equation. In step 1520,

a switch case is implemented by including the original equation and one or more

20 alternative equations. The alternative equations may be generated by changing one
or more operators in the equation. Preferably, the camouflage algorithm includes a
hierarchy for the replacement of the operators to determine which operators will be
used to replace the operators in the original equation. When the switch case is then
generated, the placement of the original equation should be varied in the generated

25 switch cases to further hide the original equations in the modified software. The
proper case including the original expression is located by the correct user key and

the switch number through a library number-generating function. Process 1500 ends

after the equation is modified.

30 Figure 186 illustrates the equations in definition file 1415 of source code 1400
that have been modified in accordance with process 1500. In the shown velocity
function, function call 1605 replaces the constants of the equation in accordance with
step 1510. In the collide function, switch case 1610 has been generated. Switch

case 1610 includes the original equation in case 4012 of the switch cases and a
17



apply a keyword extraction algorithmto said original disclosure using said
vocabul ary library, and determ ne said keywords fromsaid original

di sclosure. 10 6. The systemof claim5 wherein said instructions to
extract said keywords further conprise: instructions for directing said
processing unit to: determ ne at |east one use case fromsaid original

di scl osecend kspation eganaraied Ry yahanging the eaeraters h the ofiginal eqratighdnsyst em

Compr | SB00R SRAER haRLRCE TE0HT Ry inBfion BechaRy” Bhbe 1§ <t Bron

det er miggpa 5| mlarity value for each use case of said original disclosure
with each use case of each of a plurality of nodel tenplates using a word
simlarity database vvherei n said word simlarity database stores

_reI tionshi &l@%v‘?‘frﬂl sa dp?éées'% ﬁe-(?%tﬁ fseﬁﬁg]mﬁéah@nz LR

i ns ructlons further conprise: |n ructlons
for di gedkratihgsainbdified nsition mradcotdance with an embodlment afethizr imvasticn.

Lpon o3 81 H{ i EclaTiBsa Baseiessed BikBonrs SHactN el S8 85v8hr e and
Car S SRRt ol MBSO g FTITNE 3060 Plarler il dosthoest
with respect to step 1520 of process 1500 (Flgure 15). In step 1715, it is determined
10  if the function is a class object. If the function is a class object, a sequencer is
generated for the class. A sequencer is generated in the following manner. First,
the parameters of a function of the class are read and inserted as parameters of the
class. The function is then inserted as a switch case of the switch. The process is
then repeated for each of the functions of the class. The proper function is then
15  provided a switch identifier as a parameter. The prdper switch cases and sequences

are then stored in the conversion data for later use and process 1700 ends.

Figure 18 illustrates the class “computation”, which has sequencer 1805
added in accordance with step 1715. The equation “speed” in the original software
20  has been modified to include switch case 1810 in accordance with step 1710.

Figure 19 illustrates process 1900 that is an embodiment for a process of

encoding strings in accordance with an embodiment of this invention. Process 1900

begins in step 1905 by reading a string in the parsed data. In step 1910, a character

25  in the string is then selected. In step 1915, a random number generator generates a

random number. In step 1920, the generated random number is added to the

encoded value of the character to generate a new character. The new character

then replaces the original character forming a new string in step 1922. In step 1925,

process 1900 determines if the end of the string has been reached. If the end of the

30 string has not been reached, process 1900 repeats from step 1910. When all of the

characters of the string have been replaced, an indication of the relationship

between the original string and the new string is stored in the conversion data in step
1930 and process 1900 ends.

18



I nstructions for directing said processing unit to: di splay said
simlarity value of each use case of said original disclosure and each use
case of each of a plurality of nodel tenplates, and receive an input of
sai d sel ected nodel tenplate fromsaid user. 10. The systemof claim1
wherein said instructions to generate said new disclosure conprise:

i nstructi onfigue a0r Yusiralgss pracesso2ees| thgt uai ant embpdieerd fymemacipaci fi c

sai d neortiets BRI ind, SPle Solres) 8GBR At sf¥ b RHeBG LB Shaher Ve
wor ds  infodifiéd sBartcdE6dd. ORbEess 2000 Buyirny & etopo2005 dynebingan dientifird
I nstructions to generate said_new 15di scl osure further conprise:

i nst r ufionythe parsedisoskes pede afar praosesiof ghissiscussiong aa identifiesisa yafdi t i ve

wor ds f . sali i u I | i IS [ I ve

vor 82 PREE Aeb8stlfeq 1 SEUNA P A Chost s BETRIEVS

The sysbaroeofodd. aWhethehidentifiersairdad,ns suitatle substite eemtifieeiss@ad frow

di scl osure further dcor‘r%)ri se: ,
a name change database in step 2010. Preferably, the name change database is a
topic-based database that includes a hierarchy between identifiers for use with
object to signify inheritance. The selected substitute identifier replaces the original

10 name in the modified source code in step 2015. An indication of the relationship

between the original identifier and the substitute identifier is stored in the conversion

data in step 2020 and process 2000 ends.

Figure 21 illustrates a modified source code for main application file 1405
15 where the strings in the original main application file have been replaced in
accordance with process 1900 described above. Each string has been modified to
have characters with the shown modified encodings. Figure 22 illustrates the
modified source code after process 2000 described above has been used to replace
the identifiers. Note the original identifiers have been replaced by species of birds.
20

Figure 23 illustrates process 2300 for replacing macro identifiers in
accordance with an embodiment of this invention. Process 2300 begins in step 2305
by reading a macro identifier from the parsed source code. For purposes of this
discussion, a macro identifier is a word or string of character used to identify a

25 constant, and/or value in the source code having a global scope. When the macro
identifier is read, a suitable substitute identifier is read from a name change
database in step 2310. The selected substitute identifier replaces the original name
in the modified source code in step 2315. An indication of the relationship between
the original identifier and the substitute identifier is stored in the conversion data in

30 step 2320 and process 2300 ends.

Figure 24 illustrates modified source code derived from the main application
1405 of source code 1400. In Figure 24, the macros in main application 1405 have

19



instructions for directing said processing unit to: determne alternative
words for each of said sensitive words, 25display said alternative words
for each of said sensitive words to said user, receive a selection of one
said alternative words for one of said sensitive words, and

repl ace said one of said sensitive words with said sel ected one 30of said
al t er nbeengep@mcad with sepldcerventmacres 8465. Aiguresh2d andt Ahsbowcthei entire
wherein said instructions.tq..apply a c u ing algorithmto said

ori gi n&i° %fjr§%ur88d’8d?§éé‘é(ﬁ§rf'§f'ﬁsﬁﬂfﬁef&% i%(ﬂ:gce code and conversion data
conprise: instructions for directing said processing unit to: receive said
source code, parse said source code, identify an equation in said source
code, and 5J&geplO¥e aisnadeseriptionuaf i embpdinents elo@ systendrirs amadiéyoat i on

i deptifj P j e S ' fel i d

i nstr uiﬁfﬁgﬂéﬁ?%ng%fﬁ%&c%%ﬂ%é%?%éggﬁ\ Ms‘%ggléﬁ"t”%m‘ gl @%s%l[%’&qﬁg ésour ce

code t arigedreand wiladsigneshtcsativecembddinaarts tRatdnfringessrothisl itventionasi sat:

instructions for directing said processing unit to:
forth in the following claims.

20



provi de a user key that identifies said equation fromsaid source code in
said nodified equation. isl5. The systemof claim 13 wherein said
instructions to nodify said equation conprise: instructions for directing
sai d processing unit to: insert an addition of a function returning a
zero V@R id QarAbdigauation. 20 16. The systemof claim 15 wherein said
instructions to apply a canouflaging algorithmto said original source code
to generate nodi fied source code and conversion data conprise: instructions

for directi i d_processing uynit to: id key that b
used i th CRYBRE JTTRGBR MR e I PUR GoTBae EBIRRCEING: sour oo
code. ~ 17. The sysiaatidHs o airBtiny Wéﬁs‘r}’ie@f?m tgastructions to nodify said

equation conprise: 30Instructions ng said processing unit to:
redrder a plurality ofeceivereatiginehdisaloduesyfmita softwareisystemhe system of claim

el T UCt 0 Bl SR A9 A5 ST B o o
conmpri se: disclosure to generate a new disclosure wherein subject matter of said
disclosure is different from said new disclosure wherein said
instructions to apply said masquerading algorithm further comprise
10 instructions for directing said processing unit to:
extract keywords from said original disclosure,
select a model template using said keywords, and
generate said new disclosure using said selected model
template and said keywords,
15 receive original source code for said software system,
apply a camouflaging algorithm to said original source code to
generate modified source code and conversion data for converting
between said modified source code and said original source code; and

a media readable by said processing unit to store said instructions.

20
2. The system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit to:
compile said modified source code to generate modified
executable code.
25
3. The system of claim 2 wherein said instructions to compile said modified
source code requires said conversion data to generate said executable code.
30 4. The system of claim 1 wherein said instructions to apply said masquerading

algorithm comprise:
instructions for directing said processing unit to:
display said keywords extracted from said original disclosure to

a user, and
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instructions for directing said processing unit to: 5provide a user key
that identifies said equation fromsaid source code using a library
function stored in nenory. 19. The system of claim 13 wherein said
instructions to nodify said equation conprise: 10instructions for directing
sai d processing unit tQeive an in %?%gftfttd?‘séiw o‘?é‘§f’roh{‘§éildg]§'é9. sai d
equation and second equation having different €l enents. . The system
of claim 13 wherein said instructions to apply a canoufl aging 15 al gorithm

to said origjnal sourc ode to, generate .nmodi fi ed source code and

conver 31 on GHBSYSIR SESlatmd, Ve Raid dhotiictione: (g xinel” SH8cRINRIGSuni
to: comph&@Vi de a user key that may be used by a library function to
identify said equation in said switch case. 20 21. The system of claim 13
whef ei n sai d i nsinsirtctions fardlirggting saidcenooessiagiung tal gorithmto said

origi nal source code toq}gener att)e| rmlg%fi ed source code and conversion data
further conprise: i nst$arEe VBRAPYIBRY 'R ‘?degﬁ]o&y’pr ocessing unit to:

25i dentify a functi onapplyS@lk@mku eRtraSkh aRPfithm to saﬁ@r&iﬁﬁ’&aﬁf dRsd®slirbi ed
function in said source Code fromsaid function. 22. The systemof claim
21 wherein said usiograzid veeabularydippary, andanouf | agi ng

determine said keywords from said original disclosure.

10
6. The system of claim 5 wherein said instructions to extract said keywords
further comprise:
instructions for directing said processing unit to:
determine at least one use case from said original disclosure,
15 and
determine keywords for each said use case.
7. The system of claim 6 wherein said instructions to select said model template
comprise:
20 instructions for directing said processing unit to:
determine a similarity value for each use case of said original
disclosure with each use case of each of a plurality of model templates
using a word similarity database wherein said word similarity database
stores relationship between words.
25
8. The system of claim 7 wherein said instructions to select said model template
further comprise:
instructions for directing said processing unit to:
determine a template model that is a best match to said original
30 disclosure based upon said similarity value of each use case of said original

disclosure and each use case of said template model.

9. The system of claim 7 wherein said instructions to select said model template

further comprise:
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30 algorithmto said original source code to generate nodified source code
and conversion data further conprise: instructions for directing said

processing unit to: provi de a user key that may be used by a library
function to identify said function fromsaid source code. 23. The system

of claim 21 "merﬁ%ﬁ‘uéﬁé& foPaitrbEGid g@gsﬁs{gc%é %’m;tfgfb:d equati on conpri se:

instructions for directing said I'ng un generate a

swi tch case i ncl udi ngdispiag $aidcsimilarigndalaesefc each fuseccasm ofi daichgrigirfaler ent
paraneters i.n said source code. 24. The st.emof claim wherein said
i nstructi on@'S?IB_SHE?p?’ﬁQaE'&HﬁﬁPF‘ﬁE;ioﬁﬁaﬁh Qgﬁi@%t#'gooﬁﬂf’éeﬁpw%%ﬁﬁ' @%@r ce code
to generate modified gRuveear Rt BSaIlQRILE MR tetbitd HORNSAIQIRER! | Se:
instructions for directing sald processing unit to: provi de a user

key that nay be used by a library function to identify said function from
said spurcercode in saipd swi tch case. 1525 The system of claim_17 wherein
said Pt r obeT oneteE RhrR of Wi ERi S oohpeReE: ¥ ndendiall S i

di rectyis8losatcdedthpgessi ng unit to: add a plurality of options for
application of said function. 20 26. The system of claim25 wherein said

i nstructions to iappustienscfandirecting sajddirgeessimgrinié t®ai d ori gi nal source code

to generate nodified r e ' Lon. r r._conprise:
instructions for dir e%% nagagﬁ\%ﬂ] ﬁﬁ%@é‘gg{’%%;@%&p'b?%&%d'“ rﬁgﬁmorﬁ
previ de a user key thapplpey Kegwesedextvacliohi Bigakivhrh UleC shieh new AWditssuref y
said application of said function fromsaid plurality of options.

using said vocabulary library, and

determine sensitive words in said new disclosure.

11. The system of claim 10 wherein said instructions to generate said new
15  disclosure further comprise:
instructions for directing said processing unit to:
display said sensitive words from said disclosure,
receive an input of edits to said sensitive words from said user,
modify said new disclosure with said edits.
20
12. The system of claim 10 wherein said instructions to generate said new
disclosure further comprise:
instructions for directing said processing unit to:
determine alternative words for each of said sensitive words,
25 display said alternative words for each of said sensitive words to
said user,
receive a selection of one said alternative words for one of said
sensitive words, and
replace said one of said sensitive words with said selected one

30 of said alternative words in said new disclosure.

13. The system of claim 1 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and

conversion data comprise:

23



27. The nethod of claim 13 wherein said instructions to apply a canoufl agi ng
algorithmto said original source code to generate nodified source code and
conversion data further conprise: 30instructions for directing said

processing unit to: identify a string in said source code, and replace said

string wwth a re%f"ﬁg"ﬁﬂiﬁh‘fgmﬁEa@aﬂggg?%’ﬁﬁ"ﬁ?&e' 28. The system of

claim 27 wherein sal tructio t a canoufl aging algorithmto

sai d original source rmuweéve saideparcas eodedi fied source code and conversion
data further conprise: instructions for directing said processing unit to:
S5provide a user key tﬂ%ﬁserﬁﬁﬁgu'@?éﬁ’% a library function to identify said

string. 29. The Sys"%@hﬂf%éﬂ ghihatloh W@i@'gau,%@i &bderghpuctions to replace

said string conprise: iolnstructions for directing said processing unit to:
redd said repl acement gsnerateyafmodifiadrespiationriersaid soureg fromr saig .equation The
system of claim 27 V\/n.gr ej[.t;ln Cfai d .i,nst ructé{fns to replace said string
conprise: 15instruct i GREVRS 'rh?‘f‘?'g(?PPF&f% | processing unit to:

14. The system of claim 13 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
10  conversion data comprise:
instructions for directing said processing unit to:
provide a user key that identifies said equation from said source

code in said modified equation.

15 15. The system of claim 13 wherein said instructions to modify said equation
comprise:
instructions for directing said processing unit to:
insert an addition of a function returning a zero value to said

equation.
20
16. The system of claim 15 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data comprise:
instructions for directing said processing unit to:
25 provide a user key that may be used with a library function to
identify said equation from said source code.
17.  The system of claim 13 wherein said instructions to modify said equation
comprise:
30 instructions for directing said processing unit to:

reorder a plurality of elements in said equation.
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generate a random nunber for each character in said string, add said
random nunber to an encoded version of said character to generate a new
character, and add said new character to said string in place of said
character. 20 31. The systemof claim 13 wherein said instructions to

moai 11 B cotie eyt & AR e rkRedR s b IlordCll SPpGed Ao iRiNG ne 1 o1
dir eCténgrim dopkaie osigital Ut ureé Ocodkd e ph@seérate frnbdifindmeowiceh cedaeandi | e

name. 2. The s¥st em of claim31 wherein said instructions to replace said
file rRORVEFFION dalhedMPris®& name conprise: instructions for directing said

processi ng unit ihgfru&%%%lfSFHirgc aéig:qg%%iﬁmm& library of file nanes,

and store said new SourcCe codé i g said new file nane. 33.
The system of cl ai m IFowkier #iuseskéy thaiddentifiesmaid equatign from saidmsduregi ng
algorithmto said original source code to generate nodified source code and
conversi on dat a $afe Wapg @dipsarysfenciion storied inMeMAY- directing said
processing unit to: 5renove coments from said source code. 34. The system
of claim1l wherein said instructions further conprise: instructions for

di rectihg skhel systeressfi ciginum3 wharein said instructions to modify said equation

comprise:
10 instructions for directing said processing unit to:
generate a switch case including said equation and second

equation having different elements.

20. The system of claim 13 wherein said instructions to apply a camouflaging
15 algorithm to said original source code to generate modified source code and
conversion data comprise:
instructions for directing said processing unit to:
provide a user key that may be used by a library function to

identify said equation in said switch case.

20
21. The system of claim 13 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:
instructions for directing said processing unit to:
25 identify a function in said source code, and

generate a modified function in said source code from said

function.

22. The system of claim 21 wherein said instructions to apply a camouflaging
30 algorithm to said original source code to generate modified source code and
conversion data further comprise:
instructions for directing said processing unit to:
provide a user key that may be used by a library function to

identify said function from said source code.
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encrypt said conversion data using a key, and 10providing said key to said
user. 35. A nethod perfornmed by a conputer system for nodifying materi al
related to conputer software conprising: receiving a original disclosure
for a software system 15applying a masquerading algorithmto said original
di sclosure to generate a new di scl osure wherein subject matter of said
disclosure is different fromsaid new di scl osure wherein said step of

appl yi 8. saiTHe saterar adclagma gonhérein fsaid irstruetions its emodify tyaid tdquatisaywor ds
fromsaid original disclosure, 20selecting a nodel tenplate using said
keywor 8RMPHAS generating said new disclosure using said sel ected

nodel tenplate a’?‘g"ge{i&‘%%‘%eﬁh%gsﬁfég.@%ﬂ%@h@&' source code for said

sof tware system and appl yi ng a canouf orithmto said original
sows ce code to gener agenemadk fa sdit2h caser neludiny saidl fooctiosy andna dsicand or
converting betwe

Fn fai mdi(ﬁjhe%@?our ce code ang sai d original source code.
36. The method ofUNSHEN RR¥EIGqIHEIRE! PREAPEIEES HySald BGOSR r«@ch% sai d nodified
source code to generate nodified executable code. 37. The nmethod of claim
36 wherein said step of conpiling said nodified source code requires said
conver24on The systergeofeclatre Zhivehergiec saidbinetroctitens to 3plyraecaraobfiagiog cl ai m
35 meél%'oﬂthsn?'% Sstaﬁ:P oor{gir%?pls ured (s:gaé:l tgasggngra g' modified source code and
10  conversion data further comprise:
instructions for directing said processing unit to:
provide a user key that may be used by a library function to

identify said function from said source code in said switch case.

15 25. The system of claim 17 wherein said instructions to modify said equation
comprise:
instructions for directing said processing unit to:
add a plurality of options for application of said function.

20 26. The system of claim 25 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:

instructions for directing said processing unit to:
provide a user key that may be used by a library function to

25 identify said application of said function from said plurality of options.

27. The method of claim 13 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:
30 instructions for directing said processing unit to:
identify a string in said source code, and
replace said string with a replacement string in said source code.
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al gorithm further conprises: 5displaying said keywords extracted fromsaid
original disclosure to a user; and receiving an input of edits to said
keywords from said user. 39. The nethod of claim 38 wherein said step of
extracting said keywords 10conprises: reading a vocabulary library from

menor Yy, a i n ke r xtracti. rith i r4.94: nal

di scl dsure U_é? ﬁgg{s‘%ﬁ‘ c?q \fgﬁ'gbé\egwg‘efq'ér%ﬁ'@,'Rgtﬁ@tg)g‘tseﬁonghé&gggdaa?nﬂﬂea%ﬁds
from sagérittht dbnahiddiosiginds Watirce code 48 gdieratetmodifiel sdwican 38davhariei n
said step of extracting said keywords further conprises: determning at

| east aswersien datefurthemcerpdiser i gi nal di scl osure; and deternini ng keywor ds

for each said uﬁﬁa@ﬁaﬁgﬁp“?é{’"&&ﬁ‘ﬁgﬁ@@?&Jssmgabm wherein said step of

sel ecting said e Co etérmning a simlarity
valsue for each use casevidk 5aisbrokdyothat! maiysisd asetebyid libmag funstorcése of
each of a plurality of npdel tenplates using 25a word simlarity database
wher ei n sai d worigeriififisaig sii9dat abase stores rel ati onship between wor ds.
42. The nethod of claim4l wherein said step of selecting said nodel
tenpl ate

29. The system of claim 27 wherein said instructions to replace said string

comprise:
10 instructions for directing said processing unit to:
read said replacement string from a replacement string library.

30. The system of claim 27 wherein said instructions to replace said string
comprise:
15 instructions for directing said processing unit to:
generate a random number for each character in said string,
add said random number to an encoded version of said
character to generate a new character, and
add said new character to said string in place of said character.

20
31. The system of claim 13 wherein said instructions to apply a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprise:
instructions for directing said processing unit to:
25 replace a file name with a new file name.
32. The system of claim 31 wherein said instructions to replace said file name
with a new file name comprise:
instructions for directing said processing unit to:
30 select a new file name from a library of file names, and

store said new source code in a file having said new file name.
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further conprises: 30determning a tenplate nodel that is a best match to
said original disclosure based upon said simlarity value of each use case
of said original disclosure and said tenpl ate nodel . 43. The net hod of
claim4l wherein said step of selecting said nodel tenplate further

or 1 gi nat ai 10p s Roaald T vihetol o3 il B oBPRT ol SmpaNiifo =

t enpl adlgerithn dtobsaitkiorigirgl asoursputodd teagdnsedte cinedifieddsbutcemebdeeahd om
said user. 44. The nethod of claim 35 wherein said step of generating said
new di SYMGEHPB NEECOMRISH ng a dommi n speci fic vocabulary library from

menory; toapplyi Wr Weyen i i .0 said new disclosure
using said vocabﬁlggrﬁ?/ I rglr ;/r@é%rﬁ%gﬁgﬁg?ﬁ]é%% Eig‘rtg.i tive words in said new
di scl osure. 45. The reshdnalcahnudrds modvsableoeirce sadel st ep of generating
sai d new di scl osure 15further conprises: displaying said sensitive words
fromsaid disclosure; receiving an input of edits to said sensitive words

fromsgid usgs sysd byEBMN JaLKeRAYVSAIHSRARYIORS WiktRerSrfpfst:t S .
instructions for directing said processing unit to:
encrypt said conversion data using a key, and

10 providing said key to said user.

35. A method performed by a computer system for modifying material related to
computer software comprising:
receiving a original disclosure for a software system;

15 applying a masquerading algorithm to said original disclosure to
generate a new disclosure wherein subject matter of said disclosure is
different from said new disclosure wherein said step of applying said
masquerading algorithm further comprises:

extracting keywords from said original disclosure,
20 selecting a model template using said keywords, and
generating said new disclosure using said selected model template and
said keywords;
receiving original source code for said software system; and
applying a camouflaging algorithm to said original source code to generate modified
25 source code and conversion data for converting between said modified source code

and said original source code.

36. The method of claim 35 further comprising:
30 compiling said modified source code to generate modified executable

code.

37. The method of claim 36 wherein said step of compiling said modified source

code requires said conversion data to generate said executable code.
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20 46. The nmethod of claim 44 wherein said step of generating said new

di scl osure further conprises: determ ning alternative words for each of
said sensitive words; displaying said alternative words for each of said
sensitive words to said user; and 25receiving a selection of one said
alternative words for one of said sensitive words, and repl aci ng said
one of said sensitive words with said selected one of said alternative
words in said new disclosure. 30 47.The nethod of claim 35 wherein said
step of applying a canouflaging algorithmto said original source code to
gener &% nothd ineethed wfcdaradid aereipnsaidssten efagpplyitgpsriderrasaeedinthg sai d
sourceI@§§§p1gﬁg&*ggnﬁﬁ%gﬁsource code; identifying an equation in said

sour cé erating a nodified equation in said source from

saisd equation i dgsplafingdsadid KeImbres wxaactrdfrond séid. dhginaktivetbsute ¢baa m 47
wherein said step of applying a canouflaging algorithmto said original
source codelses; ether ate nodi fi ed source code and conversion data conpri ses:

Do ooy oLl RS HIB IR AR Gt BBk, et 1Y, sl
met hod of claim47 wherein said step of nodifying said equation conprises:
39. The method of claim 38 wherein said step of extracting said keywords

10 comprises:
reading a vocabulary library from memory,
applying a keyword extraction algorithm to said original disclosure
using said vocabulary library, and

determining said keywords from said original disclosure.

15
40. The method of claim 39 wherein said step of extracting said keywords further
comprises:
determining at least one use case from said original disclosure; and
determining keywords for each said use case.
20
41. The method of claim 40 wherein said step of selecting said model template
comprises:
determining a similarity value for each use case of said original
disclosure with each use case of each of a plurality of model templates using
25 a word similarity database wherein said word similarity database stores
relationship between words.
42. The method of claim 41 wherein said step of selecting said model template
further comprises:
30 determining a template model that is a best match to said original

disclosure based upon said similarity value of each use case of said original

disclosure and said template model.
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inserting an addition of a function returning a zero value to said
equation. 15 50. The nmethod of claim49 wherein said step of applying a
canoufl aging algorithmto said original source code to generate nodified
source code and conversion data conprise: provi de a user

o d ot SCUMPRCE YR AY Bhereie Boid Ribe B REGRLRS Kol R TRIPAE" i 0

i nstr ufurihengohprigedi fy said equation conprise: reordering of a plurality of
el enents in said equation. 25 52. The nmethod of claimb51 wherein said step
of applying a cafisafyig fgid Sorlattymvalies 8f e ¢isgaraseuefic sakb gsigingl
gener at e nogi.ki rsi 1 :

b ovi de- a SFoRHrs Al Baci R 2R of SRLATGR piluichly o RERE! GRfletog and

30smi d equation feceisgiad ispuiraf sazbsiEetiedmedelderpleteifoom isaid wgera r eor der
plurality of elenments. 53. The nethod of claim47 wherein said step of

nodi fyi ng said equation conprises: generating a switch case

i ncl udipng s i Teralglat td J i b .
4. The et hae ST e R 4B e B T e
al gori ¢cemptisesai d ori gi nal source code to generate nodified source code and

conversion data conpri se; user kﬁg t hat nmay be used by a

( . . . .Pr ovide a \
library functi onre?g'q%érqm%}n§8?8' 'Ea{BQ?Pl_dJﬁW ‘88 HORMNPER ase. 1055. The
mefghod of cl ai m 44nipper gikeyadrd dxBablists biguHniOtcPBRYnéw CASRYS RIS Ag

said vocabulary library; and

determining sensitive words in said new disclosure.

45. The method of claim 44 wherein said step of generating said new disclosure
15  further comprises:
displaying said sensitive words from said disclosure;
receiving an input of edits to said sensitive words from said user;

modifying said new disclosure with said edits.

20 46. The method of claim 44 wherein said step of generating said new disclosure
further comprises:
determining alternative words for each of said sensitive words;
displaying said alternative words for each of said sensitive words to
said user; and
25 receiving a selection of one said alternative words for one of said
sensitive words, and
replacing said one of said sensitive words with said selected one of

said alternative words in said new disclosure.

30 47. The method of claim 35 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data comprises:

receiving said source code;

parsing said source code;
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algorithmto said original source code to generate nodified source code and
conversion data further conprise: identifying a function in said source
code, and generating a nodified function in said source code fromsaid
function. 15 56. The nethod of claim55 wherein said step of applying a
canouf | agi ng al g.gri&&m to said.origin sour ce cod% to generate nodified

|
source code and '@GAVING I eqUALCT m‘%@FOHEﬁ?p‘E?dseééﬁ

provide a user keyndrBfihg "RYmBEifilgedqlitich lin Dsd Ysduroetfrom &aid @gobtidn

20sai d function Of sai dgsource code fromsaid nodified function. 57. The
met hod of ddentifieshingaid sburosagatiest ep of nodi fyi ng sai d equation conpri ses:
generating a switch case including said function and a second function
25havi ng different paraneters in said source code. 58. The nethod of claim

55 swhe4@i n B st oF @aih YANdvBeredidid agtepgohlapplyindna t caraaifaging gi nal
source code to generate nodified source code and conversion data further
conpr i dgerithaogposaige caigingd rsausge t ¢rde ey gsreraie dnpgifigd) seyrgey cPdacaN®dn to
i denti i.d f j : m sai d source code in said switch case. 59. The
met hoaé%}%ﬁ'g?%gg%%\ﬁgrn ‘ig% said step of nodifying said equation conprises:
addi ng a pluraliprovife apiseprieyf tvat angy ibeatisexh byf a dipratyffunctiororto idéntifpe
met hod of claim59 wherein said step of, appl_ﬁi ng a canoufl agi ng
al gor i $3¢neduation fopt s faUrea cede repysaid gne@ied 208atiefRti i ed source code and
Scgnver sion data further conprise: provi ding an user key that may be
used by a library function to determ ne said function fromsaid source in
sai d pdral Thy mbthpat iofnslaim 147 6Whétedn nedidodtepfl of | miodifgingwhaideiequatiod st ep
of applying a canoufl agi ng

comprises:

inserting an addition of a function returning a zero value to said
equation.
15

50. The method of claim 49 wherein said step of applying a camouflaging

algorithm to said original source code to generate modified source code and

conversion data comprise:

provide a user key that may be used by a library function to identify

20 said equation from said equation with said function.

51. The method of claim 47 wherein said instructions to modify said equation
comprise:
reordering of a plurality of elements in said equation.

25
52. The method of claim 51 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data comprises:
provide a user key that may be used by a library function to identify
30 said equation from said source code from said equation having a reorder

plurality of elements.

53. The method of claim 47 wherein said step of modifying said equation

comprises:
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algorithmto said original source code to generate nodified source code and
conversion data further conprises: identifying a string in said source
code, and replacing said string with a replacenent string in said source
code. 15 62. The nethod of claim6l wherein said step of applying a

Couroe code and S6IANED &, Sl 8po iR ciRg HafF efidafor Snd SAT6RL BdlBlon' °°

provi di ng anaviagdiffetent Slaingity, be used by a library function to 20determ ne
said string fromsaid source fromsaid replacenent string . 63. The nethod
of claim61 wherein said step of replacing said string conprises: reading

sai d P! acoENneidd 0 LRl 83" SALASETRAL Sbb! B8 dddNiAEYa GARduTkGng™! oC

of clarm 63 rein sard s replacing onpri ses:

gereer aslgogthan rfandaid ruigirel §aurceachde her geheraté nmadifiéds soureg; code andddi ng
sai d random nunper to an encoded version of said character to generate a
new cheQRM&&pPn CA 188 sai d new character to said string in place of

sai d character. G\Rf ANGdrkdpthelims) Heldda H°5 Tl shicRRo ShedRp! Y1 g

a canoufl aging algorit S original source code’to generate nodified
sour ce codesaid@dquativeiirssaid stdtch daset her conprises: replacing a file nanme
with a new file nane. 66. The nethod of claim®65 wherein said step of
replacing said file nanme with a new file name conprises: selecting a new

fi{e ngge fTReAelnobr 6f Yiafth 47 Whdigiesaid@dtructions to apply a camouflaging

algorithm to said original source code to generate modified source code and
conversion data further comprise:

identifying a function in said source code, and

generating a modified function in said source code from said function.

15

56. The method of claim 55 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprises:

provide a user key that may be used by a library function to identify

20 said function of said source code from said modified function.

57. The method of claim 55 wherein said step of modifying said equation
comprises:
generating a switch case including said function and a second function

25 having different parameters in said source code.

58. The method of claim 55 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprises:

30 provide a user key that may be used by a library function to identify

said function from said source code in said switch case.

59. The method of claim 55 wherein said step of modifying said equation

comprises:
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5storing said new source code in a file having said new file name. 67. The
nmet hod of claim47 wherein said step of applying a canoufl aging al gorithm
to said original source code to generate nodified source code and
conversion data further conprise: 10renoving conments from said source
code. 68. The net hod of clajm35 . further conprising; .ypting said
conversi on data ‘ffg?'ﬂ%aao'\i@lfy %ﬁ%"ﬂ?ﬂ"&f?ﬁ? "%ﬁPB %ég"’t@%@@ usgr. 15 69. A
system for nodifying material related to conputer software conpri sing:
circuitry configured to receive a original disclosure for a software

syst _er@?-ci r'the tmgthesnof gelaisy 8% wippnen Saithsyiel r aldiang!ying o | samewiaging d
. y e.t i i
of | Sar Hogrlh doy et By SHREE NG 1B el MU Rty SOk, BUb g™ !

Ci I5CUi ddrivesioh idaty REtHe® caprisesai d nmasquer adi ng al gorithm further
conprises: circuitry configured to extract keywords from said orjginal

di scl osure, 25ciRreMiding afonsegukayd that swyede asagdey 2 difsaat dundiongtaai d

keywor ds, : o by i 1 anear at: i4: hew di scl osure

uaing sai o Spmang R bR Sal E e s HMLANE Sogtiohe!

circuitry configured to receive original source code for said software

30system and circuitry configured to apply a canoufl aging algorithm

to said original source code to generate nodified source code and

canvergsi on copvarti i dif i r sai d

oy o6t N 13 Inbllod® ORVAAH "7 RARURRN s3d i8P b RBIARY!" & CchRBNRMy
algorithm to said original source code to generate modified source code and

conversion data further comprises:
identifying a string in said source code, and

replacing said string with a replacement string in said source code.

15
62. The method of claim 61 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprises:
providing an user key that may be used by a library function to
20 determine said string from said source from said replacement string .

63. The method of claim 61 wherein said step of replacing said string comprises:

reading said replacement string from a replacement string library.

25 64. The method of claim 63 wherein said step of replacing said string comprises:
generating a random number for each character in said string;
adding said random number to an encoded version of said character to
generate a new character; and
adding said new character to said string in place of said character.
30
65. The method of claim 47 wherein said step of applying a camouflaging
algorithm to said original source code to generate modified source code and
conversion data further comprises:

replacing a file name with a new file name.
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70The system of claim69 further conpri sing: circuitry configured to
conpile said nodified source code to generate nodified executabl e code.
571. The system of claim 70 wherein said instructions to conpile said
nodi fi ed source code require said conversion data to generate said
execut abl e code. 72. The system of claim69 wherein said circuitry
configured to apply said masqueradi ng al gorithm conprises: 10circuitry

confi geg.ed Tiee thethbaofsarith BEYWesdin saidr steped repRIRirepsaiddiié gianed wihsg! osur e
to a user; and circuitry configured to receive an input of edits to
sai d keSMdiIBameRaRliseSiser . 1573. The system of clai m 69 wherein said

circuitry config ; t i I SEa. Slycuitry
configured to r e%%sg“%ac%w@%yn%ﬁgb{;gmgﬁﬁgﬂo%é;rﬁss’ and circuitry

corsf i gured to apgtbying skizymewdoexds eade ipna élegravind saidonaafilk warngi nal

di scl osure using said vocabulary library, and 20circuitry configured to
determ ne said keywords fromsaid original disclosure. 74. The system of

claimga wheggi i i it J extr sal urt her

conpri ée’: 25c‘fgr@3?rﬁ0§ o@oﬂ%%u&ld\ﬁﬁgﬁéggﬁaﬁgﬁ ér;%pa?f I%ﬁs){'ﬁ%néei @%ﬁ%n@ rom

sai d algorithm to said original source code to generate modified source code and
conversion data further comprise:

10 removing comments from said source code.

68. The method of claim 35 further comprising:
encrypting said conversion data using a key, and
providing said key to said user.
15
69. A system for modifying material related to computer software comprising:
circuitry configured to receive a original disclosure for a software
system;
circuitry configured to apply a masquerading algorithm to said original
20 disclosure to generate a new disclosure wherein subject matter of said
disclosure is different from said new disclosure wherein said circuitry
configured to apply said masquerading algorithm further comprises:
circuitry configured to extract keywords from said original
disclosure,
25 circuitry configured to select a model template using said
keywords, and
circuitry configured to generate said new disclosure using said
selected model template and said keywords;
circuitry configured to receive original source code for said software
30 system; and
circuitry configured to apply a camouflaging algorithm to said original
source code to generate modified source code and conversion data for
converting between said modified source code and said original source code.
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original disclosure; and circuitry configured to determ ne keywords for
each said use case. 75. The systemof claim74 wherein said circuitry
configured to select said nodel 30 tenplate conprises: circuitry
configured to determne a simlarity value for each use case of said

origi disclosyre w th e e case.of each of a plurality of nodel

t enpl gﬁdes u i%ay e%“f’@'ﬂhﬁ??ﬂﬁ?f %ﬁﬁrﬂ)ﬂé% wherein said word simlarity

dat abase stores ¢igjuithy} eaﬁﬁqmeaquﬁpw@sdﬁ- moditled dh\erceyidenobentmiten 75
wherein said circuitry configured to select said nodel tenplate further

conpri ses: modified executgble gpde.y configured to deternine a tenpl ate nodel
that is a best match 5to said original disclosure based upon said
simlarity value of each use case of said original disclosure and said
templ gt noned sysféfm of heaisy F0ewhefein | sHidnidstridtionsi to sangile isatdiirhodified
configured to select said nodel tenplate further conprises: 10circuitry
conf i AUEeR cedelreqHies saidicenyeriomeatatoganasatersaid exevidablecde sai d
original disclosure and each use case of each of a plurality of nodel
tenpl ates; and circuitry configured to receive an input of said
sel ect?] nolisd dystgrhadf daiomeSaiwhersier saith ciréBitry Thenguredntafapgiwi saié9
wherein said circuitry confi gured to generate said new
masquerading algorithm comprises:
10 circuitry configured to display said keywords extracted from said
original disclosure to a user; and
circuitry configured to receive an input of edits to said keywords from

said user.

15 73. The system of claim 69 wherein said circuitry configured to extract said
keywords comprise:
circuitry configured to read a vocabulary library from memory;
circuitry configured to apply a keyword extraction algorithm to said
original disclosure using said vocabulary library, and
20 circuitry configured to determine said keywords from said original

disclosure.

74. The system of claim 73 wherein said circuitry configured to extract said
keywords further comprise:
25 circuitry configured to determine at least one use case from said
original disclosure; and
circuitry configured to determine keywords for each said use case.

75. The system of claim 74 wherein said circuitry configured to select said model
30 template comprises:
circuitry configured to determine a similarity value for each use case of
said original disclosure with each use case of each of a plurality of model
templates using a word similarity database wherein said word similarity

database stores relationship between words.
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di scl osure conpri se: circuitry configured to read a domain specific
vocabul ary library fromnmenory; 20circuitry configured to apply a keyword
extraction algorithmto said new disclosure using said vocabulary library;
and circuitry configured to determ ne sensitive words in said new
di sclosure. 79. The systemof claim 78 wherein said circuitry configured
to generate said new 25di sclosure further conprises: circuitry

confi guéed The dystenayf shiirl Z8ndietein said cilsuifry @onfiguddiossedlestisatd nebdeiui try
conflgu @ to r cel ve an input of edits to said sensitive words from said
user, &R Wt EHRPMEYIEGY to nodify said new disclosure with said edits.

30 80. The systg A.Fi‘tfry Ebati eréﬁ Erﬁfflﬁéé&‘n‘ﬁnéad ﬂen‘?ﬂ)léféﬁ‘ﬁo@él Frféﬁflé gl

generate said new di scl os r co rcurtry COI’]FI gur ed
to determ n® 9a|decrrlgmal\cbswlosm tbasedeapdm tsialdsaundlasltsnsalnjevd eaxtdase case

circuitry confi. ured aid ative words for each of said
sensitive wor %f-‘g CHIE a'sﬁL%?u tnd Sa'%%ﬁ&ﬁ?&’i‘/‘ odght i gured to receive a
sel ection of one said alternative words for one of said sensitive words;

and 5circuitry configured to replace said one of said sensitive words with
sai d sél.ect Eoe systent of alaimald whesgin \saidwirclstry wosfigdredelw sklect saidimeodel

template further comprises:

10 circuitry configured to display said similarity value of each use case of
said original disclosure and each use case of each of a plurality of model
templates; and

circuitry configured to receive an input of said selected model template

from said user.

15
78.  The system of claim 69 wherein said circuitry configured to generate said new
disclosure comprise:
circuitry configured to read a domain specific vocabulary library from
memory;
20 circuitry configured to apply a keyword extraction algorithm to said new

disclosure using said vocabulary library; and
circuitry configured to determine sensitive words in said new disclosure.

79.  The system of claim 78 wherein said circuitry configured to generate said new
25 disclosure further comprises:
circuitry configured to display said sensitive words from said disclosure,
circuitry configured to receive an input of edits to said sensitive words
from said user,
circuitry configured to modify said new disclosure with said edits.
30
80. The system of claim 78 wherein said circuitry configured to generate said new
disclosure further comprises:
circuitry configured to determine alternative words for each of said

sensitive words;
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81. The system of claim69 wherein said circuitry configured to apply a
canouflaging algorithmto said original source code to generate nodified
source 10 code and conversion data conprises: circuitry configured to
receive said source code; circuitry configured to parse said source code;

circuitry configured to identif n _equat.i.on, in_said I . an
circuitry confi gﬂ?cé’gnf Soa&tér?gt%’ @S i??'goé]geﬁﬂgﬁ eowoﬁéjgérieggglg%;fcs?wr om
15sai d equaddpiviedpbidsitbasid Osé@i d source code. 82. The system of claim 81
wherein said circuitry configured to apply a canouflaging algorithmto said

ori gi nal source Gsudnt eorfigiredite raerive acseledlinnef enrlsaishaltervatiee YWasds dat a
conprises: 20circuyitry. confi ] provi de a user key that may be used b
alibrary fféﬁ(o,f'?c? S?Bjy Sﬁdﬁq&é%ga%ﬁdequati on fromsaid source code from Y
saisd nodi fied eogigduitBp configuredSth rdplgces wsicednef of kaids8dsithe veords Swittd
circuitry configured to nodify said 25 equation conprises:

circui try ceaidsglecter eoe phsaidialiginativg wosls iprsaid pawdis@PsWst urning a zero
val ue to said equation. 84. The system of claim 83 wherein said

circuitry configured to apply a 30 canouflaging algorithmto said original

sour cegodeThe g@stematof olhf i6ed virmreine safl eciruitne ocordigeiren tatapptyngri ses:
circuitry configured to provide a user key that may be used Ibi a library
f unct i GHeWlaging algerithanie) saif Arigiial fsamkes &0 es@ugéeer@é%énw' éﬁ’s%ﬂ%ice

m)ﬁgi fi(%ee&#@téoﬂoegiéﬁdgtngdrﬂ ;i%g%ti on. 85. The system of claim69 wherein
sald circurtry conflrgure 0 RD ITy said equation conprises: circuitry
configured to redraditry ofnfigured taledejverbaidlsouece soder sai d equati on.

circuitry configured to parse said source code;

circuitry configured to identify an equation in said source code; and

circuitry configured to generate a modified equation in said source from

15 said equation identified in said source code.

82. The system of claim 81 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data comprises:

20 circuitry configured to provide a user key that may be used by a library
function to determine said equation from said source code from said modified

equation.

83. The system of claim 81 wherein said circuitry configured to modify said
25 equation comprises:
circuitry configured to insert an addition of a function returning a zero

value to said equation.

84. The system of claim 83 wherein said circuitry configured to apply a

30 camouflaging algorithm to said original source code to generate modified source
code and conversion data comprises:

circuitry configured to provide a user key that may be used by a library

function to determine said equation from said source code from said modified

equation with a zero function.
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5 86. The systemof claim85 wherein said circuitry configured to apply a
canouflaging algorithmto said original source code to generate nodified
source code and conversion data conpri ses: circuitry
configured to provide a user key that nay be used by a library 10function
to determne a proper order of said plurality of elenents for said equation
of said source code fromsaid nodified equation. 87. The system of claim
81 whed®i n The dsystarauof rcjaicoBbi geesint saidodirduitrg adahfiggred ito nmodifpr saies:
15circuitry configured to generate a switch case including said equation
and se%%oékﬁfﬁﬂpg'?ﬁ%avi ng different el enments. 88. The systemof claim

81 wh . d ci . ' h _ hEA . ¢
sai d or i ginal soIEa oot (ehicrl & SRl S RIHENGh SaIPERBRtd ™ O
corbver si on data conpri ses: circuitry configured to store provide a

user key that may be used b library function.to determ ne sai d equation
From s oBe caTeiete Oir GiAHale ARATEI AL, CIBBiIg. SHUIELYRS el APRY ofim 81
wher ei darddifiadihg CAbdrithnt 90 dfd TRl SRREY &d%af@gfahéﬂit@gnébﬁ@&'écmbéo sai d
original sourtce code to generate nodified source ¢ode and conversion data

f ur t hecodsoamd | cewersion data coroprises:t ry configured to identify a function in
sai d source code;, and circuitry confiqgured to nerate a modified function
Th said sour ce. ctrataoEpRfistubiiio piRuER o SSuyRBRE pERE LPSd oy ATBner o n
sajed Ci r cui funktie®nthi @iteRHinc0 aapidpér &raareafdangipheraftydsf ieldiehte fri shid
original source code to generate nodified source code and conversion data
further conpyuation of said soursercodet frgmeaid mpglifiatl equaliosr e provi de a user key
that may be used by a library function to determ ne said function fromsaid
source code fromsaid nodified function. 5 91. The system of claim 89

wher ei g7 sai Th& i gystdrhr ¥f e 84" @Betdin NBaldf virciatird eshfigliredh 16 OfMBYIfG esaid
equation comprises:
15 circuitry configured to generate a switch case including said equation

and second equation having different elements.

88. The system of claim 81 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source

20 code and conversion data comprises:
circuitry configured to store provide a user key that may be used by a
library function to determine said equation from said source code from said

switch case.

25 89. The system of claim 81 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprises:

circuitry configured to identify a function in said source code; and
circuitry configured to generate a modified function in said source code

30 from said function.

90. The system of claim 89 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source

code and conversion data further comprise:
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circuitry configured to generate a switch case including said function and
a second function having different paraneters in said source code. 10

92. The system of claim91 wherein said circuitry configured to apply a
canoufl aging algorithmto said original source code to generate nodified
source code and conversion data further c rise: I nLCcui

configured to proAYWY go%fg%reg% &t prr%(poegg YSEE ey hat W%Efrbaer yg%%r?é(t?on to
det erm ne Sranf fiMetibANof dSBHHMedsSAULGELIGP RO M Bafdisdurcd todle FRSR.-sald 93
The system of c¢laim89 wherein said circuitry configured to nodify said
equat i on compdified:function. circuitry configured to add a plurality of options
for application of said function. 20 94. The system of claim93 wherein
said circuitry configured to apply a canmouflaging algorithmto said

orisgi @Y. SOoP& esyeaR 6P cineBet whersdhféfd Sriuitee copfigumt te onvdifgisaid dat a
further conprise: circuitry configured to provide a user key

t hat regualieneosaPise a |ibrary 25function to deternmine said function in said
plurality of optj; i i i fi CLi St claim
91 wherein said @8&@0??P@ﬁ@%ﬁa?gu§%@g?§y§pﬁhgaé°8§%§ﬁQF§gunggﬁlﬁﬁ@? %n1to
sai d origi nahd a&ecerd fatitiohthayimpdifeecentyirhimeters dnisaiel sSSurcededand
conversion data further conprise: circuitry configured to identify a string
in said source code; and circuitry configured to replace said string

wi t.h epl tricng .k [ Ce. ¢ 96 S ly C4ai m 95
V\/n1tgr eia%é'sai ﬂq‘%%?@r ;#fcgﬁfrﬁggﬁegvﬁaig‘p&aﬁga{%%f?oan-g!aﬁéégl fggﬁﬁ% %o sai d
ori gi nedmeufisghey cigerithm ge rsaid oeignadi Soueck sodec® gederadédnodifiedr siwoe dat a
further conprise: circuitry configured to provide a user key

that rRgf %s‘"&ﬁwﬁ?i% dpis e cOmPriSen to deternine said string from said
source code fromizajitfl, EERGFEARS brovide a user key that may be used by a library

function to determine said function from said source code in said switch case.

15
93. The system of claim 89 wherein said circuitry configured to modify said
equation comprise:
circuitry configured to add a plurality of options for application of said
function.
20
94. The system of claim 93 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprise:
circuitry configured to provide a user key that may be used by a library
25 function to determine said function in said plurality of options in said modified

function.

95. The system of claim 91 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
30 code and conversion data further comprise:
circuitry configured to identify a string in said source code; and
circuitry configured to replace said string with a replacement string in

said source code.
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string. 97. The systemof claim95 wherein said circuitry configured to
replace said string conprise: 10circuitry configured to read said

repl acenent string froma replacenment string library. 98. The system of
claim95 wherein said circuitry configured to replace said string conprise:

sai d sOPi ngTrie" Sy on et e adtele AT BHAEY CPMcRRE Bhroutiy cBan”
encodegameufiaging cdlgeatheh ebas=Ad trigina) grmes ajodeat @onerae anbeifiedagslrce
ci rcui t&x%confl gured to add said new character to said string in place of

20sai dCe¥RPREt @nversion datafusther SAMEXTISEl ai m 81 wherein said circuitry
configured to ap : i ; i i L gi.nal code
to generate nodi @%%udﬁgggﬁﬁglﬁﬂggggr}gﬂg’hgﬁl\%%é nt gtnﬁaja)?%%grﬁ bc}'cs)%;i)i?l se:
250 r cui t r yfunetibn goideterining epidasteng fiont saidesvtiree tode froewsidl repracement 100.
The system of, claim 99 wherein said circuitry configured to replace said
file name ww{RY9a new fil e name conpri se: circuitry
configured to select a new file nane froma library of file 30nanes, and
circuitry configured to store said new source code in a file having said
new fi 9@ nalbe systeddof dlaam Dpswhenedi saidadirouitly edreigrired $areplace said stying
configured.to apply a canouflaging algorithmto said original source code
to gen®BPES$odi fi ed source code and conversion data further conprise:

10 circuitry configured to read said replacement string from a replacement

string library.

98. The system of claim 95 wherein said circuitry configured to replace said string
comprise:
15 circuitry configured to generate a random number for each character in
said string,
circuitry configured to add said random number to an encoded version
of said character to generate a new character, and
circuitry configured to add said new character to said string in place of

20 said character.

99. The system of claim 81 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprise:

25 circuitry configured to replace a file name with a new file name.

100. The system of claim 99 wherein said circuitry configured to replace said file
name with a new file name comprise:
circuitry configured to select a new file name from a library of file
30 names, and
circuitry configured to store said new source code in a file having said

new file name.
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circuitry configured to renove comments from said source code. 102. The
systemof claim®69 further conprising: circuitry configured to encrypt said
conversion data using a key; and circuitry configured to providing said key
to said user.

101. The system of claim 81 wherein said circuitry configured to apply a
camouflaging algorithm to said original source code to generate modified source
code and conversion data further comprise:

circuitry configured to remove comments from said source code.

5
102. The system of claim 69 further comprising:
circuitry configured to encrypt said conversion data using a key; and
circuitry configured to providing said key to said user.
10
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