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“MOBILE COMMUNICATIONS NETWORK”

This invention relates to a mobile communications network, and in particular
to an architecture for such a mobile communications network that provides efficient
location management, location updating and paging, in particular when a user of such
a network moves between different domains.

As the popularity and use of mobile wireless communications networks
increases, it is increasingly desirable that a subscriber to one network should also be
able to use other networks when not within the service area of his own network. To
this end the operators of mobile communications networks in different countries and
territories are increasingly signing “roaming”™ agreements that allow a subscriber to
one network to use the services of another network with which the first network has a
roaming agreement. In the most obvious cases this allows the owner of a mobile
phone, for example, to use that mobile phone when crossing between service
providers.

Such roaming agreements inevitably, however, raise a number of technical
issues, in particular with regard to location management, location updating and
paging. For example, when a subscriber to one network (his “home” network)
registers with a second network (the “visited” network) and wishes to place a call, the
visited network must first contact the home network to determine the authenticity of
the subscriber and the service level to which the subscriber is entitled. This must be
done before a call can be placed and therefore this can introduce a delay in
connection time, and if this delay starts to become very long (more than 10 seconds
say) this delay can become very inconvenient and irritating to a subscriber.

A further difficulty is that with conventional networks, the visited network
must bill the home network for the subscriber’s use of the visited network’s services
in real time as the subscriber makes a call otherwise it is very difficult for the home
network to confirm the veracity of the charges of the visited network. This imposes a
realtime demand on the billing information which is undesirable.
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The presence of the subscriber in another network inevitably also introduces
paging difficulties when that user wishes to place a call to a third party in the home
network (or indeed in any other net\;lbrk),

With current usage levels of mobile communication networks none of these
problems are insurmountable using conyentional technologies. However the usage
and traffic flow in mobile communications f;etworks is expected to increase
dramatically in the near future, esp_ecizilly with the introduction of so-called third
generation mobile phones which are capable of both voice and data transmissions.
Indeed it will be understood that while for convenience in this specification the
invention may be described with particular reference to mobile phones and voice
transmissions, the invention extends to mobile communications networks that carry
voice and/or data transmissions, or indeed other forms of transmissions such as video
and multimedia transmissions.

An examples of prior art proposals for dealing with location management may
be seen in US 5519706. US 5519706 describes a dynamic user registration method
within a mobile communications network in which as mobile stations move from one
cell to another within a network they are dynamically registered (and deregistered) by
the use of a local identifier unique to each mobile station. This method, however, only
deals with location management within multiple cells of a single network and does
not provide any mechanism for location management when roaming between
networks. _

It is an object of the present invention to provide a mobile communications
network architecture that at least mitigates some of the above mentioned problems in
order, for example, to minimise commection delay, reduce the realtime billing
requirements, and to facilitate paging. .

According to the present invention therefore there is provided a mobile
communications network architecture, comprising:

(a) a first network,

(b) a second network, and

(c) a mobile communications device,
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wherein said mobilé%cﬁgéxmunications device is provid;% v%th memory means for
storing certified subscriber profile inforimation and a certification key of said first
network, and wherein said second network includes data storage means that stores
copies of the certification keys of all networks with which said second network has a
roaming agréement and said second network further comprises means for comparing
the certification key stored in said memory means with the keys stored in said second
network data storage means.

By means of this arrangement when a subscriber attempts to make a call while
within a second (ie a visited) network, it is not necessary for the visited network to
firstly immediately contact the first (ie the home) network to conﬁ_rm the éuthenticity
of the subscriber and to determine the level of service to which the subscriber is
entitled. Instead certified subscriber information is stored in the memory of the
mobile communication device and may be transmitted directly to the second network
and the authenticity of this information may be verified by the second network
because also included is a certification key issued by the first network, The second
network will store details of all certification keys of other networks with which it has
entered into a roaming agreement and thus all the second network need do is to verify
the certification held in the mobile device by using the public key held by the second
network to confirm that the profile is authentic and unchanged since it was signed by
the private key of the first network. Thus connection set-up time is reduced. Means
are also preferable provided for updating the public keys stored in the data storage
means in the event of any changes to the keys being made.

The inclusion in the mobile communications device of memory means for
storing anthenticated subscriber profile information permits a number of significant
advantages over the prior art. For example, the second network will be constantly
aware of all subscribers to the first network who are currently in its domain. The cost
of the services provided by the second network to these subscribers of the first
network can be easily logged and then supplied to the first network at a later time on
a daily or weekly basis, This permits batch processing rather than real-time

processing of the provision of billing information between networks.
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In a preferred embodiment therefore the second network includes means for
logging billing information concemmg the use of the services of the second network
by a subscriber of the first network and means for supplymg sald billing information
to said first network on a ba_,_tch processing basis. _

In another embo’diih@nt the second network may cémpﬁse endorsing means
whereby when a mobile device of a subscriber of the first nethrk is authenticated by
the second network, said endorsing meahs ﬁiay send an e;fldo:rsement certificate to
said mobile device and said enddrsemer_xt certificate may be sf_ored in said memory
means, and wherein said fnobile device comprises means for transmitting any said
endorsement certificates to:.any network with which said moﬁile device wishes to
register. . |

In this embodiment 'When a device logs on to a network to which it is not- a
subscriber and that network confirms that it is authentic and has a degree of
“trustworthiness” this may be recorded in the mobile device as an endorsement by the
network. When the mobile :-device :later wishes to register Wlth further networks this
endorsement by the sccond network can be read by those further networks and the
more endorsements the mobﬂe device has can be used as a measure of confidence in
the authenticity of that moblle device.

In another preferred embodiment the memory means may also include
information concerning the most recent called and/or calhng dewces and means for
supplying this information to the second network, and wherein said second network
includes means for pre-locating mobile devices corresponding to said called and/or
calling numbers. '

In another possibility the memory means may also include information
concerning the most frequently called and/or cailing devices and means for supplying
this information to the second network, and wherein said second network includes
means for pre-locating mobile devices corresponding to said called and/or calling
numbers.

By means of this arrangement the rhob_ile communications device can provide
the second network with information concerning the most freqﬁently or most recently

called or calling numbers and the network can pre-locate and pre-fetch these
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numbers by ccnétanﬁy” "I%cating them. This further redil®s the connection time,
especially where the number being pre-fetched corresponds to a subscriber located in
another network.

The number of the most recently or most frequently called and/or calling

5 numbers that is stored in the memory means may be decided either by the network
(for example based upon the service subscription level of the user) or by the user of
the mobile device. In effect the number of most recently or most frequently called
and/or calling numbers is negotiated between the user and the network.

The pre-fetching of previously called numbers or previously calling numbers

10  may also be advantageous within a single network not only when roaming between
networks.

Accordingly the present invention also extends to a mobile communications
network architecture comprising at least one base station and a plurality of mobile
communication devices, each said base station having at any given time a number of

15  said mobile devices in wireless communication therewith and defining a cell, wherein
each said wireless communication device comprises memory means for storing
information conceming recently called and/or calling devices and means for
transmitting said information to said base station, and wherein said base station
comprises means for pre-locating said recently called and/or calling devices.

20 According to another aspect the present invention extends to a mobile
communications network architecture comprising at least one base station and a
plurality of mobile communication devices, each said base station having at any given
time a number of said mobile devices in wireless communication therewith and
defining a cell, wherein each said wireless communication device comprises memory

25  means for storing information concerning frequently called and/or calling devices and
means for transmitting said information to said base station, and wherein said base
station comprises means for pre-locating said recently called and/or calling devices.

In either of these aspects of the invention, the number of most recently and/or
most frequently called and/or calling numbers that is stored in the memory means

3¢ may be selected either by the network or by the user or may be negotiated between
the user and the network.
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Some embodiments of the present invention will noW be described by way of
example and with reference io the accompanying drawings, in which:-

Fig.1 is a schematic f_epresentation of three communiéatibns network that have

roaming agreements with each other, '

Fig.2 illustrates. schematically the structure of a mobile communications

device for use in an embodiment of this invention, |

Fig.3 illustrates the structure of the memory of the mobile device of Fig.2, and

Fig.4 illustrates the structure of tﬁe memory storage of a network.

| Referring firstly to F ig.1 there is shown schematically a mobile
communications network architecture according to an embodiment of the invention.
In this embodiment it is assumed that there exist a number of separate wireless
communication networks 1, 'but at least two, which are in communication with each
other. A mobile communication deviée 2 is a device able to communicate through
these networks 1 and whic;h has a greater processing power and memory than a
conventional voice cellular telephone. A mobile device 2 may be a voice only
telephone, or it may be a computer for data transmission, or it may be a hybrid device
capable of voice and/or data transmission. '

In the following description it should be understood that the mobile device 2
is owned or leased by a subscriber to a first one of the networks 1. The first network
may offer the subscriber a range of services in accordance with the subscription plan
paid for by the subscriber. These services may include basic voice and/or data
transmission, and additional services such as call forwarding, call waiting,
conferencing and others as may be conventional. |

Fig.2 shows schematically the structure of a mobile communications device 2
in accordance with an embodiment of this invention at least in so far as the structure
of the mobile device 2 differs from the prior art conventional devices. As can be seen
from Fig.2 the mobile device 2 comprises a central processing unit 20, signal
transmitting/receiving means 21 and memory means 22. Memory means 22 may
comprise a random access memory (RAM) chip or a combination of RAM memory

and read-only memory (ROM) as will be described below. Fig.3 shows schematically



WO 00/38440 PCT/SG98/00106
- 7

how this memory meﬁ&“ﬁ?l may be structured. Memory ﬂb"ﬁﬁg 22 is divided into four
sections as follows: stbscriber profile information 70 which is signed by a home
network certification key; network endorsement signatures 80 from other operators;
details of the last n calls made by the subscriber 90; and details of the subscribers n
5  most frequent called numbers 100. Call information 90,100 and network endorsement
information 80 will normally require regular updating and possible changes should be
made in RAM. Subscriber profile information 70 and home network certification key
may be provided in RAM or may be provided in tamper-proof ROM to prevent
unauthorised tampering with the data. If provided in RAM the subscriber profile
10 information 70 and the certification key may be encrypted or otherwise protected
from unauthorised tampering by any conventional means.

Subscriber profile information 70 includes data identifying the subscriber and
the level of services to which the subscriber is entitled. This data is stored in the
memory means by the home network when the subscriber first joins the home

15  network. The home network also at the same time as it writes the subscriber profile
information 70 into the memory means also writes in a unique certification key or
signature belonging to the home network and which confirms the authenticity of the
subscriber profile information 70.

Call information 90,100 stores data conceming the identity of the most

20  recently called numbers and of the most recent calling numbers. Up to ten called and
ten calling numbers, for example, may be stored and in practice this is likely to be
sufficient to cover a subscriber’s most frequently called numbers since research
shows that only a small number of other devices are ever called on a regular frequent
basis. This information can be used to “pre-fetch” frequently dialed numbers as will

25 be described further below. Endorsement information 80 is used to store
endorsements received from networks other than the home network confirming the
authenticity of the subscriber as will also be described in greater detail below.

Referring to Fig.1 it will be seen that each network 1 may include an operator
certificate server (OCS), a user profile server (UPS), a transient profile server (TPS),

30 and a communication switch. In addition all networks may be in communication with
a certificate authority (CA).
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In operation of the invention a subscriber to one mobile communications
network, for example a network in Singapore, will be enﬁﬂéd. to a level of service
from that nétwork which will depend on the subscription pla;n chosen and paid for by
the subscriber. In additi.on.the Singapore network will normally have entered into
roaming agreements w1th other networks, for example a hetw;vork in Hong Kong,
whereby a subscriber to the Singapore network can use h1s mobile device when
outside of Singapore and within the domain of another netvéork such as one in Hong
Kong. In such a situation the Singapore network is the “homé” network while the
Hong Kong network may bé thought of as a “visited” network.

Within the subscriber profile area 70 of the memory means is stored data that
identifies the subscriber and the level of service to which the subscriber is entitled.

When the subscriber is.in Hong Kong and the mobile device is switched on, this

. subscriber profile data is t_ra_a._nsmitted by the transmitting means 21 to the Hong Kong

network together with the certification key of the Singaporé network which is stored

- in memory area 70. The Hong Kong network includes a 'dat_abase bearing all the

public signature keys preferably of all mobile network -operators in the world, but at

- least the keys of those networks with which the Hong Kong_'i ﬁgﬁvork has entered into.
' . aroaming agreement. Meahs may be provided for updating this database as and when

- . certification keys are changed by the networks and/or when new roaming agreements

are entered into. The Hong Kong network also includes meahs for comparing the
certification key transmitted by the mobile device with thoée stored in the network’s
database. _ o

Each network 1 will also include a memory -storage area and Fig4
schematically illustrates how the memory storage of the network 1 _is structured. A
first part 100 of the memo_fy stores copies of the public kéys of all mobile network
operators. Two areas of the memory store respectively data on the last n calls for each
user 110, and the n most frequent calls for each user 120, and a final part of the
memory storage includes a billing store 130 for each user. The subscribers call
information 110,120 is constantly updated from individual subscribers.

If the Hong Kong network verifies that the certification key transmitted by the

mobile device 2 is the same as a certification key in the database for a network with
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which the Hong Kongntlwork has entered into a roaminfi*fffeement, then the Hong
Kong network will immediately offer services to the mobile device 2 in accordance
with the level of service indicated in the subscriber profile information transmitted to
the Hong Kong nétwork by the mobile device 2. There is no need for the Hong Kong
network to check the identity and authenticity of the mobilé device in realtime with
the Singapore network. Thus a user of the mobile device 2 will experience reduced
connection time.

‘Other information which might be transmitted as subscriber profile data might
be a time expiry date beyond which the subscriber is not entitled to access network
services. In addition all networks 1 may be in communication with a central
certification authority (CA). One role of the CA is to receive information from home
networks advising that certain subscribers are no longer entitled to receive services —
for example as a consequence of non-payment — and then to supply this information
to all networks 1. A further role for the CA is to update the public keys stored by all
mobile operators.

When a subscriber uses the services of a visited network, in this example the
Hong Kong network, the Hong Kong network will log the services used by the
subscriber. This is then used to generate billing information for transmission to the
home network, in this case the Singapore network. There is no need, however, for this
billing information to be sent immediately in realtime. Instead the information can be
accumulated in the billing store 130 and then sent as batch processing at any
convenient time, eg one a day. This is as a consequence of the trustworthiness
established by the certified profile. It will be appreciated that in this way the Hong
Kong network can collect billing information relating to all Singapore subsctibers
who are currently within and using the Hong Kong network and send this billing
information as a single batch.

Once a subscriber to one network, eg Singapore, has obtained access to
apother network, eg Hong Kong, and that second network has decided that the
subscriber is genuine and trustworthy by a set of criteria that the second network may
choose, the second network may send to the mobile device 2 an endorsement signal

which is recorded in the endorsement area 80 of the memory means. The endorsement
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signal will include the unique certification key of the endorsing network. When the
subscriber later wishes to access- further netwoxks, in addition to transmitting the
subscriber i)roﬁle information 70 the mobile device 2 may transmit to the new
network the contents of the endorsement infofmati_on area 80. In this way as a
subscriber moves from network to-network he will acquire a number of endorsements
and these may be used by further nemorks as a measure of the authenticity of the
subscriber. | o

The recent called/calling number memory area 90/100 stores information of
the last ten called numbers, and the last ten recexved numbers. It will be understood
here that ten is only an exemplary number and fewer or more n_u_mbers may be stored.
However, research indicates that most users of mobile communication devices in fact
only frequently call a small pumber of rumbers: family;members and office numbers
for example. Thus storing the ten last called numbers or the ten last calling numbers
will normally capture all the nun_lbers= that a sﬁ_b_scriber is,most like to want to call.
This information may then be transmitted to 'the network 1 that the subscriber is
within and the network 1 may then pre}locate_'these nﬁmbers 1n advance of any call
being made by the subscriber. This means that if the subscriber makes a call to one of
these numbers the connection time is significantly reduced since the numbers have
been “pre-fetched”. It should be noted here that while this feature is particularly
useful when the subscriber is visiting another network (since the commonly called
numbers are then likely to be in the home network), it cou.ld also be applied with
benefit when the subscriber is in his own home network

It should also be noted that the number of “pre-fetched” numbers may be
negotiated, preferably in a non-mtruswe_ manner, between the subscriber and the
network. For example a user interface may be provided that shows to a user the
number of numbers currently “pr_e-fetc_ﬁed” and which may allow a subscriber to set
the number of pre-fetched numbers between zero and a .predetermined maximum.
Alternatively the number pre-fetched may be set automatically depending on the level

of the particular subscription plan that a user has.
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CLAIMS e
1. A mobile communications network architecture, comprising:

(2) a first mobile communications network,

(b) a second mobile communications network, and

(c) a mobile communications device,
wherein said mobile communications device is provided with memory means for
storing certified subscriber profile information and a certification key of said first
network, and wherein said second network includes data storage means that stores
copies of the certification keys of all networks with which said second network has a
roaming agreement and said second network further comprises means for comparing
the certification key stored in said memory means with the keys stored in said second

network data storage means.

2. A mobile communications network architecture as claimed in claim 1 wherein
said subscriber profile information includes subscriber identity information and
information concerning the communications services to which the subscriber is
entitled.

3. A mobile communications network architecture as claimed in claim 1 or 2

wherein said subscriber profile information includes time expiry data.

4, A mobile communications network architecture as claimed in any of claims 1
to 3 wherein means are provided for updating the certification keys stored in said data

storage means.

5. A mobile communications network architecture as claimed in any preceding
claim wherein the second network includes means for logging billing information
concerning the use of the services of the second network by a subscriber of the first
network in a given time period, and means for supplying said billing information to

said first network on a batch processing basis.
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6. A mobile communications network architecture as claimed in claim 5 wherein
said second network supplies comprises means for logging billing information
concerning the use of the services of the second network by all subscribers of the first
network that are attached to said second network during a given time period, and
means for supplying said billing information to said first network on a batch

processing basis.

7. A mobile communications network as claimed in any preceding claim wherein
the second network comprises endorsing means whereby when a mobile device of a
subscriber of the first network is authenticated by the second network, said endorsing
means sends an endorsement certiﬁéate to said mobile device and said endorsement
certificate is stored in said memory means, and wherein said_- mobile device comprises
means for transmitting any said eﬁdorsement certiﬁcateé ‘stored in said memory

means to any third network with which said mobile device wishes to register.

8. A mobile communications network as claimed in any preceding claim wherein

the memory means also stores information concerning the most recent called and/or

calling devices and the mobile device has means for supplying this information to the
second network, and wherein said second network includes means for pre-locating

mobile devices corresponding to said called and/or calling numbers.

9. A mobile communications network as claimed in any preceding claim wherein
the memory means also stores information concerning the most frequently called
and/or calling devices and the mobile devicé has means for supplying this infdr_mation
to the second network, and wherein said second network includes means for pre-

locating mobile devices cor;'espondi_ng to said called and/or calling numbers.

10. A mobile communications nétwork as claimed in claim 8 or 9 wherein the
number of most recently or most frequently called and/or calling devices stored in
said memory means is decided by said network based upon a level of service

subscribed to by the user of said mobile device.
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11. A mobile communications network as claimed in claim 8 or 9 wherein the
number of most recently or most frequently called and/or calling devices stored in

said memory means is decided by the user of said mobile device.

12. A mobile communications network as claimed in claim 8 or 9 wherein the
number of most recently or most frequently called and/or calling devices stored in
said memory means is negotiated between the user of said mobile device and said
network.

13. A mobile communications network architecture comprising at least one base
station and a plurality of mobile communication devices, each said base station
having at any given time a number of said mobile devices in wireless communication
therewith and defining a cell, wherein each said wireless communication device
comprises memory means for storing information concerning recently called and/or
calling devices and means for transmitting said information to said base station, and
wherein said base station comprises means for pre-locating said recently called and/or

calling devices.

14. A mobile communications network architecture comprising at least one base
station and a plurality of mobile communication devices, each said base station
having at any given time a number of said mobile devices in wireless communication
therewith and defining a cell, wherein each said wireless communication device
comprises memory means for storing information concerning frequently called and/or
calling devices and means for transmitting said information to said base station, and
wherein said base station comprises means for pre-locating said recently called and/or

calling devices.

15. A mobile communications network as claimed in claim 13 or 14 wherein the

number of most recently or most frequently called and/or calling devices stored in

PCT/SG98/00106
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said memory means is decided by said network based upon a level of service

subscribed to by the user of said mobile device.

16. A mobile communications network as claimed in claim 13 or 14 wherein the
number of most recently or most frequently called and/or calling devices stored in
said memory means is decided by the user of said mobile device.

17. A mobile communications network as claimed in claim 13 or 14 wherein the
number of most recently or most frequently called and/or calling devices stored in
said memory means is negotiated betwéen the user of said mobile device and said
network.



