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DATA PROCESSING METHOD AND APPARATUS

TECHNICAL FIELD

[0001] Implementations of the present specification relate to the field of data
processing technologies, and more specifically, to a method and an apparatus for data

processing based on data use authorization.

BACKGROUND

[0002] In the context of Internet big data, when providing a service to an object
(an individual, an enterprise, or an organization), a service provider (such as a credit
evaluation institution, a loan institution, or an insurance company) often evaluates the
object (such as the credit and preferences of the object) by using historical data of the
object. When conducting a business (such as business cooperation) with an object, an
individual or an enterprise also often needs to evaluate the object (such as the credit
and assets of the object). Evaluation requires trusted data of a user, but data of the user
is distributed in various data sources (such as a bank, a tax bureau, and a real estate
bureau). To protect privacy of an object and privacy of an evaluation method, in the
existing technologies, a secure multi-party computing protocol is usually run between
an evaluator (i.e., a data user) and one or more data sources (i.e., data providers), so
that the evaluator obtains an evaluation result. Secure multi-party computing is mainly
performed based on a cryptography technology, and real-time cooperation between
multiple parties such as the data user and the data providers is required in a computing
process.

[0003] Therefore, there is a need for a more effective data processing solution for

protecting data security of each party.

SUMMARY

[0004] Implementations of the present specification are intended to provide a
more effective data processing method and apparatus, to overcome the disadvantages

of the existing technologies.



10

15

20

25

30

[0005] To achieve the above objective, an aspect of the present specification
provides a data processing method. The method is performed by a data provider, the
data provider having first plaintext data, and the method includes: obtaining first
encrypted data of the first plaintext data, a first key used to decrypt the first encrypted
data, and authorization information about the first plaintext data; sending a
verification request to a data manager, the data manager including a first trusted
execution environment; receiving authentication information from the data manager,
and performing verification based on the authentication information, the
authentication information being generated by the first trusted execution environment;
when the verification succeeds, securely transmitting the first key and the
authorization information to the first trusted execution environment; and providing the
first encrypted data to the data manager.

[0006] Another aspect of the present specification provides a data processing
method. The method is performed by a data provider, the data provider having first
plaintext data, and the method includes: obtaining authorization information about the
first plaintext data; sending a verification request to a data manager, the data manager
including a first trusted execution environment; receiving authentication information
from the data manager, and performing verification based on the authentication
information, the authentication information being generated by the first trusted
execution environment; and when the verification succeeds, securely transmitting the
first plaintext data and the authorization information to the first trusted execution
environment.

[0007] In an implementation, the authorization information includes at least one
code hash value, the at least one code hash value is at least one code hash value of at
least one program allowed to use the first plaintext data.

[0008] In an implementation, the authorization information includes at least one
piece of access permission information corresponding to the at least one code hash
value, and the access permission information is information about a calculation result
of a corresponding program.

[0009] In an implementation, the access permission information is a second key,
the second key being used to encrypt the corresponding calculation result and being
provided by a calculation result user corresponding to the calculation result.

[0010] In an implementation, the access permission information is null

information.
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[0011] In an implementation, the performing verification based on the
authentication information includes: verifying, based on the authentication
information, whether a program for data use authorization is installed and is running
in the first trusted execution environment.

[0012] In an implementation, the secure transmission is encrypted transmission.
[0013] Another aspect of the present specification provides a data processing
method. The method is performed by a data manager, the data manager including a
first trusted execution environment and storing at least one piece of encrypted data, at
least one first key and at least one piece of authorization information corresponding to
the at least one first key being stored in the first trusted execution environment, the at
least one first key being used to decrypt the at least one piece of encrypted data to
obtain at least one piece of plaintext data, the at least one piece of authorization
information corresponding to the at least one piece of plaintext data, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data, and the method includes: receiving a data request from a
data user, the data request being used to request to use the at least one piece of
plaintext data, and the data user including a second trusted execution environment;
receiving authentication information from the data user, the authentication
information being generated by the second trusted execution environment; performing
verification for each piece of authorization information based on the authentication
information and the authorization information in the first trusted execution
environment; and for each piece of authorization information, when the verification
succeeds, securely transmitting a first key corresponding to the authorization
information to the second trusted execution environment by using the first trusted
execution environment, and providing corresponding encrypted data to the data user.
[0014] Another aspect of the present specification provides a data processing
method. The method is performed by a data manager, the data manager including a
first trusted execution environment, at least one piece of plaintext data and at least one
piece of authorization information respectively corresponding to the at least one piece
of plaintext data being stored in the first trusted execution environment, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data, and the method includes: receiving a data request from a
data user, the data request being used to request to use the at least one piece of

plaintext data, and the data user including a second trusted execution environment;
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receiving authentication information from the data user, the authentication
information being generated by the second trusted execution environment; performing
verification for each piece of authorization information based on the authentication
information and the authorization information in the first trusted execution
environment; and for each piece of authorization information, when the verification
succeeds, securely transmitting plaintext data corresponding to the authorization
information to the second trusted execution environment by using the first trusted
execution environment.

[0015] In an implementation, the first trusted execution environment and the
second trusted execution environment are located on one platform or different
platforms.

[0016] In an implementation, the receiving the authentication information from
the data user includes: receiving, by using the first trusted execution environment, the
authentication information securely transmitted from the second trusted execution
environment.

[0017] In an implementation, the authentication information includes a first code
hash value of a first program that is installed and running in the second trusted
execution environment, each piece of authorization information including at least one
code hash value of at least one program; and the performing verification for each
piece of authorization information based on the authentication information and the
authorization information includes: verifying, for each piece of authorization
information, whether the first code hash value is a code hash value included in the
authorization information.

[0018] In an implementation, each piece of authorization information includes a
first code hash value and a second key corresponding to the first code hash value, the
second key being used to encrypt a calculation result of the first program and being
provided by a calculation result user corresponding to the calculation result; and the
method further includes: for each piece of authorization information, when the
verification succeeds, further securely transmitting the second security key to the
second trusted execution environment by using the first trusted execution
environment.

[0019] In an implementation, the data manager further includes a data storage
module, the at least one piece of encrypted data being stored in the data storage

module.
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[0020] Another aspect of the present specification provides a data processing
method. The method is performed by a data user, the data user including a second
trusted execution environment, and a first program running in the second trusted
execution environment, and the method includes: sending a data request to a data
manager to request to use at least one piece of plaintext data corresponding to at least
one piece of encrypted data stored in the data manager, the data manager including a
first trusted execution environment, at least one first key and at least one piece of
authorization information corresponding to the at least one first key being stored in
the first trusted execution environment, the at least one first key being used to decrypt
the at least one piece of encrypted data to obtain the at least one piece of plaintext data,
the at least one piece of authorization information corresponding to the at least one
piece of plaintext data, and the authorization information being information about at
least one program allowed to use corresponding plaintext data; sending authentication
information to the data manager, so that the first trusted execution environment
performs verification for each piece of authorization information based on the
authentication information and the authorization information, the authentication
information being generated by the second trusted execution environment; for each
piece of authorization information, when the verification succeeds, receiving, by using
the second trusted execution environment, a first key that corresponds to the
authorization information and that is securely transmitted from the first trusted
execution environment, obtaining encrypted data corresponding to the authorization
information from the data manager, and decrypting the encrypted data by using the
first key in the second trusted execution environment to obtain corresponding
plaintext data; and performing calculation based on the at least one piece of plaintext
data by using the first program in the second trusted execution environment to obtain
a calculation result.

[0021] Another aspect of the present specification provides a data processing
method. The method is performed by a data user, the data user including a second
trusted execution environment, and a first program running in the second trusted
execution environment, and the method includes: sending a data request to a data
manager to request to use at least one piece of plaintext data stored in the data
manager, the data manager including a first trusted execution environment, the at least
one piece of plaintext data and at least one piece of authorization information

respectively corresponding to the at least one piece of plaintext data being stored in
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the first trusted execution environment, and the authorization information being
information about at least one program allowed to use corresponding plaintext data;
sending authentication information to the data manager, so that the first trusted
execution environment performs verification for each piece of authorization
information based on the authentication information and the authorization information,
the authentication information being generated by the second trusted execution
environment; for each piece of authorization information, when the verification
succeeds, receiving, by using the second trusted execution environment, plaintext data
that corresponds to the authorization information and that is securely transmitted from
the first trusted execution environment; and performing calculation based on the at
least one piece of plaintext data by using the first program in the second trusted
execution environment to obtain a calculation result.

[0022] In an implementation, the first program has a first code hash value, each
piece of authorization information including a first code hash value and a second key
corresponding to the first code hash value, and the second key being used to encrypt a
calculation result of the first program and being provided by a calculation result user
corresponding to the calculation result, and the method further includes: for each
piece of authorization information, when the verification succeeds, receiving, by using
the second trusted execution environment, the second key securely transmitted from
the first trusted execution environment; after the calculation result is obtained,
determining, in the second trusted execution environment, whether at least one second
key respectively corresponding to the at least one piece of authorization information is
consistent; and when the at least one second key is consistent, encrypting the
calculation result by using the second key in the second trusted execution
environment to obtain an encrypted calculation result.

[0023] In an implementation, the method further includes: sending the encrypted
calculation result to the calculation result user after the encrypted calculation result is
obtained.

[0024] In an implementation, the obtaining the encrypted data corresponding to
the authorization information from the data manager includes: reading the encrypted
data corresponding to the authorization information from the data manager.

[0025] Another aspect of the present specification provides a data processing
apparatus. The apparatus is implemented by a data provider, the data provider having

first plaintext data, and the apparatus includes: an acquisition unit, configured to
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obtain first encrypted data of the first plaintext data, a first key used to decrypt the
first encrypted data, and authorization information about the first plaintext data; a
sending unit, configured to send a verification request to a data manager, the data
manager including a first trusted execution environment; a verification unit,
configured to receive authentication information from the data manager, and perform
verification based on the authentication information, the authentication information
being generated by the first trusted execution environment; a secure transmission unit,
configured to: when the verification succeeds, securely transmit the first key and the
authorization information to the first trusted execution environment; and a providing
unit, configured to provide the first encrypted data to the data manager.

[0026] Another aspect of the present specification provides a data processing
apparatus. The apparatus is implemented by a data provider, the data provider having
first plaintext data, and the apparatus includes: an acquisition unit, configured to
obtain authorization information about the first plaintext data; a sending unit,
configured to send a verification request to a data manager, the data manager
including a first trusted execution environment; a verification unit, configured to
receive authentication information from the data manager, and perform verification
based on the authentication information, the authentication information being
generated by the first trusted execution environment; and a secure transmission unit,
configured to: when the verification succeeds, securely transmit the first plaintext data
and the authorization information to the first trusted execution environment.

[0027] In an implementation, the verification unit is further configured to verify,
based on the authentication information, whether a program for data use authorization
is installed and is running in the first trusted execution environment.

[0028] Another aspect of the present specification provides a data processing
apparatus. The apparatus is implemented by a data manager, the data manager
including a first trusted execution environment and storing at least one piece of
encrypted data, at least one first key and at least one piece of authorization
information corresponding to the at least one first key being stored in the first trusted
execution environment, the at least one first key being used to decrypt the at least one
piece of encrypted data to obtain at least one piece of plaintext data, the at least one
piece of authorization information corresponding to the at least one piece of plaintext
data, and the authorization information being information about at least one program

allowed to use corresponding plaintext data, and the apparatus includes: a first
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receiving unit, configured to receive a data request from a data user, the data request
being used to request to use the at least one piece of plaintext data, and the data user
including a second trusted execution environment; a second receiving unit, configured
to receive authentication information from the data user, the authentication
information being generated by the second trusted execution environment; a
verification unit, configured to perform verification for each piece of authorization
information based on the authentication information and the authorization information
in the first trusted execution environment; and a first secure transmission unit for each
piece of authorization information, configured to: when the verification succeeds,
securely transmit a first key corresponding to the authorization information to the
second trusted execution environment by using the first trusted execution environment,
and a providing unit for each piece of authorization information, configured to
provide corresponding encrypted data to the data user.

[0029] Another aspect of the present specification provides a data processing
apparatus. The apparatus is implemented by a data manager, the data manager
including a first trusted execution environment, at least one piece of plaintext data and
at least one piece of authorization information corresponding to the at least one piece
of plaintext data being stored in the first trusted execution environment, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data, and the apparatus includes: a first receiving unit,
configured to receive a data request from a data user, the data request being used to
request to use the at least one piece of plaintext data, and the data user including a
second trusted execution environment; a second receiving unit, configured to receive
authentication information from the data user, the authentication information being
generated by the second trusted execution environment; a verification unit, configured
to perform verification for each piece of authorization information based on the
authentication information and the authorization information in the first trusted
execution environment; and a secure transmission unit for each piece of authorization
information, configured to: when the verification succeeds, securely transmit plaintext
data corresponding to the authorization information to the second trusted execution
environment by using the first trusted execution environment.

[0030] In an implementation, the verification unit is further configured to receive,
by using the first trusted execution environment, the authentication information

securely transmitted from the second trusted execution environment.
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[0031] In an implementation, the authentication information includes a first code
hash value of a first program that is installed and running in the second trusted
execution environment, each piece of authorization information including at least one
code hash value of at least one program; and the verification unit is further configured
to verify, for each piece of authorization information, whether the first code hash
value is a code hash value included in the authorization information.

[0032] In an implementation, each piece of authorization information includes a
first code hash value and a second key corresponding to the first code hash value, the
second key being used to encrypt a calculation result of the first program and being
provided by a calculation result user corresponding to the calculation result; and the
apparatus further includes a second secure transmission unit, configured to: for each
piece of authorization information, when the verification succeeds, further securely
transmit the second security key to the second trusted execution environment by using
the first trusted execution environment.

[0033] Another aspect of the present specification provides a data processing
apparatus. The apparatus is implemented by a data user, the data user including a
second trusted execution environment, and a first program running in the second
trusted execution environment, and the apparatus includes: a first sending unit,
configured to send a data request to a data manager to request to use at least one piece
of plaintext data corresponding to at least one piece of encrypted data stored in the
data manager, the data manager including a first trusted execution environment, at
least one first key and at least one piece of authorization information corresponding to
the at least one first key being stored in the first trusted execution environment, the at
least one first key being used to decrypt the at least one piece of encrypted data to
obtain the at least one piece of plaintext data, the at least one piece of authorization
information corresponding to the at least one piece of plaintext data, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data; a second sending unit, configured to send authentication
information to the data manager, so that the first trusted execution environment
performs verification for each piece of authorization information based on the
authentication information and the authorization information, the authentication
information being generated by the second trusted execution environment; a first
receiving unit for each piece of authorization information, configured to: when the

verification succeeds, receive, by using the second trusted execution environment, a
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first key that corresponds to the authorization information and that is securely
transmitted from the first trusted execution environment, an acquisition unit for each
piece of authorization information, configured to obtain encrypted data corresponding
to the authorization information from the data manager, and a decryption unit for each
piece of authorization information, configured to decrypt the encrypted data by using
the first key in the second trusted execution environment to obtain corresponding
plaintext data; and a calculation unit, configured to perform calculation based on the
at least one piece of plaintext data by using the first program in the second trusted
execution environment to obtain a calculation result.

[0034] Another aspect of the present specification provides a data processing
apparatus. The apparatus is implemented by a data user, the data user including a
second trusted execution environment, and a first program running in the second
trusted execution environment, and the apparatus includes: a first sending unit,
configured to send a data request to a data manager to request to use at least one piece
of plaintext data stored in the data manager, the data manager including a first trusted
execution environment, the at least one piece of plaintext data and at least one piece
of authorization information respectively corresponding to the at least one piece of
plaintext data being stored in the first trusted execution environment, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data; a second sending unit, configured to send authentication
information to the data manager, so that the first trusted execution environment
performs verification for each piece of authorization information based on the
authentication information and the authorization information, the authentication
information being generated by the second trusted execution environment; a first
receiving unit for each piece of authorization information, configured to: for each
piece of authorization information, when the verification succeeds, receive, by using
the second trusted execution environment, plaintext data that corresponds to the
authorization information and that is securely transmitted from the first trusted
execution environment; and a calculation unit, configured to perform calculation
based on the at least one piece of plaintext data by using the first program in the
second trusted execution environment to obtain a calculation result.

[0035] In an implementation, the first program has a first code hash value, each
piece of authorization information including a first code hash value and a second key

corresponding to the first code hash value, and the second key being used to encrypt a
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calculation result of the first program and being provided by a calculation result user
corresponding to the calculation result, and the apparatus further includes: a second
receiving unit for each piece of authorization information, configured to: when the
verification succeeds, receive, by using the second trusted execution environment, the
second key that corresponds to the authorization information and that is securely
transmitted from the first trusted execution environment; a determining unit,
configured to: after the calculation result is obtained, determine, in the second trusted
execution environment, whether at least one second key respectively corresponding to
the at least one piece of authorization information is consistent; and an encryption unit,
configured to: when the at least one second key is consistent, encrypt the calculation
result by using the second key in the second trusted execution environment to obtain
an encrypted calculation result.

[0036] In an implementation, the apparatus further includes a third sending unit,
configured to send the encrypted calculation result to the calculation result user after
the encrypted calculation result is obtained.

[0037] In an implementation, the acquisition unit is further configured to read the
encrypted data corresponding to the authorization information from the data manager.
[0038] Another aspect of the present specification provides a computing device,
including a memory and a processor, the memory storing executable code, and the
processor implementing any one of the above methods when executing the executable
code.

[0039] In the data processing solutions according to the implementations of the
present specification, a data authorization system that can be trusted by the data
provider is established by using a TEE and an RA technology, so that privacy of data
and compliant use of multi-party data can be ensured. In terms of design, the
following two characteristics are achieved: Data use behavior can be authorized and
access control can be selectively performed on an output result of data convergence,
to implement general entrance and exit permission control of actual multi-party data
convergence. As an intermediate layer, the data authorization system decouples the
data provider and the data user, so that the data provider does not need to deploy a
data providing service to cooperate with a convergence service in real time to transmit

data, thereby improving usability.
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BRIEF DESCRIPTION OF DRAWINGS

[0040] The implementations of the present specification can be made clearer by
describing the implementations of the present specification with reference to the
accompanying drawings:

[0041] FIG. 1 is a schematic diagram illustrating a data processing system 100
according to an implementation of the present specification;

[0042] FIG. 2 is a flowchart illustrating a data processing method according to an
implementation of the present specification;

[0043] FIG. 3 schematically illustrates information securely transmitted by a data
provider to a first TEE;

[0044] FIG. 4 is a flowchart illustrating a data processing method according to an
implementation of the present specification;

[0045] FIG. 5 is a flowchart illustrating a data processing method according to an
implementation of the present specification;

[0046] FIG. 6 schematically illustrates data stored in a data manager;

[0047] FIG. 7 is a flowchart illustrating a data processing method according to an
implementation of the present specification;

[0048] FIG. 8 is a flowchart illustrating a data processing method according to an
implementation of the present specification;

[0049] FIG. 9 is a flowchart illustrating a data processing method according to an
implementation of the present specification;

[0050] FIG. 10 is a diagram illustrating interaction between a data provider, a
data manager, and a data user in a data processing method according to an
implementation of the present specification;

[0051] FIG. 11 illustrates a data processing apparatus 1100 according to an
implementation of the present specification;

[0052] FIG. 12 illustrates a data processing apparatus 1200 according to an
implementation of the present specification;

[0053] FIG. 13 illustrates a data processing apparatus 1300 according to an
implementation of the present specification;

[0054] FIG. 14 illustrates a data processing apparatus 1400 according to an

implementation of the present specification;
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[0055] FIG. 15 illustrates a data processing apparatus 1500 according to an
implementation of the present specification; and
[0056] FIG. 16 illustrates a data processing apparatus 1600 according to an

implementation of the present specification.

DESCRIPTION OF IMPLEMENTATIONS

[0057] The following describes the implementations of the present specification
with reference to the accompanying drawings.

[0058] FIG. 1 is a schematic diagram illustrating a data processing system 100
according to an implementation of the present specification. As shown in FIG. 1, the
system 100 includes a data provider 11, a data provider 12, a data manager 13, a data
user 14, and a result user 15. The data providers 11, 12 are, for example, a party that
has original data, such as a bank, a tax bureau, or a real estate bureau. The data
manager 13 is equivalent to a data hosting platform, and includes a first trusted
execution environment (TEE) 131 and a storage module 132. The data provider can
upload data and authorization information of the data to the data manager in advance
to authorize the use of the data, so that the data provider does not need to be online in
real time when the data is used. The data user 14 is, for example, a service provider
such as a credit evaluation institution, a loan institution, or an insurance company, and
includes a second TEE 141. The result user 15 is, for example, a service object of the
data user 14, such as an enterprise or an individual. After verifying the first TEE, the
data provider 11 can upload encrypted data X of locally owned plaintext data X to the
storage module 132 of the data manager 13, and securely transmit a corresponding
first key for decryption and authorization information to the first TEE 131 of the data
manager 13, so that the first TEE performs use authorization management on the
plaintext data X. Similarly to the data provider 11, the data provider 12 can upload
encrypted data Y of local plaintext data Y of the data provider 12 to the storage
module 132, and securely transmit a corresponding first key and authorization
information to the first TEE 131. For example, when the data user 14 sends a request
for the use of the plaintext data X to the data manager 13, the first TEE can verify the
second TEE 141 based on the authorization information corresponding to the plaintext
data X, and after the verification succeeds, securely transmit the corresponding first

key to the second TEE, and provide the encrypted data X to the data user, to authorize
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the data user 14 to use the plaintext data X, for example, perform model calculation
based on the plaintext data X in the second TEE 141. The data user 14 can obtain the
plaintext data Y from the data manager 13 by using a method similar to the above
method. After obtaining a calculation result based on, for example, the plaintext data
X and the plaintext data Y, the data user 14 can encrypt the calculation result based on
a calculation result key securely transmitted by the first TEE to the second TEE, and
send an encrypted calculation result to the result user 15 that provides the calculation
result key.

[0059] FIG. 1 and the above description are merely brief summaries of the
implementations of the present specification, and constitute no limitation to the scope
of the implementations of the present specification. For example, the system 100 is
not limited to including two data providers, but can include one or more data
providers. The one or more data providers all host local data of the one or more data
providers to the data manager 13 similarly to the above description.

[0060] FIG. 2 is a flowchart illustrating a data processing method according to an
implementation of the present specification. The method is performed by a data
provider, the data provider having first plaintext data, and the method includes the
following steps:

[0061] Step S202: Obtain first encrypted data of the first plaintext data, a first key
used to decrypt the first encrypted data, and authorization information about the first
plaintext data.

[0062] Step S204: Send a verification request to a data manager, the data manager
including a first trusted execution environment.

[0063] Step S206: Receive authentication information from the data manager, and
perform verification based on the authentication information, the authentication
information being generated by the first trusted execution environment.

[0064] Step S208: When the verification succeeds, securely transmit the first key
and the authorization information to the first trusted execution environment.

[0065] Step S210: Provide the first encrypted data to the data manager.

[0066] First, in step S202, the first encrypted data of the first plaintext data, the
first key used to decrypt the first encrypted data, and the authorization information
about the first plaintext data are obtained.

[0067] The first encrypted data can be obtained by symmetrically or

asymmetrically encrypting the first plaintext data. In the case of symmetric encryption,
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the first key is a key used to encrypt the first plaintext data. In the case of asymmetric
encryption, the first key is a key different from a key used to encrypt the first plaintext
data. It can be understood that descriptions such as "first" and "second" in the present
specification are merely used for distinguishing between similar concepts for ease of
description, and have no other limitation functions.

[0068] In an implementation, the authorization information about the first
plaintext data includes at least one code hash value of at least one program that can
use the first plaintext data. The code hash value can be a hash value of the entire code
of a program, or can be a hash value occupied by a program in a memory at a known
execution point. The at least one program is at least one program allowed by the data
provider to use the first plaintext data. For example, when the authorization
information includes multiple code hash values, it indicates that the first plaintext data
can be used for calculation of multiple programs. For example, if the first plaintext
data is transaction data of an individual within a predetermined time period, and the
transaction data can be used for calculation of a first program for individual credit
evaluation, calculation of a second program for individual consumption inclination,
calculation of a third program for a specific population consumption level, etc., the
data provider (such as a bank) can include code hash values of the first program, the
second program, and the third program in authorization information corresponding to
the transaction data, to respectively authorize the first program, the second program,
and the third program.

[0069] In an implementation, the authorization information about the first
plaintext data can further include calculation result access permission information
corresponding to each code hash value. In an implementation, the access permission
information is a second key, and the second key is provided by a calculation result
user and is used to encrypt a calculation result obtained by using a program associated
with a corresponding code hash value. Usually, the calculation result is
asymmetrically encrypted, that is, the second key is a public key of the calculation
result user, and a private key of the calculation result user needs to be used for
decrypting an encrypted calculation result. It can be understood that the calculation
result can alternatively be symmetrically encrypted. For example, the authorization
information further includes a second key corresponding to a hash value of the first
program, and the second key is, for example, a public key of a loan institution service

object (such as an enterprise or an individual), and is transmitted by the enterprise or
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the individual to a bank (the data provider) in advance. After a corresponding
calculation result is obtained based on the first plaintext data by using the first
program, a data user (such as a loan institution) encrypts the calculation result by
using the public key. After obtaining an encrypted calculation result, the enterprise or
the individual decrypts the encrypted calculation result by using a private key of the
enterprise or the individual, to obtain the plaintext calculation result. It can be
understood that the authorization information does not include corresponding second
keys for all code hash values. For example, in the case of the third program, a
calculation result of the third program that is obtained based on the first plaintext data
is a specific population consumption level, and the result does not involve individual
privacy. Therefore, the calculation result does not need to be encrypted. Therefore, the
authorization information can include no second key corresponding to a code hash
value of the third program, that is, access permission information is null information.
[0070] It can be understood that the authorization information is not limited to
including the code hash value and the second key. For example, the authorization
information can include a code signature and encrypted data of the program that can
use the first plaintext data, the encrypted data being obtained based on a
predetermined encryption algorithm.

[0071] In step S204, the verification request is sent to the data manager, the data
manager including the first trusted execution environment.

[0072] In an implementation, the data manager includes an authorization module,
configured to authorize the data user to use data. The authorization module is the first
trusted execution environment, and is, for example, a trusted execution environment
(TEE) generated by using a technology such as SGX or Trust Zone. The verification
request is used to request to verify, for example, whether the first TEE is a trusted
execution environment, and whether a program for data use authorization is installed
and is running in the first TEE. The data provider can directly send the verification
request to the first TEE; or the data provider can send the verification request to a data
manager platform, and the platform can forward the verification request to the first
TEE.

[0073] In step S206, the authentication information is received from the data
manager, and verification is performed based on the authentication information, the

authentication information being generated by the first trusted execution environment.
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[0074] After receiving the verification request, the first TEE generates the
authentication information based on an internal mechanism of the first TEE, and sends
the authentication information to the data provider, so that the data provider performs
verification. The authentication information includes, for example, signature
information, hardware information, and software information of the first TEE. The
signature information is generated by using, for example, a hardware key of the first
TEE. The hardware information includes, for example, various hardware indicators
such as a CPU clock speed and a memory capacity. The software information includes
a code hash value, a code name, a version, a running log, etc., of each program. As
known by a person skilled in the art, the TEE can "measure" a program running in the
TEE by using memory hardware, to obtain, for example, a code hash value of the
program or a hash value occupied by the program in a memory at a specific execution
point, and include "measurement" information of the program in the authentication
information. The "measurement" is performed by using an integrated entity (the
memory hardware) of the first TEE without involving any software or operating
system, and therefore the "measurement" information is authentic. It can be
understood that the authentication information is not limited to the above descriptions.
For example, the authentication information does not need to include the signature
information, the software information, etc., but can include only the software
information, so that the data provider verifies the program running in the first TEE.
[0075] After receiving the authentication information from the first TEE, the data
provider can verify whether the first TEE is a trusted execution environment based on
the authentication information, for example, verify whether the signature information
is signature information of the first TEE by using a pre-obtained hardware public key
of the first TEE, and verify whether a hardware configuration of the first TEE matches
a pre-obtained configuration. The first TEE can further perform verification by
comparing the "measurement" information that is of the program running in the first
TEE and that is included in the authentication information with a pre-obtained code
hash value of the program for data use authorization, to determine whether the
program for data use authorization is installed and is running in the first TEE. The
code hash value is obtained from, for example, a code signature provided by a
program publisher, or is obtained through calculation from the open-source program.
[0076] In this implementation of the present specification, a verification process

performed based on the authentication information is not limited to the above
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descriptions. For example, the authentication information possibly does not include
the hardware information, the signature information, etc., of the first TEE.
Correspondingly, the data provider can verify the signature information, the hardware
configuration, etc., of the first TEE by using a third-party server (such as an Intel
server that provides a verification service to an enclave) that provides technical
support to the first TEE.

[0077] It can be understood that, for TEEs obtained based on different
technologies, specific content, forms, etc., of authentication information provided by
the TEEs can be different. However, authentication information provided by any one
of the TEEs can enable the data user to perform corresponding verification to
determine whether the TEE is a secure execution environment, and/or determine
whether a program running in the TEE is an expected program. In addition, the
authentication information is not limited to being sent by the first TEE to the data
provider, but can be obtained by another module of the data manager from the first
TEE and sent by the module to the data provider.

[0078] In step S208, when the verification succeeds, the first key and the
authorization information are securely transmitted to the first trusted execution
environment.

[0079] After determining, through the verification, that the first TEE is a trusted
execution environment and that the first TEE can provide a data use authorization
service, the data provider can deliver the data owned by the first TEE to the data
manager for hosting. Specifically, the data provider first securely transmits the first
key and the corresponding authorization information to the first TEE. The secure
transmission is, for example, encrypted transmission. Encrypted transmission means
that data to be transmitted is encrypted before transmission and encrypted data is
decrypted after being transmitted to a receiver, so that the receiver obtains the
plaintext data, thereby ensuring that the plaintext data is not stolen by a malicious
third party in a transmission process, and ensuring data transmission security. It can be
understood that the secure transmission is not limited to the encrypted transmission,
but can be performed by using any transmission method that can ensure data security
and that can be obtained by a person skilled in the art, such as a secure transmission
method of quantum communication.

[0080] FIG. 3 is schematic diagram illustrating information A securely

transmitted by the data provider to the first TEE. As shown in the figure, the
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information A securely transmitted by the data provider to the first TEE corresponds
to the first plaintext data and includes the first key A and the authorization information
A. As shown in a black box under "First key A" in the figure, the authorization
information A includes a first code hash value and a second key C that correspond to
each other, a second code hash value and a second key D that correspond to each other,
and a third code hash value. The first key is used to decrypt the first encrypted data to
obtain the first plaintext data. The first code hash value, the second code hash value,
and the third code hash value are respectively, for example, the code hash values of
the first program, the second program, and the third program that are described above.
The second key C is, for example, a public key of a first result user C, that is, only the
first result user C is authorized to use a calculation result of the first program that is
obtained based on the first plaintext data. Similarly, the second key D is, for example,
a public key of a second result user D, that is, only the second result user D is
authorized to use a calculation result of the second program that is obtained based on
the first plaintext data. However, the information A includes no public key
corresponding to the third code hash value, that is, the calculation result of the third
program that is obtained based on the first plaintext data does not involve private data,
and does not need to be encrypted. It can be understood that the authorization
information is not limited to including the code hash value of each program, but can
include different information based on different authorization methods. For example,
the authorization information can include a code signature, encrypted data, etc., of
each program. In addition, the second key C/D is not limited to a public key of a
corresponding result user. When a calculation result is symmetrically encrypted, the
second key C/D can also be used to decrypt an encrypted calculation result. "Second"
in the second key is used to distinguish the second key from the "first key" in the
present specification.

[0081] In step S210, the first encrypted data is provided to the data manager.
[0082] In an implementation, the data provider sends the locally stored first
encrypted data to the data manager. In an implementation, the data manager reads the
first encrypted data from the data provider. For example, when the first plaintext data
is, for example, transaction data of an individual that is provided by a bank, the data
manager can read first encrypted data related to the individual based on, for example,
an individual identity (such as an identity card number) and a data identity. In an

implementation, the data provider sends a network disk address for storing the first
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encrypted data to the data manager, so that the data manager obtains the first
encrypted data.

[0083] FIG. 4 is a flowchart illustrating a data processing method according to an
implementation of the present specification. The method is performed by a data
provider, the data provider having first plaintext data, and the method includes the
following steps:

[0084] Step S402: Obtain authorization information about the first plaintext data.
[0085] Step S404: Send a verification request to a data manager, the data manager
including a first trusted execution environment.

[0086] Step S406: Receive authentication information from the data manager, and
perform verification based on the authentication information, the authentication
information being generated by the first trusted execution environment.

[0087] Step S408: When the verification succeeds, securely transmit the first
plaintext data and the authorization information to the first trusted execution
environment.

[0088] A difference between the method shown in FIG. 4 and the method shown
in FIG. 2 lies in that the data provider does not encrypt the first plaintext data.
Therefore, in step S402, only the authorization information about the first plaintext
data is obtained without obtaining encrypted data and a first key of the first plaintext
data. After the data provider verifies the first TEE as described above, in step S408,
the data provider directly securely transmits the first plaintext data and the related
authorization information to the first TEE together, that is, neither needs to encrypt the
first plaintext data to obtain the encrypted data (and therefore a storage module of the
data manager is not needed) nor needs to separately provide the encrypted data and
securely transmit the decryption key of the encrypted data. Due to a security
mechanism of the first TEE, the first plaintext data is secure when being stored in a
form of plaintext data in the first TEE, and the first plaintext data is not disclosed in a
process of securely transmitting the first plaintext data. Therefore, the first plaintext
data can also be securely hosted in this method.

[0089] FIG. 5 is a flowchart illustrating a data processing method according to an
implementation of the present specification. The method is performed by a data
manager, the data manager including a first trusted execution environment and storing
at least one piece of encrypted data, at least one first key and at least one piece of

authorization information respectively corresponding to the at least one first key being
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stored in the first trusted execution environment, the at least one first key being used
to respectively decrypt the at least one piece of encrypted data to respectively obtain
at least one piece of plaintext data, the at least one piece of authorization information
respectively corresponding to the at least one piece of plaintext data, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data, and the method includes the following steps:

[0090] Step S502: Receive a data request from a data user, the data request being
used to request to use the at least one piece of plaintext data, and the data user
including a second trusted execution environment.

[0091] Step S504: Receive authentication information from the data user, the
authentication information being generated by the second trusted execution
environment.

[0092] Step S506: Perform verification for each piece of authorization
information based on the authentication information and the authorization information
in the first trusted execution environment.

[0093] For each piece of the authorization information:

[0094] Step S508: When the verification succeeds, securely transmit a first key
corresponding to the authorization information to the second trusted execution
environment by using the first trusted execution environment; and

[0095] Step S510: Provide corresponding encrypted data to the data user.

[0096] FIG. 6 is a schematic diagram illustrating data stored in a storage module
and the first TEE of the data manager. As shown in FIG. 6, the storage module stores
encrypted data X and encrypted data Y. The encrypted data X is uploaded by, for
example, a data provider A to the data manager in advance, and corresponds to
plaintext data X. The encrypted data Y is uploaded by, for example, a data provider B
to the data manager in advance, and corresponds to plaintext data Y. It can be
understood that the encrypted data X/Y is not limited to being stored in the storage
module. For example, the encrypted data X/Y can be stored in the first TEE, or can be
stored in a cloud disk.

[0097] The first TEE stores information A and information B. The information A
is related to the encrypted data X, and includes a first key A and authorization
information A. The information B is related to the encrypted data Y, and includes a
first key B and authorization information B. The first key A is used to encrypt and

decrypt the plaintext data X, and the authorization information A is authorization
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information about the plaintext data X. The second key B is used to encrypt and
decrypt the plaintext data Y, and the authorization information B is authorization
information about the plaintext data Y. For example content of the authorization
information A, references can be made to FIG. 3. FIG. 6 shows only two pieces of
encrypted data and two pieces of information respectively corresponding to the two
pieces of encrypted data. However, the first TEE is not limited to storing only two
pieces of information, but can store multiple pieces of information respectively
corresponding to multiple pieces of encrypted data. In addition, the information A and
the information B in FIG. 6 respectively correspond to different data providers. This
implementation of the present specification is not limited thereto. The information A
and the information B can correspond to one data provider, that is, the data provider A
and the data provider B can be one data provider, that is, the plaintext data X and the
plaintext data Y can be provided by one data provider. In the above description, the
encrypted data X indicates that the encrypted data is data obtained by encrypting the
plaintext data X. The encrypted data Y can be similarly explained. The information A,
the first key A, and the authorization information A indicate that the information, the
first key, and the authorization information are all related to the data provider A. The
information B, the first key B, and the authorization information B can be similarly
explained.

[0098] The following describes the steps in FIG. 5 in detail.

[0099] First, in step S502, the data request is received from the data user, the data
request being used to request to use the at least one piece of plaintext data, and the
data user including the second trusted execution environment.

[0100] The data user is, for example, a credit evaluation institution. When
performing credit evaluation on a user, the data user can request, for example, two
pieces of data related to the user from the data manager. The two pieces of data are
respectively provided by, for example, a bank and a tax bureau to the data manager in
advance. The data user can obtain the data related to the user based on, for example, a
user identity (such as an identity card number), a data provider identity, and a data
identity. Alternatively, the data user can be, for example, a cloud computing platform,
which receives, for example, a commission from a credit evaluation institution to
perform calculation for credit evaluation on the user by using a model.

[0101] The data user includes the second trusted execution environment (i.c., a

second TEE). A predetermined program (for example, a first program) is running in
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the second TEE, to perform calculation such as F(X, Y) based on the plaintext data X
and the plaintext data Y, so that the plaintext data X and the plaintext data Y are not
disclosed in a calculation process due to a security mechanism of the second TEE. In
an implementation, the second TEE and the first TEE are located on one platform. For
example, both data hosting and user credit evaluation can be performed in an Alipay
platform, that is, the Alipay platform is not only a data manager but also a data user.
In this case, related data use authorization and data use are both performed in the first
TEE and the second TEE, that is, data privacy is protected by using hardware.
Therefore, data security is not affected even if the data manager and the data user are
a same party. When the first TEE and the second TEE are on one platform, the second
TEE can send a data use request to the first TEE. It can be understood that in this case,
the second TEE can send the data use request to the data manager, or the data user can
send the data use request to the data manager or the first TEE.

[0102] In an implementation, the first TEE and the second TEE are located on
different platforms. For example, an Alipay platform is the data manager and the
Alipay platform includes the first TEE, and a cloud computing platform is the data
user and the cloud computing platform includes the second TEE. When the first TEE
and the second TEE are on different platforms, a data user platform can send a data
use request to a data manager platform. Similarly, the data user platform can send the
data use request to the first TEE, or the second TEE can send the data use request to
the data manager platform or the first TEE.

[0103] The data user sends the request to the data manager to request to obtain
the at least one piece of plaintext data corresponding to the at least one piece of
encrypted data in the data manager, that is, request to obtain the at least one piece of
encrypted data and corresponding at least one decryption key (first key).

[0104] In step S504, the authentication information is received from the data user,
the authentication information being generated by the second trusted execution
environment.

[0105] The data user can send the authentication information generated by the
second TEE to the data manager after sending the data request, or can send the
authentication information generated by the second TEE to the data manager after the
data manager sends a verification request to the data user.

[0106] The second TEE generates the authentication information based on an

internal mechanism, so that the data manager performs verification. The
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authentication information includes, for example, signature information, hardware
information, and software information of the second TEE. The signature information
is generated by using, for example, a hardware key of the second TEE. The hardware
information includes, for example, various hardware indicators such as a CPU clock
speed and a memory capacity. The software information includes a code hash value, a
code name, a version, a running log, etc., of each program. As can be known by a
person skilled in the art, the TEE can "measure" a program running in the TEE by
using memory hardware, to obtain, for example, a code hash value of the program or a
hash value occupied by the program in a memory at a specific execution point, and
include "measurement" information (such as the code hash value) of the program in
the authentication information. The "measurement" is performed by using an own
entity (the memory hardware) of the first TEE without involving any software or
operating system, and therefore the "measurement" information is authentic. It can be
understood that the authentication information is not limited to the above descriptions.
For example, the authentication information does not need to include the signature
information, the software information, etc., but can include only the software
information, so that the first TEE verifies the program running in the second TEE.

[0107] In an implementation, the first TEE and the second TEE are located on
one platform, and the authentication information is intra-platform (Intra-Platform)
authentication information. For example, in an SGX technology, a file "REPORT" is
generated as the intra-platform authentication information. In an implementation, the
first TEE and the second TEE are located on different platforms, and the
authentication information is inter-platform (Inter-Platform) authentication
information. For example, in an SGX technology, the TEE generates a file "QUOTE"
as the inter-platform authentication information for performing remote attestation
(RA). The intra-platform authentication information and the inter-platform
authentication information can have different file formats and encryption methods.
For example, a symmetric encryption method can be used for the intra-platform
authentication information (such as REPROT), and an asymmetric encryption method
can be used for the inter-platform authentication information (such as QUOTE). In an
implementation, the authentication information includes information related to the
program (such as a first program) running in the second TEE. To not disclose model
data (such as a parameter or an algorithm) in the running program, the second TEE

securely transmits the authentication information to the first TEE. When a calculation
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model does not need to be protected, the second TEE or the data user can send the
authentication information to the data manager, and the data manager sends the
authentication information to the first TEE after receiving the authentication
information.

[0108] In step S506, verification is performed for each piece of authorization
information based on the authentication information and the authorization information
in the first trusted execution environment.

[0109] After obtaining the authentication information, the first TEE performs,
inside the first TEE, verification based on the authentication information and the
authorization information respectively corresponding to the at least one piece of data
requested by the data user. For example, referring to FIG. 6, the data user requests to
use the plaintext data X and the plaintext data Y, and in the first TEE, the
authorization information in the information A corresponding to the plaintext data X
includes, for example, a code hash value of each program that can use the plaintext
data X, and the authorization information in the information B corresponding to the
plaintext data Y includes, for example, a code hash value of each program that can use
the plaintext data Y. The first TEE needs to perform verification based on the
authentication information, the information A, and the information B. The first TEE
can verify whether the second TEE is a trusted execution environment based on the
authentication information, for example, verify whether the signature information is
signature information of the second TEE by using a pre-obtained hardware public key
of the second TEE, and verify whether a hardware configuration of the second TEE
matches a pre-obtained configuration. The first TEE can further verify, based on the
"measured" hash value that is of the program running in the second TEE and that is
included in the authentication information, whether the "measured" hash value
matches one of multiple code hash values included in the information A, to determine
whether the program running in the second TEE is a program that can be authorized to
use the plaintext data X. Similarly, it is verified whether the "measured" hash value
matches one of multiple code hash values included in the information B. Verification
for the at least one piece of authorization information can be performed sequentially
or in parallel. This is not limited in the present application.

[0110] As described above, the authorization information is not limited to
including the code hash value of each program, but can include, for example, a code

signature and code encrypted data of each program. For example, when the
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authorization information is the code signature, the first TEE can obtain a
corresponding code hash value for the verification based on the code signature and a
corresponding code public key obtained in advance from, for example, the data
provider.

[0111] In this implementation of the present specification, a verification process
performed based on the authentication information is not limited to the above
descriptions. For example, the authentication information possibly does not include
the hardware information, the signature information, etc., of the second TEE.
Correspondingly, the data manager can verify the signature information, the hardware
configuration, etc., of the second TEE by using a third-party server (such as an Intel
server that provides a verification service to an enclave) that provides technical
support to the second TEE.

[0112] It can be understood that, for TEEs obtained based on different
technologies, specific content, forms, etc., of authentication information provided by
the TEEs can be different. However, authentication information provided by any one
of the TEEs can enable the data user to perform corresponding verification to
determine whether the TEE is a secure execution environment, and/or determine
whether a program running in the TEE is a program that can be authorized.

[0113] Steps S508 to S510 are steps performed for each piece of authorization
information corresponding to the at least one piece of plaintext data requested by the
data user. For each piece of authorization information, step S508 to step S510 can be
performed sequentially or in parallel. In the following description, step S508 to step
S510 performed for one piece of authorization information (such as the authorization
information A shown in FIG. 6) are described as an example. A person skilled in the
art can understand that step S508 to step S510 can be likewise performed for other
authorization information in the at least one piece of authorization information.

[0114] Step S508: When verification succeeds, securely transmit a first key
corresponding to the authorization information to the second trusted execution
environment by using the first trusted execution environment.

[0115] For example, as shown in FIG. 6, the first TEE can securely transmit the
first key A to the second TEE after verification based on the information A and the
authentication information succeeds, that is, after verifying, in the first TEE, that the

second TEE is a trusted execution environment and that the measured code hash value
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of the program running in the second TEE is an authorization code hash value
corresponding to the plaintext data X.

[0116] Step S510: Provide corresponding encrypted data to the data user.

[0117] In an implementation, after securely transmitting the first key A to the data
user as described above, the data manager sends the encrypted data X stored in the
storage module of the data manager to the second TEE. In an implementation, the data
user reads the encrypted data X from the storage module of the data manager. For
example, when the plaintext data X is, for example, transaction data of an individual
that is provided by a bank, the data user can read encrypted data X related to the
individual based on, for example, an individual identity (such as an identity card
number), a data provider identifier (such as a bank identifier), and a data identity.
[0118] In an implementation, when the encrypted data X is stored by the data
manager in a cloud disk, the data manager can provide a download address of the
encrypted data X to the data user, so that the data user downloads the encrypted data
X.

[0119] In an implementation, as shown in FIG. 3, the authorization information A
included in the information A can further include second keys of result users
corresponding to some code hash values. For example, the authorization information
A includes a second key C corresponding to a first code hash value. In this case, after
verification based on the authorization information A succeeds, the first TEE further
securely transmits the second key C to the second TEE, to encrypt a calculation result.
[0120] FIG. 7 is a flowchart illustrating a data processing method according to an
implementation of the present specification. The method is performed by a data
manager, the data manager including a first trusted execution environment, at least
one piece of plaintext data and at least one piece of authorization information
corresponding to the at least one piece of plaintext data being stored in the first trusted
execution environment, and the authorization information being information about at
least one program allowed to use corresponding plaintext data, and the method
includes the following steps:

[0121] Step S702: Receive a data request from a data user, the data request being
used to request to use the at least one piece of plaintext data, and the data user

including a second trusted execution environment.
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[0122] Step S704: Receive authentication information from the data user, the
authentication information being generated by the second trusted execution
environment.

[0123] Step S706: Perform verification for each piece of authorization
information based on the authentication information and the authorization information
in the first trusted execution environment.

[0124] Step S708: For each piece of authorization information, when the
verification succeeds, securely transmit the at least one piece of plaintext data to the
second trusted execution environment by using the first trusted execution
environment.

[0125] The method shown in FIG. 7 corresponds to the method shown in FIG. 4.
According to the method shown in FIG. 4, the at least one piece of plaintext data and
the at least one piece of authorization information respectively corresponding to the at
least one piece of plaintext data are stored in the first trusted execution environment.
A difference between the method shown in FIG. 7 and the method shown in FIG. 5
lies in that after the verification succeeds, the first TEE securely transmits the at least
one piece of plaintext data to the second TEE without requiring the data manager to
transmit at least one piece of encrypted data to the second TEE and requiring the first
TEE to securely transmit at least one first key (decryption key) respectively
corresponding to the at least one piece of encrypted data to the second TEE. The at
least one piece of plaintext data can be well protected in the first TEE, in a secure
transmission process, and in the second TEE. Therefore, security in the method can be
ensured.

[0126] FIG. 8 is a flowchart illustrating a data processing method according to an
implementation of the present specification. The method is performed by a data user,
the data user including a second trusted execution environment, and a first program
running in the second trusted execution environment, and the method includes the
following steps:

[0127] Step S802: Send a data request to a data manager to request to use at least
one piece of plaintext data corresponding to at least one piece of encrypted data stored
in the data manager, the data manager including a first trusted execution environment,
at least one first key and at least one piece of authorization information respectively
corresponding to the at least one first key being stored in the first trusted execution

environment, the at least one first key being used to respectively decrypt the at least
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one piece of encrypted data to respectively obtain the at least one piece of plaintext
data, the at least one piece of authorization information respectively corresponding to
the at least one piece of plaintext data, and the authorization information being
information about at least one program allowed to use corresponding plaintext data.
[0128] Step S804: Send authentication information to the data manager, so that
the first trusted execution environment performs verification for each piece of
authorization information based on the authentication information and the
authorization information, the authentication information being generated by the
second trusted execution environment.

[0129] For each piece of the authorization information:

[0130] Step S806: When the verification succeeds, receive, by using the second
trusted execution environment, a first key that corresponds to the authorization
information and that is securely transmitted from the first trusted execution
environment;

[0131] Step S808: Obtain encrypted data corresponding to the authorization
information from the data manager; and

[0132] Step S810: Decrypt the encrypted data by using the first key in the second
trusted execution environment to obtain corresponding plaintext data.

[0133] Step S812: Perform calculation based on the at least one piece of plaintext
data by using the first program in the second trusted execution environment to obtain
a calculation result.

[0134] The method shown in FIG. 8 is a method that is executed by the data user
and that corresponds to the method shown in FIG. 5. The data user includes the
second TEE. For example, the first program is running in the second TEE. Before
performing calculation by using data, the first program first requests the
corresponding data from the data manager, and then performs model calculation based
on the corresponding data. Therefore, for detailed descriptions of step S802 to step
S810, references can be made to the above corresponding descriptions of step S502 to
step S508. Details are not described herein again.

[0135] In step S810, the encrypted data is decrypted by using the first key in the
second trusted execution environment to obtain the corresponding plaintext data. For
example, after obtaining the first key A shown in FIG. 6 and reading the encrypted
data X from the storage module of the data manager as described above, the second

TEE can decrypt the encrypted data X by using the first key A, to obtain the plaintext
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data X. Similarly, the plaintext data Y can be obtained by decrypting the second
encrypted data Y by using the second key B obtained from the data manager.

[0136] In step S812, calculation is performed based on the at least one piece of
plaintext data by using the first program in the second trusted execution environment
to obtain the calculation result. The program performs, for example, F (X, Y)
calculation based on data X and data Y, and F (X, Y) corresponds to a specific
calculation model. The first program is run in the second TEE and performs
calculation based on X and Y by using F (X, Y), to obtain the calculation result.

[0137] In an implementation, as described above, for each piece of authorization
information, after the verification succeeds, the first TEE further securely transmits, to
the second TEE, a key that is used to encrypt a calculation result and that corresponds
to a code hash value, for example, the second key C shown in FIG. 3. The first
program has, for example, a first code hash value. Each piece of authorization
information corresponding to the at least one piece of plaintext data requested by the
data user includes, for example, the first code hash value and a second key (for
example, the second key C) corresponding to the first code hash value. The second
key is used to encrypt a calculation result of the first program and is provided by a
calculation result user corresponding to the calculation result. The method further
includes: for each piece of authorization information, when the verification succeeds,
receiving, by using the second trusted execution environment, the second key that
corresponds to the authorization information and that is securely transmitted from the
first trusted execution environment; after the calculation result is obtained,
determining, in the second trusted execution environment, whether at least one second
key respectively corresponding to the at least one piece of authorization information is
consistent, for example, determining whether a second key that corresponds to the
encrypted data X and that is received from the first TEE is consistent with a second
key that corresponds to the encrypted data Y and that is received from the first TEE;
and when the at least one second key is consistent, encrypting the calculation result by
using the second key in the second trusted execution environment to obtain an
encrypted calculation result, that is, when all the at least one second key is the second
key C, the calculation result is encrypted by using the second key C. It can be
understood that, in the above case, the second key can be an asymmetric encryption
key, that is, a public key. After the encrypted calculation result is sent to the result user

C, the result user C decrypts the encrypted calculation result by using a private key C
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of the result user C. However, this implementation is not limited thereto. For example,
the second key can be a symmetric encryption key, that is, the result user C also uses
the second key for decrypting.

[0138] After the encrypted calculation result is obtained, the second TEE or a
data user platform can send the encrypted calculation result to a corresponding result
user, or the corresponding result user can read the encrypted calculation result from
the platform.

[0139] FIG. 9 is a flowchart illustrating a data processing method according to an
implementation of the present specification. The method is performed by a data user,
the data user including a second trusted execution environment, and a first program
running in the second trusted execution environment, and the method includes the
following steps:

[0140] Step S902: Send a data request to a data manager to request to use at least
one piece of plaintext data stored in the data manager, the data manager including a
first trusted execution environment, the at least one piece of plaintext data and at least
one piece of authorization information corresponding to the at least one piece of
plaintext data being stored in the first trusted execution environment, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data.

[0141] Step S904: Send authentication information to the data manager, so that
the first trusted execution environment performs verification for each piece of
authorization information based on the authentication information and the
authorization information, the authentication information being generated by the
second trusted execution environment.

[0142] Step S906: For each piece of authorization information, when the
verification succeeds, receive, by using the second trusted execution environment,
plaintext data that corresponds to the authorization information and that is securely
transmitted from the first trusted execution environment.

[0143] Step S908: Perform calculation based on the at least one piece of plaintext
data by using the first program in the second trusted execution environment to obtain
a calculation result.

[0144] The method shown in FIG. 9 corresponds to the method shown in FIG. 7.
A difference between the method shown in FIG. 9 and the method shown in FIG. 8

lies in that in step S906, when the verification succeeds, the at least one piece of
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plaintext data securely transmitted from the first trusted execution environment is
received instead of separately obtaining encrypted data and a corresponding
decryption key, so that no decryption step is required. Therefore, in step S90S,
calculation may be directly performed based on the at least one piece of plaintext data
by using the first program, to obtain the calculation result.

[0145] FIG. 10 is a diagram illustrating interaction between a data provider, a
data manager, and a data user in a data processing method according to an
implementation of the present specification. The interaction between the three parties
includes two phases. The first phase is interaction between the data provider and the
data manager, and includes the followings steps: Step 1001: The data provider obtains
first encrypted data of first plaintext data, a first key used to decrypt the first
encrypted data, and authorization information about the first plaintext data. Step 1002:
The data provider sends a verification request to the data manager. Step 1003: The
data manager sends authentication information to the data provider after receiving the
verification request, the authentication information being generated by a first trusted
execution environment. Step 1004: The data provider performs verification based on
the authentication information. Step 1005: After the verification succeeds, the data
provider securely transmits the first key and the authorization information to the first
TEE, and provides the first encrypted data to the data manager. According to the
above steps, the data provider can host the data of the data provider to the data
manager, to authorize, by using the data manager, a third party to use the first
plaintext data, so that the data provider does not need to be online in real time in a
data use process.

[0146] The second stage is interaction between the data manager and the data user,
and includes the following steps: Step 1006: The data user sends a data request to the
data manager, to request to use at least one piece of plaintext data in the data manager.
Step 1007: The data user sends authentication information to the data manager, the
authentication information being generated by a second TEE in the data user. Step
1008: Perform verification in the first TEE of the data manager based on the
authentication information and related authorization information in the first TEE. Step
1009: For each piece of authorization information, after verification succeeds, the first
trusted execution environment securely transmits a first key corresponding to the
authorization information to the second trusted execution environment, and the data

manager provides corresponding encrypted data to the data user. Step 1010: For each
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piece of authorization information, the data user decrypts the corresponding encrypted
data by using a corresponding key in the second TEE, to obtain corresponding
plaintext data. Step 1011: The data user performs model calculation based on the at
least one piece of plaintext data in the second TEE, to obtain a calculation result. Step
1012: The data user encrypts the calculation result by using a second key included in
the authorization information in the second TEE. After the encrypted calculation
result is obtained, the data user can send the encrypted result to a result user, or the
result user can actively read the encrypted result from the data user.

[0147] FIG. 11 illustrates a data processing apparatus 1100 according to an
implementation of the present specification. The apparatus is implemented by a data
provider, the data provider having first plaintext data, and the apparatus including: an
acquisition unit 111, configured to obtain first encrypted data of the first plaintext data,
a first key used to decrypt the first encrypted data, and authorization information
about the first plaintext data; a sending unit 112, configured to send a verification
request to a data manager, the data manager including a first trusted execution
environment; a verification unit 113, configured to receive authentication information
from the data manager, and perform verification based on the authentication
information, the authentication information being generated by the first trusted
execution environment; a secure transmission unit 114, configured to: when the
verification succeeds, securely transmit the first key and the authorization information
to the first trusted execution environment; and a providing unit 115, configured to
provide the first encrypted data to the data manager.

[0148] In an implementation, the verification unit 113 is further configured to
verify, based on the authentication information, whether a program for data use
authorization is installed and is running in the first trusted execution environment.
[0149] FIG. 12 illustrates a data processing apparatus 1200 according to an
implementation of the present specification. The apparatus is implemented by a data
provider, the data provider having first plaintext data, and the apparatus including: an
acquisition unit 121, configured to obtain authorization information about the first
plaintext data; a sending unit 122, configured to send a verification request to a data
manager, the data manager including a first trusted execution environment; a
verification unit 123, configured to receive authentication information from the data
manager, and perform verification based on the authentication information, the

authentication information being generated by the first trusted execution environment;
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and a secure transmission unit 124, configured to: when the verification succeeds,
securely transmit the first plaintext data and the authorization information to the first
trusted execution environment.

[0150] FIG. 13 illustrates a data processing apparatus 1300 according to an
implementation of the present specification. The apparatus is implemented by a data
manager, the data manager including a first trusted execution environment and storing
at least one piece of encrypted data, at least one first key and at least one piece of
authorization information corresponding to the at least one first key being stored in
the first trusted execution environment, the at least one first key being used to decrypt
the at least one piece of encrypted data to obtain at least one piece of plaintext data,
the at least one piece of authorization information corresponding to the at least one
piece of plaintext data, and the authorization information being information about at
least one program allowed to use corresponding plaintext data, and the apparatus
includes: a first receiving unit 1301, configured to receive a data request from a data
user, the data request being used to request to use the at least one piece of plaintext
data, and the data user including a second trusted execution environment; a second
receiving unit 1302, configured to receive authentication information from the data
user, the authentication information being generated by the second trusted execution
environment; a verification unit 1303, configured to perform verification for each
piece of authorization information based on the authentication information and the
authorization information in the first trusted execution environment; and a first secure
transmission unit 1304 for each piece of authorization information, configured to:
when the verification succeeds, securely transmit a first key corresponding to the
authorization information to the second trusted execution environment by using the
first trusted execution environment, and a providing unit 1305 for each piece of
authorization information, configured to provide corresponding encrypted data to the
data user.

[0151] In an implementation, the verification unit 1303 is further configured to
receive, by using the first trusted execution environment, the authentication
information securely transmitted from the second trusted execution environment.
[0152] In an implementation, the authentication information includes a first code
hash value of a first program that is installed and running in the second trusted
execution environment, each piece of authorization information including at least one

code hash value of at least one program; and the verification unit 1303 is further
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configured to verify, for each piece of authorization information, whether the first
code hash value is a code hash value included in the authorization information.

[0153] In an implementation, each piece of authorization information includes a
first code hash value and a second key corresponding to the first code hash value, the
second key being used to encrypt a calculation result of the first program and being
provided by a calculation result user corresponding to the calculation result; and the
apparatus further includes a second secure transmission unit 1306, configured to: for
each piece of authorization information, when the verification succeeds, further
securely transmit the second security key to the second trusted execution environment
by using the first trusted execution environment.

[0154] FIG. 14 illustrates a data processing apparatus 1400 according to an
implementation of the present specification. The apparatus is implemented by a data
manager, the data manager including a first trusted execution environment, at least
one piece of plaintext data and at least one piece of authorization information
respectively corresponding to the at least one piece of plaintext data being stored in
the first trusted execution environment, and the authorization information being
information about at least one program allowed to use corresponding plaintext data,
and the apparatus includes : a first receiving unit 1401, configured to receive a data
request from a data user, the data request being used to request to use the at least one
piece of plaintext data, and the data user including a second trusted execution
environment; a second receiving unit 1402, configured to receive authentication
information from the data user, the authentication information being generated by the
second trusted execution environment; a verification unit 1403, configured to perform
verification for each piece of authorization information based on the authentication
information and the authorization information in the first trusted execution
environment; and a secure transmission unit 1404 for each piece of authorization
information, configured to: when the verification succeeds, securely transmit plaintext
data corresponding to the authorization information to the second trusted execution
environment by using the first trusted execution environment.

[0155] FIG. 15 illustrates a data processing apparatus 1500 according to an
implementation of the present specification. The apparatus is implemented by a data
user, the data user including a second trusted execution environment, and a first
program running in the second trusted execution environment, and the apparatus

includes: a first sending unit 1501, configured to send a data request to a data manager
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to request to use at least one piece of plaintext data corresponding to at least one piece
of encrypted data stored in the data manager, the data manager including a first trusted
execution environment, at least one first key and at least one piece of authorization
information respectively corresponding to the at least one first key being stored in the
first trusted execution environment, the at least one first key being used to
respectively decrypt the at least one piece of encrypted data to respectively obtain the
at least one piece of plaintext data, the at least one piece of authorization information
respectively corresponding to the at least one piece of plaintext data, and the
authorization information being information about at least one program allowed to use
corresponding plaintext data; a second sending unit 1502, configured to send
authentication information to the data manager, so that the first trusted execution
environment performs verification for each piece of authorization information based
on the authentication information and the authorization information, the
authentication information being generated by the second trusted execution
environment; a first receiving unit 1503 for each piece of authorization information,
configured to: when the verification succeeds, receive, by using the second trusted
execution environment, a first key that corresponds to the authorization information
and that is securely transmitted from the first trusted execution environment, an
acquisition unit 1504 for each piece of authorization information, configured to obtain
encrypted data corresponding to the authorization information from the data manager,
and a decryption unit 1505 for each piece of authorization information, configured to
decrypt the encrypted data by using the first key in the second trusted execution
environment to obtain corresponding plaintext data; and a calculation unit 1506,
configured to perform calculation based on the at least one piece of plaintext data by
using the first program in the second trusted execution environment to obtain a
calculation result.

[0156] In an implementation, the first program has a first code hash value, each
piece of authorization information including a first code hash value and a second key
corresponding to the first code hash value, and the second key being used to encrypt a
calculation result of the first program and being provided by a calculation result user
corresponding to the calculation result, and the apparatus further includes: a second
receiving unit 1507 for each piece of authorization information, configured to: when
the verification succeeds, receive, by using the second trusted execution environment,

the second key that corresponds to the authorization information and that is securely
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transmitted from the first trusted execution environment; a determining unit 1508,
configured to: after the calculation result is obtained, determine, in the second trusted
execution environment, whether at least one second key respectively corresponding to
the at least one piece of authorization information is consistent; and an encryption unit
1509, configured to: when the at least one second key is consistent, encrypt the
calculation result by using the second key in the second trusted execution
environment to obtain an encrypted calculation result.

[0157] In an implementation, the apparatus further includes a third sending unit
1510, configured to send the encrypted calculation result to the calculation result user
after the encrypted calculation result is obtained.

[0158] In an implementation, the acquisition unit 1504 is further configured to
read the encrypted data corresponding to the authorization information from the data
manager.

[0159] FIG. 16 illustrates a data processing apparatus 1600 according to an
implementation of the present specification. The apparatus is implemented by a data
user, the data user including a second trusted execution environment, and a first
program running in the second trusted execution environment, and the apparatus
includes: a first sending unit 161, configured to send a data request to a data manager
to request to use at least one piece of plaintext data stored in the data manager, the
data manager including a first trusted execution environment, the at least one piece of
plaintext data and at least one piece of authorization information respectively
corresponding to the at least one piece of plaintext data being stored in the first trusted
execution environment, and the authorization information being information about at
least one program allowed to use corresponding plaintext data; a second sending unit
162, configured to send authentication information to the data manager, so that the
first trusted execution environment performs verification for each piece of
authorization information based on the authentication information and the
authorization information, the authentication information being generated by the
second trusted execution environment; a first receiving unit 163 for each piece of
authorization information, configured to: for each piece of authorization information,
when the verification succeeds, receive, by using the second trusted execution
environment, plaintext data that corresponds to the authorization information and that
is securely transmitted from the first trusted execution environment; and a calculation

unit 164, configured to perform calculation based on the at least one piece of plaintext
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data by using the first program in the second trusted execution environment to obtain
a calculation result.

[0160] Another aspect of the present specification provides a computing device,
including a memory and a processor, the memory storing executable code, and the
processor implementing any one of the above methods when executing the executable
code.

[0161] In the data processing solutions according to the implementations of the
present specification, a data authorization system that can be trusted by the data
provider is established by using a TEE and an RA technology, to ensure, through a
technical aspect rather than third party trust, that an intermediate data authorization
platform does not peep and tamper with data of the data provider, runs at a fast speed,
and supports convergence computing that can be represented by any code, and
therefore is more efficient and more versatile. A whole set of protocol procedure is
proposed for the data authorization system, the data provider, and the data user, and
the procedure can ensure privacy of data and compliant use of multi-party data. In
terms of design, the following two characteristics are achieved: Data use behavior can
be authorized and access control can be selectively performed on an output result of
data convergence, to meet general entrance and exit permission control of actual
multi-party data convergence. As an intermediate layer, the data authorization system
decouples the data provider and the data user, the data provider can upload the data at
one time, and the data user uses the data for multiple times without requiring the data
provider to repeatedly upload the data, so that data access efficiency can be effectively
improved when the data is used repeatedly. In terms of design, the data authorization
system allows the data provider to upload the data offline in advance, so that the data
provider does not need to deploy a data providing service to cooperate with a
convergence service in real time to transmit data, thereby improving usability.

[0162] The implementations in the present specification are all described in a
progressive way, for same or similar parts in the implementations, references can be
made to these implementations, and each implementation focuses on a difference
from other implementations. Especially, the system implementations are basically
similar to the method implementations, and therefore are described briefly. For related
parts, references can be made to parts of the method implementation descriptions.
[0163] The above describes the specific implementations of the present

specification. Other implementations fall within the scope of the appended claims. In
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some cases, the actions or steps described in the claims can be performed in an order
different from the order in the implementations and can still achieve the desired
results. In addition, the process depicted in the accompanying drawings does not
necessarily require the shown particular order or sequence to achieve the desired
results. In some implementations, multi-task processing and parallel processing can or
may be advantageous.

[0164] A person of ordinary skill in the art can be further aware that, in
combination with the examples described in the implementations disclosed in the
present specification, units and algorithm steps can be implemented by using
electronic hardware, computer software, or a combination thereof. To clearly describe
interchangeability between the hardware and the software, compositions and steps of
the examples have generally been described based on functions in the above
descriptions. Whether the functions are performed by hardware or software depends
on particular applications and design constraint conditions of the technical solutions.
A person of ordinary skill in the art can use different methods to implement the
described functions for each particular application, but it should not be considered that
the implementation goes beyond the scope of the present application.

[0165] Steps of methods or algorithms described with reference to the
implementations disclosed in the present specification can be implemented by using
hardware, a software module executed by a processor, or a combination thereof. The
software module can reside in a random access memory (RAM), a memory, a
read-only memory (ROM), an electrically programmable ROM, an -electrically
erasable programmable ROM, a register, a hard disk, a removable disk, a CD-ROM,
or any other form of storage medium known in the art.

[0166] In the above specific implementations, the objectives, technical solutions,
and beneficial effects of the present application are further described in detail. It
should be understood that the above descriptions are merely specific implementations
of the present application, but are not intended to limit the protection scope of the
present application. Any modification, equivalent replacement, improvement, made
without departing from the spirit and principle of the present application should fall

within the protection scope of the present application.
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CLAIMS

What is claimed is:

1. A data processing method, wherein the method is performed by a data provider,
the data provider having first plaintext data, the method comprising

obtaining first encrypted data of the first plaintext data, a first key used to
decrypt the first encrypted data, and authorization information about the first plaintext
data;

sending a verification request to a data manager, the data manager including a
first trusted execution environment;

receiving authentication information from the data manager, and performing
verification based on the authentication information, the authentication information
being generated by the first trusted execution environment;

when the verification succeeds, securely transmitting the first key and the
authorization information to the first trusted execution environment; and providing the
first encrypted data to the data manager,

wherein the authorization information includes at least one code hash value of at
least one program allowed to use the first plaintext data and at least one piece of
access permission information corresponding to the at least one code hash value, and

wherein the access permission information is information about a calculation

result of the at least one program.

2. A data processing method, wherein the method is performed by a data provider,
the data provider having first plaintext data, and the method comprising

obtaining authorization information about the first plaintext data;

sending a verification request to a data manager, the data manager including a
first trusted execution environment;

receiving authentication information from the data manager, and performing
verification based on the authentication information, the authentication information
being generated by the first trusted execution environment and

when the verification succeeds, securely transmitting the first plaintext data and

the authorization information to the first trusted execution environment.
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wherein the authorization information includes at least one code hash value of at
least one program allowed to use the first plaintext data and at least one piece of
access permission information corresponding to the at least one code hash value, and

wherein the access permission information is information about a calculation

result of the at least one program.

3. The method according to claim 1 or 2, wherein the access permission
information is a second key, the second key being used to encrypt the corresponding
calculation result and being provided by a calculation result user corresponding to the

calculation result.

4. The method according to claim 1 or 2, wherein the access permission

information is null information.

5. The method according to claim 1 or 2, wherein the performing verification
based on the authentication information includes: verifying, based on the
authentication information, whether the at least one program for data use

authorization is installed and is running in the first trusted execution environment.

6. The method according to claim 1 or 2, wherein the secure transmission is

encrypted transmission.

7. A data processing method, wherein the method is performed by a data manager,
the data manager including a first trusted execution environment, the method
comprising, at the data manager:

receiving, from a data provider, a verification request;

generating, by the first trusted execution environment, authentication information
after receiving the verification request;

sending the authentication information to the data provider, wherein the
authentication information is used by the data provider for performing a verification
to determine whether the first trusted execution environment is a secure execution
environment; and

receiving, from the data provider, a first key, authorization information about

plaintext data, and first encrypted data in response to a successful verification,
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wherein the first encrypted data is obtained after encryption of the plaintext data and
the first key used to decrypt the first encrypted data,

wherein the authorization information includes at least one code hash value of at
least one program allowed to use the first plaintext data and at least one piece of
access permission information corresponding to the at least one code hash value, and
wherein the access permission information is information about a calculation result of

the at least one program.

8. The method according to claim 7, wherein the first trusted execution
environment and the second trusted execution environment are located on one

platform or different platforms.

9. The method according to claim 7, wherein the receiving the authentication
information from the data user includes: receiving, by using the first trusted execution
environment, the authentication information securely transmitted from the second

trusted execution environment.

10. The method according to claim 7, wherein the authentication information
includes a first code hash value of a first program that is installed and running in the
second trusted execution environment, each piece of authorization information
including at least one code hash value of at least one program; and the performing
verification for each piece of authorization information based on the authentication
information and the authorization information includes: verifying, for each piece of
authorization information, whether the first code hash value is a code hash value

included in the authorization information.

11. The method according to claim 10, wherein each piece of authorization
information includes a first code hash value and a second key corresponding to the
first code hash value, the second key being used to encrypt a calculation result of the
first program and being provided by a calculation result user corresponding to the
calculation result; and the method further comprises: for each piece of authorization
information, when the verification succeeds, further securely transmitting the second
security key to the second trusted execution environment by using the first trusted

execution environment.
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12. The method according to claim 7, wherein the data manager further includes
a data storage module, the at least one piece of encrypted data being stored in the data

storage module.

13. A data processing apparatus, wherein the apparatus is implemented by a data
provider, the data provider having first plaintext data, the apparatus comprising:

an acquisition unit, configured to obtain first encrypted data of the first plaintext
data, a first key used to decrypt the first encrypted data, and authorization information
about the first plaintext data;

a sending unit, configured to send a verification request to a data manager, the
data manager including a first trusted execution environment;

a verification unit, configured to receive authentication information from the data
manager, and perform verification based on the authentication information, the
authentication information being generated by the first trusted execution environment;

a secure transmission unit, configured to: when the verification succeeds,
securely transmit the first key and the authorization information to the first trusted
execution environment; and

a providing unit, configured to provide the first encrypted data to the data
manager,

wherein the authorization information includes at least one code hash value of at
least one program allowed to use the first plaintext data and at least one piece of
access permission information corresponding to the at least one code hash value, and

wherein the access permission information is information about a calculation

result of the at least one program.

14. A data processing apparatus, wherein the apparatus is implemented by a data
provider, the data provider having first plaintext data, the apparatus comprising:

an acquisition unit, configured to obtain authorization information about the first
plaintext data;

a sending unit, configured to send a verification request to a data manager, the
data manager including a first trusted execution environment;

a verification unit, configured to receive authentication information from the data

manager, and perform verification based on the authentication information, the
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authentication information being generated by the first trusted execution environment;
and

a secure transmission unit, configured to: when the verification succeeds,
securely transmit the first plaintext data and the authorization information to the first
trusted execution environment,

wherein the authorization information includes at least one code hash value of at
least one program allowed to use the first plaintext data and at least one piece of
access permission information corresponding to the at least one code hash value, and

wherein the access permission information is information about a calculation

result of the at least one program.

15. The apparatus according to claim 13 or 14, wherein the authorization
information includes at least one code hash value and the at least one code hash value
is at least one code hash value of at least one program allowed to use the first plaintext

data.

16. The apparatus according to claim 15, wherein the authorization information
includes at least one piece of access permission information corresponding to the at
least one code hash value and the access permission information is information about

a calculation result of a corresponding program.

17. The apparatus according to claim 16, wherein the access permission
information is a second key, the second key being used to encrypt the corresponding
calculation result and being provided by a calculation result user corresponding to the

calculation result.

18. The apparatus according to claim 16, wherein the access permission

information is null information.

19. The apparatus according to claim 13 or 14, wherein the verification unit is
further configured to verify, based on the authentication information, whether the at
least one program for data use authorization is installed and is running in the first

trusted execution environment.
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20. The apparatus according to claim 13 or 14, wherein the secure transmission is

an encrypted transmission.
21. A computing device, comprising a memory and a processor, the memory

storing executable code, and the processor implementing the method according to any

one of claims 1 to 12 when executing the executable code.
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