_'i\',pr'

10

15

20

A COUNTERMEASURE METHOD IN AN ELECTRONIC COMPONENT
USING A SECRET KEY CRYPTOGRAPHY ALGORITHM

The present invention relates to a countermeasure
method in an electronic component'using a secret key
cryptography algorithm. They are used in applications
where accéss to services or data is strictly
controlled. They.have an architecture formed around a
microprocessor and memories, includiﬁg a program memory
which contains the secret.key.

These components are notably used in chiﬁ cards,
for ceftain applications thereof. These are for
example applications involving'aécess to certain data
banks, banking applications, remote payment
applications,. for exémple for television, petrol
dispensing or passing through motorway tolls.

_These components or.cards therefore use a secret
key cryptography algoiith;, the best known of which is
the DES (étanding for Daia-Encryption Standard in the

British and American 1liferature) algorithm. Other
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secret key algorithms exist, such as the RC5 algorithm
or the COMP128 algorithm. This list is of course not
exhaustive.

In general terms and briefly, the function of
these algorithms is to calculate an encoded message
from a message applied as an input (to the card) by a
host system (server, banking dispenser etc) and the

secret key contained in the card, and to supply this

‘encoded message in return to the host system, which for

example enables the host system to authenticate the
component- or card, to exchange data, etc.

However, it has becomé clear that these components
or cards are vulnerable to attacks consisting of a
differential analysis of the current consumption and
which enable ill-intentioned third parties to find the
secret key. These attacks are referred to as DPA
attacks, the English acronym for Differential Power
Analysis.

The principle of these DPA attacks is based on the
fact that the current consumption of the microprocessor
executing the instructions varies according to the data
being manipulated. Notably, an instruction from the
microprocessor manipulating a data bit generates two
different current profiles depending on whether this
bit is “1” or “0”. Typically, if the instruction is
manipulating a “0”, there is at this time of execution
a fir_st amplitude of the..current consumed and if the
instruction is manipulat:':ng a “1”, there is a second
amplitude of the consumed- current, different from the

first.
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The characteristics of. the cryptography algorithms
are known: the calculations made, the parameters used.
The only unknown is the secret key contained in the
program memory. This cannot be derived solely from
knowledge of the message applied as an input and the
encoded message supplied in return.

However, in a cryptography algorithm, some
caldu_lated data depend only on the message applied in
clear to the input of the card and the secret key
contained in the card. Other data calculated in the
algorithm can also be recalculated solely from the
encoded message (generally supplied in clear at the
output of the card to the host system) and the secret
key contained in the card. More precisely, each bit of
these particular data can be determined from the input
or output message, and a limited number of particular
bits of the key. |

'Thus, to each bit of a particular data item, there
corresponds a sub-key formed by a particular group of
bits of the key. |

The bits of these particular data which can be
predicted are hereinafter feferred to as target bits.

The'bas_ic idea of the DPA‘attack is thus to use
the difference in current consumption profile of an
instruction. depending on whether it is manipulating a

“1” or a “0” and the possibility of calculating a

. target Dbit by means «of the instructions of the

-—

algorithm using a known input or output message and a

‘hypothesis on the . corresponding sub-key.
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The principle of the DPA attack is therefore to
test a given sub-key hypothesis, applying, to a large
number of current measurement curves, each relating to
a known input message of the attacker, a Boolean
selection function, a function of the sub-key
hypothesis, and defined for each curve by the wvalue
predicted for a target bit.

By making an assumption on the sub-key concerned,
it is in fact possible to predict the wvalue “0” or *“1”
which this target bit will take for a given input or
output message.

It is then possible to apply, as a Boolean
selection function, the wvalue, “0” or “1”, predicted by
the target bit for the sub-key hypothesis in question,
in order to sort these curves into two packets: a first
packet contains the curves which have seen the
manipulation of the target | bit at "“0” and a second
packet contains the curves which have seen the
manipulation of the target bit at “1” according to the
sub-key hypothesis. By taking the mean of the current
consumption in each packet, a mean consumption curve
MOo(t) is obtained for the first packet and a mean
consumption curve M1l(t) for the second packet. |

Iif the-sub-key hypothesis 1is correct, the first
packet actually contains all the curves amongst the N
curves which have seen the manipulation of the target
bit at “o” and the second. packet actually contains all
the curves amongst the 1\; curves which have seen the
manipulation of the taréet bit at ™1~. . The mean

consumption curve MO(t) oF the first packet will then
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have a mean consumption everywhere except at the times
of execution of the critical imnstructions, 'with a
current consumption profile characteristic of the
manipulation of the target bit at “0” (profile,). In
other words, for all these curves, all the manipulated
bits have had as many chances of equalling “0” as of
equalling “17, except' the target bit, which has always

had the wvalue “0”. Which can be written:

MO (t) = [profileg+profile;) /2] txtei + [profileg] tei

that is to say
MO (t)=[Vme]extei + [profileyltei

where tci represents the critical instants, at
which a critical instruction has been executed. |
Likewise, the mean consumption curve M1l(t) of the
second packet corresponds to a mean consumption

everywhere except at the times of execution of the

- critical instructions, with a current consumption

profile characteristic of the manipulation of the

target bit at “1” (profile;). It is possible to write:

M1 (t)=[profileo+profile;) /2] tstei + [profile;l cei
that is to say - |

M1 (t)=[Vme]eeres + [profile;ltci

-It has been seen that the two profiles, profile,
and profile;, are not equal. The difference between the

curves MO(t) and MO(1) then gives a signal DPA(t),
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whose amplitude is equal to profileo-profile; at the
critical instants tci of execution of the critical
instructions manipulating this bit, that is to say, in
the example depicted in Figure 1, at the places tc0 to
tc6, and whose amplitude is approximately equal to zero
outside the critical instants.

_ If the sub-key hypothesis is false, the sorting
does not correspond to reality. Statistically, there
is then in each packet as many curves which have
actually.seen the manipulation of the target bit at "“0”
as there are curves which have seen the manipulation of
the target bit at “1”. The resulting mean curve MO (t)
is then situated around a mean value given by
(profileg+profile;) /2=Vm, éince, for each of the curves,
all- the bits manipulated, including the target bit,
have as many chances of equalling “0” as of equalling
“ir.

The same reasoning on the second packet leads to a.
mean current consumption curve M1(t) whose amplitude is
situated around a mean value given by
(profileo+profile;) /2=Vm. |

The signal DP(t) supplied by the difference MO (t)-
M1(t) is in this case substantially equal to zero. The
signal DPA(t) in the case of a false sub-key hypothesis
is shown in Figure 2.

Thus the DPA attack exploits the difference in the
current consumption profile during the execution of an
instruction depending éﬁ the wvalue of the bit
manipulated, in order to-effect a sorting of current

consumption curves according to a Boolean gselection
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function for a given sub-key hypothesis. By effecting
a differential analysis of the mean current consumption
between the two packets of curves obtained, an
information signal DPA(t) is obtained.

A DPA attack then consists overall in:

a- drawing N random messages (for exampie N equal
to 1000); |

b- having the algorithm executed by the card for
each of the N random messages, reading the current
consumption curve each time (measured on the supply
terminal of the component) ; _

¢- making an assumption on a sub-key;.

d- predicting, for each of the random messages,
the value taken by one of the target bits whose wvalue
depends only the bits of the message (input or output)
and on the sub-key taken as a hypothesis, in order to
obtain the Boolean sélection function;

' e- sorting the curves'according to this Boolean
selection function (that is to say aécording to the
value “0” or “1" predicted for this target bit for each
curve under the sub~key hypothesis) ; _

f- calculating, in each packet, the resulting mean
current consumption curve; '

g- taking the . -difference between these mean
curves, in order to obtain the sighal DPA(t).

If.the hypothesis on the sub-key is correct, the
Boolean selection function.is correct and the curves of
the first packet'actuallf_correspond to the curves for
which. the message supplieé as an input or output gave a

target bit at “0” in the card and the curves in the
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second packet actually correspond to the curves for
which the message applied as an input or output gave a
target bit at “1” in the card.

Take the case in Figure 1: the signal DPA(t) is
therefore not zero at times tcO to tcé corresponding to
the executioh of the critical instructions (those which
manipulate the target bit). It suffices for there to
have been at least one critical instant in the period
of acquisition.

It should be noted that the attacker does not need
to know precisely the critical instants.

If the sub-key hypothesis is not correct, the
sorting does ﬁot correspénd to reality and there are
then in_ each packet as many curves corresponding in
reality to a target -bit at “0” as there are curves
corresponding to a target bit at “1”. The signal
DPA(t) is substantially zero everywhere (the case shown
in Figure 2). It is necessary to returh to step c- and
to make a new assumption on the sub-key.

If the hypothesis proves correct, it is possible
to pass to the evaluation of other sub-keys, until the
key has been reconstituted to the maximum possible
extent. For example, with a DES algorithm, a key of 64
bits is used, of which only 56 are useful bits. With a
DPA attack, it is possible to reconstitute at least 48
bits of the 56 useful bits. |

_The purpose of the present invention is to use, in
an electronic component,_é countermeasure method which

gives. rise to a zero signal DPA(t), even where the sub-

- key hypothesis is correct.”



<

10

15

20

25

In this way, nothing makes it possible to
distinguish the case of the correct sub-key hypothesis
from the false sub-key hypotheses. By means of this
countermeasure, the electronic component is protected
against DPA attacks.

According to thg invention, the countermeasure
method makes the target bits, that is to say the data
manipulatéd by critical instructions, unpredictable.

This is because, because of the countermeasure,
for each message applied as an input, a target bit
manipulated by a critical instruction takes the value 0

or 1 with equal probability. 1In each packet of curves

- which the attacker will make under a given sub-key

hypothesis, by means of the Boolean selection function
which he will have calculated, there will be as many
curves actually having manipulated a target bit “0” as
there are curves actually having manipulated a target.
bit at “1~”. The signal DPA(t) will always be zero,
whether thé sub~key hypothesis is correct or not.

In the invention, the concern is more particularly
with the DES cryptography algorithm.

Such an algorithm comprises sixteen identical

calculation rounds.

In such an algorithm, it has been possible to show

that the data which can be predicted by an attacker are

situated at the first round and at the last round, and

that the critical instructions, in the sense of the DPA
attack, are situated in the first three rounds and the

last three rounds.
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In the invention, a means of making unpredictable
the data manipulated by these critical instructions in
the first three and last three rounds, whilst obtaining
the correct encoded message as an output, has in
particular been sought.

One aim of the invention is therefore to make the
data manipulated by the critical instructions
unpredictable, whilst obtaining the correct final
result (encoded message C).

One solution to these different technical problems
has been found in the formation of a group (G1)
comprising at least the first three rounds and another
group (G4) comprising at least the last three rounds,
and in the use of these groups of means for making
unpredictable the data manipulated by the critical
instructions contained in these rounds.

According to the invention, the results output
from each group are correct.

As characterised, the invention therefore relates
to a countermeasure method in an elect;onic component
using a secret .key cryptographic algorithm for
calculating an encoded wmessage from an input message,
the use of the algorithm comprising sixteen calculation
rounds, each round using first means for supplying an
output data item from an input data item, the output
data item and/or the derived data being manipulated by
critical instructions in the first three and last three
rounds. According to thé-invention, a group is formed
comprising at least the first three rounds and another

group comprising at least’ the last three rounds, and
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with each of these groups there is associated a first
sequence using the first means in "each round and a
second sequence using other means in certain rounds at
least, the said first and second sequences being such
that they supply the same result at the output from the

last round in each group for the same given input

‘message, the choice of the sequence to be executed in

the groups concerned being-a function of a statistical
half probability distribution, in order to make all the
data manipulated by the said critical instructions
unpredictable.

In one embodiment, four groups each of four
consecutive rounds are formed. |

In another embodiment, two groups are. formed,
comprising respectively the first three and the last
three rounds.

Other characteristics and advantages of the
invention are detailed in the following description
given for information and in no'way limitatively, and
with reference to the accompanYing'drawings, in which:

- Figures 1 and 2, already described, depict the
signal DPA(t) which can be obtained as a function of a
hypothesis on a sub-key of the secret key K, according
to a.DPA attack;

- Figures 3 and 4 are flow diagrams depicting the
first rounds and the last rounds of the DES algorithm;

- Figure 5 is a bl_:ock diagram of the operation

SBOX used in the DES algorithm;

- -
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- Figure 6 shows an example of an elemehtary table
of constants with one input and one output used in the
operation SBOX; _

- Figure 7 shows.a first example of a flow diagram
for executing the DES with a countermeasure method
according to the invention;

- Figure 8 is a flow diagram of the first rounds
of the DES according to- a second sequence of the
counterméasure "method according to the first example
depicted in Figure 7;

- Figures 9 and 10'depict respectively second and
third elementary tables of constants used in ‘the
invention; _

- Figure 11 depicts a second example of a flow
diagram for executing the DES with a countermeasure
method accordiﬁg to the invention;

- Figures 12 and 13 are flow diagrams of the first

- DES rounds respectively according to the second

sequence and the first sequence of the countermeasure
method according to the second example depicted in
Figure 11;

- Figures 14 and 15 are flow diagrams relating to

a2 third mode of applying the countermeasure method

according to the invention;

- Figure 16 depidts a third elementary table of
constants ﬁsed in this fourth mode of application of
the igvention; -

- Figure 17 depicté_a flow diagram for execution

of the DES according to a variant of the third mode of

- -
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applicatipn of the countermeasure method according to
the invention; and

- Figure 18 depicts a simplified block diagram of
a chip card containing an electronic component in which
the countermeasure method according to the inveption is
implemented.

| The DESl secret key cryptographic algorithm

(hereinafter the term DES-- or DES algorithm will more
simply be used) contains 16 calculation rounds, denoted
Tl to T16, as depicted in Figﬁres 3 and 4.

The DES begins with an initial permutation IP on

the input message M (Figure 3). The input message M is

~a word £ of 64 bits. After permutation, a word e of 64

bits is obtained, which is divided into two in order to
form the input parameters L0 and RO of the first round
(T1). L0 is a word d of 32 bits containing the 32 most
significant bits of the word e. RO is a word h of 32
bits containing the 32 least significant bits of the
word e. '

The secret key K, which is a word g of 64 bits,
itself undefgoes a permutation and compression in oxder
to supply a word r of 56 bits. _

The first round comprises an operation EXP PERM on
the parameter RO, consisting of an expansion and a
permutation, in order to supply a word 1 of 48 bits as
an output.

_This word 1 is combined with a parameter Kl, in an
operatipn of the exclus;ve OR type denoted XOR, in
order. to supply a word b éf 48 bits. The parameter K1,

which is a word m of 48 bits, is obtained from the word
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r by a shift by one position (the operation denoted
SHIFT in Figures 3 and 4) followed by a permutation and
a compression (the operation denoted COMP PERM) .

The word b is applied to an operation denoted
SBOX, at the output of which a word a of 32 bits is
obtained. This particular operation will be explained
in more detail in relation to Figures 5 and 6.

The word a undergoes-a permutation P PERM, giving
as.an output the word c of 32 bitsl

This word c is combined with the input parameter
L0 of the first round Tl1l, in a logic operation of the
exclusive OR type, denoted XOR, which supplies the word
g of 32 bits as an output.

The word h (=R0) of the first round supplies the
input pérameter Ll of the following round (T2) and the
word g of the first round supplies the input parameter
Rl of the following round. The word p of the first
round supplies the input r of the_following round.

Other rounds Tl to Tl6 take place in a similar
fashion, except with regard to the shift operation
SHIFT, which takes place on one or two positions
according to the rounds in question. ' |

Each round Ti thus receives as an input the
parameters Li-1, Ri-1 and r and supplies as an output
the parameters Li and Ri and r for the following round
Ti+l.

At the end of the DES algorithm (Figure 4), the
encoded message is calcuiated from the parameters L16

and R16 supplied by the last round T1l6.
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_ This calculation of the encoded message C
comprises in practice the following operations:

- formation of a word e’ of 64 bits by reversing
the position of the wordé .L16 and R16, and then
concatenating them;

- application of the pérmutation 1Pl which is the
reverse of that of the start of the DES, in order to
obtain the word f’ of 64 bits forming the encoded
message C.

The operation SBOX is detailed in Figures 5 and 6.
It comprises a table of constants TC, for supplying an
output data item a as a function of an input data item
b.

_ In practice, this table of constants TCp, is in the
form of eight elementary tables of constants TCol to
TC,8, each receiving as an input only 6 bits of the word
b, in order to supply only 4 bits of the word a as an
output. |

Thus the elementary table of constants TGCol
depicted in Figure 6 receives, as an input data item,
the bits bl to b6 of the word b and supplies as an
output data item the bits al to a4 of the word a.

In practice these eight elementary tables of.
constants TCol to TCo8 aré gstored in the program memory
of the electronic component.

In the operation SBOX of the first round Tl1, a
parti?ular bit of the output data item a of the table
of constants TC, depénds éh only 6 bits of the data item
b applied as an input, tﬁat is to say only 6 bits of

the secret key K and the jihput message (M).
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In the operation SBOX of the last round T1l6, a
particular bit of the data item a output from the table
of constants TCy can be recalculated from only six bits
of the secret key K and the encoded message (C).

However, if the principle of the DPA _attack is
repeated, if a bit of the output data item a is chosen
as the target bit, it sufficeé to make an assumption on
6 bits of the key K, in order to predict the value of a
target bit for a given input (M) or output (C) message.
In other words, for the DES, it suffices to make an
assumption on a sub-key of 6 bits.

In a DPA attack on such an algorithm for a given
target bit, it is therefore necessary to distinguish
one correct sub-key hypothesis amongst 64 possible
ones. _ |

Thus, by taking only eight bits of the word a as
target bits (one output bit per elementary table of
constants TCel to TCe8), it is possible to discover up
to 6x8=48 bits of the secret key, by making DPA attacks
on each of these target bits.

In the DES, critical instructions in the sense of
DPA attacks are therefore found at the start of the
algorithm and at the end.

At the start of the DES algorithm, the data which
can be predicted from an input message M and from a
sub-key hypothesis are the data a and g calculated in
the first round (T1l). '-_

-—

The data item a from the first round Tl (Figure 3)

~ is the output data item from the operation SBOX of the

round in Question. The data item g is calculated from
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the data item a, by permutation (P PERM) and exclusive
OR operation with the input parameter LO.

In fact, the data item c of the first round is a
data item derived from the data item a of the first
round. The derived data item c corresponds to a simple
permutation of bits of the data item a.

The data item 1 of the first round is a data item
derived from the data item g of the first round, since
it correspénds to a permutation of the bits of the word
g, certain bits of the word g also being duplicated.

Knowing a and g, it is also possible to know these
derived data.

The critical instructions of the start of the
algorithm are the critical instructions . which
manipulate either the data item which can be predicted,
such as the data item a of the first round, or a
derived data item.

The critical instructions manipulating the data
item a of the first round Tl or the derived data item c.
are thus the instructions for the end of the operation
SBOX, of the operation P PERM land the start of the
operation XOR of the first round T1.

The critical instructions manipulating the data
item g or the derived data are all the instructions of
the end of the operation IXOR of the end of the first
round Tl as far as the instructions for the start of
the o_peration SBOX of the second round T2, and the
start of the ZXOR .operat;on at the end of the third
round, T3 (L2 = h(T2) = g(T1)).
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At the end of the DES algorithm, the data which
can be predicted from an encoded message C and a sub-
key hypothesis are the data item a of the sixteenth
round T16 and the data item L15 equal to the word h of
the fourteenth round Tl4.

The critical instructions manipulating the data
item a of the sixteenth round or derived data are the
instructions of the sixteenth round of the end of the
operation SBOX, of the permutation operation P PERM and
of the start of the operation XOR. '

For the data item L15, the critical instructions
manipulating this data item or derived data are all the
instfuctions from the instructions of the end of the
operation XOR of the fourteenth round T14, up to the
instructidns for the start of the operation SBOX of the
fifteenth round T15, plus the instructions £for the
start of the operation XOR of the sixteenth round T16.

The countermeasure method according to the
invention applied to this DES algorithm. consists of
having, .for each critical instruction, as'many chances
for the critical instruction to manipulate a data item
as its complement. Thus, whatever the target bit on
which the DPA attack can be made, there are as many
chances for the critical instructions manipulating this
bit to manipulate a “1” or a “0”. |

In pract:';.ce, this must be true for each of the
potent:_ial target bits: in other words, the attacker
having a choice between geveral possible attacks, that
is tq@ say between severa_l possible Boolean selection

functions for effeci:ing a sorting of curves, for a



10

15

20

25

19

given sub-key hypothesis, the implementation of the
countermeasure method according to the in&ention must
ensure that the data -manipulated by each of the
critical instructions randomly take, half of the time,
a value or its complement. With regard to the
application of the countermeasure method according to
the invention to the DES algorithm, it is therefore
necessary to apply the countermeasure to the critical
instructions for the start of the bES and to the
critical instructions for the end of the DES, in order
to be completely protected.

In the DES,. all the data maﬁipulated by critical
instructions are an output item or data derived from an
output data item from an operation SBOX.

This is because, at the start of the DES, the data
which can be predicted are the data a and g of the
first round T1. The data item a is the output data
item of the operation SBOX of the first round. The
data item g is calculated from the data item a, since g
= P PERM(a) XOR L0. g is therefore a data item derived
from the output data item a of the operation SBOX of
the first round. Thus all the data manipulated by the
critical instructions of the start of the DES result

directly or indirectly from the output data item a of

the operation SBOX of the first round.

_ With regard to the end of DES, the data which can
be prgdicted are the data.item a of the sixteenth round
Tli6 and the data item g Sf the fourteenth round T14, g
being. equal to L15. )
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The data item a is the output data item of the
operation SBOX of the sixteenth round T16.
| As for the data item L15, this is calculated, in
the normal execution of the DES algorithm, from the
output data item a of the operation SBOX of the
fourteenth round T14: L15 = P PERM(a) XOR L14.

If the output data a of these particular
operations SBOX are made unpredictable, all the derived
data are also made unpredictable: all the data

manipulated by the critical instructions of the DES

'algorithm are therefore made unpredictable. If it is

considered that these operations SBOX constitute first
means for supplying an output data item S=a from an
input data  item E=b, the countermeasure method applied
to the ﬁES algorithm consists of using other means for
making the output data item unpredictable, so that this
output data item and/or derived data manipulated by the
critical'instructioné are all unpredictable.

Accbrding to the invention, a group formed by at
least the first three rounds and another group formed
by at least the last three rounds are formed. These
groups therefore contain all the rounds compriéing the
critical instructions.

. With these two groups there is associated a first
seéuence using the first means for all the rounds and a

second sequence using the other means for at least some

. rounds. -

In the other rounds which are not in these groups,

it is possible to continue to use the first means.
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The use of these other means is such that the
output result, that is. to say the encoded message,
remains correct.-

These other means can comprise several different
means. They are such.that they make the complemented
data item correspond to one or other or both data items
amongst the input and output data of the first means.

Thus, considering a -large execution number, the
groups will use the first sequence, which is the normal
sequence of the algorithm, on average half of the time,
and the other sequence half of the time. The data
manipulated by the critical instructions in these
groups, corresponding to certain intermediate results,
will therefore on average be complemented half of the
time. On a large number of curveslthere will therefore
be statistically as many chances thaﬁ a given target
bit will be at 1 or at 0.

Figure 7 depicts a first embodiment of the
invention.

In this embodiment, the sixteen rounds of the DES
algorithm are divided into four groups Gl'tO"G4 of foﬁr
successive rounds. The group G1 thus comprises the
rounds Tl to T4, the group G2 the rounds T5 to T8, the
group G3 the rounds T9 to Tl12 and the group G4 the
rounds T13 to Tl6.

Two sequences are associated with each group. A
first_sequence SEQA consisgts of using the first means

TCo for each round. A second sequence SEQB'consists of

- using, other means for at least some rounds.
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In the examplé depicted, these ' other means

comprise second means TC, and third means TC;.
| The second means TC, are used in the second round

and the penultimate round of each group; that is to say
in T2, T3 of G1, Té, T7 of G2, Tio, Ti1l of G3 and Tl4
and T15 of G4.

The third means TC, are used in the first round
and last round of each group. That is to say in T1l, T4
of G1, T5, T8 of G2, T9, Tl2 of G3 and T13, T16é of G4.

In practice, these different means are tables of

~constants. The first means correspond to the first

table of constants . TC,, corresponding to the normal
execution of the DES. The other means TC; and TC; are
defined with respect to this first table 6f constants
TCo, by complementation.

The second means TCp  are such that, for the
complement /E of the input data item E, they supply the
complement of the output data item S of the first means
TCo. One example of a second elementary table TC:1
corresponding to the first elementary table of
constants TCol is depicted in Figure 9. It should be
noted that the notation of the complement /E used in
the text, corresponds the notation with a bar above the
complemented data item in the drawings.

| The third means are such that, for the input data

item E, they -supply the complement /S of the output

‘data _item S of the first_means TC,. One example of a

third elementary table TC;1 corresponding to the first
éleme_ntary table of constants TCol is depicted in Figure

10.
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The calculation program then consists, at the
start of the execution of the algorithm, in drawing a
random value RND1 equal to 0 or to 1, and then testing
this value RND1. In the example, if RND1 is equal to
1, the calculation is made using the second sequence
SEQB for each group Gl to G4.

If RND1 is equal to 0, the calculation is made
us1ng the first sequence SEQA for each group

Whether the first or second sequence is used, the
correct result for the output parameters is thalned at
the output'of each group. Thus the output parameters
4 and R4 of the first group Gl, L8 and R8 of the
second group G2, L12 and R12 of the third group G3, Ll6
and R16 oflthe fourth group G4 are correct whatever the
sequence used. '

When all the rounds have been executed, the
correct parameters L16 and R16, which will make it
possible ﬁo calculate the correct encoded message C,
are obtained.

On the’ other hand, within the groups, certain
intermediate results do not have the same values
according to the segquence used, but complementary
values, as will be shown with reference to Figdres 3
and 8.

Figure 3, already described, corresponds in fact
to the flow diagram for calculating the four rounds Tl}
T2, T3 and T4 of the first group Gl, in the first
sequence SEQA. )
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Figure 8 shows the detailed flow diagram of the
four rounds T1, T2, T3 and T4 of the first group Gl, in
the.second sequence SEQB. |

In the second sequence, the round Tl uses the
thifd means TC,. At the output of the operation SBOX,
the data item /a (Figure 8) is therefore obtained,
instead of the data item a with the first sequence SEQA
(Figure 3). '

The operation P PERM of the round T1, which is a
simple permutation, will therefore also supply as an
output a complemented data item /c with respect to the
sequence SEQA. o

The data item g, which is obtained by an exclusive
OR between é complemented data item /c and a non-
complemented data  item LO, will also supply as an
output a complemented data item /g.

Thus, with the third means of the round T1, all
the following coﬁplemented data are obtained, with
respect to the data which would be obtained with the
sequence SEQA: '

- in the round T1} /a, /¢, /g9;

- in the round T2: /R1, /h, /1, /b;

- in the round T3: /32. '

The second means TC, used in the round T2 are then
arrived at. According to their definition, by applying
the complemented data item /b, the complemented data
item _/a is obtained as .an output. By taking this
reasoning as far as the-end of the round T4, noting
that .an exclusive OR bétween two complemented data

gives a non-complemented rYesult (for example /L3 XOR /¢
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= g in the'round,T4), the non-complemented data L4, R4
are obtained at the output of the round T4.

In addition, it is found that, for all the
critical instructions for the start of the DES, the
critical instructions will manipulate, in a random
manner according to the data item RND1, the data or
their complements depending on whether the sequence
executed is the first SEQA -or the second SEQB.

The countermeasure method, in this first
embodiment, is therefore of great interest. It
requires only two additional operations in the DES
calculation program, the drawing of the random value
and the testing of this value. The program memory for
its part must contain the three different means used,
that is to say the three tables of constants TC,, TCi,
TC,.

Returning to Figure 7, it can be noted that there
is no need for a countermeasure in the groups in the
middle G2 and G3, since they do not contain any
critical instructions within the meaning of a DPA
attack. It would therefore be possible to apply the
countermeasure method with its two sequences SEQA and
SEQB only to the first and second groups Gl and G4. It
would suffice to apply the first sequence SEQA
systematically to groups G2 and G3.

However, applying the countermeasure method to all
the groups gives consistency to the whole.

Thus the two se&uences SEQA and SEQB are
preferably associated with-each of the groups Gl to G4.
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A second embodiment of the countermeasure method
according to the invention is depicted in Figure 11.
This second embodiment is in fact a variant of the
first. The advantage of this variant is using, as
other means in the sequence SEQB, only the second means
TC,. This is becausé it has been seen that the
different means TC,, TC., TC; correspond in practice to
tables of constants each -comprising eight elementary
tables of constants, which occupies a not insignificant
amount of space in the program memory.

This variant therefore consists in using the two
means TC, in the sequence SEQB. For this, an additional
operation CP, for .complementing the input data item
applied to the second means, is provided in the program
for calculating the first and second rounds of each
group. This additional operation CP is in practice an
excluéive OR of the input data item with logic ones.
If reference is made to Figure 12 depicting thé
detailed flow diagram of the second sequence SEQB for
calculating the four rounds Tl to T4 of the first group
@Gl, it is a case of complementing the data item b
before applying it to the input of the operation SBOX
of the rounds Tl and T4. As the second means TC2
complement the input, the complementation operation CP
plus the secondlmeans TCz.are equivalent to the third
means TC; used in the first embodiment of the invention,
that %s to say to a data item which is not complemented
at the input. )

.However, for the cohntermeasure method according

to the second embodiment to be effective, it is
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necessary for the number of instructions to be exactly
the same whatever the calculation sequence used. This
is because, if any difference existed between the two
possible sequences SEQA and SEQB, there would then be a
possibility of a successful DPA attack.:

For this reason, and as depicted in Figure 13,
there is provided, in the rounds Tl and T4 of the first
sequence SEQA, an operation'ID of copying identically,
which consists of an exclusive or with_logic zeros at
the input of the operation SBOX, in order not to modify
the input data item whilst applying the same
instructions as for the additional operation CP.

In this way, there are the same number of
instructions in the two.sequences.

Figure 14 depicts a third embodiment ‘of the

countermeasure method according to the invention.

In this embodiment, a first group Gl is formed
with the first three rounds T1, T2, T3 and another
group G4 with the last three rounds T14, T15, Tis.
There is associated with each group a first sequence
SEQA using the first means TC, for each round and a
second sequence using other means for at least some
rounds. _

At the output of each group Gl, G4, the correct
output result L3, R3 and L16, R16 is obtained, whatever
the sequence SEQA or SEQB used. _

_The other means are, in the examplé, the third
means TC; already seen— in relation to the first

embodiment and the fourth means TCs;.
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These fourth means TC; are defined, with rgspéct
to the first means TC,, as making the output. data item S
correspond to the complement /E of the input data item
E. A corresponding elementary table of constants TCsl
is depicted in Figure 16. |

For the other rounds not included in the groups,
that is to say for the rounds T4 to T13, the first
means TC, are applied.

Thus, after having drawn the random value RND1,
this value is tested in order to determine the sequence
to be applied to the first group, and the output
continues with the parameters L3, R3 calculated, the
following rounds being executed with the first means
TCy. At the end of the round T13, the sequence
determined by the random value RND1 is applied to the
group G4. The parameters L16, R16 are obtained, which
will serve to calculate the encoded message C.

Figure 15 1is a corresponding detailed flow
diagram, for the second sequence SEQB.

It is clear from this flow diagram that
complemented data are obtained (the complementation
being denoted by a bar abéve the data item) fof all the
critical instructions of these rounds. And the data L3
and R3 at the output of the third round are not

complemented. The execution of the algorithm can be

“continued by passing to the round T4, at which the

first means TC:; are applied according to the normal
execution of the algorithm.
.In this figure, it can be remarked that, in the

operation SBOX of the third round T3 it would be
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possible to use the first means TC, instead of the third
means TC,, providing an additional complementation
operation CP at the output of the operation SBOX. This
is an equivalent solution.

It is then necessary to make the additional
operation of identical copying ID in the sequence SEQA

correspond to this additional complementation operation

~ in the sequence SEQB.

Figure 17 depicts an execution flow diagram using
this variant. For the third round in the two groups Gl
and G4, in the first sequence SEQA, the first means TCo
are used, followed at the output by the additional
copying operation ID, which is denoted T3 (TCo, ID). 1In
the second sequence SQB,'for the third round the first
means TC, are used, foliowed. at the output by the
additional complementation operation CP, which is
denoted T3 (TC,, CP).

Thus the second embodiment and this variant of the
third embodiment show the use of additional operations

at the input or output of the different means.

"
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input or output of the means used. To each
additional complementation operation CP in the second
sequence there then corresponds an additional operation
of identical copying ID in the first sequence SEQA.

The present invention applies to the DES secret
key cryptography algorithm, for which several examples
of non-limitative applications have been described. It
applies more generally in a secret key cryptography
aigorithm with sixteen calculation rounds, the critical
instructions of which are situated amongst 'thé
situétions of the first three or last three rounds.

A electronic component 1 using a countermeasure
method according to the invention in a DES secret key
cryptography algorithm tyﬁidally comprises, as shown in
Figure 18, a microprocessor uP, a program.memory 2 and
a working memory 3. In order to be able to manage thé
use of the different means TC,, TC,, TC, according to
the invention, which are, in pragtice, tables of
constants ‘stored in the program memory, means 4 of
generating a random value between 0 and 1 are provided
which, if reference is made to the flow diagrams in
Figures 7 and 11, supply the value of RND1l at each
execution of the DES. Such a component can in
particular be used in a chip card 5, for improving

their resistance to tampering.

1y,
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CLAIMS

1. A countermeasure method in an electronic
component using a secret key cryptographic algorithm
(K) for calculating an encoded message (C) from an
input message (M), the use of the algorithm comprising
sixteen calculation rounds (T1, .., T16), each round
using first wmeans (TC,) for supplying an output data
item from an- input data item, the output data item
and/or the derived data being nanipulatéd by critical
instructions in the first three (T1, T2, T3) and last
three (T14, T15, T16) rounds, characterised in that a
group (Gl) is formed domprising at least the first
three rounds and another group (G4) comprising at least
the last three rounds, and in that with each of these
groups (G1 and G4) there is associated a first sequence
(SEQA) using the first means (TC,) in each round and a
second sequence (SEQB) using other means (TC;, TCg, TC3)
in certain rounds at least, the said first and second
sequences being such that they supply the same result
at the output from thé last round in each group for the
same given. input message (M), the choice of the
sequence to be executed in the.groups concerned being a
function of a statistical half probability
distribution, in order to make all the data manipulated
by the said critical instructions unpredictable.

2. A countermeasure.method according to Claim 1,
characterlsed in that the other means are such that
they,pomplement one or other or both of the input (E)

and/or output (S) data of the first means.
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3. A countermeasure'method according to Claim 2,
characterised in that the second sequence (SEQB)
comprises, for one or more rounds, an additional
complementation operation (CP) at the input or output
of the means used, and in that, to each additional
complementation operation in the second sequence there
corresponds an additional operation of identical
copying (ID) in the first sequence (SEQA).

4. A countermeasure method according to any one
of the preceding claims, characterised in that four
groups (Gl, .. G4) of each of four successive rounds
(T1, .. T4) are formed, in that the first sequence
(SEQA) is associated with each group and in that the
second sequence (SEQB) is associated at least with the
first group (Gl) and the last group (G4).

5. A countermeasure method according to Claim 4,
characterised in that the second sequence (SEQB) is
associated with each of the groups (Gl, .. G4).

6. A countermeasure method according to any one
of Claims 1 to 3, characterised in that the first group
(G1) is formed by the first three rounds (T1, T2, T3)

and in that the last group'is formed by the last three:

rounds (T14, T15, T16).

7. A countermeasure method according to any one

of the preceding claims, characterised in that the

choice of the sequence to be executed is made at the
start of execution of the.algorithm by drawing a random
value (RND1), the chosen sequence being the one used in

each of the groups concerned.

(AL W
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8. A countermeasure method according to any one
of the preceding claims, characterised in that the
different means are tables of constants.

9. An electronic security component using the
countermeasure method according to any one of the
preceding claims, characterised in that the different
means (TC,, TC;, TC;) for supplying an output data item
from an input data item are fixed in the program memory
of the said component and in that it comprises meané
(4) of generating a random value (RNDl1l) at 0 or 1 in
order to manage the use of the said different means.

10. A chip card comprisinglan electronic security

component according to Claim 9.

Hy



