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SYSTEMS AND METHODS FOR ENHANCED ORGANIZATIONAL
TRANSPARENCY USING A CREDIT CHAIN

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0001] The present disclosure generally relates to systems and methods

for enhanced organizational transparency using a credit chain.
2. Description of The Related Art

[0002] Due to lag and other issues, business entities — even those within
the same organization — may not have the most up-to-date information
regarding the organization’s customer. Important decisions, such as whether to
issue credit to the customer, the amount of credit to issue to a customer,
whether an account has been compromised, the current quality of a loan or pool

of loans, etc. may not be based on the most up-to-date customer information.

SUMMARY OF THE INVENTION

[0003] Systems and methods for enhanced organizational transparency
using a linked activity chain in a ledger are disclosed. In one embodiment, a
method may include (1) a back end for an organization comprising at least one
computer processor receiving a first communication from a first entity
comprising a first customer interaction with the first entity; (2) the back end
writing the first communication to a ledger for the organization as a first block
in a linked activity chain; (3) the back end receiving a second communication

from a second entity comprising a second customer second activity with the
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second entity; (4) the back end writing the second communication to the ledger
for the organization as a second block in the linked activity chain; (5) the back
end calculating a summary score for the customer based on the blocks in the

linked activity chain.

[0004] In one embodiment, at least one of the first activity and the second
activity may be a financial activity conducted by the customer. The financial

activity may be a financial transaction, a mortgage, etc.

[0005] In one embodiment, at least one of the first activity and the second

activity may indicate a fraudulent activity.

[0006] In one embodiment, at least one of the first entity and the second

entity is internal to the organization.

[0007] In another embodiment, at least one of the first entity and the

second entity is external to the organization.

[0008] In one embodiment, the method may further include the back end
receiving, from a requesting entity, a request for the summary score; and the

back end communicating, to the requesting entity, the summary score.

[0009] In one embodiment, the requesting entity may be one of the first

entity or the second entity.

[0010] In one embodiment, the first communication may include a smart

contract.
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[0011] In one embodiment, the ledger may be specific to a customer. In

another embodiment, the ledger may include activities for a plurality of

customers.
[0012] In one embodiment, the linked activity chain may be a blockchain.
[0013] In one embodiment, the first block and the second block may each

comprise a hash of a previous block in the activity chain.

[0014] Systems and methods for inter-linking dependent processes across
multiple parties using smart contracts are disclosed. In one embodiment, a
method may include (1) a back end for a lending financial institution receiving,
from a customer, an identification of a collateral for a loan to purchase the
collateral and an identification of an insurer that insures the collateral; (2) at
least one computer processor for the lending financial institution generating a
smart contract that directs the back end to cause the insurer to pay the financial
institution a loan balance for the collateral in response to an insurance claim
based on a value for the collateral falling below a predetermined amount; (3)
the at least one computer processor for the lending financial institution writing
the smart contract to a ledger as a first block in a linked transaction chain; (4)
the insurer writing an insurance claim to the ledger as a second block in the
linked transaction chain indicating that the value for the collateral fell below a
predetermined amount; and (5) a back end automatically executing the smart
contract, whereby the insurer pays the loan balance to the lending financial

institution and any balance to the customer.
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[0015] In one embodiment, the insurance claim may be associated with a
lost, stolen, or damaged vehicle. In another embodiment, the insurance claim

may be associated with real estate.

[0016] In one embodiment, the method may further include the back end

leveraging a data oracle to list the collateral for auction.

[0017] According to another embodiment, a method for inter-linking
dependent processes across multiple parties using smart contracts may include
(1) a back end for a lending financial institution receiving, from a customer, an
identification of a vehicle being purchased with a loan and an identification of
an insurer that insures the vehicle; (2) at least one computer processor for the
lending financial institution generating a smart contract that directs the back end
to restrict access to the vehicle in response to the vehicle not being covered by
insurance; (3) the at least one computer processor for the lending financial
institution writing the smart contract to a ledger as a first block in a linked
transaction chain; (4) the insurer writing an notice to the ledger that the vehicle
is no longer insured; and (5) a back end automatically executing the smart
contract, whereby the back end causes a signal that disables the vehicle over a

network.

[0018] In one embodiment, the method may further comprise the back end

leveraging a data oracle to repossess the vehicle.



WO 2018/031451 PCT/US2017/045699

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] For a more complete understanding of the present invention, the
objects and advantages thereof, reference is now made to the following

descriptions taken in connection with the accompanying drawings in which:

[0020] Figure 1 depicts a system for enhanced organizational transparency

using a credit chain according to one embodiment;

[0021] Figure 2 depicts a method for enhanced organizational

transparency using a credit chain according to one embodiment;

[0022] Figure 3 depicts an exemplary ledger according to one
embodiment;
[0023] Figure 4 depicts a system for enhanced organizational transparency

using a credit chain according to one embodiment according to another

embodiment;

[0024] Figure 5 depicts a method for enhanced organizational

transparency using a credit chain according to one embodiment;

[0025] Figure 6 depicts a system for using a vehicle insurance smart

contract is disclosed according to one embodiment;

[0026] Figure 7 depicts a method for using a vehicle insurance smart

contract is disclosed according to one embodiment.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0027] Several embodiments of the present invention and their advantages

may be understood by referring to Figures 1-7.

[0028] Embodiments are directed to enhanced organizational transparency

using a credit chain on a ledger.

[0029] Ledgers, such as a Blockchain-based ledger, may be used to
provide transparency to all stakeholders that may be involved in decisions
involving an individual or entity. It may further be used to assess a financial
product, such as the quality of mortgages that may make up the financial

product.

[0030] In one embodiment, in a credit-based environment, the ledger may
provide transparency to the entity that may default, as well as the other entities
that may have exposure to that entity. For a consumer, the ledger may represent
the consumer’s credit exposure. Household income, deposit accounts, etc. may
improve the consumer’s credit exposure while opening or using credit would
weaken (e.g., increase exposures) that position. The collective improvements

and exposures contribute to the consumer’s “credit chain.”

[0031] Other activities, such as fraud on an account, identify theft, etc.
may also impact the credit chain. In one embodiment, using “smart contracts,”
events (like identity theft) could have an immediate effect on the consumer’s
exposure and all accounts in the credit chain. The activity could impact a single
account, a subset of accounts, or all accounts, depending on the specific details

of the activity.
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[0032] In another embodiment, activities such as bankruptcy, collection
activity, etc. may be written to the ledger. These activities may not only impact
the customer’s summary score, but, for example, may also provide an alert to
any party that may have extended credit to the customer, may prevent additional

credit from being offered to the customer, etc.

[0033] In one embodiment, the ledger may be extended to any lender or
institution (internal and external) that could add improvements and exposures to
the consumer’s credit chain. Thus, the consumer’s complete credit chain may
be assessed. In one embodiment, third parties (e.g., institutions and
jurisdictions (e.g. bankruptcy court, tax jurisdictions, etc.)) may access the

credit chain.

[0034] Embodiments may provide certain benefits, including a
coordinated, simultaneous, and consistent response to an event involving a
consumer (e.g., a response to a bankruptcy or fraud event, a lien on an asset,
credit exposure limit or credit freeze), a consistent view to all participants to the
credit exposure and the credit behavior of a consumer, availability of changes to

a consumer’s credit chain to the entities within the organization, etc.

[0035] In another embodiment, the leger may be used to validate the
source of wealth and consistency in reporting to different organizations
(government and private). For example, an asset reported to improve the credit
exposure position may be available for other entities to validate or provide that
asset’s value and to establish or validate an assessment of a customer’s overall
financial position (e.g., the customer’s eligibility for student loans, financial aid,

tax liability, etc.).
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[0036] In still another embodiment, as “collateral,” improvements, or
exposures change, the price of financial products (e.g., loans, credit cards, etc.)
may fluctuate to reflect the strength of the customer’s financial position. For
example, if the customer has a deposit account with $100,000 when the loan is
issued, and the balance drops to $10,000, the rate the customer is paying on the
outstanding balances may change to reflect the customer’s changing credit

position.

[0037] In another embodiment, the credit chain may be used to quantify
the quality of a single loan, or a collections of loans (as in a securitized pool of
loans). The quality of each loan is supported by the credit exposure position of
the customer(s) on the loan, and the credit quality of each loan may be revised
so that the quality of a loan or a pool of loans changes to reflect the latest credit

exposure position of each corresponding customer,

[0038] Example uses cases for the system and method include credit
reporting, credit assessments and credit exposure limits, validating sources of
funds to be used as collateral or to establish a measure of wealth, appraisals and
valuations for assets or improvements, claims against assets or the customer,

liens, lien releases, assignment of debt, new credit checks, identity theft, etc.

[0039] Referring to Figure 1, a system for enhanced organizational
transparency using a credit chain are disclosed according to one embodiment.
In one embodiment, system 100 may include an organization that may include a
plurality of entities (e.g., entity 1 110y, entity 2 110,, ... entity » 110,. Each of

the entities 110 may communicate with each other directly or indirectly.
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[0040] In one embodiment, one or more entity 110 may be part of the
same organization and may be involved in some manner in a consumer’s credit
chain. For example, each entity 110 may submit improvements (e.g., household
income, deposit account, retirement accounts, etc.), exposures (e.g., mortgages,
loans, credit card balances, etc.), and activities (e.g., account opening,

fraudulent activity, lost or stolen credit cards, etc.).

[0041] In one embodiment, one or more entity 110 may be external to the
organization, or may receive data from an entity external to the organization.
For example, one entity 110 may be an external credit bureau. In another
embodiment, one entity 110 may be within the organization and receive data
from an external credit bureau. As another example, one entity 110 may
receive be an unrelated financial institution with which the consumer has an

account (e.g., a loan, a deposit account, a retirement account, etc.).

[0042] Other examples of entities 110 may include a holder fiduciary, or a
counterparty to an asset such as pension, insurance, IRAs, estates, etc.; a
jurisdiction with record of ownership to property such as land, buildings,
businesses or entitlements; agencies with authority to carry out estate, tax, and

bankruptcy laws, etc.

[0043] Other types of entities 110, including entities internal to the
organization and external to the organization, may be used as necessary and/or

desired.

[0044] Any one or more of entities 110 may submit transactions or be a
party to a transaction by way of confirming the existence of an improvement,

exposure or activity. For example, if a customer applies for a loan and

9
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identifies a bank account or land as collateral, the “counterparty” could validate
the existence of the asset. The transaction would not be committed without the

validation of the counterparty.

[0045] In one embodiment each entity 110 may submit improvements,
exposures, and/or activities to back end 150 and counterparties may at their
option, respond to the transaction (e.g., add to it, or respond in a way that will

commit the transaction).

[0046] In another embodiment, each entity 110 may submit
improvements, exposures, and/or activities to back end 150. In one
embodiment, each submission may be in the form of a smart contract which

may be fully or partially self-executing and/or self-enforcing

[0047) In one embodiment, back end 150 may be hosted by one or more
server. In one embodiment, back end 150 may be hosted by an organization
(e.g., the financial institution with which the consumer has an account), by a

third party (e.g., a separate financial institution, a credit bureau, etc.) etc.

[0048] In one embodiment, back end 150 may write, or commit, the
exposures, improvements, and/or activities to ledger 160, such as a Blockchain

ledger.

[0049] In one embodiment, one or more ledgers 160 may be provided.
For example, one ledger may be provided for all of the organizations customers.

As another example, each customer may have its own ledger.

[0050] In one embodiment, some or all of entities 110 may have access to

ledger 160 to view the committed improvements, exposures, and/or activities.

10
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In another embodiment, access to ledger 160 may be restricted to certain
entities 110 as necessary and/or desired. In one embodiment, entities that are
outside of the organization involved in, for example, a credit decision for the
organization, such as entities that are external to the organization, entities that

are report-only entities, etc. may not be able to access ledger 160.

[0051] As another example, if entity 1 110; provides an account balance,
entity 1 110, may be able to see the account details. Other entities (e.g., entity
2 110,, entity 3 110,, however, may only able to see the account total. Thus,
each entity 110 may have access to a summary score indicative of the total debt,

incomer or other, without necessarily having access to account details.

[0052] In one embodiment, back end 150 may provide one or more
notifications to one or more entity 110 upon the receipt of submissions. In one
embodiment, only certain submissions (e.g., fraudulent activity) may trigger a

notification.

[0053] In one embodiment, if the improvements, exposures, and/or
activities was submitted as a smart contract, back end 150 may execute the

smart contract.

[0054] In one embodiment, back end 150 may create a summary score for
the consumer based on the submissions. In one embodiment, back end 150 may
assess the improvements, exposures, and/or activities, and may generate a score
that may be used in decisioning the consumer, for example, for additional
products, for the maximum amount of credit that may be extended to the

consumer, etc.

11
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[0055] In one embodiment, transparency to stakeholders involved in an
individual (or entity’s) credit, as well as the quality of loans that may make up a
financial product may be provided. The transparency is a result of the ability to
see the customer’s assets and liabilities that are the basis for the customer’s
summary score, and because the record of the customer’s assets and liabilities
may be continuously updated. The quality of the loans and/or financial product

may be evaluated based on this information.

[0056] Referring to Figure 2, a method for enhanced organizational
transparency using a credit chain is disclosed according to one embodiment. In
step 205, an entity (e.g., an entity of an organizational, an entity external to the
organization, an entity internal to the organization but in communication with
entity external to the organization, etc.) may receive an activity involving a
consumer. In one embodiment, the entity may be a sub-entity of an

organization, an affiliate of an organization, etc.

[0057] In one embodiment, the entity may be external to the organization,
such as a credit bureau, an external financial institution, a social media feed,

etc.

[0058] In one embodiment, the activity may be related to an improvement
and/or an exposure, as discussed above. In one embodiment, the activity may

be based on an external entity score (e.g., a credit score).

[0059] Example activities may include the addition of a new customer,
additional of credit limits and/or pre-approvals, credit requests and/or line

increases, new deposit and investment accounts or balance updates, addition of

12



WO 2018/031451 PCT/US2017/045699

collateral, line of credit balance changes, adding a payment behavior,

collections activity, bankruptcy, fraud events, etc.

[0060] In step 210, the entity may communicate the activity to a back end.
In one embodiment, the activity may communicate with the back end by any

suitable communication network.

[0061] In one embodiment, the activity may be communicated as a smart
contract.
[0062] In one embodiment, only activities about a certain threshold may

be communicated to the back end. For example, a deposit account balance
change may be required to be greater than a certain amount in order to

communicate the balance change to the back end.

[0063] In step 215, the back end may write the activity to a ledger, such as
a Blockchain-based ledger. In one embodiment, the activity may be written as a

block in an activity chain.

[0064) In one embodiment, a separate ledger may be maintained for each
consumer; in another embodiment, a plurality of ledgers, with each ledger being
used with a plurality of consumers, may be provided; in another embodiment,

only one ledger may be provided.

[0065] In one embodiment, one or more entities may access the ledger,

and may query the back end for a consumer’s score o recent transactions in the
credit chain. In one embodiment, this may be part of the decisioning processes
for increasing a credit amount, issuing a new financial instrument, reevaluating

the credit quality of an existing loan, etc.

13
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[0066] Referring to Figure 3, an example ledger is provided. In this
example, the ledger includes entries for multiple customers (e.g., ECI 11111111

and 22222222).

[0067] In step 220, the back end may calculate a score for the consumer.
In one embodiment, the score may be based on the improvements, exposures,

and other activities (e.g., credit scores from credit bureaus, etc.).

[0068] In step 225, the back end may communicate any notifications to
one or more of the entities as is necessary and/or desired. In one embodiment,
certain activities, such as fraudulent activity, may trigg-er a notification. In one
embodiment, the notification may cause the receiving entity to take an action
(e.g., close/suspend an account, increase fraud detection parameters, alert the

consumer, notify the investors/stakeholders of a change in credit quality, etc.).

[0069] In one embodiment, the back end may communicate the
consumer’s score to one or more entity. In one embodiment, the back end may
communicate the score if a predetermined condition is met, such as the score
changes by a predetermined percentage, represents a certain risk change for the

consumer, etc.

[0070] In one embodiment, if the improvements, exposures, and/or
activities was submitted as a smart contract, the back end may execute the smart

contract.

[0071] In another embodiment, a distributed ledger system may be used,

in which each entity maintains its own copy of the ledger. Referring to Figure

14
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4, system 400 may include entities 410; —410,. Entities 410 may be similar

entities to those described above.

[0072] In one embodiment, each entity 410 may maintain a copy of
distributed ledger 460. For example, entity 410, may maintain a copy of
distributed ledger 460;. In one embodiment, each entity may further include

back end 450 which may write to the respective distributed ledger 460.

[0073] In another embodiment, if an entity 410 does not maintain its own
copy of the distributed ledger 460 (e.g., it is an external entity), that entity may
still communicate activities to the network, and one of more of the entities 410

may write the activity to its distributed ledger 460.

[0074] Referring to Figure 5, a method for enhanced organizational
transparency using a credit chain is disclosed according to one embodiment. In
step 405, an entity may receive an activity involving a consumer. This may be

similar to step 205, above.

[0075] In step 510, the entity write the activity to its copy of the
distributed ledger. In one embodiment, a back end for the entity may write the

activity to the entity’s copy of the distributed ledger.

[0076] In step 515, the entity may communicate the activity to the other

entities in the network that maintain copies of the distributed ledger.

[0077] In step 520, the other entities receive the activity and may write the
activity to their copy of the distributed ledger. In one embodiment, back ends
for the other entities may write the activity to their respective copies of the

distributed ledger.

15
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[0078] In step 525, each entity may access their own copy of the ledger
and may make a decision based on the distributed ledger. In another
embodiment, the back end for each entity may communicate any notifications

to the entity as is necessary and/or desired.

[0079] In another embodiment, a leger system and/or smart contracts may
be used with financial products (e.g., automobile loans) and insurance products
associated with the collateral financed using those financial products. For
example, an auto loan has an inherent dependency on the vehicle insurance to
reduce the risk exposure to the financial institution. This association, however,
is often managed separately and may expose the financial institution to risk.
For example, in the case of an accident or lost vehicle, the financial institution
may depend on the customer for repayment of the financial liability. Though
this liability may be generally addressed by laws that enforce the
contract/agreement between financial institution and the customer, the recovery
may be an onerous process, and may still expose the financial institution to the

risk of default.

[0080] Thus, embodiments disclosed herein may automate the recovery of
a mortgage or other loan by associating the collateral with the insurance for that
collateral using a smart contract and/or a ledger. In embodiments, the system
and method may provide the lending financial institutions with an assurance
that the loan amount will be repaid directly by the insurance company in case
the collateral is lost, stolen, damaged to diminish its value below a certain

threshold, etc.

16
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[0081] In one embodiment, the smart contract may be submitted to a
ledger that may be hosted by the lending financial institution, the insurance

company, a third party, a government (e.g., a state government), etc.

[0082] Although this disclosure is made in the context of automobile
loans, it should be recognized that it has applicability with any loan or line of
credit that may be secured with collateral that is subject to insurance, such as

houses, boats, recreational vehicles, mortgages, etc.

[0083] In one embodiment, when a customer applies for a loan, such as an
auto loan, the lending financial institution may provide the loan with an
associated smart contract. Thus, if the collateral is stolen or otherwise damaged
(e.g., repair cost at or above its actual cash value, an insurance “total loss,”
damaged to diminish its value below a certain threshold, etc.), the smart
contract may direct that the insurance company to directly pay the lending
financial institution the outstanding loan amount, or the legally-required

amount. Any remaining balance may be paid to the customer.

[0084] In one embodiment, the customer may submit a claim to the
insurance company, and the insurance company may submit the claim to a
ledger. This may trigger the execution of the smart contract by the back end, by
the ledger, etc.

[0085] In one embodiment, a smart contract may be triggered by sending
the transaction directly to the smart contract address. For example, the
insurance company may trigger the smart contract after receiving the claim
request, or the claim request process itself may trigger the smart contract

directly.

17
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[0086] In one embodiment, a plurality of smart contracts may interact
with one another. For example, a first smart contract may receive the claim
request, analyze the claim request, and based on the outcome, may forward the
claim request to a second smart contract. The second smart contract may notify
the lending financial institution and of the status of the request. It may also
transfer the funds directly to the lending financial institution if a threshold is

breached.

[0087] The lending financial institution may approve the disbursement
through the smart contract, which may require approval from the insurance
company to agree to directly settle the outstanding loan in the event of a vehicle
loss. In one embodiment, this may be achieved through a multi-signature
verification process, which may require that the transaction is approved by both
the insurance company and the lending financial institution. In another
embodiment, the insurance company may send a notification to the lending
financial institution and wait for acknowledgement using, for example, a
callback transaction from lending financial institution to the insurance

company.

[0088] In one embodiment, if the vehicle insurance is terminated or
suspended, the smart contract may foreclose the loan, increase the interest rate,
or lock the vehicle so that the customer cannot use the vehicle. This may be
done remotely for “connected” vehicles. Once the insurance coverage is

resumed, the customer may then access the vehicle again.

18
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[0089] In one embodiment, the insurance company may send a
notification to the back end or ledger reflecting the change in insurance status,

which may lead to the execution of the smart contract.

[0090] Referring to Figure 6, a system for using a vehicle insurance smart
contract is disclosed according to one embodiment. System 600 may include a
customer that may be shopping for vehicle 625 from dealer 620. Dealer 620
may be traditional brick-and-mortar dealer; in another embodiment, it may be

an on-line seller.

[0091] As noted above, although this disclosure is made in the context of
automobile loans, it should be recognized that it has applicability with any loan

or line of credit that may be secured with collateral that is subject to insurance.

[0092] Dealer may communicate with financial institution 640 and/or
insurance company 650. Similarly, financial institution 640 may communicate
with insurance company 650. Such communications may use any suitable
communication network, including the Internet, cellular, WiFi, satellite, POTS,

etc. networks.

[0093] In one embodiment, financial institution 640 and/or insurance
company 650 may communicate with back end 670, which may communicate
with ledger 680, which may be a ledger as discussed above. In one
embodiment, financial institution 640 and/or insurance company 650 may

communicate directly with ledger.

[0094] In one embodiment, financial institution 640 and/or insurance

company 650 may communicate with vehicle 625. For example, if vehicle 625
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is a connected vehicle (e.g., an “Internet of Things” enabled vehicle) that
provides for remote locking, remote disabling, etc., financial institution 640
and/or insurance company 650 may communicate with vehicle 625 to disable

and/or lock vehicle if insurance coverage on vehicle 625 lapses.

[0095] Referring to Figure 6, a method for using a vehicle insurance smart
contract is disclosed according to one embodiment. In step 605, a customer

may select a vehicle to lease or purchase, and may decide to finance the vehicle.

[0096] In step 610, the customer may identify an insurance company to

insure the vehicle.

[0097] In step 615, the customer may select a lending financial institution
to finance the vehicle. In one embodiment, the dealer and/or insurance
company may assist in identifying the lending financial institution. In another
embodiment, the customer may select the lending financial institution without

assistance from the dealer.

[0098] In step 620, the customer may provide vehicle details and the
selected lending financial institution information to the insurance company. In
one embodiment, the customer may provide a VIN or other vehicle identifier to

the insurance company.

[0099] In step 625, the dealer may also communicate an insurance request
to the insurance company and/or a loan request to the selected lending financial
institution. In one embodiment, if the customer is handling the financing of the

vehicle, the customer may submit the request to the lending financial institution.
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[00100] In step 630, the lending financial institution may generate a smart
contract. In one embodiment, the smart contract may specify that lending
financial institution is to be paid directly from any insurance recovery for a
stolen, lost, or damaged to diminish its value below a certain threshold during

the period of the loan.

[00101] In one embodiment, the smart contract may require that the lending
financial institution is notified of all insurance claims made by the customer.
This may permit the lending financial institution to determine the driving
behavior of the customer. If there are frequent claims, the lending financial
institution may increase the interest rate for the loan, as the resale value of the
vehicle may be diminished, thereby increasing the financial institution’s risk

€Xposure.

[00102] In step 635, the lending financial institution may communicate the
smart contract to the insurance company, and, in step 640, the insurance

company may accept the smart contract.

[00103] In step 645, the insurance company and/or the lending financial
institution may submit the smart contract to the ledger. In one embodiment, the

lending financial institution may submit the smart contract to the ledger.

[00104] In one embodiment, the lending financial institution may submit
the smart contract to the ledger, and then the insurance company may agree to
the smart contract by submitting its approval for the smart contract to the

ledger.
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[00105] In one embodiment, the lending financial institution and the
insurance company may agree to the smart contract before it is written to the
ledger. In another embodiment, the smart contract may be activated once it is
accepted by the insurance company. If the insurance company does not accept

the smart contract, it may then become inactive, self-destruct, etc..

[00106] In step 650, an event in which the vehicle value diminishes occurs.
In one embodiment, this may involve the vehicle being lost, stolen, or damaged

to a point where its value is below a certain threshold.

[00107] In step 655, the event is submitted to the ledger. In on
embodiment, the insurance company may submit the event as part of a claim

made by the customer.

[00108] In step 660, the submission to the ledger may cause the smart
contract to execute according to its terms. In one embodiment, the insurance
company may pay the lending financial institution the loan balance directly, and

any remaining funds may be paid to the customer.

[00109] In one embodiment, if the insurance lapses, is suspended, expires,
etc., the smart contract may inform the customer. In one embodiment, the
customer may be provided with options, such as renewing the insurance within
a certain time period, paying the balance of the loan, or having the car locked or

repossessed.

[00110] In one embodiment, if the customer renews or gets new insurance,
the existing smart contract may generate new smart contract with the new

insurance information/company and self-destruct. If the customer does not
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renew the insurance within the given timeframe, the smart contract may execute
to initiate recovery of the vehicle. In one embodiment, the lending financial

institution may lock a “connected vehicle” and initiate repossession.

[00111] The smart contact may also initiate a transaction with a
repossession company. This transaction may be submitted to the same or a
different ledger, or by leveraging a data oracle. For example, the smart contract
may leverage the data oracle to fetch or transfer the data to entities outside the

ledger.

[00112] In one embodiment, once the vehicle is repossessed, the smart
contract may offer the vehicle for sale using, for example, an online auto
auction through data oracles. Based on the auction sale, the smart contract may
transfer the outstanding loan amount to the lending financial institution and any

remaining balance may be provided to the customer.

[00113] Embodiments may provide some, or all, of the following. The risk
exposure to the lending financial institutions in case vehicle is lost or damaged
may be reduced. By collecting the data for even small claim settlements,
lending financial institutions may adjust the interest rate for the loan based on
the customer’s driving history. The lending financial institutions may use the
information gained from the customer to cross-sell other products (e.g.,
investment options that can be liquidated immediately in case of medical
emergency, finding a good deal on a new car, etc.). The operation cost for the
loans may be reduced as the default rate will be lower. Customers may benefit

with lower interest rate on loans due to lower risk of default. Embodiments
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may provide instant repayment of the loan in case of insurance settlement

without any human intervention.

[00114] Although several embodiments have been disclosed, it should be

recognized that these embodiments are not exclusive to each other.

[00115] Hereinafter, general aspects of implementation of the systems and

methods of the invention will be described.

[00116] The system of the invention or portions of the system of the
invention may be in the form of a “processing machine,” such as a general
purpose computer, for example. As used herein, the term “processing machine”
is to be understood to include at least one processor that uses at least one
memory. The at least one memory stores a set of instructions. The instructions
may be either permanently or temporarily stored in the memory or memories of
the processing machine. The processor executes the instructions that are stored
in the memory or memories in order to process data. The set of instructions
may include various instructions that perform a particular task or tasks, such as
those tasks described above. Such a set of instructions for performing a

particular task may be characterized as a program, software program, or simply

software.

[00117] In one embodiment, the processing machine may be a specialized
processor.

[00118] As noted above, the processing machine executes the instructions

that are stored in the memory or memories to process data. This processing of

data may be in response to commands by a user or users of the processing
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machine, in response to previous processing, in response to a request by another

processing machine and/or any other input, for example.

[00119] As noted above, the processing machine used to implement the
invention may be a general purpose computer. However, the processing
machine described above may also utilize any of a wide variety of other
technologies including a special purpose computer, a computer system
including, for example, a microcomputer, mini-computer or mainframe, a
programmed microprocessor, a micro-controller, a peripheral integrated circuit
element, a CSIC (Customer Specific Integrated Circuit) or ASIC (Application
Specific Integrated Circuit) or other integrated circuit, a logic circuit, a digital
signal processor, a programmable logic device such as a FPGA, PLD, PLA or
PAL, or any other device or arrangement of devices that is capable of

implementing the steps of the processes of the invention.

[00120] The processing machine used to implement the invention may
utilize a suitable operating system. Thus, embodiments of the invention may
include a processing machine running the iOS operating system, the OS X
operating system, the Android operating system, the Microsoft Windows™
operating systems, the Unix operating system, the Linux operating system, the
Xenix operating system, the IBM AIX™ operating system, the Hewlett-Packard
UX™ operating system, the Novell Netware™ operating system, the Sun
Microsystems Solaris™ operating system, the OS/2™ operating system, the
BeOS™ operating system, the Macintosh operating system, the Apache
operating system, an OpenStep™ operating system or another operating system

or platform.
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[00121] It is appreciated that in order to practice the method of the
invention as described above, it is not necessary that the processors and/or the
memories of the processing machine be physically located in the same
geographical place. That is, each of the processors and the memories used by
the processing machine may be located in geographically distinct locations and
connected so as to communicate in any suitable manner. Additionally, it is
appreciated that each of the processor and/or the memory may be composed of
different physical pieces of equipment. Accordingly, it is not necessary that the
processor be one single piece of equipment in one location and that the memory
be another single piece of equipment in another location. That is, it is
contemplated that the processor may be two pieces of equipment in two
different physical locations. The two distinct pieces of equipment may be
connected in any suitable manner. Additionally, the memory may include two

or more portions of memory in two or more physical locations.

[00122] To explain further, processing, as described above, is performed by
various components and various memories. However, it is appreciated that the
processing performed by two distinct components as described above may, in
accordance with a further embodiment of the invention, be performed by a
single component. Further, the processing performed by one distinct
component as described above may be performed by two distinct components.
In a similar manner, the memory storage performed by two distinct memory
portions as described above may, in accordance with a further embodiment of
the invention, be performed by a single memory portion. Further, the memory
storage performed by one distinct memory portion as described above may be

performed by two memory portions.
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[00123] Further, various technologies may be used to provide
communication between the various processors and/or memories, as well as to
allow the processors and/or the memories of the invention to communicate with
any other entity; i.e., so as to obtain further instructions or to access and use
remote memory stores, for example. Such technologies used to provide such
communication might include a network, the Internet, Intranet, Extranet, LAN,
an Ethernet, wireless communication via cell tower or satellite, or any client
server system that provides communication, for example. Such
communications technologies may use any suitable protocol such as TCP/IP,

UDP, OS], Bluetooth LE, ZigBee, NFC, 6LowPan, Z-wave, etc.

[00124] As described above, a set of instructions may be used in the
processing of the invention. The set of instructions may be in the form of a
program or software. The software may be in the form of system software or
application software, for example. The software might also be in the form of a
collection of separate programs, a program module within a larger program, or
a portion of a program module, for example. The software used might also
include modular programming in the form of object oriented programming.
The software tells the processing machine what to do with the data being

processed.

[00125] Further, it is appreciated that the instructions or set of instructions
used in the implementation and operation of the invention may be in a suitable
form such that the processing machine may read the instructions. For example,
the instructions that form a program may be in the form of a suitable
programming language, which is converted to machine language or object code

to allow the processor or processors to read the instructions. That is, written
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lines of programming code or source code, in a particular programming
language, are converted to machine language using a compiler, assembler or
interpreter. The machine language is binary coded machine instructions that are
specific to a particular type of processing machine, i.e., to a particular type of

computer, for example. The computer understands the machine language.

[00126] Any suitable programming language may be used in accordance
with the various embodiments of the invention. Illustratively, the programming
language used may include assembly language, Ada, APL, Basic, C, C++,
COBOL, dBase, Forth, Fortran, Java, Modula-2, Pascal, Prolog, REXX, Visual
Basic, and/or JavaScript, for example. Further, it is not necessary that a single
type of instruction or single programming language be utilized in conjunction
with the operation of the system and method of the invention. Rather, any
number of different programming languages may be utilized as is necessary

and/or desirable.

[00127] Also, the instructions and/or data used in the practice of the
invention may utilize any compression or encryption technique or algorithm, as
may be desired. An encryption module might be used to encrypt data. Further,
files or other data may be decrypted using a suitable decryption module, for

example.

[00128] As described above, the invention may illustratively be embodied
in the form of a processing machine, including a computer or computer system,
for example, that includes at least one memory. It is to be appreciated that the
set of instructions, i.e., the software for example, that enables the computer

operating system to perform the operations described above may be contained
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on any of a wide variety of media or medium, as desired. Further, the data that
is processed by the set of instructions might also be contained on any of a wide
variety of media or medium. That is, the particular medium, i.e., the memory in
the processing machine, utilized to hold the set of instructions and/or the data
used in the invention may take on any of a variety of physical forms or
transmissions, for example. Illustratively, the medium may be in the form of
paper, paper transparencies, a compact disk, a DVD, an integrated circuit, a
hard disk, a floppy disk, an optical disk, a magnetic tape, a RAM, a ROM, a
PROM, an EPROM, a wire, a cable, a fiber, a communications channel, a
satellite transmission, a memory card, a SIM card, or other remote transmission,
as well as any other medium or source of data that may be read by the

processors of the invention.

[00129] Further, the memory or memories used in the processing machine
that implements the invention may be in any of a wide variety of forms to allow
the memory to hold instructions, data, or other information, as is desired. Thus,
the memory might be in the form of a database to hold data. The database
might use any desired arrangement of files such as a flat file arrangement or a

relational database arrangement, for example.

[00130] In the system and method of the invention, a variety of “user
interfaces” may be utilized to allow a user to interface with the processing
machine or machines that are used to implement the invention. As used herein,
a user interface includes any hardware, software, or combination of hardware
and software used by the processing machine that allows a user to interact with
the processing machine. A user interface may be in the form of a dialogue

screen for example. A user interface may also include any of a mouse, touch
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screen, keyboard, keypad, voice reader, voice recognizer, dialogue screen,
menu box, list, checkbox, toggle switch, a pushbutton or any other device that
allows a user to receive information regarding the operation of the processing
machine as it processes a set of instructions and/or provides the processing
machine with information. Accordingly, the user interface is any device that
provides communication between a user and a processing machine. The
information provided by the user to the processing machine through the user
interface may be in the form of a command, a selection of data, or some other

input, for example.

[00131] As discussed above, a user interface is utilized by the processing
machine that performs a set of instructions such that the processing machine
processes data for a user. The user interface is typically used by the processing
machine for interacting with a user either to convey information or receive
information from the user. However, it should be appreciated that in
accordance with some embodiments of the system and method of the invention,
it is not necessary that a human user actually interact with a user interface used
by the processing machine of the invention. Rather, it is also contemplated that
the user interface of the invention might interact, i.e., convey and receive
information, with another processing machine, rather than a human user.
Accordingly, the other processing machine might be characterized as a user.
Further, it is contemplated that a user interface utilized in the system and
method of the invention may interact partially with another processing machine

or processing machines, while also interacting partially with a human user.

[00132] It will be readily understood by those persons skilled in the art that

the present invention is susceptible to broad utility and application. Many
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embodiments and adaptations of the present invention other than those herein
described, as well as many variations, modifications and equivalent
arrangements, will be apparent from or reasonably suggested by the present
invention and foregoing description thereof, without departing from the

substance or scope of the invention.

[00133] Accordingly, while the present invention has been described here
in detail in relation to its exemplary embodiments, it is to be understood that
this disclosure is only illustrative and exemplary of the present invention and is
made to provide an enabling disclosure of the invention. Accordingly, the
foregoing disclosure is not intended to be construed or to limit the present
invention or otherwise to exclude any other such embodiments, adaptations,

variations, modifications or equivalent arrangements.
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Claims

1. A method for inter-linking dependent processes across multiple
parties using smart contracts, comprising:

a back end for a lending financial institution comprising at least one
computer processor receiving, from a customer, a first communication comprising
an identification of a collateral for a loan to purchase the collateral and an
1dentification of an insurer that insures the collateral;

the back end for the lending financial institution generating a smart contract
that directs the back end to cause the insurer to pay the lending financial institution
a loan balance for the collateral in response to an insurance claim based on a value
for the collateral being below a predetermined amount;

the back end for the lending financial institution writing the smart contract to
a ledger as a first block in a linked transaction chain;

the back end for the lending financial institution receiving, from the ledger,
notice that the value for the collateral is less than the predetermined amount in a
second block in the linked transaction chain written by the insurer; and

the back end for the lending financial institution automatically executing the
smart contract, whereby the insurer pays the loan balance to the lending financial

institution and any remaining balance to the customer.

2. The method of claim 1, wherein the insurance claim 1s associated with

a lost, stolen, or damaged vehicle.

3. The method of claim 1, wherein the insurance claim 1s associated with

real estate.
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4. The method of claim 1, further comprising:

the back end leveraging a data oracle to list the collateral for auction.

5. The method of claim 1, wherein the ledger comprises a plurality of

smart contracts for a plurality of loans.

6. The method of claim 1, wherein the ledger is specific to the loan.

7. The method of claim 1, wherein the ledger comprises a blockchain-
based ledger.

8. A method for inter-linking dependent processes across multiple

parties using smart contracts, comprising:

receiving, at a ledger and from a back end for a lending financial institution
a first block in a linked activity chain comprising an identification of a collateral
for a loan to purchase the collateral, an identification of an insurer that insures the
collateral, and a smart contact that directs the back end to cause the insurer to pay
the lending financial institution a loan balance for the collateral in response to an
insurance claim based on a value for the collateral being below a predetermined
amount; and

receiving, at the ledger and from the insurer, a second block in the linked
activity chain indicating that the value for the collateral is less than the
predetermined amount;

wherein second block causes the smart contract to automatically execute
causing the insurer to pay the loan balance to the lending financial institution and

any remaining balance to the customer.
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0. The system of claim 8, wherein the insurance claim is associated with

a lost, stolen, or damaged vehicle.

10.  The system of claim 8, wherein the insurance claim is associated with

real estate.

11. The system of claim 8, wherein the backend end leverages a data

oracle to list the collateral for auction.

12.  The system of claim 8, wherein the ledger comprises a plurality of

smart contracts for a plurality of loans.
13.  The system of claim 8, wherein the ledger is specific to the loan.
14.  The system of claim 8, wherein the ledger comprises a distributed
ledger, and the financial institution and the insurer participate as nodes in a

distributed ledger network for the distributed ledger.

15.  The system of claim 8, wherein the ledger comprises a blockchain-

based ledger.
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