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A NOVEL PROCESS FOR PURI FI CATI ON OF HUVMAN GROWH

HORMONE Technical field The invention relates to the
w@oosflioaaat i on process for human growt h hor nonep¢tr@4poi/ 7654

commerci al scal e by using hydrophobic interactive

chr omat ogr aphy, which effectively separates cli pped

hor none noi eties fornmed during the production of

growt h hornone by DNA reconbi nant techni ques.

Background of the |nv§9 [ Eﬁﬁﬁﬂ?ﬁiOMIh Hor nrone (hGH)

IS a pituitary derive a nunber of
co'MTM P@AT‘?O‘?]'I OQN@I*WG'RK“ WS TEM ! UANTY PO MIMUNICATION
eS|s proliferation and netabolism hGHis a
APH?AR/&'FIUSO aci d resi due pol ypepti de of approxi mately 22
~kDa. Reconbi nant human growth hornone (hGH) has been
expressed in E.coli both as intracellular as well as
Tethridal Field@tein. A series of chronatographi c and/or
nonchr omat ogr aphi ¢ nethods are then used to obtain the
pur eTIDEODéeﬁen tinwendesr f@tﬂtﬁ%ﬂ?ot Re CPEYITBMN IsatiRR network

150 h
SY iti¥ aCI réﬁ?%ﬁ pro aslegswq'ﬁé@# eagglr?g?)%ﬁérmmg

commmﬁﬂtatncmah/ha a:lgﬁabeﬂ fietwopk. prot ei n whose physi cal
properties are indistinguishable fromthat of intact
~ nmolecule. This variant formof hGH can arise during

[ on process and its renoval poses a nmjor
Ba%f&hﬁd%i-

enge in he production of therapeutic grade
gr ovachmI|ntg1etqora3tcm|mvenib|om&lbtemrhmurmx@@trﬂn haplpaosatus and

neb RS BB ok ) CERRARRL AN Gt etwork as

a WedAhnate FHK faﬁ*ée'&bﬁﬁé’éﬁéd"ﬁvlﬂr A%e/mhm@me@twrtan S@b¥criber
aspects such as process paraneters, equipnments used,

Line | GADSL ofardpapticah f¢8eraag§whm ek9r a¥areplewmbeprivate

Ingeggg«.{\gﬁgﬁto%ﬁf gaf)péﬂg}%g%%sai%’éjﬁg%fdst%@g ﬁ%me network, and

thé asfivateerR add edsrem dma &g lode ulP @Imwalreainterconverted_
techni ques rat her than ars]§andust i al Q&r ocesses

usiigd NAToYorOAEas Transia s (HE NTURGE g AhaoMter In
ter I f r ;

subl FEAROAK, COHATR BETP e d6subely tibliyae 18 picsible to

rebeiven pohbéntr proviaddd andasztldréNmiedWeb (WEB) server

conpgaten & ta alofial neelbek pusie & wEB JifawbeR insrajied on a
pe?ESn%?%g‘??P?ﬁ‘@P (PTY Eén"n%fé?t@f’él' f@'ﬁheh%ﬁ%‘ﬁet%ﬂ@'es However,

erent  nedia and di fferent col unns,
in ppucksconpestitin feprfiguratkyuras cieriribeds abﬂ\fﬁ,eldérﬂ to the

sobETREL 0K, Br SR WA B0k BhEr kRSt 46 GFhmunications

mdst by epartdd fﬁéﬁptﬁesmcddmet\herhsﬁd@f bl uesephar ose
or agarose in separation and does not teach use

or gahPE @ﬁ@n’aﬂ@edmﬁb thexcare whers at Q,ﬁne\,\ﬁhqg#ﬂcsaloﬁgpllance
cofhdte FES BAL! 1Blcal FR 6K P thi2eh BhfE 8 ImAR%YYd Fom outside

the home, it is necessary to transmit a packet of Simple Network
Management Protocol (SNMP) which is a protocol for network
management from a management terminal on the global network

‘side to the home electrical appliance connected to the local network.

Also, in such case as described above, the communication is
performed between the device connected to the local network in the
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Fol Il owi ng references relate to purification of growth

hor none obt ai ned by reconbi nant DNA techni ques. In the
wo pdosnessss e, there are known a few patents |i KBCT/JP2005/007654

US4861868, whi ch describes the nethod for producing a

reconbi nant porcine Growth Hornone; US4705848,

US4694073, US4731440, US5064943, US4975529, US5023323,

US5109117 and US6410694 deal with solubilization and

ot it} 1, TR A P T o T it  1ehs, che
corift @RicHBR8kEntent eletds to bhprbdeatedtagainst ndretapping

wherein the hGHis pre- treated with Zn and optionally
anavfelksificati@ner cal.ciumions, after which benzyl

al ngg%&}gz@g&%@ F\tre%'?széﬁggé’ﬂiﬁaj ESRAURGCEtidn Hom the

pat {OaChes A et for~determ nation of
globiad! pgtwalrkasides toythe loeabmstwentk IsBeadapangsed-dig-Open

oo G T DRGS0 BB A T ) S dlloses
techifigue b0 QIRCLI VR, Shfth 8GR Pi frfhorie phice, networks

essential feature. However, process conditions that
hawing dndependepk reglmsatespestiyiedyafoorm oplw@ilidy of bases.

hydr ol ysi f.protein re j sa . '
Us T TIOR B BR85S0 BEE B BRI o mamage
the ChetWistkel nevenpligxaiiencaseh weiere itins addressezn of the
ions is carried out which is not a feature of tR?
appatatuses fode managedoyel b %@ég‘@@%éget hasgadifarexample,

ref%H ;:Sgg %.‘ém Fﬁj}ﬁ?ﬁé‘dali‘aﬁ’&‘ﬁ@f@? At dbBlication No.

leti‘es. pat en 7 enphasi zes' the use
2008B-8418 P eXEBNGEIGE orl Yur i f iFE@.i oh «Fhqwpt i aleconventional

ncl udi ng, hGH, but . does not nentjon the separation of

commia i ERHaT BbPaae e e BRAk b HiSBRRAH tRR Rlpanese
nol . t . _

LR RO AN arrasesesmeet tpeyrrbe o
chadir diiG. agerthe icapsyleoprocessingr bads 52 sof the network,

maRAGEPIRE STehe b rEne A e At ISUE patkEtidengrated in
an CONM PUSFoE@sSiaNe UIfiens L ngblifiech yurreéigngnpeotocdliarand then

the text of the said patents 1s concerned. Even toda
transmitsathpr epcapsuhated SNMR Radeb ko W%&ﬁ%t%l'rg\/&@ys 61

li .ol ' f :
andh PR TRHE RS, Poa BaRHRERAR 961 TRECAE. break
eneapkailatior)eandietiraes threeseiginahl SNMPpaakdte. Thereby, the
Non- patent prior art dqcurrCEEts conprises gf follow r%% 63 of
SNMP 22 G2l FaRE bees @I Eredibe A, FORyaNBPGaRIQn apparatts 63 o
a badd aﬁft'e?ﬂa‘fhhgmd}g{ DY fahpepahd i QNP BEdket can be
variants, 1 ncluding clipped variant. Pavlu and
traGs pardmtly, tréinssetied: froom( e 3)lpbal rstwoek sidsctedbe local

nep%%rr Q%’el,cand the apparatus to be managed can be managed.

Disclosure of Invention
According to the conventional configuration, it is assumed
that the base gateway comply with the specified tunneling protocol.

'In the case where the conventional configuration is applied to

collectively managing the home network from the side of the global
network, a home NAT router provides a base gateway function.
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i nteracti on chromat ography of a reconbi nant human

grow h hornone, Genotropin. CGellerfors et al., Acta
woeasaowssScand (Suppl) (1990), 370: 93-100 t eaPtEIP2005/007654

separation and identification of growth hornone

variants by high performance Iiquid chromatography

techniques. Wi et al., J. Chromatogr. (1990), 500:

595- 606 di scl ose Application of highperformance

char BBVERY & PR AR o BEG BE AR RB Ry, Wi, Fhg funneling

protecelechnTiues diereosid an delemse:hra&feappneatimkeof the

use of a surfactant Brij (Pbl et hyl ene és Iau[
copvgrational wanfigupption B:w%éaﬂ{sneseﬁééb Wdres l%@d Also,

I h ;
evEl] IR\ MERE S AT, oL DBIRES e £88 fugpeling
protooobi $e3ttpﬂngsepe\rah¢r&o/creiatmt)tbethmaum rEEIahgmgrwadol must

bey ReTFBREE: bYr 8 sSEitiDetts @, S3erbdong grobler that the
us@?tl‘?frﬁgﬁif 'i'f'f%?céﬂ t@“@dﬁi‘\gthaeah ficd ireeh¥figie related to
pro eln wt he matrix th ereyan ||Tpr0V|ng

nestwmkgsgttlﬂgt Wl’mﬁhl isghgcesrarpdai die tsatgtng apesatiens.
T
PeochRr HGEERE rhE BREEERL iyl RER AT Fiewepf e above

h’lé'ﬁﬁ@nfefd pROBlY IS dk o pPeGREe E%@ﬂmﬂhﬂﬂafﬁn network system
i ndustri al product| on purposes. The mai n drawback _of

anch@s omenheRtrationhapparatusebyr wiick gememunicatipn; can be
I a et

sef Dl PETKOHIEY, VgL R hePORl S el §ristyerminal

apﬁa&amuest@wanlmsntng)dem&es:mﬂeeotfedatgamI@ca;lahaa:vbsklwwhout

much hi gher ortions an mnates the
neBing Hir SRECIAL 58 tRBEYE L RRHON hib paal OULEF %and -without

pe?F’(]‘Sr‘rﬁ?ﬁgné" ¢ial Vsaéﬂtﬁ‘i‘é i ?ﬁ@dﬁ? oﬂ??%‘hé’cfwéﬁﬁ ®nnecting

rior art mentions reso ut|’ et we
thelglmdnai matwonkawithtihecldcd metwoakyviactinel roieter. .
| oadj of, approxi na er sem -purifie
orot i peneB”SER SRy e Comy ROl e RrBblems,  the
conYRINic@Rid e SRt o PR Sﬁst@?ﬁ'@@@r@hgﬁltboﬁﬁé _fltﬁ‘e@enlt Mvention
sem purified protein per col um vol une.
includesaaifbistBysteanpEndra aeﬁonsd syistarmewdrich aishcopniested via

o H5EAE Bhaalk) by er iy R TSy BT Rl ARLE"Y drmina

apeparfaagsa fpemblbetund:eﬁhmbhﬁcawe P itar ait de&'lteyebndasa first
it is-difficult to renove surfactants that

CORTHNICS LD EIFY RNRBIAWL, W éC'EI'5|CrPJH1%‘F'%ﬁ5£§9 said terminal
appdratisey ertélﬂengciq'daqu%(ﬁnﬁﬂhfrﬁ&éﬁ%% B%rt%/\)é@ﬁ %lﬁgtermmal w

rocess’recover er anounts of organ
appare¢ns and fsaidl seconichay stem b\zlaae&alkjymeba‘l/eldebyork said

flow filtratio filtrati

|
seCRnghay Shminflubissed LofPel otk SRekgile to gonnect said

Igﬁ?fﬁe(:tg{?%wn%g'tﬁ@ﬂbtﬁﬂ netvidrideshel #evredPnisRYSid ebnnected
to said local network and is communicated with said terminal
apparatus; and a second communication relay apparatus, which is

connected to said local network, operable to relay communication

"between said device and said first system via said router apparatus

and said global network, said first communication relay apparatus
has: a first communication unit operable to communicate with said
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human growt h hornone that can effectively separate the
clipped nolecules fromthe target nol ecul e. Another

wWokjosao448f the invention is to provide a proceRGT/IRm05/007654
purification of human growth hornone that effectively
renoves the clipped nol ecules first thereby enabling
better control over production of target nol ecule. Yet
anot her objective of the present inventionis to

e R SBrRABE 05 T8E  BBbAAR & SR Bbhgication
unﬁnﬂipéﬁafﬁrlb Bt kodh finit@te ivithatdadd ebcbhel hEgdtesn using a
as |ndustr|aln£ur|f|cat|on of hGH Still another

sew@darat@qﬁl Vigesate, ghebah netwe ovi darchaplirst ceavesgion unit

ongﬁgFesg?tcgﬁ%v§ﬂ”Bng8gﬁ’ﬁ% Yrﬂtd’gﬁg 'aeB J ecc‘el”eEEEgP"c'lata as
a tobaveresdnpaakamt the Ipfadlcetdej@ﬁa)pbalrpg oaegsifed from said
ur|f| cati on of humap

wth h h d
teraina L@eparam ReB eIt et CoHmBuHRIRAtANUN By Al fo dransmit
theg 'E%H\ﬂé’ %cﬂé%o;@%la %@céﬁlﬂa gﬁnmrﬁ n@%ﬂ JHIeCRTd also

or purl tlon t al ned y reco I hant
opeeable dmeccmlsvegt mackegihdbta intoefiest pvetocol packet data, the

pagReC SR gh SRy iacaiar RN wiebae e oSy el 18 second
coAuRisatioh OhiBwisaus Baffsthst Bne rivstairiototoll \pfa"ﬁléetaéata to
an eluant to separate target hGH nolecul efromclip

salbrfinste coenBIUBICIieBentNihs SaiuSaGand amn"fm.u@lwgon relay

oo 5P ol FEL R OB AAEAR AP icace
with |thdetovizeurgingppheefirst rprotdeolf olidoti@docal network; a

description of the inventive cept and the
fowddcepprimdmisation whis@PeEab bl SeckaRININIgALRwith said first

'sy%ﬁ%ﬁr 'uggsgntﬁé L-Q oﬁacgsfrgeaxgng dR@Ys eéeéf@ﬁdfebhwrgam unit

rirbés” chromatogr I'c separation conditio
op&eabkerto- poniviare packeidata enstrecstectm’ncdeamtotocol packet data,.

figure. CRI PT1 ON COVMUNI CATI NE K, SYSTEM AND
theHROKEEARTR APRGRETHIAMh: TAME iRy deWcs dhnpaid third
cohn%%mntaeudr?'@ﬁﬁts &AdAtE oA gt 1101 rsfédmdf SYSEtRBI packet
and a conmuni cati on apparatus for perform ng
dataitmsaidafo wrthvcamemgirdbakiare it kandazlsgr epatalple to convert
the converted packet into first protocol packet data, the converted
packet being acquired from said first system by said fourth

communication unit, and to transmit the first protocol packet data to

‘said first communication unit, and said second communication relay

apparatus is operable to transmit a predetermined packet to said
first system via said router apparatus, and said first system is
operable to transmit the converted packet to an address of a
transmission source of the predetermined packet.

. Thus, in the communication network system mcludlng the
first system and the second system connected via the global

" network, the second communication relay apparatus transmits the
. predetermined packet to the first system; the first system transmits

the packet data to the transmission source of the packet; and the
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According to a conventional conmunication apparatus

and network, a gl obal network such as Internet and a
whooes/1gsawor k as a | ocal network are connect edP@i/aP2005/007654

Asymmretric Digital Subscriber Line (ADSL) and opti cal

fiber circuit. For exanple, a private |Internet

Protocol (IP) address is assigned to the hone network,

and the private | P address and a global | P address

<o iie AR BRI oHE R dara
frof@tHa diratiPpstesndescri bed above, it is possible to
receive contentaprovided ina Wrld Wde Wb (VEB)

ser VA d_iﬂﬁf@‘dlbé dt,@hmee,gl thel $REQBFK, CasImyinicatpn relay
apBBRAEES L rREETHE 4. RBFLER YarBY! thd PRisponse to the

tracemitedopackatidnirafiom tise fastrsystdmbovim othertwords, the

the specification of the T function, of the router .
pagket cikaARDRE SRansitted tTom (0@ PIISOf O 8'65& system via

thé‘eleg‘ggbglsb%%w i 6Y8PPlthe ilfbditréﬁr 5?‘3@2@ f8oh3MR second

rircal appliiance connected to the network in
coimhm umication meteyappacatusit si de the hone, it is

e b eReECESE 1 S g the i
pr%ﬁ%@{#dﬁ%@ﬁéﬁhih@@ﬁamﬁﬁﬁhe@éﬂi fikhenfirdtesystem,

C network side to the home el ectrical appliance
the finsécpratacol packetdateiswwonvented, inte §henseegadagrotocol

oo GEEIRES VM5 AP SRR PO, s, and e
setbpEPR LDt pecker idetacisntrecisdittedt Vi thelgobal network to

networ k. Thus, the conmuni cation content needs to

thesecanckayataitst The Biappnigeshaceans m@awr{?as@ggsdata is
re%lﬁg/‘#a%{ kt%ﬂ‘tﬁg %%Ebﬁgc i 'nri‘é?ﬁﬁrﬁ'“f'ré'@?g:agg)’afl’é%r@st RGa the

Wor k ~si ocal net wor
rodepraapparbéud-corenc e e rio Hyepbecanidosy $iem2008ndl} adeisecond.

6, FIG 1 i,scl hnj f | ] ivel
prifnvioh Racke RS Bravertadtibe kst arpiaeab Rabket data,
antCBh &R traviReAitteel ¥o ftPle deRiicgal ity of bases. Using

such techni que as described above, it is possible to )
manabjeotherneondsk sheveacket datadsgpeswmisiedtfiem the terminal

an BT EE Eelind e PR BAUS Rk SErERNZESH, BE - kBhsparently
trasid e EBeRN tPatr d ekl €8hhertdd-to the second system.

As a result, the communication can be securely performed via
the global network from the existing terminal apparatus to the .
existing device connected to the local network without needing a
special gateway function in the router and without performing a
special setting in the router, the network connecting the global
network with the local network via the router.

According to the communication apparatus and the
communication network system of the present invention, it is

‘possible to provide, in the network where the global network and the

local network are connected via the router, the communication
network system and the communication apparatus by which the
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2003-318944 (p6, FIG 1)). FIG 1 shows a conventi onal
comruni cati on apparatus and network as disclosed in

wo bwsdepsnese Lai d- Open Patent , application NeCT/JP2005/007654
2003-318944 (p6, FIG 1). I n FIG 1, the capsule
processing unit 52 of the network managenent system 50
encapsul ates an SNVP packet generated in an SNVP
processing unit 51 using a tunneling protocol, and

coDraE 0, Eoet b5, SR, BEPREPERL L BIbBS1 networt

fro@dt Etwseﬁlshﬁﬁld tek mrreslk 3Epalﬁatlu9t iton, tleerd ez-xdtstmg device
the original SNVWP packet. ereb t he , SN\VP packet can
corm@ect@ehstm tth@dqualan@!swllﬂ MWQHta’b%%@mQJsa @ﬁeoqlab gateway

o )8 RUeee: BT ro gL pecta seetioian the

rodtert he | ocal network side, and the apparatus to be
managed can be managed. Disclosure of Invention
According to the conventional configuration, it is

Fui‘fﬁ@i:edngf‘?"hﬁ‘ﬁéﬁs%li’éhiwalyeéﬁmbélW'Bé‘ck ound to this

speci fi unnel'ing protocol n the case ere the
Aptpjmcallimnnal confi gur at| on is applied t o collectively

Tnagad HhEARTRaneIor Saromade sLAgE! ABPIRLIRshs  No.

200‘4ﬂ(1t23’980m\@096,n Apeil NOT 2004e43d Ao R0 B4~BILB5E9 filed on
the tunneling protocol Thus, there is a probl em t hat

Noxgpnbest 1 pr2 @94t mcludmmgnsp@ﬁaﬁlcwﬁmg@raawul@gscanﬁot:lalms is

inGFreRFeR B! ERhadte T BERRIPRE e ofocol
setting operations related to the tunneling protocol

must_be perforned %a yser hinself. And, there is a
BrigtDescriation of rawiRgs$: is forced to learn the

d
LRS! BT MR nds) nshsesejgdestiges of the

necessary ct of th
inverdent wm/ebEr:omel _appavent frioenatibee ﬁ@éthm@d descr:ptnonh

thHE0 CRRRRIN CArDUE i Al tB dpeom kiR cAffgifes enat

il fstitaks é%?@:rcﬁw dblodikEnY ioF thadlbehtiogi. Wl thieoDrawvings:

exi sting termnal apparatus to an exi sting device
connEbGedlt s aal diagraet vehewingheutw hedali agniigipadian of a

coB Bt L BB hRatis S aRE, s Loous, RoLLor T 2

FIG 2 is a diagram showing a hardware configuration of a
commumcatlon network system according to an embodiment of the
present invention;

FIG. 3 is a diagram showing an overview of an application
example of a communication network system;

FIG. 4 is a sequence diagram showing operations of a NAT
router,

FIG. 5 is a network configuration diagram showing a
communication relation between a management terminal and a

"device to be managed;

FIG. 6 is a diagram showing an example of data configuration
of an SNMP packet;
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Acomﬁgwatnm of devitescdnneatedato aqoﬂxacat cngt\/mrd(

the gl obal network with the |ocal network via the
router. In order to solve the conventional problens,

W@ b@sgosuni cati on network system accordi ng t oP€T@P2005/007654
present invention includes a first systemand a second
system which are connected via a gl obal network,
wherein said first systemincludes: a term na
apparatus operable to comunicate with a devi ce; and a

L IR SRR PR, 4o oo g functional

corifijyati@ATupifcaléviceset yernesded ttey manamappgenterst center
and said second systemvia said gl obal network, said

ne@sebkd systeminciudes: a router apparatus operabl eto

connges ?'l% gl ehAk ﬁéggbifo&tadﬁwca 'net Yﬁ’gka Fl'ﬁﬁctlonall

devi ce which I's connec and i s

secan nuni ati on_rel ay .apparat us. which
coaneI%i g toas l%grad'@awﬂé’t rgN B}S@F\Akﬁ‘@ o ”?fé:frzmat'on flow
beﬁ%@'ﬁ'"réé‘gb‘é@l\%etd’@ﬁﬁe@lr?cl@u%f\ééfmaﬁdcéﬂhﬁwdm'fc%ttlon network
systemvia said router apparatus and said gl obal
syst:etmork said first conmunication relay apparatus has:

R SRR SR et ibgRRER vl o BRI GRS berformed
byfa?@@iﬁn@@mﬁéﬂléﬁt#@ayuﬁllén@nﬁfabgan’fmgcarmrwlcmﬁe with
sai d second system using a second protocol via said

gl oBRIG ndelwisr &; sweace.d@tgr@@n\ﬁé?%wuagmer%enam%rformed

oy BHRNTUEATER R clEhe ATEBIRAEY 27 Bl e

acquFIGd 1f2 09" s aiah uenoe ndia grarar showibg epietations of SNMP
comruni catiqQn unit, and to transmt the onver

pagkehdOmEESIPR BEEtEsBP SE U EioR, felqi server and
trigBeF 39a Ekee thEfYRTics T “%aﬁfé*‘&"?ﬂ?ﬁa‘éﬁf'??d@? sepeer: |
secdﬁIGsyiBemsbyasaaejqweemoad chagrranmcasthmmmmu opeiations of.
t.t f t. t
conppetedonskel corahisif? 888, AL SRS Feduifal Argpsmission
eFﬁi@Me@pB?ratctﬁnmam@aﬁubhrﬁe@m@m ation unit

oper-abl o communicate with the device using the
firskI@rotltolisvia thi@grédal SBOWINE, anro@rﬁample of data

cofFRLTA0L B, ' o BREF A SRR ihween o

cofpmatigaeiontelaprdiait antd acoomemiurpgakign areﬂay isgrver;
second protocol packet t he packet data.,b

dat
acqui Fed 1y Wt%%ﬂ?%@aﬁﬁ@g‘ ghawing Operatlons 5% which an
SNMP agent transmits an SNMP response to an SNMP manager;

FIG. 16 is a functional block diagram showing a functional
structure of another device to be managed;

FIG. 17 is a sequence diagram showing a case where a
communication relay client inquires“ about a request before queuing
completion of an SNMP message;

FIG. 18 is a sequence diagram showing an example in which a

‘communication relay server controls a communication relay client’s

timing of making an inquiry about a request; and
FIGS. 19A, 19B and 19C are diagrams showing respective
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conmuni cation unit, and to transmt the second

prot ocol packet data to said fourth communication
wapios/10a8d al so operable to convert the converP@rdJP2005/007654

packet into first protocol packet data, the converted

packet being acquired fromsaid first system by said

fourth communication unit, and to transmt the first

protocol packet data to said first communication unit,

corfiaRfsarBf BRLLERIT S SR I e AR SN Sgnpnses.

firfiGysoemn alﬁum:dnmw@tkaammmsshmdngaaﬁ éxasple of
systemis operable to transmt the converted %ket to

a funcﬁumaals@oaflgwtartmmfs%|ctﬁ'w§6um:é>eomamﬁged which includes
L t
2 PARGPEIL AR "Ry, TENBRe TrORECBAITHNE A Oiruncrion of

comemqndicat/mtgemntlwrme;@mbm a the gl obal network the
second. c nmuni (p:fitl on rel a%w“g aratus transm

he .. .
pr eddGer dilnksua Fl@die M Sh r sENGXREMIS ﬂtartpp.gflguratlon
of §¥ﬁts‘5'f“ (ﬁ%f’%‘%i’é%nﬁﬁ?eaaﬁg% dlaehddy;the transmission

source acket t hesecond 'conmuni cati on
rel ﬂ&paarmasmeneedmgmm Frewng dnergtionstprrformed

first t As, d b
bY ¢ SaARM; LEVTER PNE] aBBar AL s dasbs HTENtR P quplye oOf
terﬂ etrB@uFéSrh@ra%wefd bHeat §8ASHT ttoednPSPHeP rdatrfadeem
e first system n ot her words, the packet ata can

be tFl{ms B3t te@ $¢Immna1@c5dl@@r@ﬂnt$reomrﬁgttfségfyv%&‘ntﬂaet N (N is

a éggbﬂggb%ﬁ%& Meots @‘?glgg g‘lﬁi‘éé‘ﬁe lfﬁ‘e'ﬂ sensor

comatkglicdtioh unit vairelesslsg using the first protocol
fromthe term nal apparat dsleconnected to the fi

systeT@ 24 1913 & GeRE: shaw!ng aB-aerReg network
mdd‘émnfsn q%r,lrg“@ fogglnslgq;gket data by the first

parat u§, and the second protocol
packelG daEals 3 dlagmanm Bﬂ'EZde@aﬂ’f]exgm)blE& ofié eonkigw ation of
tteg second protocol

th
Seﬁﬁgszat(?a!%Cl)(-@t'PQCBWéHOBy”} REMAREGNY comuni cati on

rel WI@P@? i léslehétlUi%IfIS’ld@( d@@g%m @ﬁowm_;,egtreéxmnple of
t he second system And, the secon prot ocol "packet

a ﬁmatloaactm@ﬁgwatmm oha fd&\écept@tl@eommg@d nglyding a

cofffallEReioa: Beldinshfleha Rictfon' i nap “ifetion  of

communicating with an actuator;

FIG. 27 is a sequence diagram showing operations performed
by each device when an SNMP manager requests an actuator to
change a preset temperature;

FIG. 28 is a schematic diagram showing the way that N (N is
a positive integer) actuators communicate with an actuator
wirelessly communication unit; and |

FIG. 29 is a schematic diagram showing an ad-hoc network
made up of a plurality of actuators.

Best Mode for Carrying Out the Invention
A whole configuration of a communication network system

-8-
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apparatus connected to the first system can be
transparently transmtted to the device connected to

wo bwsgerend system As a result, the comuni caPCDIP206I007654
be securely perforned via the global network fromthe
exi sting termnal apparatus to the existing device
connected to the local network w thout needing a
speci al gateway function in the router and w t hout

oc AT B3R, BFEEHL 415 S VAL BE 884 Bl Béegripo o the

drawirvgsk via the router. According to the comunication

apparat us and th i cati t k tem. of t
o . Bnierd | GRgTAMI ShEBIaB0PenabINANE dongUrAgon of 3

cor@?ﬁ%ﬁ&a%‘?{ ﬁét%ﬂ%%%'teﬁ?ﬁ‘@{ah&c%‘?@iﬁ etd ¥l MBbWRtent of

e connect ed, via the'router, e Co ni cati on
thenpresentsiysteamiiand tTiee comununitaGonappiwatrssystem 10 is a

systRmm s Ao e iessitont 2 BHhgobREhtaidfter h&twork 1
viaa%ogql@tbaﬂ hetvwdig eXi Shendelgdese beapgedatthé@tddieto a local

| ocal network w thout needing a special gateway
netweaekidn in a router and without performng a special

oot S Suhr fyr Bt 2o R ST BIEHRSP hed iRtk system 10
in&hééb@sﬂﬂe@g:lb_bbﬂn@@merl?@ anhidprarcdie pubMoly used such as
2004- 123930 filed on April 20, 2004 and No

Integoets @iegat Netw ik RORsnBeH in ajesalisryiignmgent such as a
Cl a . ' [ ' [ NgOK ;
hofiReSi ahflsd dfarfddéhiidh R¥hior MBoASHk NPT Midhaging the

de?fce@ awmg?emkeecmmdeoteﬂrtooblpedbcaI attworlges and
eatures of the invention w cane apparent fir.
tho RO PHATMBGe8e 3 TRV hiPect: THR&TTANCBIGENEN RREWOrk
t 0 ' I M i | t i
sy$idith (TP G ORRe B fed] f! A0RSHATBr I9ysterl i dwhich home
eledtaidalgpphacees sych afi agraih conditigngra® semote operated

oy P9BEHUTY BBl R ) P08t SAUERSBECERE HePER Y HE nome
elé?ftrkaloaﬁlgnbwésabemgvmﬁsnéasé@_rtba_admodmgotal aetwork.
enbodi nent of the present invention; . .
The management center network 1 is an example of the first
system included in the communication network system according to
the present invention. The -management center network 1
includes: a management terminal 101; a communication relay
server 102; and a trigger server 103. The management terminal .
101 is an example of a terminal apparatus included in the
communication network system according to the present invention.
And, the communication relay server 102 is an example of the first
communication relay apparatus according to the present invention.
The management terminal 101 is a terminal device operated

by an operator, and performs management such as monitoring and

“setting the devices connected to the local network 2. The
‘communication relay server 102 is a communication device which

relays communication between the management terminal 101 and
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FIG 3 is a diagramshow ng an overvi ew of an

application exanple of a communi cation network system
WO-R@5/164486 a sequence di agram show ng oper at i OPGT/@if2065/007654

NAT router; FIG 5 is a network configuration diagram

showi ng a comuni cation rel ation.between a managenent

termnal and a device to be managed; FIG 6 is a

di agram showi ng an exanpl e of data configuration of an

S .packet ; Fl j f ' di :
en SN RBELES e Erefold e KBS LBl Sk, VB Piager server
103988 ot nt Onfc MO AdEER Nte vemicer stetawiakidridds ifdrsnation of
functional bl ock di a%ram showi ng a functional
[

thedeviers sonae@edka thedosahmaiinerk ¢ anfdQfifics W devices
con +§w%%'t1@eghg' RAAT S BRWRI22TF XK mgﬁ’ﬁtri]bgf StAR! F¥M the

n-respective devices 1nc

© matgerierst centeetnenkosiystem FIG 10 is a sequence

di agram show nf%éo eratjons perfor msq

b |
ormh i RGN NRENE ke 14 o M, SERMBIEngfathiey SEEONG System

c
‘incgﬂéfriﬁ’?grljmiﬂwé‘ CEAHBRGACHL R %ﬁﬁ@ﬁk”?}/@ﬁ@ﬁ‘?@&%ﬁ*ding to the

ned by a conmunication relay client in polling;

présent Investianseqfadgethi kacalnnetwairkg? opetudeshslesrices to be

SNVP t conversion performned j.cat
manadsletd berd T gGatondelaY: halH2LTb R 1 Bk gouter
20ky aThéi geficsaiPe mMdRadddi 203 seaqueneRadhply @l a device

show ng operations of. converted packet acquisition

inchudedn IsNiiFe r equpunicakian skebnoplkr systeRm wegerding to the

or TR AP o AL el PR 202 1 an
ex8& Ak betheas&ed ndorommicaticdtiost nelkay appanatuiscatconding to

relay client and a conmuni cation relay server; FIG 15
the PresesfuB@NPAgr am showi ng operati ons in which an

eI Sy P B AR RN Aopeensacano e managed by
the rhanagementteratinalel 01 corneeted doitde management center.
neg‘;\/r(])?*%e?;. And, the device to be managed 201 has a device ID
which is an identifier for uniquely identifying the device. The
communication relay client 202 is a communication device which
relays communication between the device to be managed 201 and
the device connected to the management center network 1. The
NAT router 204 is a device which relays communication between the
local network 2 and the ‘globél network 3. The operations of .
relaying the above mentioned communication performed by the NAT
router 204 will be described later using FIG. 4.

Addresses for uniquely distinguishing each device are
assigned to respective communication devices connected to the
global network 3 and the management center network 1 included in
the communication network system 10.

For example, an IP address is used as such realm as described
above, and a different IP address is assigned to each communication
device.

-10 -
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FIG 17 is a sequence di agram showi ng a case where a

communi cation relay client inquires about a request
whedosnetgueui ng conpl eti on of an SNVP nessage; PEI/@R20053007654

is a sequence di agram showi ng an exanple in which a

communi cation relay server controls a conmunication

relay client's timng of making an inquiry about a

request; and FIGS. 19A, 19B and 19C are di agrans

- cqudie ShERAEE e T e R oAb iElis.the global
netweek 3ivea kagnsdwsyne rHohasanpt ehofwa ifiutind deaaling, the gate
configuration of a device to be ns ed whi ch includes

way Gghﬂtmiamgpﬁh q@pgguaﬂ%twnf BRED tWrﬁF_Qat lﬁh_@i‘@@ﬁgement
ce eﬁﬂmr@@&'gﬁp%ﬁ{ Aob2NSPetwbE32 1 is a diagram
show ng an eXanple of "a configuration of sensor data
t rardPnm adddessom fosensiquetyGdigRinguishingueameh device is
di agr am show ng ,operati ons erforneaetgﬁceach devi

assiaBK b FOINRS RERVS { CARUMUICALIN LdeY{CEepRRTFEHE to the
locERaRRtVEr e "i‘néﬁftﬁé’(a ih ﬂwé‘%o?HWuﬁ‘i’é@ﬂéni ?Etﬁor%si@té\n 10.

schemati ¢ di agram showi ng the way t hat Is a

Hepesasilong as yespastive comynunicasianidiesdceswannected to

thSIERL AR B Zineh i S RBnablh el i B ey tocal
neBwBFKral & lcorameansion déw\ce2bonpettddags tinedboul network 2
an exanple of a configuration of sensor data includi

n
mayoshaven amf evestaring b . addressa WikRctamaPf bEbek devices

. _ : _ :
coBPIET U LBRTERIY, 2 (SIEH 1Phdess wich only
Ioc@cmeguiacraP:rteesrlg?iﬁwaﬁesslﬁsfcamltadFlagoeagrthmdet addrets. On
comyuni cati n n t t . . .
thei QAR oo R Biss,assiansd 59 s2ch FanERnication
deWft& §Me&raf@9ﬂ{%{%%b‘§lt hetivEat uat ghdt 3h%h@ﬁ8ﬁa©ement

preset tenper at ur e; is a schematic di agram
cestewni netwarlknayl t at cllled | @ agpobat | vetwedgedddress, and

i TR Sy GO hERt S Y A BeRdRELHARES Y rel essly

As described a;bove, the global network addresses are
assigned to all of the devices connected to the global network 3 and
the management center network 1. In other words, the
management center network 1 is a part of the globél network 3.
Thus, the devices connected to the management center network 1
are the devices connected to the global network 3 in communicating
with the devices connected to the local network.

The local network 2 is connected to the gldbal network 3 via
the NAT router 204 having a function of interconverting the local
network addresses with the global network addresses. Due to such
cdnnection ‘as . described above, the communication devices
connected to the local network 2 can communicate with the devices

“in an IP layer, by the operations performed by the NAT router 204

described as follows, the devices being connected to the global
network 3 and the management center network 1.

-11 -
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FIG 29 is a schematic diagram show ng an ad- hoc

network made up of a plurality of actuators. Best Mdde
wo o005@0a484/i Nng Cut the I nvention A whol e confi gRCHEIR2005/007654

of a communi cation network systemaccording to the

present invention will be described referring to the

drawings. FIG 2 is a diagram show ng a hardware

configuration of a comruni cation network system 10

acc ing,tq_an e [ r LY, [ :

e ¥iEimda! 577 ORBHEERE  Bladbirp SRBOLIER| Sperations
pefaratdd byl ene I¢AT fiouter 204agcTReto pEmtéonsgersoknied by the

via a gl aobal network, 3, tggddevi_ces ing connected t

NAZ Toiter RAhoNkl De ACSHIRRT HSING FEG. the HEre, in order to
ni ti s k in d (+ t -

e GOTIN (PR e RRIANS) pRAThck Oy TENUIRAT  ugioaba, the

followimplemdtonnket fisrassuiedt ddransenissionsoureaicevice 2a

is GamagFRad i Casotal e pH Sikcot BiRciAT TR 204, and a
trab%ﬁisé?@h"".‘ﬁé%t@naﬁb’ edavite. 335 ishawhnacteds t3, thee global

omruni cati on network system 10 can be applied to a .
netwonkrdideystlamthe NATcHO wkere28kedihg gmbagpetw@saddress is

asggeied tghe dohERAHERRk B, bR ALARE Rk adress
is awq@@qbrtmllo@epldm@m@deg connected to a home
| ocal network. The managenent center network 1 is

< n
exarlpeEe ofas hanf ieXaAMBIey erh-2rdtdidi @ssigied as the global

nefREER T dRFe S SR aEla 268 Ty BSEldiRefrp FRePIRRAetwork
addresgenmenAst eani nekaffdle,a tO@6IBcAL Borisr ehagigreederto the

102; and a tri 103.  Th i nal
tranghi<slan SOMERedSN (G0t PnRaFNSriokea: BeLNACk,AS4 s, and

5.6 SCFETHEE%%EE) ﬂi%‘ét"?éfnﬁ?%ﬁahaéé@ﬁﬁia'ﬁg)ﬁ @d\iee 3a as the

pr es_ent | conmuni cation rel ay server
glae inetavo ik anghdiecss. t Needlass domsary, ca@nenete| rymbers for.

th SRR AT 9 e RSB stV B BRI ogmles.
by a He LRk randifisbhosderc@eiRas0eMa seeisatits a packet to
thgggﬂgnoér:agsgﬁig%dzﬂ?gsfrt}illaggic}nhededsivclece??a ,C otrlllneecttrg?\stngistsl?gn source
address of the packet is 192.168.0.3, and the transmission
destination address is 5.6.7.8.
When the packet is transmitted to the global network via the
NAT router 204, the NAT router 204 rewrites the transmission source
address of the packet from 192.168.0.3 which is the local network
address of the transmission source device 2a to 1.2.3.4 which is the
global network address of the NAT router 204 (S10). When the
packet reaches the transmission destination device 3a, the
transmission destination device 3a regards that the packet has been

transmitted from the NAT router 204. Thus, the transmission

‘destination device 3a generates a response packet according to

need, and returns the response packet to the NAT router 204.
Here, the transmission source address of the response packet
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comuni cation relay server 102 is a conmunication

devi ce which relays conmmuni cati on between the
worarvagenent termnal 101 andt he devi ces connecP@dIR2005/007654

the local network 2. The trigger server 103 is. a

comuni cati on device which stores address information

of the devices connected t o the |Iocal network 2 and

notifies the devices connected to the |ocal network 2

= §l5 MBI P 44 PG S5 gestnation

deviReoBd, 3ifd efel trelngiaikdiont destioation eadd mssnef\MJekresponse

sstmn di to_th t t Al
pagiiebis apadrd WHIGH isdBe laloal addreasus Handusy fuiter 204.

w%%ﬂﬁngﬂ +8ﬂt<§.ﬁ"z§% %én@gggogqear@sao% ngg&k@;t the NAT

evi ce IS an exa
rout®r c20Uncreveitasn tihe ctmansmxssuonn @est/m:am@rystadnlress to

d h
193oFRBrD L ow Bict &5 Thesfdiat PeBmork agidpiss g trapsmission
SORREOHEFRETY R fgtl'l‘)n ér?di %fa?@?ﬁrt%t HieaEcS) 6th 56 ﬁ@cké@ to the

present invention .”"The device to be managed 201 is a

- tragemissioa S@uneeecb%‘dICI@yZEhe muagéh@cowmmsatm between

enSERGEHTl e ARGHES o S E B s oghBhation

deVFt@B'af ieestablighiegel y identi fy| ng the device. The
communi cation relay client 202 is a co nication

devilge andedh teerelysiteofhntradis sy tinatiga, address of

th%r{sg%ﬁﬁgegggc%%} 2@?%%%{3%%5%9lﬁrﬂﬂ%c:tggngml%'%?on 'source
devlme Oa ,ire NATE Irautecaddrinchides detadetresheonveaision table
in r\él aghngﬁfehgogg Vg%bqg/bﬁa:ko,%é&g%ﬁ%, ggleq 0 erat h?h?%egrgetwork
ad@f‘g&?ﬁs%}d%%ﬁa wWith! eQ hdgges.bed | atef usi ng

resses for unlque y di stinguishing each
devilre atlkeanssvords) twheespﬁteuwacé@hnma@amttﬁed from the

devi ces connected t,0 the t he
travaiBgen Saite Hevies 2 iR (R atdnspi8didi *destination
deGRBIY GRIJSAY BﬁéV\NNT mt@mzm toee I@@M@tw@ﬁkladdress of
Paddress i s used as such real m as descrl bed above,

and
the thanserission seatgeedevice 2gsapddina glebahnetwork address of

thésw{ggggﬁ ﬁ#@ﬁaﬂ@@a{%\ﬁ%@% HO R sIEREEKwhth each

other and stored in the address conversion table. When the
responsé to the transmitted packet is returned, the corresponding
association are searched in reference to the address con‘version
table, and the local network address of the device to which the
response to thé transmitted packet should be transmitted, that is
the local network address of the transmission source device 2a is
derived. ' |

The NAT router 204 rewrites the transmission destination
address of the response packet from the global network address‘of

‘the NAT router 204 to the derived local -network address of the

transmission source device 2a.
As a protocol for a transport layer, in the case where
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network 3 via a gateway which is not shown in the

drawi ng, the gate way determ ning a comruni cati on path
wheirdeenss he managenent center network 1 and tPeT/g206m107654

network 3. | P addresses for uniquely distinguishing

each device is assigned to respective conmuni cation

devi ces connected to the local network 2 included in

t he conmuni cati on network system 10. Here, as |ong as

Bl SIBFC R SEBMYSER, CCPy e Beckenasph s ebbiavions

betWeehadrd tr@tswissin sowm&srarcditthe"tmmsmessmmhdesamatlons

, to the |ocal network 2 ma
stagar Buthas 280 Dees SonvRr a0 a ecers kaniaihsl e Connection

is %9@%9”%@?&'& e U 'wﬁ’e?édpgg$ b@tsg;ra%ypm&“@&dly(UDP) is

uarantees uni queness IS cal net wor k
usadﬂrté&s addrese assecialions storeld Pnatideeas dresisgreaversion

oty SRS RTRYY FRHRSSR SRR Sy 1P flebBterminec

pel%'d @h?s@s@@hen@d@ﬁé@s’i%ﬁ@atm dssdteuirshite address

fromt | ocal network address. As descri bed above,

comversjonbhableawer delefadfse the NAJi ppuber 2Qd4  of

 rondiemseSARRE RER, I PO oelfiniBhiatBRe Hn the

trafsMAERTBAt destinatitai wdekidei Saa tarthef ttdnlesmlsbfdn source
network 3. Thus, the devices connected to t

demfag'éaentheemd&r% vesHvarspea tife Rfé’\fPE@'ke‘ioPﬁ‘é@ldeoon the
adgge% og'l\fé%lloﬁec?‘ﬁﬁé‘ﬁp%lu eaq% 'L?BJIJE’SPQGJJG Therefore,

ces connecC OoCca oca]
in tiet wade Wherectne astsedtiationhbebeleal thetlaoak netwark address

of the traBan isela a0 it devics e Ant & afhBRAT fEltudik address
of ;’tﬁ%r BEpPSmi SR Qiezét\@/ﬁaﬁl%rﬁ‘%\h@é 38 Hepot @ﬁﬁhﬂb%ethe NAT

€ conmuni cati on i ces connected to the | ocal
ronmmmoz(lmz e mmmmmaaélom tqganmet deei pesformad. @n other,

s Y LRI ETT oA BB ERR AATQRRAE over the

NprrOréBEelglzwl |tn@te\9sv (i) 9tmt@ecdmmgamloneﬂ¢oen the side of
net wor k FI'G 4is a sequence di agram show n

thedecat n@twqré? Rokarhepyidener fae ¢ %lrngéworkhé dVer the NAT

_roﬁﬁ{r[ ?HD@SBHQ?%@HT@#CQM @%t%‘ﬁrnrgﬁﬁﬁhu@ﬁéaffdr{ fASm the side

of the global network 3-to the side of the local network 2 over the
NAT router 204.

However, in the communication network system 10 which is
the embodiment of the present invention, it is possible to start a
communication from the side of the global network 3 to the side of
the local network 2 over the NAT router 204, by the operations
performed by the trigger server 103 and the like which will be
described later using FIG. 11.

FIG. 5 is'a diagram showing a network-configuration in which

"a management terminal 101 and a device to.be managed 201 are

connected to each other.
The management terminal 101 communicates an- SNMP
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descri be the operations perfornmed by the NAT router
204, the followi ng environnent is assuned: a
WO e@Aa486i on source device 2a i s connected t oPCTI@P2005/007654
| ocal network side of the NAT router 204, and a
transm ssion destination device 3a is connected to the
gl obal network side. | n the NAT router 204, the
gl obal network address is assigned to the gl oba

T TN g A ——
to BaRBAgdd 203 4 THeag9eguRsvast thie comhalinivationlperformed

address,” and 192.168.0.1 is assjgned to the |O%F|_
betwseaor Khaddnanagement etenpiral 150116019, §hes device -to be

. . A _ : 5 th
mafRA Ly B FEBERI B R, 50 P maa ™o the
t r?ﬂwT(@,Sidrgt)rdestﬂlc\anledgiscnibt&evheeo@ar\aiew lof leobaimmunication
net wor k addr ess. edl ess to. , nb f .
betWesd 4 STRRAGRIGRE FerTiRd ; b0dhe ot BendiYistedo be
maﬁ%;qgén??mw‘@ﬁet FSIIBMH%‘“C%%@WS_SQ%FSG%@GW E8eZmanagement

_ s 4 packef fo the transmni ssion destination
terdeiriale 131 @he tthmsdeyicenteoecemanaged 20k hare directly

coBBELRap AT Vo § MG GLIERREMR IR TG 5 which

diffd@Fdpdthe éhefiguebelomampiG. \2a The Nedpeetihvar devices
204, the NAT router 204 rewites the transm ssion

canalirestlydoresgnize gashpatker by JMelb AdGELEISeS which is

th t £ . i ogi . .
dovi HEE InafidEiie R BeFFTne) SO fo' ARl ANdBYEE Suhich is
opcrégaiteﬁﬁsbfy}; éit‘ie dpdratout %ir&aO:b_eéﬁb@)ns \é\hmnagemenketsuch as

aches the transmis . t ,
QGBI SNGh SELONth a1 1F GEMIEE & Do P37 BGEAAR Otine And the
m#ﬁé@ﬁ{{@? REeRIdd 1A Uinkdubee™ Bhe IV SHBRagd¥-4 and a

transm ssion destrnation device 3a generates
managspside garkaundcabion ogit d hkkd, and returns the

L r anthe APVt e Manraed JOT s 7 dayifeda hiimanaged by
th?-n@aﬁa%é’fﬁbﬁ"ﬁ tetmiitaigl obal medr ere @évideeto be managed 201

a
_ ransmssion destination device 3a, and the . . .
inaludesnass SOMBe agierd: Soardldmeagent ider sapymdnication unit

cket js 1. .4 ich | e d S ;
20035t 0% RIS, ihabeg  hat® fbigfes otner
proESHSitEE upREk@thichherdNABtrghibwn ROFIGe W, besthése processing
transmission destination address to -
units are omitted in FIG. 5 in order to simplify the description. The
functional configuration of the device to be managed 201 will be .
described later using FIG. 8.

The communication protocol used between the management
terminal 101 and the device to be managed 201 is SNMP. SNMP is
a protocol used for managing the network device, and information is
communicated using the form of an SNMP packet as shown in FIG. 6.

FIG. 6 is a diagram showing an- example of a data

" configuration of an SNMP packet. As shown in FIG. 6, the SNMP

packet includes an SNMP message and a UDP header. The SNMP
message is made up of: an SNMP version which stores an SNMP
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192.168.0.3 which is the | ocal network address of the

transm ssion source device 2a (SIl), and transmts the
WO e®pomaed packet to the - transm ssion source PEVIR2005/007654

2a. Thus, the conmunication between the transnission

source device 2a and the transm ssion destination

device 3a is established. | n order to rewite the

transm ssion destination address of the response

profgepbycsaiotha ram Uy Whi SRS T AfrigHiGEpames for a
deViBBMRY BeOMdridgedito whthBntitaiteos ahaneiger;kandde St P PDU
. and the gl obal " network addresses are associated with

whighcstoresactual mawestveedailswaed reppasreietails.

Lo THE Srifhe righger at [RBESP if 0 HhEhfdifh erminal
10 Nger@tdters aMSNMP Mmessage(herkimatbersefeirreteto as "SNMP
transm ssi on _source device 2a and ?5@%@%' et wor k

reqatﬂﬁté_sas(awemevwhis sHGSdss segres 2 A5 geguiring
the?£13thalfd tﬂ%{%@@ OEd“%eaﬁs’aﬁégb%ld J®1t he pgaflr ez SNMP

conversion en the responSe to the transmtted

. mapageat 4 sransmitsdthe BNMP rregssagergnatieciatmoaf @r SNMP

 packdt SR SN 85 L AL SR GRE E0E BBl feation

unitNEORASPARE nbBWbPR &+ aftfdritHeed grark eide hevwrtmibmication unit
transm'tfed, that is the local network address of the
201tansm ssion source device 2a is derived. The NAT

Laandle SANE bR R M ARBIE ik oS4E T BhE Bevige to be
matted 201, birl PeFfopwisepréddssing bactieas\echlivirg the value
networ k address of the transm BSI on, sour devi.c

3 2a. .
of sBeaspatr ocariabde andr aasPHG they¥elueno eca?@%e Variable,
. Si.SSi t; I CR) t+8eU i
ocdlERE, TR LB B PP ERouietened suwe
paelket.t h§ldreoser, Sheo8NMBtagant Snsetutrrssdd thetNMP manager

dd ' : .
o L ROy B e POl 0 e Bonse
as g\ygr'ﬂé Whictedncliigeddps§56n3esaeiatlisoss chit @sedhien priveessing

I
ress conversion table are kept for ‘a predeterm ned
reqdis da. the tferm lof the &N Mhipaekeleri od el apses, the

addr eSS LARPIGLRISOTNS (HEERVEF/ dilnPAEBARF, the SNMP agent 5

" included in the device to be managed 201 is the server, and the

SNMP Manager 4 included in the management terminal 101 is the
client.

As described above, the management terminal 101 and the
device to be managed 201 communicate the SNMP packet, thus the
device to be fnanaged 201 can be managed from the management
terminal 101.: For example, a preset temperature of an air
conditioner can be changed from a terminal apparatus including the
SNMP manager 4 via a network, the air conditioner being included in

" the SNMP agent 5.

In the communication network system 10 as shown in FIG. 2,
the management terminal 101 and the device to be managed 201 so
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conversion table are deleted fromthe NAT router 204.
As descri bed above, in the conmunication fromthe

WO e@s80486i on destinati on device 3a to the traPSHIERSIVN07654
source device 2a, the address conversion is performed
based on the address conversion table included in the
NAT router 204. Therefore, in the case where the
associ ati on between the | ocal network address of the

[ 1SS gg ng e QQW
noégﬁﬁé{?ﬁéﬁﬂﬁiaﬁ éjl%tsérjne\ggﬁge es néalijl o}%b ev.i%ﬂgq%\a P? packet
com@érsiver ethd nthéehNéT perfoemed4byt thecaommeaidation relay

cannot_be perf I n other wo

serieir dQ2r ABE EN cepmmﬂam'ap.norreﬂevf shieds AR, hhe SNMP
paé\@t i?iﬁebez% 'tH'leﬁ(fﬁgéac?’ E%ﬁéﬁiﬁeﬁtl?oﬁﬂd" §éEUPéIy The

e side o net to the sid
opel'aatlghskmerﬁme‘med kb\B eaar devécelNTcludedrinihe cpmmumcatlon

nebio e i1 7 B o PAERBNEE!BRc P B o wi

be %lé’s}’cﬁ*lbéaela“ﬂé'l: u@iwgerﬂé@ oHayvav:r, in the

conmuni cati1 on network system 10 which is th
embddexentheffunetipnat sienfigyeatipenof iqagh; Clcﬁ)\é@ﬁblrédﬂéjed in

en LR SRERORTRGAE SORERS 13 1) Sfc s Shbalusing Frcs,

7 d¥fd gouter 204, by t he operations perforned by t he
trigger server 103 and th%'litée whi ch w
desdriGed Iigt & TUBCH@MAIGbIagk diagram ssfhowra%ranfunctlona'

coﬁﬂgﬁr%@lﬁt é’ﬁgh Gggvclfegeltrcfﬁr‘u gl:eéd1 tanted ﬁdf?%l;?gﬁi@ﬁ‘f center

managed 20
nebtwonkct ed Ashawm on HEG. Thekhmarr@eagemeat weneninad1101, the

coERecBsi et WaRiekeLolh e el e 103 are

coﬂHeEbédoeeﬁtheﬁHam n$J%hé?:f?fr@cérﬁ!t@z@t|+\ets>x‘:\/vtesiar<fpr med bet ween
managenent ternfnal 101 and the device to

be
nmanagedexcribedl using §&6erT bihe Jﬁﬁﬁ'@gﬁfﬁe@ teggpénal 401 is a.

order, to d :
tergn{iseb HEVIEE ki R oY Sbes BCOEIS &Y b8 managed
20he amrpdpdivdés the BNMewWmaneape i4 andutthe mahager side

rranagerrent term nal 101 and the device to be managed

copunudrieaiarestniy Idhkected to each other via a network
6. aPhEN WUkl GtidnMieily' Server 102 is a device which

prb\/ides a server function to the SNMP m‘anagler\4 included in the
managei'nent terminal 101, and ‘relays a packet to the
communication relay client 202 connected to the local network 2.
The communication relay server 102 includes: a server side
communication unit 1021 which performs communication; a
protocol conversion server 1022 which provides a server function to
the SNMP manager 4 and acquires and processes the SNMP packet;
an outside home communication server 1023 which communicates
packets ~with the protocol conversion - server 1022, and

"communicates with the communication relay client 202 connected to

the local network 2; and a trigger request transmission unit 1024
which transmits a trigger request packet that requests trigger
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different fromthe configuration of FIG 2. The

respective devices can directly recogni ze each ot her
whyooshei4s4 addr esses. The nmanagenent term nal 1BCTLIR2905007654

term nal device which is operated by an operator and

perfornms managenent such as nonitoring and setting of

the device to be nanaged 201. And the nanagenent

term nal 101 includes: an SNVP manager 4 and a manager

trafshiisedoBod HE e s managed by the

nmangufsrentprictorolal déiverdion, tBerdevi cel0@2e realizes a

o d 201 | ud
comenitiaGoRorfunEIoB Al +BY o tehel sbi CorATGRIcation unit

mcﬁ{fé‘g% ﬁpé fir%‘li‘:gdﬂ‘gu?ngh'i‘%%%qfe%?cg gpeirhtSs WDt d@hg to the

Shown ese pr |ng uni t-s .are
prem"emt edventmrﬁ And, aheeoutsideimpird ycamenunication server

1085 a2 kv s SHE “TAGBELT bRl e, gpcone

con’ﬁ'n@un%cafr bR CGHWJ”I'rRﬂEU@@l ﬁhOttﬂﬁ?él fiyged c'@ﬁhm@ﬁlddtﬁfon relay

managenent term nal 101 and the device to be managed
appatatus SN rddNgPtosthe pprgseat inyemtien. neﬁqls”v@,n’@hf@ Herotocol -

ot Tioi e of v e 1647 ait AT Sl b ST EPRiAL e o server

1028 aedipgs am Wd@la@mh@noffuaiGﬂMm held by the first
configuration of an SNVP packet. shown in FIG

comwergnmpumt:melud@d uaetsl*n%ﬁlrgmmrﬁé%ag%a'aﬁ@ ae'@dpa pparatus

d f SNIVP
ac€<§?€§%&t%ﬁ%% St or es Mpr o?oggl over 2P0n a
COETHmetle\gigeilh %WtW|a ydesies v\migb ¢tores address
. 0 be mana o0, aut he
epobraifsandE b RS B2 e TR il sne toca
neﬂﬁb‘”f‘k'? aIEfP%NWDeEH@é%e %g'rﬁﬁ%@ﬁﬁ:%ﬂlﬁntﬁéiawﬁeﬁéﬁﬁ%z the

enerates an message (hereinafter
tlmlef@ratethoclasthSNnennﬁqlmﬂatlm m@ia» ciierh 202 agsyiires a

ool S50 S BE0LS PO BB LRt tion retay

sefva&nqm2s the SNVWP nessage in the formof an SNWP
packet to the SNVP agent 5 via the nmanager
commlihed#ig @ar gﬁ.rye[oiq:i inehidest adridger S;haﬁ gHgpmunication

unf@eT03Y 96 FREMUBLEAS RS %hrﬁg}ﬁcatlon, a trigger request

reception unit. 1034 which receives a trigger request packet
transmitted from the trigger request transmission unit 1024
included in the communication relay server 102; a polling reception .
unit 1035 which receives a polling packet transmitted from the
communication relay client 202; a global address table 1037 which
associates a device ID with a global network address and store the
association, the-device ID belonging to the device to be managed

' 201, and the global network address belonging to the NAT router

204, the device ID and the global network address being acquired

‘ from the polling packet; and a trigger transmission unit 1036 which

transmits a trigger packet to the communication relay client 202.
The trigger server 103 refers to the global address table 1037,
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The SNWVP agent 5 nonitors the state of the device to

be managed 201, and perfornms processing such as
w@ewailed48y t he val ue of the state variabl e andPGEIR200T007654

the value of the state variable, according to the SNWP

message i ncluded in the received SNWP packet.

Mor eover, the SNWP agent 5 returns, to the SNWP

manager 4, the SNMP nessage (hereinafter referred to

andiiggitlied 8 8RDT0BhniThariEesa i e TART FEREF 04 based
on the GdVR@dckel the daviethes beonisnaged RO1.
server/client npdel, the gNNP agent 5 included in the ..
devifd6.t 8 e mafugetionsl PlockedRgran shyving anpictional
corfjgoRsigh bFAEUeNCIEQRARERTS 4R I8 nitubrica. As
shownnimaLGL®, tnd NAT raviere20d, Hbardeagee toohe managed 201

onmuni cate the SNVP packet, h t he devi o)
anetig 60 DOV RN A Bge Gl RS2 D Rea R IERtSd BB the local
net@bPknal 101 . For exanple, a preset tenperature of an

air conditioner can be changed froma term na

appaatdastnibeddusgn ghEIGNVP, iieadbAT arqiikera 2{4 visr B, device

the air. conditjoner _bej ' ech Lt 2t
whicht ey BeCobmifticatiuh hetiseh the Mokl EtNoRRGR apd the
globdkneswbhle IrBYagrIIhctiomoRahtd@ormerting tieiasaltmetwork
e managed 201 sonot directly comuni cate with each

b

addresses vk EBe, glgbahastnqid agdei@sseSen and the |ike
f t [ ' :

Foe Tl P P P ERA D LI Rt 158 ifhaged by
the ama hagesnanbiteatheicdlredsparfemd | yherde vieeutebg memaged 201
incgaaég%:tg‘g sﬁ\i&ﬁ;ﬁég”é%ﬁb%éf‘éﬂ;h%‘ébﬁtz AT egggﬂpll'glnlgh%,egtion unit
Zoiﬁggt%éggﬂi@?&%’gw@ Ptf\%d;l' Ei%eadéﬁsfcrd\)f&@n??ﬁéﬁtkéfé'tﬁ’fﬁnsmission

e functional con uration of-

undad0 tgvinddchndradsmita aheetaymalieost disconeripok packet for.

ISP DS | bRl FOER BRSO 26 LR 2028 ffBvice 10
distPrBugsnat bar oboaarh wiridice tegnsatitsd & oddvice ID to the
managenent center network 1. As shown in FIG 7, the
cormenagyuaation detaviaclient 1202pdhe device ID being an identifier
previously assigned for uniquely identifying a device which includes

the SNMP agent 5. |

The communication relay client 202 is a device which provides
a client function to the SNMP agent 5 included in the device to be
managed 201, and relays, to the device to be managed 201, a
packet transmitted from the communication relay server 102.

The communication relay client 202 includes: a client side
communication unit 2021 which performs communication; a
protocol conversion client 2022 which (i) provides a client function

to the SNMP agent 5, (ii) converts the packet acquired from the

"communication relay server 102 into the SNMP packet and (iii)

transmits the SNMP packet to the SNMP agent 5; an outside home
communication client 2023 which communicates with the
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conmuni cation relay server 102 and the trigger .server

103 are connected to the managenent center network | .
w@\g00deensd bed using FIG 5, the managenent terPCTat20d0m7654

is a. term nal device which manages and sets the

devi ce to be managed 201, and includes. the SNWVP

manager 4 and the nmanager side communication unit 10

11. The comuni cation relay server 102 is a device

cort A AR SELYB A% b Plnd oM ERORCB R 2025
whiat e} tt‘aﬂst'ﬂﬂlftsc@rﬂ)mm@tpax!ketelteytmIterggéﬂgerver 103, the
connected to the local network 2. The c nnunl ation

polfigicapaskatenotifyingdnfidevigesky iy the diRarmanaged
Ty i e

cads&mtheand‘hrdJaStél\lmMDa@lmrmtlaeoadxdqem comalrsion table; a
rocesses e SNWP tside h .

tridamirecapHan SuPer 2068 WATCR EERAVESAERe Shidasr packet
tralshiicte8 ﬂ%%ﬁtﬁgg\é@@é%ﬁqwraﬂ%%l adress table 2027

comuni cat es conmuni cati on relay client 202
usenbrﬁoeas&bmattn@ thecdevies Wby kf Zheadevice ftpglg@rmanaged 201

and SRHES ol 4L TRIATLE BB WL WS Bevice to be

malnd I NS WasedPNoho tHee - Heveger 1Ber ver didéevering packet
prot ocol conversion server 1022 realizes a

receptioni bait 0 28n¥thich KBCBIVES theCOMMBUNEAEIN dlaynclient

sl ARELBSESH S, 408, B ERYIGETTRTRERLSRIdf By, 2029 wunicr

recditVesds dewvieecdDnuni cati on server 1023 realizes a
communi cati on functlon hel d by t
conmhiM® catRr@roeRil t  iGRIV&I&IONn t‘gée'f1 &%%%‘nuﬁle@éﬁeén the

co%‘?ﬁﬁh?ﬁf’i@rﬁtﬂfné]%ﬂrqﬁé‘lﬁlt “i!ﬁeprt?ﬁ?@t C'Orl"Mﬁ"i‘lQh%tlon unit

r ot oc conversi oh server 1022 and the
incbudeddin hbesewrrdmmmumnsatlo@r ral@ys aped iatdsaaccording to.

rotocol , conversion fu ctlo hel d h
th%oﬂ%?%ﬂt)n t'§i0|l?cl u 'adrn (ﬁeoHt?gqé ﬁﬂ#ﬁh %g{pg}]unlcatlon
clléﬁ{' aZOZBD?éahﬂésaéC@dSﬁ'irmlm@atm FueReNdn i hephthprthe fourth
he trigger server 103 is a device which stores

ComdauEdESF ROl inclordaddnddbiec se condheComiagdication relay

* anBRRAERS B 5 Ind Pt ehetoh. T B abRILER, the

protocol conversion client 2022 and the outside home
communication client 2023 realize a protocol conversion function.
held by- the second conversion unit included in the second
communication apparatus accordinlg to the present invention.

Next, the operations performed by each device included in the
corhmunication network system 10 configured as described above
according to the present embodiment will be described briefly using
FIG. 9 and concretely using FIGS. 10 to 15. |

FIG. 9 is a diagram’ showing an overview of information flow

"between the respective devices included in the‘ communication
network system 10 when the management terminal 101 manages

the device to be managed 201, that is, when the SNMP messages
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relanochert AGAAT Het Qi devige

timng at which the conmunication relay client 202

acquires a. packet including an SNMP request fromthe
weovsued4gat i on rel ay server 102. The trigger SPCwaEr20d0®7654

includes: a trigger side comunication unit 1031 which

perfornms conmuni cation; a trigger request reception

unit . 1034 which receives a trigger request packet

transmtted fromthe trigger request transm ssion unit

024 ingluded-{ h i i O I Y, :
Su%u 19%g e%lihw uﬁ‘let(hq{% %Iﬁdch%riegeﬁlggﬁz p(ﬁ&fﬁ%sé‘ are
corAagkAicdtieahshitivedrf ridre t amagemecht temmirdbyl0li emd the

202; a gl obal address table 1037 which associates a
devigg t@ bpmanrdeGdblal network address and store the

assqeiatl t Vi naj t '
o253 ik asg MR b R Ao ng s seifisatoeuieen the
locht! aedivegkt 02t EndNATheouhanaz®Emetrtie ceviere netwodkt he, the

InfGHARHON IR PN G9a Ty BlRaHELY bt NATHI i epa."OHere,
as Eﬁlégﬁﬁ‘btzeoﬁzau%[]ﬁﬁgﬁ@a%ettﬁe ogldisaC OHELNOER! igddFedsds are

ne“trigger server 103 refers t o the
intgrobaventezd exitht fheelomed natworeaddresses i §bgl NAT router

networ k address of _1h Qut.er of ' .
20k, BN, Ao Rieb 15 SPUR A, AR R8N S Bperations
pedolriiedi Bpathel RO diageanpeEowreg omititeck innthe description

configuration of each device connected to ,the | oc

|
using Vid&k 2. AAlsRevkhe nSNMP gessrIfAIS radded ﬂﬁﬁ the UDP

LC 0 O i | .
hedd¥l Ens0o0f ERIIgRte A FE T hHE SRMR hAGEY
S\ES rll]b'ElldeL@é‘m'g:ethGb@mamwgemzmmmceirifimélthescarﬂemimb:ation
ich re aﬁ conmuni catji on bm/e;a ﬁgqgeh%ggltengég%ﬁo%s will
i 3 el ki cal network addresses and the
be-g o%%'ﬁsﬁgt‘%lrr}pzﬂgfeggés. The device to be managed 201
i s 4 2eVheecom ine:maadips rejay edienih2@ehtrmnsaribs dhe polling

padkeh tehEhe Bigaen RErgEnt0d dis hrilihd HKES pdeifying the
devfle 1psofase HesdecasonBeFhandged 20icaner thg gladkdtnetwork

transm ssion unit 2018 which transmts a relay client
addresswfr tmg NMATKUtaT 28@scoveri ng t he comuni cati on

rel ay Gi8Mg t83nhfRD R HRNLABIHRA polling packet, the trigger

server 103 acknowledges the device ID of the device to be managed
201 and the global network address of the local nétwork 2 to which
the device to be managed 201 belongs. And, the trigger server 103 .
associates the device ID with the global network address, and stores
the associated information. Based on the stored information, the
trigger server 103 can transmit information, over the NAT router 204,
to the device connected to the local network 2. Using the trigger
server 103, the communication with the device to be managed 201
is performed, the communication being started from the

“management terminal 101. The concrete operations will be

described later using FIG. 11.
[3] The SNMP request is transmitted in the form of the SNMP
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~ belmhg:kea ibreadonr i §geraceriig

di stribution unit 2019 which transmts a device IDto

the communi cation relay client 202, the device ID
whetongoasd i denti fier previously assigned for uPCTIRN§5/007654

identifying a device which includes the SNVP agent 5.

The communi cation relay client 202 is a device which

provides a client function to the SNMP agent 5

included in the device to be managed 201, and rel ays,

vadfet SEalF YR RSB RREC ot RS PSR dcation

reléwﬁewe?alt(bzn Flelhie)cogg?wnlc%iﬁonn@av&rwercloamecwelets the
comrmuni cat 1 on.__uni

i GOULEELY SR G024, YSRGS G SR SEIUEE 10 the

corﬁ'nHEH'icatHBﬁt 'rggmg ?%I‘rin@ﬁ];]%@ ageat cOdmmidnicaedreriddalyheerver

et acqulr e coﬁnunlcatlon relay server
10202ha\nh«_1] receive pawesmwa (packet r fremi tEhe hen@anmgement

terBafrind Daei ofPENvcHie J0,a06H, S mhiis AJERsTjtsythe trigger

transm ssion unit 2025 i) transm t's a

bg SNMFo Il’ﬁﬁg'eééck@‘tom the

coRhULAeb B R G P2 T HE AT RS BN win be

,paéﬁ‘@@‘{mﬁecébhﬁ’ﬁhdﬁ'c%)tlérﬁ?rﬁéﬂaf@ﬁen% RO, Bige trli;ger packet

" de28&4bednthtiari USHPy IS .t b, NAT router 204 to store the

address conversion table; a trigger recept
202d 4dhi Ther eceMBYIRIKATIGN gd’&lg%ac@é?nlirpaé@% trteé:wests the
S S
Coéﬁgwnﬁeggbﬂo?gzés 0%596’1 |nglq?%e devi ce IDQQE ?ﬁ@%?gslegepacket
indfudirg th?elaSNMEOﬂeqaudsthethleOGaneumma(tlaadre&y aa'ident 202

haHE‘E(J:I %%pbgegqgulesgr\élggar:{ba%%ket q?‘%d"e'pﬁ? %ﬁﬁ? g 8 relay

seffiichi heces¥per té@”ﬁ“%@ﬁ%?ﬁedd Ket, er&nd transmits the

di scoveri ng pac and a device acq i sition unit
co0eptedhi plaoi@cte.toestrsedeommumcatr@nprr@d@mchent 202, the

confRHG@nPRERFtEPeRY (ab e, WELABRPRHEHNEL, the ShMP

mddsdde isRtQaedc pnMtine CONMP patREt apsat@t By paccPedt nhransfer
he present invention . And, the outside

Pré@hﬁmn(ld Pon cThertonungnieatiofeselay: GHam; 85& gxtracts the

NHESRRRAYE frhohS, [ELENES RULAR PACKE and transmits.
the SNMP message in the form of the SNMP packet to the devnce to
be managed 201. The concrete operatlons will be described later
using FIG. 13.

[5] The device to be managed 201 performs SNMP processing
according to the SNMP request included in the .received SNMP packet.
And, the device to be managed 201 transmits an.SNMP response
which is the response to the SNMP request in the form of the SNMP
packet to the communication relay client 202. The communication

relay client 202 generates a converted packet and transmits the

‘converted packet to the communication relay server 102, the

converted packet being generated by encapsulating the SNMP
response included in the SNMP packet using HTTP. The

t
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apparatus according to the present invention . | n

addi tion, the protocol conversion client 2022 and the
wo@uiositdgshonme conmuni cation client 2023 real i ZBCEHIP2005/007654

prot ocol conversion function held by the second

conversion unit included in the second conmuni cation

apparatus according to the present invention. Next,

the operations perfornmed by each device included in

cortfuFREBLERBTLSEEVEP KOP B R aselsaMEGAponse from
thevvrétehﬂadimwéﬂmcbrpafk@rt,ua hagtid rtsn'ﬂtsartdj\ecemtracm@ SNMP

FIGS, 10t o 1 di
resBRaTA o Na HROToRNFI SINEIE ErKE hald dpRotide dement

ter[ﬂﬁ\ﬁﬂiefognc'#ﬁédm&né %n@@ﬁmﬂéﬁﬁmamww ip¥st EfR SNMP

he nanagement term nal 101 manages the device
response nroagetih20 receiuedi SNMRerpackesNmdreessige shecSNMP

cortppiifFaioBa 1ol %C?Zhwa”%tha@Eé%%mﬁﬁeWﬁﬁ%a@éicr'&?d later

us,hgng@wl@ to be nanaged 201 . n the case where a
mmuni cation i s perforned betmeen the | ocal network
and Aceonddnggtodite éafeenatiandiawias: descrp@dnidie above

111 fo AT PoEMRAGEF Y o df Tt 88t Ene e

reqifsitesseth@r gevidee oo beemadaged 201k, Iammhlremﬁmerkhe SNMP -
addresses in the NAT ro ter 204. }—(g der to
ressIONAe FL0hENGaAEYIGR t8rbe TRaNIRs M bhs SBroHIGEWaRdS, the

el B Tt B AE8 SN Mgt e g e en

NATIJDR)mlE!adEO4 aﬁd gersnantedtﬁr@mrthmmanagmemneniﬁé:%mrml 101.
ac

ComiT ath G ANTYrEaiAD BeW on (L e el K85 g87 in the

ufngﬁi‘éflﬁhe oPetiRei wgme | Fe@ﬁegﬁséhldoeﬂ'\elSlSMMlﬁ Gesponse

he communication relay client 202 transmts
betWeepoﬂhe ngyapagesmend eertarn nggworkek ward the, locgs network 2,

end S PRRHTO0TY BRHORTEIr sETHoCByhsPIeks Ry} Frotocol
Se&bﬁnthT(mUItrES)ZOm Agter dghgbalo trietvaboike Bent teseby the
comB U SBcurionts GRATEaEethin it giRbal NEtNoTk 3.
~ FIGS. 10 to 15 are sequence diagrams showing details of the
infdrmation flow as shown in the above [1] to-[S] and diagrams"
showing‘ the configuration of communicated data. The operations
performed by each device included in the communication netwbrk.
system 10 will be described in order as follows, using FIGS. 10 to 15.
FIG. 10 is a sequence diagram showing the operations
performed by the device to be managed 201 and the communication
relay client 202 when the communicatidn relay client 202 acquires
the device ID of the device to be managed 201. FIG. 10
corresponds with the information flow as described in [1] of FIG. 9.

"The operations performed by the communication relay client 202 will

be described using FIG. 10, the communication relay client 202
associating the local network address of the device to be managed
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201 and the gl obal network address of the | ocal

network 2 to which the device to be nanaged 201
whedosngess And, the trigger server 103 associ at BGT/iIe05/007654

device IDwth the global network address, and.stores

the associated information . Based on the stored

information, the trigger server 103 can transmt

information, over the NAT router 204, to the device

20 ESPYEF BB 105l BEOHRI e, b8R8t fton inco

thepoegled daPesikstatsef 20254, the conmuni cati on be| ng

startedfromthe_ managenent t jnal, 101
condhfEes Wi davisRstowia Managed Pokk and éheugpnaﬁwr@cat'on

re|%§4 @mpad@' r&e etted ' 89SNiHd eR)daﬂ tr‘i‘étW@"rlI‘OZ

romthne nanagenent term nal
discovaring gracket erayssessien Lodt 2[01b800|¢huudedam blne dev1ce to

beg%g\%{asgeééer 2 @%ﬂﬁ%ﬁts Ly g,tH: elﬁ'wslﬁrﬁ\é%or‘nlo e|8y client
dlsEBWé‘m‘\gaebeﬂeE qdoﬁ‘fydi?édcﬁﬂérlﬁ@Zthéh@oﬁﬂmﬂit%mmn’elay client

relay s havi n? received the SNMP packet from
202H® mu&gplemddr@sﬁesa S101).Then, the trigger server

105 RTAAENso! ORBE ERRab 2o 2B AR n the

cormtnasdeation el SN\ ¢eE 32 rfdcmvtelsetherrwmmatmoat:on relay
relay server 102. The concrete Bﬁeratl ons Wil

client diserveriagpagkrhyv et thexco éamﬁwﬁﬁl%\éﬁi'@ﬁ\t 202 is
>
cof ALt gt HER Bk 85 AUtk 5,66 Minaged 201

(S%OQ)SNNP requezt ht he conmuni cation relay client 202

av received t tri ket . Th .
ecZlP6AVEEING, BBFHEE TB2CHERR alEut a20af claRFmMIts a

tn@@%\‘% tﬁ@ddé{/f&f‘fbt échh?slfiFH]’{QJﬁl%dZ@Qledhé Qrf&j@%r notifying

nmuni cat1 on ay cli'ent he converte pac ket
thaieutn@ gmrmnmmectamoent@l@/uldtemg dnﬁéommgra@@@lg@t has been.

e N Bl i d 4 BB BBaGion uni

209 f%é‘nﬁt@tﬁ@%ﬁ%@sﬁg%é%@mltlbﬁ Fegeesedoddtey deddde to be
packet, and transmts the SNVP nessage in the form of

mamegSiMS 83t to the device to be managed 201. The

CONCARLST PREERNG thd'ddviBe HSSREG BRIt PEqURSEYS16H), the

devnce ID distribution unit 2019 included in the device to be
manage(:l 201 transmits its own device ID to the communication
relay client 202 (S105). |

After receiving the device ID of the device to be managed 201
by thé device ID acquisition unit 2029 (5106), the communication
relay client 202 stores the association between the device ID of the
device to be managed 201 and the local network address into the

‘local address table 2027 (S107).

According to the steps as described above, the

‘communication relay client 202 can derive the local network address

of the device to be managed 201 based on the device ID by referring
to the local address table 2027. 1In other words, in the case where
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[5] The device to be managed 201 perfornms SNWP
processing according to the SNWMP request included in

wao b@s/10488€i ved SNMP packet. And, the devi ce toP@EJIP2005/007654
managed 201 transmits an SNVP response which is the
response t o the SNMP request in the formof the SNWP
packet to the communication relay client 202. The .
communi cation relay client 202 generates a converted’

eneREHE N IRBIBRSPA agerage pgetouetcha Hep reques

desbRidW taeneealdes,ibg BchepsuhatdewddwekoSNMDmaaa@mb 201 the
included in the SNWP aétu3| HTTP.
commateAR Aloy FULRy 4advern 162NSTILENE SNMB\RAest to

r f d converted packet, and
the &énsm ?0 l%%e egltear &?ezddENl\/P response in the form of
t heFREIVP macieetat seguememagdengram eshowdngidhe wﬁ@ratlons

performacibY the: camaumpcaLaibretan Aiait 102 B Rpifng.  FIG.
11 GAH %thT'Eﬁqu%m@ueﬁem@w e’ssMbln e [2] of FIG. 9.
EBFFAHG @ 5

ater using 15. According tg the
The ncbpenatnoms fobvihe aemmw&:atmrﬂ heetmbvelipnt 202 5]N'“ be

oo SRR RLCL L I A ARLCATER B S E202 poling

to Eﬂ@t ﬁgépo@elmgpmthe device t o be managed 201 .
n other words, the mapagenent of t£ gew ce, t
ranage ZIUDIiIWQarfté‘ﬁdentﬁﬁéPnt num £0250 Iekided pin  the

corﬁh‘%bfg&l{léﬂnﬁﬁw and l{ré?@n’?ﬁc@t 50éolﬁﬂbeﬁa'dketth€o the

polﬁﬂ@m@ptlbwﬂumt ILDQSSNi\d?udmiJHsthertanggersmper 103. (5201)

The 11 5EaPaREEROPIETBNS T SRCTFAM Ui f0n] Deperads B to the

o'ib%ﬂ wx@ﬁi ERxé Fﬁéf@ﬁ?fth@@éﬁﬁﬁlurﬁeawoﬁvs EHETIRS efformed.

net wor k her eb comruni cati on
Theectana uyit of i podbing packﬁg igchpdes ek moredgyice IDs

or 155 ertel BEVEISEREHCEO T AREL08 iRt hocs] ndhfrork 2.

g' ag(|apB thieowrdrsifiesieomboavteataddreds @fmhmmﬂtlag packet is

ata . The operations perforned b
rewrittenida the ghebabRetmark AJArAEEWIT IS Mﬁkﬁ%@emw by the

| NATSroCtEqse(g Qb%d g{bar?rtﬂ%r Qﬁlﬁ@'ﬂé’&et %'s%%s':ilﬁf NA® dduter 204.

sedqu i'agram hovm
Operﬂteen&ecelvmg the pollmg packet (5202), the polling

receptlon unit 1035 associates the transmission source address of
the received packet, that is the address of the NAT router 204, with .
the device ID of each device to be managed 201 included in the data
unit, and stores the associated information (5203). In other words,
in the case where two device IDs of the devices to be managed 201
are included in the data unit of the polling packet, the number of
entries written into the global address table 1037 is also two.

Here, the polling transmission unit 2025 included in the

" communication relay client 202 transmits the polling packet in the

form of the UDP packet. By transmitting the polling packet in the
form of the UDP packet, the communication load can be reduced.
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performed by the device to be managed 201 and the
communi cation relay client 202 when the communi cation

WO 2008104384 ent 202 acquires the device | D of tPET/aR00067654
to be managed 201 . FIG 10 corresponds with the
information flow as described in [ 1] of FIG 9. The
operations perforned by the comunication relay client
202 wil|l be described u3|ng FIG 10, the conmunicati on

rel TR ;

s it eF oA e R HhE Bbl M 5k BE e it edhegfssion
un|$g%®259ré£m‘glmgg%mismlmm%m£km earbegh@dmthe expiration
. address e ter_t t 201

timghaViRE CDmARSom AR  ITaynapfion I5odelrtedo thes dsgociated

t t d k

nfofpohSIrE! RSfycn | ec GRBIedtmane Bidrags of the
comenagécaidon tekmsmlientt B2 amditheagilobal eiefyverk @sdress of

di sgoverin ack or d| overjin
the dFGUBT SRTV865 105 refdisH elfhabes e00rBERGER SN table
|ncﬂu§é8VﬁTtH§ RATKESut&EQW4 0n unit 2028 included in the
communi cation relay client 202 receives the

comimigathenasepaiationebetwiessvibig h@%bﬂ@éﬁN%’@@QdT@SS of

nEHRLIHEA TRl EL R 07 A SRR, b sarss

of Erlﬁ‘@ WI?@@IS @’F'ﬁggéglf}??égs.ag@ﬁfm :stotradln itn E@?&zdég gess:mbmmrsnon
SITI

tahlf; Guadast iRyihe NAET Qe b Ao dieT Biatfis| lukhe case

wh‘éﬁécﬁﬁﬂ@%éﬁﬁﬁﬁge'ﬂ%éﬁﬁadr&?%h}ée@omrﬁh‘rﬁ&aﬁ%‘?ﬂél‘a‘%chent

evi ce acqut si tron unit
ZOIZr@mlnnetSedit&) thei local hebmorki 2 iisrtrasgmeitedoat B arbitrary

d t 103 Aft h
timi@d o Ene INATqLDBEET 0?07 ccpot SrsTon ENEry sl dipghst to the
coﬁirﬁhrmgaglgw r*é'i‘ég @I@éﬁt'Z‘GQUBQ%e‘d‘ drheth‘ée\écﬁﬁ'etﬁ; k®nversion
manage transmts its own device IDto the
tal:dermunl cation relay client 202 (S105) . After

‘receLyving_the eV|

Do Do fobhELRTS FiiL Beliadatringt, i é@&@ﬁeﬁ@?%%ratlons
beFrR%' WIEHES At b adhcde\mte vhxrsthedsi r pachataransmitted

bet ween t he de\??%e I D of the device t g managed 201
froandtheectniggar serwer kl@ddiedsansfark o the communication

relay client 202 by the NAT router 204.

The trigger transmission unit 1036 included in the trigger
server 103 fransmits, to the trigger reception unit 2026 included in
the communication relay client 202, the trigger packet in the form of
the UDP packet as a response to the polling packet (S204). By
transmitting the trigger packet in the form of the UDP packet, the
communication load can be reduced.

The NAT router 204 receives the trigger packet (5205), and
derives the local network address of the communication relay client
202 which is the transmission destination by referring to the address

" conversion table (S206). And, the NAT router 204 transfers the

trigger packet to the derived local network address of the
communication relay client 202 (S207).
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| ocal address table 2027 (S107) . According to the
steps as descri bed above, the conmunication relay

W@ Rieno44202 can derive the local network addr eBGT/of2001®7654
device to be managed 201 based on the device I.D by
referring to the | ocal address table 2027. | n other
words, in the case wherethe comunication relay client
202 receives the SNMP request destined to the device

10 s STlB 58 18a Sp e AR EShed L SEAYp: ¥ hrgger

recgpﬂcm? uﬂ;]ibezmﬂﬁii@ﬁdtﬂél co?h@:uﬁﬂcaftsoa gelk:)mpnchent 202 can
I agram snow n t

reC@b\ﬁMﬁlQ:éfiQQﬁ'?&aéﬁ%do o *@@ {HOg8r 55T evfpﬂ@% yyhich is on
theSSIde HRARe %baltrr@twamrz;g Byl ow as shown in[2]

e operatlons conmuni cati on rela¥
cli érstdé@érl\hdd abe\dzstire bluggm‘u p@cheGls trignsmdtted from the

sidgept e asiobafe g, T rtan el i i the, 5l ' Méfikork 2.
HoW%Q)é#d%%é 'ﬁr%ﬁ%r‘?mt‘?% itpAnEMidvedlaenthe?@@sponse to the

transhit packet to the polling reception
polumg p]a@‘:ketl ncThesafore,t aécordg;gartoSm@eetep@aS( $}ip1$5206 and

204 Aok B 3 SNETNAE O U ot 6 rrppsrer ene

tri Rickait W the Gt&merﬂeafl@lmﬁdlayThhemmonnl tAmordlng to
pol | i ng packet includes one or nore

the a@omnt@@tlpn@daétﬁaﬁag}b@ @oggearﬁee"e&eédfﬁg £RB ﬁr@%m't the
trnﬁ%%ﬁﬁ&t 0o} ?HEecgclS‘ﬁ\HLﬁ'ﬂé PRIl ?\ta%dFe ?a‘hfarbltrary

I g pac 'S rewl ten o t he net wor k
timdAdr.ess of the NAT router 204 by the NAT router 204

wh th I k
At HerSc e B ToRETs Radlist TR iay ppekes) WG iptifies the
oﬁw‘?ﬁ@ﬂ%é’ﬂg%ﬂhelalﬁéﬁe@&@eaaﬁrﬁt the SNMP Fogricdt ERIStesn the

ess o recei ved packet, that is the address of
cormimauATation ezlazogervet AQhe AdterEeceiingethe thiggeepacket,

the EaraeanE-arafrsielh it a8 bin BoRuE thd EMP request

fro\‘\ﬁ’tﬁ%} commiimieasrhelsy bepvdevioz, abd mm.wme eeguired
be managed 201 are included in t he Sliéa unj t

SN;b’blPII‘G@qu%TcIE@tthQ rcéevamﬂoée e BanagedwtPis enln rqtj?etfhwords
achPla, 6 TRESHAGPER AT LRsR T Rb oy HHryiater server 103,
the communication between the device connected to the global
network 3 and the device connected to the local network 2 can be
started at an arbitrary timing from the device connected to the
g’Iobal network 3. ,

FIG. 12 is a sequence diagram showing the operations of
SNMP packet conversion performed by the communication relay
server 102 and trigger packet transmission performed by the trigger
server 103. And FIG. 12 corresponds with the information flow [3]
as shown in FIG. 9. The operations performed by each device'will

" be described using FIG. 12. The operations are performed from the

time when the SNMP request is genérated by the management
terminal 101 until the time when the communication relay client 202
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conmuni cation relay client 202 transmts the polling
packet in the formof the UDP packet. By transmtting

w0 b@sped4Bi ng packet in the formof the UDP pacR&L/JP206i007654
conmuni cation | oad can be reduced. Al so, after .
transmtting the polling packet, the polling
transm ssion unit 2025 retransmts the polling packet
earlier than the expiration tinme when the associated

. inf.er [ ' e . ated i nformati
S %@'ﬁ&@ékﬁgngt@gbl %éé(g?e%gt%m)grgﬁggggi ess of 't he~I o
ngﬂmrm' C@?é?ﬂtmel parfornest a2p2edetet e nglch bap e netinor lon the
address o e.tr er server. 10 dinth . .
magdEaRe oheaPinah 10d oAN Hie SNAH fiaRgesTot: included in
0 ‘ aesP5ifdii 0n ghet | ogal Kk '
thegdé?gggﬁ? téﬁg comm'r{l%clat Fgﬁ r\g: ay If:alltj%es,nt 690252\%“): hléeqUGSt
inditatialg rtewr&queast esketafls: Hort rmggagisg vehe 10@vise to be

mafaded 208 And drasGie AR, SRME,fedlebh thishctaifdor an
SNWE&% td tHEss raRdAtcatevérsiot serv8e 10Minchadiednin the

relay client 202 connected to the local network 2 is
comnausication eelaynservet il (SIVhy: the NAT router 204

can sf t ' a : 1he [ i
el AR Cftle b HEElo T HESKRIRR® GEUE, SHMP" packet
trap%hhigteahtbyomhegS!WP M?hagfegdgscts iﬁiﬁeidcamﬂfmummation relay
e operations being perfor each, ' A n th
Sel‘t\/rﬂl‘gdé?zpaclﬂ@WQY%\'hsﬁﬁ?t SH‘QWESW ﬁ@'ﬁﬁlﬁé@gggﬂﬁoﬁogf the

SNh@P{ rﬁ;@%ﬁdé SR 8d%§2jr?%ﬁ§{‘$ﬂﬂlb OPaERERYisCkheNHedfée to be

_ TOUF er I gger t.ransm ssi on unit
matfedn20ddedThos; lee metlggdr usedvby the commninisatian relay

SeriSHmIoT Shacidp et hBreNIbs aqfiit B Rl Pedagibeg-

the b {9 pdRrPasie’s N8 Pagesitoss & Heo SN
pol |%5’“‘E§5k§? Fggx ﬁBytgtransrangtti ng't he tg;i gPemanager 4

r .
mustckesigm tchthe @omatunieation nelaxeservarel02, information for

<p SRS B P85 BB, BEaDSBUSE D AT 0t 4 S

agbpgab, nefpdy@gdaesizlaf foheherabov e atentiosletdy information
client 202 which is_the transm ssion desti na%i on

doesf BPEi @yistoin HhaRiNMR BEEA8 AL &6 8S(8 @éynba&hdeG- 6.
T8¢, ool B4 0 21 aHAGRERL b £808S EREKirdrmbtion for
specifying the device in the community field included in the SNMP
messagé.

Concretely, many of the SNMP managers assign community .
names in the form of character strings. The binary expression of

the device ID is converted into a character string by BASE64

~encoding. A character string is generated by attaching the BASE64

encoded device ID to the front of the original community name.
Here, in the binary expression of the device ID, the byte sequence

orders may be different between the transmission source and the
"transmission destination. Therefore, the byte sequence orders are

standardized to a predetermined byte sequence order, and then the
BASE64 encoding is performed. V
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conmuni cation relay client 202 (S207).As a result of

t he above nentioned operations, the trigger reception
wainios/1@Q86 of the communication relay client 20Qr/zR2005/007654

receive the trigger packet fromthe trigger server 103

which is on the side of the global network 2 (S208).

As described above, the trigger packet is transmtted

fromthe side of the global network 3 to the side of

L antnb o el WEPORe thel DRRACE; 10 15, SEORATTIORBCINE ¢ommunity

fielEhehe€ Rrexists ¢rttientratetfoensatps tB20SN I\'$l2(pﬁadmt s2Ohereby,
as shown in FIG 11, the NAT router A 204 can transf er.
a generali GMPABRBEASS CRE (BARAIZ APVIFSRIUgiNg dgvice IDs.

ThﬁgznoAgﬁgEPélnﬂlqgngelé‘P@ Elr‘&l‘tfbﬁ"&fé SNAP. Mé‘ﬁa er.

|gger server can tr nsmt t

e tri a%gr pac e
t he Tdpmpriotacobn crcm\a@rsmunensemeratla rbwctlmiqﬂ |n the
tim.n

comaRiNTeatibhe TaAvuRardir ot 0e1 SpCENYEnt 965 e Shyer side

corﬁgﬁ/ﬁnﬁéﬂeﬁt Uit S192110 tﬁé SNMPNiregiictt traBgnHereadrby the
er receiving the trigger packet, the
SNUtI?nmnmgéorAr(:ﬁaQ%I i eNlex!OZtlE%npﬁ@tf@@Q'e qofwengipn server

103 $455bA T AFATTPAL G L8 T AR nd B Ahessaoe

inclgaadgs 8t retehved fSﬂ‘ﬂMmpdskeapawchpe.fdmntsrm*dcresggag such
packet transmtted t he trlgger ser

as cflewmtm@ath@rflglﬂ \'/@éﬂtli* Hached e'fb*élﬂﬁg&&’ﬁgtfae@ﬁége (5303).
gl o
I ocglﬁ%%gﬁ\%?or dia%can % ar é‘f'ﬁe an ar gﬁtérlé\}&yb{q(??ne%smg are
peif:flfdém%g%si&yilows:onﬁﬂst;auhed3A5eE®4 elmjodﬁad wevice . ID and the
origine\GPTHRLIUEY A 316 SoRATECed Bk BASESE Encoded
de?ﬂfg‘}'ﬁ' lgaédﬁ’v”el"t%cﬁba%ﬁrl‘fﬂb tlffé"— b@rﬁ‘gr? ré)élﬂ‘é”ssﬁéﬁ@ﬁ thAc—;:1 original

ansmi ssi on perfornme i gger server 103.
de¥ide Imzbyctheesm}ﬁ@m/demdheg i nﬂmomcel 6@NVEIrskN server.

LR 4 U SR B SEB BV g processng.
Aft@dre it Oft'ﬁéd FOtdEdE é@ﬁ?e%@mhtber%lwplrmemwmtes the

gener at €d %@t e managenent termnal 101 until ﬁ .
commueinitignfiehd ebnbhai Eacebied ePAMB| Neaesoge; §0 the original

ﬁ‘ﬁﬂl.{d ﬁg rgé ggﬁgwge[ Bhe éF‘E W@r%fﬁé BRYEEL encoded

per oh on
device ID is stored from the SNMP message.

Hére, the community field length and the overall packet
length have been changed. Thus, the respective fields for storing .
the community field length and the overall length of the SNMP
message are rewritteh to the correct values.

The protocol conversion server 1022 transmits the acquired
device ID to the outside home communication server 1023 and the
trigger request transmission unit 1024. And, the protocol
conversion server 1022 transmits, to the outside home

"communication server 1023, using the communication between

internal processings and the like, the SNMP message in which the
device ID is deleted and the field length and the like are rewritten to
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managenent term nal 101. And, the SNMP manager 4

i ncluded in the managenent term nal 101 generates an
wENR10gguest i ndi cating the request details fPBPECT/JP2005/007654

managi ng the device to be managed 201, and transmts

the SNMP request in the formof an SNMP packet to the

prot ocol conversion server 1022 included in the

comuni cation relay server 102 (S301). Here, the

el FRPBENE TS e A S FRE ton sy, 1023
quégbatheeraeaivid? Siipievressabe fntrmathErqnmemrsglama included

destinati on of the SNW nessa e inclu n the SNWP
in the attside theme wodeM@niatia a@%’é"%"oi%%éh a net hod

e e SETEREL TR e fsuRin U5 024 included i

theoratghnhaniqetdohy rélwy SV ey ehd 25 Eramemsiavia nimngger request
must. assi|

okl dafbben S Sad S S i CoR Al n v
trigfggér Wi-GR 1§53 3 02 NP 2gRatdEviddOTBVEf tha dégldk to be

the above ed i nformati on does not exist in
maﬂmg@ﬂxlmmeaadgéhaeglsbahsackﬂf@ss iof the cemmpdcation relay

serf\/@rr &P@%’g %tt ﬁf'é:rl é\yﬁcgh %{%g %ﬁr g{‘?l elébgP request

pac ¢pst uded in the SNVP nessage. Concretely, many of the
. SNVP manager s assi %n community nanes .in th .
charPa‘(EEErl‘%?leﬂvm t ﬂw'él’lﬁgﬁ&rliﬁfb'ak%%ﬁ’@l%@to(?s@aé?d%?cg'gger
r t ‘
redfRifrfEeE RO Bl T4 SEEHES it QithaPa@ines rpble 1037
fortte aésllf@é Ienstolesd CHn\tlhteelqlgtE unittdfehfe brig gefr neguest packet,
ori ginal comun ane. e, jnth :
andxgestgonthe 9@@@\)?%@”952 ?ﬁllélr}ﬁw?{s:o? gﬁ nAE Ryter 204
as{BYaRE I tIP LAY dRshueaD ! haHd %P@qéstﬁahwsgmramlt 1036

ransm ssi on destination. Therefore, the
inctedeenire thiedérig gere seruadat 08 Zewmneomitsyrkaidher dﬁﬂiétﬁd global.

nePlbfs; 587RSS, dHECIeiiide PERGEdoBREY TG Y BBl network
adpPé§stéﬁtﬁ@r&t}m'rhunﬁcsh@nwﬁe@y §é|r9é$ 102t(83063ne

ormat of the SNMP packet. Thereby general SNWP
manabe abﬂvmm@tlaéhﬂd:é@gﬂﬁrn@a%\ﬂtc@ Frgnsmitked @yer the

NATPESLELr DYFEFOM the SHE BFAHPG16B51 W SBOAIES the side of

- the Iécal network 2. As described above, the NAT router 204 can

derive the local network address of the communication relay client
202 by referring to the address conversioh table. Thus, the NAT .
router 204 transfers the trigger packet to the communication relay
client 202. And, the trigger reception unit 2026 included in the
communication relay client 202 receives the trigger packet (S307).

As described above, the trigger packet includes the global
network address of the communication relay server 102. The
communication relay client 202 can specify the device where the

"SNMP request that should be acquired exists, based on the global

network address, the communication relay client 202 having
received the trigger packet according to the above mentioned steps.
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The protocol conversion server 1022 included in the
comrmuni cation relay server 102 receives, via the

W@ 2008204484 de communi cation unit 1021, the SNVPPCEHIROGY007654
transmtted by the SNVWP manager 4 (S302). Next, the
protocol conversion server 1022 separates and acquires
the device ID fromthe SNVP nessage included in the
recei ved SNWP packet, and perforns processi ng such as

reeCibe " f2d89 SdhlenfEHAdrath iy Bk Silifations, of the
corréiegégz:l g}%la%msm?gr EnrdrtttﬁeaSNMIH mue&%h gransmgssion
Vi
perfarmed o bé’epﬁhﬁt GO IGaOBASIEIRY orf et Al ce” FAS- 13
AR S A TR s o i 5. e
°p@fmo?ﬁép§f§§§“ﬁgﬂ gﬁré.\kedeyDQvaﬂthrct@meedeusw FIG 13.
Th%ro&@%@“@d’?ﬁ/er@f%n REF §§2 F%&)ﬂ ﬁé.k h@n@%nﬂ%egn

corﬁ'n%ﬂl@étlbﬁerél%‘%ﬁtbi@ﬁt%@ HER2$RES the tﬂ‘lgg@frl gaoket unt|I the
nane, ‘and del etes the part where ‘the BASE64

tlmcwdrm dtiwecdewnoe. tosber snamaged he dnvecriyesgdhe SNMP

re Her the community field I ength and the overall
aﬂ'h%j‘et | engt h have been changed. Thus, the respective

fielmggetorthd otiiggdherscaptioint yuhn’el @0ZBgtihchudedhdn the
overall | ength of the SNVP nessa erewrlttentot
commauadeaton V@|a)é§“eﬂ¢e29|20'f%l a'\‘/%rtéfl% egdagket (S307),

0 t Vi e i '
thqoRBesicn= il RoRgAUhICAER" AfdD 202 SfiLHe in the
corraasitatiomrelay clieft. Zoqbdiramhmlps at paoket eviviahsreguests to

server. 1022 trans out si.de, h

acqIRA Nt BN CEEsJepatlsel to) EhR ORI e, sommunication
seRRIMEBD 3 mahﬁd P 26 Sécbl‘?ﬁﬁu@u”élatlbﬁ +e|ia6y séh@eﬁtﬂm (S308).

nessage 1.n wh eV|ce Dis deleted and
fi el'ﬁhda qmmkeiamdmcherequesbs éormumeeﬂw cawrct@,dr pecket is

tralfatechal B8 AR o B SR S e Ui B8, mmstnod.

AIéd“CHt!fi“F’@S i ufs'@z%l ayttﬁed@ohqmm@mm pabtoaoseamdrfalsification,
. Next, the trigger request transmission unit 1024
‘spOGﬁlll’lgjé(md wirgatappind i e DreNendesy server 102

oA Bkt i AP By, Pl @8acquire the
converted packet (S309), the outside home communication server '
1023 génerates a converted packet as shown in FIG. 14. This
converted packet includes,in entity body: the SNMP message which.
has been received using the communication between internal
processings and the like, and queued; and management information
which includes communication times, success and failure of
communication and the like. And, the convertéd packet is an HTTP
response to which an HTTP header is added. The device ID of the
device to be managed 201 is stored in the HTTP header part.
The outside home communication server 1023 transmits, to
the communication relay client 202, the generated converted packet
as a response to the packet which requests to acquire the converted
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trigger server 103 (S304). Here, the device ID of the

devi ce to be managed 201 and the gl obal address of the
w@oroned48at i on rel ay server 102 are stored i ntPCT/RE2005/007654

data unit of the trigger request packet. After

receiving the trigger request packet (S305), the

trigger request reception unit 1034 searches the

gIobaI address table 1037 for the device | D stored in

h
oo, S0, WG o g RUP RS ton ey
Clletzi’%Z@QSQSBdt(E)d wi t goghe de?ll gedl D. TRe trigger ‘
ransmi ssi on ‘u
103 Hetha s PACKEtn VSN VES (5 WBat OB AAIE otk cegnverted

pacflg@tr ess%mﬁ@%@rdrﬁ@@tﬁ%%n%@% réﬁhw@'h‘ént 202 to the

conmmuni cati on rel ay server
corfimeuabcaEonertiaynsdrver gy, pthattes,ﬁsom é;lhtaﬁst @cpfo e local

el SR L et sl R o

204‘b0verhéﬁ@owﬁﬁé3uesmr?%u@:@mmer iveehbilyl qsefformwdck The

addr ess of conmmuni cation relay client 202
con‘eemed n@ackett e wadnsesitteshfEpsn ohheaspénwnscamﬁe relay

cerYih A0 B8 AR cLAILAERH O 51 RRIeROtE, bt e, rrom tne

sideesfrRhieog!otva i né@%nknsl toi¢tel ﬂlddwefdrbmnlmcabnlemwork 2 over
relay clirent 202 recejves the tri ger acket

3
thexsNAdsdiauiar e, HRWVEVRGgeS! .ﬁew& = 8h@acket is

BB g O ATt o s

th@blizemvfartetjepdeket,ethheccemnnelrﬁlsmiarewmsdmmerfnﬁmaﬂ
e a qwr

be 6805583 e et amls Bl el Tl ea i tne
coﬁﬁﬁ%‘n‘f@é’gbrﬁﬁrélra'ygéﬁénﬁwﬂ'eééﬁ%ﬁ'tﬁé donvaeabpeeket as the

tione I's a sequence di agram show ng
H TR reppoauseor(§3311)he Theveutsidephenee &@qunéum@tlaﬁdchent

2023 R SRSy WFRGRR o AR QU LR D22 e S

medddyé hﬁcluﬁm@Tﬁéqgesﬂmdl@ ansl shewrevicerl . e;@traﬁted from
operations perforned each device will be descrj

thesHig PEAGade, TRNGpEIa: SORYMANCAEAN AV EFdnthRe nternal
prog e At (RITKE ¢ Ehey RN AP Ingrc a8t BRIngPERIEH in the
enbitynbodgepa?0 bf rbeecony aritedSpeeket. .
The protocol conversion client 2022 searches the local
address table 2027 for the device ID, and derivtes the local network
address of the device to be managed 201. The protocol conversion
client 2022 adds a UDP header to the SNMP message, and generates
an SNMP packet (5312), and then transmits the SNMP packet to the
local network address of the device to be managed 201 (S313).
According to the above mentioned steps, the SNMP packet
can be securely transmltted to the device to be managed 201, the

' SNMP packet being transmitted from the management terminal 101.

FIG. 15 is a sequence diagram showing operations in which

the SNMP agent 5 included in the device to be managed 201
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request. After the trigger reception unit 2026
i ncluded in the communi cation relay client 202

WO ewseilvss t he trigger packet (S307), the outsiPET/emes/007654
comuni cation client 2023 included in the
communi cation relay client 202 transmts a packet
whi ch requests t o acquire the converted packet to the
out si de home comuni cation server 1023 included in the

ca§EPILS) S8 580, PP, 365N Had % (R heg"he pA6*Flonagement

terfdip@snio 1 cehersNIVEP i‘esponfseawmﬂfﬁﬁsrt&'cmeewonsenlg) cxe SNMP

met hod. Als HTTPS d
recastocoF 1Gand5t R05TEFBRIN vs‘@taogﬁ%g EAL R afipithgl 5] as
shd¥ifi it FY%”@O' e &p r%‘t?(bﬂé;&ert PrPaa sy eddkevice will be
reques to acquire t e converte packet (S309), the

desmmsedeusmng ﬁ@mﬂuSqafmum divey eimi® 28 hgunelha edevice to be

mapadad Z0d) dacevas e 1 NiBRy reapRStARptEctlig’ fhen the

nvie
mabetc_:(‘;\e;s\n P@ﬁﬂuﬁﬁF@.O’l Fepdivis the SNVMPNiefionse.

en | nternal processings and the |ike, and %“
okt ereriesy dewice itaf e maanag ath 264 rﬂﬁeu@%the S MP packet

encE SRR G3EKB . (ERrFHREE Eait SR SoBl3 via tne asers

&dbﬁcéf‘n MU dag s ngeitt 20 Mhi(EB d4) l—WEFftlaeanobaa:ewsngdblmel SNMP

device | D of the device t b d 201 i
packeh,othe SNNE RammtSaaerioms e SNIIPLPHeCReSIH according-

o SHETHEGBECH e R4 el g EATE Sup padtey (5315 and

theS:SNMP:aagktapa@(genesraa?ﬁmSWPtrespmlﬁspzwhﬁih whtlea result of
ests.t o0 acqujr

the i aseiBgy caf 8 BRNSIB o e S0 Po RS BP RS FO S syptocol

cotvaidtbn ?ﬁb‘?}t b2 PIRKRIJER] Wth@é@?ﬁmdr@lc%{twmrr&altalyecllent

converte acket 1s transmtted fromthe comruni cation

20%8451316I)|.ent 202 to the 5 conmunication relay server
i 2

02 pRBE Rt e SR 0EeL R e to be

madged 20 €531 71§, eRaTPIDORI0] Wb e esioin aheatfzﬂzmtransmlts
The™ converted packet is transmtted fr

the R carassage| ingigdedein 1@zetl@qeiye£r§MMPcaaa%t to the
out R e ko P TR ETAT20RS st s Srpunication
bebween the internal processings and the like.

The outside home communication client 2023 stores the
received SNMP message into the entity body, and generates a .
converted packet as an HTTP packet using POST method (S318).
And, then the outside- home communication client 2023 transmits
the converted packet to the outside home communication server
1023 included in the communication relay server 102 using HTTPS
(S319). Here, the converted packet is transmitted from the side of
the local network 2 to the side of the global network 3 over the NAT

‘router 204, thereby the communication is easily performed.

) After receiving the converted packet as the HTTP packet
(S320), the outside homevcommunication server 1023 extracts the
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the NAT router 204. However, since the converted

packet is transmtted as the response to the packet
wahkioshoseguest s t o acquire the converted packeCT/Jr2es/007654

communi cation is easily perfornmed. The outside. hone

comuni cation client 2023 included in the 15

comruni cation relay client 202 receives the converted

packet as the HTTP response (8311) The out si de hone

SHERTTHALEE Bl Shes Uy S sante S aRcFrpsoeRe sur
meégég@ﬁttcgelthlel Sp &Oﬂct)%djle dewvcesrslom') esanvart eiﬂOQerushleg the
eader u
comm@n@thnw@f\&gzgggtﬁggl%gm%% zotr:q%%é%?%ﬁge@ﬂ&%e like.
oo T o StSQQFEBh%Hs”oﬁ'?e%ﬂ ‘.{Ez@gﬂdéaflﬁeQBD‘Phﬁeader to

rot ocol conversion 1 ent
thesesuaives SNEM Ponelssa@t,easlsdtgaam erazwtheJrSN MP ﬂaﬁkeé (532 1).

MotEhVER W5 pe ez andtFiotr & SEF “Sv0B, Enager 4 in
traﬁ%h’ﬁ‘ﬂﬁlnég@ﬁea%ésp%éw@% fe tdogn ENVRidEtssAgselagnderver

ener at an SNWP packet (S312), and then transnits
102hd:h£€1\ll‘mq¢@cloétcoﬁveniélom)c%ﬁir\tﬁéﬂvlﬂ %2aabFaceatthe BASE 64

CTp sl
en b AR PR R a8 RO SR8 ehBcomunty
naMeanéﬂ‘ﬁatdlﬁH t@itthetideviBARSEo 6% enoceded 2dvidehell30into the
SNWP packet being transmtted fromth

comen ity fiedd offihe SNMP srr@ss&?cﬂ%n@@ Wﬁ?ﬁgﬁgewﬁ%&he SNMP
padRel b’ 1P si bidnbbp B aeeyt O (nt el (e
gﬁr’:/ggfeé Sl\ét;]wélmdaager n?ﬁemwa;ehieetSNMl?npaaakamiSﬂfe) In

i s
Otheérql)’égf e SNHR | Butronaloe RECab e e VAP riesponse
corrgk o'ﬁP\eEtF\aanl'ﬂ‘@d et v k@gﬁeﬁﬁf Geidredmpletes the

eac eV| be described using FIG 15, fromthe
SNMI?rE:OM‘lemunheatiew ce to be nmanaged 201 receives the

SNWVP h ‘
ro1 AS B8zl d il M EpEnim iR ERa AR R T igtem 10

acEERRgRd %O%hée@ehb@tnm@nswmmsaﬁte.swatmkethe NAT
Is transmtted to the SNMP agent 5 via, the_ag e@.tl si de

routem2ficatsesn the Drmml(wqi)‘onAﬁﬁe'rt iscelliBEneRavords, in
or b EaleiSm OARFIARD Falfiaciaa R bogjment of
the fi!)ﬁefsérﬁNWR/mmbat t(]’&'SN:'AT remrter 204 needs not have a special
gateway function, and no special setting operation needs to be
performed on the NAT router 204.

Also, the communication relay client 202 transmits the polling
packet to the trigger server 103, and notifies the global address of
the local network 2 and the device ID of the device to be managed
201. Thereby, the start of the communication for managing the
device to be managed 201 performed from the management
terminal 101 can be notified to the communication relay client 202

'using the trigger packet transmitted by the trigger server 103.

_ In addition, in the communication network system 10, the
SNMP manager 4 exists as the client in the global network 3, and the
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the SNWP agent 5 generates an SNMP response which is
the result of the processing, and transmts the SNWP
WO e®pomaed t o t he protocol conversion client 202@T/JP2005/007654
i ncluded in the conmunication relay client 202 (S316).
After receiving the SNVP packet fromthe device to
be managed 201 (S317), the protocol conversion client
2022 transmts the SNVP nmessage included in the

SGPERRER] ST REcie Ny el ive il et oo o
i nt Ehnath@foabas'lengmandldr’r@dl i dem e iocati®inde rretveork, by

conmuni cation client 2023 st E cel ved SNWP
perﬁgglgugg ang:@naﬁ'g.lrél,qaqt{q,n Hé‘dy" '52‘d Bgng ightzserver relation is

lnté(ﬁgg)lrg\félsc%noowﬁg %ﬁeaNA'FTI% koG Berhdretingt is, by

he out si ome conmuni cat i on
pertbrnenthé?@M*aumaeothaccomanmﬁ e keprotaecelheonversion

bt AEReP BN ag L relvi BePEr 7 ebds Bd setveRdn the
glo?ﬁ&?et}ﬁ@r}l@?ocg @He%@huhﬁicéfl@'ﬂ}sfeht)ﬁ@llelm”z@lzeset as the

network 2 to the side of the gl obal :
cliendt win k theovdocahe netwodut &, 20ke tGepuBynigation can be

tra§SRASEDE ol i€l fbriirhal, SRMp  nidbapRTh: Wi s the

cllefﬁtt $hdﬂ1é10@’ﬁ)b?zﬂ”we'tmﬂtl4 @teether SNMP exeracts which is the
t heSNMP nessage fromthe entity bod and transmts
senvies lﬂﬂmenwﬁgg'eet\/ﬁofhez PVRIoke N VEQWteyn 2806ty er

1022 _u t .

or 0480t WBrABREY PHCIER BEAER RS it Rettived by the
maﬁ%rgeameﬂrmﬂenaﬂcﬂnat HO1UBRhehdadevira be besnanagaNdd1l is an

nessag enerat es the SNVP packet

- SNMR et,ugpﬁgtnen@ o CRBAMIAn G Zlﬁan%%rHFPS in

the n%gﬁ%?m hEtRSr ?(he3reque$he9é5|§/ WRHd& considering the

nication relay server 102, 'the protocol
commuansatmnspat/terbemeeatth@cmagenmtemnabd&il and the

deGmim (192 neHan ABER i (1E { A RSB 4Gt e securely

corfieNUpFcatdd] nto the community field of the SNWP
message, and then transmts the SNVP packet

SNwmsrarra@@ltAtbemﬁmmﬁlécaimw SleHAgey l‘@me@hﬁ jRanagement
terﬁw}{acl (3%%%%,\3\9]@‘}'(3% ehHhpk Y’Héﬂ%getd“ez@'\@aﬁ‘iﬁ%g%%curely

response
performed via the global network 3.

In the embodiment of the present invention, the
communication relay client 202 and the device to be managed 201
are described as separate devices. However, there are other cases
as well. For example, as shown in FIG. 16, the device to be
managed 201 may‘ include a function as the communication relay
client 202." '

In order to enable a communication between the SNMP agent
5 and the protocol conversion client 2022, the device to be managed

"201 includes an internal communication unit 20110. As the internal

communication unit 20110, for example, an interface whose
communication is closed to the outside of the device such as a local
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corresponding to the transmtted SNWP request, and
conpl etes the SNMP communi cation. As described above,

WO pooshet48pmuni cati on network system 10 accor dPemyJIrR2005/007654
t he enbodi nent of the present invention, the NAT
router 204 uses the original function as it is. | n
ot her words, in order to perform comruni cation as
described in the enbodlnent of the present invention,

th T.
ooblBetihihe SRS I DRE s by ks
ForP&tfripe O'ﬂhéhthléFnaDUtemMmAItm umét 20110 may be

connunlcaflon relay cl t 202 t t h
ImpietRented imahe PEGAT S COmPBURMALIAN LEL . Bnd the

corl | R ek Ena TR AATRS BErfEs) bs the

mtﬁir:]ééhgglggﬂ;ungﬁ?%éﬂ?t Eﬁ?g@ .ng Inhsuwdvicase oagedescribed
om

b SSubrotocH Comsite gl aRE ER, LEE T e Bdent 5

cadJ%é“%s‘s%gééfér@ P&‘%ﬁ?’fe tWRRSBhthedth¥rt hgHariedggr the local

SErver d|t|on In the conmuni cati on network
addénesstabie 20%73thmmmsa4‘yﬁem sts as the client in

:E:P&,cﬁeé{c ngg@af‘P NBie gﬁ”ﬂ?% ét\ﬁh%?e a user

use® iR @é&ﬂtéﬁtam@Ilaﬁt:worﬁclubb?ngebbdzhrrang.mctlon of the
communi cation in which the client-server relation is

devmeembmmammged%ltam RATINGHIRE OTANE §OMANKHR Wation relay

cligf] b3 othebiladt uResa R eRa° Lo ddtsmanyedidpare 2
comwmgéggnsa’fela?ttdwelserizerz : n Ahel,gltbieal uaermnm gperform

nmuni cat | '
mamagaelmerat tatli’lé?' bl ikeepRATE Olft%%tee Sl b BPRliFRgs via the
oIl ILhERRBRK IPbhY RALI@E thE ﬁpﬁﬁ%t BRI PP CoRmRing the home

obal "network 3 to
eleﬁﬁmaﬁmpllénmlwlthe hbenedmzerl netweek! ocal network

2 h )
¢ O T WAL SIS 20 o T SRR e U8 PAPKRE case
wh;])éi%kaﬂ?et fhjder ‘Wltho R iBRNagRs ﬂ@énage&meﬁﬂsﬂ\ﬁtermmal 101

but the packet is comrunj cated usin
commuindcgtedds lietived ktqaonmeu*tq)ﬁe\m,peﬁo@@na%ﬁ ae;q r1;5e local

negwprgogm @Ct%t AL AHE Q?fd’&&nsEPSeFW§qgeﬂbttrﬁééE§?éry. |

For example, the communication relay client 202 transmits a
packet to the communication relay server 102 via the NAT router
204. The communication relay client 202 can store the global -
network address of the NAT router 204 according to the transmission
source of the packet. Thus, in the case where the SNMP packet is
transmitted from the managemeht terminal 101, the SNMP packet is
converted as described above. Then, the converted packet is
transmitted to the address of the transmission source, and the
converted packet is transmitted to the NAT router 204. In such

‘case-as described above, the communication relay client 202 can

receive the converted packet as a response to the packet
transmitted from the communication relay client 202 to the
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device to be managed 201, the SNWP packet can be

securely conmuni cated. As a result, the comrunication
wae@stiedss rom t he nanagenent term nal 101 to tPET/IR20007654

to be nmanaged 201 can be securely perfornmed via the

gl obal network 3. | n the enbodi nent of the present

i nvention, the communication relay client 202 and the

device to be managed 201 are described as separate

co uﬁ at =) sEP@ OtPigE @@ﬁﬁﬁﬁﬁc&ﬁ'dn rEPdy client
FtioR gl sERORF 02,

the device t 0
20Zraoa@mi'tﬁmhemaa/cewedjdenaerrnedtpankaismttosthe SNMP packet as

e SRS el i L 0% SIS ERHLEICE o be
maH%\%]‘éH:gi%%OBé%ﬁ' thHeete i@ 10 hﬁcﬁ@&eéelﬁ xHe converted
marage

1 incl'udes an internal comunication unit
pac@&tl0. As the:internal conmmunication unit 20110, for

EhotBurdrfiionr ToheEnINE: S YRR SRR 35T AER 10 may
acdtm*értflﬁgId)§all$1@a(&wd||€w\/éﬂ@rressf@f eharATt feuter 204 according
possibilities. For exanp the internal .conmu

to the. uaamqqtntrraergsrnéth%fr@mntfé@ qqmméné‘@%tdpnsr%lgycghent 202,

a.nq?n?iFgglsgﬁhJ[ hghgeV%géa gyp?&‘orms asrq(ﬂ]eqanﬁe%rsaglgo the
corppHicFAbhon refay Zgéit@erl m0uch cdse asthbwscrwbeds, the

above, th t I lie 202
CorBRRPHIGRIPNSNeRH a3l SYSEeIdl DAY B SRETIGHiEd ., that the

de\ﬂ'i:g%rcoﬂ— H@Egcgéf (}:gtsfclfel 'n‘?%ﬁ'ag@ﬁb?&scéﬁtélenégﬂl?)r*ksl ein acquire

for exanpl e, t he
thec:agleobwhleneeamskr addiess hofre tbeedWATcaloutgs i 20de and the

corspuBiARoPFEYoR B 2 CafRFERt e Qo el ket as

thezpé]ﬁbh%euﬁﬁrth‘éoﬁfarﬁ%lﬂ%@ lestdi tional ly prepare a

nication relay client 202. And, the user can
perfoB reserbede@mbongl the |qcm;‘|@uraH@m%taeemamasﬁment

cofBLHERIRYY L S MBS R L0 e Besource can

be treduwedone | ocal network. Also, |n the comuni cat i on

netvvork system 10, in the case

@t}qlsphénnmﬁgé}mmunéqaﬁlﬁg ne wo Tk y;)(sateonq %t, as t<:I|?ascrib'ed
using FIGS. 13 and 15, after receiving the trigger packet from the
trigger server 103, the communication relay client 202 acquires one
SNMP re‘quest‘ from the communication relay server 102. After that,
when the management terminal 101 receives the SNMP response
which is the response to the SNMP request, the SNMP
communication is ended. ,

In the above mentioned -embodiment, after the
communicationﬁrelay client 202 receives the next trigger packet, the
next SNMP request is processed. However, the communication -
relay client 202 may request the communication relay server 102 to

‘acquire the SNMP request without waiting for the reception of the

next trigger packet. 1In other words, the communication relay client
202 may sequentially transmit, to the communication relay server
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communicates is limted to only the devices connected
to the local network 2 and the |ike, the trigger

W@ ensa044803 i s not necessary. For exanple, thePCT/JP2005/007654
communi cation relay client 202 transnmts a packet to
the conmuni cation relay server 102 via the NAT router
204. The comunication relay client 202 can store the
gl obal network address of the NAT router 204 according

103, fhe SR ALSD B PEARR YL S SR pchlmre Tferttipackar,
g?nggﬁg&m%cgtaﬂem thEDBNHE pathgtthe SWMRMRICh is a

proteeak HsedetPk B ahas iR Des SEWoRR devfis 3’?%‘%?‘@619'&'” the

cas%na/ﬁék%zgﬂ%vgﬁﬁ‘? Pﬁ‘&h%gérsaé anwy tat ‘E)ﬂl’uFé’lltWQ)ﬁ\'ﬁfoormatlon

rout such case-as descri bed above,
froeoithen SidMiPoa gest iy tieerenis 202asanwieers e nluéallty of SNMP

reqUieR{emcarERePEBIAI e Corii Bttty A REpFingtiop, are not

traﬁ‘é‘ﬁﬁ?f@qi‘ RHtCahbAinie! But Tr1e SNMPredhest isreramsatitiad, then,
ay i ent 202 converts the received converted

aftenditie $NMPt hespaneepsokeespendérgr teethapsMPargquest is

recB ISR SIS SR Gt it Panrumge duoras,
thepﬁmﬁ%thtyl ol SNIMIPt Fequebts a¢easmi]@entiaa‘lyrhragsmbted in orderv

term nal 101 may acqwrethe | obal rk addi
b IRADrAGH 69 Hepl abith Pich LS8aLR sk teanamIsSion °bf the

fr h i el en 2,
e e
corhheunbcmhiencamawl cleeay 202v for 192quentialthdransmaiting the

paCEt ARGl SRUSTIS, TRoRROUTEE (B G VR agk FH eI dyserul.
Ac%tﬁr‘d’lﬂ%rt 478 AFEIHIE, the probadsingl eofikicaldy esiseakch device

router 204, and the communication relay client
inchodedadn the cioran ubicaosrnetvpalkiststem He cagsperisaproved,

cal A AL DR R g AR e e to e
ma%ogé@pimi' edn §UdhL&@s@Qfsid@serrmbmbm/@ﬁm hbe case where
the:cafesaunization g3 cient 2d Tete MRS AQULA bRy that the
SNM¥ rH R gBRE<Abt 48! Bfie transmission of the packet which
requests to acquire the converted ‘packet may be ended.

Ailso, in the case where the communication relay client 202
sequentially transmits the packets which request to acquire the
converted packet, the communication relay server 102 may control
the transmissidn timing. After receiving the SNMP packet from the
SNMP manager 4 included in the management terminal 101, the
communication relay server 102 performs processing on the SNMP
message included in the SNMP packet such as deleting the device ID.
The communication relay server 102 queues a processed SNMP

" message. - As shown in FIG. 17, there is a case where a packet

which requests to acquire the converted packet is transmitted from
the communication relay client 202, the packet being the inquiry
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trigger server 103, the communication relay client 202
acqui res one SNWP request fromthe conmmunication rel ay
W@ 2003044802, After that, when the managenent tRCTIRA)5/007654

101 receives the SNMP response which is the response
to the SNWP request, the SNMP conmuni cation is ended.
I n the above nentioned enbodi ment, after the
communi cation relay client 202 recei ves t he next

sbff 2056 MRl e GURGAGOUT e BPRE Hikssage e

corhﬁ%@éd' t g Qonﬁuﬁasetagrdeﬁlabesieamel,oalttrmwghuthe SNMP

e SNWP request wi thout waitin reception of
paaket nsxtrecalygds pAeksueying o@ {i %@Mﬂ essage is not

corﬁﬁ%&f?ﬁ?g'ﬁ t@éﬁéﬂn%l&' |‘F\'&Flc§9%g['“?{oﬁ%l%§ﬂ”ai§ M'atnsmltted to

conmuni cati on ay server102
thepaohﬁimwﬂnllcahloreqeéayscltmhédlﬂre converted packet. | n

N AT 20120, pet AR My 5o S MU P ater
retﬁ%‘ﬁﬁ%ea régpb%éﬁé%mﬂﬁ heq obkP, tRRagemMAtHicae R reIay

urafity of information fromthe shivp agent, there is
cllea’m:éHIQ vm\@rwraSpabf)altl the omGXNNFeqléQ%‘éé;psthe communlcatlon

corres g to the plurality of information are not
relay Sk e(t &)n%t one tine, but one SNVP request is

trangsridRedn TAEFIGRf Lgn, the 6blNHn“Lﬂ$||carl1Em relay cllent 202
corresponding t o the SV reqaest ei ved, th

tranémltSI\WPCQféMQé%@d|@a‘€k@hslﬁﬂlt' thg |th@ &‘?\iMP \KBF»HQnSﬁwéO the
corﬁpﬁ@#{u%g@ {eﬁlélyjaé?\% S1tnC5520 ?g@rﬁgug@:@%bmmsuu%lﬁatlon relay

serauaiNd @xtraets @rs SNMPomessa MR hielylissag, SNHMP response
above nentioned netho sed t he aopnunlca
t

frogn Ui TREEIVEA SORVEILRS: PRREI SN et FATS T dheExtracted
SN‘ﬁi‘%ﬁ'ﬂﬁ%%%@%ﬁ&tﬁeosﬂW'nﬁénb@%rC@”M@rd&é'd RACKRS nhanagement

_ cording to this nethod he processing
terehfnal ﬁdy(Sﬂléb)ch devi ce included in the

deméggtpl OHW?\‘?E?I I Sﬁéa?“ﬁ]-ﬁ%'ﬁg ?h@?t 'J%H he deV| ceept'on

reéﬁbﬁ§e”§§aﬁéﬂlf?c%]tloh of swghirmpsecsivedsthebednaferted packet
he case where the communication relay client 202
fromdé‘l@@@r’ﬂmum@iﬂq)arfeﬂﬁé(tS@F]‘ée'S 5&%@} does not

o' el ehd RO GEIRMIOD BV SER, oz boceRes the s
patkétqmm@mﬁj thehnee(or&NMI@a'eq&mstefwnctherﬁNm manager 4
(S430\),‘the communication relay server 102 receives an inquiry
about the next request from the communication relay client 202
(S440).

However, at this point, queuing of the SNMP message which is
an SNMP request is not completed, and a response indicating “no
request” is returned to the communication relay client 202 (S450).

In other words, from the time when the communication relay
server 102 receives the SNMP packet (S430) until the time when the

‘queuing of the SNMP message is completed (S460), in the case

where the inquiry about the request (S440), that is, the packet
which requests to acquire the converted packet, is transmitted from
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sequentially transmts the packets which request t o
acquire the converted packet, the communication rel ay

WG 20082044802 may control the transm ssion tim nECT/A2AeE007654
recei ving the SNWP packet fromthe SNMP nanager 4
i ncluded in the managenent term nal 101, the
comruni cation relay server 102 perforns processing on
the SNWP nessage included in the SNVWP packet such as

del etin .devi | D _: nj | O e
the) GotnedalohiBRoslakq cubl gl "he U REg s the
convertelepacket ds aasie cohep etedjatteicomintbnicatiost selay server
acquire the converted packet is transgitted fromthe

102 omiafkirest i SRer era§Pensent IRGICatiRg pabRet FEEUSSL heto  the

,COthfg‘gMééaé?BHtrélgﬁe@z%ﬂ?sz@zpefore queui ng of the SNWP

age 1S conp I'n" such case as descri bed above,
al t Inugtudthec &P asackesciibedecaboed, the @bvegmentioned

methGAcUPPAGDN T G UL Aa s Ve aerBr o2 T Bseful, the
corﬁPrWH[E hoela§ 8¥reéi a2 20atrblifng khd SirRing®IERtrch the |

I'agram show ng 't he case where after returning a ~
comespoication relagnieneddtransmitstenpaskebihi@hagequests

to Shaitle 28 LA SIS R {88! s, cragram

shd W& AANENAADIeNof sliah ebhersl. 202 transmits a
converted packet_incl udi n?tthe SNIVP reslﬁﬁ_nse tot

comfshish@wanin dil&. d&,vafterothesqopymuppigation rer]gy server

0 j i r selv acts.
1O?mggg§L\F%)i @ﬂei ?Wpsﬂ?ﬁq{e&;&?’nﬁb?? oltrrrftﬁ{eb rsé%/glevgv ere the
commuﬁkt@l?onaﬁlalyi\lcﬁedttzca@simqmresleaI:nxmt dbeecePubBt, and the
i . ,
qu message oe f nlg]NPe manager 4 tl E]cl udleg Ilnrﬁtlheppgplmunication

«reléglt iasyelr‘i)'ﬁnioé‘mﬂbégeiﬂ% ?eéﬁgﬁmiag MERPOREYRSL” to the

cation of having recelived the converted packet.
corhmouami teticommetdy atliemt 202y b veturo2" wsiboequestér as the.

reSrR. TH oW et L HTRASE YERERE Bt ror
acdBHRgg tHe CoMRrtetihpaeRBRTOIrcCAtp it alranirred W el 08445).

eceives an inquiry about the next request fromthe
comAﬁtecaneczmvnregagiw@ ivéait peauestjofhe communication relay

‘client 202 waits for a predetermined time (S446), and then inquires

about the request (5470). At this point, the queuing is completéd
(S460),-an(d the SNMP request can be acquired (5480).

The above predetermined time, that is the time when the .
communication relay client 202 waits for acquiring the converted
packet, may be determined based on an actual measurenﬁent value
and a logical value. Also, in the case where there is sufficient time
when the packet is communicated between the communication relay
server 102 and the communication relay client 202, the time for
such waiting may be “0 seconds”. In other words, the optimum

‘time for waiting may be determined for controlling the

communication relay client 202.
In such case as described above, the number of wait request
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'doc?%gﬁjﬁf H

However, at this point, queuing of the SNVP nessage

which is an SNWP request is not conpleted, and a
Wo e®ponaes i ndi cating "no request” is returned PCDJRAES/007654

conmuni cation relay client 202 (S450). | n other

words, fromthe tinme when the communication rel ay

server 102 receives the SNWP packet (S430) until the

ti mae when the queuing of the SNMP nessage is conpleted

t ase er; j [ OHE ot icati

wrangqlission dudfcErnar e, M K€ 5AE: MhshEnthe (mmynjeation
rel ¢ @dmert ?gzcmw?iM@drhechatketwhimsmm' egtsf tm@dgire the

conmuni cation relay client 202, since th ueui.ng ,of,. .
ConRTtBanRAEIER pEANSTHE bt 2Hp! GloqPreRgEeMingd” time in
assPUTHUBIC A £158 aVvaSi%W%hLﬂe%ﬁ: "PhHGRSIttE8 [RFRONSRhen the

I'ndrcating "no request” to the communication relay
comhignicat®@n relapuséreasel 82 dhaesihetl hdyeea ttfensmittable

ove nentioned net hod ed. .by th | catd
SN B vE e B 0h R TR RE B, KRS NP A £ T o s
“n&P%gﬁ%% rol g, tife 1S M ceimwhii & e dthén dersmdiedat i on
reldy client 202 transmts the packet which requests

to &bens,r theheorditient tar seEeRemitking the waih regiRsicko the

di_ agram.show . . ~
cortpAGhRBER B Y RIRTENR BhaR Al DR coffupifpinat the
SNMEEepdeRet NRaSNHR drecketeiv@BObuti théhqueasagwal ehteheSNMP

connunlcatlon.relazgcllent 202 i nquires abaqut

h
messggests natcamelgieds RpbMandesiie ¢es éﬁ@nié"'%e%he SNMP

leted, th SR t

paﬁ%@goﬁ%gag oﬁ:nge:é%éﬁ@%gg t r?:ereg g)é nio\ctgsisiﬁar g)lqg;t HEESNMP

meskags iRORddiin tétaiSNMRapackequestot esmpleted, that is, the
response

b e o cartigs Bt PEMRARRA FIL shver 102
Apdehd iTeMPSHiessadkt a5 nrfephvatiant beariewittable to
uest™, the comunication™relay client 202 waits for
theacpneres eicatied nalay ¢l8ant)204nd then i nquires about

t he reque ($470) . At | S ot . _the q i NQ A . ‘

corrp*'é’ged%b&é@?! aﬁ?@“ﬂ%gt S'N%gl'%dﬁ 'g)t% can eggca%eltreerémned

accé%iﬂcﬂw%ta tp caBevSil§ioFdeie ONMedréq uest thatived tinet thefore by
en tthe communi cation relay client 202 waits, for

thecepinmugicatiogoreday egepuekel 02myFRE BXABIRiGedn the case
whEEC Rl eFHE ol eEY' IR, YRLURR NMAY tMuest are.
“GétNextRequest” or “GetBulkRequest” specified by the SNMP, even
when the communication relay server 102 does not have an SNMP
message transmittable to the cdmmunication relay client 202, the .
communication relay server 102 may predict that the SNMP packets
would be sequentially transmitted from the SNMP manager 4, and
may transmit the wait request in-response to the inquiry about the
request from the communication relay client 202.

In addition, instead of controlling the communication relay
client 202 according to the waiting time, the communication relay

‘client 202 may be controlled, for example, according to the number
. of wait request transmission. In other words, while the

communication relay server 102 does not have an SNMP message
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when the packet is conmunicated between the
comuni cation relay server 102 and the comuni cation
WO 2008504384 ent 202, the tinme for such waiting negT/DER0IL007654

seconds”. | n other words, the optimumtime for
wai ting may be determ ned for controlling the
communi cation relay client 202. | n such case as

descrl bed above, the number of wait

ugst.t,ran S i np c er
tra rt E‘iﬂ‘m&n izg]tlghgrelc "‘?Q{é‘fﬂ‘/'&é&f%'} re%:lgis,ve? I)t{a\‘ﬂpa et the
corfH 1M =R e Teda ¥ Gearv@r I@Ztﬂweanhecﬂlytta'dmmDIMa wait request
transmtted after the predeterm ime in

in aeRkeREASEONtR t NEhelNEYH Yr e GRAY etr thes niretencdrom  the
conﬁﬂﬁ%ﬁ&%@ﬁ?&l%&cmﬂt JGraY ATRE ¥ahel frfory oPwdRviequest

nmessage, e conmuni cati on rel ay
tralsslTMssldr@&elmaXtﬁcusaasleSmlbeQMOVe ragsreachegnvspecified

nufBaie i Ehengaenav BT e the ceaimuiTeRERIL kY sBTvey 102 does
notsﬁk/g)é §! E{g ‘srﬁg:%gw SNMFb?né§§a enghigrpRetBRKIN téjWEhe packet

een received t he queui ng
WhISNVPequmgeto fcaetire dins éﬁé&'el’b@ﬂ Ih@?k@‘é tfaesmltteg after a

ore S B Bk g SRS, \BRUTOby 2T LR vt

reqelddt, Rﬂf?é‘fttomifnnﬁﬁcéﬂﬁw etk sereri $02t heagbespond as “no
msntl oned condition that the comunication rel ay

reqsuﬁrster 102 does not have the SNVP nessage as

| nf Cribfe {ab! fhd Ocb AfmEATEHBIGIR! ARy detuer 102
Y

“cli request transm ssi o
corfieoes mh“@ctlmmg catngvltmht tthedebmrrwnfcammnsm,lay cllent 202

traneraiedae, packes Whith 2sghisets torp sadfEHie (iikeed packet.

.Th&%eqne%pge éa@?eJwweréei%ﬁévsfmliﬂw%d@@é@tlnel@dnng the SNMP

quest" or "Get Bul kRequest" specified by the
reqi\dts emee vﬁmuenelaihnnﬁnaﬂamlbtﬁd elf50 M3 ertiiey mnagement\

ver Sl b Bl MR TGS BRI L Eohs EpifBetea per

prd ﬁngerdﬁroﬂ@ SMMPr edciesthatbuthetiE@MBrpaeksirsg can be
Wou esequentlaII%tran mttedfromthe SNVP
effrmaagb,r perfeﬁmeﬁprt BRsHNMP Hedie$tS-equest in

res t f
B8; e ISP RO s, BRESHISPBstg UpP, and
ret%n%@ﬁisfs@bhl cantid isoperfioreaéddn thed application layer. In the
case where after transmitting' the SNMP request to the

communication relay server 102, the SNMP manager 4 does not .
receive an SMNP response associated with the SNMP request within
a predetermined time, the SNMP manager 4 retransmits the SNMP
message. , f

FIGS. 19A, 19B and 19C are diagrams showing respective
communication patterns of SNMP requests and SNMP responses
communicated between the SNMP manager 4, the communication

‘relay server 102 and the communication relay client 202. When the

SNMP packet is communicated between the respective devices, the
SNMP packet including the SNMP message that is the SNMP request
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client 202 according to the waiting tine, the

communi cation relay client 202 nay be controlled, for
wex@spbes4 accordi ng to the nunber of wait requeRst/JP2005/007654

transm ssion. | n other words, while the conmunication

rel ay server 102 does not have an SNWP

nmessagetransnmittable to the communication relay client

202, the communi catian relay server 102 repeatedly

[ W”ﬁ ' eque i.0: RIS t t I'@‘i ' .
or ﬁﬂ’%{? e &égﬁé‘iﬁé‘f g%ma%ﬁgplcl%eﬁnfmm AL gﬁer E?gy clu'::(?am/ersmn
an?BRe Hfdeasdihg onrther SHMRanessegeeate tpenfonivsad on However,
_ repeated as descri bed apove h% reached .a specified . ..
in ardsero SITRITY e BeRrEIRLIORe LBEAtEATIONT RBF:geScriptions

of SFEHBroQsdiAgs, A% dIRYEed iepgem [ abl o S\WP message

én recelrvin acket ich requests to acquire
t he Assvewntreih FAGket 9A; Aneqiiestd b wdrich isrdve &N MPhegquest

time | i at i he i - -
tranSUsEed " RO onti M Terladr v V16, Fhpued to the
corhBSRANCh @8 NNl PUBEFVer AZ0deSCITiREd qafeied Thequest 01” is

communi cation relay server 102 controls the timnng at
transititteddoc thenaoroanusicatipayrelayealiepd 2@ 2 a% showpre FIG.
19|:%acket_whi ch requests to acquire the converted packet.

: hus, in the case where the SNMP packets including the
SNMA fiteAUeEs I$s B ELiAGOUeR I'aldguéestanBhi't ted theordeviee to be
managenent term nal 101, the SNVP comrunicatjo f not .

mac@agtét &0 ber tPPoceaB My THRasKN SN@&Yecﬁ“‘%@t, @Ld t fECcelves

w i nC . fycd I H

reBERy STA BRI, & Jifin "SNP RRESPORRE, Fespratiuwith the

“redgiant ODP, apddraetsmitsnitss i pasponsecd 1{' $opdre comeenumication
the a pli‘ition layer. | n the case where after

relgy$RMN &% ilft he SNVP request to the conmuni cation

rel T \fe OIMP Ne1aiiePRgagald 4hdosomenuhecstivn relay
an response associated with the SNWMP request.

semiarml 0 2:0pecaie asynehrarians!y: helBREDaASGEoWN in FIG. 19C,

etransmts_the SNMP, S Fl : ;
althpé' 35&%e§ﬂ8ﬁﬁﬁgoﬁs@2‘gﬁ"v'§ gﬁ%ﬁﬁ%‘f’??ﬁ%ﬁ?@%ﬁﬁg with
th@ P rSHYRst iress sramsmIttd Fesipoisescammunication relay client
bet ween the SNMP manager 4, the communi catign (el

A a ”
202prainee e SNMPHEaTAgERI4 S0RNPS rRFQVEdhie 36eSPonse 01
whit\mﬁnag}%determined time after transmitting the “request 01", the

SNMP manager 4 retransmits the “request 01”. The communication ‘
relay server-102 requeues the retransmitted “request 01", and
transmits the requeued “request 01” to the communication relay .

- client 202. As a result, the SNMP manager 4 receives the “response

01” which is the response to the retransmitted “request 01”.
However, the “response 01” is already received, thus abandoned.
As described above, in the case where although the SNMP
agent 5 included in the device to be managed 201 transmits the
SNMP response, the SNMP response does' not reach the SNMP

"manager 4 within the predetermined time, the SNMP manager 4

retransmits the SNMP request indicating the details to request the
SNMP response. Moreover, as the response to the retransmitted
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SNWP packet is comuni cated between the respective
devi ces, the SNMP packet including the SNVP nessage
W0 bas/10484 he SNMP request or the SNVP r esponse, PEEJIP2005/007654
descri bed above, the packet conversion and the
processing on the SNWP message are perfornmed. However,
in order to sinplify the description, the
illustrations and descriptions of such processings are

SN PP HhB N el ShOTP, PadBoFbbus P TR o e s
agé‘rllj’% 33; 3uq?g@52§trt lg\iolfds’;mthlecwm@esselda)SNMR/mecuMSt wred the

SN&’U?nE@ﬁP@éKSQ)ﬁSSQICb@tQﬂ? Vet "6 $EMk G festage nedundantly
Corﬁ?‘ Fn&é mtting the "request 01" to the device to

naged 201, the communication relay client 202
rectanes, I tisparese mhelvm|a<fte1r sher@mmeab@rﬁséelay server

ted h .
108320 5 e LFRHERR D e TSR NP BBt is
traH%'iﬁittéqte) 5§5W8t§?'ﬂ?@ﬁ§nﬂt?é@ S Pcaérqueseahayrbé elbmndoned.

server oper at e asynchronously Ther eby, as shown .
In i suEhGeabec, asl desegibed eab@e@on‘@beouDﬂhucaﬁnmumr@tlon IS

oe SRR RETRRTARR, S0P ManoERITAL A s, spragenicatior

relévncgeWérSNl/Bzﬁanﬁgethé dgamelotneawerke taad the HTTPS
Tesponse 01" within a predetermned tine afte

commabsicationg isheerfegned Getwedr émpq%%enl%tlon relay

selr\gélI Spir%éa ¥ cobf itca(%fon relg e hoat o ro%h@l‘ words,
requeues ransm equest

certadnty afspatket fteaneqmlsmdn ¢aqumth|gtﬂytmamba|ned
connunlcatlon r

manalfeis 4 W%E@' Cll%B@s%MR?e 1 %éﬁbl ‘B r 4 or

,reﬂ{rﬁﬁ%%i%%lbﬂ éé\giﬁﬁt Féﬂ%lrﬁdéﬁ@coh@m"ca@ﬂon df'qy\@&l%éts can be

response fs already received, thus abandoned.
préﬁedtsdrlbed above, in the case where although the

S ol B} B &5, B YRR, fVention,
SNM’P .rseagadt he ﬁNé/FtchmchétWrt brotbleel rfmd’elnermh@nblrserver
time, the SNVP nmanager retransmts the SNWP rgggest

commiiLHCaR® N hethiat ai$s (6 r i@eROMRBUBIRALIPEs pBREWEEN  the
maRgeifent Terilid TEaRcatd the T URRAG eIy ever 102
and\\P) the communication between the communlcatlon relay client
202 and the device to be managed 201. However, other protocols
such as HTTP and TELNET may be used. For example, Simple .
Object Access Protocol (SOAP) may be used as a communication
protocol standard for accessing the data stored in the remote
machine, the SOAP using HTTP and the like as a lower protocol, and
transmitting and receiving messages of a simple eXtensible Markup
Language (XML) base.

- Thus, according to the above mentioned embodiment, the -

‘communication network system is described as an example, the

communication network system being used for remote-managing
the devices. However, the communication network system 10 can
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agent 5. | n other words, the processed SNWMP request

and the SNWMP response associated with the SNVP request
wae@snedsndant | y comuni cated. Here, in the caRET/IW005%007654

after the communication relay server 102 recei.ves an

SNWP request, the sanme SNVP request is transmtted,

the later transmtted SNVP request nay be abandoned. |

n such case as descri bed above, the UDP conmuni cation

ve ARG PATRIRFIEE, Ly BB ROE I haslbloto star, rom

thead@vides tiﬁﬁﬂ%cttelnmmlacgtomml netw@rqu(m)mptmfa\tm a bemputer
con LS oot R oy LB B il
netW&‘ksg}aﬁﬂ' OQ aﬁgB‘Fléﬁtﬂ@#ﬂﬁ?ﬁﬂ%\l HeH- b@t‘Ween the devices

regardless type o SNVP nmanager or
conregctats b thieoglskat mj;wmnddlamhndtewcammmectﬁﬂ dp the local

T TN —
relé{/‘eséPVHF”',lG@'é’fﬁ‘dptﬁbo‘i@mhﬁ)ﬂntéHtléhl ?Ela)%etMeht 202 may

communi cation, that I1s, (i) the conmunication between

cort\t&a’tnﬁlmgammUﬂ&ﬁﬁ&&lpmfvﬁnanﬂhw%dﬂfﬁ)m cation

orMlAPe AT ) bRl AR, RE YR FesBRctive

borﬁﬁﬁ‘@ﬂﬁéht?@ﬂa devRIE |, sot dratpredoisoldevdgeh @sn HBEP andquely

NET nmay be used. For exanple, Sinple Object Access
dlspmwgbe ,SOkpe ,Tg@skp@q;g\é@ agoa‘l ﬁ,@;{ evices being

co ELPEPIE AL SR pA0Eo% 19 48 Sakersagdherteenter

netivoaek DrotHQWevandsummaﬂdtesEgﬁsarm*e avet vimgted to the IP

adcﬁ)rreaef;%aegs?ﬁpift Fotofhprable, TRESEIRbRORKRackeh Bcaae (1Px)
ay (he E%@@rﬁ§%rﬂj‘ a6t MFofFnsysbeMiss provided for

de cribed ds an exanpl e communi cat i on network

|dema‘tyengbeaog devited aonmﬂle@l hartdp gdobak netwees 3. .

ppincadebiiSn; 1HE HaE8e AR hcker tores S HRvics 1D of
theSH@r\ilceftfoOBﬁet hfadgyiece 0doimaticedata @nitl, dhed trigigenr kequest

i) operating a conputer connected t I I t
paéiy%ta bedng: transTpiest éropmbthﬂecwaﬁlgatlg%arelna? seer 102

to the trigger server 103. However, not only the device ID, but also
other information may be stored in thg data unit, as long as the
informafion enables the trigger server 103 to identify the device to
be managed 201. For example, an index value may be determined .
between the device to be managed 201 and the trigger server 103,
the index value being linked to the device ID using a secure path
such as HTTPS. And, the index value may be stored in the data unit
of the trigger request packet, and then the trlgger packet may be
transmitted.

Thus, the number of device ID transmission is reduced in the ‘

‘management center network 1, and privacy protection of the device

ID can be improved.
Also, the trigger packet includes the global network address
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network and (ii) application cooperation between the

devi ces connected to the global network and devices
weonsreued to the | ocal network. | n such caseP@®JP2005/007654

descri bed above, the conmunication relay server 102

and the comuni cation relay client 202 may convert the

communi cat ed packets and the |like. Also, different I P

addresses are assigned to the respective comuni cation

R AR SR BP0, M Plog packet beins

traﬁgrrﬁﬁte?@ffh@m efet mggergemar 168w kh2 eochmiumication relay

e SR | v ST o arRLiag et hE gl B3 hetwori
addt | 8uchtay R\ﬂmr‘ﬁ tu§éaha@.g¢oﬁppé>s @Héreﬁﬁﬂﬁnat.on
e used as ong as |n ormation is provid

enamllem ucfanm@ylen;:ti'\elmmmunmainoad*alaytﬂea'\@robalz ln the global

netm¥€$t o MO RSt 9 die 1aSeh 8RS FENicBo T Slypich the
SNMPa ﬁ] et #‘%‘t& lstahWéWs %Hércéﬁﬂﬂftﬁﬂcéeiﬁfﬂ'ew B@rver 102

romthe conmuni cation relay server 102 to

addiress infarmasionareads. nebhe daciudrd onifhuheCappictly of the
| D, but al,s ther i tion may be stored in the
triggen Pagket ggﬂ lgﬁd'ezfgﬁ(?%(gal nfornati on enables the
tri gaehdeReNRT éﬁ3|r1d3ex dﬁ%ﬂtué ynahebdepreeiduslielinked to the
managed 201. For exanp an i ndex val ue n%g/ be

globved enat weakpagdaksesst ﬂé lés@tfpém tREBHRURGR by (WRL) of the
corbgﬁyhéé%g? ?@fa‘éﬁ&e?@ér g dé“H@g% ;‘%d{?reﬁﬁb'ﬂﬁ }_%Is.jrél‘f%% HTTPS

using a secure SucC
betAndent hetiandegovahumiayidre sretay i serterdatldini anet  the

the tr t d,t h
CopRIKBICaRp N alnCHNte 0 FnusAntfo thiwkld g8 tRarket may
InChg?érﬁﬂ§Tha%&PVa!§ reduced in the management center

and privacy protection of the device ' ID c
be |wasypat|vaﬁ¢\scpr0ttaetlnn gféhepgbndeal ne@wméasadﬁléess of the .

t wor k, addr essof I
coduRpaicaBen TR SR TOdvet e MhTRHR Tt od 1 om
the Alrsbggﬁlﬁesaﬂgglérl%ck@tt heagoimaltideatthen deatigg ID of the
client However, other | nformatl on than the gl obal
deviiandok beddnasagedi 0 hswbich iyihige destinationo e Bae SNMP

recité%ﬁ,n;g:jﬁfu ,Ozﬂéﬁ?)'rﬁs égg |fn36 NGHe SOMBINIRfUO8t, the
communication relay client 202 can previously notify the device to
be managed 201 that the SNMP request is coming. Thereby, the
device to be managed 201 can prepare in advance.

In addition, the packet which requests to acquire a converted
packet is transmitted in the HTTP request form, using the GET
method. However, the POST method and the like may be used as
well. | "

Moreover, HTTPS is used as the communication protocol when

~the packet which requests to acquire the converted packet and the
‘converted packet are communicated between the communication

relay client 202 and the communication relay server 102. However,
other communication protocols such as HTTP and File Transfer
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network 3. Mdreover, in the case where the device in

whi ch the SNWVP request exists is always the
w@oened4gat i on rel ay server 102, address i nf orP&El/iRm05/007654

needs not be included. Thus, capacity of the trigger

packet can be reduced. | n addition, an index val ue

may be previously linked t o the gl obal network

address or Uniform Resource Locator (URL) of the

0 lcat i I i .
ProgaERl S TBY B, BilisRl BT SAnHELIn RE et RAtcke privacy
proétr@iéti@?ﬂ I&ﬁ@?m‘e@i ;C@r: Dlger?amkeﬁsi eanmlma.nieatIedt hesing an

er packet may i ncl ude h
engiy o5 thronecsneh af Arkaty e HidvaeyidEaR) esdnopuch case
jon I : ' :
as |FEsclBREAUEGYLPIHE, BACKEEY Hhikhe efuelts ThS oxeduire the

corfverteevi padketbe nmayageake@0thehi dorns tasse@stedat vgkh  the

of the SNVP request. Thus, before acquiring the SNW
COMEyYHBLGatiPRePER Fcation relay client 202 can

pr e”l*;ﬂﬁ?_,' YoP&xdmplee iges poskibiee torsaast adtonmatunication
t he request I's comng. Thereby, the device to be .
pratacagedy20thicin ar epangumicadiemcenviron et i ean bee easily

es B EHed L athd TRSTR F R 4 D AR IhL e el sbeware
dedRimhathemavstedlishing BeSTcomirhaniecationadtwarkmsysbem 10.
used as well. Mreover, HITPS i s us

comAlaDe dNi Bre HIanereNI GHeAN: n@twgéﬁg%i?%rgﬁa%aﬁ@m% to the
0 {
e B 4 SEBLEFRIRER Bty sdebmnectea

the elewicel icite ddanaged 26 Loamdnticatinanagemenkitesminal 101
102. Howeye

C , other conmuni cat | t I .
3ol Fsrs i Brapnse o BePLeles B2 S, via the
de\‘?mbg@irﬂaﬁ'%‘;gé@ yhere privacy protection is

assure or t packet s communi cated using an
encrifi. 20 reanfunctibnad Hoekt diammmpPshexeng paPgxample of

o tofiin g i8R BHESh R BROIFe o e EFRadt A inglucing 2
fud @ighassosi abedmihftdtiencearayni dgnor2pRoterbla flmstion of
comoku%ﬁgg?ilneg’ vxllitthlas speonsssért.)l e to select a conmunication

“As shown in FIG. 20, the device to be managed 201 has a
configuration in which a sensor communication unit 2020 and a
Manage}nent Information Base (MIB) 7 are added to the functional
configuration of the device to be managed 201 as shown in FIG. 16.

The sensor communication unit 2020 is an example of a
sensor information acquisition unit in the communication network
system according to the present invention, and is a processing unit
for communicating with one or more sensors.  The sensor
communication unit 2020 communicates with N (N is a positive
integer) sensors which are the first sensor 21, the second sensor 22,

_and the Nth sensor 29 that are respectively connected to a

‘network 12. The communication protocol is; for example, an SNMP.

Here, in the device to be managed 201 as shown in FIG. 20,
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protocol by which a conmunication environment can be
easily established. And, flexibility can be inproved
WO poolsaodsar e/ sof t ware desi gn when establ i shi ngp@T@P2005/007654
comuni cation network system 10. Also, in the
conmuni cati on network system according to the
enbodi nent of the present invention, a sensor nay be
connected to the device t o be managed 201, and the
0 ae e or [

then ARIREERY,  CbVeRBlor oy [FHlt S2022 ° AR, tside | home

commimiaaedn2lient B0@3 Eéallzeaa ftuansnmmshoblfwictmlag'redm by a
showi ng an exanpl e of  a functiopal nf i, %hat on of

sengan edor B aommARA B o ANl g i i e g B urcation

net?/\%?wg ?%hPBCESFﬁM"@'tb%We BP@S@H@ |ﬁVEWﬁFdh %n Aso, the SNMP

ormun sensor. shown in

agem/l&e*etailztﬁs rearjagEmaot ﬁaacﬁum’odﬂe@rwmhe uudgmetmt unit

inclufed it m&oﬂ@‘?ﬁ%ﬁé‘ 48l sietilafi ST AT BReDrBing to the

préggﬂ? B of the device to be managed 201 as shown
| 16 The sensor communi cation unit 2020 is

exafilee MIBa7sinsdr exammiat Pbrd si@rege |Lb’Htu'r'ﬂCt|UFjﬁd in the
corb?rigﬁﬁq ﬁbgﬁ% ﬁrﬂe%%ﬁré;-nsgéég ggdﬂurf]@lptr%s@f‘\‘i invention,

and e tabaye Whithostores rmf@‘marltﬂm Teldted dontive deV|ce to
conmuni cat| on unit 2020 communi cat es

be pesinagedi A0dgand s'é\f@éﬂ%aﬁlﬁﬂcﬁrﬁpén?'&eg Pé}(mséﬁé‘- Sensor.

Infﬁ%méﬁ§esﬁg§@§g§ﬁféﬁyf?gm thea%MfPené\@@nEGBS% 3c$1e SNMP

I'Vé connected to a
magRgemniciat acqupred aca transmitteckdnptie I‘dﬁBS’?\HVPAIt—I@wgh the

drészI%Qéfﬁﬁibégéﬁuﬁnﬁfﬁaﬁ%ﬁﬁ?@?zﬁﬁﬁ%”%ﬁe%ﬁtrssae gctive

ﬁ‘;’é% E&n@%@gﬁ%ﬁd old £s 2A3w Al FEG. & bhahFIGssi ®Nnclude

Ynctro sensor information transm ssion
thesMEB. ncl uded in the.comruni cati on network system

o el A AT W bR 2 ¥ Inciuces

in Bndgieebnditiordcindesme t b addimont;atllsnassuwck that the

system according to the present invention. MB 7
aboyeanm@HPNEDi M SEIYS URTE | ﬁ@lﬂﬂ%’éﬁw{q hsensors, and

req@%{){eﬁﬁ%’e‘ﬁ iELMR Ko SHT CFRIRE HY g9 to the present |

Each sensor transmits data (hereinafter, referred to as
“sensor‘data”) to the sensor communication unit 2020, the data
being a value of a measured temperature assigned with an identifier
and the like.

FIG. 21 is a diagram showing an example of a configuration of
sensor data transmitted from a sensor. As shown in FIG. 21, sensor
data 20 includes a sensor ID 20a, date and time 20b and measured
data 20c.

The sensor ID 20a is an identifier for specifying a sensor.
The date and time 20b is a time stamp of the sensor data 20. The
time stamp indicates the date and time when a temperature is
measured. The measu‘red data 20c is data indicating a value of the
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and is a database which stores information related to
the device to be nmanaged 201 and infornmation

w0 ea@nae484 ed from each sensor. I nformation traPGHIR2EH07654
fromthe SNMP agent 5 to the SNWP nmanager 4 is
acquired and transnitted by the MB 7. Al though the
drawing of MBis omtted in both FIG 5 and FIG 16,
the respective devices to be managed 201 as shown in

Fl G and Fl include the MB. | t is assuned
me?ﬁﬁ{eahteer&(?ﬁ@”%g be nanaged 201 is included in an
ai r Tpendiei sureicodmniantcation addt t2020 atqusres ssemsor data
that the above nentioned N sensors ére t enper at

frogenend) HRN$@EpeREr vePlLdRtCIMIRGEn FYbif-of (Hdie  sensor
corﬁﬁﬂzplrééj‘f&nsﬁﬂ?f’rzﬁénéghts%sd@ﬁé Ghav i BgfetlﬁrS to store the

O aS "sensor he sen
acquirstdnseasopdats 2020 thhaeMda a beThgrabyalthe sengor data

20 ghereqib. thr 11817115 GPAPAGAAR enis st SrMUEHPeCsr
Conﬁ"h%ﬂﬁsbérbf"ché (Eéi%tt%rérmtﬁﬂdbﬁem fthemsansor data 20

sensor shown in , sensor data 20 includes
stosedsin thie 2MdB yat(mamnaft@r,20@feerm@dn$@s@rsedl\’hm avalue”) is

traasggﬁg%ﬁ ﬂiog%l#lglgﬁﬁab%r@é}zgdae{éd@lf\g Eé’rtp%oﬁégp)ébﬁ%f the

SNpﬁmﬁ%nggtea 20. The tine stanp indicates the. date and
time when a tenperature is neasured ., The neasur
dat £1EDC22dscsequrieardiagram shawisg g@l?%cperformed

er
oy ST AHE 50 I S APTIRAS, GBhieHRE value of the
terﬁgédat@rénmeasweldebymae fastsensomd tatther SWMP manager

20 causes the S 5t t
4. s3heoppasehions pertprmeapy sachndss WiIRpRdHsEfbed using
F1g2 ? 203t 39‘1 'tﬁ thWB éSMWOK?éI% o tthe first sensor 21
pr édet erm né The'val ue of the tenperature
aIreadlyudxosnsndumetsdzlmabmanzen‘smew updatﬁa ‘MB 7 )

PSR Bornrelglatinh Bedadd N, Facpp s and the
SNWH?'?rﬂ%wotm *lﬁ %@Ngrég?rg%gd éb]gﬁleﬁtdlﬂa? pmt@c@quenversmn is
performed by the ouptS|de homgeéo%nrgeunlcatlon client 2023, the
protocol conversion client 2022 and the communication relay server
102. However, the drawing and description of the protocol
conversi‘o,n.are omitted here.

An SNMP request is transmitted from the SNMP manager 4 of -
the management terminal 101, the SNMP request indicating the
details to request the value of the temperature measured by the first
sensor 21 (S500).

~ The SNMP agent 5 of the device to be managed 201 receives
the SNMP request, and reads the MIB value of the first sensor 21

(S501). The SNMP agent 5 transmits an SNMP response including

the MIB value to the SNMP manager 4 (5502).

The SNMP agent 5 judges whether or not the MIB value is old
based on the time stamp of the transmitted MIB value and a
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by each device when the SNMP agent 5 transmits the

val ue of the tenperature neasured by the first sensor
wQ100s00448€ SNVP nmanager 4. The operati ons per f PCTERROEB007654

each device will be described using FIG 22. Here, in

the MB 7, the MB value of the first sensor 21

al ready exists due to the above nentioned update. | n

t he conmuni cati on between the SNMP agent 5 and the

ore BB RS s RS A5, P S B he s value

is thendate eaid eimel 2@btingR23edtihehe stasolr datav20s{rafer to FIG.
client 2022 and the conmuni cation rel g\é/ server

. ( 02. .
21 Howd & _,prﬂﬁ:l@t@armmﬁﬁ dhregboldi i bar X@W'Eno&%‘&o‘m'mtes-
ve n ech. - .
in S SLALET P EreTHAL Y 1Bkl (OMTeERIER ate and time
indicataddy thé, tinte sBhivip eerpliéhe Cudiardt timetisel odgent EBan ten

.to request .the value t f d Db
mingesi ot duAesd Bhat Sbso BN drnls alibnt 18 H1¢ Gise where
thed%gfﬁ“eeretr&éeoéwgéﬁdfﬁ@ldgeéeahei_s tihe PHlRARAIEsY . the time

and reads the value of the first sensor 21 (S501).
stafhp BENIFtheyeurrent timenis seanmRubeseapdass, ithis Gurdggd that

t B,value to the SNVMP manager 4 (S502). The SNWP
theagﬁrﬁvlvgwﬁd'&ege%et her or not the MB value is old

basqf e tdisd Wierd fns ﬂﬁd bd thanshettretdsvhRted MEB value
~and apredeterm ned threshold (S503), The ti] stanp of . .
is new, he SAINB agenks qads trioparatiaon rfﬂmeﬁée fransmaitting

S f FIG 21). Th det i ned
the RARER 6t Re PRI e Con m nut s, "1 n the case

whgrm the cga's‘é ﬁrlwm?itb'e; jedgedhthabatheamansmitted MIB value
o LR e R L G B B SRt LT cotion
u{ni\éa?@‘?dft{qglg‘&&l.[iré e FaRe WretRet g@%‘giélfa%#_@c?rom the first

et'ween e and tinme 1 ndicate the tine stanp
sersar 2He(860%nt Theevalkia ofl thiente mparativresacquiried from the

. J,udged that the MB val is new J nt Se "

firdt S5 otioed tianed nih Hhek meflbsta § LS, SsHARPF vatue

hetdip a3t agent 5 ends the operation related to
transmtting the value of the tenperature. | n the
casAfesmedaiving thegequest frame thesWPiagent B tha,eensor

communication unit 2020 attempts to read the sensor value
acquired from the first sensor 21 (5506).

Cbncretely, the sensor communication unit 2020 performs
polling on each sensor connected)to the network 12 in order to -
discover the first sensor 21. After succeeding in discovering the
first sensor 21 by the polling, the sensor communication unit 2020
causes the first sensor 21 to transmit the sensor data 20 including
the sensor value (S507).

The polling is performed at the maximum of five times until
the first sensor 21 is discovered. In the case where the first sensor
21 can not be _discovered after the five times of polling, the sensor
communication unit 2020 notifies the SNMP agent 5 of the
non-discovery. - After receiving the notification, the SNMP agent 5

-50 -



10

15

20

25

30

is old (S504), the SNWP agent 5 requests the sensor
comruni cation unit 2020 to acquire the value of the

wao esopro@asure fromthe first sensor 21 (S505). ACEJR2A0U®7654
of the tenperature acquired fromthe first sensor 21
based on the request is called "sensor val ue"
hereinafter. After receiving the request fromthe SNWP
agent 5, the sensor communi cation unit 2020 attenpts

end$ B AUErRSTREIoE] gr oA ERIEERR [ 10 | e of the

tengpePatUEAt i on unit 2020 performs polling on each

sensor connected to the net k ' d t . e

i Ségber reReIYingstneaAOr 4ot Gr tis eIt hEomymunication

sl j e i

R URRSH I 14 SEpSergi2ob by thessmmbiaent B2(S508).
2 1 Afeet recgiving beesarnsor data 20, thel SNME) agent 5 updates

en e R a0 TS M, TS RSS2 LB 1B s 7
MoflesuRY A INMP kdifes Widiractsetie! sénsenseald fram the

I scover ed ter the five tines of polling, the

serssoisdatadfpandaotfiasthe SiPM Phoranager dhefl Shersenger value
e non-discovery. After receiving the
by %ﬁ&fﬁ} E@Pgﬁgj‘?ﬁz SNVP agent 5ends operations rel ated
to tTHOSINMP Higp hteyakumh SN MPeriesreyauser wiiemithe SNMP

recei ving the sensor data 20, the sensor. co nj.cation
agent sprut@neeushi tansRite REArmation o Hﬁﬁgﬁmﬁxﬁnanagen

age coj Vi t .
23ty Fpl ) iR 510 i e R 8, inperatur
is Tfts'ée,\.‘ﬁ?'ém ﬂ‘ZirQV\the:idem“cetts) be managed720 W($o02) until the

e agent t t 3 I .
valuin el tha: Lot Rofs (HeaTIek Bk erabs Heby (5509) is
i I I ; T t
TRt (RSNt rectes tha
the vahseiafsthertenmpe ratu neon ohidiesibry tiaaffdMP frap iséhe correct

case where the time fromthe value of the tenperature
Valuefirst received fromthe device to be managed 201

(S50R3 HBLikidd® yBbye,ofnttiget eaper avheeei shaowvialiedof the
by the SNWP trap (S509) is within_ a predeterdn' ned
tep@aradyurehe eFrem iy dhes seasednis sequasgted from the SNMP

manager 4, the SNMP agent 5 reads the value (MIB value) of the
temperature measured by the sensor from the MIB 7, and transmits
the MIB‘vaIue to the SNMP manager 4. Thereby, the SNMP agent 5
can immediately respond to the request of the SNMP manager 4.

After transmitting the MIB value, the SNMP agent 5 judges
whether or not the transmitted MIB value is old. In the case where
it is judged that the MIB value is old, the SNMP agent 5 acquires the
sensor value of the first sensor 21 via the sensor communication
unit 2020. The SNMP agent 5 notifies the SNMP manager 4 of the
sensor value by the SNMP trap. '

Thereby, the SNMP agent 5 can notify the SNMP manager 4 of
a more correct value of the temperature. ‘

As described above, the communication network system and
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the value of the tenperature notified by the SNWP trap

is the correct value. As described above, in the case
wob@sgosbe val ue of the tenperature nmeasured bRCT/E2005/007654

sensor is requested fromthe SNVP manager 4, the SNW

agent 5 reads the value (MB value) of the tenperature

neasured by the sensor fromthe MB 7, and transmts

the MB value t o the SNVWP manager 4. Thereby, the

e AT PSR RO B Mot henton

can;/?iaelngun‘]s%?gg@ll:\lﬂl\g gglgtén'ﬁ ﬂolrldgawmegyerfrom ndte t management
\/

termingéd Q hainfarmitisn ngas.ses o dReGawmpbiEne Blurality of

serﬁiﬂ%’ E@ﬁn%'&feaeﬂbs%rn dHAceltd g)%zghéﬁﬁg\%??@r 21 via

seénsor comuni ca Ion unit NVP "agent 5

not rrheesopbeaﬁum npespmaddofby heasbngievicel w@reydereribed
s & Al IS s S PR BRI RS b e cevice

to Eé%%rﬁé%& Zd\f @e IUE%‘H AAE aif o reirBMecat However, the

net wor stenland conmuni cati on apparatus
sermmrrmwgmbbem tmmmmtuneemnsar,candbﬁpru%@m@le,amay be

stemfor acquiri er
othgl; Sehads et o eastr BYThRRG S Riodh BHicht detitts; human
moYeri8REOr SAtSBNateddéviceneo deei cmanagw rmoagedagohot be
The’ operatlons performed by each device are described

|nch$d;@d1|ngth¢1aﬂrﬁﬁ@d\l§l@ﬁtﬁfv§fbﬁl enaypriBelt@eddis dps expmple,
a hbgrﬁcadchvrttﬁg) Ite‘?‘}_@ﬂfﬁ“?ﬂ% al ﬁetWBPHﬁéﬁaE%é‘%é\hEe in home.

wever Sensor nm

Moteoveratheedeeis®itp bedMaainagEdnﬁIOd, may be usédras a smgle
sensors such as a human sensor which detects hunman
Unifpvenent. Al so, the device to be managed 201 may not

be i “Eiéﬂjrlé%‘or@e)l?%rnféﬁﬁ‘é*gédo%l ﬁadvﬁ‘ﬁbtl"bethe sensor is

inclu hone controller which
conmmeaites mayenmtrmelmiﬂ @jfdawztm iof hbeecominggieation relay”

A %2 1 s 0 TESBE e BbsTPREE 4B 2 e cBgiGs to be
ma'rﬁa @Wl%ﬁb@@bn‘ﬂ@dt@@t@ ﬁ‘h@@brﬁm@ﬁdé‘@on relay client
nication relay client 202._ 1 n such case

Zoaeand tbe device torke daaingged 4l may commumcate with the
management terminal 101 via the communication relay client 202.

Also, the cycle per which the sensor communication unit 2020
acquire§ the sensor data 20 from each sensor may be determined by
the user of the device to be managed 201 and set by the sensor °
communication unit 2020. Thereby, the cycle can be changed, for
example, according to the state of the temperature change in the
room where each sensor is set. In addition, the cycle may be set by
the SNMP agent 5. In such case as described above, the SNMP
agent 5 may direct the sensor communication unit 2020 to acquire
sensor data. ‘

When the sensor detects the temperature change, the sensor
may notify the sensor communication unit 2020 of the value of the

temperature at this time by the SNMP trap. Thereby, information
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~ wntne‘aa@rww cemephairation

managed 201 may be connected to the conmunicati on

relay client 202, and the device to be nmanaged 201 nay
weewrnei4gat e with t he nmanagenment term nal 101 RCEHIR2065/007654

conmuni cation relay client 202. Also, the cycle per

whi ch the sensor conmuni cation unit 2020 acquires the

sensor data 20 from each sensor nay be determ ned by

the user of the device to be managed 201 and set by

A

Of A€ot exner ama”ﬁnﬁbﬁﬂgelumbtetre obopoMinge fmchthe sensor
sensor 1s set. n addition, the cytle _mm

 commuisiantionannits202t te discoxes asRRGE BeassEavaY be less

or bﬂﬁé%ﬁgﬁ% iR, d'fr?sctteatdd;eois? Ftrln Eﬁénhﬁ%béﬁ“ of the

to .acquire sensor he sensor

poluﬁgewh% pkeidcfipevehichetiedgpadEn gt isepeeﬁm'ameduy\awbeflymlted
Foriexattaen b apolng MavebiyendadatnBhe hse {iifigtht Fonling
is régge ggltl}/gj;@orﬁ 8"r?r?ed r\‘Nl‘tl‘\ﬁ'\ 't’hBe@ b ivds %'ﬁ/tﬁvﬁe@?muﬁ% sensor

nmat 1 on maxi num nunber of
carpot ibey d‘lscovaeedensﬁneb@mrth@anuttmb@m or 2t period of the

polfiniEcHfihd RREMIR & R MRS A diba R Epfdffibortance
of e '\}aﬂGe bheheetéftbderturel aledderadiiy thei sensofor med

nmay limte For exanple, the pollin

in tIhe agchitianinr ein hethe! 1aBRVe s ‘g gﬂ?ﬁéper@%&ﬁetﬁensor
oA 1 A S I R

netvebri ngzcambw@m@r aanladsehsorempl wirelessiyli cgmrounicate

t he i nportance of the val ue of { enperature
%Hﬂéb in the above

enb ’ h
iich |on um%ﬂg%'gfoa Vi a )ECS W 2é e sy that N

communi ‘ca e network 1 However,
seresmits sjersunynagmmnmmaseyw&dmtbeu sansowi EpMmelndeation unit

20 4B BHERTRI ek iR QUP MaFIG s2rie onoth FBE, ppnsor directly

corﬁ?ﬁﬁ%%&?é@Wﬂhﬁﬁ@%e?@bﬁoéoﬁﬂﬂﬂmtaaﬁdmuNJtHZtOZ@Z@IreIesst,
wirelessly. shown in FIG 23, since the sensor

thejseesolrwamlfxmatml”e%d dipta npabilecpbircicaurmeathvman or an
anﬁ;ﬁ'gh é?ﬁ méle&ﬁilﬁd mél‘B TStol el rél%@eﬁetdatat AfdBHeidbfect can
be acquired from the management termlnal 101.

F(Sr example, by attaching, to a human, a step sensor which is
a sensor for detecting foot steps, how many steps the human walked -
can be known from the management terminal 101.

Also, each sensor may communicate with the sensor

“communication unit 2020 via the ad-hoc network which is a network

with that each sensor communicates.

FIG. 24 is a schematic diagram showing an ad-hoc network
made up of a plurality of sensors. This ad-hoc network is made up
of seven sensors which are the first sensor 21 to the seventh sensor
27. The sensor which is not close to the sensor communication unit
2020 can exchange information with the sensor communication unit
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animal . | n other words, information related to a
nmobi | e obj ect can be acquired fromthe nanagenent

wo eoositeaB4 101. For exanpl e, by attaching, to aP¢I/m05/@7654
step sensor which is a sensor for detecting foot
steps, how many steps the human wal ked can be known
fromthe managenent termnal 101 . Al so, each sensor
may communi cate with the sensor comruni cation unit

20 .vi a_t hg. ad- ha I i.ch is a network with
20%@4{5@&ﬂ*g@,@ﬂﬁ&fﬂ#ﬁh%ﬁ%@@nﬁ G 24 is a schematic
di agiormesdzaniig, athadsixth mengwk 26dis farofrem the sensor
plurality of sensors. This ad-hocg, ne%work i s made, up .
corpmBicAtieBritas OAD: ANl GanROdirectierapimainicagepyith the
se@VFEéﬁqﬁ%f‘rﬁ%tﬁn uhi€ 28" %%%‘rf’tlﬁ‘@%iﬁtlﬁ’%‘éﬁs‘br 26 can
€ Sensor comuni catron unit 2020 can exchange ]
exdtd iog geihifonma tibnt weths thecse rsomacma unicabion2oad 2020 via

using nulti-ho 0 icati on. For e e, the sixth
thesggs szﬁep§°fg¥£fqmrﬁ1 géﬂ?&"%néﬁm)cati on unit
2026 th e andiin dsEASHYY cCaRMMENtHS abfedirid Wlﬁ/éebﬁmgut for

conmuni cat1’on unit 2020. However, the sixth sensor 2
wiredesexcomrgeriinatiorat i Ihug,t for rexaepler dunationef dattery

. ni.t 2020, via.the e t: ]

incilaborsdiebut By PECinachaatol b tel o hiBh, Mogeover

thePHERsbrf@in We SkEsa  praveiwhererthelhgstrittionesantiie electric
duration of battery included as electric power in the

wayenisosevene fl ¢ acdospiiddeover, the sensor can be
set 4in P i ; i )
oot e AL WHERS A BB ShiothadiieL gt gpicatior
unithzolaemflremwi@manﬂCﬁmnwighcaﬁtbnouEew, de2Gensor may
~ wirelessly comunicate wit ot her, .the sensor
includediie PRSTHES MTGAMa1BAmat £BR AT IR dRgssenror Hidta 20.
sen d ; Sy i : . . f
LR A g S S SIS spiguration of
the nskendiorg gaka t 26h im¢lording opositdent iiofiormaiaat i onPosition

o bR P BRI GO b B s sonsor
whE tREBNSSRs6Rra AYETLY threeehsort gagavR@osi tion, for

exanpl e, dependi ng on whet her or not the sensor can
conmuing GRS cant el gh he speckad itsewst positigny for example,

defnihg"Sh RhEtARSEPWOE thé's@nth chh communicate with the

other fixed sensors. In the ad-hoc network as shown in FIG. 24, it

is assumed that the first sensor 21 and the second sensor 22 are
fixed in separate locations. In such case as described above, since |
the sixth sensor 26 communicates only with the second sensor 22, it
can be recognized that the sixth sensor 26 is not close to the first
sensor 21, but close to the second sensor 22.

Thus, when the sixth sensor 26 holds information regarding .
the location where the second sensor 22 is fixed, the sixth sensor 26
can roughly specify its own position. Moreover, the sixth sensor 26
can transmit, to the sensor communication unit 2020, information
indicating its own position as position information 20d included in
sensor data.
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is assuned that the first sensor 21 and the second

sensor 22 are fixed in separate |ocations. | n such
\V@ambnmssdescribed above, since the sixth senspecT/2005/007654

communi cates only with the second sensor 22, it can be

recogni zed that the sixth sensor 26 is not close to

the first sensor 21, but close to the second sensor

22. Thus, when the sixth sensor 26 holds |nfornat|on

B e

terﬂ?ﬁﬁ'a‘l I1m WheeeEbbutt tee Hiars @tsach2d edth tthenstep ,sensor
he sensor communi cation unit 2020, information

is qumeaatyl méealikiBdewn position as position infornmation

Caﬁg?bﬁ%@ﬁoé"igmﬁﬂﬁghngﬁggseegen *&iaecflﬁ"else?i%”BWh pidsition is

not\/\hﬁhﬂﬁiﬁﬂ)umt Fhehtatal_srn{]at haetr:agnmd hmemede@fssrmfylgg the

curren wa 1

el pasiios dEpensin G808 & Ross BTt phLobandiflon with the
t f

f'XéﬂQ%ﬁnﬁBﬁg 'Fﬁ}eﬁe poéﬂad 8 éﬁ?ﬁjﬁ Yhéﬁsh'?érﬁéhfa%ﬁat% may

ont SI’bI |ty of communi cation with
spddifed thenspositfon- exfanpl esenspbsi then mgm@measurement

apﬁ&%at ReiRdanE B f{‘){ﬁtﬁgﬁFg% ¢ | g%ﬁgggb?g?ﬁéog%asur ptically

or iﬁ@ugﬂ%'a'ﬂgp” Ahdt, é@éﬁ@br@ﬁb;ycathmm imforms ationl Fegarding
énsor ma¥I acquire informtion regard ngplts

its omn ppasitiam freomt ﬁeppssmonome@%lémm Rpsde

. Alsqg,_th i f
comblliPe BRI SIEENRH BAEi oL Esad Tt communication
bet&@é‘@naﬁ‘rﬁe ex¢lsoreasatmumicatiorbe rﬁt\II\ZR')ZGoandmmh sensor may
gBee may be used. | n addition, instead pf the

nOfsb@sSNMBn FQruaXampig, BIOREBARNIEPE & device to

n eofct b d
oF a T BRI | fitedd CoPCENE! SerfEbE, DRIE MLt may be

conigeoteditoibie deEvixe 26 bea naahagcetd 20dl. bAne diegcauator may

h
be 4PN thev Fnded S8y IThcrdqity AnAded, 2 ofrdn the
maggé%mé}% t@pﬁ,ﬁb@m@il ent 202 and a function of

ni cati ng wth an actuator. As shown in FIG 26,
t he & 26 is a tunctioagédlock dingramsshowing an example of

a functional configuration of a device to be managed 201 including a

function of a communication relay client 202 and a function of
communicating with an actuator.

As shown in FIG. 26, the device to be managed 201 includes
an actuator communication unit 2030. The rest of the configuration
is the same as the device to be managed 201 as shown in FIG. 20.

The actuator communication unit 2030 is a processing unit for
communicating with the actuator. The actuator communication
unit 2030 communicates with N achators which are the first
actuator 31, the second actuator 32, ... and the Nth actuator 39 that

‘are respectively connected to the network 12. The communication

protocol is, for example, SNMP.
It is assumed that the device to be managed 201 is included
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an actuator comruni cation unit 2030. The rest of the
configuration is the sane as the device to be nanaged

wQ@omsast4shown in FIG 20. The actuat or comruni PEE/IR205/007654
unit 2030 is a processing unit for comunicating with
the actuator. The actuator conmunication unit 2030
communi cates with N actuators which are the first

actuator 31, the second actuator 32, ... and the Nth
in §hHBIE oo, Hiict THAREES ¥ FRAMRTLERADIE device in
hom&aﬂpAgso TN, aisst:medzﬂrammletMactuaéodsmmrespeetlvely an
G L0 AN AR o e JOEd oK MBS0 g g Eheglike.
22§?€?ﬁbtﬁ'g§hawﬁ Ril Halgite JafEanRR '|§% X/aﬁmeairfdlcatmg
e ectronlc ock for locking a door and

its oinen stitke. E&Or example, amlacmscangluao@ardm@wh@walyeapf the
valelndlctln its own_s r nple an air

CUrEERY; ‘ﬁm qwe\/glsu{ﬁ%%t?ﬁg cﬁu ent preset.
te”ﬁ?fé‘té’éﬁjét%ﬁ Rorphatfivaiod uHie 20B@tatquires the state
comuni cation unit 2030 acquires the state value fro

valegcfren eadt giuaiosdpesr AredgteyainedTRYCH:t udh6r actuator

corf LR P 30362 BRI Sy TP R, o Srore the

ac Tuﬂrgéelbxstfattéeval@%enwmdu?w@tMrIBd71 .n ﬂh'felmll:B/Jthe state value
rel na er rererr

storgda ipr Baet MIB %d(@ﬁlg%fggf,ere%geéf o a{M 1 vaFue”) is

up{] g?&ghtéeﬁjrédgf@ﬁﬁ Heacé*lag,‘gr in a data form

an |dent| | er e transm ssi on source and
t he Heéke, thevstdteavalhe ischansmidttecdfrem sashnaickuator in a

ot el n i SRR BERA R Mg and the

lik TR YRAR A s Eﬁérﬁéﬁéoﬂ%ta Asas SReWrap R r 280tifies

the device to be nanaged 201 of the state value after
t he Epeh @dtoatorFopRrates accareinente thratpaueshdrpRgmitted”

RO SRR GE Db R e BpEaR iminion. so

eabhegetud @ aotifies. thidalévioe ¢d boemzreagedondl of the state
erformed by each device wll be described using FIG
: afkere thehepesdfi®ki-ng case is assumed : the first

aCt YA®! 29Lid § sequence diagram showing operations performed
by each devicé when the SNMP managér 4 requests the first actuator
31 to chénge a preset temperature.

The flow of the operations performed by each device will be
described using FIG. 27.

Here, the following case is assumed: the first actuator 31 is
an air conditioner, and the SNMP manager 4 of the management |
terminal 101 requests the first actuator 31 to change the preset
temperature to “25°C".

An SNMP request is transmitted from the SNMP manager 4 of
the management terminal 101, the SNMP request indicating a
request to change the preset temperature of the first actuator 31 to
“25°C” (S600). Concretely, this SNMP request includes request
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an air conditioner, and the SNVWP manager 4 of the
managenent term nal 101 requests the first actuator 3
wdaas/1efashge the preset tenperature to LL 25C'PCEUP2BINB7654
request is transmtted fromthe SNM P manager 4 of the
managenent term nal 101, the SNMP request indicating a
request to change the preset tenperature of the first
actuator 31 to IL 25C" (S600). Concretely, this SNW

e N T

- actda€or IheoSNEB°afient 5 of the device to be managed 201

recei ves the SNWP t, d d the M B .
Lo e SN RiBcagpnts i e e & b g anpgssy 201 Eeceives
r t h [ r ) h
thel SFUTP g dest pP BRHALS 1R MiB VHIRSLE T2 e EP oo D):
( S6@Frer thetepdakepthe BN MR agentes requiestsdhetjussactuator

31 Paande i esettbiBerst e 18, 2545 HINEATIs, e ppdated
MII%“ﬁﬁ@g?@@tZ’f. 31 transnits the state val ue

hereinafter,” referred to as "actuator value") of this
ti mAftert recgiwimqgthe leee3)MenkiosripP regiest the firs

actitBh 1 PHIG e roeRanEY e fokn LeL BrbRRL Efpgature to
v 5eeuat Aftaralthe iopddat?®e; the flicsts avttiatorr 8dpanansinibs the
the MB val ue which is LI 25C" n ot heyr

604) . |
stafervalue thereinmaiderngfaniedria géS‘&qt)ygtg.r valugsg ofothis time

r ~ylherefore, the SNWP agent 5
to ﬂ@gﬁ@@%ﬁ?if@@? ator 31 to change the preset
t enit@tSNMR @RS SagampdiREdthe Bfaresmitiosd M wdlae with

se d t, the first t uat 1
the GoeRRHEE FREISHQLR B dioh SR B IE, JBCERE i5a8e hgre the

actRRRR V8Me 18 S8t ingdey ‘Pfot%oH%%%ﬁg%iSwiﬂTﬁthe MIB value

actuator value to the SNVP agent 5 ( . The SNWP o
whigeris R5%H{5604he Inaother weards sthis meeansntihak the first

recgei v ctuator val ue. . Fo o
actiipl $ieRast fblco ot tha (¥ rELBEREn, ' CThBEefGRE the ShmP
ag¥ht hst hedhEstal tiee ( H#QY) actlabopt Bar ¥®r dhange sthe preset
neans that the first actuator 31 has operated as
temperature to “"25°C” again (S605).
After receiving the second request, the first actuator 31

operates so as to change the preset temperature to “25°C”. After

. the opellatrion, the first actuator 31 transmits the actuator value to

the SNMP agent 5 (5606).

The SNMP agent 5 compares the transmitted MIB value with
the received actuator value. For example, in the case where the
actuator value is “25°C”, it corresponds with the MIB value (S607).
In other words, this means that the first actuator 31 has operated as
requested. The SNMP agent'5 notifies the SNMP manager 4 of the
MIB value by the SNMP trap (S608). ‘

The request from the SNMP agent 5 to the first actuator 31 is
repeatedly made at the maximum of five times until the MIB value

. transmitted by the SNMP agent 5 corresponds with the received
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requested. The SNMP agent 5 notifies the SNVMP nmanager
4 of the MB value by the SNMP trap (S608) . The
WO epaaets8f rom the SNVP agent 5t o the first aPCT/aR2005/007654
31 is repeatedly nmade at the maxi mrum of five tines
until the MB value transmtted by the SNMP agent 5
corresponds with the recei vedactuator value. As a
refultdof the fifth request, in the case where the MB
val.ue s not correspond with the actuator value, the
actyeiera %ﬁ{ S rewites the MB value of the first

act yed ¢f rasilt ®ft bige afiftratrequedtyein tThe ShsR adeete The MIB
further notifies the actuator value t o

valugndges nobrornesBRE Wb thesagedarehyd usoige PINMP agent
5 réw f]l’:i‘é I\ﬁ’ﬂ%WBE%P&@?H’S‘E%%B‘?‘@g‘ﬂo'tﬂé"ﬁf{‘t‘l#agor value.

he pr esent I nvention can e used
TheYSNMP fagent)rﬂ faktheig ndtitiest the rectagdoenvatue tonkhe SNMP

101, the ral actuators connected to one
madiag e % e’bﬂ"mg@diﬁ@ﬁ According to this system
for A?é(a s%rll?éd' QHEPE! btRet corpthlplicafibem apbdrdeus and

hone, urality of hohe electrical appl i ances
comwnuencaetiomnemwdmcc@mdmgl@ theepeesent iavention can be

userien or ey T n i liBas BPA e Hiandgealdft germinal

10t Nctheeplifalifie, OFVvaeR1adko, comeected et@ebrl\mddavtdee to be
aCtuaftor comunication unit 2030 acquires the sta

managedi2®h edgcarsting: & this systest ciafi axany IGHE Igsepssible
to SbohBRls . PubdE"T8Re 20 Blrafty. Bff Home electrical
ap%ﬁamde%, connéiceed?af ommmleecenmrwllemny act uat ors .

N iete cpfRealrcapditinban S daxamnig,of Ehenatafgtor, and
thé‘%ecrﬂpagor m%fr e&ﬂ?ﬁgd@né‘éﬁdﬂ Q%e%*?f&’rﬁc_a‘l R BNMR included

act uat or conmuni cation unit
in EBéOdewca;qw re the state value. | n the case where

Lot AR NS TRt SIS, SeshloP o A icbon unie
zo%Wanguh'“@s stRke y@ltee DElide FRONP teaath “émuawr trhay be

updated i nformation always exists in the MB
determined by the user of the device to be managed 201 and set in

the actuator communication unit 2030. Thereby, for example, in

the case where there are many actuators whose states are

frequenfly changed, the user can set a short cycle. Also, the cycle
may be set in the SNMP agent 5. In such case as described above,
the SNMP agent 5 may direct the actuator communication unit 2030
to acquire the state value.

In the case where the actuator detects the change of its own
state, the actuator may notify the actuator communication unit 2030
of the state value by the SNMP trap. Thereby, the updated
information always exists in the MIB 7. '

The request transmission from the SNMP agent 5 to the first
actuator 31 may be less than five times or more than five times.
Also, instead of the number of the request transmission, the request
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The request transm ssion fromthe SNWP agent 5t o the
first actuator 3 1 may be less than five tinmes or nore
WO bar/16448€ tines. Al so, instead of the nunber PET/12005/007654
request transmission, the requesttransmi ssion nay be

limted by the period in which the request is
transmtted . Thereby, the nunber or the period of the
request transm ssion can be determ ned, for exanple,

accor.di ' ‘ .
o TN by HERIRBECIS sRESBHS it i Sreauest i
traﬂ§ﬂﬂ@ﬁetd Cglmi@lmlw,t Ehle mmﬂl}ﬁ]etmr Erl']\e pegiod af the request

schenatl C I agram sno
trawws&my iR o AareRRInGhe. TRt LS E R AOGrERG  to
'mé:gc}lr,%rt?um Catl lvsé?ﬁ@t Fd&ua%%’r by direct Y

e actuator communication unit
ZOﬁanhv alcbsatcyr nmay witelesshy dospenenicatia with the actuator
ot her rds, it ossible to control the nobile
Corﬁm‘éjﬁlq\l\ﬂﬁéof‘r‘émq 2§3ﬁ)anagerrent termnal 101 . | n°
addiggizonp g2 ggh aafstdhférﬂ%tmﬁydra?ﬁmﬂl ShHoawmd hthdeway that N
actuator communi cation unit 2030 via the ad-hoc
actoettaos kv iveil essiys cametumica tei wWikh fhe agkwatrn GQN)‘?‘U”'CE‘UO“

um%?ﬁ%@' C%«%P@f&@ﬁ& ;3 %y' tt?\é@'o?ﬁf‘rﬁtl ugﬂ;aﬁ‘ﬂg with the

actUitd ratbiea uRetaEIbI Uﬁlm@@mwloélessdw thetactuators become
which are the first actuator 31 to Ehe seven

modditaiat ofn 3ptheRe Welidhd ThcitiaPESSEIE NP t HeN f:rckle thg, mobile

ac %?58%8'@@{%5[1?9\%&1%%%%%@ 9 jconmuni cat i on’

usi ng nu op conmuni cat1 on, the second
act Uat oadd?tiend tewecH | Iae:tuettobelm@yabcemml.u‘llCéteI ywith the

W ORI O
ne@lolk S A% Fﬁﬁt r@éd’l@@ttﬁ%@@r%mfmhiﬁﬁcsteé ality of

Sensors as s 4, each actuator can curb ’
t he FIGCcR0iis avsaéezmabm dragra/mr@f a8sadohaafetyeds made up’

of S3EaelFy A AclaldS. PG RCHETEIER L p3AEup ofseven

ac’dda@td?‘é‘wméhta@th@ffﬂ*smvafcwm@l ttd‘lﬂwesfewrerdﬂ'l antmator 37.
t he actuat or conmuni catl on unit 2030. l;gﬂeover

Theseaondastsmtoros dcand i like CBReS¥s G fifagmation with
the WeelatBF 2 ARONFYTIYA! CalARY UPpB203AsY  multi-hop

communication, the second actuator 32 and the like not beingl able
to direcfly communicate with the actuator communication unit 2030.

In such case as described above, as well as the case of the -
ad-hoc network made up of the plurality of sensors as shown in FIG.
24, each actuator can curb the electric wave output for wireless
communication. Also, as well as the above mentioned sensor, each
actuator may specify or acquire information regarding its own
position, and may transmit the information to the actuator
communication unit 2030. '

Moreover, the communication protocol wused for the
communication between the actuator communication unit 2030 and
each actuator may not be SNMP. For example, ZigBee may be used.

1
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each actuator may not be SNWP. For exanple, ZigBee nmay
be used. Al t hough only an exenplary enbodi nent of this
W0 pooeno448n has been described in detail above, PCTIOR605/007654
skilled in the art will readily appreciate that many
nodi fications are possible in the exenplary enbodi nent
w thout materially departing fromthe novel teachings
and advantages of this invention. Accordingly, all

Ene ATBELEET B 8% B EmPlY ehidotfisriat iR iieion has
bedh @uaaHibedt e etaiiverio vy stleosenskidl exbimuhe aritowill readily
- apparatus according to the present i nveﬂgli on i.ncl udes:

apRragiabetthat Many BhadifEItene sTRcPORRPIE Tath cemplary
em?a'b%lih‘??ﬁ# v{{‘ﬁhmftk t‘éerialr‘]f?dcle Qﬁtiﬁgmcﬂﬁé%\?ﬂ ¥WO&&hings

S use or rennte nal enance o0 el ectri cal
andprdeantagesenofe thig r dhvandiame | i lkeccotdioglyhe all  such

conqmunj cati on petwork ,syst.em.an he co ni.catj .
mOGARRIANS Gl DRtSRAFActS 15 BRHAST OTITOHERLSfge o this
inv%ﬂrﬂ ts stor ed in hone electrical appliances and the

i ke fromoutside the hone. CLAIMS 1. A conmuni cati on

network systemconprising a first systemand a second
stem whi ch,ar ected via a gl obal network,
I“%(?&@F%%Blﬁqegﬁ?&st em i ncludes: a term nal
appar ai o raipe Labt gtiod petmorkceystavwt Anal devomemuaridagion
first conmuni cation relay apparatus, whic

ch i .
appaiasuscaceording todihe rmeS@;mairfat%t,iOBmeALJ%@sﬁoa client on
| . , . g o
e L T
Ana‘;‘mcempg.miloat?)tlial)ldas?twoibus;ausehrjafm} ne nopkE ﬁma?}qhemance
connect sald opal ., net Wor W a cal nhe I K. e

of0NES SIRCEHCAL BIHEBEES (oTaate dastip! AT UKG | sAIsO;
Cﬂ%@lﬁ%ﬁ?‘\i%fi'&rﬁ ﬁ'e‘fm{cﬂ*k*bgéteﬁpéﬁroﬂthéi c@Rftndinication
secon e _p

communi cation relay apparatus operable to relay ]
appanatus cani be dpphiedfosddweliganshapssating egntents stored

in S%&egm@?fieggﬁgid g@&ﬂgaeﬁcggpaaﬁc?ttﬂsé ARE A3 §LPL&%¥He the home.
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communi cation relay apparatus being connected to said
| ocal network, said first communication rel ay

wappanetss has: a first communication unit opePEDIR005007654
communi cate with said term nal apparatus using a first
protocol; a second conmunication unit operable to
communi cate wth said second system using a second
protocol via said global network; and a first

conversion unit operabl ego gﬁgert packet data into
second protocol packet d IaA S a converted packet, the

1. pachetcotahtuhriatioachegtwetkl spsteyai donepnisiag a first system
apparatus by said first comunicati n_unit,&&p

| q to
and pageRPNG B¥SERM, ¥hish BEBKENRBC Yiaea glgbal network,

con‘&wg' | QO MR @F& S ble to convert
pac etépaﬁggﬁH#gh%Frs éghtgggpa%§éket data, the ]
packetertaimabapparatysiopefable taichreatonitcateswibh @/ device;

aid second conmmuni cation unit, and to transmt the
angdirst protocol packet data to said first comunication

uni ty figat ¢otRAANEI GRHIHHNY Y Ppaeh tls ANTACAL L5 chaRected to

t hi rd conmmuni cati on uni't operagPe to comunicate with
saidheerfain akapparatuse dperabler to deday wammenigakion between

saifSuEiiioat S BeHBLIE TEHE, S81E0Re bl Wi i spjd olobe
netWOFlecol ; and a second conversion unit operable to

convert packet data into second protocol” packet data,
t he spadkeeceadsyiany Edudesd from the device by said

pr ool B hCREPREERuS P erdti 18, coRNBEY sdied gigeaNhetwork
witthnat locaichaetworkperabl e to convert the converted
ket intq first, t I ket dat th ted .
packbe savigeardlichets SR fia Se1d,laah Bstugri and is
coﬁw?HpWi‘cﬁfEWlWit akhmn téPMin.a@@%ﬁé’réﬁ?ébSHth the first

protocol packet data to said third conmunication unit,
and & aetared ccoimromnication oelayl appapphuat aperable to relay

cofRuTLSubh HRIR B LS L RS SRR ke LAy sare
roi&Tt MR pSaPREIRD! gnto tdaidsnidlobd constevdEd paskiet - second
communication relay aipbaratus being connected to said  local
network, '

said first communication relay apparaths has:

a‘first communication unit operable to communicate with said
terminal apparatus using a first protocol;

a second communication unit operable to communicate with

" said second system using a second protocol via said global network;

and _

a first conversion unit operable to convert packet data into
second protocol packet data as a converted packet, the packet data
being acquired from said terminal apparatus by said first

communication unit, and to transmit the converted packet to said

second communication unit, and also operable to convert packet
data into first protocol packet data, the packet data being acquired
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to an address of a transm ssion source of the

predet erm ned packet. 2. The conmmuni cati on network
waegasaom4gccording to Aaiml, further conpri siPgr/aP2005/007654

trigger server operable to transmt a trigger packet

to said second conmuni cation relay apparatus, the

trigger packet causing said second communi cation relay

apparatus to function as a client using the second

| SR8 BcafiT S5kt SHESeENRUEED A RREARIGy Uy onc 1o

traA8htitSr® Fikstoprotu csilt packee! dataipasaidiSirsis ponumunication
to the trigger packet.3. The comruni cati on network
unigy st em according to Gaim1l, wherein said second

COMIURL Cald iy ! cﬁirﬁ\‘naﬂ BbSr b L}i pdlatus Hagice 1D

ach|S|t|on uni erab e to acq fron1the device,
a davtmedldbrfmn uunieatuonyungt operalwed:@ camimipisase avith the

the-ac r ce |Dwth d

devine; o Ehe HEphametostl vla Yha aESF hethyo it reo
addr£$s R ESIPIALATESLWN lirBRGH SFdisTe t@ndoﬁﬁh‘ﬂlnlcate with
recel ving the converted packet, said second

saidofinsinsystéon uséhgythe sacang QF@tﬁﬁéﬂa@rtd to convert

pacieeaand caRlERsisRf LREE 4B eB1B 0 EahyBER FRithgtdata into
seé&i@%ﬁcﬁ@d@%@tkéﬁ@éﬂfaﬂ méqsaakebrda?ﬁa)rb@lnlgnasquﬂred from
device I D acquisition unit, and to transmt the f

theyde\deel byasrid tdrd %@W%G@E'@%M‘ét qi0d; ¥ transmit the

sedfogBeol FRBRTUaRER SIFELPLK DIRRIASAER gt and

aIs@Slom@ﬁalmﬂef to S¢opverbot¢1ke dmw@é:egb@ad@benabl firsb protocol
ans t

packainin . BR FONprEgfapacket (BrimgtAearineg from said first

sy§’c1(e?h°r9\? salﬁhfbd&%peaﬁ'ﬂ*rﬁﬂﬂ%éhdrﬂ@irﬁﬁt hfr‘ﬂj toera@spaitskhe first

ecel ving the response packet, said second
prautmnnjrpaakebrdata b9 squﬁatlanrdswmmpmlaat@n MRitamdd t

L & REEA R BREA e Bl hEstbuys e operable €

traWs%Ft%' redfékeiirh Rie d §5eRt kb o idadd ridsgtoppstaackia said router
said fi rst conmuni cation relay apparatus is operable
apparabmseand he recei ved response packet into first

pr Ot%aclgl fiPACKSLLERT fs 0P able to IS mit eht dShverted packet

pr ot _
to an address of a transmission source of the predetermined packet.

2. The communication network system according to Claim 1,
further comprising

a trigger server operable to transmit a trigger packet to said
second communication relay apparatus, the trigger packet causing
said second communication relay apparatus to function as a client
using the second protocol,

wherein said first system is operable to transmit the

‘converted packet based on a request from said second

communication relay apparatus responding to the trigger packet.
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packet data to said term nal apparatus. 5. The

comruni cati on network system according to Caim 2,
wob@sadassai d first conmuni cation rel ay appar apCBEJIR2905/007654

operable to transmt a trigger request packet to said

trigger server, the trigger request packet providing a

timng at which the trigger packet should be

transmtted, andafter receiving the trigger request

ac ' j S i,S b it

3. Pechfle oAl TG ARk s PR EcoRaf g Elaim 1,
Syswliea@n'plséiidlgsé%cl)ﬁatonﬁnumwaeidn s*eilaiyt&ppaﬂatus further

apparatus_is operahle to. transnj request .
has RO GMIGRLP agide Renany pBPranle Seacitis, S e device,

ni | i t BN erd i '
a GEVTERTIPA BRI IARRENE! WevitErahiCte dibie the acguired
devicesIDowithuaincadidoessedfayh e ey eauin itheolpsradnetwerk so that

transm t. the trigger request packet. sal g9
the,gRVFe 1 3nsk thTadArese, are raasirteg Bl Baclrfingr and

to GreefM 2redBRIiAlgY SBHE SeePn@reedMupEcketn redidy second

apparatus Is operable to transmt a polling packet to
corsant nicatjger regwanp,panaetuws opEreRlR o epavanithairgceived

conyeieh] pathtintd HEED R FRAcRE atop batad on the gevice
ID rinetidedt fie the gpeivardedepaicken anddthei ggsocistiorrstored in
a response_ to the polli nl%; pack

. . t. 8 The co ni.cation
saidetyrices}Bt @pAHiIEAN dgNite ang O 7Arapysan B thengrst protocol

[ p t. N | I i denti fying

pa@ﬁ%ﬁ g;ds-‘lacgsk%rl{gqé‘%%gsraggg?\?elﬁngﬁ?hgeggq'i ng packet,
said trigger server is operable to store the device ID
incl.yded in the. pollin acket and the transm ssi .

4. sourtes aameadnigating PePRatE sickel SscPRAMY B Claim 1,
devi Fan ar S kate iat hy € the first
ot e e B P P o e |t perne firs

protocol, tdtevdayvicenieaperablet e Hanvaihavirggpomse packet to

saiffgb ek Sl cAORRLRE) RIS fPGHRE arsprarocol
thopespirsd packiadyindieapmd ithe pespehstrom sai d second

communi cation relay apparatus to saidtrigger server,
to AlBeE t HecRivinGs &hesai ERRBARE ccﬂﬁé]?gﬁtaatiﬁﬁid second

communication relay apparatus is operable to transmit the received
response pécket to said first communication relay apparatus using
the second protocol, and

after receiving the response packet, said first communication -
relay apparatus is operable to convert the received response packet
into first.protocol packet data, and to transfer the first protocol
packet data to said terminal apparatus. ‘ '

5. The communication network system according to Claim 2,
wherein said first communication relay apparatus is operable
to transmit a trigger i‘equest ‘packet to said trigger server, the
trigger request packet providing a timing at which the trigger packet
should be transmitted, and ‘
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relay apparatus in the |ocal network with the address
of said trigger server in said global network so that

W b@saddsesses are associ ated with each ot her, P@naP2as/007654
transfer a packet to said first communication relay
apparatus according to the association in the case
where the packet is received fromsaid gl obal network.
10. The connunlcatlon network system according to

O o md: cPBNGIl BBt TGEer LeGREBhERkEETHM Bigger server

s oiserdbldses tPahamn RN e ariwpér PdoRet. 11. The
comuni cati on network system according to Claim 2,

wherein after receiving the trigger packet, said

6. ok FOMMAR AN fetlorRIGSath HECORTITADLS. ERaim 5,

tra acqul st tiron reques et to sald .
comwinécalri aaidelteyndppdrapparathe iscqpeariablen toetitaszsmit a

B L P B e ST EE ARt B
corﬁ?ﬁ'Hﬁf‘ atiBfkFéta gbér‘a“tﬁ% ﬁ§ '%h@aﬁ'r% proftakol, and

paratus IS Op 'e to tran he converted packet
to mter qemnmm@mhm.requem paclqutapspada‘ilt&t caRgmunication

el b S R SR AR NS BB ket to

sa,Hh@,g?@@lg@ﬁ,@pnverted packet into first protocol
pack data, and to transfer the first protocol packet

data as a request packet to the device. 12. The

7 ST . HEAREH, MV CE R et i 2,
gt o compenlos s soprs 1

opeEaRia $0 %raasmgeao@ IBAmBrckat £ ?@liyt"égggra%ever the

poﬁ@ﬁ] g%{cl{éte%ﬁ%‘ﬂ)‘l‘f =94 t"rfg%@nsﬁéﬁ%?tt% Fé’é’d)@ﬁtié‘@x?stence of

eS|re 0O acqgu e converted pac
theiteta msnmSSi‘orcaltesd:matsone@fétlwmﬂrlggfs“ pat:kﬁ‘itpanudotﬁ receive the

trigGEs HaCket S ST 9956 rerRh R sn b apBURE fo tepolling
pa IE gr receiving the acqw sition request packet, (i) in

e case where there is information transmttable t o
sai d second

8. The communication network system according to Claim 7,

wherein the polling packet includes a device ID for identifying
the devi‘ce, and

after receiving the polling packet, said trigger server is
operable to store the device ID included in the polling packet and the
transmission source address of the polling packet so that the device
ID and the address are associated with each other, and to identify,
based on the device ID, the local network connected to the devicé
having the device ID.

9, The communication network system according to Claim 7,

wherein said router apparatus is operable to relay the polling

_ packet from said second communication relay apparatus to said
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communi cation relay apparatus, the information being
acquired fromthe packet data received from said

WO 2005i10MaB4 appar at us, said first comruni cati on PE&I/aB2005/007654
apparatus is operable to transmt the converted packet
including the information to said second comuni cati on
relay apparatus, and (ii) in the case where there is
no information transmittable to said second

. i cati I t id.fi . .
ericliAeArEa 88 42 BREARBIHES, & s dtong sammpnication
relag'ﬁ‘iaﬁaéfl‘?él”l.% AP FRENI0GR | stV IR Wy idBPEH e ladid et of sailé trigger

Is no Iinformation transmttable. 13 . The

servermimsaid iglobadt netwoslisse hhadcthaiaddressgsiare associated

. wher ej fter r I V] Lskti r PR
withagh bET pr RS HYaREre B RS S AR EE b mmunication
relay dpphraaid eccordingi tetheoassociztionnir thaycase where the

apparatus is operable t o transnmt a wait request to
packetiis seeaivedfram &aid @l aRal)etWeiKat us, the wai t
request being information indicating a request to
transmt the acquisition request packet after a )
10 pr eddteecometu prationehapgoesk systam adeording Ehccklim 7,

oai WRGERS: Sa Secduisha coBAARRYGh  Teligy° d5Batdtus is
op SRR frsar%}%'i@bt@et‘?idl'riﬁ@s%éckéﬁ asiigsiUsen Datagram

request packet to said rst “communi cation rel ay
Prodpecad atUI9Paf t er the predeterm ned period el apses. 14.

The commruni cati on network system according to Caim

13, wherein after receiving the acquisition request

11 pack@ié 'cyarm b hRehddhenetWwe rRr spstearnnaoedrgirg ¢d Claim 2,
el apsed, according to the wait request, in tt‘\:e casg
wherhereie pftemorecRiving: ithe t+Aagsrt Pagket,sgald second

[ . ni i.on anat Usni r e ;
cor i ARIERERRD §B14YT Afpdtatiba gl (petabRel 38 Cttansmit an
acauiditiorof réqaesti tpackpiestor eaitlesfiestpr edmmrunicadion relay
number, I[SE the case. where sai conmnuni.c

[ fi . '
apparaiuspfieapeauie éwegequé'sgo%%ﬁrﬂiﬁghlaﬁ“% PEL @ Tequest to
degil?'%kf‘é g‘dcﬁlﬂ?@‘ttﬁéa@oﬂ\i tetihgapkedget ermned period

el apsed acc

ording to the walt request, and there is no _
i nf afitati oecehdngni thabheguisitioni requestkmpadert,osaid first

comhhidBRA ! Y1Vt IASSrSald ECUPeBIINSA G hsmit  the
convertgd packet to said second communication relay apparatus,
and .

after receiving the converted packet, said second
communication relay apparatus is operable to convert the received
converted packet into first protocol packet data, and to transfer the
first protocol packet data as a request packet to the device.

12. The communication network system according to Claim 11,
wherein after receiving the trigger 'packe‘t, said second

communication relay apparatus is operable to repeatedly transmit

one or more acquisition request packéts "to said second
communication relay apparatus, each of the acquisition request
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rel ay apparatus that there is no information

transmttable. 15. The comruni cati on network system
waewonai4sgyg to Caim2, wherein said trigger sSePUBIPA065/007654

operable to transmt the trigger packet using UDP. 16.

The conmuni cati on network system according to Claima1,

wherein said first protocol is Sinple Network

Managenent Protocol (SWMNP). 17. The comruni cation

oo SRR 3055140, 55 SR 1 HERLAS o onverted

padiaakalintin nidtéfiEationofs aecENMY pakketotificedtianfinditating that

conmmmuni cati on rel ay apparatu t he reqguest cket s
theirgdisuae rigf%la\ﬁé‘é@notéﬁé}ismtt@?ﬂ% e %%\ﬂq‘é@fiowrﬁ)gﬁommumcatlon

re'%\fg?[ﬁe&?’d}é“@ %Ha request packet which is the SNWP

, sal d fTermnal apparatus is operable to store
dat aftémntreceivingdtheracaeiditioindrequese sasketebiaigethe case

i ncl uded i he . k h ' .
Whegko! Haeren 5 URCOBTIAHAAI Eransmistabla 9 Seride sgcond
corﬁ?ﬁuh?ﬁﬂibﬁy'régagglég%‘ﬁa‘%ﬁs, afle 2fARIrrhaERIY | PEindeacquired

request packet, first Communi cation relay .
froaptireapacket dpsaantecived dpamitsaidnseominad apparatys, said

. th det ' fiel ' ' ' .

first 2B ERLEICEREN FL e, AP PRUANG AL kOB hAmit the

corfvéeHedaiyn detr ethiluding prhdet aifornedtiorel ¢o asdid o second
make respective | engths of the predeterm ned fi

comineusiainBsERIgy pPERsREKS s 1Bl I tBRgERSS wherergiere is
no m@gﬁﬁébof‘rﬁéﬁﬁfﬂé b1 £6 M &fef YelidHy tcec?gfpgin{ft%ﬁo'n relay

_ d-f1rst conversion unit 1s op
appattus okl SR cessagaicatiomed|ay apeapaikeis dperable to
acquired fromsaid second, system sai

1 . b d .
noGbimfidcseronduR MMUTCSL eI aleW 7 A8 #hES that there is no
‘“fﬁéﬁﬂagéﬁﬁ%% hitth@|@f the SNWP nessage, the data

he conbi nation of the original field data and
the device | D for identifying the device data, and to

13,5 o 0ie o B anica B Ra R e Bk st SO belaRlind Yo claim 12,

CONMyAkfaln aftaeterekipys tied #cgoidtion requéstipadket, in the
wherein the second protocal is Hypertext Transfer

cage otwhere (MITEPE ds HyPeriNéREMAtABT drapssngdable, said first
COI‘IS’ler%lderi(L.é/ti%WTl%§)ay' apparatus is operable to transmit a wait

request to said second communication relay apparatus, the wait
request‘being information indicating a request to transmit the
aéquisition requyest packet after a predetermined period elapses,
and ’

in the case where said second communication rélay apparatus
receives the wait request, said second communication relay
apparatus is operable to transmit the acquisition request packet to
said first communication relay apparatus after the predetermined

period elapses.

14. The communication network system according to Claim 13,
wherein after receiving the acquisition request packet
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20. The communi cati on network system according t o

Caim1, wherein the device includes the second
werned4gat i on rel ay apparatus. 2 1. The comuPCTar206¥007654

network systemaccording t o Claiml, wherein said

second system further includes a sensor connected to

the device, the device is operable to . acquire sensor

i nformati on nmeasured or detected by said sensor, and

era ek e 4RI et PEoPERFilsPeBSRlod LA S ghaing o
thef iwait pr@qaegt if teher easievi wherke thenrsoris- no information
i nformation, |d second conmuni cation re&gﬁa%ﬁpara us

transmyista als 5810 FrEh QMM IRICA HOS RS8R S’is operable
to fr’éfrfgrﬁ'?f tRB Jv%.f%aufésfts £@muni cation rel ay

appar at ususi ng secoh prot ocol, and after
r ecafténa ttnansemissionnhombeiroaf thei Vaitr gequest reaches a

prediar ol RSy niae s N RS S i, BB dnication

relﬁg“etj?@a?é‘&?s réEél\?é§th°a&€|ai‘§i:RJ"n tréﬁufe!sft a@két eEPhsmitted

data to sald term nal apparatus. 22.
aftebrrhheu Qredetaraingd pRied @daasadngaqqprdlagmt@o the wait

reclB8EL BB BF 35 P IR BB AU saic it

cormmhani@ation félay appdratasanotifies sakhsecoind apenamication
to store the sensar informti a sensor inf |on

relay aaRpasatws thatt thpe 4sno ﬂB?er@ﬁ&rﬁm tfﬁ@SE@%E%
information stored in said storage unit to said second
comuni cation relay apparatus using the first protoco

15. aﬂm@jcmt;nreumaaﬁionopetwmrk $¢stejngacmbedh’eg tor Claitm 2,
a difference bgtv\een

o OVRETEDT Sadd rhiar o cEr er s ahye T Plansmub the trigger

pa@%%yiﬁﬁﬁp YD exceeds a predetern1ned t hreshol d,
after safd sensor information transm ssion unit

transmts the sensor information stored in said

167 558 dhtohoyRELAt SRR BEwR IS BT AREARABAS DIl 1,
sai dypepspi ddid fRstapeorbes ke isasimipldgNettvank tManagement

judges that the difference exceeds the predeterm ned
Protocol (SMNP).

17. The communication network system according to Claim 16,

wherein said terminal apparatus is operable to transmit a
request packet in the form of an SNMP packet to said first
communication relay apparatus, the request packet including
request details for the device,

when transn'iitting the request packet which is the SNMP
packet, said terminal apparatus is operable to store data, into a
predetermine field in the SNMP message included in the request
packet, the data being a combination of the original field data and a

device ID for identifying the device, and

after receiving the request packet, said first communication
relay apparatus is operable to separate the device ID from the
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t hreshol d, and said sensor information transm ssion

unit is operable to transmt the sensor infornmation
w@ewaileess agai n by said sensor information acqRCBIR206¥007654

unit to said second comunication relay apparatus. 23.

The conmuni cati on network system according to Claim1l,

wherein said second system further includes an

actuator connected to the device, the converted packet

ore A PR B SPHRIELIS f BEest pacicer,

thusoraha R bindy thed ayiginpdifdldsdata aterell e tlve predatermined
t he received converted ?cket intg first protoco

fielgacied ta-mAka AESRRSE VIR aHhS Of %w¢ﬂ§$65%9|§90fie'd and
thegg?\h\ﬁb S g mie%h%?felhol‘é tievi ce, and the

vi'ce i's"ope o transmt the information for
controlling said actuator to said actuator, the

16 SRR G 88 Bk VB UL B At 16,
CONREeSERSiH Saddf ﬂifﬂacékﬁﬁe?%]@rﬁ‘%ﬁitd%/id&ér%%éeﬁd etd@ire the

a second syst_em In conmuni cation network sy_st em .
SNMRrmiessage sinludethd na thier Racket dmthdequeshdrom said

el W3RLpY, S rarauad SRR EBRIRMLAR o 33 aate
int@PHE Priew et eed thie lide bfytheo SNIMIPC at éosa el whendatadbeing

termnal apparatus and said second systemvia said
theglasabinatign kf $hied originialcbieldnAaie snd ethﬁy device 1D for
: .at u el ng; te 0 i ' ‘ i
deBRfYiBE e AT UG tR ik "o TrEERT O SAME hiessage in
theopermbbé e SNMFeplackatdt@isalid! terenina lkappalratusocal

network; and a second conmuni cation rel ay appar at us

operable to relay communi cati on between sai d device

and j L . - i d ) _
L T G T ST M o A B eogpioim L,
‘appanbeveimdine sanorettprdtocalaisi Hypartext Transfer Protocol

(H'ITP) or Hypertext Transfer Protocol Security (HTTPS).

20. The communication network system according to Claim 1,
wherein the device includes the second communication relay
apparatus. ‘

21, The communication network system according to Claim 1,
wherein said second system further includes a sensor
connected to the device,
the device is operable to. acquire sensor information
measured or detected by said sensor, and also to transmit the
acquired sensor information to said second communication relay

apparatus using the first protocol,

after receiving the sensor information, said second
communication relay apparatus is operable to transmit the received
sensor information to said first communication relay apparatus
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net wor k, said commruni cati on nmethod conpri sing steps

where : said second comruni cation relay apparatus is
wop@samd4es to transnit a predeterm ned packet tPRCEH205/007654

first systemvia the router apparatus; said first

communi cation relay apparatus is operable toconvert

t he packet into a second protocol packet as a

convertﬁd packet, the packet being acquired fromsaid

termn r [ he first protocol, and to
us'f'%aﬂp%%a%e(tacﬁggc@{#@ﬁ%iﬂ%iket to anpaddres's of the

traggFeepsi pacepringe othéhe guresiat erMMnaardm,t said first

transmtted fromsaid second conmu onre (El .
coramuna@aﬁgonafﬂlayaa@p@e"@&ﬁé 'é;oﬁﬁﬁ?ﬁ?g’ at&nCP@Nar the received

|Wf§fn40a5tf|8ﬂeﬁﬁf’él)gf|§—lgrs F&td&olt ft?a&@é‘&’edéﬁé’ Pas4ehiso to

ansn rom sa comunication re

tra_ﬂlsnier &hesfirsb protveol padoekaetedatadd setdetlelrmrpaalcappa ratus.
into first protocol packet data, and to transfer the
converted packet data to the device. 25. A first

22 CONMT{} ‘“c%%?r'i‘u@ﬁiéﬂbfoﬁ%éfﬂb%f‘{f%@hrSl:éWdemg to Claim 20,

conmuni cat1 on etween a term apparatus and
secowdteedn dihe/idevdcglipicdudast wor k, the first

ComU S o4 RS ISARIA ABprefd 8lasquire the

sef 6 iR rrABRRIMFHSMISald gefsdist protocol; a Second
comuni cation unit operable to co nicate with said

secoacst@yag@un:tt e eraddedit SEP R SENSOsaifO5AEPN
net wgrdend8d ifirll G EESIAR<IOh! uARCOBRIBHIE to transmit

conv nto second proto ket dat

th?$emsmﬂ\éﬁfmﬂﬂamanke§toréab ipas&iet steragbelimgt atoqsancdzdsecond

romsaid ter aratus b id.fifrst

CORYRMMERHOMRE Y AP RATRAHLS Hﬁﬁ%ﬁﬁe first qRtocody and
paCkgh H?%rﬁ%'n‘i Pt 35\5* @nwWétheracB‘ldn@I@%" affrerence
to conve packet ta |nto r ot ocol pac ket

betiaean tmetmaeke/vhemt dheei agnaoqwm masiarsaisl Bwasdred or

e FIHETPY ol $o 3857 B SIS PR ideeed bPsdptgrmined
thr‘éﬁﬁﬁl@l‘,%‘té?%a‘iﬂ'éensor information transmission unit transmits
the sensor information stored in said storage unit,

said sensor information acquisition unit is operable to acquire
sensor information again from said sensor in the case where said
judgmeht unit judges that the difference exceeds the predetermined
threshold, and

said sensor information transmission unit is operable to

" transmit the sensor information acquired again by said sensor

information acquisition unit to said second communication relay
apparatus.

23. The communication network system according to Claim 1,

wherein said second system further includes an actuator
connected to the device, '
the converted packet includes information for controlling

-69 -



10

15

20

25

30

whigl ahiee €omnaaieshVvigia %é Eaimeetw

26. The first conmunication relay apparatus according

to Caim22, wherein in the case where said first
wWE@urned48at i on unit receives packet data of thRCEHAPB0S/007654

details as the packet data after said first

comuni cation unit receives packet data fromsaid

term nal apparatus, said first conmunication unit is

operabl e to abandon the | ater received packet data.

5 ﬁf% ram for relaying conmunication between a
saifdeatyatOTappar at us and a second systemvia a gl obal

net Wafter Saictdiv ey anthausideth etetbut packet exesaitle second
receiving first protocol -packet data from sai

comen unied tiappee kv ap pegimieist ishgPeableria Cﬁﬂd'tecréoﬁhe received
cofSfH BRReRIFEL ks BRI ALKE: PRIER A nfansrer

th@fl@b@@btoaok@adﬂmwdabatdseasmmdsspaoémt\/h(ntme@ewce and
gl obal nefwork; recei VI secong‘%ﬁot Q;c:o ack t _data
S

fronthfie dRERd I8y QREFA I@nv@?t thsndnEP B iLen for
corﬁ’lﬁ%ﬁﬁhgld‘%‘a?dr SEEl ¥ EEr fﬁd’?élﬂe EABrSK ?{?%f@h@\gﬂiéﬁt being

toc packet dat a; transmtting the converted
mcﬂluded md)hecmqtpaskqatadeeia t o the term nal apparatus.

28. A second communi cation relay apparatus which is
connected t o a local network and rel ays conmuni cati on

24bet Weeth i rAYiiestidRdnfetH d & Fop %p termihal appatiatus connected
apparatus and a gl obal network, the second

to eofiirshisysteon asfag dppicatanirestedsing secoad gysgem in a

nLcatio to communi cate with the -
Comcég P‘&W‘%"é&oggﬁg%@ via the local network; a
f ourWh@@mUtm@@ystenmmas epéirahl Sy $termoamuna ced@md tdy stem
said first system usi cond &[igt %c ; and a
0

t packet data

i nt osasi(ac:ﬁpgtg Qﬁ‘?l Remdégg data, the packet data

bei ng acqwre ront vice by said third ]
Corrrwnflcratloomnnmtnlcamtbmorelrasgnsaptparlaéuse@cpﬁrable to relay
r ot ocol pacg}t dat a toﬂi id fourth co ni_cati

CO_ nigag! ehyeenosSe Mo APARAT uﬁaé%‘fgﬁﬁ?osecond
sy&érﬁt é%%qa' gP8BKetnetwork, said first communication relay

apparatus being connected to said terminal apparatus,

said second system includes:

a ‘router apparatus operable to connect said global network
with a local network; and

a second communication relay apparatus operable to relay
communication between said device and said first system via said .
router apparatus and said global network, said second
communication relay apparatus being connected to said local
network,

said communication method comprising steps where:

said second communication relay app'aratus is operable to
transmit a predetermined packet to said first system via the router
apparatus; '

said first communication relay apparatus is operable to
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data, the converted packet being converted into second
prot ocol packet data and acquired fromsaid first

W@ ywsam4Ry said fourth comruni cation unit, andPCDJIP2005/007654
transmt the first protocol packet data to said third
caonmuni cation unit, said fourth communication unit is
operable to transmt a predeterm ned packet to said
first systemvia the router apparatus, and to receive

corbit BHLSFAELSEAHER & SRR UybeaTAdept g} e erea
pad&e&rﬁ%ﬂfﬁ%g?aeﬁemabbﬁmg 3@quired ofrom Gaidr eémyingl apparatus

USIagrizhﬂ ir SRR, @A S0gHaRaT e EHR 4O TYREEH Bkt to an
2 etOZ:r E}ﬁﬁegloép%%%|$9|dﬁ‘e§c§]e|‘<%u§%r%h§pg?feo‘éterm|ned packet
tranﬁnﬁ;cmdlg’remcsraidpsed:ondgcq»Mem|dat|am refsyriapparagtush and
e first systemt f th
i e SRR is R el "L 55! ferable to

rec%?\‘f&?”dtl?é"t esalvdreelet gé%a%}létr e¢phNEFhitkadn therhi rshid first

eminto |rst pr ot acket data; transmtting
comheumcraamoprmlacyoa muwahcaco@wafé t&teuresewadaconverted

ool REIEE St GEBY SIS L oo DEPES o BSHet ff chvereec

paékéﬁaaﬁéqkpgﬁb fdagkead. data i nto second protocol packet
data, the first protocol packet data being received

fromthe device; and transmtting the second prot ocol

25 Packet gaka 1o, e hidStioRY Stefly apparatus which relays

communication between a terminal apparatus and a second system
via a global network, the first communication relay apparatus
comprising:

a first communication unit operable to communicate with said’
terminal apparatus using a first protocol;

a second communication unit operable to communicate with
said second system using a second protocol via said global network;
and

a first conversion unit operable to convert packet data into
second brotocol packet data as a converted packet, the packet data
being acquired from said terminal apparatus by said first
communication unit, and to transmit the converted packet to said
second communication unit, and operable to convert packet data
into first protocol packet data, the packet data being acquired from
said second system by said second communication unit, and to
transmit the first protocol packet data to said first communication
unit.

26. The first communication relay apparat'us according to Claim
22,
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wherein in the case where said first communication unit
receives packet data of the same details as the packef data after
said first communication unit receives packet data from said
terminal apparatus, said first communication unit is operable to
abandon the Iatér received packet data.

27. A program for relaying communication between a terminal
apparatus and a second system via a global network, said program
causing a computer to execute:

receiving first protocol packet data from said terminal
apparatus; .

converting the first protocol packet data received from said
terminal apparatus into second protocol packet dalta;

transmitting the second protocol packet data to the second
system via the global network;

receiving second protocol pécket data from the second
syétem;

converting the second protocol packet data received from the
second system into fi-rst protocol packet data; and

transmitting the converted first protocol packet data to the
termina_‘l apparatus.

28. A second communication relay apparatus which is connected
to a local network and relays communication between a device and
a first system via a router apparatus and a global network, the
second communication relay apparatus comprising:

a third communication unit operable to communicate with the
device using a first protocol via the local network;

a fourth communication unit operable' to communicate with

‘said first system using a second protocol; and

a second conversion unit operable to convert packet data into
second protocol packet data, the packet data being acquired from
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the device by said third communication unit, and to transmit the
second protocol packet data to said fourth communication unit, and
operable to convert a converted packet into first protocol packet
data, the converted packet being converted into second protocol
packet data and' acquired from said first system by said fourth
communication unit, and to transmit the first protocol packet data to
said third communication unit,

said fourth communication unit is operable to transmit a
predetermined packet to said first system via the router apparatus,
and to receive the converted'packet transmitted from the first
system to an address of the transmission source of the
predetermined packet. '

29. A program for relaying communication between a device and
a first system via a router apparatus and a global network, the
program comprising:

| notifying the first system of a predetermined packet via the
router apparatus;

' réceiving second protocol packet data transmitted from the
first system to an address of the transmission source of the
predeteljmined packet; |

converting the second protocol packet data received from the
first system into first protocol packet data;

transmitting the first protocol packet data to the device via a
local network; | ”

receiving first protocol packet data from the device via the
local network;

converting the first protocol packet data into second protocol
packet data, the first protocol packet data being received from the
device; and

transmitting the second protocol packet data to the first
system.
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