
A NOVEL PROCESS FOR PURIFICATION OF HUMAN GROWTH
HORMONE Technical field The invention relates to the
purification process for human growth hormone (hGH) in
commercial scale by using hydrophobic interactive
chromatography, which effectively separates clipped
hormone moieties formed during the production of
growth hormone by DNA recombinant techniques.
Background of the invention Human Growth Hormone (hGH)
is a pituitary derived protein with a number of
important biological functions, including protein
synthesis, cell proliferation and metabolism. hGH is a
191 amino acid residue polypeptide of approximately 22
kDa. Recombinant human growth hormone (hGH) has been
expressed in E.coli both as intracellular as well as
secretary protein. A series of chromatographic and/or
nonchromatographic methods are then used to obtain the
pure protein. It is reported that the region between
140-150 amino acid residues in human growth hormone is
sensitive to a number of proteases. This leads to a
proteolytically cleaved form of protein whose physical
properties are indistinguishable from that of intact
molecule. This variant form of hGH can arise during
the purification process and its removal poses a major
challenge in the production of therapeutic grade
growth hormone protein. To enable the use of hGH for
therapeutic purpose, it is necessary to remove the
clipped molecules. Prior art describes techniques,
which are different from the present invention in many
aspects such as process parameters, equipments used,
priority of separation of target moiety, use of number
of phases, use of solvents, type of impurity
separated. A few prior art documents disclose
techniques, which are more useful as analytical
techniques rather than as industrial processes of
separation. US 4332717 disclose the use of hydrophobic
interaction chromatography for purifying human growth
hormone. This patent purifies hGH extracted from the
human pituitary glands and is not related to
recombinant hGH or its purification. Hence, the
impurities arising in this process are different from
the one present in the recombinant hormone. Besides
use of different media and different columns, the
process uses different pressure conditions, different
temperature conditions and different binding and
elution buffer. The elution gradients are also
different. It also describes the use of bluesepharose
or agarose in separation and does not teach use of
organic and aqueous mixture for elution, which is one
of the essential features of the present invention. 



Following references relate to purification of growth
hormone obtained by recombinant DNA techniques. In the
literature, there are known a few patents like
US4861868, which describes the method for producing a
recombinant porcine Growth Hormone; US4705848,
US4694073, US4731440, US5064943, US4975529, US5023323,
US5109117 and US6410694 deal with solubilization and
naturation methods as an essential feature, but these
are outside the scope of the present invention. US
patent 6022858 is related to the formulation of hGH
wherein the hGH is pre- treated with Zn and optionally
with lysine or calcium ions, after which benzyl
alcohol is added to it and the pH adjusted to 2-9. US
patent 5734024 teaches a method for determination of
biological activity of recombinant hGH and is good for
analytical purposes. US patent 5182369 teaches a
method where the operations are carried out at a pH
less than 6.5 and two-step precipitation is the
essential feature. However, process conditions that
employ acidic pH may lead to aggregation or acid
hydrolysis of proteins and are a disadvantage. US
patent 6451347 describes a purification method for
hGH, wherein complexation with metal ions such as Zn
ions is carried out which is not a feature of the
present invention. This patent describes the variants
arising from the degradation of hGH and not the
clipped moieties. US patent 6451987 emphasizes the use
of cation exchanger for purification of peptides
including hGH, but does not mention the separation of
the clipped hormone moiety from the intact hGH
molecule US patent 6437101 teaches a technique wherein
aqueous biphasic extraction without the use of
chaotropic agents is employed. The process is
cumbersome and hence not easy to perform. Patents
referred in the document by patent numbers are to be
construed to have been included by reference so far as
the text of the said patents is concerned.Even today
the real problem in such purification is separation of
clipped molecules resulting from mega target molecule.
These clipped moieties remain bundled together due to
certain other linkages present in the molecule.
Non-patent prior art documents comprises of following
three published papers on use of hydrophobic
interaction chromatography for separation of hGH
variants, including clipped variant. Pavlu and
Gellerfors, Bioseparation (1993), 3: 257-265 disclose
hydrophobic 



interaction chromatography of a recombinant human
growth hormone, Genotropin. Gellerfors et al., Acta
Pediatr Scand (Suppl) (1990), 370: 93-100 teaches
separation and identification of growth hormone
variants by high performance liquid chromatography
techniques. Wu et al., J. Chromatogr. (1990), 500:
595-606 disclose Application of highperformance
hydrophobic interaction chromatography to the
characterization of DNA derived human growth hormone.
The techniques disclosed in all these references make
use of a surfactant Brij (Pblyoxyethylene 23 lauryl
ether) in mobile phase B and peaks corresponding to
clipped molecule appear after the main peak .These
papers disclose use of acetonitrile percentage of 0.5%
in mobile phase A and 5% in mobile phase B along with
0.075% Brij. Brij 35 was used to improve recovery of
the product from 70% to 99%. Brij 35, being a
detergent helps in lowering the interaction of the
protein with the matrix thereby and improving
recovery. Interestingly, the peak of target molecule
precedes the peak of variants. These papers
essentially describe HPLC techniques and are better
used for analytical purposes rather than for
industrial production purposes. The main drawback of
these methods is that the use of detergents like Brij
is not favoured in industrial scale since its removal
from the protein containing solution may be difficult.
The present invention makes use of organic solvents in
much higher proportions and eliminates the use of
Brij. Further it is noticed that the peak
corresponding to variant precedes the peak of target
molecule. Prior art mentions resolution between
clipped and intact molecules at analytical level
loadings of approximately 50-150 mg semi-purified
protein per 3.3 ml columnvolume. In the present
invention resolution is achieved at a loading of 1 mg
semipurified protein per ml column volume. The
limitation of the prior art is the use of a non-ionic
surfactant, Brij 35 to enhance the process recovery at
an analytical level. This presence of non-ionic
surfactant may be undesirable at preparative level, as
it is difficult to remove surfactants that remain
bound to protein molecules. The claimed process
circumvents the need to use surfactant for improving
process recovery by using higher amounts of organic
solvent in the eluant that can be easily removed by
tangential flow filtration or gel filtration
chromatography. Objects of the invention The main
object of the invention is to describe a process for
purification of 



human growth hormone that can effectively separate the
clipped molecules from the target molecule. Another
object of the invention is to provide a process for
purification of human growth hormone that effectively
removes the clipped molecules first thereby enabling
better control over production of target molecule. Yet
another objective of the present invention is to
describe a process for purification of human growth
hormone that can be used for multiple purposes such as
analytical method for hGH, isolation of the hGH as
well as industrial purification of hGH. Still another
objective of the invention to provide a purification
process that can be effectively carried out in the pH
range of 8.0 to 9.0. Still yet another objective of
the present invention is to develop a process for
purification of human growth hormone that does not
make use of any detergents or surfactants. Summary of
the Invention The invention relates to a novel process
for purification of hGH obtained by recombinant
technique using hydrophobic interactive
chromatography. The invention further relates to the
use of polymeric hydrophobic beads as solid support
and mixture of aqueous buffers and organic solvents as
an eluant to separate target hGH moleculefrom clipped
hormone moieties present as impurities and finally
desalting by gel filtration and lyophilizing to obtain
purified hGH. The features of the present invention
will become more apparent from the following
description of the inventive concept and the
description of the preferred embodiments. Brief
description of the accompanying Figures The following
table describes chromatographic separation conditions
for semi-purified hGH with respect to each
figure.DESCRIPTION COMMUNICATION NETWORK SYSTEM AND
COMMUNICATION APPARATUS Technical Field The present
invention relates to a communication network system
and a communication apparatus for performing
communication via a global network. Background Art 



According to a conventional communication apparatus
and network, a global network such as Internet and a
home network as a local network are connected via
Asymmetric Digital Subscriber Line (ADSL) and optical
fiber circuit. For example, a private Internet
Protocol (IP) address is assigned to the home network,
and the private I P address and a global I P address
are interconverted using a Network Address Translation
(NAT) function of a router. I n such network
configuration as described above, it is possible to
receive content provided in a World Wide Web (WEB)
server connected to the global network, using a WEB
browser installed on a personal computer (PC)
connected to the home network. However, in such
connection configuration as described above, due to
the specification of the NAT function of the router,
all communications must be started from the local
network side. For example, in the case where a home
electrical appliance connected to the local network in
the home is managed from outside the home, it is
necessary to transmit a packet of Simple Network
Management Protocol (SNMP) which is a protocol for
network management from a management terminal on the
global network side to the home electrical appliance
connected to the local network. Also, in such case as
described above, the communication is performed
between the device connected to the local network in
thehome and the device connected to the global
network. Thus, the communication content needs to be
protected against wiretapping and falsification. As a
network which realizes starting communication from the
global network side to the local network side,
Japanese Laid-Open Patent application No. 2003-318944
(p6, FIG. 1) discloses a technique for collectively
managing, from one place, networks having independent
realms respectively for a plurality of bases. Using
such technique as described above, it is possible to
manage the networks even in the case where the
addresses of the apparatuses to be managed overlap
between the bases (for example, refer to the Japanese
Laid-Open Patent application No. 



2003-318944 (p6, FIG. I)). FIG. 1 shows a conventional
communication apparatus and network as disclosed in
the Japanese Laid-Open Patent , application No.
2003-318944 (p6, FIG. 1). I n FIG. 1, the capsule
processing unit 52 of the network management system 50
encapsulates an SNMP packet generated in an SNMP
processing unit 51 using a tunneling protocol, and
then transmits the encapsulated SNMP packet to the
base gateways 61 and 71 via Internet. The base
gateways 6 1 and 71 break encapsulation, and extract
the original SNMP packet. Thereby, the SNMP packet can
be transmitted to a communication apparatus 63 of a
base internal network 62. Thus, the SNMP packet can be
transparently transmitted from the global network side
to the local network side, and the apparatus to be
managed can be managed. Disclosure of Invention
According to the conventional configuration, it is
assumed that the base gateway comply with the
specified tunneling protocol. I n the case where the
conventional configuration is applied t o collectively
managing the home network from the side of the global
network, a home NAT router provides a base gateway
function.However, most NAT routers do not comply with
the tunneling protocol. Thus, there is a problem that
application of the conventional configuration cannot
be necessarily realized. Also, even in the case where
a NAT router complies with the tunneling protocol,
setting operations related to the tunneling protocol
must be performed by a user himself. And, there is a
problem that the user himself is forced to learn the
advanced technique related to network setting which is
necessary for the setting operations. An object of the
present invention, in view of the above mentioned
problems, is to provide a communication network system
and a communication apparatus by which communication
can be securely performed via a global network from an
existing terminal apparatus to an existing device
connected to a local network without needing a special
gateway function in a router and without performing a
special setting in the router, the network connecting 



the global network with the local network via the
router. In order to solve the conventional problems,
the communication network system according to the
present invention includes a first system and a second
system which are connected via a global network,
wherein said first system includes: a terminal
apparatus operable to communicate with a device; and a
first communication relay apparatus, which is
connected to said terminal apparatus, operable to
relay communication between said terminal apparatus
and said second system via said global network, said
second system includes: a router apparatus operable to
connect said global network with a local network; the
device which is connected to said local network and is
communicated with said terminal apparatus; and a
second communication relay apparatus, which is
connected to said local network, operable to relay
communication between said device and said first
system via said router apparatus and said global
network, said first communication relay apparatus has:
a first communication unit operable to communicate
with saidterminal apparatus using a first protocol; a
second communication unit operable to communicate with
said second system using a second protocol via said
global network; and a first conversion unit operable
to convert packet data into second protocol packet
data as a converted packet, the packet data being
acquired from said terminal apparatus by said first
communication unit, and to transmit the converted
packet to said second communication unit, and also
operable to convert packet data into first protocol
packet data, the packet data being acquired from said
second system by said second communication unit, and
to transmit the first protocol packet data to said
first communication unit, said second communication
relay apparatus has: a third communication unit
operable to communicate with the device using the
first protocol via the local network; a fourth
communication unit operable to communicate with said
first system using the second protocol; and a second
conversion unit operable to convert packet data into
second protocol packet data, the packet data being
acquired from the device by said third 



communication unit, and to transmit the second
protocol packet data to said fourth communication
unit, and also operable to convert the converted
packet into first protocol packet data, the converted
packet being acquired from said first system by said
fourth communication unit, and to transmit the first
protocol packet data to said first communication unit,
and said second communication relay apparatus is
operable to transmit a predetermined packet to said
first system via said router apparatus, and said first
system is operable to transmit the converted packet to
an address of a transmission source of the
predetermined packet. Thus, in the communication
network system including the first system and the
second system connected via the global network, the
second communication relay apparatus transmits the
predetermined packet to the first system; the first
system transmits the packet data to the transmission
source of the packet; and thesecond communication
relay apparatus can receive the packet data from the
first system. As described above, the second
communication relay apparatus receives the packet data
as the response to the transmitted packet data from
the first system. I n other words, the packet data can
be transmitted from the side of the first system via
the global network over the router apparatus to the
second communication relay apparatus. Also, after the
packet data is transmitted using the first protocol
from the terminal apparatus connected to the first
system, the first protocol packet data is converted
into the second protocol packet data by the first
communication relay apparatus, and the second protocol
packet data is transmitted via the global network to
the second system. The transmitted second protocol
packet data is received by the second communication
relay apparatus via the router apparatus connected to
the second system. And, the second. protocol packet
data is converted into the first protocol packet data,
and then transmitted to the device. I n other words,
the packet data transmitted from the terminal 



apparatus connected to the first system can be
transparently transmitted to the device connected to
the second system. As a result, the communication can
be securely performed via the global network from the
existing terminal apparatus to the existing device
connected to the local network without needing a
special gateway function in the router and without
performing a special setting in the router, the
network connecting the global network with the local
network via the router. According to the communication
apparatus and the communication network system of the
present invention, it is possible to provide, in the
network where the global network and the local network
are connected via the router, the communication
network system and the communication apparatus by
which thecommunication can be securely performed via
the global network from the existing terminal
apparatus t o the existing device connected to the
local network without needing a special gateway
function in a router and without performing a special
setting in the router. Further Information about
Technical Background to this Application The
disclosure of Japanese Patent Applications No.
2004-123930 filed on April 20, 2004 and No.
2004-318569 filed on November 1, 2004 including
specification, drawings and claims is incorporated
herein by reference in its entirety. Brief Description
of Drawings These and other objects, advantages and
features of the invention will become apparent from
the following description thereof taken in conjunction
with the accompanying drawings that illustrate a
specific embodiment of the invention. I n the
Drawings: FIG. 1 is a diagram showing a whole
configuration of a conventional communication network;
FIG. 2 is a diagram showing a hardware configuration
of a communication network system according to an
embodiment of the present invention; 



FIG. 3 is a diagram showing an overview of an
application example of a communication network system;
FIG. 4 is a sequence diagram showing operations of a
NAT router; FIG. 5 is a network configuration diagram
showing a communication relation between a management
terminal and a device to be managed; FIG. 6 is a
diagram showing an example of data configuration of an
SNMP packet;FIG. 7 is a functional block diagram
showing a functional configuration of devices
connected to a management center network; FIG. 8 is a
functional block diagram showing a functional
configuration of devices connected to a local network;
FIG. 9 is a diagram showing an overview of information
flow between respective devices included in a
communication network system; FIG. 10 is a sequence
diagram showing operations performed by a
communication relay client in acquiring a device ID;
FIG. 11 is a sequence diagram showing operations
performed by a communication relay client in polling;
FIG. 12 is a sequence diagram showing operations of
SNMP packet conversion performed by a communication
relay server and trigger packet transmission performed
by a trigger server; FIG. 13 is a sequence diagram
showing operations of. converted packet acquisition
and an SNMP request transmission performed by a
communication relay client; FIG. 14 is a diagram
showing an example of data configuration of a
converted packet communicated between a communication
relay client and a communication relay server; FIG. 15
is a sequence diagram showing operations in which an
SNMP agent transmits an SNMP response to an SNMP
manager; FIG. 16 is a functional block diagram showing
a functional structure of another device to be
managed; 



FIG. 17 is a sequence diagram showing a case where a
communication relay client inquires about a request
before queuing completion of an SNMP message; FIG. 18
is a sequence diagram showing an example in which a
communication relay server controls a communication
relay client's timing of making an inquiry about a
request; and FIGS. 19A, 19B and 19C are diagrams
showing respectivecommunication patterns of SNMP
requests and SNMP responses. FIG. 20 is a functional
block diagram showing an example of a functional
configuration of a device to be managed which includes
a communication relay client function and a function
of communicating with a sensor; FIG. 2 1 is a diagram
showing an example of a configuration of sensor data
transmitted from a sensor; FIG. 22 is a sequence
diagram showing operations performed by each device
when an SNMP agent transmits a value of temperature
measured by a sensor t o an SNMP manager; FIG. 23 is a
schematic diagram showing the way that N (N is a
positive integer) sensors directly communicate with a
sensor communication unit wirelessly; FIG. 24 is a
schematic diagram showing an ad-hoc network made up of
a plurality of sensors; FIG. 25 is a diagram showing
an example of a configuration of sensor data including
position information; FIG . 26 is a functional block
diagram showing an example of a functional
configuration of a device to be managed including a
communication relay client function and a function of
communicating with an actuator; FIG. 27 is a sequence
diagram showing operations performed by each device
when an SNMP manager requests an actuator to change a
preset temperature; FIG. 28 is a schematic diagram
showing the way that N (N is a positive integer)
actuators communicate with an actuator wirelessly
communication unit; and 



FIG. 29 is a schematic diagram showing an ad-hoc
network made up of a plurality of actuators. Best Mode
for Carrying Out the Invention A whole configuration
of a communication network systemaccording to the
present invention will be described referring to the
drawings. FIG. 2 is a diagram showing a hardware
configuration of a communication network system 10
according to an embodiment of the present invention.
The communication network system 10 is a system for
managing devices from a management center network 1
via a global network 3, the devices being connected to
a local network 2. As shown in FIG. 2, the
communication network system 1.0 includes: the global
network 3 which can be publicly used such as Internet;
a local network 2 formed in a local environment such
as a home; and a management center network 1 for
managing the devices and the like connected to the
local network 2. For example, as shown in FIG. 3, the
communication network system 10 can be applied to a
network system in which home electrical appliances
such as an air conditioner are remote operated by
operating a terminal device from outside the home, the
home electrical appliances being connected to a home
local network. The management center network 1 is an
example of the first system included in the
communication network system according to the present
invention. The management center network 1 includes: a
management terminal 101; a communication relay server
102; and a trigger server 103. The management terminal
101 is an example of a terminal apparatus included in
the communication network system according to the
present invention. And, the communication relay server
102 is an example of the first communication relay
apparatus according to the present invention. The
management terminal 101 is a terminal device operated
by an operator, and performs management such as
monitoring and setting the devices connected to the
local network 2. The 



communication relay server 102 is a communication
device which relays communication between the
management terminal 101 andthe devices connected to
the local network 2. The trigger server 103 is a
communication device which stores address information
of the devices connected t o the local network 2 and
notifies the devices connected to the local network 2
of communication start from the management center
network 1. the local network 2 is an example of the
second system included in the communication network
system according to the present invention . And, the
local network 2 includes : devices to be managed 201 ;
a communication relay client 202; and a NAT router
204. The device to be managed 201 is an example of a
device included in the communication network system
according to the present invention . And, the
communication relay client 202 is an example of the
second communication relay apparatus according to the
present invention . The device to be managed 201 is a
device to be managed by the management terminal 101
connected to the management center network 1. And, the
device to be managed 201 has a device ID which is an
identifier for uniquely identifying the device. The
communication relay client 202 is a communication
device which relays communication between the device
to be managed 201 and. the device connected to the
management center network 1. The NAT router 204 is a
device which relays communication between the local
network 2 and the global network 3. The operations of
relaying the above mentioned communication performed
by the NAT router 204 will be described later using
FIG. 4. Addresses for uniquely distinguishing each
device are assigned to respective communication
devices connected to the global network 3 and the
management center network 1 included in the
communication network system 10. For example, an I
Paddress is used as such realm as described above, and
a different I Paddress is assigned to each
communication device.The management center network 1
is connected to the global 



network 3 via a gateway which is not shown in the
drawing, the gate way determining a communication path
between the management center network 1 and the global
network 3. I P addresses for uniquely distinguishing
each device is assigned to respective communication
devices connected to the local network 2 included in
the communication network system 10. Here, as long as
the respective communication devices connected to the
local network 2 can be uniquely distinguished within
the local network 2, a communication device connected
to the local network 2 may have an overlapping I P
address with one of the devices connected to the
global network. Such I P address which only locally
guarantees uniqueness is called a local network
address. On the other hand, the I P address assigned
to each communication device connected to the global
network 3 and the management center network 1 is
called a global network address, and distinguished
from the local network address. As described above,
the global network addresses are assigned to all of
the devices connected to the global network 3 and the
management center network 1. I n other words, the
management center network 1 is a part of the global
network 3. Thus, the devices connected to the
management center network 1 are the devices connected
to the global network 3 in communicating with the
devices connected to the local network. The local
network 2 is connected to the global network 3 via the
NAT router 204 having a function of interconverting
the local network addresses with the global network
addresses. Due to such connection as described above,
the communication devices connected to the local
network 2 can communicate with the devices in an I P
layer, by the operations performed by the NAT router
204 described as follows, the devices being connected
to the global network 3 and the management center
network 1.FIG. 4 is a sequence diagram showing the
operations performed by the NAT router 204. The
operations performed by the NAT router 204 will be
described using FIG. 4. Here, in order to 



describe the operations performed by the NAT router
204, the following environment is assumed: a
transmission source device 2a is connected to the
local network side of the NAT router 204, and a
transmission destination device 3a is connected to the
global network side. I n the NAT router 204, the
global network address is assigned to the global
network side, and the local network address is
assigned to the local network side. Here, as an
example, 1.2.3.4 is assigned as the global network
address, and 192.168.0.1 is assigned to the local
network address. As an example, 192.168.0.3 is
assigned to the transmission source device 2a as the
local network address, and 5.6.7.8 is assigned to the
transmission destination device 3a as the global
network address. Needless to say, concrete numbers for
these addresses are not limited to the above mentioned
examples. When the transmission source device 2a
transmits a packet to the transmission destination
device 3a, the transmission source address of the
packet is 192.168.0.3, and the transmission
destination address is 5.6.7.8. When the packet is
transmitted to the global network via the NAT router
204, the NAT router 204 rewrites the transmission
source address of the packet from 192.168.0.3 which is
the local network address of the transmission source
device 2a to 1.2.3.4 which is the global network
address of the NAT router 204 (SlO). When the packet
reaches the transmission destination device 3a, the
transmission destination device 3a regards that the
packet has been transmitted from the NAT router 204.
Thus, the transmission destination device 3a generates
a response packet according to need, and returns the
response packet to the NAT router 204. Here, the
transmission source address of the response packetis
5.6.7.8 which is the global address of the
transmission destination device 3a, and the
transmission destination address of the response
packet is 1.2.3.4 which is the global address of the
NAT router 204. When the NAT router 204 receives the
response packet, the NAT router 204 rewrites the
transmission destination address to 



192.168.0.3 which is the local network address of the
transmission source device 2a (SIl), and transmits the
response packet to the - transmission source device
2a. Thus, the communication between the transmission
source device 2a and the transmission destination
device 3a is established. I n order to rewrite the
transmission destination address of the response
packet to the address of the transmission source
device 2a, the NAT router 204 includes an address
conversion table in which the local network addresses
and the global network addresses are associated with
each other. I n other words, when the packet
transmitted from the . transmission source device 2a
to the transmission destination device 3a passes the
NAT router 204, the local network address of the
transmission source device 2a and the global network
address of the transmission destination device 3a are
associated with each other and stored in the address
conversion table. When the response to the transmitted
packet is returned, the corresponding association are
searched in reference to the address conversion table,
and the local network address of the device to which
the response to the transmitted packet should be
transmitted, that is the local network address of the
transmission source device 2a is derived. The NAT
router 204 rewrites the transmission destination
address of the response packet from the global network
address of the NAT router 204 to the derived local
network address of the transmission source device 2a.
As a protocol for a transport layer, in the case
whereTransmission Control Protocol (TCP) is used,
address associations between the transmission sources
and the transmission destinations stored in the
address conversion table are kept until the connection
is severed. I n the case where User Datagram Protocol
(UDP) is used, the address associations stored in the
address conversion table are kept for a predetermined
period. After the predetermined period elapses, the
address associations stored in the address 



conversion table are deleted from the NAT router 204.
As described above, in the communication from the
transmission destination device 3a to the transmission
source device 2a, the address conversion is performed
based on the address conversion table included in the
NAT router 204. Therefore, in the case where the
association between the local network address of the
transmission source device 2a and the global network
address of the transmission destination device 3a is
not stored in the NAT router 204, the communication
cannot be performed. I n other words, as a
characteristic of a communication performed over the
NAT router 204, it is easy to start a communication
from the side of the local network 2 to the side of
the global network 3 over the NAT router 204, but it
is difficult to start a communication from the side of
the global network 3 to the side of the local network
2 over the NAT router 204. However, in the
communication network system 10 which is the
embodiment of the present invention, it is possible to
start a communication from the side of the global
network 3 to the side of the local network 2 over the
NAT router 204, by the operations performed by the
trigger server 103 and the like which will be
described later using FIG. 11. FIG. 5 is a diagram
showing a network configuration in which a management
terminal 101 and a device t o be managed 201 are
connected to each other. The management terminal 101
communicates an SNMPpacket with the device to be
managed 201, thus manages the device t o be managed 20
1. The overview of the communication performed between
the management terminal 101 and the device to be
managed 20 1 will be described using FIG. 5. Here, in
order to describe the overview of the communication
between the management terminal 101 and the device to
be managed 201, the following case is assumed : the
management terminal 101 and the device to be managed
201 are directly connected to each other via a network
6, as shown in FIG. 5 which is 



different from the configuration of FIG. 2. The
respective devices can directly recognize each other
by their addresses. The management terminal 10 1 is a
terminal device which is operated by an operator and
performs management such as monitoring and setting of
the device to be managed 201. And the management
terminal 101 includes: an SNMP manager 4 and a manager
side communication unit 101 1. The device to be
managed 201 is a device to be managed by the
management terminal 101 . And, the device to be
managed 201 includes an SNMP agent 5 and an agent side
communication unit 201 1. Here, the device to be
managed 201 includes other processing units which are
not shown in FIG. 5, but these processing units are
omitted in FIG. 5 in order t o simplify the
description . The functional configuration of the
device to be managed 201 will be described later using
FIG. 8. The communication protocol used between the
management terminal 101 and the device to be managed
201 is SNMP. SNMP is a protocol used for managing the
network device, and information is communicated using
the form of an SNM Ppacket as shown in FIG. 6. FIG. 6
is a diagram showing an example of a data
configuration of an SNMP packet. As shown in FIG. 6,
the SNMP packet includes an SNMP message and a UDP
header. The SNMP message is made up of: an SNMP
version which stores an SNMPprotocol version; a
community which stores community names for a device t
o be managed to authenticate a manager; and an SNMP
PDU which stores actual request details and response
details. The SNMP manager 4 included in the management
terminal 10 1 generates an SNMP message (hereinafter
referred to as "SNMP request" as well) which includes
request details such as acquiring the state of the
device to be managed 201 . And, the SNMP manager 4
transmits the SNMP message in the form of an SNMP
packet to the SNMP agent 5 via the manager side
communication unit 10 11, the network 6~, and the
agent side communication unit 2011. 



The SNMP agent 5 monitors the state of the device to
be managed 201, and performs processing such as
acquiring the value of the state variable and setting
the value of the state variable, according to the SNMP
message included in the received SNMP packet.
Moreover, the SNMP agent 5 returns, to the SNMP
manager 4, the SNMP message (hereinafter referred to
as "SNMP response" as well) which includes response
details such as the processing results in the form of
the SNMP packet. . I n other words, in the
server/client model, the SNMP agent 5 included in the
device to be managed 201 is the server, and the SNMP
manager 4 included in the management terminal 10 1 is
the client. As described above, the management
terminal 101 and the device to be managed 201
communicate the SNMP packet, thus the device to be
managed 201 can be managed from the management
terminal 101 . For example, a preset temperature of an
air conditioner can be changed from a terminal
apparatus including the SNMP manager 4 via a network,
the air conditioner being included in the SNMP agent
5. I n the communication network system 10 as shown in
FIG. 2, the management terminal 101 and the device to
be managed 201 sonot directly communicate with each
other. However, by the packet conversion and the like
performed by the communication relay server 102 and
the communication relay client 202, the SNMP packet
can be communicated transparently and securely. The
operations performed by each device included in the
communication network system 10 in time of the SNMP
packet communication will be described later using
FIGS. 9 to 15. Next, the functional configuration of
each device included in the communication network
system 10 will be described using FIGS. 7 and 8. FIG.
7 is a functional block diagram showing a functional
configuration of each device connected to the
management center network 1. As shown in FIG. 7, the
management terminal 10 1, the 



communication relay server 102 and the trigger .server
103 are connected to the management center network l .
As described using FIG. 5, the management terminal 101
is a. terminal device which manages and sets the
device to be managed 201, and includes the SNMP
manager 4 and the manager side communication unit 10
11. The communication relay server 102 is a device
which provides a server function to the SNMP manager 4
included in the management terminal 101, and relays a
packet t o the communication relay client 202
connected to the local network 2. The communication
relay server 102 includes: a server side communication
unit 1021 which performs communication; a protocol
conversion server 1022 which provides a server
function to the SNMP manager 4 and acquires and
processes the SNMP packet; an outside home
communication server 1023 which communicates packets
with the protocol conversion server 1022, and
communicates with the communication relay client 202
connected to the local network 2; and a trigger
request transmission unit 1024 which transmits a
trigger request packet that requests
triggertransmission to the trigger server. The
protocol conversion server 1022 realizes a
communication function held by the first communication
unit included in the first communication relay
apparatus according to the present invention. And, the
outside home communication server 1023 realizes a
communication function held by the second
communication unit included in the first communication
relay apparatus according to the present invention.
Also, the protocol conversion server 1022 and the
outside home communication server 1023 realize a
protocol conversion function held by the first
conversion unit included in the first communication
relay apparatus according to the present invention.
The trigger server 103 is a device which stores
address information of the devices to be managed 201
connected to the local network 2, and notifies, to the
communication relay client 202, the 



timing at which the communication relay client 202
acquires a. packet including an SNMP request from the
communication relay server 102. The trigger server 103
includes: a trigger side communication unit 1031 which
performs communication; a trigger request reception
unit . 1034 which receives a trigger request packet
transmitted from the trigger request transmission unit
1024 included in the communication relay server 102; a
polling reception unit 1035 which receives a polling
packet transmitted from the communication relay client
202; a global address table 1037 which associates a
device ID with a global network address and store the
association, the device ID belonging to the device to
be managed 201, and the global network address
belonging to the NAT router 204, the device ID and the
global network address being acquired from the polling
packet; and a trigger transmission unit 1036 which
transmits a trigger packet t o the communication relay
client 202. The trigger server 103 refers t o the
global address table 1037,and identifies a global
network address of the NAT router 204 based on the
device I D of the device t o be managed 201. FIG. 8 is
a functional block diagram showing a functional
configuration of each device connected to the local
network 2. As shown in FIG. 8, the NAT router 204, the
device to be managed 201 and the communication relay
client 202 are connected to the local network 2. As
described using FIG. 4, the NAT router 204 is a device
which relays communication between the local network 2
and the global network 3 by the function of
interconverting the local network addresses and the
global network addresses. The device to be managed 201
is a device to be managed by the management terminal
101. And, the device to be managed 201 includes: the
SNMP agent 5 and the agent side communication unit
2011 as described using FIG. 5; a discovering packet
transmission unit 2018 which transmits a relay client
discovering packet for discovering the communication
relay client 202; and a device ID 



distribution unit 2019 which transmits a device ID to
the communication relay client 202, the device ID
being an identifier previously assigned for uniquely
identifying a device which includes the SNMP agent 5.
The communication relay client 202 is a device which
provides a client function to the SNMP agent 5
included in the device to be managed 201, and relays,
to the device to be managed 201, a packet transmitted
from the communication relay server 102. The
communication relay client 202 includes: a client side
communication unit 2021 which performs communication;
a protocol conversion client 2022 which (i) provides a
client function to the SNMP agent 5, (ii) converts the
packet acquired from the communication relay server
102 into the SNMP packet and (iii) transmits the SNMP
packet to the SNMP agent 5; an outside home
communication client 2023 which communicates with
thecommunication relay server 102; a polling
transmission unit 2025 which (i) transmits a polling
packet to the trigger server 103, the polling packet
notifying the device ID of the device to be managed
201 and the global network address of the NAT router
204, and (ii) causes the NAT router 204 to store the
address conversion table; a trigger reception unit
2026 which receives the trigger packet transmitted
from the trigger server 103; a local address table
2027 used for associating the device ID of the device
t o be managed 201 and the local network address and
specifying the device t o be managed 201 based on the
device ID; a discovering packet reception unit 2028
which receives a communication relay client
discovering packet; and a device ID acquisition unit
2029 which receives a device ID. The protocol
conversion client 2022 realizes the communication
function held by the third communication unit included
in the second communication relay apparatus according
to. the present invention . And, the outside home
communication client 2023 realizes a communication
function held by the fourth communication unit
included in the second communication relay 



apparatus according to the present invention . I n
addition, the protocol conversion client 2022 and the
outside home communication client 2023 realize a
protocol conversion function held by the second
conversion unit included in the second communication
apparatus according to the present invention. Next,
the operations performed by each device included in
the communication network system 10 configured as
described above according to the present embodiment
will be described briefly using FIG. 9 and concretely
using FIGS. 10 t o 15. FIG . 9 is a diagram showing an
overview of information flow between the respective
devices included in the communication network system
10 when the management terminal 101 manages the device
to be managed 201, that is, when the SNMP messagessuch
as the SNM P request and the SNM P response are
communicated between the management terminal 101 and
the device to be managed 201 . I n the case where a
communication is performed between the local network 2
and the management center network 1, the information
is always communicated via the NAT router 204. Here,
as described using FIG. 4, the global network
addresses are interconverted with the local network
addresses in the NAT router 204. However, in order to
simplify the description, the operations performed by
the NAT router 204 are omitted in the description
using FIG. 9. Also, the SNMP message is added with the
UDP header, and communicated in the form of the SNM P
packet. [1] The device to be managed 201 notifies the
communication relay client 202 of its own device ID.
The concrete operations will be described using FIG.
10. [2] The communication relay client 202 transmits
the polling packet to the trigger server 103, the
polling packet notifying the device I D of the device
to be managed 201 and the global network address of
the NAT router 204. According to the above mentioned
polling packet, the trigger server 103 acknowledges
the device I D of the device to be managed 



201 and the global network address of the local
network 2 to which the device to be managed 201
belongs. And, the trigger server 103 associates the
device ID with the global network address, and stores
the associated information . Based on the stored
information, the trigger server 103 can transmit
information, over the NAT router 204, to the device
connected to the local network 2. Using the trigger
server 103, the communication with the device to be
managed 201 is performed, the communication being
started from the management terminal 101 . The
concrete operations will be described later using FIG.
11. [3] The SNMP request is transmitted in the form of
the SNMPpacket from the management terminal 101 to the
communication relay server 102. The communication
relay server 102 requests the trigger server 103 to
direct the SNMP request acquisition to the
communication relay client 202, the communication
relay server 102 having received the SNMP packet from
the management terminal 101. Then, the trigger server
103 transmits the trigger packet to the communication
relay client 202, the trigger packet being a direction
to acquire the SNMP request from the communication
relay server 102. The concrete operations will be
described later using FIG. 12. [4] The communication
relay client 202 requests the communication relay
server 102 to acquire the converted packet including
the SNMP request, the communication relay client 202
having received the trigger packet. Then, the
communication relay server 102 generates a converted
packet, and transmits the converted packet to the
communication relay client 202, t he converted packet
being generated by encapsulating the SNMP message
included in the SNMP packet using Hyper Text Transfer
Protocol (HTTP). The communication relay client 202
extracts the SNMP message from the received converted
packet, and transmits the SNMP message in the form of
the SNMP packet to the device to be managed 201. The
concrete operations will be described later using FIG.
13. 



[5] The device to be managed 201 performs SNMP
processing according to the SNMP request included in
the. received SNMP packet. And, the device to be
managed 201 transmits an SNMP response which is the
response t o the SNMP request in the form of the SNMP
packet to the communication relay client 202. The
communication relay client 202 generates a converted
packet and transmits the converted packet to the
communication relay server 102, the converted packet
being generated by encapsulating the SNMP response
included in the SNMP packet using HTTP.
Thecommunication relay server 102 extracts the SNMP
response from the received converted packet, and
transmits the extracted SNMP response in the form of
the SNMP packet to the management terminal 101 . The
management terminal 101 acquires the SNMP response
from the received SNMP packet, and ends the SNMP
communication. The concrete operations will be
described later using FIG. 15. According to the
information flow as described in the above [1] to [5],
the management terminal 101 can transmit the SNMP
request to the device to be managed 201, and receive
the SNMP response from the device t o be managed 201 .
I n other words, the management of the device to be
managed 20 1 performed over the NAT router 204 can be
started from the management terminal 101. Here, in the
information flow in [4] and [5], that is, in the
communication of the SNMP request and the SNMP
response between the management center network 1 and
the local network 2,. the communication is performed
using Hypertext Transfer Protocol Security (HTTPS) in
the global network 3, thereby the communication
security is guaranteed in the global network 3. FIGS.
10 to 15 are sequence diagrams showing details of the
information flow as shown in the above [1] to [5] and
diagrams showing the configuration of communicated
data . The operations performed by each device
included in the communication network system 10 will
be described in order as follows, using FIGS. 10 to
15. FIG. 10 is a sequence diagram showing the
operations 



performed by the device to be managed 201 and the
communication relay client 202 when the communication
relay client 202 acquires the device I D of the device
to be managed 201 . FIG. 10 corresponds with the
information flow as described in [ 1] of FIG. 9. The
operations performed by the communication relay client
202 will be described using FIG. 10, the communication
relay client 202 associating the local network address
of the device to be managed201 with the device ID and
storing the associated information into the local
address table 2027. After the device to be managed 201
and the communication relay client 202 are connected
to the local network 2, the discovering packet
transmission unit 2018 included in the device to be
managed 201 transmits the communication relay client
discovering packet for discovering the communication
relay client 202 to multiple addresses (SlOl). The
discovering packet reception unit 2028 included in the
communication relay client 202 receives the
communication relay client discovering packet when the
communication relay client 202 is connected to the
same network as the device to be managed 201 (S102) .
The discovering packet reception unit 2028 transmits a
trigger to the device ID acquisition unit 2029, the
trigger notifying that the communication relay client
discovering packet has been received . After receiving
the trigger, the device ID acquisition unit 2029
transmits the device ID acquisition request to the
device to be managed (S103). After receiving the
device ID acquisition request (S104), the device ID
distribution unit 2019 included in the device to be
managed 201 transmits its own device ID to the
communication relay client 202 (S105) . After
receiving the device ID of the device to be managed
201 by the device ID acquisition unit 2029 (S106), the
communication relay client 202 stores the association
between the device ID of the device to be managed 201
and the local network address into the 



local address table 2027 (S107) . According to the
steps as described above, the communication relay
client 202 can derive the local network address of the
device to be managed 201 based on the device ID by
referring to the local address table 2027. I n other
words, in the case wherethe communication relay client
202 receives the SNMP request destined to the device
ID of the device to be managed 201, the communication
relay client 202 can transmit the SNMP request to the
device to be managed 201. FIG. 11 is a sequence
diagram showing the operations performed by the
communication relay client 202 in polling. FIG. 11
corresponds with the information flow as shown in [2]
of FIG. 9. The operations of the communication relay
client 202 will be described using FIG. 11, the
communication relay client 202 polling to the trigger
server 103. The polling transmission unit 2025
included in the communication relay client 202
transmits a polling packet to the polling reception
unit 1035 included in the trigger server 103 (S201).
The polling packet is transmitted from the local
network side to the global network side, thereby the
communication is easily performed. The data unit of
the polling packet includes one or more device IDs of
the devices t o be managed 201 connected to the local
network 2. Also, the transmission source address of
the polling packet is rewritten to the global network
address of the NAT router 204 by the NAT router 204
when the polling packet passes the NAT router 204.
After receiving the polling packet (S202), the polling
reception unit 1035 associates the transmission source
address of the received packet, that is the address of
the NAT router 204, with the device ID of each device
to be managed 201 included in the data unit, and
stores the associated information (S203). I n other
words, in the case where two device IDs of the devices
to be managed 201 are included in the data unit of the
polling packet, the number of entries written into the
global address table 1037 is also two. Here, the
polling transmission unit 2025 included in the 



communication relay client 202 transmits the polling
packet in the form of the UDP packet. By transmitting
the polling packet in the form of the UDP packet, the
communication load can be reduced.Also, after
transmitting the polling packet, the polling
transmission unit 2025 retransmits the polling packet
earlier than the expiration time when the associated
information is deleted, the associated information
being between the local network address of the
communication relay client 202 and the global network
address of the trigger server 103 stored in the
address conversion table included in the NAT router
204. Thus, the association between the local network
address of the communication relay cljent 202 and the
global network address of the trigger server 103 is
always stored in the address conversion table included
in the NAT router 204. I n other words, in the case
where the trigger packet destined to the communication
relay client 202 connected to the local network 2 is
transmitted at an arbitrary timing, the NAT router 204
can transfer the trigger packet to the communication
relay client 202 based on the address conversion
table. The operations will be described as follows,
the operations being performed by each device when the
trigger packet transmitted from the trigger server 103
is transferred to the communication relay client 202
by the NAT router 204. The trigger transmission unit
1036 included in the trigger server 103 transmits, to
the trigger reception unit 2026 included in the
communication relay client 202, the trigger packet in
the form of the UDP packet as a response to the
polling packet (S204). By transmitting the trigger
packet in the form of the UDP packet, the
communication load can be reduced. The NAT router 204
receives the trigger packet (S205), and derives the
local network address of the communication relay
client 202 which is the transmission destination by
referring to the address conversion table (S206). And,
the NAT router 204 transfers the trigger packet to the
derived local network address of the 



communication relay client 202 (S207).As a result of
the above mentioned operations, the trigger reception
unit 2026 of the communication relay client 202 can
receive the trigger packet from the trigger server 103
which is on the side of the global network 2 (S208).
As described above, the trigger packet is transmitted
from the side of the global network 3 to the side of
the local network 2. However, the trigger packet is
transmitted as the response to the polling packet.
Therefore, according to the steps S205, S206 and S207
as shown in FIG. 11, the NAT router 204 can transfer
the trigger packet to the communication relay client
202. According to the above mentioned steps, the
trigger server 103 can transmit the trigger packet to
the communication relay client 202 at an arbitrary
timing. Here, the trigger packet is a packet which
notifies the communication relay client 202 that the
SNMP request exists in the communication relay server
102. After receiving the trigger packet, the
communication relay client 202 can acquire the SNMP
request from the communication relay server 102, and
transmit the acquired SNMP request to the device to be
managed 201. I n other words, according to the trigger
packet transmitted by the trigger server 103,. the
communication between the device connected to the
global network 3 and the device connected t o the
local network 2 can be started at an arbitrary timing
from the device connected to the global network 3.
FIG. 12 is a sequence diagram showing the operations
of SNMP packet conversion performed by the
communication relay server 102 and trigger packet
transmission performed by the trigger server 103. And
FIG. 12 corresponds with the information flow [3] as
shown in FIG. 9. The operations performed by each
device will be described using FIG. 12. The operations
are performed from the time when the SNMP request is
generated by the management terminal 101 until the
time when the communication relay client 202is
notified of the SNMP request existence. The operator
performs a predetermined operation on the 



management terminal 101. And, the SNMP manager 4
included in the management terminal 101 generates an
SNMP request indicating the request details for
managing the device to be managed 201, and transmits
the SNMP request in the form of an SNMP packet to the
protocol conversion server 1022 included in the
communication relay server 102 (S301). Here, the
transmission destination of the SNMP packet
transmitted by the SNMP manager 4 is the communication
relay server 102. However, the final transmission
destination of the SNMP message included in the SNMP
packet is the device to be managed 201. Thus, a method
used by the communication relay server 102 for
specifying the SNMP agent 5 will be described. I n
order to specify the SNMP agent 5, the SNMP manager 4
must assign, to the communication relay server 102,
information for specifying the device to be managed
201 which includes the SNMP agent 5. However, a field
for the above mentioned information does not exist in
the SNMP message per se as shown in FIG. 6. Thus, a
device ID is attached and stored as the information
for specifying the device in the community field
included in the SNMP message. Concretely, many of the
SNMP managers assign community names in the form of
character strings. The binary expression of the device
ID is converted into a character string by BASE64
encoding. A character string is generated by attaching
the BASE64 encoded device I D to the front of the
original community name. Here, in the binary
expression of the device ID, the byte sequence orders
may be different between the transmission source and
the transmission destination. Therefore, the byte
sequence orders are standardized to a predetermined
byte sequence order, and then the BASE64 encoding is
performed.I n other words, the device I D is stored
into the community field which exists in the frame
format of the SNMP packet. Thereby, a general SNMP
manager can manage devices using device IDs. Thus, no
special function is required for the SNMP manager. 



The protocol conversion server 1022 included in the
communication relay server 102 receives, via the
server side communication unit 1021, the SNMP request
transmitted by the SNMP manager 4 (S302). Next, the
protocol conversion server 1022 separates and acquires
the device ID from the SNMP message included in the
received SNMP packet, and performs processing such as
rewriting the field length included in the SNMP
message (S303). The procedures of the above mentioned
packet processing are performed as follows. First, the
BASE64 encoded device ID and the original community
name are separated. And, the BASE64 encoded device ID
is converted back into the binary expression of the
original device ID by the BASE64 decoding. The
protocol conversion server 1022 acquires the device I
D by the above mentioned processing. After that, the
protocol conversion server 1022 rewrites the community
field of the received SNMP message to the original
community name, and deletes the part where the BASE64
encoded device I D is stored from the SNMP message.
Here, the community field length and the overall
packet length have been changed. Thus, the respective
fields for storing the community field length and the
overall length of the SNMP message are rewritten to
the correct values. The protocol conversion server
1022 transmits the acquired device ID to the outside
home communication server 1023 and the trigger request
transmission unit 1024. And, the protocol conversion
server 1022 transmits, to the outside home
communication server 1023, using the communication
between internal processings and the like, the SNMP
message in which the device I D is deleted and the
field length and the like are rewritten t othe correct
values. The outside home communication server 1023
queues the received SNMP message into the queuing area
included in the outside home communication server
1023. Next, the trigger request transmission unit 1024
included in the communication relay server 102
transmits a trigger request packet to the trigger
request reception unit 1034 included in the 



trigger server 103 (S304). Here, the device ID of the
device to be managed 201 and the global address of the
communication relay server 102 are stored into the
data unit of the trigger request packet. After
receiving the trigger request packet (S305), the
trigger request reception unit 1034 searches the
global address table 1037 for the device I D stored in
the data unit of the trigger request packet, and
derives the global network address of the NAT router
204 associated with the device ID. The trigger
transmission unit 1036 included in the trigger server
103 transmits, to the derived global network address,
the trigger packet including the global network
address of the communication relay server 102 (S306).
The above mentioned trigger packet is transmitted over
the NAf router 204 from the side of the global network
3 to the side of the local network 2. As described
above, the NAT router 204 can derive the local network
address of the communication relay client 202 by
referring t o the address conversion table. Thus, the
NAT router 204 transfers the trigger packet to the
communication relay client 202. And, the trigger
reception unit 2026 included in the communication
relay client 202 receives the trigger packet (S307).
As described above, the trigger packet includes the
global network address of the communication relay
server 102. The communication relay client 202 can
specify the device where the SNMP request that should
be acquired exists, based on the global network
address, the communication relay client 202 having
received the trigger packet according to the above
mentioned steps.FIG. 13 is a sequence diagram showing
the operations of the converted packet acquisition and
the SNMP request transmission performed by the
communication relay client 202. FIG. 13 corresponds
with the information flow [4] as shown in FIG. 9. The
operations performed by each device will be described
using FIG. 13. The operations are performed from the
time when the communication relay client 202 receives
the trigger packet until the time when the device to
be managed 201 receives the SNMP 



request. After the trigger reception unit 2026
included in the communication relay client 202
receives the trigger packet (S307), the outside home
communication client 2023 included in the
communication relay client 202 transmits a packet
which requests t o acquire the converted packet to the
outside home communication server 1023 included in the
communication relay server 102 (S308). The packet
which requests to acquire the converted packet is
transmitted in the form of an HTTP request, using GET
method. Also, HTTPS is used as the communication
protocol, and falsification, spoofing and wiretapping
are prevented. After receiving the packet which
requests to acquire the converted packet (S309), the
outside home communication server 1023 generates a
converted packet as shown in FIG. 14. This converted
packet includes in entity body : the SNMP message
which has been received using the communication
between internal processings and the like, and queued
; and management information which includes
communication times, success and failure of
communication and the like. And, the converted packet
is an HTTP response t o which an HTTP header is added.
The device I D of the device t o be managed 201 is
stored in the HTTP header part. The outside home
communication server 1023 transmits, t o the
communication relay client 202, the generated
converted packet as a response t o the packet which
requests t o acquire the convertedpacket, the packet
being received from the communication relay client 202
(S310). Here, the packet which requests to acquire the
converted packet is transmitted from the communication
relay client 202 to the 5 communication relay server
102, that is, from the side of the local network 2 to
the side of the global network 3 over the NAT router
204. Thereby, the communication is easily performed.
The converted packet is transmitted from the
communication relay server 102 to the communication
relay client 202, that is, from the i o side of the
global network 3 to the side of the local network 2
over 



the NAT router 204. However, since the converted
packet is transmitted as the response to the packet
which requests t o acquire the converted packet, the
communication is easily performed. The outside home
communication client 2023 included in the 15
communication relay client 202 receives the converted
packet as the HTTP response (S311). The outside home
communication client 2023 transmits, to the protocol
conversion client 2022, the SNMP message including
request details and the device I D extracted from the
HTTP header, using the communication between the
internal 2.0 processings and the like, the SNMP
message being stored in the entity body part of the
converted packet. The protocol conversion client 2022
searches the local address table 2027 for the device
ID, and derives the local network address of the
device to be managed 201. The protocol conversion 25
client 2022 adds a UDP header to the SNMP message, and
generates an SNMP packet (S312), and then transmits
the SNMP packet to the local network address of the
device to be managed 201 (S313). According to the
above mentioned steps, the SNMP packet can be securely
transmitted to the device to be managed 201, the 30
SNMP packet being transmitted from the management
terminal 101. FIG. 15 is a sequence diagram showing
operations in which the SNMP agent 5 included in the
device to be managed 201transmits, t o the SNMP
manager 4 included in the management terminal 101, the
SNMP response which is the response to the SNMP
request. FIG. 15 corresponds with the information flow
[5] as shown in FIG. 9. The operations performed by
each device will be described using FIG. 15, from the
time when the device to be managed 201 receives the
SNMP request t o the time when the management terminal
101 receives the SNMP response. After the device to be
managed 201 receives the SNMP packet, the SNMP packet
is transmitted to the SNMP agent 5 via the agent side
communication unit 2011 (S314). After receiving the
SNMP packet, the SNMP agent 5 performs the SNMP
processing according to the request details included
in the SNMP packet (S315). And, 



the SNMP agent 5 generates an SNMP response which is
the result of the processing, and transmits the SNMP
response to the protocol conversion client 2022
included in the communication relay client 202 (S316).
' After receiving the SNMP packet from the device to
be managed 201 (S317), the protocol conversion client
2022 transmits the SNMP message included in the
received SNMP packet to the outside home communication
client 2023 using the communication between the
internal processings and the like. The outside home
communication client 2023 stores the received SNMP
message into the entity body, and generates a
converted packet as an HTTP packet using POST method
(S318). And, then the outside home communication
client 2023 transmits the converted packet t o the
outside home communication server 1023 included in the
communication relay server 102 using HTTPS (S319).
Here, the converted packet is transmitted from the
side of the local network 2 to the side of the global
network 3 over the NAT router 204, thereby the
communication is easily performed. After receiving the
converted packet as the HTTP packet (S320), the
outside home communication server 1023 extracts
theSNMP message from the entity body, and transmits
the SNMP message to the protocol conversion server
1022 using the communication between the internal
processings and the like. The protocol conversion
server 1022 adds the UDP header to the received SNMP
message, and generates the SNMP packet (S321).
Moreover, using the same method as the SNMP manager 4
in transmitting the request packet to the
communication relay server 102, the protocol
conversion server 1022 attaches the BASE 64 encoded
device ID to a community name, and stores the
community name attached with the BASE 64 encoded
device I D into the community field of the SNMP
message, and then transmits the SNMP packet to the
SNMP manager 4 (S322). The SNMP manager 4 receives the
SNMP packet (S323). I n other words, the SNMP manager
4 receives the SNMP response 



corresponding to the transmitted SNMP request, and
completes the SNMP communication. As described above,
in the communication network system 10 according to
the embodiment of the present invention, the NAT
router 204 uses the original function as it is. I n
other words, in order to perform communication as
described in the embodiment of the present invention,
the NAT router 204 needs not have a special gateway
function, and no special setting operation needs to be
performed on the NAT router 204. Also, the
communication relay client 202 transmits the polling
packet to the trigger server 103, and notifies the
global address of the local network 2 and the device I
D of the device to be managed 201. Thereby, the start
of the communication for managing the device to be
managed 201 performed from the management terminal 101
can be notified to the communication relay client 202
using the trigger packet transmitted by the trigger
server 103. I n addition, in the communication network
system 10, the SNMP manager 4 exists as the client in
the global network 3, and theSNMP agent 5 exists as
the server in the local network 2. I n the above
mentioned communication network, by performing a
communication in which the client-server relation is
interconverted using the NAT router 204 as a border,
that is, by performing a communication accompanied by
a protocol conversion between the communication relay
server 102 set as the server in the global network 3
and the communication relay client 202 set as the
client in the local network 2, the communication can
be transparently performed from the SNMP manager 4
which is the client in the global network 3 to the
SNMP agent 5 which is the server in the local network
2 over the NAT router 204. I n other words, the packet
transmitted and received by the management terminal
101 and the device to be managed 201 is an SNMP
packet, but the packet is communicated using the HTTPS
in the global network 3. Thereby, without considering
the communication path between the management terminal
101 and the 



device to be managed 201, the SNMP packet can be
securely communicated. As a result, the communication
started from the management terminal 101 to the device
to be managed 201 can be securely performed via the
global network 3. I n the embodiment of the present
invention, the communication relay client 202 and the
device to be managed 201 are described as separate
devices. However, there are other cases as well. For
example, as shown in FIG. 16, the device t o be
managed 201 may include a function as the
communication relay client 202. I n order to enable a
communication between the SNMP agent 5 and the
protocol conversion client 2022, the device to be
managed 201 includes an internal communication unit
20110. As the internal communication unit 20110, for
example, an interface whose communication is closed to
the outside of the device such as a localloop-back
interface is used. However, there are other
possibilities. For example, the internal communication
unit 20110 may be implemented in the agent side
communication unit 2011, and the communication to the
inside of the device may be performed as the internal
communication unit 20110. I n such case as described
above, the protocol conversion client 2022 and the
SNMP agent 5 can be associated one to one with each
other. Thereby, the local address table 2027 is not
necessary. As described above, for example, in the
case where a user uses a home electrical appliance
including both a function of the device to be managed
201 and a function of the communication relay client
202, the user does not need to additionally prepare a
communication relay client 202. And, the user can
perform management and the like of the home electrical
appliance via the global network from outside the
home, only by connecting the home electrical appliance
to the home local network. Also, in the communication
network system 10, in the case where the object with
which the management terminal 101 



communicates is limited to only the devices connected
to the local network 2 and the like, the trigger
server 103 is not necessary. For example, the
communication relay client 202 transmits a packet to
the communication relay server 102 via the NAT router
204. The communication relay client 202 can store the
global network address of the NAT router 204 according
t o the transmission source of the packet. Thus, in
the case where the SNMP packet is transmitted from the
management terminal 101, the SNMP packet is converted
as described above. Then, the converted packet is
transmitted to the address of the transmission source,
and the converted packet is transmitted to the NAT
router 204. I n such case-as described above, the
communication relay client 202 can receive the
converted packet as a response t o the packet
transmitted from the communication relay client 202 to
thecommunication relay server 102. The communication
relay client 202 converts the received converted
packet into the SNMP packet as described above, and
transmits the SNMP packet to the device to be managed
201 based on the device I D included in the converted
packet. I n addition, for example, the management
terminal 101 may acquire the global network address of
the NAT router 204 according t o the packet
transmitted from the communication relay client 202,
and transmit the acquired global network address to
the communication relay server 102. I n other words,
the communication network system 10 may be configured
so that the devices connected to the management center
network 1 can acquire the global network address of
the NAT router 204, and the communication relay client
202 can receive the converted packet as the response
to the transmitted packet. As described above, the
configuration of the management center network 1 can
be simplified, and the hardware resource can be
reduced. Also, in the communication network system 10,
as described using FIGS. 13 and 15, after receiving
the trigger packet from the 



trigger server 103, the communication relay client 202
acquires one SNMP request from the communication relay
server 102. After that, when the management terminal
101 receives the SNMP response which is the response
to the SNMP request, the SNMP communication is ended.
I n the above mentioned embodiment, after the
communication relay client 202 receives the next
trigger packet, the next SNMP request is processed.
However, the communication relay client 202 may
request the communication relay server 102 to acquire
the SNMP request without waiting for the reception of
the next trigger packet. I n other words, the
communication relay client 202 may sequentially
transmit, to the communication relay server102, the
packet which requests to acquire converted packet. I n
the communication performed using the SNMP which is a
protocol used for managing the network devices, for
example, in the case where the SNMP manager acquires a
plurality of information from the SNMP agent, there is
a case where a plurality of SNMP requests
corresponding to the plurality of information are not
transmitted at one time, but one SNMP request is
transmitted, then, after the SNMP response
corresponding t o the SNMP request is received, the
next SNMP request is transmitted. I n other words, the
plurality of SNMP requests are sequentially
transmitted in order. I n order to deal with such
sequential transmission of the SNMP requests, the
above mentioned method used by the communication relay
client 202 for sequentially transmitting the packet
which requests t o acquire the converted packet is
useful. According to this method, the processing
efficiency of each device included in the
communication network system 10 can be improved, each
device being involved in the management of the device
to be managed 201. I n such case as described above,
in the case where the communication relay client 202
receives notification that the SNMP request does not
exist, the transmission of the packet which requests
to acquire the converted packet may be ended. Also, in
the case where the communication relay client 202 



sequentially transmits the packets which request t o
acquire the converted packet, the communication relay
server 102 may control the transmission timing. After
receiving the SNMP packet from the SNMP manager 4
included in the management terminal 101, the
communication relay server 102 performs processing on
the SNMP message included in the SNMP packet such as
deleting the device ID. The communication relay server
102 queues a processed SNMP message. As shown in FIG.
17, there is a case where a packet which requests to
acquire the converted packet is transmitted from the
communication relay client 202, the packet being the
inquiryabout the request, before queuing of the SNMP
message is completed. In such case as described above,
although the SNMP packet is received, the queuing of
the SNMP message is not completed, thus a response
indicating no request" is transmitted to the
communication relay client 202. FIG. 17 is a sequence
diagram showing the case where after returning a
response to an SNMP request, the communication relay
client 202 inquires about the next request to the
communication relay server 102. As shown in FIG. 17,
the communication relay client 202 transmits a
converted packet including the SNMP response to the
communication relay server 102 (S400). The
communication relay server 102 extracts an SNMP
message which is an SNMP response from the received
converted packet, and transmits the extracted SNMP
message to the SNMP manager 4 included in the
management terminal 101 (S410). The communication
relay client 202 receives a reception response as
notification of having received the converted packet
from the communication relay server 102 (S420). After
the communication relay server 102 receives the SNMP
packet including the next SNMP request from the SNMP
manager 4 (S430), the communication relay server 102
receives an inquiry about the next request from the
communication relay client 202 (S440). 



However, at this point, queuing of the SNMP message
which is an SNMP request is not completed, and a
response indicating "no request" is returned t o the
communication relay client 202 (S450). I n other
words, from the time when the communication relay
server 102 receives the SNMP packet (S430) until the
time when the queuing of the SNMP message is completed
(S460), in the case where the inquiry about the
request (S440), that is, the packet which requests to
acquire the converted packet, is transmitted fromthe
communication relay client 202, since the queuing of
the converted packet is not completed, the
communication relay server 102 returns the response
indicating "no request" to the communication relay
client 202. I n such case as described above, the
above mentioned method used by the communication relay
server 102 is useful, the communication relay server
102 controlling the timing at which the communication
relay client 202 transmits the packet which requests
to acquire the converted packet. FIG. 18 is a sequence
diagram showing an example of such control. As shown
in FIG. 18, after the communication relay server 102
receives the SNMP packet (S430), in the case where the
communication relay client 202 inquires about the
request, and the queuing of the SNMP message is not
completed, the communication relay server 102 does not
respond as "no request" to the communication relay
client 202, but return "wait request" as the.
response, the "wait request" indicating a request to
wait for acquiring the converted packet for a
predetermined time (S445). After receiving the "wait
request", the communication relay client 202 waits for
a predetermined time (S446), and then inquires about
the request (S470). At this point, the queuing is
completed (S460), and the SNMP request can be acquired
(S480). The above predetermined time, that is the time
when the communication relay client 202 waits for
acquiring the converted packet, may be determined
based on an actual measurement value and a logical
value. Also, in the case where there is sufficient
time 



when the packet is communicated between the
communication relay server 102 and the communication
relay client 202, the time for such waiting may be "0
seconds". I n other words, the optimum time for
waiting may be determined for controlling the
communication relay client 202. I n such case as
described above, the number of wait
requesttransmission is once. And, in the case where
the communication relay server 102 receives the packet
which requests to acquire the converted packet
transmitted after the predetermined time in
association with the wait request transmitted once,
when the communication relay server 102 does not have
a transmittable SNMP message, the communication relay
server 102 responds as "no request". Thus, the SNMP
communication is ended. Here, the condition for
transmitting the wait request to the communication
relay client 202 may not be the condition that the
SNMP packet has been received but the queuing of the
SNMP message is not completed, but may be the
condition that the SNMP packet has not been received,
or the processing on the SNMP message included in the
SNMP packet is not completed, that is, the above
mentioned condition that the communication relay
server 102 does not have the SNMP message as
information transmittable to the communication relay
client 202. Also, the wait request transmission may be
determined according to the details of the SNMP
request received just before by the communication
relay server 102. For example, in the case where the
details of the just received SNMP request are
"GetNextRequest" or "GetBulkRequest" specified by the
SNMP, even when the communication relay server 102
does not have an SNMP message transmittable to the
communication relay client 202, the communication
relay server 102 may predict that the SNMP packets
would be sequentially transmitted from the SNMP
manager 4, and may transmit the wait request in
response to the inquiry about the request from the
communication relay client 202. I n addition, instead
of controlling the communication relay 



client 202 according to the waiting time, the
communication relay client 202 may be controlled, for
example, according to the number of wait request
transmission. I n other words, while the communication
relay server 102 does not have an SNMP
messagetransmittable to the communication relay client
202, the communication relay server 102 repeatedly
transmits a wait request in response t o the inquiry
about the request from the communication relay client
202. After the number of wait request transmission
repeated as described above has reached a specified
number, in the case where the communication relay
server 102 does not have a transmittable SNMP message
when receiving the packet which requests to acquire
the converted packet transmitted after a predetermined
time in association with the just received wait
request, the communication relay server 102 may
respond as no request". As described above, the
communication relay server 102 controls the timing at
which the communication relay client 202 transmits the
packet which requests to acquire the converted packet.
Thus, in the case where the SNMP packets including the
SNMP requests are sequentially transmitted from the
management terminal 101, the SNMP communication is not
completed per processing on one SNMP request, but the
processing can be efficiently performed on the SNMP
requests. Also, the SNMP communication is performed
using UDP, and retransmission control is performed in
the application layer. I n the case where after
transmitting the SNMP request to the communication
relay server 102, the SNMP manager 4 does not receive
an SMNP response associated with the SNMP request
within a predetermined time, the SNMP manager 4
retransmits the SNMP message. FIGS. 19A, 19B and 19C
are diagrams showing respective communication patterns
of SNMP requests and SNMP responses communicated
between the SNMP manager 4, the communication relay
server 102 and the communication relay client 202.
When the 



SNMP packet is communicated between the respective
devices, the SNMP packet including the SNMP message
that is the SNMP requestor the SNMP response, as
described above, the packet conversion and the
processing on the SNMP message are performed. However,
in order to simplify the description, the
illustrations and descriptions of such processings are
omitted here. As shown in FIG. 19A, "request 01" which
is the SNMP request transmitted from the SNMP manager
4 is queued to the communication relay server 102. The
queued "request 01" is transmitted to the
communication relay client 202 as shown in FIG. 19B.
After transmitting the "request 01" to the device to
be managed 201, the communication relay client 202
receives "response 01" which is the SNMP response
associated with the "request 01", and transmits the
"response 01" to the communication relay server 102.
Here, the SNMP manager 4 and the communication relay
server 102 operate asynchronously. Thereby, as shown
in FIG. 19C, although the "response 01" which is the
response associated with the "request 01" is
transmitted from the communication relay client 202,
since the SNMP manager 4 does not receive the
"response 01" within a predetermined time after
transmitting the "request 01", the SNMP manager 4
retransmits the "request 01". The communication relay
server 102 requeues the retransmitted "request 01",
and transmits the requeued "request 01" to the
communication relay client 202. As a result, the SNMP
manager 4 receives the "response 01" which is the
response to the retransmitted "request 01". However,
the "response 01" is already received, thus abandoned.
As described above, in the case where although the
SNMP agent 5 included in the device to be managed 201
transmits the SNMP response, the SNMP response does
not reach the SNMP manager 4 within the predetermined
time, the SNMP manager 4 retransmits the SNMP request
indicating the details to request the SNMP response.
Moreover, as the response to the retransmittedSNMP
request, the SNMP response is retransmitted from the
SNMP 



agent 5. I n other words, the processed SNMP request
and the SNMP response associated with the SNMP request
are redundantly communicated. Here, in the case where
after the communication relay server 102 receives an
SNMP request, the same SNMP request is transmitted,
the later transmitted SNMP request may be abandoned. I
n such case as described above, the UDP communication
is performed between the SNMP manager 4 and the
communication relay server 102 in the same network,
and the HTTPS communication is performed between the
communication relay server 102 and the communication
relay client 202. I n other words, certainty of packet
transmission can be highly maintained. Thus,
regardless of the type of the SNMP manager 4 or
retransmission setting, redundant communication of
packets can be prevented. Also, according to the
embodiment of the present invention, SNMP is used as
the communication protocol for the client-server
communication, that is, (i) the communication between
the management terminal 101 and the communication
relay sever 102 and (ii) the communication between the
communication relay client 202 and the device to be
managed 201. However, other protocols such as HTTP and
TELNET may be used. For example, Simple Object Access
Protocol (SOAP) may be used as a communication
protocol standard for accessing the data stored in the
remote machine, the SOAP using HTTP and the like as a
lower protocol, and transmitting and receiving
messages of a simple extensible Markup Language (XML)
base. Thus, according to the above mentioned
embodiment, the communication network system is
described as an example, the communication network
system being used for remote-managing the devices.
However, the communication network system 10 canbe
applied for other uses. For example, it is possible to
start, from the devices connected to a global network,
(i) operating a computer connected to a local network
by a terminal connected to the global 



network and (ii) application cooperation between the
devices connected to the global network and devices
connected to the local network. I n such case as
described above, the communication relay server 102
and the communication relay client 202 may convert the
communicated packets and the like. Also, different I P
addresses are assigned to the respective communication
devices so that each device can be uniquely
distinguished, the respective communication devices
being connected to the global network 3 and the
management center network 1. However, such addresses
are not limited to the I P addresses, but, for
example, Internetwork Packet exchange (IPX) addresses
may be used as long as information is provided for
identifying each device connected to the global
network 3. I n addition, the trigger request packet
stores the device ID of the device to be managed 201
in the data unit, the trigger request packet being
transmitted from the communication relay server 102 to
the trigger server 103. However, not only the device
ID, but also other information may be stored in the
data unit, as long as the information enables the
trigger server 103 to identify the device to be
managed 201. For example, an index value may be
determined between the device to be managed 201 and
the trigger server 103, the index value being linked
to the device ID using a secure path such as HTTPS.
And, the index value may be stored in the data unit of
the trigger request packet, and then the trigger
packet may be transmitted. Thus, the number of device
ID transmission is reduced in the management center
network 1, and privacy protection of the device ID can
be improved. Also, the trigger packet includes the
global network addressof the communication relay
server 102, the trigger packet being transmitted from
the trigger server 103 to the communication relay
client 202. However, other information than the global
network address, such as URL, may be used as long as
the information enables identifying the communication
relay server 102 in the global 



network 3. Moreover, in the case where the device in
which the SNMP request exists is always the
communication relay server 102, address information
needs not be included. Thus, capacity of the trigger
packet can be reduced. I n addition, an index value
may be previously linked t o the global network
address or Uniform Resource Locator (URL) of the
communication relay server 102 using a secure path
such as HTTPS between the communication relay server
102 and the communication relay client 202. And, the
trigger packet may include the index value. Thus,
privacy protection of the global network address of
the. communication relay server 102 can be improved.
Also, the trigger packet may include the device I D of
the device to be managed 201 which is the destination
of the SNMP request. Thus, before acquiring the SNMP
request, the communication relay client 202 can
previously notify the device to be managed 201 that
the SNMP request is coming. Thereby, the device to be
managed 201 can prepare in advance. I n addition, the
packet which requests to acquire a converted packet is
transmitted in the HTTP request form, using the GET
method. However, the POST method and the like may be
used as well. Moreover, HTTPS is used as the
communication protocol when the packet which requests
to acquire the converted packet and the converted
packet are communicated between the communication
relay client 202 and the communication relay server
102. However, other communication protocols such as
HTTP and File TransferProtocol (FTP) may be used, for
example, in the case where privacy protection is
assured for the packets communicated using an
encryption means such as Pretty Good Privacy (PGP) . I
n such case as described above, the packet which
requests to acquire the converted packet may take the
form associated with the communication protocol. Thus,
for example, it is possible to select a communication 



protocol by which a communication environment can be
easily established. And, flexibility can be improved
in hardware/software design when establishing the
communication network system 10. Also, in the
communication network system according to the
embodiment of the present invention, a sensor may be
connected to the device t o be managed 201, and the
management terminal 101 may acquire information
measured or detected by the sensor via the device t o
be managed 201 . FIG. 20 is a functional block diagram
showing an example of a functional configuration of a
device to be managed 201 including a function of a
communication relay client 202 and a function of
communicating with a sensor. As shown in FIG. 20, the
device to be managed 201 has a configuration in which
a sensor communication unit 2020 and a Management
Information Base (MIB) 7 are added to the functional
configuration of the device to be managed 201 as shown
in FIG. 16. The sensor communication unit 2020 is an
example of a sensor information acquisition unit in
the communication network system according to the
present invention, and is a processing unit for
communicating with one or more sensors. The sensor
communication unit 2020 communicates with N (N is a
positive integer) sensors which are the first sensor
21, the second sensor 22, ... and the Nth sensor 29
that are respectively connected to a network 12. The
communication protocol is, for example, an SNMP. Here,
in the device to be managed 201 as shown in FIG.
20,the protocol conversion client 2022 and the outside
home communication client 2023 realize a transmission
function held by a sensor information transmission
unit included in the communication network system
according t o the present invention. Also, the SNMP
agent 5 realizes a judgment function held by the
judgment unit included in the communication network
system according to the present invention. The MIB 7
is an example of a storage unit included in the
communication network system according to the present
invention, 



and is a database which stores information related to
the device to be managed 201 and information
transmitted from each sensor. Information transmitted
from the SNMP agent 5 to the SNMP manager 4 is
acquired and transmitted by the MIB 7. Although the
drawing of MIB is omitted in both FIG. 5 and FIG. 16,
the respective devices to be managed 201 as shown in
FIG. 5 and FIG. 16 include the MIB. I t is assumed
that the device to be managed 201 is included in an
air conditioner in home. I n addition, it is assumed
that the above mentioned N sensors are temperature
sensors, and respectively set in each room of the
home. Each sensor transmits data (hereinafter,
referred to as "sensor data") to the sensor
communication unit 2020, the data being a value of a
measured temperature assigned with an identifier and
the like. FIG. 21 is a diagram showing an example of a
configuration of sensor data transmitted from a
sensor. As shown in FIG. 21, sensor data 20 includes a
sensor ID 20a, date and time 20b and measured data
20c. The sensor ID 20a is an identifier for specifying
a sensor. The date and time 20b is a time stamp of the
sensor data 20. The time stamp indicates the date and
time when a temperature is measured . The measured
data 20c is data indicating a value of themeasured
temperature. The sensor communication unit 2020
acquires sensor data from each sensor per
predetermined cycle. The sensor communication unit
2020 causes the SNMP agent 5 t o store the acquired
sensor data 20 into the MIB 7. Thereby, the sensor
data 20 stored in the MIB 7 is updated in a
predetermined cycle. The value of the temperature
included in the sensor data 20 stored in the MIB 7
(hereinafter, referred t o as "MIB value") is
transmitted to the SNMP manager 4 according to the
request of the SNMP manager 4. FIG. 22 is a sequence
diagram showing operations performed 



by each device when the SNMP agent 5 transmits the
value of the temperature measured by the first sensor
21 to the SNMP manager 4. The operations performed by
each device will be described using FIG. 22. Here, in
the MIB 7, the MIB value of the first sensor 21
already exists due to the above mentioned update. I n
the communication between the SNMP agent 5 and the
SNMP manager 4, as described above, the protocol
conversion is performed by the outside home
communication client 2023, the protocol conversion
client 2022 and the communication relay server 102.
However, the drawing and description of the protocol
conversion are omitted here. An SNMP request is
transmitted from the SNMP manager 4 of the management
terminal 101, the SNMP request indicating the details
to request the value of the temperature measured by
the first sensor 21 (S500). The SNMP agent 5 of the
device to be managed 201 receives the SNMP request,
and reads the MIB value of the first sensor 21 (S501).
The SNMP agent 5 transmits an SNMP response including
the MIB value to the SNMP manager 4 (S502). The SNMP
agent 5 judges whether or not the MIB value is old
based on the time stamp of the transmitted MIB value
and apredetermined threshold (S503). The time stamp of
the MIB value is the date and time 20b included in the
sensor data 20 (refer to FIG. 21). The predetermined
threshold is, for example, ten minutes. I n the case
where the difference between the date and time
indicated by the time stamp and the current time is
longer than ten minutes, it is judged that the MIB
value is old. I n the case where the difference
between the date and time indicated by the time stamp
and the current time is ten minutes or less, it is
judged that the MIB value is new. I n the case where
it is judged that the transmitted MIB value is new,
the SNMP agent 5 ends the operation related to
transmitting the value of the temperature. I n the
case where it is judged that the transmitted MIB value



is old (S504), the SNMP agent 5 requests the sensor
communication unit 2020 to acquire the value of the
temperature from the first sensor 21 (S505). The value
of the temperature acquired from the first sensor 21
based on the request is called "sensor value"
hereinafter. After receiving the request from the SNMP
agent 5, the sensor communication unit 2020 attempts
to read the sensor value acquired from the first
sensor 2 1 (S506). Concretely, the sensor
communication unit 2020 performs polling on each
sensor connected to the network 12 in order to
discover the first sensor 21. After succeeding in
discovering the first sensor 2 1 by the polling, the
sensor communication unit 2020 causes the first sensor
2 1 to transmit the sensor data 20 including the
sensor value (S507). The polling is performed at the
maximum of five times until the first sensor 2 1 is
discovered. I n the case where the first sensor 21 can
not be discovered after the five times of polling, the
sensor communication unit 2020 notifies the SNMP agent
5 of the non-discovery. After receiving the
notification, the SNMP agent 5ends operations related
to transmitting the value of the temperature. After
receiving the sensor data 20, the sensor communication
unit 2020 transmits the sensor data 20 to the SNMP
agent 5 (S508). After receiving the sensor data 20,
the SNMP agent 5 updates the sensor data 20 of the
first sensor 21 which exists in the MIB 7. Moreover,
the SNMP agent 5 extracts the sensor value from the
sensor data 20, and notifies the SNMP manager 4 of the
sensor value by SNMP trap (S509). The SNMP trap means
an SNMP message used when the SNMP agent spontaneously
transmits information to the SNMP manager. I n the
case where the time from the value of the temperature
is first received from the device to be managed 201
(S502) until the value of the temperature is notified
by the SNMP trap (S509) is within a predetermined
period, the SNMP manager 4 recognizes that 



the value of the temperature notified by the SNMP trap
is the correct value. As described above, in the case
where the value of the temperature measured by the
sensor is requested from the SNMP manager 4, the SNMP
agent 5 reads the value (MIB value) of the temperature
measured by the sensor from the MIB 7, and transmits
the MIB value t o the SNMP manager 4. Thereby, the
SNMP agent 5 can immediately respond t o the request
of the SNMP manager 4. After transmitting the MIB
value, the SNMP agent 5 judges whether or not the
transmitted MIB value is old. I n the case where it is
judged that the MIB value is old, the SNMP agent 5
acquires the sensor value of the first sensor 21 via
the sensor communication unit 2020. The SNMP agent 5
notifies the SNMP manager 4 of the sensor value by the
SNMP trap. Thereby, the SNMP agent 5 can notify the
SNMP manager 4 of a more correct value of the
temperature. As described above, the communication
network system andthe communication apparatus
according to the present invention can be used for a
system for acquiring, from the management terminal
101, information measured or detected by the plurality
of sensors connected t o one device to be managed 201.
The operations performed by each device are described
assuming that the Nsensors are temperature sensors and
the device to be managed 201 is included in an air
conditioner. However, the sensor may not be a
temperature sensor, and for example, may be other
sensors such as a human sensor which detects human
movement. Also, the device to be managed 201 may not
be included in the air conditioner, and may be
included in, for example, a home controller which
manages a network-enabled device in home. Moreover,
the device to be managed 201 may be used as a single
unit. The device to be managed 201 to which the sensor
is connected may not include a function of the
communication relay client 202. I n such case as
described above, the device to be 



managed 201 may be connected to the communication
relay client 202, and the device to be managed 201 may
communicate with the management terminal 101 via the
communication relay client 202. Also, the cycle per
which the sensor communication unit 2020 acquires the
sensor data 20 from each sensor may be determined by
the user of the device to be managed 201 and set by
the sensor communication unit 2020. Thereby, the cycle
can be changed, for example, according t o the state
of the temperature change in the room where each
sensor is set. I n addition, the cycle may be set by
the SNMP agent 5. I n such case as described above,
the SNMP agent 5 may direct the sensor communication
unit 2020 to acquire sensor data. When the sensor
detects the temperature change, the sensor may notify
the sensor communication unit 2020 of the value of the
temperature at this time by the SNMP trap. Thereby,
informationstored in the MIB 7 can be always kept as
updated information. Also, the maximum number of
polling for the sensor communication unit 2020 to
discover a specific sensor may be less or more than
five times. Instead of limiting the number of the
polling, the period for which the polling is performed
may be limited. For example, the polling may be ended
in the case where the polling is repeatedly performed
within three seconds and the specific sensor cannot be
discovered. Thereby, the number or the period of the
polling can be determined, for example, according to
the importance of the value of the temperature
measured by the sensor. I n addition, in the above
embodiment, each sensor communicates with the sensor
communication unit 2020 via the network 12. However,
each sensor may wirelessly communicate with the sensor
communication unit 2020. FIG. 23 is a schematic
diagram showing the way that N sensors directly
communicate with the sensor communication unit 2020
wirelessly. As shown in FIG. 23, since the sensor
directly communicates with the sensor communication
unit 2020 wirelessly, the sensor can be attached to a
mobile object such as a human or an 



animal . I n other words, information related to a
mobile object can be acquired from the management
terminal 101. For example, by attaching, to a human, a
step sensor which is a sensor for detecting foot
steps, how many steps the human walked can be known
from the management terminal 101 . Also, each sensor
may communicate with the sensor communication unit
2020 via the ad-hoc network which is a network with
that each sensor communicates. FIG. 24 is a schematic
diagram showing an ad-hoc network made up of a
plurality of sensors. This ad-hoc network is made up
of seven sensors which are the first sensor 2 1 to the
seventh sensor 27. The sensor which is not close to
the sensor communication unit 2020 can exchange
information with the sensor communication unit2020
using multi-hop communication. For example, the sixth
sensor 26 is far from the sensor communication unit
2020, and cannot directly communicate with the sensor
communication unit 2020. However, the sixth sensor 26
can exchange information with the sensor communication
unit 2020 via the second sensor 22 and the first
sensor 21. Thereby, each sensor can curb electric wave
output for wireless communication. Thus, for example,
duration of battery included as electric power in the
sensor can be improved. Moreover, the sensor can be
set in a place where the restriction on the electric
wave is severe such as a hospital. I n the case where
the sensor and the sensor communication unit 2020
wirelessly communicate with each other, the sensor may
include the position information of the sensor in the
sensor data 20. FIG. 25 is a diagram showing an
example of a configuration of the sensor data 20
including position information. Position information
2Od is information indicating the position of the
sensor when the sensor transmits the sensor data 20.
The sensor can roughly specify its own position, for
example, depending on whether or not the sensor can
communicate with the other fixed sensors. I n the
ad-hoc network as shown in FIG. 24, it 



is assumed that the first sensor 21 and the second
sensor 22 are fixed in separate locations. I n such
case as described above, since the sixth sensor 26
communicates only with the second sensor 22, it can be
recognized that the sixth sensor 26 is not close to
the first sensor 21, but close to the second sensor
22. Thus, when the sixth sensor 26 holds information
regarding the location where the second sensor 22 is
fixed, the sixth sensor 26 can roughly specify its own
position. Moreover, the sixth sensor 26 can transmit,
to the sensor communication unit 2020, information
indicating its own position as position information
2Od included in sensor data.Thereby, for example, it
can be known from the management terminal 101
whereabout the human attached with the step sensor is
currently walking. The method in which the sensor
specifies its own position is not limited t o the
above mentioned method of specifying the self-position
depending on the possibility of communication with the
fixed sensor. For-example, a position measurement
apparatus may specify the position of a sensor, the
position measurement apparatus being able t o measure
the position of the sensor optically or acoustically.
And, the sensor may acquire information regarding its
own position from the position measurement apparatus.
Also, the communication protocol used for the
communication between the sensor communication unit
2020 and each sensor may not be SNMP. For example,
ZigBee may be used. I n addition, instead of the
sensor, an actuator may be connected to the device to
be managed 201. And, the actuator may be controlled
via the device to be managed 201 from the management
terminal 101. FIG. 26 is a functional block diagram
showing an example of a functional configuration of a
device to be managed 201 including a function of a
communication relay client 202 and a function of
communicating with an actuator. As shown in FIG. 26,
the device t o be managed 201 includes 



an actuator communication unit 2030. The rest of the
configuration is the same as the device to be managed
201 as shown in FIG. 20. The actuator communication
unit 2030 is a processing unit for communicating with
the actuator. The actuator communication unit 2030
communicates with N actuators which are the first
actuator 31, the second actuator 32, ... and the Nth
actuator 39 that are respectively connected to the
network 12. The communication protocol is, for
example, SNMP. I t is assumed that the device to be
managed 201 is includedin a home controller which
manages a network-enabled device in home. Also, it is
assumed that the N actuators are respectively an air
conditioner, an electronic lock for locking a door and
the like. Each actuator holds a state value which is a
value indicating its own state. For example, an air
conditioner holds the value of the current preset
temperature as the state value. The actuator
communication unit 2030 acquires the state value from
each actuator per predetermined cycle. The actuator
communication unit 2030 causes the SNMP agent 5 t o
store the acquired state value into the MIB 7.
Thereby, the state value stored in the MIB 7
(hereinafter, referred to as ll MIB value") is updated
in a predetermined cycle. Here, the state value is
transmitted from each actuator in a data form
including an identifier of the transmission source and
the like as well as the sensor data 20 as shown in
FIG. 25. Each actuator operates according to the
request transmitted from the SNMP manager 4 of the
management terminal 101 . Also, each actuator notifies
the device to be managed 201 of the state value after
the operation . FIG. 27 is a sequence diagram showing
operations performed by each device when the SNMP
manager 4 requests the first actuator 31 to change a
preset temperature. The flow of the operations
performed by each device will be described using FIG.
27. Here, the following case is assumed : the first
actuator 31 is 



an air conditioner, and the SNMP manager 4 of the
management terminal 101 requests the first actuator 3
1 to change the preset temperature to LL 25C". An SNMP
request is transmitted from the SNM P manager 4 of the
management terminal 101, the SNMP request indicating a
request to change the preset temperature of the first
actuator 31 to lL 25C" (S600). Concretely, this SNMP
request includes requestdetails indicating a request
to update the MIB value of the first actuator 31 to ll
25C". The SNMP agent 5 of the device to be managed 201
receives the SNMP request, and updates the MIB value
to ll25C" (S601). After the update, the SNM Pagent 5
requests the first actuator 31 to change the preset
temperature to ll 25C" which is the updated MIB value
(S602) . After receiving the above mentioned request,
the first actuator 31 operates so as to change the
preset temperature to "25C". After the operation, the
first actuator 31 transmits the state value
(hereinafter, referred to as "actuator value") of this
time to the SNMP agent 5 (S603). The SNMP agent 5
compares the transmitted MIB value with the received
actuator value. For example, in the case where the
actuator value is LL 28C", it does not correspond with
the MIB value which is Ll 25C" (S604). I n other
words, this means that the first actuator 31 has not
operated as requested. Therefore, the SNMP agent 5
requests the first actuator 31 to change the preset
temperature to 25C" again (S605). After receiving the
second request, the first actuator 31 operates so as
to change the preset temperature to L 25C". After the
operation, the first actuator 31 transmits the
actuator value to the SNMP agent 5 (S606) . The SNMP
agent 5 compares the transmitted MIB value with the
received actuator value. For example, in the case
where the actuator value is l 25C", it corresponds
with the MIB value (S607) . I n other words, this
means that the first actuator 31 has operated as 



requested. The SNMP agent 5 notifies the SNMP manager
4 of the MIB value by the SNMP trap (S608) . The
request from the SNMP agent 5 t o the first actuator
31 is repeatedly made at the maximum of five times
until the MIB value transmitted by the SNMP agent 5
corresponds with the receivedactuator value. As a
result of the fifth request, in the case where the MIB
value does not correspond with the actuator value, the
SNMP agent 5 rewrites the MIB value of the first
actuator 3 1 to the actuator value. The SNMP agent 5
further notifies the actuator value t o the SNMP
manager 4 by the SNMP trap. As described above, the
communication apparatus and communication network
according to the present invention can be used for a
system for controlling, from the management terminal.
101, the plurality of actuators connected to one
device to be managed 201. According to this system,
for example, it is possible to control, from outside
home, a plurality of home electrical appliances
connected to one home controller. Here, the air
conditioner is an example of the actuator, and the
actuator may be other devices or a mechanical section
included in the device. Also, the cycle per which the
actuator communication unit 2030 acquires the state
value from each actuator may be determined by the user
of the device to be managed 201 and set in the
actuator communication unit 2030. Thereby, for
example, in the case where there are many actuators
whose states are frequently changed, the user can set
a short cycle. Also, the cycle may be set in the SNMP
agent 5. I n such case as described above, the SNMP
agent 5 may direct the actuator communication unit
2030 to acquire the state value. I n the case where
the actuator detects the change of its own state, the
actuator may notify the actuator communication unit
2030 of the state value by the SNMP trap. Thereby, the
updated information always exists in the MIB 7. 



The request transmission from the SNMP agent 5 t o the
first actuator 3 1 may be less than five times or more
than five times. Also, instead of the number of the
request transmission, the requesttransmission may be
limited by the period in which the request is
transmitted . Thereby, the number or the period of the
request transmission can be determined, for example,
according t o importance of operating the actuator.
Each actuator may wirelessly communicate with the
actuator communication unit 2030. FIG. 28 is a
schematic diagram showing the way that N actuators
wirelessly communicate with the actuator communication
unit 2030. As shown in FIG. 28, by directly
communicating with the actuator communication unit
2030 wirelessly, the actuators become mobile. I n
other words, it is possible to control the mobile
actuators from the management terminal 101 . I n
addition, each actuator may communicate with the
actuator communication unit 2030 via the ad-hoc
network which is a network with that each actuator
communicates. FIG. 29 is a schematic diagram of an
ad-hoc network made up of a plurality of actuators.
This ad-hoc network is made up of seven actuators
which are the first actuator 31 to the seventh
actuator 37. The second actuator 32 and the like can
exchange information with the actuator communication
unit 2030 using multi-hop communication, the second
actuator 32 and the like not being able to directly
communicate with the actuator communication unit 2030.
I n such case as described above, as well as the case
of the ad-hoc network made up of the plurality of
sensors as shown in FIG. 24, each actuator can curb
the electric wave output for wireless communication.
Also, as well as the above mentioned sensor, each
actuator may specify or acquire information regarding
its own position, and may transmit the information to
the actuator communication unit 2030. Moreover, the
communication protocol used for the communication
between the actuator communication unit 2030 and 



each actuator may not be SNMP. For example, ZigBee may
be used.Although only an exemplary embodiment of this
invention has been described in detail above, those
skilled in the art will readily appreciate that many
modifications are possible in the exemplary embodiment
without materially departing from the novel teachings
and advantages of this invention. Accordingly, all
such modifications are intended to be included within
the scope of this invention. Industrial Applicability
A communication network system and a communication
apparatus according to the present invention includes:
a client on the global network side; and a server on
the local network side. And, the communication network
is useful for remote maintenance of home electrical
appliances, remote control and the like. Also, the
communication network system and the communication
apparatus can be applied for browsing and operating
contents stored in home electrical appliances and the
like from outside the home.CLAIMS 1. A communication
network system comprising a first system and a second
system which are connected via a global network,
wherein said first system includes: a terminal
apparatus operable to communicate with a device; and a
first communication relay apparatus, which is
connected to said terminal apparatus, operable to
relay communication between said terminal apparatus
and said second system via said global network, said
second system includes: a router apparatus operable to
connect said global network with a local network; the
device which is connected to said local network and is
communicated with said terminal apparatus; and a
second communication relay apparatus operable to relay
communication between said device and said first
system via said router apparatus and said global
network, said second 



communication relay apparatus being connected to said
local network, said first communication relay
apparatus has: a first communication unit operable to
communicate with said terminal apparatus using a first
protocol; a second communication unit operable to
communicate with said second system using a second
protocol via said global network; and a first
conversion unit operable to convert packet data into
second protocol packet data as a converted packet, the
packet data being acquired from said terminal
apparatus by said first communication unit, and to
transmit the converted packet to said second
communication unit, and also operable to convert
packet data into first protocol packet data, the
packet data being acquiredfrom said second system by
said second communication unit, and to transmit the
first protocol packet data to said first communication
unit, said second communication relay apparatus has: a
third communication unit operable to communicate with
the device using the first protocol via the local
network; a fourth communication unit operable to
communicate with said first system using the second
protocol; and a second conversion unit operable to
convert packet data into second protocol packet data,
the packet data being acquired from the device by said
third communication unit, and to transmit the second
protocol packet data to said fourth communication
unit, and also operable to convert the converted
packet into first protocol packet data, the converted
packet being acquired from said first system by said
fourth communication unit, and to transmit the first
protocol packet data to said third communication unit,
and said second communication relay apparatus is
operable to transmit a predetermined packet to said
first system via said router apparatus, and said first
system is operable to transmit the converted packet 



to an address of a transmission source of the
predetermined packet. 2. The communication network
system according to Claim 1, further comprising a
trigger server operable to transmit a trigger packet
to said second communication relay apparatus, the
trigger packet causing said second communication relay
apparatus to function as a client using the second
protocol, wherein said first system is operable to
transmit the converted packet based on a request from
said second communication relay apparatus responding
to the trigger packet.3. The communication network
system according to Claim 1, wherein said second
communication relay apparatus further has a device ID
acquisition unit operable to acquire, from the device,
a device ID for identifying the device, and to store
the acquired device ID with an address of the device
in the local network so that the device ID and the
address are associated with each other, and after
receiving the converted packet, said second
communication relay apparatus is operable to convert
the received converted packet into first protocol
packet data, based on the device ID included in the
converted packet and the association stored in said
device ID acquisition unit, and to transmit the first
protocol packet data as a request packet to the
device. 4. The communication network system according
to Claim 1, wherein after receiving the packet data
using the first protocol, the device is operable to
transmit a response packet to said second
communication relay apparatus using the first
protocol, the response packet indicating the response,
after receiving the response packet, said second
communication relay apparatus is operable to transmit
the received response packet to said first
communication relay apparatus using the second
protocol, and after receiving the response packet,
said first communication relay apparatus is operable
to convert the received response packet into first
protocol packet data, and to transfer the first
protocol 



packet data to said terminal apparatus. 5. The
communication network system according to Claim 2,
wherein said first communication relay apparatus is
operable to transmit a trigger request packet to said
trigger server, the trigger request packet providing a
timing at which the trigger packet should be
transmitted, andafter receiving the trigger request
packet, said trigger server is operable to transmit
the trigger packet. 6. The communication network
system according to Claim 5, wherein said terminal
apparatus is operable to transmit a request packet
including request details for the device to said first
communication relay apparatus using the first
protocol, and after receiving the request packet, said
first communication relay apparatus is operable to
transmit the trigger request packet to said trigger
server. 7. The communication network system according
to Claim 2, wherein said second communication relay
apparatus is operable to transmit a polling packet to
said trigger server, the polling packet enabling said
trigger server to recognize existence of the
transmission destination of the trigger packet, and to
receive the trigger packet from said trigger server as
a response to the polling packet. 8. The communication
network system according to Claim 7, wherein the
polling packet includes a device ID for identifying
the device, and after receiving the polling packet,
said trigger server is operable to store the device ID
included in the polling packet and the transmission
source address of the polling packet so that the
device ID and the address are associated with each
other, and to identify, based on the device ID, the
local network connected to the device having the
device ID. 9. The communication network system
according to Claim 7, wherein said router apparatus is
operable to relay the polling packet from said second
communication relay apparatus to saidtrigger server,
to store the address of said second communication 



relay apparatus in the local network with the address
of said trigger server in said global network so that
the addresses are associated with each other, and to
transfer a packet to said first communication relay
apparatus according to the association in the case
where the packet is received from said global network.
10. The communication network system according to
Claim 7, wherein said second communication relay
apparatus is operable to transmit the polling packet
using User Datagram Protocol (UDP). 11. The
communication network system according to Claim 2,
wherein after receiving the trigger packet, said
second communication relay apparatus is operable to
transmit an acquisition request packet to said first
communication relay apparatus, the acquisition request
packet indicating a request to desire to acquire the
converted packet, after receiving the acquisition
request packet, said first communication relay
apparatus is operable to transmit the converted packet
to said second communication relay apparatus, and
after receiving the converted packet, said second
communication relay apparatus is operable to convert
the received converted packet into first protocol
packet data, and to transfer the first protocol packet
data as a request packet to the device. 12. The
communication network system according to Claim 11,
wherein after receiving the trigger packet, said
second communication relay apparatus is operable to
repeatedly transmit one or more acquisition request
packets to said second communication relay apparatus,
each of the acquisition requestpackets indicating a
request to desire to acquire the converted packet,
until notification is received, the notification
indicating that there is no information transmittable
to said second communication relay apparatus, and
after receiving the acquisition request packet, (i) in
the case where there is information transmittable t o
said second 



communication relay apparatus, the information being
acquired from the packet data received from said
terminal apparatus, said first communication relay
apparatus is operable to transmit the converted packet
including the information to said second communication
relay apparatus, and (ii) in the case where there is
no information transmittable to said second
communication relay apparatus, said first
communication relay apparatus is operable to notify
said second communication relay apparatus that there
is no information transmittable. 13 . The
communication network system according to Claim 12,
wherein after receiving the acquisition request
packet, in the case where there is no information
transmittable, said first communication relay
apparatus is operable t o transmit a wait request to
said second communication relay apparatus, the wait
request being information indicating a request to
transmit the acquisition request packet after a
predetermined period elapses, and in the case where
said second communication relay apparatus receives the
wait request, said second communication relay
apparatus is operable to transmit the acquisition
request packet to said first communication relay
apparatus after the predetermined period elapses. 14.
The communication network system according to Claim
13, wherein after receiving the acquisition request
packettransmitted after the predetermined period
elapsed, according to the wait request, in the case
where there is- no information transmittable, said
first communication relay apparatus is operable to
transmit the wait request, and after a transmission
number of the wait request reaches a predetermined
number, in the case where said first communication
relay apparatus receives the acquisition request
packet transmitted after the predetermined period
elapsed according to the wait request, and there is no
information transmittable, said first communication
relay apparatus notifies said second communication 



relay apparatus that there is no information
transmittable. 15. The communication network system
according to Claim 2, wherein said trigger server is
operable to transmit the trigger packet using UDP. 16.
The communication network system according to Claim 1,
wherein said first protocol is Simple Network
Management Protocol (SMNP). 17. The communication
network system according to Claim 16, wherein said
terminal apparatus is operable to transmit a request
packet in the form of an SNMP packet to said first
communication relay apparatus, the request packet
including request details for the device, when
transmitting the request packet which is the SNMP
packet, said terminal apparatus is operable to store
data, into a predetermine field in the SNMP message
included in the request packet, the data being a
combination of the original field data and a device ID
for identifying the device, and after receiving the
request packet, said first communication relay
apparatus is operable to separate the device ID from
thepredetermined field of the SNMP field included in
the request packet, thus to have only the original
field data stored in the predetermined field, and to
make respective lengths of the predetermined field and
the SNMP message predetermined field lengths. 18. The
communication network system according t o Claim 16,
wherein said first conversion unit is operable t o
acquire the SNMP message included in the packet data
acquired from said second system by said second
communication unit, t o store data into the
predetermined field of the SNMP message, the data
being the combination of the original field data and
the device I D for identifying the device data, and to
transmit the SNMP message in the form of an SNMP
packet to said terminal apparatus. 19. The
communication network system according t o Claim 1,
wherein the second protocol is Hypertext Transfer
Protocol (HTTP) or Hypertext Transfer Protocol
Security (HTTPS) . 



20. The communication network system according t o
Claim 1, wherein the device includes the second
communication relay apparatus. 2 1. The communication
network system according t o Claim 1, wherein said
second system further includes a sensor connected to
the device, the device is operable to . acquire sensor
information measured or detected by said sensor, and
also to transmit the acquired sensor information t o
said second communication relay apparatus using the
first protocol, after receiving the sensor
information, said second communication relay apparatus
is operable t o transmit the received sensor
information to said first communication relay
apparatususing the second protocol, and after
receiving the sensor information, said first
communication relay apparatus is operable to convert
the received sensor information into first protocol
packet data, and also to transfer the first protocol
packet data to said terminal apparatus. 22. The
communication network system according to Claim 20,
wherein the device includes: a sensor information
acquisition unit operable to acquire the sensor
information from said sensor; a storage unit operable
to store the sensor information; a sensor information
transmission unit operable to transmit the sensor
information stored in said storage unit to said second
communication relay apparatus using the first protocol
; and ajudgment unit operable to judge whether or not
a difference between a time when the sensor
information is measured or detected by said sensor and
a current time exceeds a predetermined threshold,
after said sensor information transmission unit
transmits the sensor information stored in said
storage unit, said sensor information acquisition unit
is operable to acquire sensor information again from
said sensor in the case where said judgment unit
judges that the difference exceeds the predetermined 



threshold, and said sensor information transmission
unit is operable to transmit the sensor information
acquired again by said sensor information acquisition
unit to said second communication relay apparatus. 23.
The communication network system according to Claim 1,
wherein said second system further includes an
actuator connected to the device, the converted packet
includes information for controllingsaid actuator,
after receiving the converted packet, said second
communication relay apparatus is operable to convert
the received converted packet into first protocol
packet data, and also to transfer the first protocol
packet data as a request packet to the device, and the
device is operable to transmit the information for
controlling said actuator to said actuator, the
information being included in the request packet. 24.
A communication method for a terminal apparatus
connected to a first system and a device connected to
a second system in a communication network system,
wherein the system has a first system and a second
system which are connected via a global network, and
said first system includes a first communication relay
apparatus operable to relay communication between said
terminal apparatus and said second system via said
global network, said first communication relay
apparatus being connected to said terminal apparatus,
said second system includes : a router apparatus
operable to connect said global network with a local
network; and a second communication relay apparatus
operable to relay communication between said device
and said first system via said router apparatus and
said global network, said second communication relay
apparatus being connected to said local 



network, said communication method comprising steps
where : said second communication relay apparatus is
operable to transmit a predetermined packet to said
first system via the router apparatus; said first
communication relay apparatus is operable toconvert
the packet into a second protocol packet as a
converted packet, the packet being acquired from said
terminal apparatus using the first protocol, and to
transmit the converted packet to an address of the
transmission source of the predetermined packet
transmitted from said second communication relay
apparatus; and said second communication relay
apparatus is operable to receive the converted packet
transmitted from said first communication relay
apparatus, to convert the received converted packet
into first protocol packet data, and to transfer the
converted packet data to the device. 25. A first
communication relay apparatus which relays
communication between a terminal apparatus and a
second system via a global network, the first
communication relay apparatus comprising: a first
communication unit operable to communicate with said
terminal apparatus using a first protocol; a second
communication unit operable to communicate with said
second system using a second protocol via said global
network; and a first conversion unit operable to
convert packet data into second protocol packet data
as a converted packet, the packet data being acquired
from said terminal apparatus by said first
communication unit, and to transmit the converted
packet to said second communication unit, and operable
to convert packet data into first protocol packet
data, the packet data being acquired from said second
system by said second communication unit, and to
transmit the first protocol packet data to said first
communication unit. 



26. The first communication relay apparatus according
to Claim 22,wherein in the case where said first
communication unit receives packet data of the same
details as the packet data after said first
communication unit receives packet data from said
terminal apparatus, said first communication unit is
operable to abandon the later received packet data.
27. A program for relaying communication between a
terminal apparatus and a second system via a global
network, said program causing a computer to execute:
receiving first protocol packet data from said
terminal apparatus; converting the first protocol
packet data received from said terminal apparatus into
second protocol packet data; transmitting the second
protocol packet data to the second system via the
global network; receiving second protocol packet data
from the second system; converting the second protocol
packet data received from the second system into first
protocol packet data; and transmitting the converted
first protocol packet data t o the terminal apparatus.
28. A second communication relay apparatus which is
connected t o a local network and relays communication
between a device and a first system via a router
apparatus and a global network, the second
communication relay apparatus comprising : . a third
communication unit operable to communicate with the
device using a first protocol via the local network; a
fourth communication unit operable to communicate with
said first system using a second protocol; and a
second conversion unit operable to convert packet data
into second protocol packet data, the packet data
being acquired fromthe device by said third
communication unit, and to transmit the second
protocol packet data to said fourth communication
unit, and operable to convert a converted packet into
first protocol packet 



data, the converted packet being converted into second
protocol packet data and acquired from said first
system by said fourth communication unit, and to
transmit the first protocol packet data to said third
communication unit, said fourth communication unit is
operable to transmit a predetermined packet to said
first system via the router apparatus, and to receive
the converted packet transmitted from the first system
to an address of the transmission source of the
predetermined packet. 29. A program for relaying
communication between a device and a first system via
a router apparatus and a global network, the program
comprising: notifying the first system of a
predetermined packet via the router apparatus;
receiving second protocol packet data transmitted from
the first system to an address of the transmission
source of the predetermined packet; converting the
second protocol packet data received from the first
system into first protocol packet data; transmitting
the first protocol packet data to the device via a
local network; receiving first protocol packet data
from the device via the local network; converting the
first protocol packet data into second protocol packet
data, the first protocol packet data being received
from the device; and transmitting the second protocol
packet data to the first system. 






