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- One enbodi nent of the present invention provides a nethod and an apparatus
for controlling access to services in a protected nenory system The met hod
makes use of a permt, which includes an access control nechani smthat )
resides in a nenory space that is protected froma user of the permt. The
met hod includes receiving a request for a service through a pernmt, the
permt conprising an object defined within an object-oriented progranm ng
system Inr @@q RE) c ess control
mechani sm w RMFPeerE?B hi' s ;Ecessn?d!?q(? }n&egtgg§§']89r ol s access
to the service OB MEMORY: ed froma user
of the permt, such that the ac rrechanl smis triggered by

i nvoki ng a nethod on the perm'tmﬂm ss is allowed, the nethod
accesses the service by perform ng an invocation on a controlled object.
This controll ed object includes NEABST®RACT performthe service, and is

ot herwi se protected fromthe user of the permt. Another variation of the
above enbodi meng,d Qﬁﬁ&&i’zﬁ@nﬁﬁqﬁé gfeg&t n‘i"\;enﬁoﬁﬁfd‘?iées amsthfd amdhdiority, a
request for the permt froman entit such™as a person, a conputer program
or a conpapparatus dorscomjrollpgactess go sareiessin a)pztotaeteslanemoq systert. HEher equest

I ncl udes valjd_ au horlztlon_lnforrratl a permt iIS ued tgathe entity.
A further ®ethody A@eHERik, hish sl ‘{‘]Féﬁf‘af:?ﬁ?'f' gepteo! mechrmsm At opy of the
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servi ce.

includes receiving a request for a service through a permit, the permit comprising
an object defined within an object-oriented prograrnming system. In response to
the request, the method activates an access control mechanism within the permit.
This access control mechanism controls access to the service and resides in a
memory space that is protected from a user of the permit, such that the access
control mechanism is triggered by invoking a method on the permit. If the access
is allowed, the method accesses the service by performing an invocation on a
controlled object. This controlled object includes methods to perform the service,
and is otherwise protected from the user of the permit. Another variation of the
above embodiment includes receiving, at a.permit issuing authority, a request for
the permit from an entity (such as a person, a computer program or a computer
process) requiring access to the service. If the request includes valid authorization
informatioh, a permit is issued to the entity. A further variation of the above
embodiment includes creating a copy of the permit and transferring the copy to an

entity requiring access to the service.
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