Mecthods and Systems for Context Based Operator Assistance for Control Systems

Field of the Invention

[001] The invention relates to the field of control systems, including industrial ot other process
control systems. In particular, the invention enables context based provisioning of operator

assistance within control systems in a plant or industry.

Background

[002] Control system engineering refers to a domain of engineering that deals with
architectures, mechanisms and algotithms for maintaining output of a specific system ot process
within a desired range. Automated control systems are used extensively in industty and can for
example be implemented using programmable logic controllers (PLC(s)), ot in the case of mote
complex systems using distributed control systems (DCS) or supetvisotry control and data

acquisition systems (SCADA).

[003] Automated control systems rely on one or more controllets communicatively coupled to
one or more field devices. Field devices (e.g. sensots, valves, switches, receivers and transmittets)
are located within the process environment corresponding to the control system (for example,
but not limited to, an industrial plant or system) and may be configured to petform physical or
process control functions to control one or more components, processes ot variables under
observation within the process environment. Process controllets may be located within the
process environment and are configured to receive signals from field devices, make conttrol

decisions, generate control signals and communicate with field devices.

[004] Operation of control systems often rely on a set of standard operating procedure(s)
(SOP(s)) — which prescribe one or more methods (i.e. sequence of steps and / ot opetator
actions) for operating the control systems, and which one or mote methods ate considered
optimal for achieving a desired process state or process outcome. Control systems opetatots ate
trained to implement standard operating procedures corresponding to the respective control

systems processes that they are designated to operate.



[005] Despite provision of standard operating procedures, it has been obscrved that
expetienced operators typically perform better than new or inexperienced operators in
complying with standard operating procedures and also in responding to control system events

such as alarms, failurcs or other abnormal events.

[006] However, insofar as experienced operators arc concerned, organizations are faced with
the multiple challenges of employee resignations and employce retirement —which undermine the
overall expetience pool within an organization, and necessitate regular induction of new or
inexperienced operators into the organization. There is accordingly a need for organizations to
be able to retain operatot expetience in a systematic manner that distinguishes between valuable
and non-valuable expetience, and which systematically stores the valuable operator experience in

a retrievable form.

[007] Additionally, certain plants or industrial systems implement opcrations that require to be
petformed at irregular intervals — and therefore, despite being trained in applicable standard
operating procedures, operators cxecuting such operations after significant intervals of time may
requite assistance ot guidance to ensure compliance with the prescribed standard operating

procedures.

[008] Yet furthet, insofar as inexperienced operators arc concerned, organizations require to
implement systems and methods to monitor operator compliance with standard operating
procedutes. There is accordingly a nced for a solution that enables monitoring of operator
compliance based on control system state changes (that occur as a result of operator inputs
teceived through a human-machine interface) rather than based on analysis of the operator

inputs themselves.

[009] It has also been found that as the complexity or urgency of an event or task increases,
petformance of inexpetienced operators correspondingly deteriorates. Accordingly, while an
inexperienced operator may be able to opcerate a control system satisfactorily under ordinary
citcumstances, the same operator may commit crrors or delays while responding to complex
events ot urgent situations — which errors or delays may cause a deteriorating state of a control
system to deteriorate even mote seriously or rapidly. There is therefore a need for methods and
systems that asscss context associated with state of a control system and / or an operator state,
and which enable provision of operator assistance or operator guidance based on the assessed

context.




[0010] The invention relates to the field of control systems and enables context based

provisioning of operator assistance within control systems in a plant ot industry.

[0011] In an embodiment, the invention provides a method for providing context based
assistance to a control system operator. The method comprises: (i) detecting a first instance of a
control system event, (ii) determining event complexity corresponding to the first instance of the
control system event, wherein said determination of event complexity is based on a set of
predefined rules for ascertaining event complexity, and (i) responsive to determining that event
complexity corresponding to the first instance of the control system event exceeds a predefined
complexity threshold: (a) retrieving a set of operator inputs received at a control system in
response to a detected second instance of the control system event, wherein the second instance
of the control system event was detected ptior in time to the detected first instance of the
control system event, and (b) communicating to the control system operator, information
identifying a set of operator inputs for responding to the detected first instance of the control
event, wherein the identified operator inputs are a sub-set of the retrieved set of operator inputs.
In an embodiment of the invention, a control system operator 1s not provided with assistance ot
guidance unless the detected control system event is determined to involve or comptise a

complex event.

[0012] In an embodiment of the method, the determination of event complexity is based on
information relating to instances of the control system event previously encountered by the
control system operator. The determination of event complexity may be based on one ot more
of: (1) a number of times that the control system operator has previously encountered instances
of the detected control system event, (ii) deviations by the control system operatot from
operator best practices, in response to previously encountered instances of the detected control

system event, and (ii1) a number of detected alarm events.

[0013] In an embodiment, the determination of event complexity may be based on a
determination of one or both of operator stress and operator fatigue. The determination of event
complexity may based on one or more of: () a number of control system processes that the

control system operator is monitoring, (ii) a numbet of alatms or event notifications that occur



simultaneously, (iif) a length of time for which the control system operator has been on shift, (iv)
a total number of control system events of a predefined type that the control system operator
has addressed during a shift, (v) physiological information corresponding to the control system
operator, and (vi) information describing rest or physical activity undertaken by the control

system operator within a predefined time window.

[0014] The method may additionally include monitoring operator inputs received from the
control system operator for compliance with operator inputs identified within the information
communicated to the control system operator. In an embodiment, the method may include
responding to deviations between the monitored operator inputs and the operator inputs
identified within the information communicated to the control system operatot, by
communicating supplemental information identifying operator inputs for responding to the

detected first instance of the control event.

[0015] A mode of communication for communicating information to the control system
operator may be selected based on the determined event complexity cotresponding to the fitst

instance of the control system event.

[0016] In a method embodiment, the set of operator inputs received at the control system in
response to the detected second instance of the control system events may comptise inputs
received at the control system from a control system opetrator having a predefined set of

qualifications.

[0017] The invention additionally provides a system for providing context based assistance to a
control system operator of a control system comprising one or motre processots, sensots ot
actuators. The system comprises (i) a processor implemented operator intetface, (if) a control
system event monitor configured to detect a first instance of a control system event, (iii) a
complexity analyzer configured to determine event complexity corresponding to the first
instance of the control system event, wherein said determination of event complexity is based on
a set of predefined rules for ascertaining event complexity, (iv) an assistance controller
configured to respond to a determination that event complexity cortesponding to the first
mnstance of the control system event exceeds a predefined complexity threshold, by: (a) rettieving
a set of operator inputs received at the control system in tesponse to a detected second instance
of the control system event, wherein the second instance of the control system event was

detected prior in time to the detected first instance of the control system event, and (b)



communicating to the control system operator, information identifying a set of opetator inputs
for responding to the detected first instance of the control event, whetein the identified operator

inputs are a sub-set of the retrieved set of operator inputs.

[0018] The complexity analyser may be configured to determine event complexity based on
information relating to instances of the control system event previously encountered by the
control system operator. The complexity analyser may further be configured to determine event
complexity based on one or more of: (1) 2 number of times that the control system operator has
previously encountered instances of the detected control system event, (ii) deviations by the
control system operator from operator best practices, in tesponse to previously encounteted

mstances of the detected control system event, and (iii) 2 number of detected alarm events.

[0019] The complexity analyser may be configured to determine event complexity based on a
determination of one or both of operator stress and operator fatigue. In an embodiment, the
complexity analyser may be configured to determine event complexity based on one ot mote of:
(1) a number of control system processes that the control system operator is monitoring, (ii) a
number of alarms or event notifications that occur simultaneously, (iii) 2 length of time for
which the control system operator has been on shift; (iv) a total numbet of control system events
of a predefined type that the control system operator has addressed duting a shift, (v)
physiological information corresponding to the control system operator, and (vi) information
describing rest or physical activity undertaken by the control system opetator within a predefined

time window.

[0020] In an embodiment, the system may be further configured to monitor operator inputs
received from the control system operator for compliance with operator inputs identified within

the information communicated to the control system opetator.

[0021] The assistance controller may be configured to respond to deviations between the
monitored operator inputs and the operator inputs identified within the information
communicated to the control system operator, by communicating supplemental information
identifying operator inputs for responding to the detected first instance of the control event. A
mode of communication for communicating information to the control system operator may be
selected based on the determined event complexity cotresponding to the first instance of the

control system event.



[0022] In a system embodiment, the set of operator inputs received at the control system in
response to the detected second instance of the control system events are inputs received at the

control system from a control system operator having a predefined set of qualifications.

[0023] The invention additionally provides a computer program product for providing context
based assistance to a control system operator, comprising a non-transitory computer usable
medium having a computer readable program code embodied therein. The computer readable
program code may comprise mstructions for: (i) detecting a first instance of a control system
event, (1) determining event complexity corresponding to the first instance of the control system
event, wherein said determination of event complexity is based on a set of predefined rules for
ascertaining event complexity, and (iii) responsive to determining that event complexity
corresponding to the first instance of the control system event exceeds a predefined complexity
threshold: (a) retrieving a set of operator inputs received at a control system in response to a
detected second instance of the control system event, wherein the second instance of the
control system event was detected prior in time to the detected first instance of the control
system event, and (b) communicating to the control system operator, information identifying a
set of operator inputs for responding to the detected first instance of the control event, wherein

the identified operator inputs are a sub-set of the retrieved set of operator inputs.

Bricf Description of the Accompanying Drawings

[0024] Figure 1 illustrates a process control system.

[0025] Figure 2 illustrates a method for generating operator best practices.

[0026] Figure 3 illustrates a method for providing context based operator guidance and

monitoring.

[0027] Figures 4A and 4B illustrates method of ascertaining context associated with state of a

control system and / ot an operator state, for the purposes of providing operator guidance.

[0028] Figure 5 illustrates a method for implementing generation of operator best practices and
for applying the operator best practices for the purposes of context based operator guidance and

monitoring.



[0029] Figure 6 illustrates an exemplary process environment configured to implement the

methods of the present invention.

[0030] Figure 7 illustrates an exemplary computing system in which various embodiments of the

mvention may be implemented.

Detailed description

[0031] The present invention provides methods, systems and computer program products for
retaining operator experience by recording operator best practices, and for providing guidance to
control system operators based on monitoring of control system events or control system states,

and / ot monitoting of complexity of said control system events ot states.

[0032] The invention is premised on the observation that an expetienced operator makes better
operational decisions, and that actions by an experienced operator are suitable for being used as
best practices to guide inexperienced operators. The mvention is additionally premised on an
understanding that one or more of control system states, control system events and / ot
operator states is relevant to deciding whether an operator requires guidance or assistance, and
for selecting the type and degree of guidance or assistance requited by an operator in response to

the detected control system state or control system event ot operator state.

[0033] The invention secks to generate operator best practices by determining whether an
operator is an experienced operator or an inexperienced opetator, and by recording operator
actions taken by expetienced operator(s) as best practices to be implemented in response to a
particular control system event or control system state. The invention additionally determines
whether to provide operator guidance / assistance and the type and degtee of opetrator guidance
/ assistance to be provided, based on (i) detection of one ot mote of a control system state ot
control system event or operator state, and (i) a determination whether the identified event or
state is a complex state, in accordance with a predefined set of rules for ascertaining event or

state complexity.

[0034] For the purposes of the present invention, the term “complex event” shall mean an
event having a sufficiently high degree of difficulty — and on occurtence whereof, an operator is

understood to require guidance or assistance.



[0035] For the purposes of the present invention, the term “complexity threshold” shall mean a
degree of event difficulty or event complication beyond which a control system event is deemed
to be a complex event, thereby triggering provision of guidance ot assistance to a control system

op eratot.

[0036] For the purposes of the present invention, the term “control system patametet(s)” shall
be understood as referring to one or more parameters whose determinable values may be used as

indicators of state of a control system and / ot control operations.

[0037] For the purposes of the present invention, the tetm “control system process” shall mean

a process being implemented by or within a control system.

[0038] For the purposes of the present invention, the terms “setpoint” or “set point” shall mean

a desired or target value for a variable or parameter associated with a control system.

[0039] For the purposes of the present invention, the term “tag” shall be undetstood as a
unique identifier that is associated with or that can be used to access a particular function block
within a control system. In control systems such as DCS or SCADA, a tag simply comptises a
unique name, variable or memory address which may be used to access or control a component
or function block to which the tag has been assigned. Tags associated with physical components
within a control system may be refetred to as “physical tag(s)”, while tags associated with data
variables, calculations, or logical or sequential operations (and which do not identify a physical

component) may be referred to as “virtual tag(s)”.

[0040] Figure 1 illustrates a process control system 100. The process control system includes a
plurality of controllers 102 and a plurality of field devices, such as for example actuators 104 and
sensors 108. Controllers 102 control processes 106 through field devices within the process
control system. By way of example, sensors 108 may communicate feedback to controllers 102
regarding states of one or more processes 106. Based on received feedback, controllets 102 may
generate control signals and communicate them to actuators 104 to control processes undet
execution. The control system 100 and one or mote of the controllers, field devices and
processes may be configured to communicate with a Human-Machine-Interface (HMT) 110. The
Human-Machine-Interface may in an embodiment comptise an operator terminal or a computet
terminal configured to receive opetator inputs for generating control instructions to the control
system and may also be configured to display information regarding status of or outputs from

the control system.



[0041] Figure 2 illustrates a method of identifying and recording best practices corresponding to
a control system or control system process. The method of Figure 2 is implementable in
response to operator inputs or operator actions received at a Human-Machine-Interface (HMI)
or at a field device within a control system. For the purposes of the present invention, operator
mputs or actions shall be understood to include any operator log-in information, operator

instructions or opetator actions.

[0042] Step 202 comprises identifying an operator profile corresponding to the operator
responsible for the received operator input, retrieving said operator profile from a database and
analysing the retrieved operator profile to determine expertise of the operator responsible for the

received operator input.

[0043] In an embodiment of the invention, the retrieved operator profile may include one ot
more of (i) an operator identifier (ID), (ii) information regarding time spent by the operator in
operations relevant to one ot more of an organization, site, plant, plant unit, equipment, specific
equipment component or device, HMI, control system or control system process, (iii) training
received by the operator in connection with a specific HMI, control system process ot control
system event, (iv) any specialization acquired by the operator with respect to a specific plant unit,
equipment, component or device, HMI, control system or control process, (v) information
regarding operator experience with respect to control system HMIs provided by a specific
control system manufacturer or vendor, and (vi) experience as an operator in any plant. It would
be understood that as a general principle, parameters for ascertaining experience may include one
or more of years, days or hours spent in relevant operations, acquired academic qualifications, or

training programs attended by the operator.

[0044] The analysis at step 202 may additionally include analysis of the determined opetator
expertise based on a predefined set of rules, to determine whether the operator qualifies as an
expert operator. The predefined set of rules may include rules specifying a predefined amount of
time spent (such as a minimum number of hours spent on a control system process or at an
HMI) or a minimum set of qualifications acquired by an operator — that would qualify the

operator as an expett.

[0045] Responsive to determining that an operator is an expett, step 204 comptises recording

operator inputs received or operator actions implemented at the HMI, which recorded operator

9



inputs or actions may be stored in a best practices database and theteafter treated as operator
best practices. The recorded operator inputs may be stoted as information representing one ot
more of (i) a series of actions taken by the expert operator and (ii) one or more process values ot
control system parameter values set or implemented by the expert operator in the course of said
series of actions. The recorded operator inputs or actions may include recorded snapshots of
control system alarms or control system events, snapshots of navigation by the operator through
windows, faceplates or other intetface elements of the HMI, and / or setpoint values
implemented by the operator through the HMI. In an embodiment, the recorded information
may also include timestamp information cotresponding to each recorded input ot action — which

timestamp information may be used for benchmarking, analysis or compatison putposes.

[0046] Step 206 comprises associating the recorded operator inputs with one or mote of a
control system event, control system process, control system component, control system batch,
or control system HMI — which recorded operator inputs may thereafter be treated as a best
practice (or a set of best practices) to be adopted by operators with regard to said control system
event, control system process, control system component, control system batch, or control
system HMI (or a combination of any of the above). By way of example, a set of operator inputs
that are implemented by an experienced operator in response to a specific alarm event, may be
recorded as a best practice and may be associated with such alarm event, so that when an
identical alarm event occurs in the futute, an operator (for example an inexperienced operator)
can be guided to implement the operator best practice associated with said alarm event. The
association between recorded operator inputs and one ot more of control system events, control
system processes, control system components, control system batches, ot control system HMIs
may be achieved in any number of ways, including in an exemplary embodiment through a

relational database or a graph database ot a combination of both.

[0047] Figure 3 illustrates a method for providing guidance or assistance to a control system
operator, in accordance with the present invention. In an embodiment, the method of Figure 3
provides context based assistance to (or operator guidance) and monitoring of, an operator of a

control system.

[0048] Step 302 comprises detecting a control system event. For the putposes of the present
invention a control system event may comptise any change in state of a control system.

Exemplary control system events may include any one or more of (i) an alarm event (ii) a

10



notification event (iif) an operator input event or (iv) any other detectable state change in a

control system controller, field device, actuator, sensot, or other control system component.

[0049] For the purposes of the present invention, detected control system events may be
defined in terms of one of more of the following control system event parametets : (i) event
source (l.e. a tag associated with a hardware or software component within the control system,
at which the control system event occurs), (i) time of the event, (iii) event category (example,
process, system or batch event), (iv) event severity (e.g. event severity rated on a scale of between
1 and 1000, in accordance with OPC standards), and (v) Operator ID (i.e. an operator ID of an

operator to whom the control system event may be attributed).

[0050] For the purposes of the present invention, operator input events may include inputs
received from an operator through an HMI for implementing any one ot mote of (i) log-in of an
operator (ii) input of an operator ID, (iif) increase, decrease or any other change in a control
system parameter, (iv) acknowledgement of an alarm, (v) implementing a search for a specific tag

ot input/output, ot (vi) modification of a control system setpoint.

[0051] Step 304 thereafter comprises using a set of predefined rules to ascertain whether the
detected event is a complex event. The determination regarding event complexity may be cartied
out in a number of different ways, and may be based on one or more predefined sets of rules. In
an embodiment of the invention, the determination regarding event complexity may be
mmplemented based on one or more of the methods discussed heremafter in connection with

Figures 4A and 4B.

[0052] Responsive to ascertaining that the detected event is a complex event, step 306
comprises tdentifying and retrieving one or more best practices associated with the detected
event. In an embodiment of the invention, identification of best practices associated with the
detected event may involve selection of a best practice from among a plurality of best practices
stored in a best practices database in accordance with the method previously discussed in
connection with Figure 2. In an embodiment, step 306 comprises retrieving a set of opetrator
mputs received from a control system operator at the control system, in response to a previously

occurring instance of the detected control system event.

[0053] The selection of a best practice from among the plurality of best practices may be based
on identifying one or more best practices that have been previously associated (for example in

accordance with the teachings of method step 206) with the detected control system event (or

11



with control system events having one or more identical control system event parametets). In an
embodiment of the invention, a plurality of best practices may be ranked in accordance with
their relevance to (or strength of association with) the detected control system event, and one ot
more best practices may be selected from the plurality of ranked best practices based on such
rankings. In an embodiment, the # highest ranked best practices may be selected, and in a more

specific embodiment, the highest ranked best practice may be selected at step 306.

[0054] Step 308 thereafter comprises providing the opetator with guidance fot responding to
the detected control system event, wherein the guidance may comprise one or more
recommendations for next steps to be implemented by the operator. The recommended next
steps provided by way of guidance may comprise recommended operator inputs or actions,
which recommended inputs or actions are may be rettieved from the one ot more best practices
selected at step 306, and which may thereafter be identified for and presented to the operator as
suggested next actions or corrective or remedial actions for implementation by the operator
through the HMI. In an embodiment of the invention, the recommended operator inputs ot
actions may comptise a sub-set of a set of operator inputs that comptise the retrieved one or

more best practices selected at step 306.

0055] Methods of providing the operator with guidance based on onc or more selected best
i F g g

practices are discussed in more detail subsequently.

[0056] Step 310 may additionally comprise monitoring operatotr compliance with the guidance
provided at step 308. In an embodiment of the invention step 310 is an optional step. The step
of monitoring operator compliance with the guidance provided at step 308 may comptise
comparing operator inputs received from the operator at the HMI against the opetator inputs or
actions recommended at step 308. In the event of a detected non-compliance with the
recommended operator inputs or actions, step 308 may additionally comprise reiterating the
previous guidance to the operatot, ot providing additional ot more granular information /
guidance (comprising a modified, or supplemental operator guidance), or providing different
remedial or corrective actions for the operator to follow. In an embodiment, such additional or
more granular guidance may comptise selecting additional or alternative modes for delivery of
the guidance (which is discussed in more detail heteinafter) or providing additional information
such as help information or pop-up alerts that enable the operator to locate certain settings /

tags using on-screen visual information such as arrows or highlights.

12



[0057] Based on the above, it would be understood that detection of a control system event or
detection of a change in state of the control system may serve as a trigger for providing operator
guidance. In embodiments where the invention 1s implemented in control systems that do not
permit for control system input validation (for example due to security concerns or restricted
access permissions), the method for providing operator guidance is triggered in response to
detecting one or more of (i) an alarm event (i1) a notification event, or (iif) any other detectable
state change in a control system controller, field device, actuator, sensor, or other control system

component.

[0058] Figure 4A illustrates a method embodiment for determining whether a detected control

system event is a complex event for the purposes of step 304 of Figure 3.

[0059] Step 402a comprises retrieving an operator profile cortesponding to the opetator
monitoring the concerned control system, control system component, ot HMIL In an
embodiment of the invention, an operator profile may be retrieved when an operator logs in to a
control system through an HMI — for example, at the start of the operator’s shift. The relevant
operator profile may be identified or selected based on an operator ID provided by the operator

during the log-in process.

[0060] Step 404a comprises detecting an instance of a control system event. As in the case of
the methods previously described in connection with Figure 3, a control system event may
comptise any change in state of a control system, and may include one or more of an alarm
event, a notification event, an operator input event or any other detectable state change in a

control system controller, field device, actuator, sensor, or other control system component.

[0061] Step 406a thereafter comprises retrieving based on the operator profile, historical
information regarding the concerned operator’s previous performances in response to an
identical instance of a control system event (ie. an instance of a control system event having
control system event parameters that match control system event parameters of the detected
mnstance of the control system event). It would be undetstood that information regarding an
operatot’s previous performances in response to an identical instance of a control system event
may include information on a number of parameters, including one or more of the number of
times that operator has previously encountered instances of the control system event, the
number of instances in which the operator has deviated from best practices associated with the

control system event, the extent of such prior deviations, the number of times that the opetator
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has complied with best practices associated with the control system event, and time taken by the
operator in a previously encountered instance of a control system event for bringing a control

system (or part thereof) or control system process from an abnormal state to a normal state.

[0062] It would be understood that for the purposes of accurately determining the concerned
operator’s previous performances in connection with detected control system events, the
methods of the present invention may rely on plant hierarchy information. In an embodiment, if
two or more detected control system events (e.g. alarm events) arise from a single process unit
(or single plant sub-system or control sub-system) within a plant, this group of detected control
system events may be considered together for the purposes of ascertaining whether the
concerned operator has faced the same combination of control system events, and if so, the
operator’s previous performances in response to the same combination of events. In another
embodiment, if a control system event arises as a consequence of a state change in a component
ot tag that is common to two or more process units (or two ot mote distinct plant sub-systems
ot control sub-systems), said control system event may be combined with a predefined number
of previously detected events corresponding to each or both of said two or more process units
(or two or more distinct plant sub-systems or control sub-systems) for the purpose of
ascertaining whether the operator has previously been confronted with an identical control

system event, and if so, his performance in response to such control system event.

[0063] Step 408a comprises determining complexity of the detected instance of a control system
event based on the retrieved historical information and a predefined set of rules. In an
embodiment of the invention, the determination regarding complexity of the detected instance

of the control system event may comprise ascertaining one ot mote of:

e whether the number of times that a concerned operator has encounteted an instance of
an identical control system event is less than a predefined threshold number — and if so,

treating the detected instance of the control system event as a complex event, ot

e whether the concerned operator has deviated from operator best practices in previous
instances where said operator has encountered an identical control system event, and if
so, whether the number or extent of such deviations, or the consequences of such
deviations, are consistent with a predefined criteria for allowable or acceptable

deviations. In the event the number or extent of such deviations fall outside the

14



predefined criteria for allowable or acceptable deviations, the detected event is treated as

a complex cvent, or

e whether multiple alarm events have been detected in connection with the same HMI or

plant process unit.

[0064] Figure 4B illustrates another method embodiment for determining whether a detected

control system event is a complex event for the purposes of step 304 of Figure 3.

[0065] Step 402b comprises detecting an instance of a control system event. As in the case of
methods described in connection with Figure 3, a control system event may comprise any change
in state of a control system, and may include one or mote of an alarm event, a notification event,
an operator input event or any other detectable state change in a control system controller, field

device, actuatot, sensor, or other control system component.

[0066] Step 404b thereafter comprises ascertaining a level of operator stress or operator fatigue
based on one or more measured parameters. A level of operator stress or operator fatigue may
be determined based on one or more of several factors. Exemplary factors that may be used fot

determining levels of operator stress or operator fatigue may include one ot more of:

e A number of control system processes or HMIs that an operator is simultaneously

monitoring

¢ A number of alarms or control system events that simultaneously require an operatot’s

attenton

e The length of time for which the concerned operator has been on shift

e The total number of alarms or complex control system events that the concerned

opetator has previously addressed during the ongoing shift
e Information received from hardware sensors that are configuted to measure

physiological information of the operator (such as for example, heart rate, pulse,

breathing etc.)
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e Information received from hardware sensors (such as for example, wristband activity
trackets, ot electroencephalogram (EEG) devices) that are configured to provide
information regarding a subject’s physical condition based on a variety of parameters
including one or mote of EEG signal patterns, steps taken, distance walked, calories
burned, floors climbed, activity duration and intensity, quality and amount of sleep

recently had by the subject etc.

e information describing rest or physical activity undertaken by the control system

opetator within a predefined time window.

[0067] For the purposes of the invention, embodiments that rely on physiological information
ot stress or fatigue related information received from hardwate sensors may additionally rely on
correlations between alarm events and physiological parameter vatiability for the purposes of
cause-effect analysis and for defining rules for determining complexity or severity of a control
system event. By way of example, cause-effect analysis may establish that certain physiological
symptoms or states (for example a heart rate that exceeds a predefined threshold) is found in a
statistically significant numbcr of cascs where a certain type of, or more than a certain number
of, alarm events have been notified — in which case, detection of an operator physiological state
that exceeds or is outside the bounds of this predefined threshold may be used as a trigger for

operator guidance in accordance with the teachings of the present invention.

[0068] In the event any one or more of the above parameters are found to exceed predefined
limits, it may be concluded that the level of operator stress or operator fatigue has exceeded
acceptable levels, and the detected instance of the control system event therefore requires to be
treated as an event of sufficient complexity to necessitate provision of operator guidance (for

example, in the manner described previously in connection with step 308 of Figure 3).

[0069] It would be understood that a determination regarding event complexity, and whether to
provide operator guidance in accordance with the teachings of Figure 3 may based on exemplary
method embodiments described in connection with either of Figures 4A or 4B, or may be based

on a combination of such method steps.

[0070] Reverting to step 308 of Figure 3, best practices based guidance may be provided to an
operator in any number of delivery modes, including by way of one or more of text based or

graphics based instructions provided to the operator through an HMI, pop-up alerts, audio or
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voice based instructions ot assistance provided to the operator through the HMI, or video based

instructions ot assistance provided to the operator through the HMI.

[0071] The selection of delivety mode for communicating operator guidance may be based on
any one of several ctitetia, including control system type, HMI type, operator profile
information, opetator preferences, type or quality of operator input received through an HMI,
operator expetience or competence, type of alarms or control system events that are detected,
determined complexity of a control system event, number of complex control system events that
the operator is simultaneously confronted with, determined stress or fatigue levels of the
operator, and the level or quality of operator compliance with guidance already being

communicated.

[0072] In an embodiment of the invention, modes of delivering operator guidance may rely on
one ot motre “avatars” Le. a tepresentation of a human assistant. Avatars may be voice based (i.e.
nay involve provision of audio guidance using voice instructions or comments) or video based
(.e. may involve provision of video guidance using a video representation or image of an
individual ot character, which appears on the HMI while simultaneously providing audio or text
based instructions ot comments). The image ot personality used for a video based avatar may in

an embodiment be selected based on operator preference.

[0073] In an embodiment of the invention, (i) pop-up alerts or text based alerts may be used for
providing guidance in response to detection of control system events of low complexity and / or
low severity, (ii) video based guidance may be provided for control system events of low
complexity and / ot low sevetity, and / or (iii) audio based guidance may be provided as the
complexity or severity of the detected control system events increases, or as the stress or fatigue

levels of the concerned operator are found to have exceeded predefined thresholds.

[0074] Fort the purposes of the present invention, operator guidance may comptise instructions
provided to the operator in the form of subsequent steps to be implemented, additional
information ot inputs required from the operator to perform a subsequent step, or displaying
information ot status messages upon receipt of an operator input (or upon completion of a step

by the operator) at the HMI.

[0075] Figute 5 illustrates a preferred embodiment of a method in accordance with the teachings
of the ptesent invention — which implements various methods steps in accordance with the

teachings of Figures 2, 3, 4A and 4B.
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[0076] Step 502 of Figure 5 comprises detected a state change within a control system. The
detected state change may comprise an operator input event such as an operator action or
operator input received at a human-machine interface, or at a field device within the control
system. Alternatively, the detected state change may comprise any detected conttol system event
other than an operator input cvent— such as an alarm event, a notification cvent, or any other
detectable state change in a control system controllet, field device, actuatot, sensor or other

control system component.

[0077] Responsive to the determining that the state change detected at step 502 comptises an
operator action (ot operator input event), step 504 comprises identifying an operator profile
corresponding to the operator responsible for the received operator input, tetrieving said
operator profile from a databasc and analysing the retrieved operator profile to determine

expertise of the operator responsible for the received operator input.

[0078] Responsive to determining that an operatot is an expert, step 506 comprises recording
operator inputs received or operator actions implemented at the HMI, which recorded operator
inputs or actions may be stored in a best practices database and thereafter treated as operator

best practices.

[0079] Step 508 comprises associating the recorded operator inputs with one or more of a
control system event, control system process, control system component, control system batch,
or control system HMI — which recorded operator inputs may thercafter be treated as a best
practice (or a sct of best practices) to be adopted by operators with regard to said control system
event, control system process, control system component, control system batch, or control

system HMI (or a combination of any of the above).

[0080] It would be understood that steps 504 to 508 of Figure 5 cotrespond to steps 202 to 206
of Figure 2, and the vatious specific embodiments desctibed previously in connection with steps
202 to 206 arc likewise applicable and implementable in connection with steps 504 to 508 of

Figure 5.

[0081] Responsive to the determining that the state change detected at step 502 comprises a
control system event other than an operator action, step 510 thereafter comprises using a set of
predefined tules to ascertain whether the detected event is a complex event. The determination

regarding event complexity may be carried out in a number of different ways, and may be based
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on one or more predefined sets of rules. In an embodiment of the invention, the determination
regarding event complexity may be implemented based on one or more of the methods

discussed previously in connection with Figures 4A and 4B.

[0082] Responsive to ascetrtaining that the detected event is a complex event, step 512
comptises identifying and retrieving one or more best practices associated with the detected
event. In an embodiment of the invention, identification of best practices associated with the
detected event may involve selection of a best practice from among a plurality of best practices
stored in a best practices database in accordance with method steps 504 to 508 (or the method

previously discussed in connection with Figure 2).

[0083] Step 514 thereafter comprises providing the operator with guidance for responding to
the detected control system event, wherein the guidance may comptise one or more
recommendations for next steps to be implemented by the operator. The recommended next
steps provided by way of guidance may comprise recommended operator inputs or actions,
which recommended inputs ot actions are may be retrieved from the one or more best practices
selected at step 512, and which may thereafter be identified for and presented to the operator as
suggested next actions ot corrective or remedial actions for implementation by the operator
through the HMI. In an embodiment of the invention, the recommended operator inputs or
actions may comprise a sub-set of a set of operator mputs that comprise the retrieved one or

more best practices selected at step 512.

[0084] Step 516 may additionally comprise monitoring operator compliance with the guidance
provided at step 514. In an embodiment of the invention step 516 is an optional step. The step
of monitoting operator compliance with the guidance provided at step 514 may comprise
compating opetator inputs received from the operator at the HMI against the operator inputs or
actions recommended at step 514. In the event of a detected non-compliance with the
tecommended opetator inputs or actions, step 516 may additionally comptise reiterating the
previous guidance to the operator, or providing additional or mote granular information /
guidance (comprising a modified, or supplemental operator guidance), or providing different

temedial or corrective actions for the operator to follow.

[0085] It would be undetstood that steps 510 to 516 of Figure 5 correspond to steps 304 to 310

of Figure 3, and the various specific embodiments described previously in connection with steps
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304 to 310 are likewise applicable and implementable in connection with steps 510 to 516 of

Figure 5.

[0086] Figure 6 illustrates an exemplary process environment 600 configured to implement the
mcthods of the present invention. Control system 602 is communicably coupled with HMI 604,
best practices database 606, operator log database 608, and event monitor 614. The process
environment 600 additionally comprises complexity analyzer 610, operator performance analyser
612 and operator assistance controller 616. It would be undetstood that control system 602 as
well one or more of the control system components 604 to 616 may be implemented using one

Or more processors.

[0087] In the illustrated embodiment, HMI 604 comptises a Fluman-Machine-Interface
configured to enable an operator to monitor and control one or more components within a

control system.

[0088] Best practices database 606 may comprise a tepository of operator best practices, which
operator best practices may have been determined and stored in accordance with the method

steps discussed in connection with Figure 2 hereinabove.

[0089] Operator Log Database 608 may comprise a repository of operator logs generated by
control system 602 — which enables retrieval of opetator profile information and / or histotical
information that is rclevant to experience and performance of an operator in connection with a

specific control system, control sub-system or control system component ot tag.

[0090] Event monitor 614 comprises a processor driven monitoring engine configured to detect
changes in state of one or more components or tags within the control system. Event monitor
614 may be communicably coupled to control system 602 for the putposes of detecting state
changes, and may additionally be communicably coupled with HMI 604 so as to provide
information to an operator regarding the detected state changes. In an embodiment of the
invention event monitor 614 may be communicably coupled with one or more controllers, field
devices, sensors and / ot actuators within the control system and may monitor control system
events based on information received from said one or more controllers, field devices, sensots

and / or actuators.

[0091] Operator performance analyzer 612 may comptise a processor driven analysis engine

configured for at lcast one of (i) analysing an operator’s profile for opcrator expertise
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determinations, (i) recording operator actions implemented by expert operator(s) as best
practices within best practices database 6006, (ii1) associating recorded best practices with one or
control system events, control system processes, control system components, control system
batches, or control system HMIs, (iv) comparing operator actions or state changes detected at
event monitor 614 against best practices retricved from best practices database 606 for the
purpose of determining whether an operator requires guidance based on best practices associated
with a detected control system event and (v) determining real time operator compliance with

guidance being provided to the operator.

[0092] Complexity analyzer 610 may comprise a processor driven analysis engine configured to
determine complexity of one or more detected control system cvents in accordance with one ot
morte rules for determining event complexity. In an embodiment, complexity analyzer 610 may
be configured to determine cvent complexity based on one ot mote of the methods described

hercinabove, including in connection with Figures 4A or 4B.

[0093] Each of HMI 604, complexity analyzer 610, operator petformance analyzer 612 and
event monitor 614, may be communicably coupled with operator assistance controller 616.
Operator assistance controller 616 may in an embodiment comprise a processor implemented
engine for triggering and providing operator guidance to an operator through HMI 604, in

accordance with any of the methods described hereinabove.

[0094] Figure 7 illustrates an exemplary computing system in which various embodiments of the

mvention may be implemented.

[0095] The system 702 compriscs at least one processor 704 and at least one memory 706. The
processor 704 executes program instructions and may be a real processor. The processor 704
may also be a virtual processor. The computer system 702 is not intended to suggest any
limitation as to scope of use or functionality of desctibed embodiments. For example, the
computer system 702 may include, but not be limited to, one or more of a gencral-purpose
computer, a programmed microprocessor, a micro-controller, an integrated circuit, and othet
devices or arrangements of devices that are capable of implementing the steps that constitute the
method of the present invention. Exemplary embodiments of a system 702 in accordance with
the present invention may include one or more servers, desktops, laptops, tablets, smart phones,
mobile phones, mobile communication devices, tablets, phablets and personal digital assistants.

In an embodiment of the present invention, the memory 706 may store software for
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implementing various embodiments of the present invention. The computer system 702 may
have additional components. For example, the computer system 702 includes one or more
communication channels 708, one or more input devices 710, one or more output devices 712,
and storage 714. An interconnection mechanism (not shown) such as a bus, controller, or
network, interconnects the components of the computer system 702. In various embodiments of
the present invention, operating system software (not shown) provides an operating
environment for various softwares executing in the computer system 702 using processor 704,

and manages different functionalities of the components of computer system 702.

[0096] The communication channel(s) 708 allow communication over a communication
medium to various other computing entities. The communication medium provides information
such as program instructions, or other data in a communication media. The communication
media includes, but not limited to, wited or witeless methodologies implemented with an

electrical, optical, RF, infrared, acoustic, microwave, Bluetooth or other transmission media.

[0097] The mput device(s) 710 may include, but is not limited to, a touch screen, a keyboard,
mouse, pen, joystick, trackball, a voice device, a scanning device, or any another device that is
capable of providing input to the computer system 702. In an embodiment of the present
invention, the input device(s) 710 may be a sound card or similar device that accepts audio input
in analog or digital form. The output device(s) 712 may include, but not limited to, a user
interface on CRT, LCD, LED display, ot any other display associated with any of servers,
desktops, laptops, tablets, smart phones, mobile phones, mobile communication devices,
phablets, petsonal digital assistants, ptintet, speaker, CD/DVD wrtiter, ot any other device that

provides output from the computer system 702.

[0098] The storage 714 may include, but is not limited to, magnetic disks, magnetic tapes, CD-
ROMs, CD-RWs, DVDs, any types of computer memory, magnetic stripes, smart cards, printed
barcodes or any other transitory or non-transitory medium which can be used to store
information and can be accessed by the computer system 702. In various embodiments of the
present invention, the storage 714 contains program instructions for implementing the described

embodiments.

[0099] In an embodiment of the present invention, the computer system 702 is part of a

distributed network.
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[00100] The present invention may be implemented in numerous ways including as a
system, a method, or a computer program product such as a computer readable storage medium
or a computer network wherein programming instructions are communicated from a remote

location.

[00101] The present invention may suitably be embodied as a computer program product for use
with the computer system 702. The method described herein is typically implemented as a
computer program product, comprising a set of program instructions which is executed by the
computer system 702 or any other similar device. The set of program instructions may be a seties
of computer readable codes stored on a tangible medium, such as a computer readable storage
medium, for example, diskette, CD-ROM, ROM, flash dtives or hard disk, or transmittable to
the computer system 702, via a modem or other interface device, over either a tangible medium,
including but not limited to optical or analogue communications channel(s) 708. The
implementation of the invention as a computer progtam product may be in an intangible form
using wireless techniques, including but not limited to microwave, infrared, bluetooth or other
transmission techniques. These instructions can be preloaded into a system ot tecorded on a
storage medium such as a CD-ROM, or made available for downloading over a network such as
the Internet or a mobile telephone network. The series of computer readable instructions may

embody all or part of the functionality previously desctibed hetein.

[00102] It would be understood from the above that the present invention provides
multiple advantages over the previously existing state of art. In particular, the invention enables
automated identification, storage and retrieval of operator best practices based on a
determination of opetator expetience and / or competence, thereby addressing the issue of
employee turnover, as well as the need for operator guidance for infrequently or rarely
implemented control processes. The invention additionally enables monitoting of operator
compliance with standard operating procedures and / ot best practices, and provides an
intelligent and efficient context based triggering mechanistm for providing guidance to conttol

system operators.

[00103] While the exemplary embodiments of the present invention are desctibed and
illustrated herein, it will be appreciated that they are merely illustrative. It will be undetstood by

those skilled in the art that various modifications in form and detail may be made therein without
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depatting from or offending the spitit and scope of the invention as defined by the appended

claims.
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Claims:

1. A method for providing context based assistance to a control system operator, the

method comprising:

detecting a first instance of a control system event;

determining cvent complexity corresponding to the first instance of the control system event,
wherein said determination of event complexity is based on a set of predefined rules for

ascertaining event complexity; and

responsive to determining that event complexity corresponding to the first instance of the

control system event exceeds a predefined complexity threshold:

retrieving a set of operator inputs received at a control system in response to a detected
second instance of the control system event, wherein the sccond instance of the control
system event was detected prior in time to the detected first instance of the control

system event; and

communicating to the control system operator, information identifying a set of opetator
mputs for responding to the detected first instance of the control event, wherein the

identified opcrator inputs are a sub-set of the retricved set of operator inputs.

2. The mcthod as claimed in claim 1, wherein the determination of event complexity is
based on information relating to instances of the control system event previously encountered by

the control system operator.

3. The mcthod as claimed in claim 2, wherein the determination of event complexity is

based on one or morc of:

a number of times that the control system operator has previously encountered instances of the

detected control system event;

25




deviations by the control system operator from operator best practices, in response to previously

encountered instances of the detected control system event; and

a number of detected alarm events.

4, The method as claimed in claim 1, whetein the determination of event complexity is

based on a determination of one or both of operator stress and operator fatigue.

5. The method as claimed in claim 4, wherein the determination of event complexity is

based on one or mote of:

a number of control system processes that the control system operator is monitoring;

a number of alarms ot event notifications that occut simultaneously;

a length of time for which the control system operator has been on shift;

a total number of control system events of a predefined type that the control system operator

has addressed during a shift;

physiological information corresponding to the control system operator; and

information describing rest ot physical activity undertaken by the control system operator within

a predefined time window.

6. The method as claimed in claim 1, further comprising monitoring operator inputs
teceived from the control system operator for compliance with operator inputs identified within

the information communicated to the control system operator.

7. The method as claimed in claim 6, comprising responding to deviations between the
monitored operator inputs and the operator inputs identified within the information
communicated to the control system operator, by communicating supplemental information

identifying operatot inputs for responding to the detected first instance of the control event.
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8. The method as claimed in claim 1, wherein 2 mode of communication for
communicating information to the control system operator is selected based on the determined

event complexity corresponding to the first instance of the control system event.

9. The method as claimed in claim 1, wherein the set of operator inputs received at the
control system in response to the detected second instance of the control system events are
inputs received at the control system from a control system operator having a predefined set of

qualifications.

10. A system for providing context based assistance to a control system operator of a control

system comprising one or more Processors, sensors or actuators, the system comprising:

a processor implemented operator interface;

a control system event monitor configured to detect a first instance of a control system event;

a complexity analyzer configured to determine event complexity corresponding to the first
instance of the control system event, wherein said determination of event complexity is based on

a set of predefined rules for ascertaining event complexity;

an assistance controller configured to respond to a determination that event complexity
corresponding to the first instance of the control system event exceeds a predefined complexity

threshold, by:

retrieving a set of operator inputs received at the control system in response to a
detected second instance of the control system event, wherein the second instance of
the control systemn event was detected prior in time to the detected first instance of the

control system event; and
communicating to the control system operator, information identifying a set of operator

inputs for responding to the detected first instance of the control event, wherein the

identified operator inputs are a sub-set of the retrieved set of operator inputs.
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11. The system as claimed in claim 10, wherein the complexity analyser is configured to
determine event complexity based on information relating to instances of the control system

event previously encountered by the control system operator.

12. ‘The system as claimed in claim 11, wherein the complexity analyscr is configured to

determine event complexity based on one or more of:

a number of times that the control system operatot has previously encountered instances of the

detected control system event;

deviations by the control system opetator from operator best practices, in response to previously

encountered instances of the detected control system event; and

a number of detected alarm cvents.

13. The system as claimed in claim 10, wherein the complexity analyser is configured to
determine event complexity based on a determination of one ot both of operator stress and

operator fatigue.

14. The system as claimed in claim 13, wherein the complexity analyser is configured to

determine event complexity based on one or more of:

a numbet of control system processes that the control system operator is monitoring;

a number of alarms ot event notifications that occur simultaneously;

a length of time for which the control system operator has been on shift;

a total number of control system events of a predefined type that the control system operator

has addressed during a shift;

physiological information corresponding to the control system operator; and
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information describing rest or physical activity undertaken by the control system operator within

a predefined time window.

15. The system as claimed in claim 10, further configured to monitor operatot inputs
received from the control system operator for compliance with operator inputs identified within

the information communicated to the control system operatot.

16. The system as claimed in claim 15, wherein the assistance controller is configured to
respond to deviations between the monitored operator inputs and the operator inputs identified
within the information communicated to the control system operator, by communicating
supplemental information identifying operator mputs for responding to the detected first

instance of the control event.

17. The system as claimed in claim 10, wherein 2 mode of communication for
communicating information to the control system operator is selected based on the detetmined

event complexity corresponding to the first instance of the control system event.

18. The system as claimed in claim 10, wherein the set of operator inputs received at the
control system in response to the detected second instance of the control system events ate
inputs received at the control system from a control system operator having a predefined set of

qualifications.
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