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100

SOURCE TABLE 11

—===111 - MID: INT

112 - EMAIL (ENCRYPTED) : STRING

113 - PHONE NUMBER (ENCRYPTED) : STRING
114 - FIRST NAME : STRING

115 - LAST NAME : STRING

SEARCH EMAIL 120

123 - INDEX ID: INT
121 - EMAIL : STRING
122 - MID (ENCRYPTED) : STRING

\ Y,
~
SEARCH PHONE NUMBER 130
133 — INDEX ID: INT
131 - PHONE NUMBER : STRING
132 - MID (ENCRYPTED) : STRING
N\ J

FIG. 1
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300

310
1 RECEIVE, BY A COMPUTER DATABASE SYSTEM, A SEARCH
STRING

v

320
1 SEARCH A FIRST TABLE OF THE COMPUTER DATABASE
SYSTEM USING THE SEARCH STRING TO IDENTIFY A
MATCHING FIELD

|

330
1 OBTAIN AN ENCRYPTED FOREIGN KEY CORRESPONDING
TO A MATCHING VALUE OF THE SEARCH STRING

v

340
1 SEND THE ENCRYPTED FOREIGN KEY TO A DECRYPTION
ENGINE

|

350
1 RECEIVE A DECRYPTED FOREIGN KEY CORRESPONDING
TO THE ENCRYPTED FOREIGN KEY

'

360
1 SEARCH A SECOND TABLE OF THE COMPUTER DATABASE
SYSTEM USING THE FOREIGN KEY TO OBTAIN ENCRYPTED
DATA

370 l

1 SEND THE ENCRYPTED DATA TO THE DECRYPTION ENGINE
TO DECRYPT THE DATA

|

380
1 RECEIVE DECRYPTED DATA FROM THE DECRYPTION
ENGINE
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500

502 1
RECEIVE A QUERY THAT INCLUDES A SEARCH STRING AND
AN INDICATION OF A COLUMN

l

504 1
IDENTIFY A SEARCHABLE TABLE BASED ON THE INDICATED
COLUMN

l

506 1
DETERMINE A SET OF ENCRYPTED IDENTIFIERS FROM THE
IDENTIFIED SEARCHABLE TABLE

l

508
1 GENERATE A SET OF DECRYPTED IDENTIFIERS BY
DECRYPTING EACH ENCRYPTED IDENTIFIER IN THE SET OF
ENCRYPTED IDENTIFIERS

l

510 1
DETERMINE A SET OF ENCRYPTED SOURCE DATA BASED
ON THE SET OF DECRYPTED IDENTIFIERS

512 1
GENERATE A DECRYPTED SET OF SOURCE DATA FROM
THE SET OF ENCRYPTED SOURCE DATA

514 1

RETURN THE DECRYPTED SET OF SOURCE DATA
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600

602 1

IDENTIFY ROWS FROM SOURCE TABLE TO BE UPDATED

l

604 1
DETERMINE A ROW OF THE IDENTIFIED ROWS THAT
MATCHES THE UPDATE REQUEST

l

ENCRYPT THE NEW DATA TO BE UPDATED

l

608 1
UPDATE THE FIELD OF THE DETERMINED ROW WITH THE
ENCRYPTED NEW DATA

606 1

610 1
PROMULGATE THE CHANGES IN THE SOURCE DATA TO
THE SEARCH TABLES
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