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WEBSITE LOGIN METHOD AND APPARATUS 

TECHNICAL FIELD 

[0001] The present application relates to the network technologies, and in particular, 

to a website login method and apparatus. 

BACKGROUND 5 

[0002] In typical Internet surfing scenario, a user first visits a website through a 

browser, and is redirected to another website from the website the user first visited to 

perform certain services. For example, when shopping online, the user visits a shopping 

website through the browser. The shopping website displays a list of merchandise to be 

selected for purchase. When the user is paying for a selected merchandise, the shopping 10 

website needs to jump to a payment website. In the existing technology, in such a 

procedure of cooperation among a plurality of websites, the login is needed for a 

website jump. In the previous example, when the shopping website is switched to the 

payment website, the login information such as a user name and a password for the 

payment website needs to be entered, which is a complex procedure. Even though the 15 

payment website can be logged in to by using no password, in other words, the payment 

website can be directly jumped to without entering the login information, this password-

free login security relies solely on the payment website. Because not all payment 

websites have a relatively high self-protection capability, some websites cannot ensure 

password-free login security and there is a security risk. 20 

SUMMARY 

[0003] In view of this, the present application provides a website login method and 

apparatus to improve password-free login security in case of cooperation among a 

plurality of websites. 

[0004] The present application is implemented by using the following technical 25 

solutions: 
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[0005] According to a first aspect, a website login method is provided, where the 

method is used for logging in to a second website through a first website through 

password-free proxy, and the method includes the following: when the first website 

receives a website jump trigger, obtaining a first token stored in cookies of a browser 

that the first website runs on, where the first token includes a website identifier of a 5 

second website on a second website list page indicated by the website jump trigger, and 

a device fingerprint used to indicate a running environment where password-free proxy 

login is set for the second website; if the first website determines, based on the device 

fingerprint, that a current running environment is the same as the running environment 

where password-free proxy login is set for the second website, obtaining, by the first 10 

website, a second token that corresponds to the first token, where the second token is 

an access token indicating that the second website grants password-free login 

permission after user login succeeds; and sending, by the first website based on the 

website identifier in the first token, a password-free login request including a third 

token to the second website that corresponds to the website identifier, where the third 15 

token includes the second token; and logging in to the second website without a 

password when the second website successfully verifies the second token. 

[0006] According to a second aspect, a website login method is provided, where 

the method is used for password-free login of a second website through a first website, 

and the method includes: displaying, by the first website, a website jump trigger 20 

identifier on a page, where the website jump trigger identifier is used to, when selected, 

trigger the first website to jump to a website list page including a plurality of second 

websites to be selected; and in response to user selection of the website jump trigger 

identifier, jumping, by the first website, to a logged-in page that displays one of the 

plurality of second websites on the website list page. 25 

[0007] According to a third aspect, a website login method is provided, where the 

method is used for password-free login of a second website through a first website, and 

the method includes: receiving, by the second website, a password-free login request 

sent by the first website, where the password-free login request includes a third token, 

the third token includes a second token, and the second token is an access token 30 

indicating that the second website grants password-free login permission after user 

login succeeds; and when the second website successfully verifies the second token, 

performing password-free login. 

[0008] According to a fourth aspect, a website login apparatus is provided, where 
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the apparatus is applied to a first website, so as to log in to a second website through 

the first website through password-free proxy, and the apparatus includes the following: 

a token acquisition module, configured to obtain a first token stored in cookies of a 

browser that the first website runs on, when a website jump trigger is received, where 

the first token includes a website identifier of a second website on a second website list 5 

page indicated by the website jump trigger, and a device fingerprint used to indicate a 

running environment where password-free proxy login is set for the second website; a 

token verification module, configured to obtain a second token that corresponds to the 

first token, if it is determined based on the device fingerprint that a current running 

environment is the same as the running environment where password-free proxy login 10 

is set for the second website where the second token is an access token indicating that 

the second website grants password-free login permission after user login succeeds; and 

a password-free login module, configured to send, based on the website identifier in the 

first token, a password-free login request including a third token to the second website 

that corresponds to the website identifier, where the third token includes the second 15 

token; and log in to the second website without a password when the second website 

successfully verifies the second token. 

[0009] According to a fifth aspect, a website login apparatus is provided, where the 

apparatus is applied to a first website, so as to log in to a second website through the 

first website through password-free proxy, and the apparatus includes an identifier 20 

display module, configured to display a website jump trigger identifier on a page, where 

the identifier is used to, when selected, trigger the first website to jump to a website list 

page including a plurality of second websites to be selected; and a page jump module, 

configured to jump to a logged-in page that displays one of the plurality of second 

websites on the website list page, in response to user selection of the website jump 25 

trigger identifier. 

[0010] According to a sixth aspect, a website login apparatus is provided, where 

the apparatus is applied to a second website, so as to log in to the second website 

through a first website through password-free proxy, and the apparatus includes the 

following: a request receiving module, configured to receive a password-free login 30 

request sent by the first website, where the password-free login request includes a third 

token, the third token includes a second token, and the second token is an access token 

indicating that the second website grants password-free login permission after user 

login succeeds; and a login execution module, configured to perform password-free 



 

4 

login when verification of the second token succeeds.  

[0011] According to the website login method and apparatus provided in the present 

application, both the first website and the second website perform security verification 

during password-free proxy login, so that security of password-free login of the second 

website through the first website is improved. 5 

BRIEF DESCRIPTION OF DRAWINGS 

[0012] FIG. 1 is a schematic diagram illustrating a payment website login page, 

according to an example implementation of the present application; 

[0013] FIG. 2 is a schematic diagram illustrating a logged-in page, according to an 

example implementation of the present application; 10 

[0014] FIG. 3 is a procedure for setting password-free proxy login, according to an 

example implementation of the present application; 

[0015] FIG. 4 is a procedure for canceling password-free proxy login, according to 

an example implementation of the present application; 

[0016] FIG. 5 is a procedure for applying password-free proxy login, according to 15 

an example implementation of the present application; 

[0017] FIG. 6 is a schematic diagram illustrating display of a plurality of websites, 

according to an example implementation of the present application; 

[0018] FIG. 7 is a schematic diagram illustrating display of an intermediate site, 

according to an example implementation of the present application; 20 

[0019] FIG. 8 is a schematic diagram illustrating a lower-layer site of an 

intermediate site, according to an example implementation of the present application; 

[0020] FIG. 9 is a schematic diagram illustrating a login page, according to an 

example implementation of the present application; 

[0021] FIG. 10 is a schematic diagram illustrating a logged-in page, according to 25 

an example implementation of the present application; 

[0022] FIG. 11 is a structural diagram illustrating a website login apparatus, 

according to an example implementation of the present application; 

[0023] FIG. 12 is a structural diagram illustrating another website login apparatus, 

according to an example implementation of the present application; 30 

[0024] FIG. 13 is a structural diagram illustrating still another website login 

apparatus, according to an example implementation of the present application; 
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[0025] FIG. 14 is a structural diagram illustrating still another website login 

apparatus, according to an example implementation of the present application; 

[0026] FIG. 15 is a structural diagram illustrating still another website login 

apparatus, according to an example implementation of the present application; and 

[0027] FIG. 16 is a structural diagram illustrating still another website login 5 

apparatus, according to an example implementation of the present application. 

DESCRIPTION OF IMPLEMENTATIONS 

[0028] Example implementations are described in detail here, and examples of the 

example implementations are presented in the accompanying drawings. When the 

following description relates to the accompanying drawings, unless specified otherwise, 10 

same numbers in different accompanying drawings represent a same or similar element. 

Implementations described in the following example implementations do not represent 

all implementations consistent with the present application. On the contrary, they are 

only examples of apparatuses and methods that are described in the appended claims in 

detail and that are consistent with some aspects of the present application. 15 

[0029] There are procedures of cooperation between websites in many network 

applications. Through cooperation between websites, a user first performs an operation 

on one website, and then the website needs to jump to another website before one 

application is complete. A common scenario is online shopping. For example, the user 

visits a shopping website through a browser. The shopping website displays a list of 20 

merchandise to be selected for purchase. When the user is paying for a selected 

merchandise, the shopping website needs to jump to a payment website. To be specific, 

the user's current online shopping requires cooperation between the shopping website 

and the payment website and a jump between the two websites. 

[0030] To facilitate the user's application experience, some websites can provide 25 

password-free login. Password-free login allows the user to directly log in to the user's 

account on a website without entering a user name or a password. For example, for 

online shopping, password-free login can be set for the payment website. When the 

shopping website is jumping to the payment website, the user directly logs in to the 

payment website without the need of entering the user name or the password. However, 30 

password-free login may be unsafe. There are certain security risks if security of 

password-free login relies solely on the payment website. 



 

6 

[0031] To improve security, the present application provides a website login 

method. The method can be applied to jump login between websites. For example, 

when the shopping website is jumping to the payment website, the user can log in to 

the payment website by using the method of the present application. Certainly, the 

method of the present application is not limited to the shopping scenario. The method 5 

can be used for other similar procedures performed through cooperation between 

websites. 

[0032] In the following description of the website login method of the present 

application, a concept word "password-free proxy login" is used. Use of the word 

intends to indicate that password-free login of a jumped-to website, for example, the 10 

payment website, is also needed in the website login method of the present application. 

However, a difference between password-free proxy login and common password-free 

login lies in that, during password-free proxy login, both websites related to a jump 

between the websites perform security-related verification. For example, in a shopping 

scenario, the shopping website jumps to the payment website, and both the shopping 15 

website and the payment website need to perform security verification before the 

payment website can be finally logged in to without a password, which is a dual 

authentication method. In addition, due to password-free proxy login, the shopping 

website can automatically jump to one payment website (a plurality of payment 

websites can be linked to the shopping website) for login, and the user does not need to 20 

select a specific payment website for password-free login. In other words, the shopping 

website knows which payment website needs to be selected for password-free login. 

[0033] The website login method in the present application is described below by 

using an application example of the shopping website (a first website) and the payment 

website (a second website). The website login method in the present application 25 

describes a password-free proxy login setting process and a password-free proxy login 

execution process after the setting is complete. All these processes require cooperation 

between the shopping website and the payment website. 

[0034] Assume that the user goes shopping on a shopping website. After adding a 

selected merchandise to a cart, the user can press a "Checkout" button for checkout and 30 

payment. The checkout button can be referred to as a website jump trigger identifier. 

The website jump trigger identifier can be used to trigger, when the identifier is selected 

by the user, the shopping website to jump to a website list page including a plurality of 

payment websites to be selected. For example, the website list page can display 
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payment website A, payment website B, payment website C, etc., and the user can select 

a specific payment method. 

[0035] Assume that the user selects one of the previous payment methods. In this 

implementation of the present application, after receiving user selection of the website 

jump trigger, the shopping website can display a login page of a payment website 5 

selected by the user in an embedded page form. It is worthwhile to note that password-

free proxy login has not been set at this time. The shopping website still needs to display 

the website list page described above when the user presses the checkout button. In 

addition, after the user selects a payment website, a login page of the payment website 

is displayed, so that the user can enter a user name and a password. For a page display 10 

example, references can be made to FIG. 1. 

[0036] As shown in FIG. 1, a login page of payment website A selected by the user 

can be displayed on a page of the shopping website in an embedded page form, or 

displayed on a separate page without using the embedded page. In the following 

implementations of the present application, for example, pages related to a website 15 

jump are all displayed in an embedded page form. Displaying in an embedded page 

form can help the user switch to another payment website at any time. For example, 

when the login page of payment website A is displayed on the page of the shopping 

website in an embedded page form, a selection identifier of payment website B, a 

selection identifier of payment website C, etc., as well as the embedded page, are all 20 

displayed on the page of the shopping website. If the user does not want to log in to 

payment website A, it is convenient for the user to select another website such as 

payment website B. 

[0037] Login of payment website A is still used as an example. In specific 

implementation, the page of the shopping website can include an embedded iframe that 25 

points to the login page of payment website A, and a uniform resource locator (URL) 

includes a parameter "container=S" (S represents the shopping website), which 

indicates that the login page of payment website A is embedded in the container S. The 

login page of payment website A is loaded by payment website A, transmitted by a 

server to a payment website client in a browser that S runs on, and displayed on the 30 

payment website client. 

[0038] It is worthwhile to note that, still referring to FIG. 1, the login page of 

payment website A further displays an option "Enable password-free proxy login", so 

that the user can choose whether to enable password-free proxy login. If the user selects 
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the option, it indicates that the user wants the shopping website to automatically jump 

to a logged-in page of a payment website after the user presses the checkout button on 

the shopping website. For the logged-in page, references can be made to FIG. 2. In 

comparison with previous user operations, the user no longer needs to select payment 

website A from the website list page or enter the user name or the password in FIG. 1, 5 

but directly visits a page displayed after payment website A is successfully logged in to 

for payment confirmation. If the user does not select the option, it indicates that the user 

does not want to simplify the previous procedure. 

[0039] If the user selects and presses the option "Enable password-free proxy login" 

shown in FIG. 1, and presses "Next", payment website A will receive login information 10 

(for example, the user name and the password entered by the user on the login page in 

FIG. 1) and a password-free login setting request indication (when the user selects the 

option, it indicates that the user sends the indication to payment website A). 

[0040] If payment website A successfully verifies the login information and learns 

that the user expects to enable password-free proxy login in a login process following 15 

the current login, payment website A will start a password-free proxy login setting 

procedure. The setting procedure can be implemented interactively between payment 

website A and shopping website S. Payment website A needs to send a password-free 

proxy login setting request to the shopping website, to request the shopping website to 

perform setting that is related to password-free proxy login. After the setting succeeds, 20 

the shopping website notifies payment website A that password-free proxy login is 

successfully set. FIG. 3 shows a password-free proxy login setting procedure. 

[0041] In step 301, payment website A creates token a, and token a is used to 

represent an access token indicating that password-free login permission is granted. 

[0042] For example, token a can be referred to as a second token (the second token 25 

is used only to distinguish from a first token, a third token, etc. in subsequent 

implementations). Token a is created by payment website A after successfully verifying 

the user name and the password entered by the user in FIG. 1. 

[0043] Token a can include three types of information: a website identifier (which 

can be a website name) signed by payment website A by using a private key of the 30 

website, a current time signed by using the private key of the website, and the user name 

in the login information. The user name is separately encrypted by using a public key 

of payment website A, and signed by using the private key of the website. 

[0044] The three types of information in token a have the following respective 
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functions: When payment website A sends a password-free proxy login setting request 

to shopping website S in subsequent steps, the request can include token a, and the 

website identifier signed by using the private key can be used to assure shopping 

website S of authenticity of the setting request. The current time signed by using the 

private key can be used to indicate that tokens created at different times change with 5 

time, so as to avoid repetition and theft. The encrypted and signed user name is mainly 

used to be transferred by S to A when password-free proxy login is triggered in 

subsequent implementations, so as to specify a user that performs password-free login. 

[0045] In addition, the token in this implementation of the present application not 

only is encrypted by using the encryption key, but also includes an encryption key 10 

fingerprint. When a corresponding website updates an encryption key certificate and a 

new encryption key and an old encryption key simultaneously exist, the encryption key 

fingerprint in the token can be used to identify a corresponding encryption key, so as to 

complete decryption or signature verification. Other tokens in the following 

implementations also include corresponding encryption key fingerprints. Details are 15 

omitted here. 

[0046] In step 302, payment website A sends a password-free proxy login setting 

request including token a to shopping website S. 

[0047] In this implementation, interactive communication between payment 

website A and shopping website S can be implemented by using a hidden embedded 20 

page, and communicated information is added to an URL of the hidden embedded page. 

For example, in this step, payment website A can send the password-free proxy login 

setting request to shopping website S by using an embedded iframe (hidden) that points 

to a password-free proxy login setting page of S, and an URL includes a parameter 

"token=token a". As such, S can receive the setting request and token a sent by A. 25 

[0048] In step 303, shopping website S creates token b, where token b includes a 

device fingerprint and a website identifier of payment website A. 

[0049] For example, shopping website S first verifies authenticity of this password-

free proxy login setting request. S can use the public key of payment website A to check 

authenticity of the website name of payment website A included in token a. When 30 

shopping website S determines that the request is indeed sent by payment website A, 

shopping website S creates token b in this step. Token b can be referred to as a first 

token. 

[0050] Token b can include three types of information. A first type of information 
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is a device fingerprint. The device fingerprint mainly serves as an identifier indicating 

a running environment where current password-free proxy login is set. The running 

environment can include, for example, a current computer and a browser that the 

shopping website and the payment website run on. In specific implementation, for 

example, client code, such as JavaScript or Flash used in the browser, can be used to 5 

actively collect browser platform information, for example, a browser language. Server 

code, for example, Java or Python, can be used to actively collect field information such 

as operating system code in network protocols of various layers such as HTTP and 

TCP/IP. A device fingerprint can be used to uniquely identify a client computer 

(including a browser) after data combination. The fingerprint is encrypted by using the 10 

public key of S. A second type of information is the website identifier (e.g. the website 

name) of payment website A encrypted by using the public key of S. A third type of 

information is the current time encrypted by using the public key of S. 

[0051] The three types of information in token b have the following respective 

functions: The device fingerprint can be used by shopping website S for security 15 

verification when password-free proxy login is subsequently triggered, so as to check 

whether the computer and the browser of the user are the same as those when password-

free proxy login is set. The current time signed by S can be used by an internal policy 

of S to determine whether the token expires. For example, if the token exceeds a 

predetermined time length (e.g. three months), password-free proxy login is invalid. 20 

The website name of payment website A can enable S to accordingly learn that token b 

is specific to A, and that A has enabled password-free proxy login. 

[0052] In step 304, shopping website S stores token b in cookies of a browser, and 

can store a correspondence between token b and token a in a backend database of the 

website. 25 

[0053] In step 305, shopping website S notifies payment website A that password-

free proxy login is successfully set. 

[0054] For example, after shopping website S stores token b and the 

correspondence between the two tokens, password-free proxy login is successfully set. 

Because token b has been stored in the cookies of the browser, shopping website S can 30 

jump to a page indicating that password-free proxy login is successfully set, and notify 

payment website A that the setting succeeds. 

[0055] Payment website A can use an inner iframe to load the page indicating that 

password-free proxy login is successfully set, and modify a parent iframe to display 
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that password-free proxy login has been enabled. As shown in FIG. 2, a logged-in page 

of payment website A displays words that password-free proxy login has been enabled. 

After the user presses "Payment Confirmation" on the page shown in FIG. 2, a payment 

success page prompt can be displayed. 

[0056] The previous procedure shown in FIG. 3 describes an interaction procedure 5 

between shopping website S and payment website A when password-free proxy login 

is set. It can be seen that, in the procedure, shopping website S creates token b for S to 

perform security verification, and token b includes the device fingerprint. In addition, 

payment website A creates token a for password-free login, and token a includes a 

specified user name for password-free login. 10 

[0057] It can be further seen from FIG. 2 that the logged-in page of payment 

website A can include not only the words that password-free proxy login has been 

enabled but also an option that can be selected by the user for exiting password-free 

proxy login, for example, an option "Exit" next to "Password-free proxy login has been 

enabled" on the page. 15 

[0058] When the user presses "Exit", it indicates that the user no longer wants to 

use password-free proxy login. To be specific, the user does not want shopping website 

S to directly jump to the logged-in page shown in FIG. 2 when pressing "Checkout" on 

shopping website S. At this time, payment website A receives a trigger to the option of 

exiting password-free proxy login. In this case, payment website A starts a password-20 

free proxy login cancellation procedure. The cancellation procedure can be 

implemented interactively between payment website A and shopping website S. 

Payment website A needs to send a password-free proxy login cancellation request to 

shopping website S, to request the shopping website to perform a password-free proxy 

login cancellation operation. After the cancellation succeeds, the shopping website can 25 

choose to notify payment website A that password-free proxy login is successfully 

canceled. 

[0059] FIG. 4 shows a password-free proxy login cancellation procedure. It is 

worthwhile to note that, when password-free proxy login is canceled, an automatic 

jump to a payment website from a shopping website can be canceled. However, 30 

password-free login of the payment website can remain. For example, in one feasible 

scenario, after the password-free proxy login is canceled, when a user presses a 

checkout button on shopping website S, a website list page including a plurality of 

payment websites is still displayed. For example, the website list page includes payment 
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website A, payment website B, etc. The user can select and press payment website A 

for checkout. After selecting payment website A, the user can still log in to A without a 

password, to be specific, the user can directly visit a logged-in page of A without the 

need of entering a user name and a password. Alternatively, after selecting payment 

website A, the user enters a user name and a password and then visits a logged-in page. 5 

In other words, cancellation of password-free proxy login can mean cancellation of 

automatic selection of and a jump to payment website A from shopping website S. 

[0060] In step 401, payment website A creates token c, where token c is used to 

instruct shopping website S to cancel password-free proxy login of payment website A. 

[0061] For example, token c can be referred to as a fourth token. Token c can 10 

include a website identifier of payment website A, a current time, and an operation 

identifier "delete" used to instruct a deletion operation. The token can be encrypted and 

signed by payment website A. 

[0062] In step 402, payment website A sends a password-free proxy login 

cancellation request including token c to shopping website S. 15 

[0063] In step 403, shopping website S obtains token b including a website 

identifier of payment website A based on token c, and deletes token b and token a that 

corresponds to token b. 

[0064] For example, shopping website S can identify, based on the website 

identifier of payment website A included in token c, token b including the website 20 

identifier in cookies of a browser, delete token b, and delete the corresponding token b 

and token a from a backend database. When the user subsequently wants shopping 

website S to jump to the payment website by pressing the checkout button on shopping 

website S again, S cannot identify token b in the cookies of the browser because token 

b and token a has been deleted. Consequently, shopping website S cannot learn of 25 

payment website A, and no longer automatically requests password-free login from 

payment website A. Shopping website S can display only the website list page, and the 

user selects and presses payment website A to request a jump. 

[0065] The password-free proxy login setting procedure and the password-free 

proxy login cancellation procedure are described above with reference to FIG. 3 and 30 

FIG. 4. Referring to FIG. 5, a password-free proxy login execution procedure is 

described below when a user presses a checkout button after password-free proxy login 

is set. Online shopping is still used as an example for description. 

[0066] In step 501, shopping website S receives a website jump trigger. 
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[0067] In this step, after selecting a merchandise to be purchased on shopping 

website S, the user can press a checkout button on S. S receives a website jump trigger 

at this moment, in other words, S requests to jump to a payment website for payment. 

Generally, after the checkout button is pressed, a website list page including a plurality 

of payment websites to be selected is displayed (if the payment website is referred to 5 

as a second website, the website list page can be referred to as a second website list 

page). However, in the method in this implementation, after the user presses the 

checkout button, the website list page is no longer displayed, and shopping website S 

directly jumps to a logged-in page that displays one of the plurality of payment websites 

on the website list page. For example, after the user presses the checkout button, a 10 

logged-in page of payment website A in the plurality of payment websites is directly 

displayed, as shown in FIG. 2. For a specific implementation process, references can 

be made to the following subsequent steps in FIG. 5. 

[0068] In step 502, shopping website S obtains token b stored in cookies of a 

browser that shopping website S runs on, to perform device fingerprint verification. 15 

[0069] For example, token b stored in the cookies of the browser includes a website 

name of payment website A, and a device fingerprint of a running environment where 

logging in to A through S through password-free proxy is set. 

[0070] In this step, shopping website S determines, based on the device fingerprint 

in token b, whether a current running environment is the same as the running 20 

environment indicated by the device fingerprint, for example, whether the same 

computer and browser are used. If verification of the device fingerprint succeeds, 

continue to perform step 503; otherwise, it indicates that there may be a security risk in 

current password-free proxy login, and the shopping website can stop performing 

subsequent steps, and notify the user of the risk. In addition, in this step, because token 25 

b further includes the website name of payment website A, shopping website S can 

learn, based on the website name, that A has enabled password-free proxy login. 

[0071] In step 503, shopping website S obtains token a that corresponds to token b. 

[0072] For example, token a can be an access token indicating that payment website 

A grants password-free login permission after user login succeeds. S can obtain token 30 

a that corresponds to token b from a backend database. 

[0073] In step 504, shopping website S sends a password-free login request 

including token a to payment website A based on a website identifier in token b. 

[0074] For example, in specific implementation, shopping website S can still 
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transfer information by using an URL of a hidden embedded iframe. The embedded 

iframe points to a login page of payment website A, and the URL includes parameters 

"container=S" and "token=token d". Token d can be referred to as a third token. The 

third token can include at least the second token, in other words, token a signed by S, 

so that A can perform verification. In addition, after decrypting token a, A can obtain a 5 

user name in token a, so as to perform password-free login for a specified user. Further, 

the third token can include the S's name signed by S, so as to assure payment website 

A of authenticity of the request, and the third token can further include a current time 

signed by S by using a private key. 

[0075] In step 505, payment website A successfully verifies token a. 10 

[0076] For example, payment website A verifies token d to ensure authenticity of 

the request sent by shopping website S, and further verifies authenticity and 

completeness of token a. If verifications all succeeds, perform step 506, and log in to 

payment website A without a password. In this case, the logged-in page shown in FIG. 

2 can be jumped to, and an identifier indicating that password-free proxy login has been 15 

enabled can be displayed on the page. 

[0077] In step 506, log in to payment website A without a password. 

[0078] The password-free proxy login setting procedure, the password-free proxy 

login cancellation procedure, and the password-free proxy login trigger and execution 

procedure are separately described with reference to FIG. 3 to FIG. 5. It can be seen 20 

from these procedures that shopping website S can learn that payment website A has 

enabled password-free proxy login, and can actively request password-free login from 

A. Shopping website S can directly jump to the logged-in page of A without the need 

of selecting A from a list including a plurality of payment websites by the user, so that 

a shopping speed is increased, and operation efficiency is improved. In addition, in 25 

these procedures, both S and A perform security verification. S verifies the device 

fingerprint, and A verifies the access token, so that security of password-free login of A 

is improved. 

[0079] In addition, the token in this implementation of the present application can 

be a token designed based on the OAuth protocol, and encrypted and signed by using 30 

asymmetrical website encryption keys, so as to ensure confidentiality, authenticity, and 

completeness. Verification performed by S is bound to a computer (and browser 

software) specified by the user, and cannot be forged, duplicated, or denied. A token of 

S cannot be forged because of protection of the asymmetrical keys. Therefore, it can be 
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ensured by using the HTTPS protocol that all underlying communication in the browser 

cannot be monitored or stolen in plaintext on the network. S and A have agreed on and 

constructed a password-free proxy login function. In addition, services, asymmetrical 

keys, and databases of S and A are safely run, safely stored, and not allowed to be 

secretly read or tampered with. When password-free proxy login is triggered, because 5 

S verifies whether the device fingerprint in token b is the same as that of a current 

computer (including a browser), no one can successfully implement login by using 

another remote computer instead. In addition, as long as A stores token d, S cannot deny 

that S creates the password-free login request. 

[0080] The password-free proxy login execution procedure between shopping 10 

website S and one payment website A is described above as an example. In actual 

implementation, password-free proxy login can be set between shopping website S and 

a plurality of payment websites. For example, through password-free proxy, shopping 

website S can log in to payment website A, payment website B, and payment website 

C. Password-free proxy login relationships between all payment websites and S can be 15 

set in the same method. From the perspective of shopping website S, S can store a 

plurality of tokens b in the cookies of the browser. Each token b corresponds to a 

different payment website. The backend database stores all tokens b and corresponding 

tokens a. Token a is a password-free login access token created by a corresponding 

payment website. 20 

[0081] In this case, when the user triggers password-free proxy login, for example, 

presses the checkout button on shopping website S, S can select, based on a 

predetermined selection rule, a payment website that has enabled password-free proxy 

login, to perform password-free proxy login. The selection rule can be, for example, 

selecting a latest logged-in payment website, or a most frequently logged-in website. 25 

[0082] Referring to an example in FIG. 6, assume that password-free proxy login 

is enabled between S and three payment websites A, B, and C, and further assume that 

S selects A for default password-free proxy login. When a user presses a checkout 

button on S, S automatically jumps to a logged-in page of A. An embedded page in FIG. 

6 displays the logged-in page of A. In addition, when checking a plurality of tokens b 30 

in cookies of a browser, S learns, based on website identifiers included in all tokens b, 

that payment websites B and C have also enabled password-free proxy login. Therefore, 

payment websites B and C can be simultaneously displayed on the same page as the 

embedded page, to facilitate switch and selection of the user. For example, by default, 
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payment website A is logged in to through S through password-free proxy. However, 

the user actually wants to log in to B. The user can press payment website B on the page 

as a trigger, to log in to B instead through S through password-free proxy. In addition, 

as shown in FIG. 6, the payment websites B and C can further display identifiers 

indicating that password-free proxy login has been enabled. For example, "shortcut" is 5 

used to indicate that password-free proxy login has been enabled. Payment website D 

on the page does not display "shortcut", and it indicates that password-free proxy login 

is not set for payment website D. 

[0083] Referring to FIG. 6, if the user selects payment website C, S will create a 

third token for requesting password-free login from payment website C. The third token 10 

includes the S's name signed by S, token a that corresponds to website C, and a current 

time. S sends a password-free login request including the third token to payment 

website C. After verification performed by C succeeds, S is switched to a logged-in 

page of payment website C in a location of the embedded page. 

[0084] In the implementation shown in FIG. 6, S can select a login method if a 15 

plurality of websites have enabled password-free proxy login, facilitating the user's 

switch and selection. 

[0085] The previous example describes password-free proxy login between 

shopping website S and the payment website. Shopping website S can directly jump to 

the payment website. For example, shopping website S provides a website list page. As 20 

long as the user selects payment website A, the user can log in to payment website A 

for payment. However, in another application scenario, an "intermediate site" is further 

needed between shopping website S and the payment website. Shopping website S 

cannot directly jump to the payment website. In this scenario, a first website can be the 

intermediate site or can be referred to as a payment website, and the second website can 25 

be another payment website linked to the payment website. 

[0086] For example, if the method in the present application is not performed, when 

the user presses the checkout button on shopping website S, a website list page can be 

usually displayed. The page can include payment website A, payment website B, 

payment website C, and payment website N that serves as an intermediate site. If the 30 

user presses payment website N, a plurality of payment websites N1, N2, and N3 are 

further provided for user selection (these payment websites are equivalent to the 

payment websites A, B, and C). In other words, payment websites N1, N2, and N3 are 

next-layer sites of payment website N after accessed. If the user wants to use payment 



 

17 

website N1, after pressing "Checkout" on S, the user needs to select payment website 

N, and then select payment website N1 on the page of N, which is a complex process. 

[0087] Assume that password-free proxy login is set between payment website N 

and payment website N1 by using the method in the present application, and the 

procedure in FIG. 3 to FIG. 5 is performed. Payment website N is equivalent to 5 

shopping website S in the procedure, and payment website N1 is equivalent to payment 

website A in the procedure. After selecting and pressing payment website N, the user 

does not need to select N1, and payment website N can directly jump to a logged-in 

page that displays payment website N1. It is equivalent to jumping to the logged-in 

page that displays payment website A from shopping website S. 10 

[0088] A password-free proxy login setting process and a password-free proxy 

login trigger process between N and N1 are described below in an S–N–N1 scenario. 

Because processing between N and N1 is the same as processing between S and A in 

FIG. 3 to FIG. 5, brief description is provided here. For details, references can be made 

to the previous example. 15 

[0089] When the user presses the checkout button on shopping website S, a page 

shown in FIG. 7 can be displayed. The page can include payment website A, payment 

website B, payment website C, and payment website N. After the user presses N, FIG. 

8 is displayed. Payment websites N1, N2, and N3 are further linked to N for user 

selection. After N is pressed, a page of N is displayed as an embedded page of S. N1, 20 

N2, and N3 are displayed on the page of N. Displaying in an embedded page form can 

enable the user to select and switch to another website conveniently when the user does 

not want to use N. For example, the user can select payment website A. 

[0090] If password-free proxy login is initially set between N and N1, after the user 

selects payment website N1 on the page of N, a login page of N1 can be displayed. As 25 

shown in FIG. 9, the login page of N1 shown in FIG. 9 is similar to the page displayed 

in FIG. 1. The login page of N1 can also be displayed in an embedded page form, and 

N2 and N3 are displayed on the page of N at the same time, to facilitate switch by the 

user. If the user selects "Enable password-free proxy login" on the page, and presses 

"Next", website N1 will receive a password-free login setting request indication, creates 30 

a second token, and starts to perform the password-free proxy login setting process with 

payment website N. For a specific process, references can be made to the procedure 

between S and N in FIG. 3. Details are omitted here. Likewise, a password-free proxy 

login cancellation operation can be performed between N and N1 based on the 
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procedure in FIG. 4. 

[0091] After password-free proxy login is set, when the user presses the checkout 

button on shopping website S next time, the list page in FIG. 7 can still be displayed. 

However, when the user presses payment website N in FIG. 7, it is equivalent that N 

receives a website jump trigger. Generally, based on the website jump trigger, N 5 

displays a list including payment websites N1 to N3 in FIG. 8 to the user for selection. 

Because password-free proxy login has been set in the previous example, N can obtain, 

based on the website jump trigger, a token stored in cookies of a browser that N runs 

on, verifies a device fingerprint, and automatically sends a password-free login request 

to payment website N1 when verification succeeds. In other words, N performs the 10 

procedure shown in FIG. 5. Therefore, after the user presses payment website N, FIG. 

10 can be directly displayed. Payment website N jumps to the logged-in page of 

payment website N1. The logged-in page displays an identifier indicating that 

password-free proxy login has been enabled. Certainly, the page of N can further 

simultaneously display payment websites N1 and N2 for the user to switch. 15 

[0092] In the previous example, payment website N is a site that can be logged in 

to without a password. For example, in FIG. 7 and FIG. 8, after the user presses N, a 

list including N1 to N3 can be directly displayed for user selection. Optionally, payment 

website N can be a site that needs to be logged in to by using a password. For example, 

after the user presses payment website N in FIG. 7, a login page of N can be displayed 20 

in an embedded page form first. N can be logged in to only after the user enters a user 

name and a password for N. The list including N1, N2, and N3 is displayed only after 

login succeeds. The password-free proxy login setting procedure and the password-free 

proxy login trigger procedure in this scenario are the same as the previous ones. For 

example, when setting password-free proxy login, the user first logs in to N, and then 25 

selects N1 for setting. For triggering password-free proxy login after setting succeeds, 

after the user presses N, N first requires the user to enter the user name and the password. 

After verification of login succeeds, N performs the procedure in FIG. 5, and 

automatically requests password-free login from N1. N can still jump to the page in 

FIG. 10, provided that the user logs in to N. 30 

[0093] The password-free proxy login setting process and the password-free proxy 

login trigger process between N and N1 are described above in the S–N–N1 scenario 

with reference to FIG. 7 to FIG. 10. In addition, there can be another application 

example. For example, password-free proxy login can be set only between S and N by 
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using the same method. Brief description is provided below: When the user presses the 

checkout button on shopping website S, a page similar to the page in FIG. 7 is displayed, 

and the user can select payment website N. Similarly, N needs or does not need a 

password. When N needs a password, the user enters the user name and the password 

to log in to N, which is similar to logging in to payment website A in FIG. 1, and chooses 5 

to enable password-free proxy login. Therefore, N starts to perform the password-free 

proxy login setting procedure in FIG. 3 with S. After setting succeeds, when the user 

presses "Checkout" in S next time, S can automatically jump to the logged-in page of 

N, and the user does not need to select N again. Certainly, because no password-free 

proxy login is set between N and N1 at this moment, the jumped-to logged-in page of 10 

N needs to display N1 to N3 for user selection. Even though N needs no password, an 

option "Enable password-free proxy login" that corresponds to N can be set on the page 

for user selection, so that the user when pressing N can notify N that password-free 

proxy login is to be enabled. 

[0094] In the S–N–N1 scenario, in addition to the previous example that password-15 

free proxy login is set between N and N1 or between S and N, password-free proxy 

login can be set not only between S and N but also between N and N1, to form two-

layer password-free proxy login. As such, when the user presses the checkout button on 

shopping website S, shopping website S directly jumps to the logged-in page of 

payment website N1, so that N1 is logged in to without a password. Therefore, the user 20 

does not need to select payment website N, and does not need to select payment website 

N1 on payment website N, so that operation efficiency can be further improved. 

[0095] In the previous two-layer password-free proxy login scenario, if shopping 

website S is referred to as a first website, payment website N is referred to as a second 

website, and payment website N1 is referred to as a third website. In an implemented 25 

operation of the previous example, the first website displays a logged-in page of a third 

website (N1) linked to one (N) of a plurality of second websites in response to user 

selection of a website jump trigger identifier. 

[0096] In this example, password-free proxy login is actually performed twice 

between shopping website S and payment website N1, including password-free proxy 30 

login between S and payment website N, and password-free proxy login between 

payment website N and payment website N1. A password-free proxy login setting 

procedure and a password-free proxy login trigger procedure of each of the two layers 

are the same as those in the previous example. Details are omitted here for simplicity. 
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When the two-layer password-free proxy login is triggered, from the perspective of N, 

the previous operation is implemented as follows: After N is logged in to through S 

through password-free proxy, N can perform the following procedure, so that N1 can 

be logged in to through N through password-free proxy. Actually, the procedure is the 

same as that of logging in to N through S through password-free proxy. 5 

[0097] After payment website N is logged in to without a password, payment 

website N obtains a fifth token stored in cookies of a browser that payment website N 

runs on. The fifth token includes a website identifier of one of a plurality of payment 

websites, such as payment website N1, and a device fingerprint used to indicate a 

running environment where password-free proxy login is set for N1. 10 

[0098] If payment website N determines, based on the device fingerprint, that a 

current running environment is the same as the running environment where password-

free proxy login is set for N1, payment website N obtains a sixth token that corresponds 

to the fifth token. The sixth token is an access token indicating that payment website 

N1 grants password-free login permission after user login succeeds. 15 

[0099] Payment website N sends, based on the website identifier in the fifth token, 

a password-free login request including the sixth token to payment website N1 that 

corresponds to the website identifier, and logs in to payment website N1 without a 

password after payment website N1 successfully verifies the sixth token. 

[0100] In the previous scenario example, password-free proxy login among three 20 

websites (S–N–N1) is used as an example to describe the method in the present 

application. In specific implementation, password-free proxy login can be implemented 

through cooperation among more layers of websites, for example, four layers of 

websites (e.g. S–N–N1–N11), five layers of websites, or more layers of websites. A 

method is the same as that of password-free proxy login among the previous three 25 

websites. Details are omitted here. 

[0101] The website login method in the implementations of the present application 

can be performed by a website, and to be specific, can be performed by a server-side or 

a client-side of the website. For example, when the method is performed by the payment 

website that serves as the second website, a server of the payment website can create 30 

the second token. For another example, when the method is performed by the payment 

website that serves as the first website, a client of the payment website can verify the 

device fingerprint based on the first token. When the website login method in the 

present application is implemented in a form of a software functional unit and sold or 
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used as an independent product, the website login method can be stored in a computer-

readable storage medium. Based on such an understanding, the technical solutions of 

the present application essentially, or the part contributing to the existing technology, 

or a part of the technical solutions can be implemented in a form of a software product. 

The computer software product is stored in a storage medium, and includes several 5 

instructions for instructing a computer device (which can be a personal computer, a 

server, or a network device) to perform all or some of the steps of the methods described 

in the implementations of the present application. The previous storage medium 

includes various media that can store program code, such as a USB flash drive, a 

removable hard disk, a read-only memory (ROM), a random access memory (RAM), a 10 

magnetic disk, or an optical disc. 

[0102] FIG. 11 provides a website login apparatus, and the apparatus can be applied 

to a first website, so as to log in to a second website through the first website through 

password-free proxy. The apparatus can include a token acquisition module 1101, a 

token verification module 1102, and a password-free login module 1103. 15 

[0103] The token acquisition module 1101 is configured to obtain a first token 

stored in cookies of a browser that the first website runs on, when a website jump trigger 

is received, where the first token includes a website identifier of a second website on a 

second website list page indicated by the website jump trigger, and a device fingerprint 

used to indicate a running environment where password-free proxy login is set for the 20 

second website. 

[0104] The token verification module 1102 is configured to obtain a second token 

that corresponds to the first token, if it is determined based on the device fingerprint 

that a current running environment is the same as the running environment where 

password-free proxy login is set for the second website, where the second token is an 25 

access token indicating that the second website grants password-free login permission 

after user login succeeds. 

[0105] The password-free login module 1103 is configured to send, based on the 

website identifier in the first token, a password-free login request including a third 

token to the second website that corresponds to the website identifier, where the third 30 

token includes the second token; and log in to the second website without a password 

when the second website successfully verifies the second token. 

[0106] In an example, as shown in FIG. 12, the apparatus can further include a 

setting receiving module 1201 and a setting processing module 1202. 
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[0107] The setting receiving module 1201 is configured to receive a password-free 

proxy login setting request sent by the second website, where the password-free proxy 

login setting request includes the second token. 

[0108] The setting processing module 1202 is configured to create the first token 

including the device fingerprint; store the first token in the cookies of the browser; store 5 

a correspondence between the first token and the second token; and notify the second 

website that password-free proxy login is successfully set. 

[0109] In an example, the apparatus can further include a page display module 1203 

and a login switch module 1204. 

[0110] The page display module 1203 is configured to display a logged-in page of 10 

the second website in an embedded page form after the second website is logged in to 

without a password. When the cookies of the browser store a plurality of first tokens 

that separately correspond to different second websites, display, on the same page as 

the embedded page and based on website identifiers in the first tokens, another second 

website that has enabled password-free proxy login through the first website. 15 

[0111] The login switch module 1204 is configured to send a password-free login 

request to the other second website, and add a second token that corresponds to a first 

token of the other second website to the third token, if it is detected that a user selects 

the other second website. 

[0112] In an example, the page display module 1203 is configured to select one of 20 

the second websites based on a predetermined selection rule, when the website jump 

trigger is received, to perform password-free proxy login, if the cookies of the browser 

store a plurality of first tokens that separately correspond to different second websites. 

[0113] In an example, the apparatus further includes a cancellation receiving 

module 1205 and a cancellation processing module 1206. 25 

[0114] The cancellation receiving module 1205 is configured to receive a 

password-free proxy login cancellation request sent by the second website, where the 

password-free proxy login cancellation request includes a third token, the third token is 

an indication created by the second website for canceling password-free proxy login, 

and the third token includes the website identifier of the second website. 30 

[0115] The cancellation processing module 1206 is configured to obtain, based on 

the website identifier in the third token, the first token including the second website; 

and delete the first token and the second token that corresponds to the first token. 

[0116] In an example, the first website is a shopping website, and the second 
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website is a payment website; or the first website is a payment website, and the second 

website is another payment website linked to the payment website. 

[0117] FIG. 13 provides a website login apparatus, and the apparatus can be applied 

to a first website, so as to log in to a second website through the first website through 

password-free proxy. The apparatus can include an identifier display module 1301 and 5 

a page jump module 1302. 

[0118] The identifier display module 1301 is configured to display a website jump 

trigger identifier on a page, where the website jump trigger identifier is used to, when 

selected, trigger the first website to jump to a website list page including a plurality of 

second websites to be selected. 10 

[0119] The page jump module 1302 is configured to: in response to user selection 

of the website jump trigger identifier, jump to a logged-in page that displays one of the 

plurality of second websites on the website list page. 

[0120] In an example, the second website is displayed on the first website in an 

embedded page form, and the logged-in page of the second website displays an 15 

indication indicating that password-free proxy login has been enabled. As shown in FIG. 

14, the apparatus can further include a page display module 1401 and a page switch 

module 1402. 

[0121] The page display module 1401 is configured to display another second 

website that has enabled password-free proxy login. 20 

[0122] The page switch module 1402 is configured to: in response to user selection 

of the other second website, switch to a logged-in page of the other second website in 

a location of the embedded page. 

[0123] In an example, the second website is further linked to a plurality of third 

websites to be selected. The page jump module 1302 is further configured to display a 25 

logged-in page of a third website linked to one of the plurality of second websites in 

response to user selection of the website jump trigger identifier. 

[0124] FIG. 15 provides a website login apparatus, and the apparatus can be applied 

to a second website, so as to log in to the second website through a first website through 

password-free proxy. The apparatus can include a request receiving module 1501 and a 30 

login execution module 1502. 

[0125] The request receiving module 1501 is configured to receive a password-free 

login request sent by the first website, where the password-free login request includes 

a third token, the third token includes a second token, and the second token is an access 
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token indicating that the second website grants password-free login permission after 

user login succeeds. 

[0126] The login execution module 1502 is configured to: when verification of the 

second token succeeds, perform password-free login. 

[0127] In an example, as shown in FIG. 16, the apparatus can further include a 5 

setting indication module 1601, a setting sending module 1602, and a setting result 

module 1603. 

[0128] The setting indication module 1601 is configured to receive login 

information for requesting login and a password-free login setting request indication. 

[0129] The setting sending module 1602 is configured to create the second token 10 

based on the indication after verification of the login information succeeds; and send a 

password-free proxy login setting request including the second token to the first website, 

so that the first website creates, based on the password-free proxy login setting request, 

a first token including a device fingerprint, and stores a correspondence between the 

first token and the second token. 15 

[0130] The setting result module 1603 is configured to receive a notification sent 

by the first website indicating that password-free proxy login is successfully set, and 

display that password-free proxy login has been enabled on a logged-in page of the 

second website. 

[0131] In an example, the apparatus can further include a cancellation indication 20 

module 1604 and a cancellation processing module 1605. 

[0132] The cancellation indication module 1604 is configured to further display, on 

the logged-in page after password-free login is performed, an option that can be selected 

by a user for exiting password-free proxy login. 

[0133] The cancellation processing module 1605 is configured to create a fourth 25 

token used to instruct to cancel password-free proxy login, when a trigger to the option 

of exiting password-free proxy login is received, where the fourth token includes a 

website identifier of the second website; and send a password-free proxy login 

cancellation request including the fourth token to the first website, so that the first 

website cancels password-free proxy login of the second website based on the fourth 30 

token. 

[0134] In an example, the second website is further linked to a plurality of third 

websites to be selected, and the apparatus can further include a token acquisition 

module 1606, a fingerprint verification module 1607, and a login request module 1608. 
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[0135] The token acquisition module 1606 is configured to obtain a fifth token 

stored in cookies of a browser that the second website runs on, after password-free login 

is performed where the fifth token includes a website identifier of one of the third 

websites and a device fingerprint used to indicate a running environment where 

password-free proxy login is set for the third website. 5 

[0136] The fingerprint verification module 1607 is configured to obtain a sixth 

token that corresponds to the fifth token, if it is determined based on the device 

fingerprint that a current running environment is the same as the running environment 

where password-free proxy login is set for the third website, where the sixth token is 

an access token indicating that the third website grants password-free login permission 10 

after user login succeeds. 

[0137] The login request module 1608 is configured to send, based on the website 

identifier in the fifth token, a password-free login request including the sixth token to 

the third website that corresponds to the website identifier; and log in to the third 

website without a password after the third website successfully verifies the sixth token. 15 

[0138] The previous descriptions are merely example implementations of the 

present application, but are not intended to limit the present application. Any 

modification, equivalent replacement, or improvement made without departing from 

the spirit and principle of the present application shall fall within the protection scope 

of the present application. 20 
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CLAIMS 

What is claimed is: 

1. A website login method, wherein the method is used for logging in to a second 

website through a first website through password-free proxy, and the method comprises: 

when the first website receives a website jump trigger, obtaining a first token 5 

stored in cookies of a browser that the first website runs on, wherein the first token 

comprises a website identifier of a second website on a second website list page 

indicated by the website jump trigger, and a device fingerprint used to indicate where 

password-free proxy login is set for the second website; 

if the first website determines, based on the device fingerprint, that a current 10 

running environment is the same as the running environment where password-free 

proxy login is set for the second website, obtaining, by the first website, a second token 

that corresponds to the first token, wherein the second token is an access token 

indicating that the second website grants password-free login permission after user 

login succeeds; and 15 

sending, by the first website based on the website identifier in the first token, a 

password-free login request comprising a third token to the second website that 

corresponds to the website identifier, wherein the third token comprises the second 

token; and logging in to the second website without a password when the second 

website successfully verifies the second token. 20 

2. The method according to claim 1, wherein the method further comprises: 

receiving, by the first website, a password-free proxy login setting request sent by 

the second website, wherein the password-free proxy login setting request comprises 

the second token; and 

creating, by the first website, the first token comprising the device fingerprint; 25 

storing the first token in the cookies of the browser website; storing a correspondence 

between the first token and the second token; and notifying the second website that 

password-free proxy login is successfully set. 

3. The method according to claim 1, wherein the method further comprises: 

after the second website is logged in to through the first website without a 30 

password, displaying a logged-in page of the second website in an embedded page form; 

when the cookies of the browser store a plurality of first tokens that separately 
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correspond to different second websites, displaying, on the same page as the embedded 

page by the first website based on website identifiers in the first tokens, another second 

website that has enabled password-free proxy login through the first website; and 

if the first website detects that a user selects the another second website, sending 

a password-free login request to the another second website, and adding a second token 5 

that corresponds to a first token of the another second website to the third token. 

4. The method according to claim 3, wherein the method further comprises: 

if the cookies of the browser store a plurality of first tokens that separately 

correspond to different second websites, when the first website receives the website 

jump trigger, selecting one of the second websites based on a predetermined selection 10 

rule, to perform password-free proxy login. 

5. The method according to claim 1, wherein the method further comprises: 

receiving, by the first website, a password-free proxy login cancellation request 

sent by the second website, wherein the password-free proxy login cancellation request 

comprises the third token, the third token is an indication created by the second website 15 

for canceling password-free proxy login, and the third token comprises the website 

identifier of the second website; and 

obtaining, by the first website based on the website identifier in the third token, 

the first token comprising the second website; and deleting the first token and the 

second token that corresponds to the first token. 20 

6. The method according to any one of claims 1 to 5, wherein the first website is a 

shopping website, and the second website is a payment website; or 

the first website is a payment website, and the second website is another payment 

website linked to the payment website. 

7. A website login method, wherein the method is used for password-free login of 25 

a second website through a first website, and the method comprises: 

displaying, by the first website, a website jump trigger identifier on a page, 

wherein the website jump trigger identifier is used to, when selected, trigger the first 

website to jump to a website list page comprising a plurality of second websites to be 

selected; and 30 

in response to user selection of the website jump trigger identifier, jumping, by the 

first website, to a logged-in page that displays one of the plurality of second websites 

on the website list page. 

8. The method according to claim 7, wherein the second website is displayed on 
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the first website in an embedded page form, the logged-in page of the second website 

displays an indication indicating that password-free proxy login has been enabled, and 

the method further comprises: 

further displaying, by the first website, another second website that has enabled 

password-free proxy login; and 5 

in response to user selection of the another second website, switching, by the first 

website, to a logged-in page of the another second website in a location of the embedded 

page. 

9. The method according to claim 7, wherein the second website is further linked 

to a plurality of third websites to be selected, and the method further comprises: 10 

in response to user selection of the website jump trigger identifier, displaying, by 

the first website, a logged-in page of a third website linked to one of the plurality of 

second websites. 

10. A website login method, wherein the method is used for password-free login 

of a second website through a first website, and the method comprises: 15 

receiving, by the second website, a password-free login request sent by the first 

website, wherein the password-free login request comprises a third token, the third 

token comprises a second token, and the second token is an access token indicating that 

the second website grants password-free login permission after user login succeeds; and 

when the second website successfully verifies the second token, performing 20 

password-free login. 

11. The method according to claim 10, wherein the method further comprises: 

receiving, by the second website, login information for requesting login and a 

password-free login setting request indication; 

creating, by the second website, the second token based on the indication after 25 

verification of the login information succeeds; and sending a password-free proxy login 

setting request comprising the second token to the first website, so that the first website 

creates, based on the password-free proxy login setting request, a first token comprising 

a device fingerprint, and stores a correspondence between the first token and the second 

token; and 30 

receiving, by the second website, a notification sent by the first website indicating 

that password-free proxy login is successfully set, and displaying that password-free 

proxy login has been enabled on a logged-in page of the second website. 

12. The method according to claim 11, wherein the method further comprises: 
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further displaying, on the logged-in page after the second website is logged in to 

without a password, an option that can be selected by a user for exiting password-free 

proxy login; 

when receiving a trigger to the option of exiting password-free proxy login, 

creating, by the second website, a fourth token used to instruct to cancel password-free 5 

proxy login, wherein the fourth token comprises a website identifier of the second 

website; and 

sending, by the second website, a password-free proxy login cancellation request 

comprising the fourth token to the first website, so that the first website cancels 

password-free proxy login of the second website based on the fourth token. 10 

13. The method according to claim 10, wherein the second website is further linked 

to a plurality of third websites to be selected, and the method further comprises: 

after the second website is logged in to without a password, obtaining a fifth token 

stored in cookies of a browser that the second website runs on, wherein the fifth token 

comprises a website identifier of one of the third websites and a device fingerprint used 15 

to indicate a running environment where password-free proxy login is set for the third 

website; 

if the second website determines, based on the device fingerprint, that a current 

running environment is the same as the running environment where password-free 

proxy login is set for the third website, obtaining, by the second website, a sixth token 20 

that corresponds to the fifth token, wherein the sixth token is an access token indicating 

that the third website grants password-free login permission after user login succeeds; 

and 

sending, by the second website based on the website identifier in the fifth token, a 

password-free login request comprising the sixth token to the third website that 25 

corresponds to the website identifier; and logging in to the third website without a 

password after the third website successfully verifies the sixth token. 

14. A website login apparatus, wherein the apparatus is applied to a first website, 

so as to log in to a second website through the first website through password-free proxy, 

and the apparatus comprises: 30 

a token acquisition module, configured to: when a website jump trigger is received, 

obtain a first token stored in cookies of a browser that the first website runs on, wherein 

the first token comprises a website identifier of a second website on a second website 

list page indicated by the website jump trigger, and a device fingerprint used to indicate 
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a running environment where password-free proxy login is set for the second website; 

a token verification module, configured to: if it is determined based on the device 

fingerprint that a current running environment is the same as the running environment 

where password-free proxy login is set for the second website, obtain a second token 

that corresponds to the first token, wherein the second token is an access token 5 

indicating that the second website grants password-free login permission after user 

login succeeds; and 

a password-free login module, configured to send, based on the website identifier 

in the first token, a password-free login request comprising a third token to the second 

website that corresponds to the website identifier, wherein the third token comprises 10 

the second token; and log in to the second website without a password when the second 

website successfully verifies the second token. 

15. The apparatus according to claim 14, wherein the apparatus further comprises: 

a setting receiving module, configured to receive a password-free proxy login 

setting request sent by the second website, wherein the password-free proxy login 15 

setting request comprises the second token; and 

a setting processing module, configured to create the first token comprising the 

device fingerprint; store the first token in the cookies of the browser website; store a 

correspondence between the first token and the second token; and notify the second 

website that password-free proxy login is successfully set. 20 

16. The apparatus according to claim 14, wherein the apparatus further comprises: 

a page display module, configured to: after the second website is logged in to 

without a password, display a logged-in page of the second website in an embedded 

page form; when the cookies of the browser store a plurality of first tokens that 

separately correspond to different second websites, display, on the same page as the 25 

embedded page and based on website identifiers in the first tokens, another second 

website that has enabled password-free proxy login through the first website; and 

a login switch module, configured to: if it is detected that a user selects the another 

second website, send a password-free login request to the another second website, and 

add a second token that corresponds to a first token of the another second website to 30 

the third token. 

17. The apparatus according to claim 16, wherein 

the page display module is configured to: if the cookies of the browser store a 

plurality of first tokens that separately correspond to different second websites, when 
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the website jump trigger is received, select one of the second websites based on a 

predetermined selection rule, to perform password-free proxy login. 

18. The apparatus according to claim 14, wherein the apparatus further comprises: 

a cancellation receiving module, configured to receive a password-free proxy login 

cancellation request sent by the second website, wherein the password-free proxy login 5 

cancellation request comprises a third token, the third token is an indication created by 

the second website for canceling password-free proxy login, and the third token 

comprises the website identifier of the second website; and 

a cancellation processing module, configured to obtain, based on the website 

identifier in the third token, the first token comprising the second website; and delete 10 

the first token and the second token that corresponds to the first token. 

19. The apparatus according to any one of claims 14 to 18, wherein the first 

website is a shopping website, and the second website is a payment website; or 

the first website is a payment website, and the second website is another payment 

website linked to the payment website. 15 

20. A website login apparatus, wherein the apparatus is applied to a first website, 

so as to log in to a second website through the first website through password-free proxy, 

and the apparatus comprises: 

an identifier display module, configured to display a website jump trigger 

identifier on a page, wherein the website jump trigger identifier is used to, when 20 

selected, trigger the first website to jump to a website list page comprising a plurality 

of second websites to be selected; and 

a page jump module, configured to: in response to user selection of the website 

jump trigger identifier, jump to a logged-in page that displays one of the plurality of 

second websites on the website list page. 25 

21. The apparatus according to claim 20, wherein the second website is displayed 

on the first website in an embedded page form, the logged-in page of the second website 

displays an indication indicating that password-free proxy login has been enabled, and 

the apparatus further comprises: 

a page display module, configured to display another second website that has 30 

enabled password-free proxy login; and 

a page switch module, configured to: in response to user selection of the another 

second website, switch to a logged-in page of the another second website in a location 

of the embedded page. 
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22. The apparatus according to claim 20, wherein the second website is further 

linked to a plurality of third websites to be selected; and 

the page jump module is further configured to: in response to user selection of the 

website jump trigger identifier, display a logged-in page of a third website linked to one 

of the plurality of second websites. 5 

23. A website login apparatus, wherein the apparatus is applied to a second website, 

so as to log in to the second website through a first website through password-free proxy, 

and the apparatus comprises: 

a request receiving module, configured to receive a password-free login request 

sent by the first website, wherein the password-free login request comprises a third 10 

token, the third token comprises a second token, and the second token is an access token 

indicating that the second website grants password-free login permission after user 

login succeeds; and 

a login execution module, configured to: when verification of the second token 

succeeds, perform password-free login. 15 

24. The apparatus according to claim 23, wherein the apparatus further comprises: 

a setting indication module, configured to receive login information for requesting 

login and a password-free login setting request indication; 

a setting sending module, configured to create the second token based on the 

indication after verification of the login information succeeds; and send a password-20 

free proxy login setting request comprising the second token to the first website, so that 

the first website creates, based on the password-free proxy login setting request, a first 

token comprising a device fingerprint, and stores a correspondence between the first 

token and the second token; and 

a setting result module, configured to receive a notification sent by the first website 25 

indicating that password-free proxy login is successfully set, and display that password-

free proxy login has been enabled on a logged-in page of the second website. 

25. The apparatus according to claim 24, wherein the apparatus further comprises: 

a cancellation indication module, configured to further display, on the logged-in 

page after password-free login is performed, an option that can be selected by a user for 30 

exiting password-free proxy login; 

a cancellation processing module, configured to: when a trigger to the option of 

exiting password-free proxy login is received, create a fourth token used to instruct to 

cancel password-free proxy login, wherein the fourth token comprises a website 
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identifier of the second website; and send a password-free proxy login cancellation 

request comprising the fourth token to the first website, so that the first website cancels 

password-free proxy login of the second website based on the fourth token. 

26. The apparatus according to claim 23, wherein the second website is further 

linked to a plurality of third websites to be selected, and the apparatus further comprises: 5 

a token acquisition module, configured to: after password-free login is performed, 

obtain a fifth token stored in cookies of a browser that the second website runs on, 

wherein the fifth token comprises a website identifier of one of the third websites and 

a device fingerprint used to indicate a running environment where password-free proxy 

login is set for the third website; 10 

a fingerprint verification module, configured to: if it is determined based on the 

device fingerprint that a current running environment is the same as the running 

environment where password-free proxy login is set for the third website, obtain a sixth 

token that corresponds to the fifth token, wherein the sixth token is an access token 

indicating that the third website grants password-free login permission after user login 15 

succeeds; and 

a login request module, configured to send, based on the website identifier in the 

fifth token, a password-free login request comprising the sixth token to the third website 

that corresponds to the website identifier; and log in to the third website without a 

password after the third website successfully verifies the sixth token. 20 


