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SYSTEM AND METHOD FOR MANAGING VEHICULAR ROAD USAGE

Background of the Invention

The present invention relates to a system and rddtitananaging vehicular road usage.

Description of the Prior Art

Many cities globally typically encounter issues relation to traffic congestion. The
congestion causes inhabitants in the cities toesufbm substantial delays in their daily
lives. Overall work productivity drops and inconwamces increase, leading to adverse

effects on the economies of the cities.

In order to tackle this problem, some cities resothe use of tolls to manage traffic volume
traversing within high traffic areas like businadistricts. Some examples of such cities
include London (which has implemented a congestibarge) and Singapore (which has
implemented a system called electronic road pricatg=RP), whereby traffic entering into

the business districts is levied a surcharge.

Taking Singapore as an example, the electronic pvaihg system relies on use of static
gantries to levy the surcharges as vehicles padsruhe gantries. Typically, payment for the
surcharges is carried out as the vehicles pasg tinelggantries, and a driver of each vehicle
needs to maintain positive credit in a payment cardrder to carry out payment of the

surcharges. In addition, the locations of the gesitare fixed and the boundaries for levying

surcharges must therefore be static as a consegjuenc

It is appreciated that existing solutions for degwith traffic congestion can be enhanced. It
is generally desirable to improve consumer expedasiwhen making payment for vehicular

road usage surcharges.

Summary of the Present Invention

In a first aspect, there is provided a system fanaging vehicular road usage, the system
including one or more electronic processing devamedigured to: determine, at an in-

vehicle processing device, journey parameters atiie of a distance and at least one
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location traversed by a vehicle; determine, at ithgehicle processing device, payment
information indicative of a payment amount repréisgna vehicular road usage surcharge in
accordance with the journey parameters; transnoit,at central server, the payment

information; determine, at a payment processingtesys a pairing of user account

information with the in-vehicle processing devia@nd use, at the payment processing
system, the user account information to therebgedhe vehicular road usage surcharge to
be paid from a digital wallet account associateith whe user account information.

There is also provided a method for managing véfiicoad usage, the method including, in
one or more electronic processing devices: detengyrat an in-vehicle processing device,
journey parameters indicative of a distance anlgasdt one location traversed by a vehicle;
determining, at the in-vehicle processing devicaynpent information indicative of a

payment amount representing a vehicular road usageharge in accordance with the
journey parameters; transmitting, to a central eerthe payment information; determining,
at a payment processing system, a pairing of usewuat information with the in-vehicle

processing device; and using, at the payment psowgsystem, the user account information
to thereby cause the vehicular road usage surcharge paid from a digital wallet account

associated with the user account information.

In a further aspect, there is provided an in-vehprlocessing device for managing vehicular
road usage, the device including one or more @eutrprocessing devices configured to:
determine journey parameters indicative of a distaand at least one location traversed by a
vehicle; determine payment information indicative ao payment amount representing a
vehicular road usage surcharge in accordance wéhourney parameters; and transmit, to a

central server, the payment information.

In a final aspect, there is provided a non-tramgitocomputer readable storage medium
embodying thereon a program of computer readalsiguictions which, when executed by
one or more processors of an in-vehicle deviceomraunication with a central server, cause
the in-vehicle device to perform a method for mam@gehicular road usage, the method
being embodied in the steps of: determining jourpasameters indicative of a distance and

at least one location traversed by a vehicle; dateng payment information indicative of a
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payment amount representing a vehicular road usageharge in accordance with the

journey parameters; and transmitting, to a cesgaler, the payment information.

It will be appreciated that the broad forms of iimeention and their respective features can
be used in conjunction, interchangeably and/or pedéently, and reference to separate

broad forms is not intended to be limiting.

Brief Description of the Drawings

A non-limiting example of the present invention lwibw be described with reference to the
accompanying drawings, in which: -

Figure 1 is a flow chart of an example of a metfaydnanaging vehicular road usage;

Figure 2 is a schematic diagram of an example system for managing vehicular road
usage;

Figure 3 is a schematic diagram showing componehtan example user device of the
system shown in Figure 2;

Figure 4 is a schematic diagram showing componahé& in-vehicle processing device of
the system shown in Figure 2;

Figure 5 is a schematic diagram of an example oéraral server of the system shown in
Figure 2;

Figure 6 is a schematic diagram showing componehtsn example payment processing
system of the system shown in Figure 2;

Figures 7A to 7B is a flowchart of a specific exaenpf a method for managing vehicular
road usage;

Figure 8 is a flowchart of an example of a methbdarount setup with the central server
before the system shown in Figure 2 is used,

Figure 9 is a specific implementation of a methbdazount setup; and

Figure 10 is a specific implementation of a metfmdnanaging vehicular road usage.

Detailed Description

An example of a method for managing vehicular roadge will now be described with

reference to Figure 1.
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For the purpose of illustration, it is assumed ttet method is performed at least in part
using one or more electronic processing devicesh sas a suitably programmed

microcontroller forming part of an in-vehicle preseang device and in communication with

one or more servers and user devices, such asemphdnes, portable computers, tablet
computers, or the like. The in-vehicle processiagice can be removable from the vehicle if
it is configured to be used outside of the vehidlbe server and user devices are also
typically in communication with a payment systemieth may comprise any suitable

computer system such as a server that is capalpeooéssing payments made by the user
and which may include a number of processing devassociated with each of an issuer,
acquirer, card network and payment gateway, orratevely, the payment processing system

may include any one or more of these entities hrsdwill be discussed further below.

The term in-vehicle processing device is intenaedaver any electrical device that acts as a
"brain” for controlling at least some functionadsiof a vehicle. It can be removable from the
vehicle if it is configured for use in such a mannEhe in-vehicle processing device will

typically include one or more electronic processilgyices such as a suitably programmed

microcontroller.

Moreover, throughout the following paragraphs, sthépecific reference is made to a central
server, typically, the central server is administeby an entity which manages vehicular

infrastructure, and can be a government agendyeolike.

Furthermore, throughout the following paragraphs,term "vehicular road usage surcharge"
can refer to at least one of the following scersadf for example, a surcharge for traversing
to a pre-defined location that is chargeable ainature of arrival at the pre-defined location,

a surcharge for distance traversed by the vehieterchined at a pre-defined interval like

every day/week/month, and so forth.

In this example, at step 100 the in-vehicle praogsdevice determines journey parameters
of the vehicle operated by a user. The in-vehicte@ssing device may determine a distance
and a location(s) traversed by the vehicle, in sunyable way, including for example by use
of a positioning system (such as the Global Pasitgp System (GPS) or GLONASS).



10

15

20

25

30

At step 110, a vehicular road usage surcharge goairtdicative of usage of the vehicle in
accordance with a distance and a location(s) tsageby the vehicle with respect to a road
network is then determined. This step may be peréor by the in-vehicle processing device
or alternatively, by a central server which is adistered by the entity which manages
vehicular infrastructure. The central server maycleid based. In this step, the location of
the vehicle is derived, for example, from the posihg system, whereby the location is with
respect to a road network (such as a street, @a@d, postcode and the like). The road
network information will typically be provided ihé form of a map which may be stored
locally in the in-vehicle processing device or aféal from or stored in the central server or
database associated therewith. Pre-defined locationthe road network will have an
associated access surcharge whenever the velaekrges to the pre-defined locations. The
associated access surcharges can vary dependiagiore, date and vehicle type that the
vehicle traverses the pre-defined locations. Famgde, there can be graduated access
surcharges during the different time windows inay,dranging from $0.00 to $5.00 for
passenger cars, whilst the graduated access sgeshaange from $0.00 to $10.00 for
commercial-use vehicles like vans and lorries. &lean also be graduated usage surcharges
for the distance travelled by the vehicle. For eglamna first vehicle that travels for more
than 100km per day is charged a rate of $0.05 pemktre, whilst a second vehicle that
travels less than 30km per day is charged a re$@.6fl per kilometre.

At step 120, in response to determining the vehicubad usage surcharge for the vehicle,
the method further includes, determining user astodormation associated with an account
of the user. The user account information may lBcative of a payment card or bank
account of the user and may be associated with l@lenapplication executing on the user
device. The user account information may be storeddigital payment wallet linked to the
mobile application. Typically, the central serveitl wetrieve the account information from

the user device, for example from the digital paytveallet.

At step 130, the account information and paymefdrination is provided to a payment
processing system to thereby cause the vehicuéat usage surcharge to be paid from the
user account. Typically, this step is performedthiy central server which is configured to

handle payment transactions with the payment psingsystem, comprising for example a
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payment service provider, acquirer, card networlt msuer. In at least one example, the
above method causes the vehicular road usage sgecha be paid automatically during
instances such as, for example, at a pre-defines] daival of the vehicle at a pre-defined
location, and so forth. Typicallthe payment process is performed automatically and
seamlessly without involvement of the user afterratial set-up process of linking the user

account to the central server.

Typically, the digital payment wallet generates rmpant data which is transmitted to the
payment processing system. The payment data caspifigr example, the amount of the
payment, a tokenized version of a primary accoumhlver (PAN) of a desired payment
instrument, an expiry date of the payment instrumand other information required to

generate an authorization request for a transa¢toyrexample, formatted according to the
ISO8583 standard). The authorization request caaprPAN or token, as well as encrypted
transaction details may be in the form of an EMYptogram, sometimes known as an
authorization request cryptogram or ARQC. The ARQ@®ypically generated according to

the EMV specification, or according to an implenatiain thereof, such as M/Chip Advance
of Mastercard International Incorporated.

The central server then submits an authorizatigoest to, for example, a payment service
provider (PSP) or the acquirer, the authorizatiesuest comprising the PAN, or the token,
and the cryptogram. The acquirer or PSP then rdbtesuthorization request, based on the
PAN/token, to the payment processing system andpthigment processing system then
identifies, based on the PAN or token, the issoevtiich the request should be routed. In the
case of a tokenized transaction, prior to sendiggauthorization request to a transaction
processing system of the issuer (the issuer progedke token is mapped back to the PAN
with which it is associated by sending a request token service provider (TSP) such as
Mastercard Digital Enablement Service (MDES).

Once received by the issuer processor, the ARQ@lidated against a corresponding ARQC
generated by the issuer (in known fashion accordingthe EMV standard or an
implementation thereof, such as M/Chip of Mastatcémternational Incorporated). On

successful validation, an authorization responsmptizing data indicating success or
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otherwise of the transaction request, and an aattan response cryptogram (ARPC), is
generated by the issuer and sent back to the acqu@ the payment network (with the PAN
being re-mapped to the token by the TSP, as apptepprior to being transmitted to the
acquirer). The authorization response is then indted to the central server, and the ARPC
is transmitted to the digital payment wallet, whérés validated against a corresponding
ARPC generated by the digital payment wallet. Ssgcer otherwise, of the validation is
transmitted from the digital payment wallet backtte central server, which confirms

completion of the authorization request.

After a user has paid for the vehicular road usageharge, the central server may generate a
notification that the vehicular road usage surckalgs been paid, and provide the
notification to the in-vehicle processing deviceheTin-vehicle processing device may
responsive to receiving the notification, generateepresentation of the notification and
cause the representation to be displayed to the lmsthis way, the user is informed that the
surcharge has been paid without any interventioneXcessive number of notifications may
assist in making drivers more attentive to theividg behaviour pertaining to vehicular road

usage.

The method may therefore further include generagingptification indicative of a warning
that the vehicle has traversed slightly less thaeadefined distance within a pre-defined
time period. The in-vehicle processing device miagnt generate a representation of the
notification and display the representation to tiser so that the user is aware that a higher
rate of the vehicular road usage surcharge isdortting. In one example, a visual warning
notification may be provided, however, alternatyvah audible warning may be provided or
a combination of both. Any number of warnings maypibovided depending on the preferred
implementation. For example, the notification maythggered approximately 10km before

the pre-defined distance.

Accordingly, it will be appreciated that at leastane example, the above described process
provides a number of advantages. By moving the kedge of vehicular road usage costs to
the end-user (i.e. the driver), the end-user reseclear visibility of payable costs regarding

vehicular road usage, and correspondingly, the umed- may be inclined to minimise
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unnecessary vehicular use in order to minimisescobhis can also lead to reduction of
pollution emitted by vehicles. Furthermore, subB#&host savings can also be made by the
entity which manages vehicular infrastructure. Emample, the entity will no longer be
required to purchase, install, maintain or mongquipment and administrative processes
designed to administer to levying vehicular roacges surcharges. Moreover, from an
administrative perspective, as the vehicular rosaga surcharge is deducted automatically
from the user's account, there would be additigagings in no longer having to administer
fines for non-payment or late payment of the roadhge surcharge to users and to
subsequently chase up on whether the fines have gm@d. In addition to monetary benefit,
there would also be a human resources benefit @siltity staff can be reallocated to

perform other tasks.

In addition, as a user would be able to monitoirtben vehicular road usage behaviour by
the costs payable for the vehicular road usagehatges, it is likely that over time, the user's
attitude towards vehicular road usage will charye@irably, which may lead to an overall
reduction in traffic on roads at specific times amatrespondingly, pollution by vehicles

would also be reduced.

From a user's perspective, they would be incemitivieo use the system because of the
convenience of payment for vehicular road usagehsumges being carried out on their behalf
with little effort being expended on their partifparily during a setting up portion, which
will be described in greater detail at a later joork

A number of further features will now be described.

In one example, the distance traversed and thdido€s) traversed are determined using
location data derived from a positioning systempicglly, the positioning system will be a
global satellite system enabling the position & trehicle and time to be determined to
within an accuracy of several metres and nanosecoggpectively. From this, the vehicle
distance traversal and location can be derived florown techniques as will be well
understood in the art. In one example, the posiiprsystem is the Global Positioning
System (GPS) and the on-board processing devitedes a GPS receiver. The GPS receiver

may be an in-built unit in an in-vehicle processpalternatively it may be a separate in-built
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vehicle GPS unit. When GPS is used, the indicatibalistance traversed and location(s)
traversed may be determined using known technidmesleriving such information from
GPS data including for instance location informat{tatitude/longitude measurements), time
and Doppler shift.

In one example, the in-vehicle processing deviceives the surcharge information from a
central server via a communications network. Thelarge information may be determined
from a database or the like which stores infornmatielating toassociated access surcharges
depending on a time, date and vehicle type thatvis@cle traverses the pre-defined
locations. Thus, appropriate surcharge informattiwra particular vehicle type is provided to
the in-vehicle processing device, as in some is®nthe in-vehicle processing device
would provide an indication to the central servathwegard to the vehicle type that the in-
vehicle processing device is integrated within.this example, the in-vehicle processing
device would then determine the traversed distancetraversed location(s) to determine the
vehicular road usage surcharge quantum. Alterrigfiibe central server determines the

vehicular road usage surcharge quantum.

The road network information may be at least plytiadicative of at least one road network
map. In this regard, the in-vehicle processing ckewypically retrieves a road network map
from the central server and then compares theudiitand longitude coordinates with a
corresponding point on the map to determine theetsed distance and location(s) of the
vehicle with respect to the road network. Havinged®ined this distance and location (for
example a street, road, area or position alongige)yothe corresponding vehicular road usage

surcharge can be determined.

An example of a system for managing vehicular raadge will now be described with
reference to Figure 2.

In this example, the system 200 includes an inalelprocessing device 210, a user device
220 running a third party application and a paynagglication/payment component such as
a digital payment wallet, a communications netwd&0, a central server 230 in

communication with a database 231, and a paymenepsing system 240.



10

15

20

25

-10 -

The communications network 250 can be of any apatepform, such as the Internet and/or
a number of local area networks (LANs) for provglinonnectivity between the central
server 230, user device 220, payment processingael@40 and optionally the in-vehicle
processing device 210. It will be appreciated ttié network configuration is for the
purpose of example only, and in practice the varidevices can communicate via any
appropriate mechanism, such as via wired or wisetesnections, including, but not limited
to mobile networks, private networks, such as a@.BD network, the Internet, LANS,
WANSs, or the like, as well as via direct or poiotgoint connections, such as Bluetooth, or
the like.

In one example, the central server 230 includes anmore processing systems, each of
which may be coupled to one or more databasesT2&1 central server 230 is adapted to be
used in receiving requests from and respondingh¢ouser device 220 and the in-vehicle
processing device 210. The user device 220 andnthiehicle processing device 210 are
typically adapted to communicate with the centealer 230, allowing requests to be made
and responses to be received. The central sen@m8 also be adapted to implement
payment services, or be connected to a paymenegsog system 240, such as servers of
financial institutions, payment gateways or the liks will be appreciated by persons skilled

in the art.

Whilst the central server 230 is a shown as a siagparatus, it will be appreciated that the
merchant processing system can be distributed aveamber of geographically separate
locations, for example by using processing systena#or databases 231 that are provided as
part of a cloud based environment. However, thevabdescribed arrangement is not

essential and other suitable configurations coeldsed.
User Device 220

The user device 220 of any of the examples herein Ibe a handheld computer device such
as a smart phone or a PDA such as one manufactyedpple™, LG™, HTC™,
BlackBerry™, or Motorold™. The user device 220 may include a mobile conmuteh as a

tablet computer or a wearable mobile processingcdesuch as a smart watch. An exemplary
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embodiment of a user/merchant device 300 is showkigure 3. As shown, the device 300

includes the following components in electronic coamication via a bus 306:

1. a display 302;

2. non-volatile memory 303;

3. random access memory ("RAM") 304;

4. N processing components 301;

5. a transceiver component 305 that includes Nstminers; and
6. user controls 307.

Although the components depicted in Figure 3 regarephysical components, Figure 3 is not
intended to be a hardware diagram; thus many otdneponents depicted in Figure 3 may
be realized by common constructs or distributed ragmadditional physical components.
Moreover, it is certainly contemplated that otheiseng and yet-to-be developed physical
components and architectures may be utilized tolement the functional components

described with reference to Figure 3.

The display 302 generally operates to provide agrtion of content to a user, and may be
realized by any of a variety of displays (e.g., CRTD, HDMI, micro-projector and OLED
displays). And in general, the non-volatile mem868 functions to store (e.g., persistently
store) data and executable code including code ithaassociated with the functional
components of a browser component and applicatiand, in one example, a payment
application 308 and third party application 309 a@keng on the user device 220. In one
example, the third party application 309 can beviged by the entity managing vehicular
infrastructure. In some embodiments, for examgie, non-volatilie memory 303 includes
bootloader code, modem software, operating systede,cfile system code, and code to
facilitate the implementation of one or more pari®f the applications 308, 309 as well as
other components well known to those of ordinamyl gk the art that are not depicted for

simplicity.



10

15

20

25

-12 -

In many implementations, the non-volatile memorg 3§ realized by flash memory (e.g.,
NAND or ONENAND memory), but it is certainly cont@ated that other memory types
may be utilized as well. Although it may be possitd execute the code from the non-
volatile memory 303, the executable code in thevaatile memory 303 is typically loaded

into RAM 304 and executed by one or more of therdEpssing components 301.

The N processing components 301 in connection RIAM 304 generally operate to execute
the instructions stored in non-volatile memory 303:ffectuate the functional components.
As one of ordinarily skill in the art will appretea the N processing components 301 may
include a video processor, modem processor, D&Phgrs processing unit (GPU), and other

processing components.

The transceiver component 305 includes N transceins, which may be used for
communicating with external devices via wirelessvoeks. Each of the N transceiver chains
may represent a transceiver associated with acpkati communication scheme. For
example, each transceiver may correspond to pristoit@mt are specific to local area
networks, cellular networks (e.g., a CDMA netwoakGPRS network, a UMTS network),

and other types of communication networks.
I n-Vehicle Processing Device 210

A suitable in-vehicle processing device 210 for useéhe system for managing vehicular

road usage described in any one of the above erangpshown in Figure 4.

In this example, the in-vehicle processing devit® ihcludes at least one microprocessor
400, a memory 401, an optional input/output devi@2, such as a display, keyboard,
touchscreen and the like, and an external interf@® interconnected via a bus 404 as
shown. In this example the external interface 483 lee utilised by the in-vehicle processing
device 210 when communicating with peripheral desjcsuch as the user device 220,
communications networks 250, the central server, #388 payment processing system 240,
databases, other storage devices, or the likehoadgth only a single interface 403 is shown,

this is for the purpose of example only, and incpca@ multiple interfaces using various
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methods (e.g. Ethernet, serial, USB, wireless, ®htd™ Low Energy (BLE), Near Field

Communication (NFC), or the like) may be provided.

In use, the microprocessor 400 executes instrustionthe form of applications software

stored in the memory 401 to allow communicatiorhwite user device 220, and the central
server 230. The applications software may include or more software modules, and may
be executed in a suitable execution environmermt) s1$ an operating system environment,

or the like.

Accordingly, it will be appreciated that the in-wele processing device 210 may be formed
from any suitable processing system, such as awutrehic processing device, including a
microprocessor, microchip processor, logic gate figamtion, firmware optionally

associated with implementing logic such as an FRBAId Programmable Gate Array), or
any other electronic device, system or arrangemiEmis, in one example, the processing
system 210 is a standard processing system suah &#el Architecture based processing
system, which executes software applications storedon-volatile (e.g., hard disk) storage,

although this is not essential.

Typically, the in-vehicle processing device 210nfsrpart of a computer system built-in or
otherwise integrated with the vehicle and may oty also include a positioning receiver
405 for determining a distance traversed and loon&) of the vehicle. The vehicle
processing device 210 may also be pre-loaded wét network maps for use in determining
the location of the vehicle and distance traversila respect to the road network.

In addition, the in-vehicle processing device 240 be loaded with information regarding
vehicle type that the in-vehicle processing dedd@ is installed in so that the in-vehicle

processing device 210 is able to provide inforrmata vehicle type when necessary.
Central Server 230

A central server 230 for use in the system 200rdzestt in any one of the above examples is
shown in Figure 5. The central server 230 can Ipeirsidtered by the entity administering the

vehicular infrastructure.



10

15

20

25

-14 -

In this example, the central server 230 includeleast one microprocessor 500, a memory
501, an optional input/output device 502, such alsplay, keyboard, touchscreen and the
like, and an external interface 503, interconneestada bus 504 as shown. In this example
the external interface 503 can be utilised by #mral server 230 when communicating with
peripheral devices, such as the user device 22@memications networks, the payment
processing system 240, the in-vehicle processingcee210, databases, other storage
devices, or the like. Although only a single ifidee 503 is shown, this is for the purpose of
example only, and in practice multiple interfacesg various methods (e.g. Ethernet, serial,
USB, wireless, Bluetooff Low Energy (BLE), Near Field Communication (NF®), the
like) may be provided.

In use, the microprocessor 500 executes instrustionthe form of applications software

stored in the memory 501 to allow communicatiorhwite in-vehicle processing device 210,
for example to receive vehicular road usage sugehardication and to provide road network
information including vehicular road usage surckangformation, and the payment

processing system 240, for example to cause thewahroad usage surcharge to be paid
from the user account. The applications softwarg meaude one or more software modules,
and may be executed in a suitable execution enwvieon, such as an operating system

environment, or the like.

Accordingly, it will be appreciated that the cehtsgrver 230 may be formed from any
suitable processing system, such as any electrpnocessing device, including a
microprocessor, microchip processor, logic gate figamtion, firmware optionally
associated with implementing logic such as an FREAId Programmable Gate Array), or
any other electronic device, system or arrangemétfawever, the central server 230 may
also be formed from a suitably programmed PC, tateterminal, lap-top, or hand-held PC,
a tablet, or smart phone, or the like. Thus, i® @xample, the central server 230 is a
standard processing system such as an Intel Acthite based processing system, which
executes software applications stored on non-Vel@ig., hard disk) storage, although this is

not essential.

Payment processing system 240
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A suitable payment processing system 240 for usthensystem described in any of the

above examples is shown in Figure 6.

In this example, the payment processing system i24® server (though in practice, the
system 240 will comprise multiple such servers} thaludes at least one microprocessor
800, a memory 801, an optional input/output dewdf?, such as a display, keyboard,
touchscreen and the like, and an external interB@® interconnected via a bus 804 as
shown. In this example the external interface 8@3 loe utilised for connecting the payment
processing system 240 to peripheral devices isyaem 200, such as the central server 230,
the communication networks 900, storage devicegherlike. Although a single external
interface 803 is shown, this is for the purposeexdmple only, and in practice multiple
interfaces using various methods (e.g. Etherneials&JSB, wireless or the like) may be
provided.

In use, the microprocessor 800 executes instructinonthe form of applications software
stored in the memory 801 to allow communicatiorhwite payment processing system 240,
for example to process payment required at the paynprocessing system 240. The
applications software may include one or more saféamodules, and may be executed in a

suitable execution environment, such as an opgraiigtem environment, or the like.

Accordingly, it will be appreciated that the payrmenocessing system 240 may be formed
from any suitable processing system, such as awtrehic processing device, including a
microprocessor, microchip processor, logic gate figamation, firmware optionally

associated with implementing logic such as an FREAId Programmable Gate Array), or
any other electronic device, system or arrangemiEmis, in one example, the processing
system is a standard processing system such astenArchitecture based processing
system, which executes software applications storedon-volatile (e.g., hard disk) storage,

although this is not essential.

In other examples, such as described above, thegayprocessing system 240 is formed of
multiple computer systems interacting, for exampla, a distributed network arrangement.

As distributed networking is known in the art, illmot be described further in more detail.
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In particular, the payment processing system 249 imdude or be in communication with a
number of processing systems associated with elaah ssuer, acquirer, card network and
payment gateway, or alternatively, the paymentesgsinay be any one or more of these

entities.

In one example, the payment processing system @d@dssthe user account information and
payment information to the third party's acquifEhe acquirer then requests that the card
network get an authorization from the user's iggibank. The card network submits the
transaction to the issuer for authorization andigkaing bank then authorizes the transaction
if the account has sufficient funds to cover theoam payable. The issuer then routes
payment to the acquirer (in subsequent settlemmahtchearance processes as known in the

art) who then deposits the payment into the thadyfs account.

An example of a method for managing vehicular rosdge will now be described in more

detail with reference to Figures 7A to 7B.

In this example, at step 595 the user enters tadiicle and starts the ignition. This provides
power to the in-vehicle processing device 210.tAp 600, the in-vehicle processing device
210 receives surcharge information from the censexver 230 via a communications
network. In some instances, the surcharge infoonas in accordance with vehicle type and
can be periodically received whenever there arexgdm to the surcharge information, or

received at pre-defined time intervals.

As the user begins to drive, at step 605, the locaif the vehicle with respect to the road
network is then determined by the in-vehicle preoes device 210 by comparing location

coordinates with the road network map obtained ftioencentral server 230.

At step 610, journey parameters of the vehiclestenined using the positioning receiver of
the in-vehicle processing device 210. In other gXas) as previously mentioned, the
journey parameters could be derived from a separdiailt vehicle positioning receiver and

provided to the in-vehicle processing device 21Be Journey parameters is then used to
determine the distance traversed by the vehicle tla@ location(s) of the vehicle at step 615

using known techniques familiar to persons skiitethe art.
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At step 620, the journey parameters are procedstn an-vehicle processing device 210 to
determine the vehicular road usage surcharge. Tdtecwar road usage surcharge is
determined from surcharge information provided bg tentral server 230, whereby the
surcharge information is dependent on vehicle tysyment information indicative of the

vehicular road usage surcharge and the in-vehirdeegsing device 210 ID is then prepared

for transmission to the central server 230.

The central server 230 then retrieves the paymeatmation and user account information
from the in-vehicle processing device 210 at st2p. @he user account information may be
indicative of a user's bank account or payment nardinated for use by the user. Typically,
the account information is stored in a digital paytnwallet, the payment wallet configured
to provide the account information to the centealver 230 either directly or more typically
via a third party application running on the usevide 220.

At step 630, the payment information and the useoant information are then transmitted
from the central server 230 to the payment proogssystem 240. The payment processing
system 240 then determines if the user accountnrdbon is paired with the in-vehicle
processing device 210 at step 635. If yes, thecuddri road usage surcharge is paid from the
user account at step 640. Typically this is acldewia communication between the central
server 230 and the payment processing system 2@0pdyment is processed in any suitable
manner via request and response messages, for kexampa four-party (open) scheme
between the central server 230, an acquirer systarg network, issuer system and
optionally a payment service provider such as payjrgateway; or in a three-party (closed)
scheme between the central server 230, a paymeéwbnke (acting as both issuer and

acquirer) and typically, a payment gateway.

Typically, the digital payment wallet generates rmpant data which is transmitted to the
payment processing system. The payment data cagspiisr example, the amount of the
payment, a tokenized version of a primary accoumhlver (PAN) of a desired payment
instrument, an expiry date of the payment instrumand other information required to
generate an authorization request for a transa¢toyrexample, formatted according to the

ISO8583 standard). The authorization request caaprithe PAN or token, as well as
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encrypted transaction details which may be in trenfof an EMV cryptogram, sometimes
known as an authorization request cryptogram or BRThe ARQC is generated according
to the EMV specification, or according to an impgsrtation thereof, such as M/Chip

Advance of Mastercard International Incorporated.

The central server then submits an authorizatigoest to, for example, a payment service
provider (PSP) or the acquirer, the authorizatiequest comprising the PAN, or the token,
and the cryptogram. The acquirer or PSP then rdbtesuthorization request, based on the
PAN/token, to the payment processing system andptigment processing system then
identifies, based on the PAN or token, the issoevtiich the request should be routed. In the
case of a tokenized transaction, prior to sendi&gauthorization request to a transaction
processing system of the issuer (the issuer progedke token is mapped back to the PAN
with which it is associated by sending a request token service provider (TSP) such as
Mastercard Digital Enablement Service (MDES).

Once received by the issuer processor, the ARQ@lidated against a corresponding ARQC
generated by the issuer (in known fashion accordingthe EMV standard or an

implementation thereof, such as M/Chip of Mastatcarternational Incorporated). On

successful validation, an authorization responsmptizing data indicating success or
otherwise of the transaction request, and an aattan response cryptogram (ARPC), is
generated by the issuer and sent back to the acqu@ the payment network (with the PAN
being re-mapped to the token by the TSP, as apptepprior to being transmitted to the
acquirer). The authorization response is then indted to the central server, and the ARPC
is transmitted to the digital payment wallet, whérés validated against a corresponding
ARPC generated by the digital payment wallet. Ssgcer otherwise, of the validation is
transmitted from the digital payment wallet backtte central server, which confirms

completion of the authorization request.

In some instances, if the user account informasahetermined to be not paired with the in-
vehicle processing device 210, a notification wikked to be provided to the entity
administering to vehicular infrastructure to seekympent for the vehicular road usage

surcharge by alternative ways at step 645.
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Typically, at step 650 the in-vehicle processingicke 210 is then notified of successful
payment of the vehicular road usage surcharge arrdspondingly, at step 655, the user is
provided with a representation of the notificatis generated by the in-vehicle processing
device 210.

An example of a process for account setup withttiivd party before the system is used will

now be described in more detail with referenceituie 7.

In this example, at step 900, the user downloadsthird party application to their user
device, such as a smartphone. The third party @ is by the entity administering to
vehicular infrastructure and the application can foe paying vehicular road usage

surcharges.

At step 910, the user creates a new account wehattministrative entity for example
providing their name, address, vehicle registraind bank account or payment card details.
Typically, the bank or payment card details arevighed by associating or linking a digital
payment wallet with or to the user account at 2. Any suitable digital payment wallet
may be used including for example Google WalletApple Pay", Masterpas®' and the
like.

At step 930, the third party application then pd®s a consent notification to the user
requesting that the user provide their consenattigipate in the automatic payment scheme
for payment of vehicular road usage surchargesté 940, the user provides input to the
merchant application indicative of their consentitaking automatic payment for vehicular

road usage surcharges.

As a one-time activity, the user then pairs thegrudevice 220 with the in-vehicle processing
device 210 at step 950. This is a manual pairingrelny the user's device 220 picks up a
csignal emitted by the in-vehicle processing dewt® and the user selects to pair with the

vehicle processing device 210.

At step 960, the user authenticates their paymesttument (i.e. payment card or bank

account details) with the payment processing sys?d@ via the third party application
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which is in communication with the central serv&®02 Authentication with the issuer is
performed in a conventional manner and involvesuber authenticating that the payment
instrument belongs to them and providing permisdanthe payment instrument to be

charged by the central server.

The in-vehicle processing device 210 is then upbated provided with the payment
instrument validation at step 970 so that futurgnpents can be processed automatically
without further input or authentication from theeuseing required. The user's account with

the entity administering the vehicular infrastruetis now setup and ready for use.

Referring now to Figure 9, there is shown a spedifiplementation of a method of account
setup in preparation for the method of Figure 10gerate in a desired manner. Furthermore,
referring to Figure 10, there is shown a specifiplementation of a method for managing
vehicular road usage, whereby in use, the in-velpobcessing device (also known as an on-
board unit or OBU) is able to detect journey par@mseand determine vehicular road usage
surcharges. Consequently, payment is made autaitatior the vehicular road usage

surcharges from a user's pre-authenticated digaHét.

Accordingly, it will be appreciated that at leastane example, the above described system
and method provides a number of advantages. Byngavie knowledge of vehicular road
usage surcharges to the end-user (i.e. the dritleg)end-user receives clear visibility of
payable costs regarding vehicular road usage, anespondingly, the end-user may be
inclined to minimise unnecessary vehicular userg¢eoto minimise costs. This can also lead
to reduction of pollution emitted by vehicles. Faatmore, substantial cost savings can also
be made by the entity which manages vehicular stfuature. For example, the entity will no
longer be required to purchase, install, maintairmmonitor equipment and administrative
processes designed to administer to levying veaiaolad usage surcharges. Moreover, from
an administrative perspective, as the vehiculard rassage surcharge is deducted
automatically from the user's account, there wdndchdditional savings in no longer having
to administer fines for non-payment or late paynwrihe road usage surcharge to users and
to subsequently chase up on whether the fines baea paid. In addition to monetary
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benefit, there would also be a human resourcedfibesdhe entity staff can be reallocated to

perform other tasks.

In addition, as a user would be able to monitoirtben vehicular road usage behaviour by
the costs payable for the vehicular road usagehatges, it is likely that over time, the user's
attitude towards vehicular road usage will charye@irably, which may lead to an overall
reduction in traffic on roads at specific times amatrespondingly, pollution by vehicles

would also be reduced.

From a user's perspective, they would be incemtivi®o use the system because of the
convenience of payment for vehicular road usagehswmges being carried out on their behalf
with little effort being expended on their partifparily during a setting up portion, which

will be described in greater detail at a later joorx

Throughout this specification and claims whichdel| unless the context requires otherwise,
the word “comprise”, and variations such as “comsgsi or “comprising”, will be understood
to imply the inclusion of a stated integer or gradipntegers or steps but not the exclusion of

any other integer or group of integers.

Persons skilled in the art will appreciate that rumns variations and modifications will
become apparent. All such variations and modificegiwhich become apparent to persons
skilled in the art, should be considered to falthivi the spirit and scope that the invention

broadly appearing before described.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A system for managing vehicular road usage, siystem including one or more
electronic processing devices configured to:

determine, at an in-vehicle processing devicerney parameters indicative of a
distance and at least one location traversed Bhihe;

determine, at the in-vehicle processing devicgnmant information indicative of a
payment amount representing a vehicular road usageharge in accordance with the
journey parameters;

transmit, to a central server, the payment infdiona

determine, at a payment processing system, angafiuser account information with
the in-vehicle processing device; and

use, at the payment processing system, the useumicinformation to thereby cause
the vehicular road usage surcharge to be paid &aiigital wallet account associated with

the user account information.

2. The system of claim 1, wherein the journey pat&ns are partially determined using

data obtained from a positioning system.

3. The system of claim 2, wherein the in-vehicleogaessing device includes a

positioning receiver configured for use in the gosing system.

4. The system of any of claims 1 to 3, further wdohg one or more electronic
processing devices configured to:
receive, from the central server, surcharge in&tiom for determining the vehicle

road usage surcharge via a communications network.

5. The system of any of claims 1 to 4, further udohg one or more electronic
processing devices configured to:
receive, at the central server, the user accodmtmation; and

transmit, to the payment processing system, teeatcount information.
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6. The system of any of claims 1 to 5, further wdohg one or more electronic
processing devices configured to:

receive, at the in-vehicle processing device, #fication that the vehicular road
usage surcharge has been paid; and

generate, at the in-vehicle processing devicepeesentation of the notification.

7. The system of any of claims 1 to 6, whereinuber account is pre-authenticated with
the payment processing system so that the cemratrsis able to cause the vehicular road

usage surcharge to be paid from the digital wallebunt without further authentication.

8. The system of any of claims 1 to 7, further wdohg one or more electronic
processing devices configured to:
associate, using a user device, the in-vehiclegasing device with the user account

information.

9. The system of any of claims 1 to 8, wherein \tkhicular road usage surcharge is

dependent on vehicle type.

10. A method for managing vehicular road usage nteéhod including, in one or more
electronic processing devices:

determining, at an in-vehicle processing deviogyrey parameters indicative of a
distance and at least one location traversed hihe;

determining, at the in-vehicle processing devpag/ment information indicative of a
payment amount representing a vehicular road usageharge in accordance with the
journey parameters;

transmitting, to a central server, the paymerdrim&tion;

determining, at a payment processing system, @ngaof user account information
with the in-vehicle processing device; and

using, at the payment processing system, the asawyunt information to thereby
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cause the vehicular road usage surcharge to befnpaida digital wallet account associated

with the user account information.

11. The method of claim 10, further including, ineoor more electronic processing
devices:
receiving, from the central server, surcharge rmftion for determining the

vehicular road usage surcharge via a communicatietvgork.

12.  The method of either claim 10 or 11, furtherluding, in one or more electronic
processing devices:

receiving, at the central server, the user accodiotmation; and

transmitting, to the payment processing systemy#er account information.

13.  The method of any of claims 10 to 12, furthesiuding, in one or more electronic
processing devices:

receiving, at the in-vehicle processing devicenoéfication that the vehicular road
usage surcharge has been paid; and

generating, at the in-vehicle processing devicegpesentation of the notification.

14.  The method of any of claims 10 to 13, wherbm wser account is pre-authenticated
with the payment processing system so that thealesgrver is able to cause the vehicular
road usage surcharge to be paid from the digitalletvaaccount without further

authentication.

15.  The method of any of claims 10 to 14, furtheiuding, in one or more electronic
processing devices:
associating, using a user device, the in-vehiclecgssing device with the user

account information.

16. The method of any of claims 10 to 15, wherbmehicular road usage surcharge is

dependent on vehicle type.
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17. An in-vehicle processing device for managindiisaglar road usage, the device
including one or more electronic processing devam¥igured to:

determine journey parameters indicative of a distaand at least one location
traversed by a vehicle;

determine payment information indicative of a pawtn amount representing a
vehicular road usage surcharge in accordance hétlpourney parameters; and

transmit, to a central server, the payment infaiona

18.  The device of claim 17, wherein the journeyapaeters are determined partially

using data obtained from a positioning system.

19. The device of either claim 17 or 18, furthecluding one or more electronic
processing devices configured to:
receive, from the central server, surcharge in&trom for determining the vehicular

road usage surcharge via a communications network.

20. The device of any of claims 17 to 19, furthecluding one or more electronic
processing devices configured to:
receive a notification that the vehicular roadgesaurcharge has been paid; and

generate a representation of the notification.

21. The device of any of claims 17 to 20, wherdia Yehicular road usage surcharge is
dependent on vehicle type.

22. A non-transitory computer readable storage omedimbodying thereon a program of
computer readable instructions which, when execbiedne or more processors of an in-
vehicle device in communication with a central seycause the in-vehicle device to perform
a method for managing vehicular road usage, théadebeing embodied in the steps of:

determining journey parameters indicative of aasise and at least one location

traversed by a vehicle;
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determining payment information indicative of ayment amount representing a
vehicular road usage surcharge in accordance hétlpourney parameters; and
transmitting, to a central server, the paymerdrim&tion.

23.  The storage medium of claim 22, wherein therjey parameters are determined

partially using data obtained from a positioningtsyn.

24. The storage medium of either claim 22 or 28, niethod further embodied in the
steps of:
receiving, from the central server, surcharge rmftion for determining the

vehicular road usage surcharge via a communicatietvgork.

25.  The storage medium of any of claims 22 to Bé,method further embodied in the
steps of:
receiving a notification that the vehicular roahge surcharge has been paid; and
generating a representation of the notification.

26.  The storage medium of any of claims 22 to 2bemin the vehicular road usage

surcharge is dependent on vehicle type.



