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\ The user enters an identification information
preferably through the user interface of the electronic
pen tool

206 ¢
N Inquire remote secure authentication database
20& Compare user identification information with

N authentication information from authentication
database 212
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to user
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User authenticated ?
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precedent failure to user
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| Read electronic pen sensor for capturing user
signature on the administrative document
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| Generate a unique signature identifier in association
with the captured signature of the user
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L~ Communicate the generated signature identifier

to the user
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222 | Read electronic pen sensor for capturing the
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the administrative document
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223 | Receiving the document by the administrative
authority for processing
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\~ Inquire the Condition Subsequent Database
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Condition Subsequent

Reject document

An administrative authority compare the user
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signature and signature identifier appearing on
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L secure server
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240 Receiving a request of signing a document by a
N plurality of contracting users
242 Receiving the number and the identity of the
N contracting users

/
244 | Generating a document identifier in connection with

“~ the document to be signed

v
Transmitting an invitation to sign the document to
246 | each one of the contracting users along with the
) document identifier

A J
248 Providing access to the document content to the

\ contracting users before signing

A\
Receiving, for each user, a handwritten signature

250 | captured using their respective electronic pen in
association with the document

v
Registering the handwritten signatures inside the

.| signature registration database in connection with
the document and with each one of the users

252

FIGURE 4C



PCT/CA2011/000748

WO 2012/003570

7/9

00¢

J 0s

YHOMLAN Vivd

G 34NSOIl4

+

JOVAHILINI ¥HOMISN

H

JTNAOW ONIOVYNVIN NId-3

S S T . o S
S 4
3INAOW 3INAOW IINAOW IINAOW
NOILYOILNIHLNY %0010 ww_%_mw_m,q ONIMINONI wﬁmm_\m_ ONIQY3Y
N3d-3 N3d-3 3714 1NdNI ¥3sN
L 4
1INA ONISSID0Yd NId-3 %€ ooe’ voe " ome oz /!
8l AHOWIN SNVIW ole
Ad3live 1 “Naga MOSNIS |3,
- A 2z
oY4 y 1
-
/| INIOd TV 39V-HIINI ¥3SN

30IA3A N3d JINOH1O0313




PCT/CA2011/000748

WO 2012/003570

8/9

9 3HNOI4

0z MHOMLIN v1va
J 0S
[
JOVAHIALNI YYOMLIN
M zze~
3INAOW ONIDVNYIN ¥IAHTS
A vze )
3INAON
IINCOW
NOILVOILNIHLNY
NETNVEL ONIDVNYW F114
\/\ L oge
9ze
LINN ONISSIO0Ud HIANYIS
mm@\\ H
88
aa AHOW3N
NOLLYOILNIHLNY ] ‘w3neas 80 ONIAIHOYY
pes

cee HIAE3S FHND3S




WO 2012/003570 PCT/CA2011/000748
9/9

400

\/\ 402

404 The user enters an identification information
k’“Apreferably through the user interface of the electronic
pen tool
406 ¢
“ Inquire remote secure authentication database
408 y

" Compare user identification information with
M authentication information from authentication
database 412
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Va
No Communicate
——{ authentication
failure to user

410

User authenticated ?

414
(< The user specifies a file or selects a file among a list
of files available on the user interface of the pen tool

416 v
L~ Inquire a remote archiving server and database for
verifying the existence of the specified file identifier

418

File identifier exists ? Yes

vy No

420
~ Request the remote archiving server and database
to open a new file with the specified file identifier.

42%/\ Read electronic pen sensor for capturing and

Mransmitting the user's handwritten information to the «———-
archiving database, for archiving in the specified file.
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