
WO 2004/072870 PCT/AU2004/000150  1 "Management
control of pharmaceutical substances"  Technical Field
The invention concerns a computerised identity
matching management process  5 and system for the
authorised supply of a pharmaceutical substance to an
individual.  Background Art The concept of iris
recognition was developed and patented by Iridian
Technologies Inc, and their concept patent US
4,641,349 describes the use of the iris to  10
identify individuals. US 5,291,560 describes a method
by which a biometric, including the iris pattern of an
individual, can be used as the basis of an
identification technique.  Argus Solutions Pty Ltd,
developed a computerised identity matching  management
process and associated system. Their patent
application  PCT/AU02/01579 describes managing the
provision of identity matching services, for  15
instance to enable users to gain appropriate access to
service provider's facilities. Di sclosure of
Invention In a first aspect, the invention is a
computerised identity matching management  process for
the supply of a pharmaceutical substance to an
a,uthonised person, the  20 process comprising the
steps off identifying a person who is requesting the
supply of the substance comprising  the steps of: a
management computer receiving a request from capture
apparatus waiting to commence a biometric capture
process representative of the person to  25 initiate
the capture process; the management computer
responding to the request to return a message to  the
capture apparatus at a first instant in time, the
message containing a unique code,  and where receipt
of the message containing the code at the capture
apparatus causes  initiation of the capture process;
30 the management computer, after returning the
message, receiving a  captured biometric
representative of the person from the capture
apparatus coded with  the code, at a second instant in
time; and the management computer operating, when the
second instant is less than  a predetermined time
later than the first instant, to decode the captured
biometric and  35 initiate a matching process to find
a match for the decoded captured biometric against WO
2004/072870 PCT/AU2004/000150  



2 stored biometric records and to retrieve an
identification code representative of the  person when
a match is found; retrieving a date stamp and using
the identification code to retrieve a stored data
record of the person which includes at least a
substance the person is prescribed, a  5 quantity in
which the substance is to be supplied and a date at
which the substance is to  be supplied; determining
whether the date stamp matches the date at which the
substance is  to be supplied, and if a match is
determined, supplying the substance in the prescribed
quantity and  10 recording information to form a
record to update the supply of the substance to the
person. The pharmaceutical substance may be methadone,
levo acetyl methadone  (LRAM), buprenorphine, or the
like. The authorised person to whom a substance may
be supplied, may therefore be a patient. The substance
may be a controlled substance 15 used. in accordance
with a pharmocotherapy program. The patient may be
using the  substance in a therapeutic manner as a
cAo'ay to reduce harm r~_:_"dated -,T ith a  The
matching process may include generating a template
image of the decoded  captured biometric for matching
against stored records, 20 The stored I-4o1nie1.rie re
or 11OV i c.lLud but not be limited to a! bi~'~rie
r1_~ cryptographic algorithm such as 3DES. All
biometric records maybe uniquely keyed to  25 the
hardware on which the database resides using a
transformation process. There  maybe stored biometric
records for all individuals who interact with the
system from  groups of individuals including, but not
limited to patients, doctors, clinicians,
prescribers, and systems administrators. The biometric
records may be stored in a database in the
management's  30 computer cache. The data records may
be logically separate from the biometric records.  The
data records may be physically separate from the
biometric records. The date stamp may be retrieved
from the management computer's internal  clock. WO
2004/072870 PCT/AU2004/000150  3 The stored data
records may include, but not be limited to, any one or
more of a  patient database, a prescriber database, a
drug register database, and a supplier  



database. The patient database may include patient
details, an assessment record and  5 prescription
details associated with the patient details. For
instance, the patient and  prescription details for
each patient may include a `name and address field', a
customer  identification number field which is the
same number that resides in the stored  biometric
records, a `create date field', a prescription `issue
date field' which indicates  the date at which the
prescription was prescribed, a `prescribed drug field'
to record 10 one or more substances prescribed to the
particular patient; a `strength &/or quantity  field'
of each substances prescribed to the particular
patient; a `frequency of treatment  field' which lists
the dates, and if necessary the times, at which the
each prescribed  drug may be supplied to the
particular patient; a `drug supply received field'
which  indicates the dates on which the prescribed
drug has been supplied; and a `prescription 15
duration field' which specifies the date at which
supply of the prescribed drug is to  cea e. Tbe
prescriber dat b-t rkl? !y include .a pr sKcriber
na(iae and a dre tirl~l' a  'create date field' for
the date on which a prescription was prescribed and
who the  prescription was made out to, and a customer
identification number t:aeld which is the  20 gala ~'
number flh-! , -W in if-],- _l,-,t-d ~ iom ftic rr
rxtj,ad.c. Ti. a E._  IV, N - - 1 ! ! 11i The drug
register database may be a governmental requirement
and may be used  25 for stock taking purposes. For
example for particular types of substances such as
methadone, suppliers such as pharmacists may be
required by law to maintain a register  of the total
daily supply of the drug. Therefore, the database may
include information  relating to the quantity of
methadone received and supplied on a daily basis, or
any  other time convenient or required period. The
database may further include fields such 30 as the
name and address of the supplier of the substance
received into stock; the name  and address of the
persons to whom the substance was supplied; the
original  prescription reference number of each person
to whom the substance was supplied; the  name of the
prescriber; and the identity of the person making the
entry. Each of the databases may be linked so that,
for example, for any patient, the  35 prescriber or
supplier records which have common fields may be
easily retrieved for  reference. WO 2004/072870
PCT/AU2004/000150  



4 The method may further include the step of enrolling
a person into a program so  that the person is
authorised to be receive the substance. In such an
example, the step  of enrolling the person may
include: a management computer receiving a request,
from capture apparatus  5 waiting to commence a
biometric capture process representative of the person
to  initiate the capture process; the management
computer responding to the request to return a message
to  the capture apparatus at a first instant in time,
the message containing a unique code,  and where
receipt of the message containing the code at the
capture apparatus causes  10 initiation of the capture
process; the management computer, after returning a
message, receiving a captured  biometric
representative of the person from the capture
apparatus coded with the code,  at a second instant in
time; the management computer operating, when the
second instant is less than  15 a predetermined time
later than the first instant, to decode the captured
biometric;  generating an identification code
representative of the person; and boring a bi_o1`n2a
Iric, record of the per o u' captured bioi2`etric "i
ith the  identification code. Prior to storing a
biometric record of the person's captured biomefric
the .1^R1 1"Cl l1"`?!'~':111:.11t. co1dl 9` sly ptr
onv! I_1_aod to entire the p,Elrso1 is not a1re !.~5r
of the person's captured biom etric. 25 Similarly, the
method may include the step of identifying the
prescriber who is  prescribing the substance and
identifying the supplier who supplies the substance to
the  person. The supplier may be a pharmacist. The
step of identifying the prescriber may include the
steps of a management computer receiving a request,
from capture apparatus  30 waiting to commence a
biometric capture process representative of the
prescriber to  initiate the capture process; the
management computer responding to the request to
return a message to  the capture apparatus at a first
instant in time, the message containing a unique code,
and where receipt of the message containing the code
at the capture apparatus causes  35 initiation of the
capture process; WO 2004/072870 PCT/AU2004/000150  5 



the management computer, after returning the message,
receiving a  captured biometric representative of the
person from the capture apparatus coded with  the
code, at a second instant in time; and the management
computer operating, when the second instant is less
than  5 a predetermined time later than the first
instant, to decode the captured bibmetric and
initiate a matching process to find a match for the
decoded captured biometric against  stored biometric
records and to retrieve an identification code
representative of the  prescriber when a match is
found. The step of identifying the supplier may
include the steps of: 10 a management computer
receiving a request, from capture apparatus  waiting
to commence a biometric capture process representative
of the supplier to  initiate the capture process; the
management computer responding to the request to
return a message to  the capture apparatus at a first
instant in time, the message containing a unique code,
15 and where receipt of the message containing the
code at the capture apparatus causes  initiation of
the capture process; Jkhf,_ manageDT:-J1jC con-puler,,
after reimi-ink the me s ego.. r! cei',Ang a captured
biometric representative of the person from the
capture apparatus coded with  the code, at a second
instant in time; and 20 the Yi an ag anent iwlafl,li
is I~h'~'S  II, it _ -0_ i _ r. n li 1'  supplier
vwfhen a match is found. 25 In a second aspect the
invention is a computerised identity matching
management system for the authorised supply of a
pharmaceutical substance to an  authorised person,
comprising: a data depository for storing records
which include, for each person, at least the
substance a person is prescribed, the quantity in
which the substance is to be supplied  30 and the date
at which the substance is to be supplied; a computer
programmed to: receive a request, from capture
apparatus waiting to commence a  biometric capture
process, to initiate the capture process to identify a
person who is  requesting the supply of a substance;
35 respond to the request to return a message to the
capture apparatus at a  first instant in time, the
message containing a unique code, and where receipt of
the WO 2004/072870 PCT/AU2004/000150  



6 message containing the code at the capture apparatus
causes initiation of the capture  process; after
returning the message, receiving a captured biometric
from the  capture apparatus coded with the code, at a
second instant in time; and 5 when the second instant
is less than a predetermined time later than the
first instant, to decode the captured biometric; an
authentication server to perform a matching process to
find a match for the  decoded captured biometric
against stored biometric records and to retrieve the
identification code representative of the person who
is requesting the supply of a 10 pharmaceutical
substance when a match is found, the server further
retrieving, a date  stamp and using the identification
code to retrieve the person's stored data record to
determine whether the date stamp matches the date at
which the substance is to be  supplied, and if a match
is determined updating the person's stored data record
relating  to the supply of the substance in the
prescribed quantity to the person. 15 There are some
forms of medication, for example methadone, the
delivery of  which is strictly controlled. Generally
it is the govenaaent that places strict controls on
the delivery of such products Ind the onus is on `hF.
cpeflse to fll ~Irs that th! product  is only supplied
to persons who are entitled to receive it, is only
delivered in the dose  that is prescribed, and is only
delivered at pre, detee,rmined inter als, A further 20
!:o j1s' r`!i11t X11 i tbc; Zl'1 111 l1E~fl5~ n_s~ do
11 lll~. _ X11`; ,,t11 i(1e~91 a.:;~;afl1 " cllt~  ;aj
a i) 11~ C:~_t1Ril`I I ~~i 1:11I ~1~`:, IIl I It
tiAl~z I~r ii i ~~1 I! .~ 1 ~I. +- ~A1! i. _ ~.l1, '.
1~I11Y?i"IS '..i ~I ~1lifl~~ ,1P4~ '1~' ! i.:.,:_Y
Il~.0,'i.r possible adverse. results to the recipient
if an incorrect drug or incorrect quantity is  25
delivered, or if a drug is delivered to the person
more frequently that prescribed. It is therefore, an
advantage of at least one example of the invention
that  pharmaceutical substances are supplied to
authorised persons in the correct doses and  correct
time periods. A further advantage of at least one
embodiment of the invention is that the  30
individual's transformed biometric data and the
individual's patient data is logically  separate. A
further advantage of at least one embodiment of the
invention is that the  identification of an individual
is completed via an anonymous procedure. No
information other than the captured biometric is
required to perform a search of all  enrolled persons.
35 



WO 2004/072870 PCT/AU2004/000150  7  Brief Description
of Drawings An example of the system will now be
described with reference to the  accompanying
drawings; in which: Fig. 1 is a schematic diagram of a
system used to manage the supply of a  5
pharmaceutical substance to a patient; and Fig. 2 is a
flow chart showing the steps a patient seeks the
supply of a substance.  Best Mode for Carrying Out the
Invention Fig. 1 illustrates a system 100 used to
manage the authorised supply of  10 Methadone to
patients and to ensure that the right patient get the
prescribed dose at the  prescribed time. The system
100 includes an Iris Recognition client computer 115
which is programmed to receive and transmit messages
through a firewall 112 and over  the Internet using
the client software 108. The software 108 resides in
the PC 115. The  software 108 works with PrivatelD
software 110 and an iris recognition camera 120 15
such as the Panasonic BM-ET300 which includes a
special lenses to photograph the  eyes. The
Authentication server 140 accepts the iris image(s)
-,,w hich is(are) sent from  Prior t b~r client
sottaJ~~ar~' i~a8. 1`to sP.,biJ_~ an;~, the c11~1,l
software 101 e~Asz,~'e'4 that the images are of
sufficient quality for processing by the
Authentication Server 140. In  addition, the sser er
140 confirms the image integrity annul, then sends it
though the iris  20 r soy nitionn proc! tot in its 1
45  11 0111 1'-, 1  T! L sub records; patient details
165, an a~_~si~ent record 170 and prescription details
175.  25 The patient and prescription details for each
patient include: O a 'name and address field'  a
Customer Identification Number field (this number is
the same number that  resides in the customers record
within the Authentication Server 140. It is  linked to
their biometric templates), 30  a `create date field'
a prescription `issue date field' which indicates the
date at which the  prescription was prescribed. This
field is important as the duration period of  some
controlled substances is determined by the date on
which they were  prescribed; 



35  a prescription registration number WO 2004/072870
PCT/AU2004/000150  8  a `prescribed drug field', to
record one or more substances prescribed to the
particular patient;  a `strength &/or quantity field'
of each substance prescribed to the particular
patient; 5  a `frequency of treatment field' which
lists the dates, and if necessary the times,  at which
the each prescribed drug may be supplied to the
particular patient;  a `drug supply received field'
which indicates the dates on which the prescribed
drug has been supplied; and  a ' prescription duration
field' which specifies the date at which supply of the
10 prescribed drug is to cease. This date corresponds
to the last entry in the  frequency of treatment
field. The assessment record 170 is created each time
a new patient is referred to a  prescriber for
participation on the Methadone program. 15 The
prescriber database 180 includes: a 'name and address
fie,:1d' ofthee prescriber Customer Identification
Number field (this number is the sane number that
resides in the customers record within the
Authentication Server 140. It is  20 link d to their
biometric templates for lr~~!?fl7`IStan `here the
prescriber is.  IIII'x_r_? It U5 III Ir.?,..+ (lss1 w:
I, ]kV 'F6 kji::11 The patient 165, assessment 170 and
prescription 175 records are linked for each  25
patient. The drug register database 190 includes the
following fields:  (r) quantity of methadone received;
the name and address of the supplier of the methadone
received into stock;  30  daily quantity of methadone
supplied;  the name and address of the persons to whom
methadone was supplied by the  pharmacy;  the original
prescription reference number of each person to whom
methadone  was supplied; 35  the name of the
prescriber; 



the balance of methadone in stock after each
transaction; WO 2004/072870 PCT/AU2004/000150  9  the
identity of the person making the entry. In this
example, some of the components of the system 100,
namely the PC 115,  software 108, 110 and the Iris
recognition camera 120 are installed on the client  5
network 105, which could be a pharmacy or a clinic and
the premises of a prescriber. Other components of the
system 100, namely the Authentication Server 140, its
cache  145 and the records server 150 with its
associated databases, are installed on a server
network 125 remote from the client network 105. 10
With regard to the pharmacists/clinical facilities,
the PC 115 is accessed by  pharmacists or operators
who have the authorisation to dispense or supply
methadone  to patients. The camera 120 is used to at
least capture an iris image of a patient who  presents
themselves at the pharmacy for the supply of
methadone. Fig. 2 illustrates a flow chart which
indicates the steps undertaken from when a  15 patient
approaches a Methadone prescriber, step 205, to when
the prescribed  methadone is dispensed to the patient,
step 280. After a patient has approached the
prescriber, the pry scriber draws up an --sec.anent
forum and as~7rt st_s , rhet:her the patient
qualifies for the methadone program, step 210. If the
patient qualifies, then the  prescriber proceeds to
enrol the patient and a prescription is produced, or a
referral to 20 `!  isec. p on 0e: a doctor) .o lb,,, t
a N tre:scriplion can be produc(c~d 21 The  T,I:''.
~.~"j7,_  B .~~.a , ilk',i ~'.. . ~.i,... _ i-. t
,_I`-_~~,: ,i'.  0!A~ tks_ J1. F.~1.f to a pharmacy at
the required time 245 whereby the patient is verified
in a traditional  25 manner. It is also possible to
have an authorised operator scan in a hard copy of a
prescription from another authorised source (eg: the
patient's local doctor). If the prescribers premises
are biometrically enabled, step 220, then the step of
enrolling the patient involves creating a record of
the patient in the patient database 160  30 of the
record server 150 and of creating an enrolment record
in the biometric database 148 of the Authentication
Server 140. At step 230, prescription details 175
together  with the patient's assessment form 170 are
captured and are entered into the appropriate  records
of the patient's database 160. The biometric details
of the patient are then  captured, step 240. 35 



WO 2004/072870 PCT/AU2004/000150  10  Enrolling the
Patient Step (a). The client software 108 is launched
and captures the Private ID  software 110 to take
control of the camera 120 so as to record an image of
the patients  right and left irises. 5 Step (b). The
client software 108 sends a message to the client
computer 105  for a message authentication code (MAC).
The client 105 responds to the request and  issues a
MAC. The client software 108 receives the MAC and the
Private ID software  110 commences capture of the
patients iris. Step (c). To use the Panasonic BM-ET300
camera 120, the patient moves their  10 head so that
they can see both of their eyes in the mirror in the
centre of the camera  head at a distance of
approximately 43 to 48 cm (17 to 19 inches) from the
lens. The  camera 120 sends images to the software 108
running on the computer 115. Step (d). The PrivatelD
software 110 captures a series of digital video images
of the patients eyes. Image quality metrics within the
client software 108 inspect the  15 images for
sufficient quality and iris content to ensure high
confidence for a successful match outcome. Once a
satisfactory images have been culled, the software 108
e pr~1` id s a feed ". ` 1gna to intdr11n that the
image captor session is h;n~mp et this  usually issues
within seconds. If a satisfactory image cannot be
captured within the  allotted time (the default is set
at 10 sseconds), then the sofkvare provides an error
20 signal. The paden1. ?`Foul then have to restart 2h~
process ofbaving 1111~1;t.r,n .' of 1116: his
appropriate cryptographic algorithm. Then it
compresses the captured image, codes the  25
compressed image using the previously issued MAC and
assembles a message for transmission to the client
computer 105. This transmission is handled by client
software  108. Step (t). The authentication server 140
receives the message and checks it for  validity using
MAC, that is to ensure it has been received while the
MAC is still valid.  30 The message then has its
integrity checked using a checksum, and is
decompressed and decrypted. It is then passed through
a Daugman Algorithm, or similar, to create the
iriscodes. Step (g). The iriscodes are then sent to
the authentication server cache 145 to  ensure that
the records do not already exist (Fraud Check).
Providing the records do not  35 already exist, the
IrisCode templates and unique customer identification
record (and 



optional portrait image) are entered into the database
148 and the cache 145 is updated. WO 2004/072870
PCT/AU2004/000150  11 The Authentication Server 140
ensures that the unique customer identification number
entered into the database 148 is correctly associated
with the appropriate patient record  165 in database
160. 5 Biometric Capture for supply of Methadone At
some later date, the patient approaches a pharmacy to
request the supply of  the methadone, step 245. The
patient is required to be identified by iris
recognition and  proceeds to have their biometric
captured, step 250. Steps (a) to (f) of the patient
admission are repeated. However step (g) in this  10
circumstance is different. The recognition iriscode
templates are sent to the  authentication server 140
which attempts to match it against all records in its
secure  cache 145. The authentication server 140
returns a result to the client computer 105  which
interprets the result. If the result is a comparison
failure, that result is logged  and the process stops,
step 255. The pharmacist checks the frequency of the
treatment 15 field to determine when the drug is
prescribed to be supplied, The patient is informed  of
this date. If a match i3 f aund., step 260, the result
indicates that the patent has been.  identified and
the authentication server retrieves the relevant
patient record data step  265, and returns to the
requesting application 10. If the patient is
authorised. to receive 20 the Aresc'1'1bc:d supply of
nlo-ha(lone step 2-75, h Lhe' LJU,91164y nip  .!7!cir
i ~uE +.i~di.~ ~~ill' -L11.ivlar ,I~ i_i d~~r the i ii
I! ~[ '~a 10, ~s~ouF IEIr'  l!l _ ~. ~.flJL supply
will be administered or packaged according to the
information on the  25 prescription. The supply of the
drug is recorded in the `drug supply field' of the
patients record 160. If the date and time stamp does
not match the prescription details 270, the
pharmacist checks the frequency of the treatment field
to determine when the drug is  prescribed to be
supplied. The patient is informed of this date. The
patient details 165  30 are updated to reflect the
occurrence, step 270. It will be appreciated by
persons skilled in the art that numerous variations
and/or modifications may be made to the invention as
shown in the specific  embodiments without departing
from the spirit or scope of the invention as broadly
35 described. The present embodiments are, therefore,
to be considered in all respects as  



illustrative and not restrictive. WO 2004/072870
PCT/AU2004/000150  12  CLAIMS: 1. A computerised
identity matching management process for the supply of
a  pharmaceutical substance to an authorised person,
the process comprising the steps of:  identifying a
person who is requesting the supply of the substance,
comprising  5 the steps of. a management computer
receiving a request, from capture apparatus  waiting
to commence a biometric capture process representative
of the person to  initiate the capture process; the
management computer responding to the request to
return a message to  10 the capture apparatus at a
first instant in time, the message containing a unique
code,  and where receipt of the message containing the
code at the capture apparatus causes  initiation of
the capture process; the management computer, after
returning the message, receiving a  captured biometric
representative of the person from the capture
apparatus coded with  15 the code, at a second instant
in time; and the management computer operating, vheni
the second instant is less than  a predetermined time
later than the first instant, to decode the captured
biom%leti_'ic-, and  initiate a matching process to
find a match for the decoded captured bionetric
against  stored biometric records and to retrieve- an
identification code representative of the  20 person
whena match is fbu nod, 7E_  h'._ J J1h, 01 "~.  be
supplied; 25 determining whether the date stamp
matches the date at which the substance is  to be
supplied, and if a match is determined, supplying the
substance in the prescribed quantity and  recording
information to form a record to update the supply of
the substance to the  person. 30 2. The process
according to claim 1, where the biometric records are
securely  stored within the management computers
cache. 



3. The process according to claim 1 or 2, where the
stored data records are  35 logically separate from
the biometric records. WO 2004/072870
PCT/AU2004/000150  13 4. The process according to any
one of the preceding claims, where the stored data
records are physically separate from the biometric
records. 5. The process according to any one of the
preceding claims, where the matching  5 process
includes generating a template image of the decoded
captured biometric for  matching against stored
biometric records. 6. The process according to claim
5, where the stored biometric records include a
biometric enrol template of the left iris, a biometric
enrol template of the right iris, and  10 the
identification code. 7. The process according to claim
6, where the stored biometric records further  include
a portrait image of the person. 15 8. The process
according to any one of the preceding claims, where
the stored data  records include a patient database
and a prescriber database. 9. The process according to
claim 8, where the stored data records further include
a  drug register database and a supplier database. 20
~~allia;,n 25 11. The process according to claim 10,
where the step of enrolling the person  includes: a
management computer receiving a request, from capture
apparatus  waiting to commence a biometric capture
process representative of the person to  initiate the
capture process; 30 the management computer responding
to the request to return a message to  the capture
apparatus at a first instant in time, the message
containing a unique code,  and where receipt of the
message containing the code at the capture apparatus
causes  initiation of the capture process; the
management computer, after returning a message,
receiving a captured  35 biometric representative of
the person from the capture apparatus coded with the
code,  at a second instant in time; WO 2004/072870
PCT/AU2004/000150  14 the management computer
operating, when the second instant is less than  



a predetermined time later than the first instant, to
decode the captured biometric;  generating an
identification code representative of the person; and
storing a biometric record of the person's captured
biometric with the  5 identification code. 12. The
process according to claim 11, wherein prior to
storing a biometric record  of the captured biometric,
the management computer performing a fraud check to
ensure the person is not already enrolled on the
system. 10 13. The process according to claim 11 or
claim 12, wherein having decoded the  captured
biometric, the management computer transforming the
captured biometric into  an enrolment template in
order to store a biometric record of the person's
captured  biometric 15 14. The process, according to
any one of the preceding claims, where the
prc-.detenllhvl d time is det nninned according to th
time required for the biorn(F-,tries  capture process,
20 1 `. The procp s,_. according to tri.7v one of the
preceding cLd the substance  ~^~ l~ ~_ilc  .'._h rl
iffy"! wJ'I,i,Ali:; r_rY !tvl...__ ilI further
includes the step of identifying a prescriber who is
pre.-:ribing the substance  25 comprising the steps of
a management computer receiving a request, from
capture apparatus  waiting to commence a biometric
capture process representative of the prescriber to
initiate the capture process; the management computer
responding to the request to return a message to  30
the capture apparatus at a first instant in time, the
message containing a unique code,  and where receipt
of the message containing the code at the capture
apparatus causes  initiation of the capture process;
the management computer, after returning the message,
receiving a  captured biometric representative of the
person from the capture apparatus coded with  35 the
code, at a second instant in time; and WO 2004/072870
PCT/AU2004/000150  15 the management computer
operating, when the second instant is less than  a
predetermined time later than the first instant, to
decode the captured biometric and  



initiate a matching process to find a match for the
decoded captured biometric against  stored biometric
records and to retrieve an identification code
representative of the  5 prescriber when a match is
found. 17. The process according to any one of the
preceding claims, where the method  further includes
the step of identifying a supplier who supplies the
substance to the  person comprising the steps of: 10 a
management computer receiving a request, from capture
apparatus  waiting to commence a biometric capture
process representative of the supplier to  initiate
the capture process; the management computer
responding to the request to return a message to  the
capture apparatus at a first instant in time, the
message containing a unique code,  15 and where
receipt of the message containing the code at the
capture apparatus causes  initiation of the capture
process" t_ e management computer, after returning the
fl~1= = re ci rug a captured biometric representative
of the person from the capture apparatus coded with
the code, at a second instant in time; and 2~_a the
xa~ar~ a 1e ent: computer operating, when the second
inst)apt is It-,'ScS than 1117' 1 i ~i !. i ~}~:,..
9.;M~,'~~. i- i ,i_ r_. i_ I. i ~. _'!`..  supplier
when a match is found. 25 18. A computerised identity
matching management system for the authorised supply
of a pharmaceutical substance to an authorised person,
comprising: a data depository for storing data records
which include, for each person, at least  the
substance a person is prescribed, the quantity in
which the substance is to be  30 supplied and the date
at which the substance is to be supplied; a management
computer programmed to: receive a request, from
capture apparatus waiting to commence a  biometric
capture process, to initiate the capture process to
identify a person who is  requesting the supply of a
substance; 35 respond to the request to return a
message to the capture apparatus at a  first instant
in time, the message containing a unique code, and
where receipt of the WO 2004/072870 PCT/AU2004/000150
16 message containing the code at the capture
apparatus causes initiation of the capture  



process; after returning the message, receiving a
captured biometric from the  capture apparatus coded
with the code, at a second instant in time; and 5 when
the second instant is less than a predetermined time
later than the  first instant, to decode the captured
biometric; an authentication server to perform a
matching process to find a match for the  decoded
captured biometric against stored biometric records
and to retrieve the  identification code
representative of the person who is requesting the
supply of a 10 pharmaceutical substance when a match
is found, the server further retrieving a date  stamp
and using the identification code to retrieve the
person's stored data record to  determine whether the
date stamp matches the date at which the substance is
to be  supplied, and if a match is determined updating
the person's stored data record relating  to the
supply of the substance in the prescribed quantity to
the person. 15 19. The system according to claim 18,
where the data records stored in the data  depository
are logically separate from the biomes is records. 20.
The system according to claim 1 or claim 19, where the
data records stored in  20 the data depository are
physically separate from the biometric records which
are forc-d  (~J 0'.' 11 k" 0. records includb a
patient database and a prescriber database.  25 22.
The system according to claim 21, where the stored
data records further include  a drug register database
and a supplier database. 23. The system according to
any one of claims 18 to 22, further comprising a  30
privacy protection layer between the management
computer and at least the capture  apparatus. 


