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Mul tiple Applications Field of the Invention The present invention rel ates
to a systemand nmethod for the use of multiple applications and refers
particul arly, though not exclusively, to such a systemand nethod for use
in a nmobile conputing environnment. Definitions Throughout this

speci figati@mof reference to a nachine is to be taikemsdosologc! ude a
reference to a personal conputer ("PC'), desktop conputer, |aptop conputer,

not ebook conputer, personal digital assistant ("PDA"), and

nmobi | e/ cel lul ar,/hand tel ephone ("nobile " phone"). Background to the

| nvention Most conputer applications are intended to be used on a personal
coput er or  deSysiepiundM@hdddor U f Multipld Applicgtiont e of t en i ncl ude very | arge
files, and are RAM intensive. To deal with normal conmmunications to a
user's machi ne such as by email or for access to the World Wde Web or any
f or m ofijldReine IReatiGiack, W Il require the machine to have several
applications installed and, possibly, open at the one time. Wth the hard
di sk and RAM available in nost PCs; this is normally not a problem For

many neeheQKSinvéiion SARECioah Isysidnd randPAthoa rfdr thabisk edfphvdtids, 1t is a
significant roblem Quite cﬂt n, thqref@rgq, t hey grgagdscal ed- down

ver si Giplésptions and seiers pafipdiarly, thoggh pot exlusivery, 1 §uh &S8R A™Gppl i cations. Thi's
IS caygdihd ok sd inGUhdbile SomplfigtenGittnmedty When using a nobile phone or PDA to
communi cate wwth a PC, or the like. It also neans that the use of PDAs and
nobi |l e phones is limted to those applications they are capable of

runni NGesintidgs @bi lity to interoperate applications witten for other
operating environnents within a single operating systemis not possible
with any type of nmachines. Applications are witten specific to one

envi romai-?i]ouekﬂimpaamhﬁgn a irkTbreicd e hakiching 35. to e Qakdbd 2B MO 03/ 090200

Consi deration of the Prior Ar CT, 3/.00089
reference to a personal computer (‘IPCE‘), Jei%)p compu?er, laptop computer,
" notebook computer, personal digital assistant (“PDA™), and mobile/cellular/hand

telephone (“mobile ‘phone”).
Background to the Invention

Most computer applications are intended to be used on a personal computer or
desktop computer, As such they quite often include very large files, and are RAM
intensive. To deal with normal communications to a user’s machine such as by email
or for access to the World Wide Web or any form of media playback, will require the
machine to have several applications installed and, possibly, open at the one time.
With the hard disk and RAM available in most PCs, this is normally not a problem.
For many notebooks, and especially for PDAs and mobile phones, itisa signiﬁcapt
problem. Quite often, therefore, they use a scaled-down version of the applications,
or can’t use all relevant applications. This is causing difficulties, particularly when
using a mobile phone or PDA to communicate with a PC, or the like. It also means
that the use of PDAs and mobile phones is limited to those applications they are
capable of running. The ability to interoperate applications written for other operating
environments within a single operating system is not possible with any type of

machines. Applications are written specific to one environment eliminating

interoperability.



The nobil e conmputing environment has been lacking a solution to tfy YIAN 2005
enpower the industry. There has been no software that has been able to

unl ock the potential of nobile hardware which is largely limted
especially when in conparison with Desktop hardware. Operating systens of
deskt op conputing environnent have been stripped down and enbedded wi thin

a mobi | §odsWoss- | N the process it inherits the flapnge@indde operating
system gome of the current offerings include Wn CE, Palm GS, Synbian and

Java OS. The only real differencge between these stripped down operating
systens_is that they are fromdifferent vendors. They are all nodel ed on
si mi | arConidepion ¢t thePrigrMt i ffering i nterfaces. These enbedded operating
systens are all nodel ed on desktop conputing with applications accessed
from t e chebikt competingiendromeett haytderehckingtacdluben tg tulyfemppwdithy ayer . This was

the exact nodel and architectu f Q¥ W ndows and Mach CS
in thé" g’P’sgﬁ?{F%%So ul'f ﬁ(g%"ea%]evﬁlgtoh%png%\ep %@ngﬂn@ggﬁkagng suited for the
per sonahobil€ Gafduhre Nehien s faogelve iimitdie espersadly obhenhin eoppptisabiwit y of ext ensi ve

processi ower and -sophisticat fed, exanpl e, hard

di sk di?"g\g‘érph"%ﬁﬁ FrAp SHEEt @F%Bré%%ﬁwﬁg%e%g%s and excel | ent sound
car ds. s\iphddi ddwhhed embeidetiewitiipa cebif dexice.nbbihk prodesy itdebetilidhee are no such
hardware capabilities. In this ac . I Lins are high. Low
proces g}a%mgtgﬁgmrqqng sysigm. Spus pr @?8‘%"2"8%‘9%5‘% cflct%ifl,e d(]imrgE?g%}Hprrermry nodul es,
are whas, 8pebigeasr avd 9Sf dhadnly neal Hiffeendbcditiedn thosectrippfthdowiul | - scal e

versi ons of the ope in st afford a user with opti mal
perforﬁﬁﬂ@@gé}"f&msé’%&%heé%fg%ale@%%“g%&gﬁ%g sophi sticated hardware. Users
experience crashes, performance |atencies, "and the need to deal with

different for niﬁtrgwtéﬁgt%r g‘%@l&‘r grghigictwee{w‘?ﬂ]tdiﬁérﬁig%tﬁrfécre i d ferent vendors.

This rest £€ # W Ver sions undccept abl e performance | evel s.
Hence eibaMed detatifsystens e ll toddled onrdesdtogedmpuiing with aplicasioprower i ng users with

oper at PG PR GG EREPREL ol R et Oh 8 Ik lfer BERE ' o ver o ons
is a Ceomguxaiindael MDaORIORRANG WaCHoBER! b J8sloys and Maeh @harefore the
L

computing environment because of the availability of extensive processing power and

sophisticated hardware such as, for example, hard disk drives, high memory modules,

powerful video cards and excellent sound cards. Within the embedded space of a

mobile device there are no such hardware capabilities. In this space, hardware

limitations are high. Low processing capabilities, small storage capacity, limited

memory modules, are what are generally found in the embedded space. The full-scale

versions of the operating systems do not afford a user with optimal performance and

experience despite using sophisticated hardware. Users experience crashes,

performance latencies, and the need to deal with different formats that require

different players from different vendors.

This results in the stripped-down versions unaceeptable performance levels. Hence
. they fail to achieve their intended purpose of empowering users with the ability to

compute “on the go”.

The use of multiple layered full-fledged operating systems embedded into mobile

devices as stripped down versions is a compromise.



particularly a nobile machi ne such as, for exanple, a PDA or nobill & DARNEDS
where the applications execute on a server and not on the user's nachine.
The applications can also be nmanipul ated on the user's machine. A further
obj ect of the present invention is to provide such a system whereby a

di spl ay device of the user's machine acts as the display device of the
server, ?I ﬂM& for mani pul ation natively on thepgpgto:dfyd ce. A fina
object o e present invention is to provide such a system whereby the
server sends data for display on the user's machine's display device in
accordance wth the, resolution of the display device in an autonated

f ashi orlt isgherefase fhegpringipal obegtefitheopresppty IRvepling ‘ﬁlﬁ’éweé‘rfaﬂﬁ’ﬂ objects in mnd

the pres&iby fon RN uleOBr RRugi Elcdﬁlﬂ fedg%usafpslmaﬁm onfa SRérehadhinest ream data to a
user's nmachi ne, wherein t user's Jmchine as a stream

data 1s sent
of dat pastisplardy %’p‘?%‘?%ﬂ“ﬂeﬁé"h@é&”%ﬂ‘m‘é RFR& WE‘?%PhP@s‘&eﬁtq‘%n det ermi ned by
t he ab'abhﬂcxtldaﬁ oleBfie b&?@gm%r Hiﬁﬁib't BethE Qseeth fRtHe. TheapPidafions Bt @ | ncl udes  bytes
of codes. In another rm the present invention prOV|des a systemfor a
server aisebewale"éatﬁl%é@r“%‘S%@H‘? ne to operate an application, wherein the
appllcatlon is executed on the server and such data as is required for the

user's nmachine to operate and display the application is sent to the

user' s ArfiEtipmebiest ohths toresenh IBYentipRt i 19 Brovide SpAbaA, Sty WeerslE et ' s machine with
ar esOldﬂPfa?He\ﬁjc@tOPﬁghﬁ?gnﬁMnﬁeh@ts @Dt bitplayQlevitO16F thS@RFveS allB¥gkY Ne to operate

and di I'i cation. The present invention al so provi des an
appl|cé@]@ﬁﬂﬁé¥W¢@@“ﬂY@Wﬁﬁé$“6ﬁ@Fat|ng system wherein an application is
executed on a server, the server being for streamng data for display on a
dlsplay device of a nachlne of a user, the data belqﬁ%streaned to accord

with aAGusbehiect efrfhe remantipeatinn ini pryide aych 3isugjemyaherehy thegrerdi spl ay devi ce
actingg Q-lgls hdig 1 dr;ﬁ\rla\ir SPH8 vder® md e (display\abhice34 AQBRARke Bhth/18eG03/ 00059 4

di splay device of t'he server. A plurality and variety of applications nay
be exeeespltion of the display device in an automated fashion.

Summary of the Invention

With the above and other objects in mind the present invention provides a system for
a server to stream data to a user’s machine, wherein the data is sent to the user’s
machine as a stream of data for display on the user’s machine with a resolution

determined by the ability of the user’s machine to display the data. Data includes
) bytes of codes.

In another form, the present invention.provides a system for a server to enable a user’s
machine to operate an application, wherein the application is executed on the server
and such data as is required for the user’s machine to operate and display the
application is sent to the user’s machine as a stream of data for display on the user’s

machine with a resolution determined by the ability of the user’s machine to operate

and display the application.

The present invention also provides an application service provider operating system
wherein an application is executed on a server, the server being for streaming data for
display on a display device of a machine of a user, the data being streamed to accord

with a resolution requirement of the display device, the display device acting as the



on the server, all applications being executed on the server undLJrU JAQ& 38@%
operating systemsuch that the data is streaned to the display device

wi thout the plurality of applications having to start or require the
presence of their native operating systens. In a further form the present
invention provides a software systemfor enabling a server to execute an
appl i cab@hedhs di splay and mani pul ation on a di sppaséinyiese of a user's
machi ne, the software systembeing in a single operating |ayer architecture
in the user's machine. The sof yware system may |ncI ude a platformfor
operating on the wuser's nmachi ne' t,he g ar m i ncl udi ng a pl atform engine
oper at dlﬂgayaiﬁvlahoﬁibﬁeﬁieé}ﬁ rgpluteliiy eady applifsfigns maycbe sEeerst ng systemis for

securif v ALl el 9399 ,mlagwﬁememmamnhndeb@@mglbemmg and file system
The si ng}he oper at I l'ayer architecture nay in the server.

S

The pr systemtsughnthetribd date isiseamsd 3¢ thgalisplay §?§“t‘e“ﬁ+hf’lﬁtr£%1p’§@ﬁ to streamdata to
a user théil Aativ@ogefut abxaszed on a display
devi ceapg’ waﬁﬁﬁ%‘&ggr&gmﬁﬂgl?ﬁ?ﬁ?%aﬁmsfﬂ h any suﬂgh L?rge%l a file being converted
by the server froma nedia format to a universal nedi a f or mat agr eed

bet weep, § B SN neitboh vl proviTRGMNoRRare N0 aGRnibhigg Gonver sion constant
conpression ra are ensured to allow real-tipe, streaning of the data.
Fur t heseryer w\eketetd abypplibation fas Sispley advenatpplaiion; oa afisplax devicer0bp o server to
stream dat aaéhgmathe %l,%%ressyﬁ&ﬁ'%Hfmtaoslﬁ’g%aé&ﬂtu?é‘laﬁwemfdcﬁ& iho be displayed on
a di splay G& e of the “user' s machine, the server. i ncl udi ng an HTM.

resi zi thg use’s wachirfeoFhersefiware Atstentigay inghede applatfgmptos epramting o HE file to the

user' m{b'om’m@%o@ﬁm ed to be able to
be fuI\’sy d JilFi’ayed ﬁﬁ‘aﬁfhg%g’%% devi gen f?l e ?s parsed and the
code asyﬁnnie@;efemabl)thbc 99‘?1'%1@8 system i By secpriR Fﬁ‘l‘@[ SHER‘:?F‘aP‘?‘?’qre to be displayed
On { N S SBNAY bR ool and Ek%ys‘?e”n?%éﬁngle%p%ﬁﬁg%ywﬁcmm@ ndyt omat ed fashi on.

In yet e Ur L AT orrﬁ e present invention provides a systemfor enabling
a ser valso temsedémtbbarves, user' s nachi ne operate an application executed on the
server, wherein the application is executed in a protected environnent in
whi ch access controls are inplenented to restrigct access by the

appl i cHid pesentdnvantion alss prayides # axstep Tt 2 ¥FrEr PSP (3 19ARSS 57 WO 03/ 090200

PCT/ S%?Jh%gqg gna%le any media file to be displayed on a display device of the user’s

machine, and with any such media file being converted by the server from a media

format to a universal media format agreed between the server and the user’s machine.

Through the conversion constant compression rates are ensured to allow real-time

streaming of the data,

Further provided by the present invention is a system for a server to stream data to a
user’s machine to enable an HTML file to be displayed on a display device of the
user’s machine, the server including an HTML resizing server for resizing the file
before sending the file to the user’s machine. Any images in the HTML file may be
resized to be able to be fully displayed on the display device. The HTML file is parsed
and the code amended, on the server, to enable the HTML media file to be displayed

on the display device. This process is performed in an automated fashion.

In yet a further form, the present invention provides a system for enabling a server to
enable a user’s machine operate an application executed on the server, wherein the
application is executed in a protected environment in which access controls are

implemented to restrict access by the application to at least one restricted area of the



system The application may he copied into the protected envi ronm‘;]ing g)%l}lozrgé%
execution. In a final form the present invention provides a systemfor a
server providing an installation to a user's machine, the installation

bei ng sent by the server to the user' s machine with instructions for
automatic installation on the user's machine, the instructions being
packagegoWhbdiehhe 1 nstallation pr| or to being sent P&@S@dg;goﬂyﬁer machi ne
so that, upon receipt by the user's nachine, the user's nachi ne can unpack
the installation and the i nstrugtl ons, execute the instructions, and | aunch
the installation on the user's machine. The install ati on may be a device
dri ver ,system vﬁlecapplwa@eﬂ?hé’ed@ﬂeée‘“@rﬁhﬁ'ré%“’t?qtqde%n"ﬁ?'é“e(?bbf’ 8% to the system
file |ocatigns and the system settings updat ed A record may be kept of
devi ce ofrl ve installations used on the wuser's machine so that device
drivers that are nore frequently used are maintained in a nenory of the
server . TheaGapie ntqgveﬂn(;ﬁl?r iR Y sy B FhrYa seﬂb?pkd?ﬁﬁn%'dnatl on nmay be an
updateq‘or an oﬁera I'ng system operating on the user machi ne, in which
case ainseliation kea isar’s ashing dheipstallafiombeing sed by &g Sﬁ’b’e’ttﬂéh%’é‘?‘fer The present

| nvent Lokl 3 SELERNR kP diomafOSRaliin M NALIORBciRe, @lel TOrMS OF the

i nvent 1 on. Descrl Ion o the Drawings I n order that the present invention
may beuﬁmkctlynsmcdermtl@gﬁ@ witf the destlltjonprior ithbeing prnhda MEACTSf fect there shal |
now be b i AR @ Yhpack Preferred

enbodi rrg Q%ﬂé’%nr es rt\?;’ Flr}i\c}fgcnrtsllggr?hﬂ% rtllyeelgescrl ?)]ﬁeon bgl ng with reference
to thﬂleamsmlimmnymd]ghﬂ finstreations;  executer i wgEcipswArk flungh isre 1 is an overal |

flowch ?Jtlah]pg Pﬁ%ss@sm}ﬁﬁm&ngﬁla‘d&?gapﬂe AdHRR driSerRGIMiRe; Figure 2 is a

f1ow chg e usSer authentication Fiqure | ; Figure 3 is a flow
chart tae thpl device) driveen fileT Rte qopied 1o the Bysim Elelocafipey and ‘the $Y&t€® | ow chart for
| aunchi gaée MJDM Be kit OF dFi@UiRedinstallakighty &ed oh $hed f1ow chart for
the | atie a renot app Ication of Figure 1; _Figure 6 is a flow

chart tsr sma@wtsemaume drivsfs that gigrieore frequently ysed ape mémtaw%%r all flow chart

f th -mbmBryJAN 2005 WO 03/ 090200
for_t e Rl A phEcher ARPAB6ry ity B8 heddbHly.robmbry

The installation may be an update for an operating system operating on the user’s

machine, in which case a new file in the installation is copied to the server.

The present invention also extends to all possible combinations of all forms of the

invention.
Description of the Drawings

In order that the present invention may be fully understood and readily put into
practical effect there shall now be described by way of non-limitative example only a
preferred embodiment of the present invention, the description being with reference to
the accompanying illustrative drawings in which:

Figure 1 is an overall flow chart for the platform to be used on a user’s machine;
Figure 2 is a flow chart for the user authentication of Figure 1;

Figure 3 is a flow chart for viewing an HTML file of Figure 1;

Figure 4 is a flow chart for launching a multimedia plug in of Figure 1;

Figure 5 is a flow chart for the launching of a remote application of Figure 1;

Figure 6 is a flow chart for a system update of Figure 1

Figure 7 is an overall flow chart for the platform’s response to an input;



6 Figure 8 is a flow chart for a user's input of Figure 7; Fi gprﬁej?m;s?ﬂﬁaj
flow chart for a systeminput of Figure 7; Figure 10 is a flow char

server input of Figure 7; Figure 11 is an overall flow chart for the server
operation (first part); Figure 12 is an overall flow chart for the server
operation (fi nal part); Figure 13 is a flow chart for user authentication
of Fi gu ﬁg],f?@nd 12; Figure 14 is a flow chart fob-88is4k0e® and caching an
HTML f| igures 11 and Figure 15 is a flow chart for the stream ng of
medi a of F| gures 11 and 12; Flg e 16 is a flow chart for the |aunching of
an application (first part) ure 17 is a [low chart for the | aunching
of an £pm1rq&:la@ﬂ@wdeaﬁﬁfprawsmrlwm upie 18 is a flow chart for a device

driver geausst aol ah%ljr st inBQf Bigure 7l QUre 19 is a flow chart. for an
updat e o%% the oggfgtl ng ystlgm of %wgur es 11 and 12; Figure 20 is a system

ar chi t &ieneerl® ivd @lmTmeaS@mlrwmffm7 Figure 21 is a systemarchitecture

di agraﬁgfu%elltlpzﬁuo%%f{%\?rﬁﬁﬁ'f& es?rq, d’%E S (rsidart);S @ diagram for application

hosti ng scription nbodi rrent Al t hough the description
t hat fEigiumvwls@qverhléﬂanchaﬂ@fﬂﬁsﬁﬂmoberamr@wlPfﬁ@i envi ronnent (rnobil e phone;

PDA  © il 135, o i rdr e BlheRkafiaf e Blts Pl bh any machine able 1o
comuni a server over a tel ecommunications network. In the
foll OV\Erggredésmﬁqut¢l@nf0rr@ﬂ@gemchﬂmmmWPPfFIE'EeSdééﬂd Wth the first two

numer al QR egd1pcan be found. For exanple,
0605 %P%ﬁg(? dﬁ@%& {Jrgﬂ s ‘gure lﬂ 700 refers to figure 7. To first
refer thumlguﬁrzeﬂ@ochmuﬁeﬂpllfamtf}mgmfﬂlsamimatmﬂ(ﬁﬁtpm Singl e Qperating Layer
Archit [ﬁ% QG BAYLBr 2001 and an engine

i steng%dgb‘r‘( %%?ﬁ%@@éﬁ?ﬁ%éofﬁr ov?%lrgs the software interface
2002, Figoteu@iisrgflavhehart for e device drivesrespeshefdigwred 1} asid2e appl i cation interface.

The enwﬁpﬁlbsgffowh REQ) e bEVe ARENP<ORLAMBGE uppPLt [ nterface. The

pl at for as on engi ne t hat e platform engine provides
is naF:gu:eW:sr@mden@ldlnth{ew@ grmctofthy platlwgi ne. The pl at f orm engi ne provi des

HTM. - apgld 20 1AV A0 980 A 40N A0 A PENe SRR 08O

Figure 22 is a diagram for application hosting.
Description of the Preferred Embodiment

Although the description that follows is relevant for a mobile computing environment
(mobile phone; PDA; etc) the present invention can be used with any machine able to

communicate with a server over a telecommunications network.

In the following description, reference numerals will be used with the first two
numerals denoting the figure in which the object can be found. For example, 0605

refers to object S in figure 6 and 0700 refers to figure 7.

To first refer to Figure 20, the platform is built on the Single Operating Layer
Architecture {“*SOLA”), and has an engine executor 2001 and an engine listener 2020.
The engine executor 2001 provides the software interface 2002, including the Internet
interface and remote application interface. The engine listener provides the native

hardware support interface.

The platform has only its engine. The shell that the platform engine provides is
natively rendered by the platform engine. The platform engine provides HTML and



7 nultinmedia output as native 1/0O support. There are no APIs pr:’vhded
elimnating the application layer. This al so reduces the chance fJﬁNi 285
party applications being able to gain direct hardware access. In this way,
any native access has to be screened by the platformengine. Applications
do not run on top of the platformengine. Instead, sessions are created to
handl e @gRldesAsi ONs and they run renotely on a seryeiscodomppl i cation calls
any APls, thus there is no software |ayer. Instead, APIs that are called
fromrenote applications are translated to commands that are shared between
t he server engine and the pl atfdrm engine. This is why no applications run
on t op naftimddh@uiphiads hativel/Oreyppog. Thate agmo APIsprovidids elmigatie thé engi ne only

accepts instructiqns fro . i.tionally, web

cont entaplflgatg’f'rags{egﬂis(‘gjsgé ce%@%%&%@g bpﬁiﬁp Hggﬁﬁ @éﬁ’oﬁi%& 191 gre har dwar e

processé gn tieskisardwatchcsallh thisaway, aliyfriatvecaotess hasrto pPsoeeensditys  because
commands ar arsed ,each.ti t he e 1 h kS no direct

har dwaf p?artégrggﬂgelé. 5‘8@55%0“%?; i c%]ﬁ?pe%fﬁﬁé i rme]%ﬁ) lxee' glé)sgﬁa%l’cati ons. As the
appl i caéskiomrercisated fo Hahdle spplisationstahdtiescron reatotelyemch severbe a stri pped down
version of an existing OS. The platform engi ne receives the required data
fromthe server engine. It is then displayed on a display device (screen,
et c) oNotapglichtionrcals AR @Risnthus thitads wegphivark ildysr. nstesipBbrbat BFEM. 4. 0 web cont ent

means t full web experience j br ough th LW th the platform
on a nﬁ{]ﬁﬁ% SromdEmets 5‘.’*’%9%8?? ¥t ﬁgqsfaﬁeg,t. ‘i’aoc“wlﬂ"n'%s ‘E’% 4 ‘%%r Léé E?tvgrn the platform
provi dee seeérahgise dnd thehBatfomn eagineo Thit sevhyserapgicationhnmen témefl udi ng  t he
resol uti o f its display devi so th |l .d o the user's
machi e paptprpneing, AL any Jime, ﬁP%@"s“s"@ﬁ‘“%@ﬁ’( e B 13*% - 8‘?‘%%3{% di spl ayed on the
di spl ayhedset] @8 tefscivire AddidonaBy, wehebhitaneis allngedun icallbeaabandathati medi a f or mat 2004
all ows users equest _any. rjch i a, cont. {le format and
havi ng 4P %ﬁ{)ﬁbf’?’%"‘ P%ceﬁglﬁ%%g‘ék%ggﬁ&@lesr ee%%%é?ts@%ngﬂéfc Lllshe content;
el i m naéching cémpandefd pofed sahainalthep hug galled ssp theteds naudirelti lrwiwvawxt ensi ve nenory
(RAM of the maghine. Th ni.ver sal. |timedia format 2004 gives
consi sfeé%‘if%cfesscbé'dwgf‘@g%ﬁ?ﬁﬁr%%&??Pgiml & conpression of the nedia file will
be consistent notwithstanding different developers. This allows for
ef fi'ci gnt, uss, of banduidth aty o nol bl s ve MR BRAAAYECT/ SCO3/ 00089

of an existing OS. The platform engine receives the required data from the server

engine. It is then displayed on a display device (screen, etc) of the user’s machine. .

The capability to support HTML 4.0 web content means that full web experience is

brought to the user with the platform, on a mobile machine. When first connecting to

the server the platform provides details to'the server of the user’s machine (including

the resolution of its display device) so that all data sent to the user’s machine will be

able to be processed by the platform, and displayed on the display device of the user’s '

machine.

The universal multimedia format 2004 allows users to request any rich media content
of any file format and having the capability to playEack converted versions of the
content; eliminating the need of several plug-ins, that utilizes extensive memory
(RAM) of the machine. The universal multimedia format 2004 gives consistency of
compression so that the compression of the media file will be consistent

notwithstanding different developers. This allows for efficient use of bandwidth at all

times.



8 Launching, manipulating and nulti-renote tasking of applicationg oeag X
faster application handling since execution is not at the | ocal end.
Instead nonitoring and manipulating is done locally. Switching from one
application to another is relatively quick since the 'OS on the |ocal end
does not require nenory paging or program sw tching. External peripheral
devi ces‘gggg&ggog and auto-installation neans that usefsciiefmg Nnot know t he
require rivers and installation instructions. Instead, -the platform
requests the required drivers, gand automatically installs the required
drivers. As such, integrity of systemd iv?,rs, ma\éﬂbee%i%%h since the server
knows \Manchingempnipildtise nngd SRULSTRFIOT taskingg A 3RR'CFUORS AR sary details for

aut omaty, icht%%tl%dﬁﬂ%l;iﬁ&- exdddBorPis Abtf 40 (N scaNenB e s@admorteting®idi ¢ i nstal | ation of
drivers for the use of peripheral devices,K The pl atform engi ne's engine

execut aranipalptingdg dergdoogly. (SetetEng Eqmm pne) application ip prothef eela¥alYi ne | st ener

define j ) GRRGR LddtdoBSnot TGird lein¥§ Pagidk oPplogi@in Means 2003 t hat
t he pl g%l%grg%%g;@%re&nglti vel y hgs Etm'heéal gapabil?i]{dgw%o g{arse HTM.. Unli ke

ot her @Bichifgat rely on browser applications to parse and render HTM
output, the platformengine parses and renders it natively. This provides
a standardi zed output of HT IL content, and al|ows forpat consistency
acr oss Eatenahprisiphesal dlevipas suppottisad anteringfaliation awepsitoat vierenekhifftve HTM. 4.0 Parser

2003 iﬁ@@@%gquﬂeé &}ﬁﬁ%‘ ; astRAH BéliMona NEkidB GhShaRaA kéSestsHowever , t he

native rowser e can read aI'_I rich media content wthout an
ext er néie rpuirgddrivens, antl agjorpsticallyinstalls thp equired driyere Ay eI | | r equest

resi 21 ol dieOhbIblRbn e b dRRLCRAat I pREBA 88 stipon, T esol Uti on scr een
size and color epth spécifications of the user's machine's display device
to t he askwillfeed Baeseaty detailstier qutogiaticipstpliptipn. fThe glatforecag PeE®r checks for any

cont entaut?m&icﬁ%hﬂ@lﬂ:in%fﬂﬁ%ﬁ?%us&éf Tpher l&eic_@sr owser wi Il launch the

universal multirmedia plug-in 2004, a plug-in that will retrieve multinedia
content in a universal format, fromthe server. The termplug-in is used

due to H%P i3fs dnbfe fekbRfthi @finesSthé CSividke EapabtlifleRiwhilt iR | | TM.  parser
and ISTLIEEI(? e%&#ngc?uéln?egl.e I—|0\/ve\,/ga_;1?s it is neota%g étandard plug-in that is
i nst al keginelBtegearefipnde iyl wmy cowiliigs.

The native HTML parser means 2003 that the platform enginc natively has the
capability to parse HTML. Unlike other OSs that rely on browser applications to parse
and render HTML output, the platform engine parses and renders it natively. This
provides a standardized output of HTML content, and allows format consistency

across all mobile devices.

The standard used for the Native HTML 4.0 Parser 2003 is based on the NCSA
Mosaic(TM) and W3C standards. However, the native HTML browser module can
read all rich media content without an external player or plug-in. Given the URL, the
browser will request resizing of the original the HTML content by sending the
resolution screen size and color depth specifications of the user’s machine’s display
device to the server. Based on the resized HTML file, the browser checks for any
content - rich media attached. If any, the browser will launch the universal multimedia

plug-in 2004, a plug-in that will retrieve multimedia content in a universal format,

from the server.

The term plug-in is used due to the nature of the function, since it is within the HTML

parser and is used when required. However, it is not a standard plug-in that is installed



PCT/ S&03/ 00089 9 in browsers or applications. On demand it requesfj] | 2005
resi zing and converting of the source nedia file format to the un eré’N
media format by sending the resolution at the wuser's machine to the
server. The universal nedia format is a standard nedia format and
preferably has high conpression rates to allowreal tinme stream ng. Since
the fogeatedias no effect on the processes, it canppgs@iyeds®r mat that is
pre-detennined by both the platformand server. By doing this the need for
several plug-ins is elinmnated sjnce only one format is retrieved. This
gi ves consistency in nedia format, resolution control, and conpression
rates. ifhowsrsaef apheationgi e ¢rsead jaeguasty AR dwPTERe Bif% o run on top of
it. Th ; Ay W= phall 'sgmgq%'e otk er f aces,
i ncl ud%ﬁ‘g‘t“%%? aoﬁa{%l ma?%@éilg{“rs& out Sf}tq?‘magwd, USB su %(l)drdt However, the
pl at f onusar'’s mychize talthepaers Easinivgesalonedidpimatia eistopdarg gnedia forgigeat ed, so that the
pl atfor ' : ] it t Balmifs 6si ted on the
server.amrﬁlllg%kﬁ%g %gr@%wg%%&ﬁgﬁﬁﬁlgﬁéa&?ﬁ?ﬁﬁe@?M? : iesslf%iéﬁﬁd(;rporat ed into the
SOLA dometizs nerefiet gn the proogsses.if cantbi eny, fopmal thabis predetermingdh ng, can be
achi ev%dﬂ]mcé‘enq ‘?ﬁu%ll%ﬁé’sewérhe renmote application interface allows |aunching,
executing, rmanipulating, nonitoring and quitting of applications at the
server, fromthe user's machine. G ven the URL address of an application,
the renpte. anpli i i k L : I hi ne screen
resol u@o‘ﬁm\%ﬁ%ﬁ ﬂfeﬁice(?goétfggfaﬁ E’%@’Sﬁ%t@@‘%ﬂﬁ%ﬂ&%@% fg%%a:i,r?%ati on. In return,
t he remmfieved: JThisigivat doossténay mmiediadonmiat, Feslutionicomroland ¢omprasty@t i ons to  di spl ay
aul cogponents on the screen of the user's machine once the application is
successtul ly launched and executed. Upon receiving the GU instructions,
the renote application interface will create the GJ conponents and al |l ow
I nter ag{_‘l V]'a&'éﬁn%& ihd! ‘\%PIS S&rﬂ?(ﬂpﬁpﬁé@iéaﬁorpﬁ rﬁlp&ﬁoﬁ BER! Thersfbrt iUt server )
i nterventPon. ?y en a process, such as sorting or saving files, is
requi r gbitforn ¢ngink @rovisien basicaf inteRedsoinclndinpkayhessd, spalery owtty  that . i ndi cates
whi ch pa A SRR . The server
sends %%dél%{s%)‘p B@ﬁs}{a ?Vg‘%%?ggrfgaﬁg{‘ tg Iﬁ%ﬁ%ﬁfg@ggﬁ?&% gﬁgitdrgﬁrarface to update
its vi ematedaoo that tinplatfemengineg pas| masipplasepplisations hebarg pXsemted@cks i f t he
appl i cati Ol ’M}% 15 yBo omBﬁtﬂlg?ézﬁﬁ&iue%at {sNfcoRRFaY@linto ARIdc.AANY commands or
har dware "fequest . Both the server ]

so that memory use optimization, and fast multitasking, can be achieved. Generally,

the remote application inteiface allows lannching, executing, manipulating,

monitoring and quitting of applications at the server, from the user’s machine.

Given the URL address of an application, the remote application interface will send
the user’s machine screen resolution with the request to remotely launch the
application. In return, the remote application interface will receive GUI instructions to
display GUI components on the screen of the user’s machine once the application is
successfully launched and executed. Upon receiving the GUI instructions, the remote
application interface will create the GUI components and allow interactivity of the
components to be done locally without server intervention. Only when a process, such
as sorting or saving files, is required will the remote application interface send a call
that indicates which part of the program has to be executed at the server. The server
sends back GUI instructions to the remote application intetface to update its view
port. The remote application interface also checks if the application, while being
processed at the server, calls any commands or hardware request. Both the server

engine and platform engine re-direct to the other engine commands that belong to the

other engine.



engi ne and platformengine re-direct to the other engi ne comuands qgt 200!
belong to the other engine. 1 0 JAN 900,1 WO 03! 090200 10 PCT/ SQ03/ Oggb 0
The platformengine has built-in hardware interfaces and extensions are not
required as it is an enbedded environment. Mreover, allow ng a choice of
har dwar e extensi on supports conprom se OS security. The platform engine
recogni $@%sMogmpPr ogrammed hardware and will not waglhswbsddestinaut hori zed
third party hardware. By doing this, hackers are prevented from exploiting
third party hardware to gain acggess to the user's machine. The native

har dwar e support interface is the engine listener for the platform engine.
Its main tasks are to listen for hardware operations, and detections. The

engi ne i ?ltaﬁf}ﬁ"nren ihS hadd THOML A Harelart thterfabes amhéxtdnsiodsi axeenbt eegtiegor i es of har dwar e.
Since difterent %ar dware uses differ.ent hdri vers, the engine listener is a
"dri vess it igya embeddedenviganmeitsMerearst JH T netC °ﬁ&?§%ﬁ’i"§' SECesS. There are only

t wo vvaé@,p'bﬁg WlproidiasgIViiry. e QRsond ergird Hécoghized pr-frogradmdds by cal | i ng
commands. As conmands are parsed, and i nterF%rfgt ed eacﬁ)h timme they are call ed,

no apperiveare ashwillgiot werk wighwmeRborzsy, thisd party pardware JYoNg Wkar e resources. The

Secondh&c&er@&e gfe@énlté-drfﬁmce@lﬁ‘éﬁﬁé 2 phrtyPardffe Jo gafiSactesSshikatserdf the APls is
converted to comrands, ardware access is also allowed in this way.

Howevemachigence only a subset of the APIs can be converted, hardware access
by conventional APl calling is not. always allowed. APl calls that

reference address and al | ocations of nenory._ s ts, direct port
r ef er eAbé nagive hardwaye supperh ipfeplage; ip e spaipg W@bﬁggﬁ'&%‘f{’?n&nd interrupts

progr aggrj'ngg'task@aﬁ‘@to"]‘iktlm foP BREWHrEoptRtions fdntl etédiais. Thel ehginolistdaer converted to
commands. The platform engine supp E‘it"? cogverﬁj ns, .of  hi gher |evel of API
cal | i nég, pregrarhmedsto SHaen” rig ft ‘@SQOYRE)?/TQ WPEe: SHY® ‘ggieﬁts]lafq‘ivﬁmof vol une,

printi g&s%fé dHvSrs, (BO6heiR Hs@hdr s @ CRRMGAYRIORat albwsmietizidonal API's to
commands is done at the server. Any wrel ess support hardware will be

det ect batdwaelasaefSo- i nstal l ed as the platform engine provides native
i ntegrated hardware support. This is with the help of the server. The

server helps the platformengine to identify.installati.on i nstructions for
There gre only twcF)) ways in which hagrdware accessqs granteé{ The Brsfis by calfi"ng

commands. As commands are parsed and interpreted each time they are called, no
applications or web content can directly access hardware resources. The second is by
calling conventional OS APIs. As a subset of the APIs is converted to commands,
hardware access is alse allowed in this way. Howevert, since only a subset of the APIs
can be converted, hardware access by conventional API calling is not always allowed.
AP calls that reference address and allocations of memory segments, direct port
) referencing, native transferring of binary codes, hooks and interrupts programming,
are all insecure API calls that will not be converted to commands. The platform
engine supports conversions of higher level of API calling, such as opening of CD-
ROM Drive Bay, adjusting of volume, printing documents, and so forth. Conversion

of conventional APIs to commands is done at the server.

Any wireless support hardware will be detected and auto-installed as the platform
engine provides native integrated hardware support. This is with the help of the
server. The server helps the platform engine to identify installation instructions for

the detected devices. As such, user intervention is not longer required

As shown in Figure 21, the server operates in a similar single layer as the platform.

However, since the server operating system is much more complex and is not in an



the detected devices. As such, user intervention is not |onger rdqli j/&d 2485
shown in Figure 21, the server operates in a simlar single |layer as the
platform However, since the server operating systemis nmuch nore conpl ex
and is not in an AN 2005 WD 03/ 090200 PCT/ S&3/00089 ]I enbedded
environment, there are extensions to the server. Al the conponents listed

under tp§, 5g@r engi ne 2122 are individual serverger@XGiide t hat they are
pr ogr amme "'l sten" to conmands that are called fromthe server engine.
The server engl ne al so coordi ngtes and re-directs operations to the

respective servers. The server.al Opd & 18R%isk® the platform
Ther ef onlkeddedipaviraamgyly th %‘F\Qﬁeﬁéte'?séonff? ?\ Ilgtﬁ?cdrr}pﬁe The server engine

does Nt PHOVILE edbiilei 212 S¢iifiOIdhal fsﬁfierﬁleiceptﬂhﬁt gy o p@EAMMBYt it acts an

interface to all its servic of the dref Sndint ald@st ed by their
r espectoi‘ligters'dp ganpmandsyih @f’eﬁﬁ'&ilﬁ@ eFstm'vcglfmlg‘nes’l‘s%é%lver sgfute of servers, or can

be froggﬂmategﬂﬁgﬂﬁbcmeﬁﬂonsﬁﬁﬁere9pacrmb&rvetshe storage database server of the
server suite can be replaced by an "Oracl e" dat abase server. However, the

storage dat abase server from the server suite nust remain, as extenS| ons

are i ngfal H@P‘al&ﬁxféctts 1: 1188k Eretphfoser Tierefarg thewryeemging & 18 third party
dat abase” server . the servers in th we%h%gﬂg) a1 fiderateat ed to the server
engi netha$frort dige”} "ﬁhféﬁ%(é&enﬁﬁ‘?‘ili’e%%ﬁm&dﬁ@? on y exception is when third

party §1§i }’F&é R EferfaB04Y 41EHL sehifcek. lBash ofitte, searises & hesed byl above, extensions
a

are ins on the respective server t @“tnl'hg external servers.
Thi s apsbecixs seryersnBhdy @I?QLP““ of the ssyer il & a@%@%ﬁg@ b admini stration 2125,

I'nterngf rgfﬁt fhplea 0 stbsape daﬁuﬁ&mroﬁﬁmom@@%m t2127. Storage on

the server f. m nat es the need t nchr ‘Q&'}Fﬂ Since data is
avai | abdpkmtaltbyr@a‘pﬁtcier”’réata‘ﬁf/: e Calri er o2 escﬁﬁ&égs e server, nobile

machi n g.@% u.t@ﬁiﬂs‘i?en?aﬁphd @@an}@:ﬁsar&iﬂaﬁlle\i/@natbmnﬂbh theoserve(® with | ar ge RAM
| arge S

and high p and othernore, the
spl i ttlcmge@ﬂom phérd pegtpdpdad Fséd%%sﬁfa’ﬁfs?l %rsmo \?\u/el%?imﬁﬂ%g%tgﬁ/er and the user's
machi ng, };,Ién?ﬁé{h O mteRewith fieh st Ehe adyeseaionistwhithirduser s t han

conventl ona ication  hostin v ENBfiedhandl es sessi on
dat a r purheverversars requged: é‘h‘f‘isﬁﬁe(féfsg“ negﬁgdve 2e§tre%%§ﬁ%§en\élﬁrnten5| ve. Al so, as

the apg| yGalpQiivd Srex@euined e biend serves. This iaprlies taemait kig4,
storage database 2123, administration 2125, Internet gateway 2126, and user

authentication servers 2127,

Storage on the server side eliminates the need to synchronize data since data is
available at real time. By having the processing on the server, mobile machines can
launch applications that were built for PCs with large RAM, large hard disks, and
high processor and bus speeds. Furthermore, the splitting of operations reduces traffic

between the server and the user’s machine.

Multi-sessions mean the server can suppott more users than conventional application
hosting servers, as the server handles session data rather than application data, which
is resource intensive. Also, as the application is executed on the server, virus attacks
cannot be made directly at the user’s machine as there is no application running on the

user’s machine, and a virus normally attaches itself to a designated part of an

application. As the user has to go {hrough the Internet gateway at the server, security

can be handled in a more efficient manner as the. server can track and monitor

through-load balancing techniques, and firewall security.



cannot be namde directly at the user's nachine as there is no appl{ datjiseh 2005
running on the wuser's machine, and a virus nornmally attaches itself to a
designated part of an application. As the user has to go through the
Internet gateway at the server, security can be handled in a nore
efficient manner as the server can track and nonitor through-I oad

bal anciﬁ?og geipi ques, and firewall security. 10 JAb-2EER0ME 03/ 090200
PCT/ SQ03 00/089 12 The server identifies each of the users by the MSI SDN

information that is unique and ecure. Leveraging on such a tracking
system can potentially provide paynent identification billing systens. It
al so alThewsver kentifies vk oftthe wyera hy thadMFISDN dnfermatignytbatisamiaue #isk wor k, as | ong as

t he user _has _the.same NSI SPN;. Th rSahddny GréRgk pH/UAN ST on server 2128
i s one &% ﬁ“g"e?@#r@e?nss‘!yﬁ Ee sngrssgrtm\és?ﬂip?e of Qgperrver s” It is a data
pr oces sdentificatonellingieysters. itedsoiablavesthevesiver torgranh usersiaphers i afynt er net, and

resizes the cqontent,. Thi s s on a basis of pre-progranmed
script §‘°tf"ﬂ§tas ?r@afhlgf'?eﬁfclz Ixh%%ﬁsn\fegﬂrflls e resizing of HTM. documents. Once the

URL of the HTM. document, and the resolution of the user's nmchine, are

fed to, th rver. it checks t n Irfipel dAReds Bl WefsEFedOCUMENt 'S
al read{’f}‘fﬁI sresizing pnd € césiorrr‘es(r% gp%@g{;g %Ir%eolfﬁllgt ﬁﬁ tﬂeecsache wi Il be obtained
from t lesitel oftseveretlt istpdutn proeessingeservagas i eetdryeuwebneonfepiofiom e | nt ernet, the

server will, apart from savi,ng._i raty - glrzi?ﬂn dd WDTH and
HEI GHT g ?"g %%ﬁ“@&esco?tﬁnq'tﬂ'ésgﬁf%fw g(gﬁ’#gan%ﬁgﬁj Eg{%]ﬁ% notedﬁave t hese tags.
It t hegcriptsaiid sre tatravtisnsion the hesiZnNg OT HIMhdlopdiile@sT t ags so that they can be
viewed on the user's nachine display device in the requested resolution.
This is done by dividing the original WDTH by 800 and nultiplying it by
t he requeasheURLes i BTMIndsumginttahd the mesplotian of gheaiser’ sHEICIBRR atcags ar e not

o0 i T S atiRE o SRR b efeg BAGR Bl HEACHT i1 be

di vi de Iplre e requested resol'ution's height. The
t ext i Baché)®okiEhdntscibat et injtle cactei will de obtaised fraw thedntemeti Heent he S| ZE val ue in

Lhe FONT.AR gk, g ol RS0 R B Y1 o Shcts (hat
and HEbgariioxstb udsy, atdeVbTiivgd HEIGHT thgnty obleets irtheyil ML dogumshi c file to the
Lo o 5 AR e R Sl e 1L, v
t he HTM tedotheyredt be viewedi dnl thdeser’s machine display device in the requested

resolution. This is done by dividing the original WIDTH by 800 and multiplying it by

the requested resolution’s width. In most cases, HEIGHT tags are not amended, unless

by user request. If so, the valuc of HEIGHT will be divided by 600 and multiplied by

the requested resolution’s height. The text in the HTML document is resized by either

amending the SIZE value in the FONT tag, dividing it by 4, or by adding cascading-

style sheets that override all the FONT tags and use font size 1. Since the IMG tags

WIDTH and HEIGHT values are changed, sending the original graphic file to the user

does not excessively utilize bandwidth as if a larger file was sent. Therefore, if a

smaller size of the original graphic file is attached to the HTML document, it will be

resized so that the file is smaller. Resizing of a graphic file depends on its format. kt

can be JPEG compression or GIF compression. The graphic files are resized to the

displayable resolution. Unnecessarily large files are not sent. Further amendments to

the HTML code are made when the server resizes tables, embed, form, input and other

tags supported by the platform 0100. This is not transceding as no images are

discarded and the layout of the HTML document will be exactly the same as the

original design. Any resizing work will be cached for later reuse.



resized so that the file is smaller. Resizing of a graphic file dje;germy gWS
its format. It can be JPEG conpression or G F conpression. The graphic
files are resized to the displayable resolution. Unnecessarily large files
are not sent. Further amendnents to the HTM. code are nmade when the server
resizes tables, enbed, form input and other tags supported by the

pl atforwp%,ﬁjnghi s is not transcoding as no i magescfL8ysnbisgFcar ded and the
| ayout of the HTM. docunent will be exactly the sanme as the original
design. Any resizing work wil|l Ee cached for later reuse. JAN 2005 WO
03/09/) 200 PCT/ SE03/ 00089 13 'I] e advant age ,of havi HTM. resi zi ng and
conver Bieadvaptage hhayimg ML #Stzhlﬁtan"bF‘él-"erﬁ‘%g%@&F@ercléﬁ%bgrebut in place to

ensure L | | sk s it RBdivel HTENIL. Cortnt thittes screen of their
machi Wé?cgﬁﬁrgliﬁire?ev@gi? rllfcg(ig\deéﬁi s that it allows images to conpr essed

‘ e
bef or eth¢ basenasfetheie machine. t Aothgs egvantegrels Hiatgh aHows _Bse@np? esized to a
:Srrr::l el hesel %Efo%ﬂhé?pgﬁgérﬁ No alasethe! Mfgd! Bf¥ingSheB ediizttosa di spl ay devi ce.

media conversi o stream ng server 2129 is both a conversion and
st r eandunlier rselntiarty nateh thghoftheasers maghing)y BB PH%- nay be on separat e machi nes
to give better performance. Conversion is data processing intensive by
nature, while streaming is bandw dth and sessjons nonitoring intensive.
Ther e Heenetliscomapntad seaming sérvey 2139ds hethlp sorveERa end Hre4"BE uni ver sal nedi a

format. Th niversal o IsShafitd MEUARES tAkivébakeard format that
the sefVE E‘a?ﬁé‘ %'Ieaatcﬁlglr?ﬁg&ggi%o&%%t)%é?peed upon _as télﬁe, only format they will
shar e pstformasacGomedsion i$ datmprdesssingointepsivenitynratuse e SEBEMEJF " pl ug-ins to play

multiple formats, . i.teria:for the choosing the universal nedia format
glm q"ﬂ‘g&%rsr%}%"{oggr;ﬁlg%{obéfﬁaﬂeﬁsvje. g

is th stream ng format, and should have constant
conpression rates to fulfill real tine streamng. The first approach is to

use exLsting tran | ki §PthE QYRS médiO@mangneedia formt to
t he om&ﬁ.ﬂ rgﬁg%%*ﬁ?ﬂ"ﬁ?%%ﬁﬁ?‘g‘hﬂ?ﬁg‘?e not avai%éﬁl}nﬁ_@% al | format
[

convengivensal, meslianfosnz deve irfdostad tsgndaest fonat fhad thessg ™ onpr essi on and
encodi g v JHELSB0F s hl16r2 REAR el Rt ARRAIARCH Sbbian big@do i f the i rst

approa second approach takes nore tinme and
pr oc e sdimirgtepimwerd for plugrinede plex muliipls dorrmgts alhg et BREESROFBR of the ori gi nal

medi a Jxé) LR T Qe di AW AR Bhat HBrnBB m{¥t bER Brdam@FESMAN dnd should

have constant comptession rates to fulfill real time streaming,

The first approach is to use existing transcoding techniques to convert from one media
format to the other. Transcoding techniques are not available for all format
conversions, since some formats do not use asymmetrical compression and encoding.
Therefore, the second approach has to be used if the first approach is not feasible. The
second approach takes more time and processing power. It involves decoding and
decompression of the original media format to raw data, such as bitmap frames and
PCM waves. Again, since each media format has its own decoding and encoding
algorithms, the purpose of the conversion is not to better compress or encode the
media files. Rather, it is to give constant compression rates and to eliminate multiple

plug-ins on the platform 0100 for it to be able to view multiple formats,

Resizing is also performed so that the server streams smaller files to the platform
0100. Any conversion and resizing performed is automatically cached for later reuse.

After conversion and resizing, the server streams it to the platform 0100.



PCM waves. Again, since each nmedia format has its own decodi ng and (eniidiZ0gh
al gorithns, the purpose of the conversion is not to better conpress or
encode the nedia files. Rather, it is to give constant conpression rates
and to elimnate nmultiple plug-ins on the platformO1l 00 for it to be able
to viewnultiple formats. Resizing is also perfornmed so that the server
streanswomgbdogw files to the platform 0100. Any ceovecsioamge and resi zing
performed is automatically cached for |ater reuse. After conversion and
resizing, the server streams ity,to the platform0100. JAN 2005 WO 03/090200
PCT/ SG03/ 00089 14 The application hosting,and execut] server is the
host i nGheangplsatsoubestirg a6t FEGHOR FEVEF 1% 2P %’8%%?“88%%%9? he pl atform 0100
does ngt . provi tends RE RincD 88 biafGm G100 dexaRLprodde £hwilhostment , it | everages
the sefVer s appl'i cation hosting and ex cutiﬁ?n. seﬁggx%(rmﬁ%,g | aunch and
execut argirexeypiion eovitonowet, it SEEages the Fraver 8 aplrauRt POSHPESEY B\ 01 Fi gures 16 and
éz. . Thgcwee{ o'l%ma?ﬁ&}éf‘ef(echéonaapﬁicﬁtﬂﬂﬁf9’“%* ch@TpﬁﬁfbelolmifP\/gnre_ks wth the server
gi ne’ al'so allows scripting and programm ng extensions to connect to
ot her ®fmdll7servers. This allows the server to be conpatible with other
emai | servers. The nornmal operations of the email server do not differ from
standard servers. However, when an enmil_ iSs to be.seﬂtal or received, the

emai | Sheranwil sowver is @ Mawlrdremail serer thahyerks pigh thg sSTEFEPHIHE 2P t he user has
SubSCfiﬁlg,ed t@ﬁ@@h‘ SRy ofRiohs 18 @biRE: to biheretail biveers. Ghisi | server will
exte

first e sron :scrl_{l)]ts witten for the third party email server,
| ogi n eifiwsghetstreeris be coppaliblewithpthehemallseetSr d, and send or retrieve email. |If
an email is retrieved, it stores the email in the user's email account. It

then logs out fromthe wuser's third part mai | gerver(r account . The 'emai |
ser ver The aotmele spamasionsopf the camail | seryetc 4a ot E‘G%‘ PRSPEIBSTTYEl ity ext ensions so

that users .ca %&tnl 1119 bOichi B r@BledS Bk VRkBservENRilchak agaseat abase is a
hostin og%vre{iévr%e'l a aﬁutlslttf?lbzees a dat%f)ase to all Qcate I?uop%, and i npl enent
access pofiktts dttgmirg if the gt has sahseribed to 3 tird parygmpt SEYE 120§ provi de di sk

access t'gsewe%ﬁl%ﬂh%ﬂ%xﬁﬁéﬁcﬁﬁbﬁﬁd@tf&hﬁ&ﬁﬁd pdiatemail beveat e quota, and
i mpl enEMt's™access control's, preferably has.at . . 1
login using the user’s user ID and password, and send or retrieve email. If an email 15

retrieved, it stores the email in the user’s email account. It then logs out from the

user’s third party email server account.

The email server provides not only email access, but also compatibility extensions so

that users can log in to different servers.

The storage database is a hosting server that utilizes a database to allocate quota, and
implement access controls to the user space. Its primary role is to provide disk access

to platform 0100 users.

The databases that allocate quota, and implements access controls, preferably has at
Jeast five fields: user ID, quota limit, password, private access directories, and public
access directories. The private and public access directories each has different access
tights that provide access in different ways. The private access directory is a “view
only” directory whereby users can open copyrighted files but cannot forward them to
third parties, or to other directories. The private access directory is into one which
content providers can write copyrighted media files, when the user has subscribed to

or bought the content from them. The public access directory is a normal disk space
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directories, and public access directories. The private and public access
directories each has different access rights that provide access in
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restrictions use 0 ?ﬁgaé ns that use files stored in the
di rect‘HF@"a“ﬂRE"mﬁ’cﬂaﬂlsﬁaf%sﬁggﬁgﬁﬁﬁle Orgnd CS update 2131 server is a
dat abase server that stores all the hardware drivers and OS updates. Upon
demand from the CUNBEis¥ dalat REE R lepr the appropriate
har dwalte WW@@H’%‘% ‘B%ﬁg?)ﬂ];d?@s ‘f)pé% 2&;@ Sre}a‘% B send Tt 1o the user. Such

pack aggsessflike lajderatenliigiieanl ©Stupdates| Bypoh demard fom theplptform819% o5 scripts t hat
instruct the platfo 0100 h | or 0RQupHdid ¥fkape, Qhd OS updates so t hat
users th‘é@ﬂ"eﬁb'ﬁl *ﬂf%{ogbﬁ@ﬂr%n?%h&gﬁggégh %ee gﬁl{ o The " description bel ow of
Fi gur esedBit tcihe used. Suﬂﬂﬁachw seamhemwedmhedﬂﬂtfs@r QK0 dsdt qaEigEri bed in rel ation
to Figure 13., Th erne IR JRALENRMAr SET VEer or a proxy
ser verScripty thatips é.‘ﬂ? %M@%ﬂh?gﬁgﬁtat I on 39 queue systems, and
SeCUFl&s&sB&dﬁQMﬁhic&enél‘ﬂﬂeheqﬂmm Seq alerthe flescripiion belew P&Flg‘rfé%m tory of usage

| ogs, configuration panel, and nonitoring mechanisns. The adm ni strator of
the ne®d?k is able to: alert new OS updates: check if any hardware
drivers not found in the database are required by the users, nonitor

st orage dat abase; .configure t ARR 1§erver; create user accounts;
genera usqy Ay ?ﬂﬁ?ﬁﬂﬁmﬁgﬁg’mwggértsl&ﬁgkkggcurlty pol i cies; server updates;
and nmodify configuration settlngs of all servers. To refer to Figure 1
there i s shown a platfor S QREY & hfliGhasy gt em residing in
t he usHielatemgtagie ’ﬁﬂg%g% ?ﬁahn |%fé%a t's W th lﬂJghserver for |ogin,

r equesdifférert 1Mﬁhndmiﬁbxeaﬂ quedecsystenasel v, scanpip] firewaliso dbe adimia sVt em updat es.

Phone s the central repository of usage logs, configuration panel, and monitoring
mechanisms. The administrator of the network is able to: alert new OS updates; check

if any hardware drivers not found in the database are required by the users, monitor
storage database; configure the application server; create user accounts; generate
billing and usage reports; set security policies; server updates; and modify

configuration settings of all servers.

To refer to Figure 1, there is shown a platform 0100. This is the operating system
residing in the user’s machine. It connects and interacts with a server for login,
request for web content-rich media, applications, and system updates. “Phone

features” refers to generic telephone functions like cell phone calls, SMS, address

books, contacts, calendar, and so forth.

The engine is the command interpreter and invoking engine 0130 that does all the
required local processing and network control. The engine 0130 handles all the
operations and only reacts if there’s a trigger. It then branches to the different services
offered by the engine system. Services offered by the engine inctude handling Internet
connectivity, playback of web content-rich media, launching applications remotely,

system settings, and peripheral support. The engine merges layers of a traditional
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address books, contacts, calendar, and so forth. The engine is the comand
interpreter and invoking engine 0130 that does all the required |Iocal
processi ng and network control. The engi ne 0130 handles all the operations
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t hrough touch screen, keyboard, command, or systeminput. The platform 0100

DootS ARl g%”ddnséq%rr 61%115%{1& 1 hhs 19&Q£&thﬁ%§eﬂéﬁ§ Tafsenciudist sl i zed,  t he

pl at f started. The pI atform 0100 engi ne then renders
and qn@nﬂudugbtouwrenmkekbbﬂ@;éomﬂfﬂ@ %IS&&‘%WPH 0100 engine will start
listening for platform triggers. Wien there is a platformtrigger, the
platformtrigger detection process will be executed det ect what type of
t r i ggeThei gatformy 0108chootsfupiand ﬁtsﬂSaA'ﬂFro'QgPh@elfﬁm’tfﬁ Az fifiahiaed, °r| gger 0132, the

user a tion I ced reddbrsiabd i S a "request for
HTM" lg‘fg?“to @[ﬁcr\gfngvhgﬁ%%mp essﬁnogg)g a\f;ll\agﬁ]l be r?a inched. 1 it is

r equespemothé ager ianarﬁetmThgplc@mle‘HﬂO engine Wl stagt iyiening frp&ifoThe | aunch
mul ti medi a ' 4 REAGrocksk wilhe trigger is a
cal | ftgsseasn%s'g}".ﬂéa% o BRAGHadte b il B ARARAGrock be

execut ed 4 the "l aunch renote
appl i ct&tdxam{cdWMEwh@momgerhfeﬂY@%é‘Héﬁa qggi"@“’l‘ﬁserécrsyst em update 0136,

wel iﬁétggeﬁhtﬁm SeePh ?&c%g%gg&eé’é‘dzboQﬁlﬂe%iﬁa{ésdfnh@‘a tr&qeest rigger is invoked

e 1npu har dwar e tri gger na be processed
0138. th&I’IMIa’tOBBmI(élﬁé}mm HTMlo tcicess 03 00 wilb &5 'apmgddet'el s for pl atform

triggers until it of'54, HlRQWR “labindhinglitingedd plignce the platfor m
0100 S‘Fﬁ‘}e%i‘é‘gg?{cfh s%?“ﬁtmg%m user autahentl (iatlon 0200 is invoked.

Thi's pindpRess nmwmés lamhqdeifﬂhﬁgtﬂﬁﬁ’é in g icalpfgr rap FRplication 1o

executed 0135, the “launch remote application” process 0500 will be launched. If it is
a system update 0136, the system update process 0600 will be launched. If the trigger
is invoked by local hardware inputs 0137, the hardware trigger will be processed
0138. The platform 0100 will continue to loop and detect for platform triggers until it

is shut down.

As shown in Figure 2, once the platform 0100 starts and the user logs in, user
authentication 0200 is invoked. This process involves retrieving the MSISDN from
the SIM card module, the user ID and password for PXI, and submitting them to the
server 0201, The user ID and password will be retrieved from the flash ROM of the
aser’s machine. Both of these will be sent to the server for authentication 0204. The
server user authentication process 1300 will be faunched. Once the' authentication
process 1300 establishes that the user is valid 0205, it opens a SSH connection 0206
between the user and the server. Enhanced security measures are put in place as the
initial authentication uses a SIM card. The authentication and sccure tunnel is more
secure than a conventional SSL connection. Moreover, by using a second layer login
that uses the user TD and password, encryption and compression are provided on top

of those provided by the telecommunication service provider. If it is not a valid user
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multiple media formats. The server converts all conventional media formats to the

universal media format. It is essentially a streaming media plug-in. It uses known,
conventional streaming techniques and industrial *compression techniques. The

advantage is that it eliminates the need to have several plug-ins since it retrieves in

one format only.

After the URL address 0401 of the media content is passed to the server streaming -
media process 0402, it will start the conversion of the media streaming data from the
server 1500. The view port of the video and audio playback will be updated 0403.
Until the file has finished streaming 0404, it will continue to obtain streaming data
from the server. At the same time, it will check if the user triggers any playback
settings that change the playback streaming sequence 0405. If there are changes, it
will update the view port of the video and audio playback accordingly.

Figure 5 shows the launching of a remote application such as, for example, desktop
applications such as the “Windows” office productivity software or standard desktop
applications. These are conventional desktop applications written natively for the

desktop PC environment for OSs such as “Windows”, “Linux”, Java, and the “Palm”

OS.
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streami ng nedia process 0402, it will start the conversion of the nedia
stream ng data fromthe server 1500. The view port of the video and audio
pl ayback wi |l be updated 0403. Until the file has finished stream ng 0404,
it will continue to obtain stream ng data fromthe server. At the sane
time, i \%,tglmﬁheck if the user triggers any playbaekscss8iokd Ngs that change
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the |l aunching of a renote application such as, for exanple, desktop
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e sC . This is different from screen
dunpi ngesktop teekmologics dheak tlemstratobnuit dyive whettie being reeividerUgBes not know what

i s being.recei . .Upon eGcekvi t ' hRSandt he platform 0100
will cfegeé‘t’lﬁgrgﬁéﬁgﬂfmfég ns’ot{é\ee%ﬁoﬁﬂg)o‘gﬁflc%%?ﬁ@g%ﬁ%i ty of these conponents
to be pRw atemdvityostathese wuntpouants webey performest eallynwitkpyt 831, \When a process

such as, sortin rasaving fil ' equl t i @ 0100 refers back
to them&m‘éﬂ?&ﬂ‘?}- ™ oP 8Jrs‘L'f“?c?}eégssfnﬁlﬁ%g}egagggsﬂll&olg% r?(pﬂl'jhe pl at f orm 0100

al so chladem (100 afiys hchitd the merveri 4@k other timss eoppretes loetrd Thef there is, it
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Sp 05, Tnterface operations will be sent
0506 t gllokke wiggey ®rbe inbokedsed the progdss progeed-ur n f eedback 0570. |f the feedback
is a platform trigger 0508, the platformtrigger will be invoked. The
exported application display wll be retrieved, and user interface input
det ect ifake mput process tenires a display update 0505, interface operations will be sent

0506 to the server. The server will return feedback 0570. If the feedback is a platform
trigger 0508, the platform trigger will be invoked. The exported application display

will be retrieved, and user interface input detection will restart.

In the system update of Figure 6, “device header and manufacturer name” refers to
descriptions and manufacturer information of peripheral devices that are sent from the
user’s machine to the server during the initialization process 0601. Such information

would normally be, for example, Device A Model name, Printer USB, Manufacturer

B, Version 1.2.

OS update 0602 refers to upgrade packs or patches that are released to the user. Such
updates are normally automatically accepted by the platform 0100, and an auto-update

process is performed. When such an operation is to be performed, a OS update trigger

occurs 0603.

Upon detecting & trigger the system update module will check to determine if it is an
0S update, or external device. This is done by checking the source of the trigger. An
0S update will only come from the server, and device detection occurs only at the

platform 0100 side. Since peripheral devices that are installed can be used more than
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updat e Qfg%,ﬂgroﬁ%ers t o upgrade packs or patches thapcpigoshofkeased to the
user. Such “updates are nornally automatically accepted by the platform

0100, and an auto-update procggs is perfornmed. Wen such an operation is

to be performed, a OS update _trigger occuy. Uporexdlet ecting a trigger
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devi ce ot found a report is return beshdpg "no drivers
f ound” witl be éxentedro60% Devise driyerfdleowd e cpried; 8 °&6§ﬁ%’fggge" 0607, unpacked 0608,

and the auto instal | atioR4S&l iSRS haletiBiartap retpackbgef dwitel be executed
end, e PR, Wil fedatd.
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An OS update is performed in a similar mannet. Given an OS update trigger is
invoked, the platform 0100 checks with the server to verify if there is an update
required. If it is for an 0S update, then the platform OS settings will be sent to the

server for synchronization. After synchronizing, the O3S update request will be

‘launched. If there is no update, the user will receive a “no update™ 0611. I thgre are

updates, the OS update or upgrade packages will be received 0610, The packages are

unpacked, and the auto installation scripts within the packages will be executed 0612.

The scripts will instruct the platform 0100 to copy any new files to the system and

recompile any required files 0613.

In Figure 7, input trigger refers to inputs that are generated by the user 0701, platform

0702 and server 0703.

User tefers to the person who is using the machine. Typical inputs 0800 are from

instructions using a keyboard, mouse, pointer, or submitting & URL. System refers to

{he user’s machine. The only possible input 0900 from the device itself is when the

machine detects an external peripheral device and reports it to the platform 0100.
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erver w
commang,. sfiBGt drANofY. BOGtiputttaRotothd @ropeseddf tyrthe Aatemt0d0heAf orm t he functi on.

Where the input is fromthe user . (Figu 8 i tegori zed as
ei t her desisiondg ade whethgr S%?‘\H’?Fé?fngésrre‘ﬂ’%f"ié}eﬁ?hb BJ(?[fﬂml naf)ﬁﬁlg ﬁave to be

pr ocesgeslodysig e tHelsarvérGs Abt chiied fér fudlec protessing (80 haltepravhsinger ser ver

Pr Ocesgt&?sg()sloi rOet}?cllj'vlvirsce Ctjheasfe;['v%rr Qsem%l' %[efp%crers]sspngsl 1()6/550% hﬁqu the

request is processed.

For a system input (Figure 9), the only possible input is the detection of a new
hardware device. The platform 0100 first performs all necessary pre-processing work,
and determines it with any drivers have to be fetched from the server 0901, If drivers
are Tequired, the server will check if it has the required drivers 0902. If no appropriate
driver is found, the server will generate a report stating what drivers are tequired by
the users 0903. If the driver is found; it will be activated by the platform once the
driver is installed on the system 0904. The user will be able to operate the new-

installed hardware device upon the drivers being installed.

In Figure 10 there is shown the response to a server input 1100/1200. A server input
1100/1200 is first formulated after the server has performed at least a small amount of
processing. It will alert the platform of OS upgrades/updates 1001, or call commands
from the server-side 1002 to instruct the platform 0100 for local processing, such as a

print or scan function. Both such inputs are fed to the platform 0100 for processing by

the platform 0100.



its processing. If the server is not required for further processi-p@ 3?&1 005
the processing stops 0802. O herw se the server takes over the proce né
1100/ 1200 until the request is processed. For a systeminput (Figure 9),
the only possible input is the detection of a new hardware device. The

pl atform 0100 first perfornms all necessary pre-processing work, and
determnes it with any drivers have to be fetched I,#M}O% server 0901. If

dri verswongj@mtméqui red, the server will check if it has { ey equired drivers

0902. If no appropriate driver is found, the server will generate a report
stating what drivers are requi ?bd by the users 0903. If the driver is
f ound, 1y topdthtlohs Bahéi@ivevat sBwhyn Figere Pt aidf 10r hoserer inslydesdhe ver is install ed

on the system 0904. The user, will ,be able (0] new installed

har dwesevate iaiiesides dhthe FREVeyy ﬁfe‘F’g crb‘éf"ﬁ‘ﬁorhdst%g'fel lg%&}cﬁn ‘F%ur e 10 there is

shown L@ mhBSRAREE sirficd peiidte Thé Atk cdmpoRentsd 2@hde A databsser i nput 1100/ 1200
is first fornulated after the seryer haslplg]esgfgrrrrelgle ;ovi gast a smal | anpunt
of  presebshp¥g cache, applicetons. it a e TeRyer: oYk S8 T BE B §1°Ades/ updat es 1001, or
cal | comRmesion hidUpkhil® isaGofefs a5 ihd eerléd OPhct compushts inabe setver pl at f orm 0100 for
| ocal processing, such as rint or sca qucti I%g‘t‘hh such inputs are

n
fed t dalk feessh athen psineosommands, ang, opertions At gy PEROEOed WPSP 0100. WO

03/ 090200 1 kfe heSEN, BRART thé tompdientORalieaktiverias af exehdiosengier are shown in
Figure | 1 and 12. The server includ Shtsﬁﬁ soft@a{%\p%}at resides iii the
ser verwhilf the mairyspever possesies oPREFRERe REN 1517 DIV PIFFESr a

T
r'e
t el ecomuni cati ons service provider. The basic conponents include a
dat abase., email, proxy, .cache, agplications,. and a ia server. The
Serverw'hqmgﬂﬂeseﬂ’reb\ﬂaﬂés“&e Fnﬂ}ﬂ&&%ﬁ B@nd GsebﬁglPlétFSW’icﬁgl%fuctions at the
Ser Vel i eonC ORI HhS mellia bdiver $ F02\6 Ensuicalidy atecratitmatbd atliverk usi ng commands,
and operations are on]y_perfor en, such. . co nds .are i ssued, Each of
the cdegsteenths seweltmmgé%%’r'“?figgqéw?%%ﬂl%ﬁﬁﬁ’“&%?ﬁ‘é?' Mhil e the main
Ser Ver; | pOSWEGSE Ssek N6ks SRI1Y6T, teNghre autivaticiion proctse 168hwihbe i nterpreter. \Wen

appl | dewrlo, 1t e peiees st i s Le 0% i3 R ke L PLPLYL P Tbrat e
and V\q_ggH) LRAGRLEE T 107 TWigh Geruer tqingkeals to shéchdhthepadednylt®8, and starts
18t eq:aqrslgst; (l)1r08.u slfe rrlo, Iito\w(‘:\«]'illlncheck if the user is disconnected 1109. If the user is

disconnected, details of the logout will be saved 1110. If user is still connected, the

check will continue. When a user request is received, the server request detection will

be invoked 1111. User actions are saved to the log 1112. If the user request is for

HTML content 1201, the resizing and HTML caching process 1400 will be launched. .

1f the request is rich media content 1202, the server streaming media process 1500

will be launched. If the user request is for an application 1203, the launch application

process 1700 will be laumched. If the user request is device drivers 1204, the device .

driver request process 1800 will be faunched. If the user request is an OS update or

upgrade 1205, the OS update request process 1900 will be launched. Otherwise the

request is ignored andfor returned to the platform, and the server will continue to

check for user request.

In Figure 13 there is shown the server operations during user authentication. Here,
authentication gateway refers to a separate server that handles user authentication in
the telecommunications service provider. When the MSISDN, user ID, and user
password are received by the server 1301, a search is made of the user database to
find a match 1302. If there is no match the connection is refused 1303. Although the

user logs in through the network of the telecommunications service provider, which



1104. When a user logs in 1105, the server authentication process 1qujA\/i\d IZb
be launched. It saves the login details to the log file 1106 and
establishes a secure shell (SSH) connection 1107 with the user. It
proceeds to check if there are any user requests 1108. If no, it wll
check if the user is disconnected 1109. If the user is disconnected,

det ai | Swﬁfosiﬁﬁﬁnl ogout w |l be saved 1110. I|f user ipgrs&ishhogsonnected, the
check wll continue. When a user request is received, the server request
detection will be invoked I | 11. User actions are saved to the log 1112,
If the user request is for HINC content 1201, the resizing and HTM

cachi Ngedak @re doveld@iyabsed bee iugheniisaas. prodess, thssepequillsdoudle i ch nedia
content, 12 t rver ] i SRS mikl | be launched. If
t he us@?&@éﬁ@'&?%i&%@gﬁygggﬁ%@% ?Igﬁén%ig%p theyl%oz?}%%ch appl i cation

pr ocesg thk Zfdestidntes fomlaamerdtiner blatkflisted das exeqedqddbgigevides (¢ i ce drivers 1204,
t he devi.ce . driver regues M . If the user
request ¥ & 1&?{?‘]6@“6&3&9@ "8& Sﬁ%&g@?@ﬁ?%@é l!tfrltldee téc%oh%%lgt?&g@ﬂr equest process
1900 WiytlentRRtidna gaiedie Cretufits hide whe ars titnealid r1gBf cexeeefl qupgnBPe P and/ or returned to
the platfaor d, the server w || 'y : user request. In
Fi gur ebli‘ﬂfﬁit%?epgﬂitge BRI ]ﬁéef\é%é’v%tﬁe%g%éérla%ﬁs%rﬁgng’g?i&ﬁgﬁggsgr aut henti cati on.
Here, vadbsemiogcati on gateway refers to a separate server that handl es user
authentication in 0 1 the tel ecomunications service provider. \Wen the
MSI SDN, user | D, and user password are received by the server 1301, a
sear chai showRGeFigiire 18,conceithe URLadfab 31 docuhént dnchtherggseltion3d2. 1 there is no
mat ch the connection is re d | g t ; | ogs in through
the  nebiBIEKS BRchi displaY Bg °§‘?%S§%?f3§2‘=?ﬁ@%@%ﬁ%‘ﬁ‘?ﬁﬁm ch WO 03/ 090200
PCT/ SR@iR8A8Qmea: is siradsintilivayche 9. Borumuty thehars aet b e cad€hent i cat i on
process,. the server wl] do eck. j conmmuni cati ons
servi c¥illabg ﬂ@‘ﬁ?‘idc%“i'yﬁ fé‘ éa\%/J\/ZJ;/(ﬁt %e%@re#ﬁg?%éfcmp%@%%ﬁgﬁst conmes froma
user tfgknct ShekRedwillshedhe brstiensdeadued40hend ajsdrvmded cffist a, or is an

invalid user as _not  .subscri it hi fidae

t el ecomﬁ?%ﬁw %ﬁ?rﬂeé’hﬁagrﬁl%cotﬁg%ﬁ @g%gﬁrhg:f%ﬁééeg[{aﬁ% user as invalid 1305,
exceed)4pyofoatht 3Glapsble btsalnkitn of dbk n%’?,m!d‘r@ec%’nﬁeé‘teﬁfbh s¢nd 1 ef used.

Qher Wunsngécss:[mtl]l?r lgréee ] }l"tlrﬂllgrem%{e%ﬁxhéﬂtseg @S M1 8ddehrd! 5f2lle 14398,

inctude the WIDTH and HEIGHT values, and the server resizes tables, embedded

material, form, input and other tags supported by the platform. This is not transcoding.
No images are thrown away, and the layout of the HTML document will be the same

as the original 1408. Any resizing work will be cached 1409 for later reuse,

For 'server sireaming media (Figure 15), given the URL and the request resolution
1501, the server will fetch the required media file 1502 that is not in the cache, and
convert the file format to the universal file format. This process involves the detection
of the media by file name extension 1503 (the last three letters of a file name) and
then converting the file format to the universal file format 1504. This ensures the
correct format is output to the platform. The conversion techniques involve either
transcoding, or decoding the original file format into output data and re-coding it into
the universal format. The technigue to be used depends on the original format of the
media. Resizing is also performed 1505 so that the server streams smaller files to the
platform. Any conversion and resizing performed is automatically cached for later

reuse 1506. After conversion and resizing, the server will stream it 1507 to the

platform 0100.



As shown in Figure 14, once the URL of an HTM. docunent and the rés8l déNoBl
of the user's machine display are sent to the server 1401, it wll check
to determine if the required docunent is already in the cache 1402.
Docunents that are not in the cache w1l be obtained fromthe Internet
1403. Upon retrieving the document fromthe Internet, the server will save

t he opeﬁgtoﬂmﬂto a log 1404, and add or anend cer pgifcosd@kses i n the HTM
docunent that resize the text 1405. It then resizes graphic files 1406 to
t he di spl ayabl e resolution of the user's machine so it doesn't send
unnecessarily large files. Furtfier amendnents to the HTM. code arc nade
1407  [Theprodes to keandhlaDTppligstion ErheiHiRtfony QO8 is shewn inFiguse l&dY resi zes tabl es,

enbedde terial . form..| d dagdScosibr atlg8doby the platform
Thi s i%nn%{rﬁtlfeééngpécg%ﬁt%gmm |{m%€deismge$£%{ Ar O\Anoa_way, a}ndothe | ayout of the
HTM. dayplicatings. ti bpplibetion iseotatinwed ta ovrittte al parg iofithe digluspace imi9 r esi zi ng wor k
w Il be cached 1409 for I . eF ve apgi.g nedia (Figure
15), ofVeh Efshlg “ﬂf‘z@ paich a%'#?’%e“c’qr{l}gg?&rogsog{eﬁ?%sh Frﬁ%ﬁl% f%ﬁe server will fetch
t he r ecunirole drene chistaictfactess y5@plidatients to wstrigtd dreps pfithe ewstehelt 2spd  convert the

file format .to..the univer o f [ ppvol ves the

det ect PEF™ 8¢ QIEQm a %31?%% I%‘Jrﬁgrﬁg&e %%lﬁg?o%d%%gqft&hggl ast three letters
of a fippticaien1201afthen & Kileris wowested by the apriieatipi,|itds fetieved frampthehe uni versal file
f or mat 04. This

o T 30 ] ol T S8l I DLl WheRksoho the pl at form

es 1 nvolve elt odi ng, or decoding the
or i gi nelbses,iok evherf the mpylicition @uite thefile Gawritien hackrte theoddtabage.i fhisnt o t he uni ver sal

format. The techni to n t Lalngh, format of the
hedi a. %ﬁ“ﬁ‘f‘ﬁgﬂ?rgqﬁuﬁ?é’%nﬁggﬁiﬁgapgﬁ%Sﬁ?gﬂgﬁﬁ%?ﬂse*‘ggr Ver streams small er
files befort lte impduntwitirstill hatd yhecBempdrfde oncasnthe eppdicationdailsand ormed i s
automatically cached for. | K euse 1506. After conversion and resi zing,
Che. seletaf osghs Ty means F“t“‘%‘g?l{’% the platform0100. 1 .JAN 2(] WO

03/ 090200 PCT/ SG03/000%$9 23 The process to launch an application on the

0 T U015 BRI 53048 1, AR f SO et
domain 1602. This is an important check as only trusted applications can be executed
by the server 1603/1604. Also, it checks if the user has a subscription for the
application 1605. Before execution can start, the server will create a protected
environment 1606, something that other application servers normally do not perform.
In the protected environment, the server will start the API server that maps the APls
1607 of the depended native OS of the application to the server APIs. This is done in
real time. The server has a set of APIs that is compliant o all native APIs of other OS
1608. Mapping in this case refers to re-direction. Instead of executing native APIs, it
now executes a server set of APIs 1609. This gives the server greater control over the
applications 1610. Operations covered by the server include exporting the display
1611 to the platform 0100. In consequence GUI instructions are not executed on the
server side, and are exported to the user side. Process instructions are executed on the
server side. Since the GUI instructions are called through APIs, the server detects
these APIs and exports them to the platform 0100. Other operations include re-
directing of hardware request and MXI commands that cannot be fulfilled by the
server. As hardware requests are called through APIs 1701, the server detects such
APIs 1702 and re-directs 1703 them back to the platform for processing. MXI
commands that cannot be processed but are called on the server end are directed to the

platform and exccuted there 1704. The application will continue to run and process

user requests until the session ends, or the user quits the application.



applications. An applicationis not allowed to wite to all parts1cpf W\EZHUE
di sk space in the server, as it could potentially over-wite data of other
users. Therefore, access controls are to restrict access by applications
to restricted areas of the system It also mrrors the file list fromthe
users' storage area (database) and feeds it to the application 2201. Wen
a file g 56aigsted by the application, it is retrippygghshiogyn t he database
and copleg to the protected environment for processing. Wien the session

cl oses, or when the application quits, the file is witten back to the

dat abase This again ensures tfere widl be no corruption of data. However,
an encl osed session, before its tineout, will still hold the "temp" file
in case the a ication fai . means that no

dat a |§cf%’r85{"a£’%9 205Uy % %'p%hgaﬂge%mts{ E%tl%ﬁ%sde?]\qu;mesgm%%?t checks if the
appl i C@Jeb@iﬂnleﬁwtoﬂmbﬁlemeﬁarm thel oativienATIGGHs of lether 0§ a1 b|‘v‘lF’f$)ortant check as
only truste | i cat can execy 1603/ 1604. Al so,

it che‘E?RE“‘?d%yfrﬁ%"e@E’égr&%&Ec%n gﬂ% FiPpL &e§g¥e8§1}6f] tﬁgﬁmg%&?‘;ﬁg%tl on 1605. Before
execut jeedpnizedthé hatiké API&aEs sixiiveatier @iSk thatcit smp@tsawﬂwroﬁﬂc region envi ronnent 1606,
sonet hi ng that ot n.se jperform In the
pr ot ectal§ toathe PAsH %§ ‘@eﬁhe\ﬂfoy {egte lEtE? g‘?eﬂs?g‘trlver t hat maps the
APl's &G AP1 kh@mhﬂpeaqiﬁd]ematolmm belbg @hliet o thfppdmhmpil odbeo the server APIs.
This is done in real ne., The ser f that is conpliant
to al IaPHB‘EaP%“%W‘g‘SG?"VSbWé'rmwmiGBdé’ﬁ %%IE%I(}] ﬁér? ttghtflésbﬁ"(lr:v:}ge refers to

re-di rgeki on. I nstead of executing native APlIs, it now executes a server
set of APlIs 1609. This gives the server greater control over the
applications 1610. Operations covered by the server include exporting the
di spl, agince WPIY, Pclulling URAGONARI, @6 mappeddoths equee APl Beerienst r uct i ons are not
executed on the erver, and.ar r r side. Process

i nstr d@?l%ﬁ%ﬁ'eﬁoﬁﬁix"é’ﬁrufhéaa% Pafighi, Chnseﬁl\?g)r({ﬁg %,%Qr E‘ ﬂ%’gﬁt lza(?GUI i nstructions
are cajpeRsodshi m&xp&PhsmetMomrméMIdehw grocesh derellyAPMhiland exports themto

the platform 010 r rations of hardvvare

r equestegiing Wﬁ(lap}g‘(ﬁ?ﬁ?ﬁﬂlg%p ﬁ%{% et chﬁ;}“ ﬁ"{ﬁl ‘%Jliﬁggw server.

har dweg gt doegmeas Sueti ells acluéa GU araiuigh calls] UL B calls jaxe %Hﬂ?ér det ect s such
APl's 1702 an [ rec%aﬁp%t(}gmt“bl PE’Q‘?SEE’J’&CL%TGQ &gp&;cmfor processing. MI

conmmariEcihigd 4 cesse ed on'the server end are
di r ect B thren telgort” f w8éd Dmvamthat thx GULABare tredingctad7gnd catidet tppl i cation wi | |

CONL T L2 ot Uy B 003310 U7 hdySUHGRAS 4R b B! 01 ends,  or e

through its platform engine to perform 1/O operations.

The advantages of the protected environment is that is provides a secure processing

environment that reduces the chances of a virus spreading due to access control -

restrictions in each protected environment.

The application hosting and execution server incorporates multi-session launching of
a single application. This reduces memory use, and impact to the server, as only one
copy of the application is required to be loaded in the server memory. This is a

standard multi-session technique used in most mainframe systems running UNIX.

In Figure 18 there is shown a device driver request. “Package” refers to a file that
contains multiple compressed files. A package typically includes the core content that

is required, in this case the driver files, and also installation instructions executed by

the platform 0100.



WO 037090200 24 PCT/ SG03/ 00089 Before mappi ng can occur, the ap WCQ%®PQMH
must be | oaded into the protected execution environnment 2202, er ‘he
native APT calls of other OS are being captured by intercepting the
function calls. The protected execution environnment first recognizes the
native APl calls of all other OSs that it supports. Wien APl function

calls t tive GS library are detected; the ppef&asafiseXxecution
enviro&ﬁgggﬁﬁﬁﬁl call its APl set, which is equivalent to that being

call ed by the application. The2 application now runs natively on the
server, as all APlIs are mapped to the server APls. Since all APIs,

i ncl udirey thedbviahehdariad ARbactueraansis fisido the sertes 1808,y pefoIR%  t he server has
greater co over | SRl yes BkiR 18 IRUbdBreAgig/er to decide what
operaﬁﬁﬁﬁ%ﬂééqtgﬂegﬁﬁaggfﬁﬁﬂfﬁﬁﬁé¢€§W%rnf anq{%haf it cé% process | ocally.
VWi t e puepess,dnil Bends the apyappriateagaciogs tof the vier BR0ScSinss tempackaghient’ wi || export API
calls the server will .not : LSl Ngkdid@16g) and 1/0 call's.
Gul AlﬂmpéréﬁFtéheéf@cre?ﬁgfﬁpégkag@ﬁgg%ﬁ Fyl%%ﬁo&p;thﬁ@hpl at l?lo_r m_and the platformwill
pr ocegeceivbe ity &g uilatoen U0 ediimuomekttls: packdfhand evnihecipgidietion | s used to nean
that the GU . re-directe LRGs is Bk@td ormend. 1/0 calls
are ré‘-‘ﬁﬁ‘i"?“@ﬁ@ggli@{ugeéﬁ‘ﬂhﬁﬁmc ?flgﬁ}%%qfﬁg{n&?ﬂg%fat ?jolﬁm parses through its
pl at f Gh e R file diving) etef wauired /Biverredaaiis01884. Iivéll dbnasmdides of the protected
environnent is that| royl des I £55 b gmaifdyd r onment  t hat
reducé’é?mtnl‘fga‘%‘hﬁ’é’éés f"@’e\ﬁékmﬂssc'fs%? %ﬁ%g"' %Ce%t 0 agceasls’ contr ol

r est r isghds @ Report to gk apvisihgthate devers woefoemt 1808he appl i cati on hosting and
execution server incorporates nmulti-session |aunching of a single
application. This reduces nenory use, and inpact to the server, as only one
copy Ofo dphidte thP Rperatiag sysitm is shiewain Figdret19. [blerel prakiaet hop asimilaser ver menory. This
is a standar | 1. - session, t.echnj . %ﬁﬂl. st ygframe systens

runni ﬁ@caﬂﬂﬁ3@.&tgd?#‘wgﬁ’l?c?pﬁéhﬁgaf%%gﬁgym q_dgél{:/i Ce ¢ river request.

" Pack agi@ers. [2efypikcal (S0updatt phckagehatuld indwdecany addifipnalifil¢saeqiippbessed files. A

package lcally inecludes th r hfgh, 1S required, in this case
t he d?‘ﬁ“'\ﬁé%?"f%la@é%@%"’éﬁng%mﬁoﬁgfogtl%leg%c:ﬁfgﬁgfﬁsIt’ ructions executed by the
platform0 100 _

The server will check what packages are already installed on the platform of the user

1901. Tt then compiles a list of packages required 1902. If the list is not empty it will
proceed to check if there are any dependencies or other packages 1903. Dependencies
are normally covered in the first round, but a second round check for verification
purposes is made so that no problems will occur when the platform installs the
package 1904. After each dependencies check, if any packages are added to the
compiled list an extra round of dependencies check is required. This is to determine if
the added packages have any dependencies. Once all the packages are confirmed, the
server will send the packages 1905, sequentially 1906 to ensure the first-required

packages are those that are received by the platform 0100 and installed first.

The present invention also ¢xtends to a software arrangement that is operable on a
processor, the software arrangement comprising a computer program that configures
the processor to perform one or more of the functions described above. It also
extends to a computer system that comprises one or means for performing

corresponding one or more of the functions described above.

Whilst there has been described in the foregoing description a preferred embodiment

of the present invention, it will be understood by those skilled in the technology that



WO 03/ 091200 PC: T/ SG 03/00089 25 Once the device header and mardufadbir &3
nanme is fed to the server 1801, it perforns a search 1802. If there is a
mat ch . 1803, the server saves details to a |log for referencing purposes,
and sends the appropriate package to the user 1805. Since the package is
prepared at the server end it is packaged in such a manner that once the

pl at f or receives it, the platform 0100 w || e package and
run théwpﬁéggwpation i nstructions 1806 i ncl uded iﬁeﬁﬁgﬁggﬁiage. If there
is no match, a log record is created in the log file giving the required
driver's details 1804. It wll Then send the adm nistrator a copy 1807 of
t he dematyl verigions premedifigatione th détails copdrations designyor spnsirictiompmdy sends a report to
the usgr. adwhgirge %ﬁwmggieye&iﬁvéﬁ%f found 1808. To update the operating
systemis shown FhOFIgur e . re, packages has a simlar neaning to that
for Figure 18, except that these contain OS update files instead of

drivers, I g i-ne]. ditional files
requif@ﬁ ;&X?ﬁ%ﬁ%P§§F§E§?B§ﬁ§R§%3@%?%%3%%%lgﬁ%@gﬁ%ﬁgéhggt0 be executed by
t he plmssitde prmThtéons ercompinaiiohd. check what packages are already installed on
the platformof the user 1901. It then conpiles a |list of packages
required 1902. If the list is not enpty it will proceed to check if there
are any dependenci es or ot her packages 1903. Dependencies are normally
covered in the first round, but a second round check for verification
purposes is made so that no problens will occur when the platforminstalls
the package 1904. After each dependencies check, if any packages are added
to the conpiled |ist an extra round of dependenci es check is required.
This is to determne if the added packages have any dependenci es. Once al

t he packages are confirmed, the server will send the packages 1905,
sequentially 1906 to ensure the first-required packages are those that are
received by the platform 0100 and installed first. The present invention

al so extends to a software arrangenent that is operable on a processor,
the software arrangenent conprising a conputer programthat configures the
processor to performone or nore of the functions described above. It also
extends to a conputer systemthat conprises one or nmeans for perform ng
correspondi ng one or nore of the functions described above. Wil st there
has been described in the foregoing description a preferred enbodi nent
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of the present invention, it will be understood by those skilled 0 nAMe005

technology that 1 0 JAN "u05 WO 03/090200 PCT/ S@3/00089 26 many vari ations

or nodifications in details of operation, design or constr R/ 0}E§08%e
made w t hout departing fromthe present invention. The Beehedi28ifoned@idon
extends to all features disclosed either individually, or in all possible
permutati ons or conbinations. 1_a JAN 2005 PCT/ S&3/ 00089 Received 28 June
2004 27 The Cains L A softvvarezgystemfor enabling a server to execute an
application for display on a display device of a user's machine, the

sof tjy\/ar(ﬁﬂ%stem being in a single operating |layer architecture in the
userthe ne. 2 A software systemas clainmed in claim1, wherein the
software systemincludes a platformfor operating on the user's nmachi ne;

t he 1pl at AoioffwiaRGlstein fgr cnalilingt erver engenge amgegliastiondoadisEay aper ati ng system
3. A software systemas clajnmed in claim2, wherein the. operating systemis
f or display deyiesof Qjﬁegé F‘%‘E}B‘bg“‘isﬁ ysw%mmgln%%merﬁwgggpf and tile
SYSt&itecture fh B0l MRSt EM as clainmed in claim1, wherein the single
operating layer architecture is used in the server. 5. A systemfor a
server to downl oad data with constant conpression rates to a user's

machi ne }kosoﬁ&g't@sgstéﬂ M%néﬁﬂ'cﬂﬁ 11l GhbRinie géﬁ@zlxﬁ)ﬁﬁ%n‘l"ﬁcﬁxdé@ﬁ' -tine
stréanming on a display device of fhe user's machine, the HTM. nedia file
bei plytformnerdpecitiny oh hle usees wachifie;ghe platfedn anclusingma platfonm gngiver sal nedi a
format aqgreed between the server and the er's machine. A system as clained
in EPLFRES BARFEHUE ST Pural ity of applications are executed on the server,
all applications being executed on the server under a single operating

system such _that the digsplay.is,streaned.to the display device wthout the
p?/uisal i t4 BRWaFeRAS @5@ {8 A3ty ’t”ﬁ%ﬁmgléet P’(’/eé'aqﬁ‘ﬁgﬁ‘yﬁéfnnﬁ‘ 1!§§/st ens.

security, driver support, power management, boot loader, and file system.

4. A software system as claimed in claim 1, wherein the single operating layer

architecture is used in the server.

5. A system for a server to download data with constant compression rates to a
user’s machine to enable an HTML media file to be displayed with real-time streaming
on a display device of the wser’s machine, the HTML media file being converted by the
server from a media format to a universal media format agreed between the server and the

uset’s machine.

6. A system as claimed in claim 1, wherein a plurality of applications are executed
on the server, all applications being executed on the server under a single operating
system such that the display is streamed to the display device without the plurality of
applications starting their native operating systems.

7. A system for a server to enable a user’s machine operate an application executed
on the server, wherein the application is executed in a protected environment in which
access controls are implemented to restrict access by the application to at least one

restricted area of the system.
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7. A systemfor a server to enable a user's nachine operate an aquQCﬁANqMUﬁ
executed on the server, wherein the application is executed in a protected
environnment in which access controls arc inplenented to r &IV$G03/60@89ss by
the application to at least one restricted area of theRsydicd28 JAAENDED
SHEET | PEA/AU 1 0 JAN 2005 PCT/S (03/00089 Received 28 June 2004 28 8. A
systemas clainmed in claim7, whgrein the application is copied into the
protected environnment before execution. 9. A systemfor a server providing
an installation of a device driver to a user's machine, the installation
bei sent 4 . - ; i LOS ions for
autgﬁati%'ﬁ%ngpgé%ﬁ%%?g%%%ﬁghﬁggﬁﬁén?%gﬁfﬁggﬁ?ﬁgi?ﬂ%?fﬁg?ﬁgts bei ng

pac lpagetedentitornient befosteatdution.on prior to being sent to the user's machine
so that, upon receipt by the user's nmachine, the user's machi ne can unpack
the installation and the instructions where the device driver files are
copiged t@A $yRRmSHS t88rvdr | pRoVidied tah dAgialiufion tole devideedriveeid angsrupdat ed,
execute the jnstructions, and |launch the installation on the user's

me.c Fagline, flg: inglallasion deing sent bithietrrves to Hgiusees maghincaiit ST 9Py i s kept of
dew&%ufémﬁt{@fnstanmadd it h@Ps Iﬂéléﬁﬂe,cﬂi]e fnencks Ry lse&gr@eia%gas wifh thhat devi ce

drivers that are nore frequently ‘used are maintained in a nenory of the
ser ingtallativh. prigr 3y beingrsent te thei userds npchineasaihap upohEEEPhbY HEe Webry is a
read-qnl y-smemny. 12 A aRS; i i Mol =) i 9to 11
mhepﬁﬁﬁm%ﬂﬁ%&%¥¥ﬁ¥wﬁﬁefﬁg&&%§staIIa%lgﬁﬁgghggﬁ?%d tonfﬁggggygzr. 13. A

sy stetiocakivel Rlesmd copied toatharsybtenwhleledationsrad disesystemmettingnepdated] udes a di spl ay
device that. acts as the digpl.a vice.for the rver. 14. A system as

cl affeERe Hiy teqtachgup ,daﬂﬁP%ﬁﬁ'ﬁxﬂgﬁW%??Fﬁ“ﬁ?Sé%b 'Cations are executed on
the server, all applications being executed on the server wider a single
operatin system such that. the display is  strea 0. t he. di spl ay device
wi t Hbut A RstEn #saplaimedom © cuslsl fé‘%t"f%ﬁ? ey 1Snl§epgﬁ’gi‘#vﬁ8t‘$v§r operating

SY Si@hRation® uselt 1Yt GBer&Smadhie B tthit deRick lBeivers ltidt e thoreOfredidutlyvher ei n system

operates software
used are maintained in a memory of the server.

11. A system as claimed in claim 10, wherein the memory is a read-only-memory.

12. A system as claimed in any ove of claims 9 to 11, wherein a new file in the

installation is copied to the server.

13. A system as claimed in claim 1, wherein the user’s machine includes a display

device that acts as the display device for the server.

14. A system as claimed in claim 13, wherein a plurality of applications are executed
on the server, all applications being executed on the server under a single operating
system such that the display is streamed to the display device without the plurality of
applications starting their native operating systems.

15. A system as claimed in either claims 1, or 14, wherein system operates software

in a single operating layer architecture in the user’s machine.
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in a single operating layer architecture in the user's nmachi ne Wgﬁlﬂ 2005
SHEET | PEA/AU | 0 JAN 2005 PCT/ SG03/00089 Received 28 June 2004 "1687"A

" systemas clained in claim15, wherein the software includegtes@bhbheion for

)

operating on the user's machine; the platformincludi ngR@ceHJeatzf;Q{lﬁQ%t%I ne
operating as an operating system 17. A systemas clainmed in clalm16,

wherein the operating systemis ;or security, driver support, power
managenent, boot | oader, and fi Ize, system 18. A systemas clainmed in claim
15, wherein the single operating |ayer architecture is wused in the server.
19. syst as_clyal iN..cliai . i Fpclgdes an HTM,
resi1 i ngi YErve?r ?I%P%?ggf@;‘ﬁg@aﬁhﬁﬁ}‘@??f‘%‘oﬁ%}@&é\éﬁ{!ﬁ‘%ﬁtﬁg HTML file to
t he opeattingonthé Bseife mackine;Ahsylaif@m iadudibgh padoim cnging opet@ingwhen ei n any i mages
inthe HTML file are resized to be able to be fully displayed on the

di sPPHPURESVFIER: 21. A systemas clainmed in claim19 or claim20, wherein
passing of the HTM. file and anendnent on the server of code for the HTM
file to enable the HTM. nedia file  to be displayed on the display device.
22. 1A syAtsystemsslaiiopddn chaine (16 whereigrthe apergiing wysfer 1§ faE seLurie 18, " wherein a
pl ur.al i f I I he server, all applications

bei r@%%@gﬁbﬁﬁaﬁ%@?gg?&%ﬂﬁ é?ﬁﬁaﬁgis g lIé' operating system such that the
display is streaned to the display device wthout the plurality of

oPhitkea e & g AR LH St PEPREL bl RS a8 S T 8 (e

apphscdad theverva. executed in a protected environnent in which access controls
are inplenented to restrict access by the application to at |east one
restricted area of the system AMENDED SHEET |PEA/AU 1 0 JAN 200

PCTéﬁGOBAQ%@&& as claimed in claim 1, wherein the server includes an HIML resizing
server for resizing an HTML file before sending the HTML file to the user’s machine.

20. A system-as claimed in claim 19, wherein any images in the HTML file are
resized to be able to be fully displayed on the display device.

21. A system as claimed in claim 19 or claim 20, wherein passing of the HTML file
and amendment on the server of code for the HTML file to enable the HTML media file
to be displayed on the display device.

22. A system as claimed in claim 1 or any one of elaims 13 to 18, wherein a plurality
of applications are executed on the server, all applications being executed on the server
under a single operating system such that the display is streamed to the display device
without the plurality of applications starting their native operating systems.

23. A system as claimed in claim 1 or any one of claims 13 to 18 or claim 22, wherein
the application is executed in a protected environment in which access confrols are
implemented to restrict access by the application to at least one restricted area of the

systein.
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Recei ved 28 June 2004 30 24. A systemas claimed in claim22, whefe] nane(l
application is copied into the protected environnent before executlon 5.

- A systemas clainmed in claim1l or cIa|m6 wherein the syst %%?9

)

platform for operating on the user's nmachine; the plat % a@ f
pl atform engi ne operating as an operating system 26. ystemas C % med
in claim25, wherein the operating systemis in a single operating |ayer
architecture in the user's nmachilfle. 27. A systemas clained in claim 26,
wherein the operating systen1is for security, driver support, power
managenment oot Ies S st em %;caumdlnclmn1
26, 4hher ét & %%l%%‘jb‘bégﬁ g"f}ﬁé’é‘?%ﬁ %F%tk% °°|p§e llﬁlgoeg'ln the server.
29. Hoited &RArBAmeEt BLORLxEUtRAY one of claims 1, 6, or 215 to 28, wherein
the " application is executed in a protected environment in which access
controls are inplenented to restrict access by the application to at |east
one 1:est i SLEM AL inthfn INLET, HMoreif (VSSEH Al ¥ fRfbrdan C! ai m 29,
wheréin application 1s copied into t rot ected environment before

ex edbi operating bn the ssees enachine;cthe plagfdrn mcwdylgomplﬂtfﬁm; Erginsoperaigig 19 to 71
mhereln a ﬁgyrallty of applications are executed on the server, al

appl”fS execut ed on the server wunder a single operati ng system
such that the data is streaned to the display device wthout the plurality
of pllcatlons starting thel t|ve er at DED SHEET

t
| PEASAU A sygisHens, elamed 1§Lﬁl|‘§“‘3 P%‘?Wtifsggﬁ% : edml HSHBY one of clains

1 t%p&m@ayaa&&temaﬁmaas&&mmﬁael n'the single operating |ayer
architecture includes an engi ne executor for providing a software

interface.
27. A system as claimed in claim 26, wherein the operating system is for security,

driver support, power management, boot loader, and file system.

28. A system as claimed in claim 26, wherein the single operating layer architecture is

nsed in the server.

29. A system as claimed in any one of claims 1, 6, or 25 to 28, wl_xercin the
application is executed in a protected environment in which access controls are
implemented to restrict access by the application to at least one restricted area of the

system.

30. A system as claimed in claim 29, wherein the application is copied into the

protected environment before execution.

31. A system as claimed in any one of claims 1, 5, 19 to 21 wherein a plurality of
applications are executed on the server, all applications being executed on the server
und'er a single operating system such that the data is streamed to the display device
without the plurality of applications starting their native operating systems.
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33. A systemas clained in airy one of clainms 1 to 4, 15 to 19, 26Eldﬂ@@2@¥
32, wherein the single operating |ayer architecture includes an engine

i stener for providing native hardware support. 34_ A systemas clainmed in
any one of clains 1 to 4, 15 to 18, 26 to 28, 32 or' 33, whermi/sans/
single operating layer architecture does not have a soft wapg.diduesg e A
systemas clained in any one of clains | to 4, 15 to 18, 26 to 28, or 32 to
34, wherein application progrannin% interfaces are translated into
commands. 36. A systemas clained it any one of clains | to 4, 15 to 18, 26
to 28, or 32 to 35, wherein the user's machine is able to |aunch, execute,

mani pul gt e, nonitor and quit a i.cati.on t server.. 37 . A system as
cl ai madgé'n afhyF Yoo a%‘?lmgfcgi‘?’r%“ylmpgkv%?mﬁl tPg’ ﬁgt,o %0 %ét?(é‘}%’ ﬁﬁefﬁﬁé}}% 36,

wher ei ngihixe o@bﬁﬁﬁgoragemmamaﬁcmue@mrquﬁ]a@naﬁtdaamdmﬁaingmdsmafe not wor k
wi th unadtthorized hardware. 38_ A systemas clainmed in any one of clains
19 to 2iterfiee.31 to 32, wherein the resizing is by adding width and hei ght
tags to any object in the file that does not have those tags, and anmendi ng
the values in the width and height tags so they can be displayed on the

di spl ay3ilevi Asyitem acdaimgd scaywing f dainsslolouk Lo fe Hedhite 28eri?, wherele di spl ay

devi ce. ,39. system.as cl ai is i i -\ .tag value is
di vi dedmﬁf‘%@o"l’\{%?&grﬂet’i%@f*‘%‘gﬁy‘ﬂﬁ&\ifﬁgép@g?et e ?*e%aﬁ‘?%%“’? glg%feﬁti on.
AVENDEDhanieAzé suppofRecei ved 28 June 2004 32 40. A systemas clained in claim
38 or claim39, wherein the height tag value is divided by 600 and
multiplied by a height of the requested resolution. 41. A system as cl ai ned
in any one of sgdtah @6 chimePintay dhe oflaids 1 @o 3215 VW8, i6Nntotd8e 32 wABYer sal nedi a
format is pre-determned. 42. A _system as ‘ri’léai med. in claim4l, wherein the
uni ver sﬂ%@%@%%@glﬁ'ﬂrﬁm@aﬂﬁfgem?t ye %\ﬁg“?‘?&%laggnstant conpr essi on
rates. 43. A systemas clained in claim41l or claim42, wherein the

conversion to the wuniversal nedia format is b%/ first decoding _and
deconpr¥ssi ohsystem peclpimed inery epefofjctaims 1 to 4, 15 fo 18, 26 to 28, or 32 t6 34,

wherein application progranuming interfaces are translated into commands,

36. A system as claimed in any one of claims 1 to 4, 15 to 18, 26 to 28, or 32 to 35,
wherein the user’s machine is able to launch, execuie, manipulate, monitor and quit

applications on the server.

37. A system as claimed in any one of claims 1 to 4, 15 to 18, 26 to 28, or 32 to 36,
wherein the platform recognizes pre-programuned hardware and will not work with

wnanthorized hardware.

38. A system as claimed in any one of claims 19 to 21, or 31 to 32, whercin the
resizing is by adding width and height tags to any object in the file that does not have
those tags, and amending the values in the width and height tags so they can be displayed
on the display device in accordance with a resolution requirement of the display device.

39. A system as claimed in claim 38, wherein the width tag value is divided by 800
and multiplied by a width of the requested resolution.
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to raw data. 44. A software arrangenent that is operable on a pr&)cuasb@db\l ,200‘5
the software arrangement conprising a conputer programthat configures the
- processor, to performone or nore of the systems as clai ne®eOMS@0Y 0008 Of
clai ns Ito 43. 45. A conputer system that conprises oneRedei¥BaBIuhOP004
perform ng corresponding one or nore of the systens as clained in any one
of clainms Ito 43. AMENDED SHEET32I PEA/ AU

40. A system as claimed in claim 38 or claim 39, wherein the height tag value is
divided by 600 and multiplied by a height of the requested resolution.

41. A system as claimed in any one of claims 5, 19 to 21, or 31 to 32, wherein the

universal media format is pre-determined.

42. A system as claimed in claim 41, wherein the universal media format is a

streaming format and has constant compression rates.

43. A system as claimed in claim 41 or claim 42, wherein the conversion to the

universal media format is by first decoding and decompression of the HTML media file

to raw data.

44. A software arrangement that is operable on a processor, the software arrangement
comprising a computer program that configures the processor to perform one or more of

the systerns as claimed in any one of claims 1 to 43.

45. A computer system that comprises one or means for performing corresponding

one or more of the systems as claimed in any one of claims 1 to 43.
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