WD 01135604 PCT/ U800/ 30446 METHOD FOR PROVI DI NG | P TELEPHONY W TH QoS

USI NG END- TO- END RSVP SI GNALI NG The present invention relates generally to

t he fi el womlinsehd conmuni cation. and nore 5 parti cul arl yctaosesoss hod f or

providing Internet Protocol (IP) telephony with quality of service (QoS)

usi ng end- t rEfH IPORPEGYIFING M EOFPHORYORTPTH (G3S\UJING ENDLTOEND e

I nternet-comunity I's working tReRpdi@RRLENG having all forns of

i nterpersonal comunication carried over the Internet. Video broadcasts.

radi o transm sgi {, P ARNRurS LB LIS ABd Motel NEr g€

into one nedi El?lhleg%%nbggﬁgig%?t&gﬁn%ﬁgﬁgmﬂn the world w thout any | oss

of percei i1 1y : ' [ ashiaall srpgver. |IP
F a4 e oP b gk e PN i Pl Ak of

conmuni caf | ONS suc conmuni cati on services

L oot AP e o P SE R Pl Blsyrt Sehdtmer Detler than fha

currently rrcurt's networks. This requires
end-to-end QoS in corporate |IP networks ‘and across the | P backbones that
carry traffic between the end networks. Wiile QoS is available, it

[ th f t k h I id
w11 only. onsulE MRS SPRRiSY PORERGH A g Ry R SfkHeRRl 00 O2C°

the domai ns where the. co nicatio are takin lLace.. 20 Seve protocol s
and servi EWW@%@E?‘F%&%‘?&B@H‘% (%ﬂ%ﬂﬂ?@%?sﬁeg\(}@ﬁaBSﬂlssé%é%P? (“%# | P
communi cat,i ons. For instance. Session Initiation Protocol (.SIP) was

devel dPeddapinddelenhonesystems W&d’éﬁﬁg%am“sﬁ’éﬂwmﬂ“égamsp‘tftﬁé v"gvb'g cQ&fel oped for
aut hori zation and usage reporting.. comon Qutsourcing Policy Service
(COPS) wa¥oddyhoypy 19ss Pt Rsaeived abBt oyment. in 25 network el ements: Resource
Reservati on Protocol (RSVP) was devel oped for setting up QS in end

net wor ks: Subnet Bandw dt h manager (SBM was devel oped for setting up RSVP

SUBSTI TUTE SHEET (RULE 25) o
‘ In order to be commercially practicable however. IP communications such as IP

telephony and other IP communication services will require a quality of service (QoS) equal

IS 1o or beter than that currently available on digital circuit switched networks. This requires
end-to-end QoS in corporate IP networks and across the IP backbones that carry traffic
between the end networks. While QoS is available. it requires the usage of network resources '
and therefore. service providers will only ensure QoS if authorization and payments are

supported across the domains where the communications are taking place.

Several protocols and services have been developed to handle the various aspects of
IP communications. For instance, Session Initiation Protocol (SIP) was dcvelo.ped for call
setup: Open Settlement Protocol (OSf) was deve'lop'e'd fot authorization and usage re‘p&rting‘:
common Outsourcing Policy Service (COPS) was developed for policy deployment in
25 network elements: Resource Reservation Protocol (RSVP) was developed for setting up QoS

in end networks: Subnet Bandwidth manager (SBM) was developed for setting up RSVP

]
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WD 01/ 35604 PCT/ U$00/ 30446 initiated QoS in 802.x style LANs; and
Differentiated Services (Di-ffServ) was devel oped for setting up QoS
traffic chvaseassosn | P backbones. In order to conplete ({312&9 soﬁtfsl on the
Internet. at |east three things should occur. 5 First. cal'l'ed party
has to be ialtetd €dS irRomtiie L ANs:apd Diffekdntifted Sérwesn DiffSang alak éevelopetsior be
established, and finally. resources to connect to callers nay have to be
set asi de tingup Qe8 kyfficlclsset P bavkb@esati on. To this end, SIP is

responsi bl e for establishing the session while RSVP is responsible for
reserving the resources necessary for a call. to Providing IP

communi cations with QoS across the Internet requires a common way of usage

for call setupnadédietbmpibte @PhondRel] e IntdiRd O 1ehél Shrbd telinkd dhdald ot OCOl s
above have been developed in detail. there is currently no reported nethod

on how 30 Ei&e wetanddidty haliabe albial GehS, hOSRARERN bedwdn BRNAIES AR bWAY acr 0SS
the Internet. In ad t|on there are no reported nethods for dynam cally

establ i shi &ﬁb@ﬂ@ Eﬂdﬁﬁ%ﬂvfr@é’ou%e? wReRRe Y iR aVd (090 54 HillSex@Rsibllg 15
I nt er net . Is therefore an object of the présent invention to prow de a

met hod for h{ﬁpk&%@&doﬂg'roh{psén@l ﬁpﬁ@*omxﬁlgfo%Hﬁ%1 ; Q%gBdu“ ng a |P

signaling t I's capabl e of prov g an accepta
comuni cat oS, &ffe E%egenﬁnéntﬂéf‘e%&%csngcg shiy the's GO her object of the

i nvention to provi e a met cal'ly~establ i shing QoS policy for
S| P-based voi ce and video calls on the Internet. It is an additional object
of the invention to provide a method for inplementing IP 25 tel ephony with

QS usjyg end- Qs e ﬂ-ﬂ;l?%yrﬁ ﬁﬁlgﬁghgg&é{)ﬁwgﬁgg Ci e?‘%u(lj nits (%Js‘ga oJf net wor k

resources and easy to inplenen
usage for call setup, authorization. and QoS. Though the individual protocols above have

been developed in detail. there is currently no reported method on how to use the individual
protocols together in a consistent way across the Internet. In addition, there are no reported
methods for dynamically establishing QoS policy for SIP-based voice and video calls on the

15 Internet

It is therefore an object of the present invention to provide a method for implementing
IP telephony with QoS using end-to-end RSVP signaling that is capable of providing an

acceptable QoS during a IP communications across the Internet.

It is another object of the invention to provide a method for dynamically establishing

QoS policy for SIP-based voice and video calls on the Internet.

Itis an additional object of the invention to provide a method for implementing [P
25  telephony with QoS using end-to-end RSVP signaling that is efficient in its use of network

resources and easy to implement.

i~
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WD 01135604 PCTI USO0/ 30446 To achi eve these objects. there is provided a
met hod for inplenmenting IP tel ephone with QoS using end-to-end RSVP .

si gnal i lgowohisssoaconpri ses the transfer of a unique sequg&:,gsnoghgressages
prior to. during, and after |IP comunications. The sequenceé TS nhot
arbitrary as 5 the paraneters communi cated in a previous nessage may be
used in the followup nessages. Wile the nessage exchanges for the

prot ocol s | i steesthethesearbiectsethtre dopravidet adethodifor implenstiog P taleplioneach i s
used in isolation. this is not the case when they are used together. The
present itk Qofiusing endolaotRSVR sighlivgdhaticemehises thearaasfprasfatusiqpe styjoemot s ar e
used 10 together to setup, nmaintain. and teardown |Internet comruni cations
havi ng asfmesaes phidrao. d@eafe. adafteril® canmommitiond €the Bpquenoednmat afbityaryeast abl i shi ng
RSVP policy based on SIP tel ephony requests. Wile the present invention
focuses e phfagetedeconimiRidted fins previdud messapd ntdyieakedig tieffolld¥pop messagesat i ons,
the concepts can al so be extended for use with any end-to-end reservation

pr ot ocol wile trdféskdgeRxcHahges FortRe srolncslPlistel sboveamp welt dodumetliedand cal | y |
establishing Dif'Serv 15 policy based on SIP tel ephony requests wherein the

pol i Cy i Sndefseo6idSiten@akhq8 uskd irtblatidnidiafétthe daSe Wheh theyireiised Bg&ihdr. i nst ead of
the router querying for the policy on a real tine basis (PULL.) These and

ot her objects and features of the present invention will beconme apparent
20 fromthe follow ng detail ed description considered in connection with

t he acconpanyiipresdhiintdation dibclydas £ hiethbd @herkby t%e@?iﬁ: bédls atk g3adof a
reference nodel of |P tel ephony communication; 25 FI 2is acall flow

di agrnam idgesd tb dtthp Gnaimin! dnd S@kdownIREHeSlomniiidAB6sAaYih® i Adehtddl | CY
installation in accordance with the present invention: 3 SUBSTI TUTE SHEET

(RULE 26 o¥Orfhis3ReAApIREed B3f)Rdm 4ifestablishing RSVP policy based on SIP telephony

requests. While the present invention focuses on the use of RSVP for end-to-end signaling of
QoS reservations, the concepts can also be extended for use with any end-to-end reservation
protocol. In addition. the same concept also applies to dynamically establishing DiffServ _

15 policy based on SIP telephony requests wherein the pplic;y is provisioned on a real time bgsi_s
to the router (PUSH) instead of the router querying for the policy on a real time basis

(PULL)

These and other objects and features of the present invention will become apparent
20 from the following detailed description considered in connection with the accompanying

drawings in which:
FIG. 1 is a schematic view of a reference model of IP telephony communication;

25 FIG. 2 is a call flow diagram illustrating a call setup request. authorization and policy

installation in accordance with the present invention:

3
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FIG 3 is acall flowdiagramillustrating a QS setup and conpl eti on of

the IP teI ephone call in accordance with the present invention: 5 FIG 4 is
a call “Qbfﬂﬂl amillustrating an RSVP teardown signaling and rel ease of
QS resour ce accordance with the present inventionPCEUSHNRMEs 5 call

flow diagramillustrating a QoS usage reporting to a clearinghouse in
accordance with the present invention: 10 FIG 6 is a call flow diagram

illustrating a r round paccor dance
wi'th the pr eserﬁfél n@% ﬁ@%a&%&ﬂi@q‘?g & gs %Q%Pm\ﬁlﬁgﬁa%r%é% illustrating
a call teardowmn with re e update 15 in accordance with the
present i rtGEPROPGFA! 'PQ&?CS\%P?%Q"“%&J\? gse?tﬂ VeBP® ngs. in which sinilar

ref erence characters denote simlar or identical elenents throughout the
several views. FIG | shovvs a schematic diagramof a reference nodel for
| P communi cati gn_ of t phony.,. t ) ef erence en 20
chosen Yo repr &¥édis v& ’%ﬂﬁég’s¥ ﬁﬁ“EﬁV W&ﬁ%ﬂ@g@d%&ﬁs& ?types of
| P comuni cations is not, however, an exhaustlve nodel , but rather
serves theQpure WE“éSWfacc%‘iaf‘f’%‘i"%‘h?H’@s%@g%{ﬁ‘énvexchange bet ween net wor ks and
network el enents. The reference nodel of FIG 1 has two types of clients:
1) at |east one analog or 25 digital phone 110. 111 that connects to the
| P network via a circuit switched network 100, 101 ( PBX) and IP tel ephony
gat eways ( GAY) FiBs is 2 o flogrdiagrym Justrsing g Qo asqgprepertiog o  glpapngouye in

SUBSTI TUTE SHEET (RULE 26) WO 01/35604 PCT/ USQOQ 30446 an | P phone 115 or
vari ous t yaseerdanee wshfhgpesant I3entiopere. | P t el ephony gateways 135. 136. [P
phones 0115 and conputers 130 are considered clients for SIP call setup and
RSVP |

FIG. 6 is a cail flow diagram illustrating a call teardown with background usage

update in accordance with the present invention; and

FIG. 7 is a call flow diagram illustrating a call teardom with real-time usage update

1S in accordance with the present invention.

Referring now to the drawings. in which similar reference characters denote similar or
identical elements throughout the several views, FIG. 1 shows a schematic diagram of a
reference model! for [P communication of the telephony type. The reference model has been
20  chosen to represent many instances found in IP telephony or other types of IP
communications. It is not. however. an exhaustive model. but rather serves the purpose of

defining the message exchange between networks and network elements.

The reference model of FIG. 1 has two types of clients: 1) at least one analog or
35  digital phone 110. 111 that connects to the IP network via a circuit switched network 100,
101 {PBX) and IP telephony gateways (GWY) 135, 136: and 2} at least one IP client such as

4
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signaliing for network resources. 5 I nternet Service Providers (1'SPs) 120.
121 provide access to an | P backbone 190 while the |ocal exchange carrier

(LEC) fowowissesst switched tel ephony and the private b;,e,?,ﬁgomﬁéghange (PBX)
provi de access to the IPSs 100, 101. The physi cal connections tween the

| SPs. PBXg IPaRehet 1S of Partork @I@Moxﬁ?&&&\@y@ K& Ip?elﬁ‘)ﬂb’nyis%itetu%% PisTpgy @ In

general. nost of the Internet traffic travels over fiber optic cable. coax

cabl e andiptphbsdsads Bl domplutess 130abel coNsidePedSBEME Fes siff&n s&é%ﬁxg‘ﬁﬁ‘vﬁ“z use COPS

for policy deploynent in their respective el enents. I'S a query and

response @smliRcRl ndtiaik redbrclg Used to exchange policy information between
a policy server and its clients. The term"policy" refers to a conbination

of rules defining criteria for network resource access and usage. In
addition. COPS RSVP capable routers R and R+. 160 and 170, are simlarly

situatged in thai | [ b ' c. SIP
pr oxy Ssaerversh‘?%%%tgﬁ?ggeﬁg‘\égﬂggtgpgsl%ér?B‘&Oilg%?%cr%%éﬁgé] &%)]id}r?%l gfl% EP) to

aut hor i zewmﬁlt%%aq%kgﬁg%%@s& Bt phiPswitbled é%él}otnsrlléd B0 friditObrainC) €211 NG

House server uncti ons nen 0 Ca setup

e oS erb BB (P WhAlide LS ROPSONRE | FCT MBI A Sl ferbdel e DT OKeT

bet ween a net wor rovi an optl ona gaPemay

| ocati on JBL ¥BeE duflind IF thElBR MMy 8L GHP LliGRE rillial %egérgle. (Risfls ar to

credit card authorization’i mrer ce), reports. and

as a neang R’tflen?eﬂryﬂ%%%ls 9\%‘ Wﬁ&%@ﬁgéa\sie?@oasg Ii:&\fé Q’l%r 'stéﬁlplairgifiret Iaglic‘;}'?b ove
geth t I'n an

network elements operate to r to setup. narnta cl 0se~a t el ephone
cot  ofd mieBlrsddo; 1. sl 48 b onstRERdF U ngiL R acrBERHSR 6 150604

PCT/ USCQOY (ﬁlﬁ% gmg ﬁ%lag% %@fong@ﬁ'ﬁt%gcﬁ ik Siﬁab'gqgéd t]; (g{(chtarrl] e p%fl(%} i?lfo%lngtiéni_ sted above

are wel |

between a policy server and its clients. The term *“policy™ refers to a combination of rules
defining criteria for network resource access and usage. In addition. COPS RSVP capable
routers R and R+. 160 and 170, are similarly situated in their respective networks to route

15  network traffic. SIP proxy servers (SPS) 150. [51 act as pblicy enforcement points (PEP) to

authorize calls requested by SIP clients 110, 111, 115 and 130.

A Clearing House server (CH) 180 serves several functions pertinent to call setup
with QoS. In particular, clearing house server 180 acts as a trust broker between a large
20  number of network providers. an optional gateway location service for IP telephony, an
authorization for QoS (similar to credit card authorization in commerce), a collector of usage
reports. and as a means of settlement between service providers. All of the above network
elements operate together to setup, maintain and close a telephone conversation on the

Internet. Each network element responds to a unique set of messages and commands.
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under st ood separately. when used together with all of the network el enents,
this is not the case. 5 Referring to FIG 2. there is shown a call flow

di agram i ing a call setup request. authorization and policy
i nstal l atwgﬁ;gl%@{)r ding to the present invention. In geﬁ@?"é’ﬁ‘,’”’-"“@ﬁe cal |

setup request. horization and poljcy installation oc as foJlows: a) a
SIP client (pho\&gﬁe @i?e?gﬁféﬁagg%g?rlth%éﬁ%&f listsihabove aps ‘f"gg‘i"mﬂg"éﬁa&‘gr 150;
10 b) SIPI 150 checks a |ocal poli seryer. POL1 140: c pcal policy
server  POLUIETIRGd Separeiely- whehuss? eedidrio %&G%“@&Pe}‘eﬁ?@sﬁlﬁ;‘“‘% ®SI Pl 150
requests call setup froma renote SIP2 152; e) SIP2 151 checks a | ocal
policy ser 8F poL2 141; f) Local policy server POL2 141 checks with

cl earing house server CH 180; 15 g) Renote policy server POL2 provisions
policy for use by local policy control in edge router R2 161 and SI P2 152:
h) If OK local_ SIPI 150 gets positive call progress reportf fromrenote
SIP2 152; i) LWW“&J‘BIEIQ& theres shewaiasalk How giagresliusirating s call g out er R1L 160
and proxy 20 server S|Pl 150; and j) SIP 1 150 inforns phone 115 of call
progress. IPHECShatherizationgnd ﬁel@yewst%&%@mn@mdh@ge%t igvepeny |10 gengtbcol s:

SIP, CSP, COPS, RSVP and SBM The sequence is described in detail in FIG

2. 25 6 SupsAl seypreapitEythoretion s poligy witalbtignacces/flomy130446 S| P phone 1
|5 initiates a session by sending an SIP. INVITE nessage Ito proxy

a) a SIP client (phone) 115 requests call setup from a SIP1 proxy server 150,
10 b) SIP1 150 checks a local policy server POLI 140:
c) Local policy server POL1 140 checks with a clearing house server CH 180;
d) SIP1 150 requests call setup from a remote SIP2 152;
e) SIP2 151 checks a local policy server POL2 141;
f) Local policy server POL2 141 checks with clearing house server CH 180;
15 g) Remote policy server POL2 provisions policy for use by local policy control
in
edge router R2 161 and SIP2 152:
h) If OK. local SIP1 150 gets positive call progress report from remote SIP2 152;
) Local policy is provisioned by POL1 140 in edge router R1 160 and proxy
20 server SIP1 150: and

1 SIP1 150 informs phone 115 of call progress.

The actual sequence of messages belongs to several protocols: SIP, OSP, COPS, '

RSVP and SBM. The sequence is described in detail in FIG. 2.

6
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server SIP 1 150 and requests QS. SI'P! 150 then sends a COPS REQ AAA
(authentication, authorization. and accounting) .nessage 2 to | ocal

| -cli ewommssnay server POL1 140.-~Upon receipt of mé,ﬁ.ﬂ% ,3%“6I ocal -poI icy
server POL 1 140 sends an OSP-aut hori zation request aut hentication

request AUTHREGhdtieds 8 initialestaGessior &y sonding @bl STP BNVITEmdsdgd 8 prok} eari ng  house
server CH 180 responds by sending an OSP Aut hori zati on response- AUTHRSP

messagesefvebBIH 1650 alteqicsb4R0S. AIFTHRGeneais g €OPSIRED BA@S(aiherdiditoal i zat i on
token for use wth call setup. 10 POL 1 140 next sends a COPS DEC

(deci si ifforizitdndArld REABAGS niessage DloRochl Adieht pilibyIseiit POL1 140.aUgA0r | zat i on
t oken enbedded in the nmessage. SIPl1 150 requests. call setup with renote

Sl P2 bYreGﬁftQifﬂ{eisdage Aodal POlcINErVdE PORS 320 Senfs &rP0SPAithdiZaiddTequast sendi-ng.
message 6 to SIP2 152. Upon receipt of INVITE nessage 6. SIP2 152 issues

COPSs REQ MR A18S Scdfigst AUTPIREY héage 386 ¥IRkring HoledeA4dCHYBG S@RAing al SO

contains the authorization token. Messages 8, 9 and 10 15 are identical to

”Essageﬁqbuée sefver Wl@r@%&n@%m&ﬂﬁ@% SPI AR ARInGebite AVUTHRSED2 then invites
GAWY 136 by sending an SIP I NVITE nessage-1 | that requests QS. GA¥ 136

answer Sm\@és&é@: APt PAEB1 418 33 AR SP IR0 Ee QG DRIt Muﬂg?igagiio% whieded. A SIP...

183 nessage signifies session progress, SIP2 152 signals policy server-POL2
usi ng awmﬁs%&pREQ LDP (local decision policy) request nessage -13. - PO.2
141 provisions policy -for use by local policy control-in edge router R2
161 and SI P2 152 by sending a COPS DEC install nessage 14 to R2 161 and
receiving a COPS RPT (report) message 15 from 82.161 when the installation

S ccessf ;QZ@\E( : JB5E . P2 152 to
- ?glt al | tlr?eo L|olDlgie g‘;%%m%?ggﬁ’f?l elﬁglg)()lrgli%{/ﬁ!ﬁssa‘pr ov?gﬁo%g&‘t'ﬁﬂrﬁ he

renot e- Q%riz@o%%olge%%m%g & irftRe Messhde, $193 lgﬁﬁ%ﬁ&% chff 5&9% ﬁi&frebé)@l’fmj—p h

signifies a Positive ca progression on t r enot e ssages 18 - 21

L R e L TR

Upon receipt of INVITE message 6, SIP2 152 issues COPS REQ AAA message 7 to policy
server 2 POL2 141. Message 7 also contains the authorization token. Messages 8. 9 and 10

15  are identical to messages 3. 4, and 5 but performed at the remote end.

SIP2 152 then invites GWY 136 by sending an SIP INVITE message }1 that requests

QoS. GWY 136 answers with an SIP 183 message 12 and echos that QoS is required. A SIP

183 message signifies session progress. SIP2 152 signals policy server POL2 using a COPS
20 REQ LDP (local decision policy) request message 13. POL2 141 provisions policy for use

by local policy control-in edge router R2 161 and SIP2 152 by sending a COPS DEC install -

message 14 to R2 161 and receiving a COPS RPT (report) message 15 from R2 161 when the

installation is successful. POL2 141 sends a COPS DEC install message 16 to SIP2 152t~ ___

install the policy in SIP2'151. When policy is provisioned in the remote end, SIP2 152 sends .
25  aSIP 183 message |7 to SIP1 150 which signifies a-positive call progression on the remote

end. Messages 18 - 21 are identical to messages 13 - 16 and provision policy in edge router

7
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R 1 160 and SIP I 150. Finally. SIP 1 150 inforns SIP client phone 115 of

the call progress by sending SIP 183 nessage 22. At this point. SIP. OSP
and COPS %8@8105?' s are used to setup a call request. authorize 5 the call
and instal Q‘;‘y for the call. There is however 't he pcKVIpBMEsy t hat t he

call. whil tu c ful l ing. Sl P .wll exper| e | ess than

accept abl e%diﬁﬁ@slgﬁgafﬁﬁ?a@gb%ﬁzgo ’gﬁo %%{ﬁcl}ﬂgpﬁ‘ﬁg(ﬁ%’%‘aﬁﬂ%ﬁs{ ¥%e cal l
is set up. T t invention solves this problemby dynamcally

est abl i shi ﬁﬁ"%&%‘%iﬁwﬁ%rgs,| P based voice and video calls on the
Internet, as w |l be discussed below. 10 Referring nowto FIG 3. there is
shown a call flow diagramillustrating QS setup, resource reservation and

conpletion of the |P tel e || according to the present invention. In
general . the QoA @@myhéﬁ"gr&@%ﬁ %P*’%ﬁm&ﬁcolﬁ ks Upgdl 1p éﬁft@pmﬁée%laawa“ B as
follows:, 15 a) SIP client 115 requests network resources for QoS using
RSVP. A t mke aliged instglipadicy fanths cplhy Therrdls hpweyer e possibilipaigatshscallyihilegc o
policy control. The specific .Eol icy by the SIP outsourced request; b)
Renot e edgéetppancesssidy wsing SIR ¥ilhepenps e thasagecptabls gualitpiuedo MEWRsr k. ( LAN)
20 using SBM and informs Rl 160, the LAN conprises at |east one SIP client
devi ce; c) liritatigg dispaverer plertheall is sevwg. JF REsSoBImvertpn pokyes EBPrPRieB Y at i on i s
confirmed end-to-end in one direction; e) the sane nmessages_in steps
(a)-(d) ar dynaspesdly edablishing@oPplisk farSIRbased-Yaiesrend videp ¢alls empthp IfNBEra8ss i s
confirmed as "Ri ngi ng" and acknow edged back; g) Two-way RTP (real -tine
transfer pmol bedibcpsssd pdewi ng i s established; and
10
Referring now to FIG. 3. there is shown a call flow diagram illustrating QoS setup,
resource reservation and completion of the IP telephone call according to the present
invention. In general. the QoS setup and completion of the IP telephone call occur as

follows:

a) SIP client 115 requests network resources for QoS using RSVP. At the edge
router. QoS for the flow is enforced per the local policy control. The specific
policy by the SIP outsourced request;

b) Remote edge router R2 161 install QoS in remote Local Area Network (LAN)

20 using SBM and informs R1 160, the LAN comprises at least one SIP client
device;

¢) RI1 160 installs QoS in LAN using SBM:

d) LAN QoS reservation is confirmed end-to-end in one direction;

e) the same messages in steps (a)-(d) are repeated in the opposite direction;

Ny
A
<

Call progress is confirmed as “Ringing™ and acknowledged back;

Two-way RTP (real-time transfer protocol) streaming is established: and

8
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8 SUBSTI TUTE SHEET (RULE 26) WO 01/ 35604 PCT/ US00/ 30446 h) The parties
can say "hell o" and have a phone conversation. ' The sequence i S now

descri bewoisindet ai | . Wth continued reference to FIG l;)bl‘lU es 23 - 31
establish call flowfromcaller to callee. while nessages - 40 establish
5 call flow fK)orht bariesdah €6y ‘thelld Tumd Galel :GohonddoRddrbationessages 41 - 46
confirmthe call progress and acknow edge the confirmation. SIP client
phone 115 initiates the request for network resources by sending an RSVP
PATH nmessage to edge router RL 160. RSVP PATH nessage is an operation sent .

by the 10 sengigsse§ntdi€néve@eicHBed if QEHHIE SWith GorRinh@PRfeyalcé HIFIGI 3. fol lows the
sane route that the data flow of the reservation will follow The request

for resoyfecagesi>s - 3£ RablisH &tk £6m RARE 1o AL WhE md&hres AL BREstdN@N require
edge router R 1161 to request a policy decision frompolicy server POL 1.

In thss ERAKE frofdeR daflee B ]?ﬂﬁ?élail&d Fﬂ:iafl)te. ﬁrgelséiégésﬂtll Rlse E6ikirAHe S1CIrSdre and

concerning policy are enforced per ocal policy control. Recall that
t he specgg&gwp:g%gtﬁycgngﬁngtgﬁ_ fl ow was 15 provisioned previously by the SIP
out sourced request. Edge router R 1 160 forwards nessage 23 to renote edge
router R2 161 as nessage 24. Edge router R2 161 installs QS in the |ocal
area network LAN using the SBM by sending RSVP PATH nessage 25. The PATH
message requeﬁfp c’ii‘éﬁ%ﬁ&éﬁl%?ﬁﬁzﬁé’sﬁ%& Rlpest] netPork 3oty RnfifDsm Kt er R1 160

of the installation by sending RSV nessage 26 t0 edge router Rl 160.

RSVP RESYATRSTAGRS 1d £3EH(RS R19FAURSTP PATAMEsLAE il oheralio] wRAY daCh  devi ce.

This nessage I's rwarde 0 edge router 160 in the formof nessage 27.

Rout gy %@%ﬂ%@@&iv@ I‘ég&‘e%ﬁ%} x%%%gaﬁiﬁ' ke ggﬁs e shR rdviNnbtShd Ehid fidw iBM by

i ssui ng message N reservation is then confirned

end 1 o- SRl kdAndhih %f@g&r&.g@l&g&& B ef3NEs R af Ly 1B 368G %6030 and 1.

Resource reservation esta n

rather than require edge router R1161 to request a policy decision from policy server POL1. -

In this manner. QoS is installed directly in R 160 and decisions concerning policy are

enforced per the local policy control. Recall that the specific policy for the flow was

15  provisioned previously by the SIP outsourced request.

Edge router R1 160 forwards message 23 to remote edge router R2 161 as message
24. Edge router R2 161 installs QoS in the local area network LAN using the SBM by
sending RSVP PATH messag;e 25. The PATH message request recourse reservation. GWY
20 136 informs edge router R1 160 of the installation by sending RSVP RESV message 26 to
edge router R]1 160. RSVP RESV messages reserves resources along the paths between each
device. This message is forwarded to edge router R1 160 in the fdnn of message 27. Route1;
R1 160 then proceeds to install QoS in the LAN using the SBM by issuing RSVP RESV
message 28. The LAN QoS reservation is then confirmed end-to-end in one direction using
25 RSVP RESV-CONF messages 29. 30 and 31. Resource reservation for QoS is established in

the reverse direction using the same message formats as in the torward direction.

9
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the reverse direction using the sanme nessage formats as in the forward
direction. 9 SUBSTI TUTE SHEET (RULE 25) WO 01/ 35604 PCTI US00130446
Speci fi calyyos8msages 32 - 34 correspond to nessage 23, _nessages 35 -
correspond to nessage 26 and nessages 38 - 40 correspoﬁ(&r’fjﬁ ’l’?@’é%age 29

L Rl BQUEESS 158 SRR fhelfee 73 BRI 1200 LG, BORL | T 1 On

is acknow edged.” To acconp rressage sent from

G 136 to Oésg?%;?@?rﬁﬁgessa%&?flf '49@01‘?&&0:1%%@%1&8%35“ 150 as rressage 42 and

o Chost r at ed_ by Laendbnd ASLp ACK ¢ 44 1com ol eﬁ?”ﬂ% Lo SIPL 150.
The message i syrr%gﬂ?' %aa '§L’rs€%sﬁ% g%‘%%e I sz?@ﬁ BFinally, as
meesage 46000848 RrReRtpliign S Sy 568 Ban begi n
e i B o0
?Eg rRS\s/Eu:]c sB%"e%g eé@gﬁieﬁf@%woq%ﬂgg& nedi %zpf@ﬁ lmﬁgﬁsn cale: eaign
conti nue tSFWg&detPégﬂtﬁgmﬂgﬁw e“i‘{m‘%lg Jr?(?df"%’hf? {5 E%zf?&?fggé esourz:e

ol ows: | 28l ar Sl Rk BeSe i bR SU2A5610 GRYIEAR 15 propagat ed to
renot e gateway 136; b) QS is de-installed by edge router R 1 160 in |ocal

LAN; c) Local accounting report for renoval of policy is provided by edge

router Rl 160 to policy _server POL. and this report is alio used if
real -tilffe usage pgpr@gqlgt,qéApg message 46. two way RTP streammg is established and the

parties can begin the pbone conversation with QoS supported by resource reservation.

Referring to FIG. 4. there is shown a call flow diagram illustrating RSVP teardown
signaling and the release of QoS resources. After a call is setup and RSVP has been
15  established. either user may signal RSVP to release the resources and teardown the QoS.
While media traffic (phone call} can continue to traverse the network. it is no longer
guaranteed resource reservation for QoS purposes. In general. the message exchange occurs

as follows:

20 a) Client sends PATHTEAR message. PATHTEAR is propagated to remote
gateway 136;
b} QoS is de-installed by edge router R1 160 in local LAN;
¢) Local accounting report for removal of policy is provided by edge router R1 160
to policy server POL1. and this report is also used if real-time usage reporting is
25 needed;
d) RSVP path teardown is signaled to remote gateway 136:

10
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25 needed. d) RSVP path teardown is signaled to renote gateway 136: 10
SUBSTI TUTE SHEET (RULE 25) WD 01/ 35604 PCT/ US00/ 30446 e€) Renpbte accounting

report iwofl8sisded by edge router R2 162 to policy serﬁlﬁgﬁ&%; f) QS
resources are released in renote LAN. and g) Edge router provi des renote

accounting 1 efOREmbR aBRhhiGb refdrtis provided by edde ISRer BRSHRUCpAILS BaAGE 1S

described in Qget allnfJ ian F G”ﬁﬁ‘l’lhgrtear a%'\amei S ?rni t1at e% When SIP client
phone 115 sendspgpyRSVP PATHTEAR nessage -401 to router Rl 160. PATHTEAR
messages request teardown of reserved resources. PATHTEAR nessage 401 is

t hen propagatﬁgo%gégsgmgsemg&%ggfdwﬁé_@%ﬁssage 402 and term nates at

gat eway GW as nessage EAR nessage is sent by a

sender toward_ acrecei 5 14 i : 9.% olibPWiJes pbHES. M Nat ed.

Router R1 1603)t E‘e‘% ﬁ%gt\séﬁfé‘égggldgéc%g{?%taafc ﬁ“g‘“{r“lé?ﬁ%i? %gisls)gge 4546%'0 policy

serveg PCOL 1 140. At the sane tinme. a PATHTEAR nessage 405 is generated

and sent to SIP phone client 115, and a RESVTEAR nessage 406 is sent to

router R2 161, and GAY 136. .R eserved
Eoh ARGl diflse SaRlibd FREPAGIS a%&%%&mgw&ég

r esour ces. n- I Ssues ‘an accounting report nessage 407 to

i POL2 141 FEinal | (e P | 408

out o1 RPNERIPEE aheserhs Hcs i AVE PATRIERR esctpl 0L ‘message 409
to GAY 136, h | usion af th . Sioyfi nst al | ed
and QoS PATHIFAResES BHassC B Soh o S A e et B onger

guarant e?hcei:n rpreospgguai;e%%o {'e%so?é yo%%elr 9\9 lf6P 2rls n%%ssage 'ﬂf)? gnsdatgfmir%aQeS at gateway GWY

10 136 as message 403. The PATHTEAR message is éent by a sender toward a receiver and

indicates that data flow is terminated. Router R1 160 then issues an accounting report |
message 404 to policy server POL1 140. At the same time. a PATHTEAR message 405 is
generated and sent to SIP phone client 115, and a RESVTEAR message 406 is sent to router

R2 16! and GWY 136. RESVTEAR messages actually remove reserved resources. Routgr

15  R2 then issues an accounting report message 407 to polidy server POL2 141. Finally, R2

issues a PATHTEAR message 408 to router R1 160 and SIP phone client 115. and issues a

RESVTEAR message 409 to GWY 136. At the conclusion of the message exchange, RSVP

is uninstalled and QoS resources are released. The call can continue, but it is no longer

guaranteed resource reservation for QoS purposes.

20 |
Referring to FIG. 5, there is shown a call flow diagram illustrating a generic QoS
usage reporting to a clearinghouse. Recall that as set forth abdve._clearing house server CH
180 has several functions including, among others. acting as a collector of usage reports, and
acting as a means of settiement between service providers.
25
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Referring to FIG 5, there is shown a call flow diagramillustrating a
generic QoS wusage reporting t'0 a clearinghouse. Recall that as set forth
above, cl ewpoingedaouse server CH 180 has several functi &Zﬁﬂﬁé&gg' ng, anong
others, acting as a collector of usage reports, and acting means of

settl enment bet | & i E 6) WO
V8&De 5EEIP Bilntphahé blgi/'ﬂéfﬁﬁst ?.el‘isoﬁédb #gﬁg%pﬁgﬁ% 16 Ry

01/35604 PCTI USOCO" 30446 Usage | cl'rent s Tirst reported by
policy serygfe E)eg'e}Cmﬂtitpmﬁ%%@%bp%dh%%gnﬁﬁ{eﬂ% médshgk 589 ROndBSafe RO1 and
then confirmed 1n nmessage 50Z2. Renobte usage Is simlarly reported b

: . ! y
policy ser Yi%"ilg@&%%eﬁ%&?ﬁ@'s&%@ F'&Zhayfoecléagé%ﬁgug re?%ﬂ 1'%0'?%?@%?9%) S5g~:’ da”d

confirnmed in he generic tear sources

usage repoktin i typically linked to the term nation of the
Internet p %jn@gggwwq'ﬁggéégaﬁgg%%npl ex nessage exchanges are shown in FIG

6 and FLG 7. 10 Referring to FIG 6. there is shown a call flow di agram
i |l ustrati ng a call teardown w th background usage update. Upon conpl etion

of the phone call, the users exchan rting words. and ha up the phone.
This event trig %n?ﬁéeaf‘gﬁwé‘é’gées% cegg‘}r\fﬁ’skm‘? g%gmeg%@ng%gnﬁg%eix itiate the
Be. qener at B TR (iicsEnRRe oE B B sl DR vERnT et 6 or
cont enpor anepusly 15 w th call and QoS teardowmn (FIG 7). The latter
option cane@gﬂ’ﬁﬁg?efﬁwgni“hgid;ﬁ?ﬁ‘ﬂéguz settl enment of charges but adds OSP
usage reporting nessages to the teardown nessage exchange. The call
teardown is initiated when SIP client phone 115 sends a SIP BYE nessage 20

?rg i S ;g ég ! g 0 % ! 28}5&;2& {E‘ﬁé."" ég %&esis ro%g%%g‘ﬁ éjw Elgzgrac;rJnvgll&s%rgtirilgna r;[alr} Et"eaI‘d%{vnnB of
with background usage update. Upon completion of the phone call, the users exchange
parting words and hang up the phone. lThis event triggers the release of network resources
and may initiate the generation of usage reports for subsequent billing. The usage reports can
be generated either independent of the call and QoS teardown I(FIG. 6) or contemporaneously
15 withthe cail and QoS teardown (FIG. 7). The latter option can support the instantaneous

settlement of charges but adds OSP usage reporting messages to the teardown message

exchange.

The call teardown is initiated when SIP client phone 115 sends a SIP BYE message
20 601to SIP1 150. The message is propagated to GWY 136 in the forms of messages 602 and
603. SiPs 150 sends a 200 OK message 604 to SIP Client 115 confirming the BYE message
601. SIPI 1350 then issues a COPS REQ noLDP (remove local decision policy) message 605
and removes the local decision policy from the LAN and router R1 160 with a COPS DEC
Rem (COPS remove decision) message 606. A usage report RPT message 607 is generated
25  and sent to policy server POLL. POLI 140 sends a COPS DEC message 608 to SIP1 150 and

removes the policy from SIP1 150. RSVP path teardown is signaled to remote gateway 136

12
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603. SIPS 150 sends a 200 OK message 604 to Sl P dient 115 confirm ng the
BYE nmessage 601. SIP 1 150 then issues a COPS-‘REQ noLDP (renove | ocal

deci si onwapdiisesey nessage 605 and renoves the | ocal deghi)'\yg& EOl icy from
the LAN and router RI 160 with a COPS DEC Rem (COPS r PeH s on)

nmessage GRfn rofelREIED ﬁs@rﬁq{ngFPﬂ'Tﬁ?Eﬁﬁ%%sg%%édgsE RN bR eleReAR ANt tO

(=

policy server POL 1. POL 1 140 sends a C nmessage 608 to SIPI 150 and

removes theadal it Gind eI RRVD R TERRRRlE 15 43 ROYP phgTEaRal ed to remte
gateway 136 12 SUBSTI TUTE SHEET (RULE 25)° WO 01/ 35604 PCI/US00/ 30446 from

router RJm%&%eHFi.r!ﬁgs&%%lf%&%nﬂ&ﬁ%&%c&%ﬁd iRl i-RSssHe®16 €l eased and
path teardown Is signaled using RSVP RESVTEAR nessage 610 and RSVP

PATHTEAR : I rEaS: e simlar
M a%%?@l%ﬁg&?m M3 SREF00GR &e%l%{@ﬁng&@%‘é‘@éz%ﬁ ang At sbrft $ro

to nmessage ssages 613 and nessage | ndi cati ng
success " f t 269 : P 1 150.
%ssaéesqggﬁI?BZ?%‘gc%ﬁg}l sh0 iﬁﬁi?rg%n@%?g{eégﬂssg%"ﬁg%s é‘é\@{hgggnétg%(%z but
occur at r PHE j l, P RSS

i ndi cat esﬂgg‘gﬁs(%g%gb?:rﬁe“ r g%%crﬁfat#gsrsergg{eega&%}juaﬁé' g@%?g})fat e@g‘ﬁegsgégf or
billing tq.settl C : i | 80 in real
e, | Rer et e R G tePyns BB LT biclfe By R BHlABRER: 0, TP
The process its identical to FIG 6 with the addition of steps 701 and 702
on the cI¥&ff™side and steps 703 and 704 on the renote side. Message 701 is
an OSP <Usage | ndication> nessage and indi cates nessage |ID. duration and
destination in addition to other paraneters. Message 702 is an OSP <Usage

Confi rmati on> ssage.and 1 nfirne the infor.mti reviously supplied.
Whi | el_os ever al dg_%%a‘%’ﬁé’}ﬁrgayoa?sotc‘%gseﬁr% ?3%1 me. REFTrS I lﬁg\?e‘ tﬁeé%ﬁ_sg?%%_ and
0T | D el S0 b HIJeFR! 000 I DR HBIY KU WRR R MBI et | OnS 1Y
701 and 702 on the client side and steps 703 and 704 on the remote side. Message 701 is an
OSP <Usage Indication> message and indicates message ID. duration and destination in

addition to other parameters. Message 702 is an OSP <Usage Confirmation> message and

15  confirms the information previously supplied.

While several embodiments of the present invention have been shown and described.
it is to be understood that many changes and modifications may be made thereto without
departing from the spirit and scope of the invention as defined in the appended claims.

20
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departing fromthe spirit and scope of the invention as defined in the
appended clains. 20 13 SUBSTI TUTE SHEET (RULE 26) WD 01135604

PCTI U500/ 3944603s60dHAT |S CLAIMED IS: 1. A nmethod of providin uality of
service (Qoé)ﬁ?sﬁ an Internet Protocol (IP) tel ephony sBSEP fween a

calling par‘gvmﬂgg gﬁl,%ﬁqs,party, conprising the steps of: transporting IP
medi a for keen said calling party and a first device 5
have | P capability; t porting |.P nedia far_said session b en said
called party and’ 5@3@@(’3"5‘%’%@@%% ??8"?%88%})’88? fﬁ?’vﬁk’fa"ﬁ%"‘g@gb| i shing an
| P connectign between said first device and said second device;, and
reserving ﬁéﬁR}(}BPWF%%‘b*&PF&E a]"ﬂf‘n%m a?‘g? %ﬂé}ﬁ%ﬁvys%fﬁ‘ﬂ.g thegte .&The net hod
according to claim1, wherej.n_said first and sai d. second deyices. are
routers. 3. The "EPATES HcB ﬂf°ﬁ§a’¥§?s%9naqewef?sﬂ§@$&%?%@‘dﬂéﬁ ¢ eser vi ng
network resources . 15 uses Resource Reservation Protocol (RSVP). 4. The

met hod accde¥ KFRBMY:ai m 1. wherein the step of reserving network
resources further conprises the steps of. generating a first ssi on
initiation prot Gaeporting By media for sald sepsiondietresen syifl eaklegpastyspd 3 seconddexiep ¢ j ent ;
transporting said first call setup request to a fist SIP proxy server,
gener at i ng havisgHosegabdite 48| | setup request with QoS by said first SIP proxy

server to : .
establishing an IP connection between said first device and said second device; and

reserving network resources for said telephony session.
10
2. The method according to claim |, wherein said first and said second devices are

routers.

3. The method according to claim 1, wherein the step of reserving network resources

15  uses Resource Reservation Protocol (RSVP).

4. The method according to claim 1. wherein the step of reserving network resources
further comprises the steps of: |
generating a first session initiation protocol (SIP) call setup request with QoS by an
20  SIP client;
transporting said first call setup request to a fist SIP proxy server;
generating a second SIP call setup request with QoS by said first SIP proxy server to
a second SIP proxy server;
generating a third SIP call setup request with QoS by said second SIP proxy server to
25  aremote client:

provisioning policy in said second device and said second SIP proxy server;

14
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a second SIP proxy server; generating a third SIP call setup request with
Q@S by said second SIP proxy server to 25 a renote client: provi si oni ng

policy iwosgssdossecond device and said second SIP proxylgsl(l;lll;éﬁﬁﬁr’
SUBSTI TUTE SHEET (RULE 26) 1111121121211111 111)1 11~ W V\D 01/ 35604

PCT/ US00/ 3044 6yro\R&ih{ S dRtN ﬂ%aiﬁ?irét Qyibdhng 24 1ﬁ];'gt gﬁ‘t prg)‘(ayv feer 1?;??91 géals%’gx :j(ra\sllt CSI P

proxy server upon successTt ul provi si oni ng I'CYy I n Sal

and sai d&ﬁ@\ﬁgmg&ﬁ)onﬁ%hﬁ e ﬁ’c{dev?cggnd &9&% éefcé(tidrgl;]%{oxv]sg B gljent of the

cal |l progress e met accor ur'frhaé'r‘l conpri sing the.

steps of: ge'?lg{xﬁﬂzr&gld%ﬂi%}fe?{of%fcaﬁ%kclgrégtUp request with QoS by an SIP

client; transporting sai I Tst up request to a first SIP proxy
server; generating a second SIP call setup request with QoS by said first
SIP proxy server to a second SIP proxy server 10 generating a third SIP

cal | ssetup regu%gm\g{htbgrggﬁlﬁ%mgﬁ; 1 ?mgns"&tﬁs,% server to a renote

client’; provisioning reno fps |°ﬁ sai d second device

and said second ord % P Q6P SIS qgrs?w@b%gl gngg:j %%’)‘(by a client policy

server in sai §117 evice an y server upon
Successiul or g e Bt MR G GR g sa1 second
generating a second SIP call setup request with QoS by said first SIP proxy server to
a second SIP proxy server;
10 generating a third SIP call setup request with QoS by said second SIP proxy server to
a remote client;
provisioning policy by a remote policy server in said second device and said second
SIP proxy server;
provisioning policy by a client policy server in said first device and said first SIP
15 proxy server upon successful provisioning of policy in said second device and said second
SIP proxy server: and

notifving said SIP client of the call progress.

6. The method according to claim 4. further comprising the steps of:
20 installing QoS in a remote local area network (LAN) us;'ng a remote subnet
bandwidth manager (SBM) and said second device;
informing said first device of said QoS installation in said remote LAN;
installing QoS in a client LAN using a client SBM and said first device:

confirming and acknowledging the call progress; and

5 coublishing reab-ime wansierprotocol (RTFY swesmine: o AN M NN L W
| * [ L M S *
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6. The nethod according to claim4. further conprising the steps of 20
installing QS in arenote | ocal area network (LAN) using a renote subnet
bandw dt h manager (SBM and said second device; informing said first device
of said Y3331 | ation in said remote LAN,  installi 30446 a cli ent
LAN using a client SBM and said first device; . confi rm'ogg and acknow edgi ng

the call progrdshe methobascerding i ¢laim b firihermomprisiae e 8FR¥%r prot ocol (RTP)

streaming. | "0 Leeril Lprer ber rr 1t e L Ms 15 SUBSTI TUTE SHEET
(RULE 26) WO Omropamsting PR SRR DEAR messagertn @ rerarte S8e YO FIPRLP8Y2| ai m 6.
further conprising the steps of. propagating an RSVP PATHTEAR nessage to a
renot e gatofRay irttbe clegtib8N: renoval of QS in the client LAN: uninstalling
Q@S in client LAN using said first device; 5 propagating an RSVP RESVTEAR
message to sai dningabteQoSineckient LAN ysingiseid first deigsval of QoS in the renote
LAN: and uninstalling QoS in renote LAN using said second device. 8. The
met hod saccor di peppagatiog an RSVP RESVTEAR messaps o said gemdiegalevay o 1§AUeSlI 0 gener at i ng
a first usage report by said first device to a first policy server: and
gener at i ngeowbefdud iHslegemote PAN: alsly sai d second device to a second policy
server, wherein the usage reports are used for accounting purposes. 9. The
met hod accor di nginétalliag QoSrirdembue LiAMNusingeaip sécondidevicke st eps of 15 checking a
first policy server to determ ne correct policy, wherein said checking is
performed by said first SIP server;

8. The method according to claim 7, further comprising the steps of:
0 generating a first usage report by said first device to a first policy server: and
generating a second usage report by said second device to a second policy server,

wherein the usage reports are used for accounting purposes.

9. The method according to élaim 4, further comprising the steps of:
15 chécking a first policy server to determine correct policy, wherein said checking is
performed by said first SIP server:
checking a clcaring house server to determine correct policy and to request
authorization for the policy. wherein said checking and requesting is performed by said first
policy server: |
20 notifying said first policy server of the correct policy and providing authorization for
the policy;
checking a second policy server to determine correct policy, wherein said checking is
performed by said second SIP server:
checking said clearing house server to determine correct policy and to request

25  authorization for the policy. wherein said checking and requesting is performed by said
S
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second policy server: and



checking a cl earing house server to determ ne correct policy and to request
authorization for the policy, wherein said checking and requesting is

per f or medwbysseqd first policy server: 20 notifying sai; (‘_f,go&ﬁ oool icy
server of the correct policy and providing authorization e policy;
checking a secapglyinglaié yecGRI puiicy sepverl Of BE Gdriert Ny @xcdpraﬁhmﬁyummﬁ@i n said
checking is perfornmed by said second SIP server: checking said clearing
house serw&ﬁhéﬂﬂﬁzternlne correct policy and to request 25 authorization
for the policy erein said checking and requesting is perforned by said
second policy server: and 16 111111111211111211211112112111111 CL M S

SUBSTI TUTE SHEET (RULE 28) WO 01/ 35604 PCTI US00130446 notifying said
second policy server of the correct policy and providing authorization. for
the policy. L MS 17 SUBSTI TUTE SHEET (RULE 25)
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