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GENERATION Field of the Invention The present invention relates to random
nunber gewerati/mssoiand in particular 5Srelates to systenecamp2ambbods for
generating random nunbers based on quantum phenonena. Background to the

I nventi on Ensuring communi cation security in conplex conputer networks is
well known to 10 be one of the central challenges of nost information and
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| encryption technique relies on the crucial assumption that users have access to
secret keys. A secret key consists in a sequence of genuine random numbers that
is equiprobable and unpredictable. Typically, a secret key is processed with the
information to protect using an algorithm that renders the result indecipherable, up
20 to an arbitrarily small level, to anyone not in possession of the given key. The
origin of the key is central to the security of the data to protect since any
information on the source of the key is a liability. A common way to generate

secret keys is to use a random number generator (RNG).

25 A fundamental requirement for random number generation is the ability to produce
random sequences that have a uniform probability distribution. In other words, it is
the ability to generate numbers with equal probability. Accordingly, a measure of
RNG quality in this regard is that it has a small bias, i.e. a small difference
between the probability distribution of the RNG output and the uniform probability

30 distribution. Random physical phenomena employed in implementing hardware
RNGs pose unique problems in terms of harnessing the phenomena to provide, as

digital signals, the needed uniformly distributed random numbers.



A second fundanental requirenent for random nunber generation is the
ability to produce actual randomess. Strictly speaking, it is the ability
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keys_generate nunbers at rates that are often a few orders of magnitude
smal#%r than what is required in several cryptographic situations such

Generally, pseudo-random numbers are generated by deterministic algorithmic
processes such as modular multiplication, which, by careful selection of
parameters, yield numbers that are devoid of obvious patterns. Because no
physical phenomenon is involved, all elements of pseudo-random sequences are,
30 necessarily, causally related and the sequences may be accurately predicted and
replicated. This replication property is fundamental for pseudo-random
applications such as the RC4 stream cipher cryptosystem, in which the sender
uses a PRNG to encrypt information to be sent and the recipient uses the exact

same PRNG to regenerate the sender’s plaintext. However, for random number



15 as those encountered by financial or banking institutions. For this
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20 based on macroscopic phenomena and extract their randomness from our inability
to properly monitor the evolution of a macroscopic system. A simple example of
such macroscopic HRNG entails the roll of six faced dices. These HRNGs are
typically very slow and, in theory, completely predictable as macroscopic systems
obey the deterministic laws of classical physics.

25
A second category of HRNGs is based on deterministic phenomena of
microscopic origin. These HRNGs extract their randomness from our inability to
properly monitor the evolution of a microscopic system. Although the constituents
of the system are generally of quantum nature (electrons or photons), the

30 processes used as the source of randomness are classical and in principle
predictable. All the uncertainty lies in our inability to characterize the quantum
system properly, not in the quantum nature of the system itself. In the language of
quantum mechanics, the classical nature of these systems is characterized by the

use of mixed states rather than pure states.



20 difference between the instantaneous output of two sources. In practice,
| ocking the division point at the nedian in the forner exanple, or |ocking
the two reoi2ang28it he | atter exanple, w thin a tol eran®eTiEr210AVBREAS a

bi as, requires extrene precision and riodic calibration. 25Even further
prior art solutions of the second category use thermal noise as neans to
generate random nunbers. HRNGs based on this phenonena are vul nerable to
attack by lowering the tenperature of the system though nost systens will
stop operating at tenperatures (e.g. 150 K) | ow enough to reduce noise by a
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uniformy distributed and unpredictable, this 15solution remains very sl ow

(e.g. 1Mdit/sec) because of the slow single-photon aval anche photodetectors
neecled PRI A ARRSL S by A o gy 028 itompng el e
noi sig f riordistortophtom elbotn®ly neise, which is normally distributed, in order to provide
a 1-bit random variable. One example subjects the noise to successive stages of
clipping, amplifying, and sample, whereby the normal distribution is thus directly
divided in two, with the probability of each fraction mapped to one of the two
possible digits. Another example uses a comparator to severely amplify the
20 difference between the instantaneous output of two sources. In practice, locking
the division point at the median in the former example, or locking the two medians
in the latter example, within a tolerance that avoids a bias, requires extreme

precision and periodic calibration.

25  Even further prior art solutions of the second category use thermal noise as means
to generate random numbers. HRNGs based on this phenomena are vulnerable to
attack by lowering the temperature of the system, though most systems will stop
operating at temperatures (e.g. 150° K) low enough to reduce noise by a factor of
two. They also suffer from a low generation rate. Some of the thermal

30 phenomena include thermal amplified noise from a resistor, avalanche noise
generated from an avalanche diode, atmospheric noise, detected by a radio
receiver attached to a computer. As for all HRNGs of the second category, thermal
noise is, in principle, deterministic, rendering the random numbers, in principle,

predictable.



20 detection apparatus. The systemutilises the guantum noi se generated by
splitting a laser light signal using a beamsplitter having four ports, one
of whi ch weceivessothe | aser |ight signal, one of which PESTEPISO6BA0t O
vacuum and two of which are opti callyr%coupl ed to photodetectors. Such a
system effectively neasures the random fluctuations of the vacuum entering
the second port of the beamsplitter. 25 Processing el ectronics process the
signal derived fromsubtracting the two photodetector signals to create a
random nunber sequence. The idea is that the difference signal associ ated
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bel i evedNEA@NiEHe |initations of the prior art methods and neans have
resulted in speed and randommess constrai nts on execution of random nunber
applications that cannot tol erate pseudo-random characteristics such as
cryptoogrRedert feéyr 40 gentorat bbithis Tdatsgoryi exgleit istosglyaateneetad t gxherentt he use
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US 7284024 describes a different approach to a quantum random number
generator system that employs quantum noise from an optical homodyne
20 detection apparatus. The system utilises the quantum noise generated by splitting
a laser light signal using a beam splitter having four ports, one of which receives
the laser light signal, one of which is connected to vacuum and two of which are
optically coupled to photodetectors. Such a system effectively measures the
random fluctuations of the vacuum entering the second port of the beam splitter.
25 Processing electronics process the signal derived from subtracting the two
photodetector signals to create a random number sequence. The idea is that the
difference signal associated with the two photodetectors should be truly random,

such that the system is a true random number generator.

30 In order to operate effectively, such a homodyne detection system requires two
identical photodetectors. In the case of non-identical photodetectors (which in
practice is likely to be the case), a bias is introduced into the random number

generation.



conprising: a source of light output as a plurality of coherent states such
that each state has an indeterm nate nunber of photons; a phot odetector
arranged wo 288/m8%¢i ve the |ight output fromthe |ight ®cUmPeo1anc2e
generate a photocurrent having a variance dependent on the nunber of
photons in each coherent state; and processing circuitry connected to
receive the photocurrent and arranged to generate a sequence of random
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S5processing circuitry to generate a sequence of random numnbers.
expl & neplutiintonaomemeetialiproduactidme f ol | owi ng, the random nat ure of nunbers
whi ch are generated expl oits photon nunber noi se produced at high | aser
intensity. 10Preferred enbodi nents of the present invention provide a
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mechani cal origin. Further enbodi nents provide a rapid random nunber

gener at i @ANSSAEYf diere is a need in the art for a method and means that provide
uniformly distributed, genuinely unpredictable, random number sequences, using

simpler and more reliable equipment, and providing faster rates.

15 Summary of the Invention
The present invention relates to random number generators (RNG) and more
particularly to a method and means that exploit intensity quantum random
fluctuations of light and use a photodetector followed by the digitizing (with e.g. an
analog-to-digital converter or a comparator) of the random fluctuations and

20  produce an output that is processed into a uniformly distributed random variable.

One aspect of the present invention provides a random number generation system
comprising: a source of light output as a plurality of coherent states such that each
state has an indeterminate number of photons; a photodetector arranged to
25 receive the light output from the light source and to generate a photocurrent
having a variance dependent on the number of photons in each coherent state;
and processing circuitry connected to receive the photocurrent and arranged to

generate a sequence of random numbers.

30 In the described embodiment, each state is a pure quantum linear superposition of

photon number states.

Another aspect of the invention provides a method of generating random numbers

comprising: outputting a plurality of coherent states from a source of light, the



20 cryptographic protocols providing increased security for such protocols.
I n enbodi nents of the invention, the quantum random nunber generator
oper at es WO 2high3®peed and has a very small bias and noPp@mPo@i®m61320

calibration requirenents. For a betger understanding of the present
invention and to show how the sanme 25nay be carried into effect, reference
w Il now be nade to the Figures by way of exanple in which: Figure 1
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photign nunber uncertainty contained in an excited coherent state will act
as a genui ne random nunber generator for the reason that when phase
uncer t ai ipodinees proyisle asmetleod and system where the sequence of random

numbers is generated unpredictably and is of quantum mechanical origin.

Further embodiments provide a rapid random number generation system for
20  cryptographic protocols providing increased security for such protocols. In
embodiments of the invention, the quantum random number generator operates at

high speed and has a very small bias and no periodic calibration requirements.

For a better understanding of the present invention and to show how the same
25 may be carried into effect, reference will now be made to the Figures by way of

example in which:

Figure 1 illustrates a schematic block diagram of a system according to an
embodiment of the invention; and

30
Figure 2 shows graphs of signal variance VS laser gain for quantum noise and

classical noise.



25 excited coherent state) photon nunber uncertainty is high. This follows
fromwork done by SSM Barnett and D.T. Pegg and published in their article
entitl ed wOrotihe3sder m ti an Qpti cal Phase Operator™, JouPoalEPodloNbes n
Optics, 1989, vol. 36, No. 1, 7-19. They construct a Hermtian optical
phase operator and denonstrate that it's properties are precisely in accord
wth the results of sem -classical 30 phenonenol ogi cal approaches. In
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particular quantities but rather about the nature of the coherent state

i t selSf. Ahempergiticesontralier ilfeandicasentisertrollar itds ares prayiged ta koakolftbe
excited coheren t . ph er uncertainty is high. Accordingly,
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macroscopi ¢ of the quantum states. The present invention utilizes the
phot on nunber uncertainty contained in an excited coherent state as a noise
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optical wavel ength. This choice only depends on the responsivity and the
sensitivity of the photodi ode required to nmeasure photon nunber

each AR Bier] S A, (A0 9LI0) Bl O e phasiee 1o
phot ocurmeasumgsErcddre dupers ireeach extitedsoherent state generated by the laser
2. In particular, the inventors are utilising a phenomenon that photon number
uncertainty contained in an excited coherent state will act as a genuine random
number generator for the reason that when phase uncertainty is low (such as the
25 excited coherent state) photon number uncertainty is high. This follows from work
done by S.M. Barnett and D.T. Pegg and published in their article entitled “On the
Hermitian Optical Phase Operator”, Journal of Modern Optics, 1989, vol. 36, No. 1,
7-19. They construct a Hermitian optical phase operator and demonstrate that its
properties are precisely in accord with the results of semi-classical
30  phenomenological approaches. In particular, they show that for asymptotically
excited coherent states, the photon number-phase uncertainty product minimizes
Heisenberg's uncertainty principle in the same way the canonical conjugate
momentum-position operators do. Consequently, the more precision one gets on

the phase of a coherent state, the less precision one gets on the photon number.



wi |l fluctuate because of the underlying quantum fluctuations in the

| npi ngi ng photon nunbers. These photon nunber fluctuations wll be

refl ect eawOreotie3s010 phot ocurrent fluctuations with a fipdeEPegr0det3es m ned
by the responsivity of the photodi ode. The fluctuations manifest thensel ves
as noise in the photocurrent. The %i ne varyi ng photocurrent i(t)can be
broken into a tine-independent average 5current < i> and a time varying

fluctuatian A (t)_ accordi to,i(t). <1.> +A(t)_, h f
A (1) ke iByriathe ARl it e intasond iele s e W qRRE T ReD)
namel y <ati€lihe qantiids bitotathe AR thSindeget dfethBhsdheestitr @ate fdedsThigr ough
the photodetector's |load resistor RL , which then generates ener?ﬁy at the

rate of implipgrhat whenighasenwrasriainty tio lamMapyele asHer excitadiaohergst site®r ms of

T R i
si nglse- ngsteerhmpesngidiredithe endst glacabsuopid bf thefplatturbstdtesoher ent | i ght can

be considered a plurality of coherent states, and is expected to have
Poi ssoni an 15statistics, in which the photon nunber fluctuations obey (An)2

= N Wherdhe igeldif invention utilizes the photon number uncertainty contained in an
excited coherent state as a noise source to create a genuine random number
generator system as described herein. Advantages of such a quantum noise

10 source are the high level of randomness, simplicity of the system and the high
generation speed of the random numbers. In fact, any limitation on the generation

speed of the random numbers is more likely to be a facet of the processing

electronics as opposed to the fundamental source of the generation.

15 The random information is carried by highly excited coherent states that contain
many photons. The coherent states are measured by the photodiode where the
photocurrent is converted into a binary sequence using the ADC 6 and post-

processing electronics 8.

20  As mentioned above, the QRNG system uses excited coherent states. This type
of state can be generated by laser cavities operating well above threshold
(typically greater than 4 x the threshold current) either in the continuous wave or
pulsed regime and in the single-mode or multi-mode regime. Depending on the
chosen configuration, frequency post filtering and/or attenuation may be required

25 in addition to attenuation. Furthermore, as photon-number fluctuations are
independent of wavelength, no restriction is imposed on the laser optical
wavelength. This choice only depends on the responsivity and the sensitivity of

the photodiode required to measure photon number fluctuations.

30 As mentioned, the principle behind using a photodiode to measure the statistical
quantum properties of light is that the photocurrent generated by coherent states
will fluctuate because of the underlying quantum fluctuations in the impinging

photon numbers. These photon number fluctuations will be reflected in the



aver age photon nunber. The photoel ectron statistics will therefore also
follow a Poisson distribution with variance (ANJ2 =< N> Since i(t) is
proporti onel2otig2siee nunber of phot oel ectrons generated PET/EPRCION6326 t
follows that the photocurrent varianci will satisfy 200Wa <i> . On taking
the Fourier transformof i(t) and the Omeasuring t he variance of the
current fluctuations within a frequency bandwidth A/, we find the

Poi ssonw&é&% MahiQ0Skords H\I}‘{HI 8 ﬁ&’aﬁy OJetQHﬁ]HEH”B@rthQ'Fés O@\S/ié?@ tﬁ'fieRTAf <

(Equati e correspon noi se’” power en b

i >The gitestadiode) %edldc&ﬁtmnemaxfxfetshtrmnﬁsamwm ﬁellsenm {hmplset)acmemthat: 25
The variance of the current fluctuations is directly proportional to the
average value of the current. The noise spectrumis white, that is,

I ndepen nt of frequency. 11 nahkse, i f urse response
tine TD Di¢ iRe YRERY r}B%%C“ {ahtcR) R ke ralen TS e R diiioeb b gkCe oo
only sbe Fé?ﬁt@f’> RS ef@fy.ggrﬂJcE@a%ﬂnm(o% oBidiid/R) (e Pk >ty Fﬁh% of a
Iarge coherent |tu t i ssoni an photon nun%

average value of Ai(Y) must, of course be zero, but, the average of the square of

Ai(r) namely < Ai(t)? > will not be zero. Since the photocurrent flows through

the photodetector's load resistor R, | which then generates energy at the rate of

i(t)’ R, , it is convenient to analyse the fluctuations in terms of a time-varying noise

10 power according to Puie = i)' R,

Let us consider what happens if we illuminate the photodiode with the light from a
single-mode laser operating high above threshold. Such coherent light can be

considered a plurality of coherent states, and is expected to have Poissonian
15  statistics, in which the photon number fluctuations obey (An)* = n where  is the
average photon number.,

The photoelectron statistics will therefore also follow a Poisson distribution with
variance (AN)? =<N > Since (?) is proportional to the number of photoelectrons
generated per second, it follows that the photocurrent variance will satisfy
20 (A)’a<i>. On taking the Fourier transform of i(!) and then measuring the
variance of the current fluctuations within a frequency bandwidth A we find the

Poissonian fluctuations, in this case of quantum origin (Ai)* = 2eAf <i> (Equation

1). The corresponding noise power is given by Fuiecs) = 26R,Af <i> — The
characteristic features of this quantum (short-noise) is that:
25
e The variance of the current fluctuations is directly proportional to the
average value of the current.

¢ The noise spectrum is white, that is, independent of frequency.

30 The second characteristic is a consequence of the random timing between the

arrival of the photons in a beam with Poissonian statistics. The “whiteness” of the



distribution is well approxi mted by a continuous Gaussi an distribution.
Based on the approximation, the coherent state phase fluctuations APhi are
i nver sel ywo 20pvaapsent i onal to the photon nunber statisti @ST/EPApaI0sB320

=1/ (4*--nr- such that the nurrber-phasi uncertainty product for this highly
excited coherent state is 10asynptoti hlly An * Aphi = 1/2.. In particular,
this shows that the uncertainty product saturates Heisenberg' s uncertainty

rinciple, proving that photon nunber fluctuyations of a highl|ly, excjted
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w ll exhibit sone classical intensity fluctuations due to noise in the
el ectri dedquemicyef cuftrgnt , and | asers are subject to additional classical
noi se such as nmechanical vibrations in the laser cavity mrrors. These
cl assical noise sources tend to produce intensity fluctuations at fairly
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g

of a hi I clency photodetector are twofol'd. On the one hand, it
guarantees that the photocurrent fluctuations are dom nated by the photon

fluctuations of the |ight bea nd not the therr noi se_of. the .
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frequencies (< 1 MHz), and so the noise spectrum tends to be well above the

20 quantum-noise level in the low-frequency limit. However, at high frequencies (for
example exceeding 1 MHz) these classical noise sources are no longer present,
and we are left with the fundamental fluctuations resulting from the coherent
photon quantum statistics. The absence of such a classical noise can be verified
by checking the scaling of the photocurrent variance or a function of the drive

25  current. As is illustrated in Figure 2, this scaling is quadratic for classical noise (the
smaller graph with black dots) whereas it is linear for quantum noise (the larger

graph with diamonds).

Hence a typical spectrum of our invention will show a noise level well above the
30 quantum-noise limit at low frequencies, but should eventually reach the quantum-

noise limit at high frequencies. The high frequency roll-off only reflects the

frequency imposed by the photodetector response time 7».



| ndeed, the present invention aimat exploiting fluctuations of quantum
mechani cal nature as opposed to classical since the fornmer are

f undanmentwiDizg1vasom The di fference between the two types/EPROISHOLRGt I CS 1S
that the distribution for classical 1? l'ight is broader (super-Poissonian)
than for the quantum (Poi ssonian) dis fibution. Indeed, if there are any
classical fluctuations in the intensity, then we expect to observe |arger
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guantum efficiency of the detector,
Indeed, the present invention aim at exploiting fluctuations of quantum mechanical
nature as opposed to classical since the former are fundamentally random. The
difference between the two types of statistics is that the distribution for classical

15 light is broader (super-Poissonian) than for the quantum (Poissonian) distribution.
Indeed, if there are any classical fluctuations in the intensity, then we expect to
observe larger photon number fluctuations than for the case with a constant
intensity. Since a perfectly stable intensity gives Poissonian statistics, it follows
that all classical light beams with time-varying light intensities will have super-

20  Poissonian photon number distributions. For example, thermal light from a black-
body source, chaotic (partially coherent) light from a discharge lamp, and a laser
near its threshold fall into this category. These types of light are clearly noisier
than perfectly coherent light in the sense that they have a larger photon number
fluctuation.

25

More precisely, the photon statistics for a single mode of thermal light is described
by a Bose-Einstein distribution An® =n+#r in comparison to a Poisson distribution

for a coherent light beam which has a variance of An® = n.

30 We consider the photocount statistics measured in a given time interval. We are
interested in the relationship between the variance in the photocurrent (AN)* and

the corresponding variance (An)* in the number of photons impinging on the

detector in the same time interval. This relationship is given by



defined as the ratio of the average photocount nunber N to the nean photon
_ nunber n incident on the detector in the sanme tine interval: 17 = N n.
Thr ee i npaotanto2s®mc| usi ons can be drawn: 5 [If 71 =1, weThERe@o0l¥y320 An and
t he photocount fl uctuations faithfullil reproduce the fluctuations of the

i nci dent photon stream If the int?dent Ii ght has Poi ssoni an
statistics, with (An)2 = -7; then (ANJ2 = 71-11=N for all values of ri . in
ot her words, the photocount statistics 10always give a Poi sson

di st ri butdoh. =710 hen{lnddenwhenegftis Hhe quandbmpeffisianayanf dhatdelestes and 71
<< 1, the photocount fluctuations tend to the Poissonian result with (AN)2
= rin = defined; ag dkgsalio vé the avereadenabelogPHat pUdPEh Xttt the mean BBIREY ef or e,
to neasure the-correct photon statistics a detector with hi }%enough

ef fi ci emymber medrrident|on g Hetedersk thensameotiveonirrval di Fg\gl’bs Hivee a true

measur e .Qf i 1.0 fistics, with a fidelity that increases
as the dﬁ}p@i{éﬁ} CQ’?‘?F%P&%%R%%&%\QQGS. I ndeed, an inperfect detector of
effigiency ri is equivalent to a perfect detector of 100% efficiency with a

beam splitter of transmssion ri in front 20 of it. The random sanpling
nature of whdfbarh,spki tiavag A s sang dieaphgtocandbofiuztiations faitafillyt i cs,

[ [ f iginal . pstics of the | ' h . h
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ey that the VR0 G BF QU ahabreeTto Franghubeterte P RRERsANE e De
hi ghgenough t@w@?@?%@@ok@@ﬁ didifo@tig. ti zati on decision process be based on
t he quantum fluctuations and not the thermal noise. 30 14 A WORKI NG

EXAMPLE o« |f the incident light has super-Poissonian statistics and 7 <<l, the

photocount fluctuations tend to the Poissonian result with (AN)* = nn=N

irrespective of the underlying photon statistics.

15  Therefore, to measure the correct photon statistics a detector with high enough
efficiency is needed. In such a case, the photocount statistics give a true measure
of the incoming photon statistics, with a fidelity that increases as the detector
efficiency increases. Indeed, an imperfect detector of efficiency 7is equivalent to a
perfect detector of 100% efficiency with a beam splitter of transmission 7in front

20 of it. The random sampling nature of the beam splitting process gradually
randomizes the statistics, irrespective of the original statistics of the incoming
photons. In the limit of very low efficiencies, the time intervals between
photoelectrons would become completely random and the counting statistics

would be Poissonian for all possible incoming distributions.

25
Furthermore, as mentioned above, the photodetector efficiency should be chosen
in such a way that the ratio of quantum noise to the photodetector thermal noise
be high enough to guarantee that the digitization decision process be based on the
quantum fluctuations and not the thermal noise.

30

When using high-intensity beams and photodiode detection, quantum efficiencies

approaching 90% can be obtained.



A wor ki ng exanpl e was constructed according to Figure 1 based on the
foll ow ng conponents: 5 Tenperature Controller 10 THORLABS Laser Di ode
Tenper at Wwe 2Covis®it|l er TED 200 10Current Control |l er 12 PCTHPRUAB&3DR@ser
Di ode Current Controller LDC 201 CU Noise without ripple (10 Hz...10 MHz,
rms), typ.: <0.2 pA Ripple (50/60 Hzl4rms), typ: <0.5 pA 15 Drift at
constant tenperature (24 hours, 0...10 Hz), typ: <2 pA Laser 2 Bookham
LC25W A 20 Threshold: 8 mA Gain: 0.3 mMWmA Peak wavel ength: 1550 nm
Ti me averaged spectral linewdth: 0.1 nm 25Phot odetector 4 THORLABS
DETOLCFA WORKING EXAMPLE

A working example was constructed according to Figure 1 based on the following

components:

Temperature Controller 10

e THORLABS Laser Diode Temperature Controller TED 200

10  Current Controller 12

e THORLABS Laser Diode Current Controller LDC 201 CU
e Noise without ripple (10 Hz...10 MHz, rms), typ.: <0.2 pA
» Ripple (50/60 Hz, rms), typ: <0.5 pA
15 o Drift at constant temperature (24 hours, 0...10 Hz), typ: <2 pA

Laser 2

e Bookham LC25W-A
20 e Threshold: 8 mA
e Gain: 0.3 mW/mA
e Peak wavelength: £ 1550 nm

e Time averaged spectral linewidth: 0.1 nm

25  Photodetector 4

e THORLABS DET01CFC
e Type: InGaAs PIN
e Wavelength range: 800-1700 nm
30 e Peak wavelength: 1550 nm
o Peak wavelength response: 0.95 AW
e Bandwidth: 2 GHz
e Dark current: 0.7 nA



Type: InGaAs PIN Wavel engt h range: 800-1700 nm 30 Peak wavel engt h:

1550 nm Peak wavel ength response: 0.95 AAW Bandwi dt h: 2
GHz WO 20DzmBsoeurrent: 0.7 nA 15 Shunt resi st ancePCIHPRO1D0OMM320

NEP: 1.5E-15 Wsqrt(Hz) 5Amplifier 5 1 FEMIO HSA- X- 1- 40

Bandw dth: 1.1 GHz Gain 40 dB io Noi se Figure: 1.9 dB Equival ent

I nput vol tage noi se: 330pV/sqrt(Hz) ADC 6
e Shunt resistance: 1000 Ohm

e NEP: 1.5E-15 W/sqgrt(Hz)

5  Amplifier 5

e FEMTO HSA-X-1-40
e Bandwidth: 1.1 GHz
e Gain 40 dB
10 * Noise Figure: 1.9 dB
e Equivalent input voltage noise: 330pV/sqrt(Hz)

15 * Agilent Acqiris 8-bit Digitizer
e Sampling Rate: 2 GSample/sec
* Resolution: 8 bit (256 “steps”)
e Min. full scale range: [-25, 25] mV

20 For the above setup, we calculated the ratio between quantum and classical
fluctuations as they propagate through the system. The temperature and
wavelength are stabilized through the temperature controller 10. Suppose 50 mA
(>4 times the 8 mA laser threshold) is injected. The current controller 12 adds a
maximum additional 0.5 pA low frequency thermal noise which should be

25  suppressed in frequency filtering. Indeed, as specified above, this noise is located
in the lower frequencies and should be filtered along with other parasites such as
100 MHz FM radio frequencies. For a laser gain of 0.3 mW/mA, 50 mA will
generate 15 mW of optical power while the 0.5 pyA thermal noise will generate a
negligible 0.15 nW. As for the optical quantum fluctuations, they vary as the

30 square root of the average optical power (as explained later) such that

hwAn=A15= 3.87 mW. The ratio for the optical quantum and classical
fluctuations is R=10LOG(0.00387/0.00000000015) = 74 dB. As we can see, this

ratio removes the need for attenuation since quantum mechanical fluctuations are

clearly dominant. Once impinging the detector, the optical signal is converted to a



15 Agilent Acqgiris 8-bit Digitizer Sanpling Rate: 2 GSanpl e/ sec
Resolution: 8 bit (256 "steps”) Mn. full scale range: [-25, 25] nV 20For
t he aboveweabup23se cal cul ated the rati o bet ween quant urCame2ebasseeal
fluctuations as they propagate thr ough the system The tenperature and
wavel ength are stabilized through the ?errperature controller 10. Suppose 50
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ratio for the optical quantum and classical fluctuations is
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1 with ashdi-zerbandvhigtdaset i i90ORA, n@ghg“lmwo‘mé aeemgetgenevated auorgpédr ed
with the sources of . classical thermal noi se enerated by the phot odi ode.

Therlfal ARR¥BIRRAFONST do dhe dlas curmanhieds A<ovm o fortUatiens. IAlthough
Bol t zmanhg (UISEIBAL's cladsi@l noise contribution are small with 4 orders of magnitude

in comparison to quantum noise, they are nevertheless bigger than the current
controller's. In our setup, the photocurrent had to be amplified in order to be
“seen” by the ADC using a 40 dB transimpedance amplifier with a 1.9 dB noise
15 figure. It will be appreciated that an amplifier may not be necessary where the

generated photocurrent is sufficiently high.

The tested set-up yields a generation at the rate of 1 Gbit/sec and passes
standard statistical randomness tests.

20
Embodiments of the present invention are a potential alternative to the usual RNG
techniques devised so far. As RNGs lack high generation rates or genuine
randomness (or both), the present invention benefits from the genuine
randomness of quantum mechanics (QRNG) and in theory can operate at an

25 infinite bandwidth such that the generation rate is limited not by the physical
system itself but rather by technological constraints which are nevertheless in a
constant state of improvement. The latter point can be explained by the fact that
the photon number fluctuations exploited here are in theory present at all
frequencies.

30
In contrast to previous QRNGs proposals, this shows that there is no need for
strongly attenuated coherent states and/or homodyne detection systems in the

context of quantum random number generation:; an equivalent level of randomness



absol ute tenperature, 1/1D the bandwi dth and R the shunt resistance. For
this particular case, at roomtenperature, we get 1.8 nA Another classical
noi se sowoeoilg2sBnk current noise. I n conparison wth Phempradiooeidze, the
average value is non-zero. In this case, it is 0.7 nA negligible to the
average generated current. 10 Applying Equation 1 to the dark current
yields 1.26 nA of fluctuations. Although the photodi ode's cl assical noise
cont ri butarobe axbéainad by gerdratingadd mseadurimgginténseecaherentngiatassan dasieruant um

noi se, they.,are neverthel ess bigger than the current controller's. In our
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It will be appreciated that an anplifier nmay not be necéssary ere the

gener at ddeptiasl pbatodéattesi s sufficiently high. The tested set-up yields a
generation at the rate of 1 Ghit/sec and passes standard statisti cal
randomess tests. 20 Enbodi nents of the present invention are a potenti al

al t er natowe nigthbl eugesushottisé aphitidl deBe@pY | feRsttod, fttich ABoRBGR hrek hi gh
generation rates or %enw ne randommess (or bOtQ(% the present invention

benet i t Sigheimapestigeiiaaneneigrdanticiz) dramsnsteiphotentaipelory (RMbIz)ang i n
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rate is ed e physical system i rat
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| nprovenent . The | atter point can be explained by the fact that the photon
numtd& R]IQCSATtSMS exploited here are in theory present at all
frequencies. 30 In contrast to previous QRNGs proposals, this shows that
there is no need for strongly attenuated coherent states and/ or honodyne

det ect i oh NEBVORKIDISTRIBUFED-APPRCATIONUM r andom nunber generation: an
equi val e | eye], of randomess WO 2011/ 023501PCT/ EP2010/ 061320 .17 can be
obt a1 nedu B G heabroRGRT CFRRoH, ORISR isharJHD SAneralon HEQIS, or and
faster tfaﬁaamgﬁmr&qeéwege@ﬁRrNcws}o;@téiﬁé,ein@ég’aaﬁ MirNGNgressi hvithp al ow
si ngl e photon countérs or neasuring vacuumtluctuati ons by stabilizing two
i derlSi caletyrBt dai alges .essential to safeguard information in risky Communication
infrastructures whether they be commercial, bureaucratic or military. Indeed, due
to the development of more powerful computers and the exponential growth of
networks such as the Internet, the cryptographic methods that underpin secure
communications within networks become increasingly under threat. A network
20 security system is only as strong as its weakest link. One weak link in today’s data

security systems is key generation and distribution.

Therefore, one embodiment of the present invention is designed as a layer 2
QRNG (data link layer QRNG). Layer 2 refers to the data link layer in a
25  multilayered network protocol. Securing layer 2 transactions is fundamental
because this layer is common to all kinds of node connections in a network. The
security processing is made transparently to the users and to the other protocols.
Securing this layer is a more optimized approach than securing the upper OSI
layer (Open System Interconnection layer) since neither additional encapsulation
30 nor header are required. For example, the Point to Point Protocol [RFC1661] is a
layer 2 protocol. This protocol uses classical cryptography algorithms (e.g. DES or
3DES). The security of these algorithms rest upon unproven mathematical
conjectures as opposed to “"unconditional” evidence of security in terms of

information theory. It rests thus on what one calls the "computational”



Qur net hod uses shot-noise limted coherent detection, which works at nuch
hi gher repetition frequencies (> 1GHz) than single-photon detectors (1

VMHz) , so wbabiiizgdwibit rates can i ndeed be achi eved. ThecCgareraesd2nunber s
remain, in principle, genuinely randong with no adjustnents to be nmade even
after long 10periods of tinme A NETWORK DI STRI BUTED APPLI CATI ON Al t hough the
producti on of genui ne randommess and a hi gh generation rate are fundanental
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i ncr %asi ngly under threat. A network 20security systemis only as strong as
its weakest link. One weak link in today's data security systens is key

gener at i An exathplé ehbidaitheanof siver #iajee.2 QRNEGMaed foemt facfortdier pUaaekt
invention is designed as a | ayer 2 NG (data |ink | ayer %?NG). Layer 2
refers tBOHREAIERHCE iSHOPPHEINGr MUKI-Broecahintrastaycvreg $ 1ATW otS(QLNJéT'
Securi ngehay %h?ﬁnélréﬁtﬁ%%ér‘ﬂeﬁ Trﬁsfe‘hﬁ@@dﬁ%ﬁ'c:ﬁhe&ﬁ%éd 481 o[, AY RiulticoiGomToN
to all kinds of node connections in a network. € Security processing is
made t r amstparkniakiossolLANeand eiVANardrviaest Aed cuppeortpiudy cneslsed Bmmlogiag, t hi s

I [ timzed h th i th | 1
Systtim | PRSI TORPOREb a5 (BrebPHo e danGRRITierS QMR 4paI 4 PERE 30" mor
header aft@cpgsgiui red. For exanple, the Point to Point Protocol [RFC 1661] is

a layer 2 protocol. This protocol uses classical cryptography algorithns
(e.g. DES or 3DES). The security of these algorithnms rest upon unproven

oo meMSe FEabea: 1S S ABRRRRT Eneblhs, 1 RRES, ERRRet, REMEERT ot Y
" conput aﬁéiﬁﬁﬁi—boinv\@rﬁ%ﬂlﬁ&aﬁ@Wb@B@.Omﬁw&i&&nawﬁbhﬁm jumb@. on
the idea that certain problens are difficult to solve and that one can

cont¥ol T#BEF oWt NS niE020Q) iafe RERddesarseeute tREGtesROBgSMest thirkgd
D So) SNV SRR maBBUEY T3R1Shole RSP okt to el o
i nfrast riespacte aredvser wittesa bandwidth availability of 100% and a latency of
maximum 10 microseconds. It also allows the management of 4000 VLANS,
60,000 new sessions per second, a maximum of 2,000,000 sessions while
20  providing active/active high availability hardware redundancy with full support for
configuration and session synchronization. Furthermore, this embodiment enables
management software and firmware updates while in service avoiding any
interruptions. Finally, through a master/slave mechanism, this embodiment
implements a fail-over feature that enables to fail from the master appliance to a

25  slave appliance that takes control of the QRNG network if necessary.

In summary, the described embodiments disclose a quantum random number
generator system that employs quantum noise from a coherent state of light is
disclosed. The system exploits photon number quantum random fluctuations
30 inherent to excited coherent states. For this type of state, the photo number
fluctuations  saturate  Heisenberg’s number-phase uncertainty relation
guaranteeing an absolute level of randomness. The system is composed of a
laser generating such a coherent state, a photodetector measuring the intensity

fluctuations of the coherent state and processing electronics that transform the



5 An exanpl e enbodi nent of such a layer 2 QRNG has a formfactor of a 1U
rack- nmount ed devi ce supporting nulti-protocol infrastructures such as ATM
SONET, Fiwoeoohesseel and Et hernet. This enbodi nent can peTHEPe@oo132@CUr €
mul tipoint networks across LAN and WAN services and support fully meshed

t opol ogi es. 10This enbodi ment delivers a throughput that ranges from 10Mops
up to at | east 10CGhps. Mire precisely, this enbodi nent enables to secure

Et her netpHagboMFefi, flRBLAtdNE A6 N -deRruBALE tofarthdaw tiupehert. t BRebOge &pe Thi s
enbodi nent can supgort unbo 15 frames, VLANs (802.1Q and provides secure

renot e rRiAEttaNt uetoationsNvey Brepritionalb in dtheaialgaribht QUATKU® damdrMment i s
fully tr tytQ.) 4 ti i bandwi dt h availability
of 100@J§%§Egkﬁgt%%é?&%$n#géBﬁ%ﬁ?%goﬁﬁﬁﬁﬁéééﬁ%ﬁggﬁ¥t al so all ows the
managenent of 4000 VLANS, 60,000 new sessions per second, a maxi num of
2,00Q, 000 sessions while 20 providing active/active high availability

har dwar e redundancy with full support for configuration and session
synchroni zation. Furthernore, this enbodi nent enabl es nanagenent software
and firmmvare updates while in service avoiding any interruptions. Finally,

t hrough a master/slave nmechanism this enbodi nent inplenents a fail-over
feature that enables to fail fromthe naster appliance to a 25sl ave
appliance that takes control of the QRNG network if necessary. In sumary,

t he descri bed enbodi nents di scl ose a quantum random nunber generator system
t hat enpl oys quantum noi se froma coherent state of light is disclosed. The
system expl oits phot on nunber quantum random fl uctuations 30i nherent to
excited coherent states. For this type of state, the photo nunber
fluctuations saturate Hei senberg's nunber-phase uncertainty relation
guar ant eei ng an absolute | evel of randommess. The systemis conposed of a

| aser generating such a coherent state, a photodetector neasuring the
intensity fluctuations of the coherent state and processing el ectronics
that transformthe WD 2011/023501PCT/ EP2010/ 061320



19 photocurrent fluctuations into a sequence of random nunbers. Because the
phot ocurrent fluctuations are proportional to the intensity quantum random
fl uct uat iwop1ttthesosystem i s a true random nunber gener aPCT/EP2@0/0&1320 ns: 1A
guant um random nunber generati on syst§g1conprising: 5a source of |ight
output as a plurality of coherent states such that each state has an

I ndet erm nat e nunber of photons; a photodetector arranged to receive
the light output fromthe |light source and to generate a photocurrent
dependent on the nunber of photons in each coherent state; and 10processing
ci rcui tr@latmsnected to receive the photocurrent and arranged to convert it
to generate a sequence of random nunbers. 2. A random nunber generation
system according to claim1, wherein the source of l|ight conprises a |aser

Oener 0,5 ARLBHSRN i o RendefenLpgt abRprdger ot Lon Svtem
phot édi ode. alsouxcea:ﬂdigm outpbeas gehanadityi cofmoﬂ;uys&ir&rstaatessudhw thepttemchrsgate
preced r]"gascallr‘?ilnr;rj)eterminate number of photons;

a photodetector arranged to receive the light output from the light source
and to generate a photocurrent dependent on the number of photons in each
coherent state; and

10 processing circuitry connected to receive the photocurrent and arranged to

convert it to generate a sequence of random numbers.

2. A random number generation system according to claim 1, wherein the
source of light comprises a laser generating a coherent state.

15
3. A random number generation system according to claim 1 or 2, wherein the

photodetector comprises a photodiode.

4, A random number generation system according to any preceding claim,
20  wherein the photodetector has an efficiency such that the ratio of quantum noise to
the photodetector thermal noise be high enough to guarantee that the digitization

decision process be based on the quantum fluctuations of a coherent state.

5. A random number generation system according to any preceding claim,
25 wherein the processing circuitry comprises an analogue to digital converter
arranged to receive the photocurrent and processing electronics for processing the
digital output of the analogue to digital converter to generate said sequence of

random numbers.

30 6. A random number generation system according to any preceding claim,
wherein the coherent states are excited such that the variance in the photocurrent
arising from the quantum fluctuations of the number of photons in each coherent

state exceeds variances from other sources in the system.



20 wherein the photodetector has an efficiency such that the ratio of
gquant um noi se to the photodetector thermal noise be high enough to

guar ant eewOhat1/k®1di gi ti zati on deci sion process be basedT@mrtelsscrpa@nt um
fluctuations of a coherent state. 5. random nunber generation system
according to any preceding claim 25 erein the processing circuitry
conpri ses an anal ogue to digital converter arranged to receive the

phot ocury ent Afldng6ACRIRAR FRBFIANsFtehPacRSARRER] Bfaitn9. Wirghdil rgut put

of the anal ogue to digil nverter generate “sal d sequence of random
nunber s.la8&6s Aauaed tomopenabe at greaterahao ottt esiitaerdtalionghteshaldy pr ecedi ng
claim wherein the coherent states are excited such that the variance in
t he photocurrent arising fromthe quantum fluctuati ons of the nunber of

photons g n eaghaRAGEN RikhbEF dEBemitoRESStNAr A ERgl thoaMPIRaifRUI G8S41 N the
system 21 7. A random nuitber generation systemaccording to claim 2,
wher éi n whereimther piasessaing exircuisnopemnatisesa epneparatortarsangeduto tacede thes

excitatign.threshol d 8. A random nu r generat| t ccording to
any of dinurientonty prébesRinee PRFRAEBE £GP BT ARG
conpar atsym gdraestae geherdte saidvsedueceld rasdurm eimbnsl processi ng el ectroni cs
for processing the digital output of the conparator to generate said

sequence of random nunbers. 9. A random nunber generation system

conprisigg a Qe | r | di h o M. N ers to
o metvorl 10, TRt e i RREA SRt oL 5 dleth B A s,
wherl@i n grbeidivef therdequienke op earadods natbarsitt anetwdek] ayer of a network

protocol. 1511. A network conprising a plurality of interconnected nodes and
a random numnber generation system according to any precedi ng clai marranged

to supplyn then SERUGHCRufibel YRARMIMTEMIBNT ckSBRicY® ERIFUO! GieraRStRet ween

the nodes. 12. A network a Ing to claim 11, erein the sequence of
r andom metberlslink operates at a data link layer of a network protocol.

15 11. A network comprising a plurality of interconnected nodes and a random
number generation system according to any preceding claim arranged to supply

the sequence of random numbers to receive communications between the nodes.

12. A network according to claim 11, wherein the sequence of random numbers

20  is supplied in a data link layer of a network protocol.

13. A method of generating random numbers comprising:

outputting a plurality of excited coherent states from a source of light, the
coherent states excited such that each state has an indeterminate number of

25  photons;

receiving the light output at a photodetector and generating a photocurrent
by the photodetector, said photocurrent having a variance dependent on the
number of photons in each coherent state; and

using the photocurrent at processing circuitry to generate a sequence of

30  random numbers,

14. A method according to claim13, wherein the step of outputting a plurality of

excited coherent states comprises operating a laser.



20i s supplied in a data link layer of a network protocol. 13. A nethod of
gener ati ng random nunbers conpri sing: outputting a plurality of
excited cwberan3®tates froma source of |ight, the cohecempP2eiassgo excited
such that each state has an indeterm npate nunber of 25photons;

receiving the light output at a photodetector and generating a photocurrent
by the photodetector, said photocurrent having a variance dependent on the
number of Sphofomethed eznchrdingetoentairat at e 1dandvherein the stepsoh@singethe

phot ocurﬁﬁ%ca} r%r ocessing circuitr 0 gener ate a sequence of 30 random
nunmber s. Y6531 (95t BRI 118PGOPNUMBETS CORARIIRSS SHPHRE HIP t o

cl ai M3 photddurraieteiahn bﬁ@logtt@pdi@ftapébrﬁ\ﬂarfé??orpaoi&ﬁgﬁrra?&t td geﬂs s adf a
sequence of random nunbers conprises supplying the photocurrent to an

anal og teuiguhi pAY sunR/ENg etheo Ut U otep sreceassing efeoimnitse tangensdrptet saahd
supplyin sing electronics to generate said 5 sequence
of rayndo%ei%ﬁggtgsf%ﬁq%g r&r”ﬁi%erﬁod according to claim13, 14 or 15, wherein
t he generated random nunbers are exploited within a network.

16. A method according to claim 13, 14 or 15, wherein the generated random

numbers are exploited within a network.



