WO 2022/060296 PCT/SG2021/050559
100
120
110 1/40 16\0
Sensors / Bridge Device Gateyvay Server
Actuators Device
4 4
J .
Programmable
Logic @ mmnmn oo
Controller
140
Gateway Device
142 146
™ First Interface Processor ||
144~ _| Second Cryptographic | 148
Interface Key Storage
FIG.2
120
Bridge Device
122 i 126
T Device Processor |
Interface
124~4 | Gateway Cryptographic |}~ 128
Interface Key Storage

1/3




WO 2022/060296

440
444

/

PCT/SG2021/050559

448

|

446

\

Gateway Device / \ /
442 p - )
\\ Power tsolated | Regulation | Power And | Satellite _—1—466
fnput Power and Power | Tamper Communication
i Qut Delivery } Maonitoring Mo meee e S
- Y
e : 454 4
450\\ socard | PN pram sorac/se 400
458 D — Lo-Ra 1 470
~
[~ SecureSerial | | Isotated (@ ﬁgf:;; tault g
Communication Transcelver B : —
protection}
e 472
456 T J
P 4 Mo i s
462~ tModbus isolated Wi-Fi+ 474
S - R5485 Side-channel Bluetooth
_ Profibus | 3\ Transceiver Protected Crypto
I e / --------------- Acceleration + Secure .
460 Key Storage  §{ Uss L
Serial Port [~ 476
420
Bridge Device 422 423 424
4214 ( P { isolated Regulation Power And
’Dwer Power and Powes Tarnper
. nput i Out i Delivery 1 | Monitoring
\ 430
433 i Analog
inputs and
Cutputs Cpu .
J {optionat fault Secure Serial
e -, pr(;fection} Caommunication
434~ Digital
. iInputsand
~ Cuiputs
r— . 431
Modbusor § | Side-channel 432
435 - Profibus || frotected Crypto
{optional Acceleration + Secure
{solation) Key Starage

FIG.5

2/3



WO 2022/060296

608

PCT/SG2021/050559
600
602
\ Collect data from sensor —

Run analysis algorithm on | _—604

collected data

606
Is the sensor
spoofed or
ith?
NO tampered with? YES
Take necessary /61 0

Send sensor data

action
FIG.6
250 \ 710 730
Gateway Server /

N\

Generate master key

Key Exchange using TLS v1.3 Protocol Generate master key

using the established
shared secrets 1
(Classical) and 2
(Post-Quantum)

4

Compute pre-master
key from the master key

e

using the established
shared secrets 1
(Classical) and 2
(Post-Quantum)

0

Compute pre-master
key from the master key

N\

740

/

Secure data transmission using pre-master key

722

732

FIG.7

3/3



