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authentication and association with a new access point. The amount of time needed to
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[0015] In accordance with some embodiments of the present invention, the mobile station
may determine whether the signal strength of the first access point has decreased below a

given threshold value.
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detail, it is to be understood that the invention is not limited in its application to the details of
construction and to the arrangements of the components set forth in the following description
or illustrated in the drawings. The invention is capable of other embodiments and of being
practiced and carried out in various ways. Also, it is to be understood that the phraseology
and terminology employed herein are for the purpose of description and should not be

regarded as limiting.
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[0032] FIG. 7 is a simplified flowchart illustrating the steps performed in using a cache to
reduce handoff latency in accordance with some embodiments of the present invention.
[0033] FIG. 8 shows the total handoff time using the selective scanning algorithm and/or

caching algorithm in accordance with some embodiments of the present invention.
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links to an access point (AP) 104 that is linked via a communications link to a distribution
network. Access point 104 generally provides access to the distribution services via a
wireless medium for associated stations 102.

[0039] In some embodiments, the handoff procedure is performed by the firmware or by
a HostAP driver. The HostAP driver is a Linux driver for wireless LAN cards based on
Intersil's Prism?2/2.5/3 802.11 chipset. Wireless cards using these chipsets include, for
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conputer, a pal ntop conputer, an autonobile PC, a

| apt op conputer, a personal digital assistant (PDA), a
w@e 0vbiossoB cel | ul ar phone and PDA, etc.). StatiPCHUIDRS/006939

may be |local to each other or renote from each ot her,

exa?rgﬁie %{eeLl sgp %Aaq GfEca 8({ tMlﬁkS@QWPl lcﬁ(tli QRE el ZUSﬁlAlr

access point (AP) c1 that I's via a

41050RGMOLA agiid pavd the 1a+LmdeWLd6%>tRGMGIA genrd n@hq/\HpstAP Adves sapports
a cgrpé]fl?c} oa tscaglﬁﬂ]lg é&ess{%o@té\? Yl!érg(ﬁe% tﬁecs% Irﬁgléé I?}%lgélg,ﬁar%dfs olla'ports a command
forgsifing it@d q;écﬁicatcteemlmlﬂtomma[)mgje possilse redisirteabic fimmwase handoff

t he handof f pr.oc for d t.he firmyvare or
by bR e AR T And b BE Tk SAET e RanbiE alebiHE
[0040] Veln particulér] EICR S &h@@d\luﬁﬁfrmmﬁeﬁbdanwhelt edcaéslpoint 104

Prisnm?/2.5/3 802. 11 set | ess, cards. usi
Provkles goTERF A ity i Satiops 102 fm ‘P?élCLSFWkC&?%&g\ﬁ@ 105.

BaE S:Mt:{rl@e 6N O istiEnabic 'b'ﬁﬁd&ﬁ MEL oﬂan%@il 1¢ ifdlesd DENZQ0 bdsists of a
4105 PCMCI A card, andthe D- Li nk DW.- 650 PCMNCI A card.

onerwenm stafigms0R pentrallgd By p eordnatispfunadion oFachowrglgsh LAN 1s
dlsﬁﬁ shed B%h%%theh%’%eﬁﬁcet REASHAPIIRIDY. E8dtbidingl R Bdtions 102 and

ports a commarid for joining to a specific access
acqssn mretints 194 attepptingte bseorprosprArbdia givendyisass EANTBaY §se fifepme

SSfB1 Pt(ﬂ% 2y w?r\éiegscﬂ]mg\ﬁlf%legs h Of'gt?ﬁraﬁg) qseetﬂé‘gé '@ e5blish

BVe" dcanni ng gori t I'n"parti cu ar,
and:iné:'mtafin ehmmlvayuvw1thfac®si}mms m4e node, where access

o, AR 55 DRk 3 PR
gemdadllyacherty iieanfatudn nale bfithe BEEE 80U M@l@]@ebﬁmtkm,dhese

n,802.1 1 t
enpean brrsbbFHEoy KN BOSaRRRR: b logfe PR Sy o
forfekBRpM) weedppﬁai to AR ddhod n@lde, Mttt ifopsRtatvnk h/ahmhyutaal

serV| ce set ent | fier ( D). Accordi
compMIgHEPTE QE esiioh g Peswst pois S ptip s o itable
enf®bdithef, ‘b}@ﬁn\)@nﬁ&lﬁ é\ﬁbﬂhé’% %@céﬂﬁuﬁ&[ﬂbnﬁﬁﬂﬁoﬂfgle% hfach as
given wrel ess LAN el ess stations 102 generally

Blygieoth,igkc. SSI D t 0 est abl i sh and maintain connectivity
[O(WZ h %?s%l Qbf‘ﬁléctﬁpa‘f'anc{ ﬁ@&ﬁme@%@lﬂé@b(lﬁﬁﬁ créat@lghedifGations
| owm

odi nents of present 1 nventlon

@@m@m Wsmllqi the Q. llrﬁéandwﬁr rerat vears tiad BEEGps expanded on the
onﬁl%‘aﬁtﬁ]%%id]to %ﬁe ﬁflg;?slt Eﬁé@ﬁﬁ FEE Ro2.§ PERIARD lr@ n§0§ 1@5 Sind

rastructure no

802 hég (collentively mefnmgd talhsein 2 OIEF@(W 18 or H@Eﬁpﬁﬁml@d )t th B&EE
) AR S A R Y, Dot
IEEE 802.1 DspjeeHficationk,atiradess DAPs bhsmd andicHEEES02 1 Alsthwdard are the

odi ment, .the.i.nvention ed to other
pric FRERRAT ention Spresainina TRy ia“e°§’ssyt§ W&% EI uetooth, etc.
[0643@42] ThEkhearé félgl‘Ednﬂy HﬁeeCIEgE gez it ?t@ﬁﬂarc&n g0 lepxozolrlb,cemd 802.11g.
neers cCreate spe i l tio
The,& lzaawfélardtqli’ém@éﬂlti‘i S Gilziadisinial Srien E‘e?ﬂdr ngﬁ ﬂgﬁ}é’and
anll RSt ESPBREAH 0 @BarknBI8 of which only eight do not overlap. The 802.11b and
802.11g standards both operate in the 2.4 GHz ISM band and use eleven of the fourteen

possible channels in the United States. Of these eleven channels, only three do not overlap.
While 802.11b may operate up to a maximum rate of 11 Mbit/s, the 802.11g and 802.11a
standards may operate up to a maximum rate of 54 Mbit/s. The 802.11g standard is
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original standard to include at |east three |EEE
802. 11 standards: 820.1 la, 802.1lb, and 802.1lg

W@ ecwbhestd vely referred to herein as "1 EEE 802rdT/8200$/006939
"I EEE 802.1 1x"). The | EEE 802.11 standard is hereby

ba i P(fsf%gﬁlgétﬁ%g%? Eéé%g.ggl?%aﬁfﬁfdekfﬁﬂé fheigh.1 Fﬁ&éﬂd%tdYbecause of the

ecause _ ecifications, wrel
diffefdds I e, ot bempakible vEthzhe dtherttandard are t he

A AL

elesén sy dnbodffiéhisldranotdiidted lobly tathd IBEE 802. ltj) stAdardg theUnited

S ta!é%i ﬁﬁaffgg%% ?3 oper B,[-Sogférqse% qgﬁenqélzﬁlalelrs] gor ? @ulslé’ standard Any
suita®ledhun®br 6ﬂlﬂhﬁﬂﬂélst1ﬂ‘@ Adoamedds of which only eight do

not overl ap. 11 d. 8 sta dards ot h
(048 atIfeshpwdtaﬁe bs nateélrzt 41%@/11&35% Qﬁlﬂ Wélf? of fhegpgsent
m\feQﬂi’Jnt REGMPREHOIShETFENELS b Braddagy, Widkd @ﬁ‘boﬁrﬁéﬂ%are &bt limited

hese el even channels, only three do not overla

onww fhe TBEB 862.1 b viendailp &eathen ﬂwn\feaﬂan mwax plseihe Mﬂl@g torthe FEEE
soM’iJ h?EE B 1 %Sgnyjdtﬁbr %ﬁl@dbiéQEEé b2 1 ﬁEt@i’ﬂﬁ?& @?arﬁﬂifhéi? BEitBce

maxi mum’rate of Moit/s.
\wsﬂamdumumn@ﬁ@nkmekﬂ@-conpatlble mnth the 802 11b

R

IS not co
IEEBB02. [ (0sfatidandt AsthWMIDEéGnZ)tIEEE 80t Lbngeinerally Aefings arpleannel

chanpel s, us [ t -l
ot SRRSO fels ol il B orbh 1B Bt e
radid badalkefinitiond. N ddoorhmaodakt mtseshff&mcesmfi(ﬂ 1 ok fingsfchannels
Eur ope us h rt.een chan s, for the, 802.1 |b .
A puRaYel, S NP LEATans € REGRt o CarkBPEmE agetaied ghapaet
abbkﬁ:&fi'e st&t@@%%r% MBGMISM Eanfﬂl sactiendwidatodctigits 20 MiiaL ghMHa@bove
owi ng enbo of t resent_inventign
he ORI rer bR o MEPelyiC e ERiEn g sonct (TosPHRRaY i the radlations for
ou PR BRI Rnebow ol GHATERE 8021 1b ihéludes @ 1INEEE g&ﬁa barld 40 the
standard. Rather, the invention may al so . be applied . to

bottea of thebagh Accprlinglsstertipgat 4.4 (Flz. ehin il aidt2dpielie. 24
GHEFE MIP2 1ol theSudfadahd+ 1@ M@ﬂﬁbr H&lh@ff théb’dchﬁi@h ﬁgﬁm beAdRaSh). An

communi cat i ons protocol. [0046] shows

IEEE #p2.1 1 teahsinjtien $1at GtSﬁ@hCl@fmql ﬁéraemmlmk @@m@ﬁl@g/ GHz to 2.423
G%stnbutlon in the | EEE 802. 11 b standard. As shown in

| EEE 802.1 I b generally defines a channe
[0ouTirberli shgukidivaweedtthe anyadthearwignalibat svertaga any nagt dighesigndl on

P AR B SR,
loB&2dgd &f thehdn EEER 8601Nblsigntlmatst natda belowe.42385HA-7ZBecause each

R 3Aa ] Shofte et dypd s itE G 2 gt b SRR s

nobafb?m dith gﬁé{?% B ghalzﬁell\ﬂ'lﬁt 2 zuslzwﬂzz, l&bﬁbhe)ct:lhﬁes(th@]ﬁmd Ifrom 2.426
center an el ow t nne nt

G P A48 S GHIUARUGHLY. FASFA) Q0 O Dt SRmBR ALY Pa L B o fhout

ovtgrrlé). EFveviiEbéeafRdndddR of Bahiles, 5ard\teaebd a0 AH2GKhaad unused,

the channels are spread out to channels 1, 6 and 11, to completely utilize the band that is

available. Thus, in a well configured wireless network, some or all of the access points will

operate on these non-overlapping channels (i.e., channels 1, 6, and 11).



bottom of the band. Accordingly, starting at 2.4 GHz,
channel 1 sits at 2.412 GHz (i.e., 2.4 Gz + 1MHz for
wo b@sgeEnsl band + 11MHz for half of the occupi PAI/EFNE06939
bandwi dth). An | EEE 802.1Ib transmtter that is set at
nn Hion
00685 ™" Eho R oA ngf R et pitarslihs ©
endblezind magttdin pemmnyicgamt with, fohexemiplgnail aceess Phimhwaen dpepagig in an

.desult in me degree of .i.n r I

infySiRiee RA SR Tig Pl hn FO AGHEREG, e AP tihiaoment

fraf®0 2ublypes &ictuda bt leass tfomoxhmple, dncduthenticati @B frGhiz,.an Besveiatien request
each | EEE_.802. 11 b channel is.Locateth%%ry 5 N+gn%go%elme

fragie, pPASEELIRLION JoRPqRSS oy STFASPOCHIHST TgBEE RO 2JTEP I ABOM TR

frafmb gl digkssotiation a6 Eeadon flimelarddithobintionvhineha probel pigesst frame,
the band from 2.426 GHz to 2.448 GHz. Subsequently,

an¢hRRRRTeSRPISSITIPR next channel above channel 5 wit hout

[00AYE' | FPEE BIMEV SlihenBORRH S frb&siivBer®The @b@BNEdift aboepts or rejects
and 9 | eaves 10 MHz of band unused, the channels are

thegendiftpfdh stationc Maxa pargcujarlys thy quthenfication piggest datamjnes whether
to ééub#ighzﬁe id@ﬁnt? 04 st & asl SRRk bARE Sot of Rbkfons ifaﬁ‘th@riz\%ﬁ kd associate

confrgured wireless network, some or all of the access

withanether statibh. Gprarallyea statierthegims thsriuthorticaiprhpragese by srading an
L..e, . . . . The- 11

oS MIE B 10008, e OB BT\ 55
authtatichtions whizh emylhe e dafadltivetiing) sthe statbomeendscaly enesuthentfeation

for anpl e, an_access .noj n . ' ' o
e AP AES L RERS WPl ndlagraing
acd¥pancedrngédtion bEfiE sBB@n.11 managenent frame subtypes

inclu st, .for .exanpl e, . an .aut henti.cati Q
0Eve 155 Sk B sa i LRt iR AR S RB R gpoounes
forl 38 B ERN{ZESWRD a Stafi@B IR ;paﬂtiaﬁlhlo the ?muieﬁdsn Iﬁmmmafﬁ establish
reassoci ation response frapge,. a dj.sassoci.ation frame,
acqpsTROYEISH BPR BHEDIDG HILETR M FRYH PR Ao glne égﬁi"b‘b"él system

sefvicdY e@gnefallz,r@statﬁ‘)ﬁ%_e AnPhe BRoEVSAPIER sd ByeBding A0#I)cidtiohE
802. 11 authentication is a process where the access

requestiie amaceesp Paink r Thivjegeestirangmits dermation Fout the stafon (e én.

subdkEq Ras Eh&yhar |y, the authentication process
eterm nes ether to establish the identity of a

thes$$IDi of theanstveorkBrabidie sigtion Wishesde agpciale Htitho Wpom tRepigine ey
assto ia ?1% 1%&1%6%{ ﬁw@c%&{%se ﬂgﬁ% (ﬁ?e'i‘mﬁlte%hé%ﬂer 1SRR&AL ngth 1l station. If the

sta egi ns entication process by sending
acexs paihthaesvtiatea tithrihe statiop, it weeragsspang in the nhegeony pnd/generatel an

access. | qﬁntr V%}@l%gl&lsysten1authentication (whi ch
AHEP PRI P Y&PEIRY) . the station sends only one
[0681] herThe@adesOpifitrthstseaditniabeciatieasspopss firme thatineludes an

wi th an aut henti.cation fra as a response.i ndi.catin .
acerPiBRR SRTEIECHAR TPHFRO (RSOTRNGR & redbsytg %?“f‘ﬁB%‘b]dff fiagets point
ac&Dts thd stARROME absbiRtidnSreshodeTRARSInIMIERS tnfbiertian epariingthat

al'l gcates resources, for, and synchronjzes wt
assnCkafip® §uch) as agsepipfien idgntificeina ag Svprerd B%c E@ﬁe Fhigpme of the

as§oe1aBBh 1s$Bsitive, the station may utilize the access point to communicate with other

I

stations on the network and systems on the distribution (e.g., Ethernet) side of the access
point.
[0052] In some embodiments, if a station roams away from the currently associated

access point (e.g., such that the beacon signal of the currently associated access point

9



access point/station mappi ng and enabl e station

i nvocation of the distribution system servi ces.
w@2wensdshy, a station begins the associ ati on pPODESH0F§06939

sendi ng an associ ation request to an access point.

: _ : L0E.08 . .
dechEhsSs Bef B £R5HTH b LIDLOSET HRREARAN ISR nily BB to find
anatisraceeks pdigthatihga strangeiheagdnsigagl. (prig dlepse aftesonig foind a new
Upon.r.ecei,vi ng t iati t
aocg Bt B ety \En SRR il llof BEER) o bl pRERTRR. The new
acc@tsaioinm thenlchortiineteathe dorsvapbingwf datdmeathasmay stfil benip the buffer of
station, it reserves. space.i.n the nepory and gener ates
thegie il BhTeRt R AR P FADIGHR 1 PRATS oy fon® [ 0081]
[oofBB]a aqlhﬁ 6w _B&Helﬁbtpé)iﬂﬁ €éhds e essoaiatiaseamingd frane contqhdng en
rame that includes_an acceptance or r.ejectjon notice
acqeBapiTeT SOHIPB 0N (e SaPt FALET NG RSQHRIR: SHRIe i Bep
assBE1a BT proRkd) thedaRAAGudR enfSindlib® fogardlig tRs&esiaionMch as
response frame includes_information regarding the
assqeiaipry identifigation sad supporedididd BieS-on i dentifi cati on and

[0034P PO 6 SRR AAINES a sthfiod fify R4l 6 ABssdiatiddGrame to another station
association is positive, the station may utilize the

if ihwishesdo ramineterthe edviing asseaiationyiFonexsmpls, a sten akis gt dpwn

o9l 06 URLEOREth L R bt s
powerdigiffreFlesiccds§ paintgnagt themretingish nasmagry hllesaieny@nd remove the

sta‘éuﬁ glpltﬂlleyasgosé?a%&%a%%d access point (e.g., such that the
acon signal o e currently associ ated access

[0435] nt de ssmaasidimdints)ile agéesepoibthmaysknd dbacomfrghe rannounce its

signal , strength). the station tt.enpt to find .
orr AR ey oy o B Rt ey ST g PR phrimetefYieagpding the
acdsd pdig, folsesiensathdt@repiishih eanfé.NTheebendn famtansy Weaentperibdieally, at

station nmay transmt a reassociation franme to the new
predeteruiged,iim 9“Wé’%?§§\‘l‘"§@8é’§ée' poi nt then coordinates

[O(HGF f ah Weihélémbdaherfkn b atafio2AB sdnb atprdbe Yedubitlamdavte ittrideds to
butfer of the previous access point waitin

ur, f.or
obtareinwmatiqndrom gpothes station: i foR Xl g plagpRmAR S @ s request to

onD 8l RbreSBROS: 18 AEEARIOFhRA hQRsI RRROAE VithrAHReC M EcApHsOD |,
an accept ance or rej ectli on n_OtI ce to the station

reqeivifecsihe probe request Gemaaneher sBitien may reseondry tasBiting s Rypbe
re%[n?s%% e, 16 prSOE IS A€ fal HRIaEBb! QAmMbRIGHIHiNG ihfdEmation,

ssocl at'1 on, ch ‘as association 1dentification and
supnopipd dite thitagatrany athessuithlge sfprmiation reiating tehibel pepesapointgwithin
station may send a di sassociation franme to anot her
ation if it wishes to termnate the existing
[0@8T$ OCi /at deseribed aliovexthesp IEEE 802t lamamagemén tfraings slaybe dspdrwhen,

raceful ly. send ?isa socigtiopn frame to al.ert

tofrangiect SO Ar & ke PFHAELERTI-aIeT Qo SbiReaeFodt P e
podft E°HS cPRidgt aftR S ddeRr Acbispaint Gle., iemdoffy. Thd londsfi prasess

and renmpve the station fromthe a%soci ation .t ablde.
generally involves exchanging a sequence of messages between the station and one or more
access points that are within range of the station. The handoff process is divided into two
logical steps: discovery and reauthentication.
[0058] The discovery process involves the handoff initiation phase and the scanning
phase. As a station moves away from the access point that it is currently associated with, the

signal strength and the signal-to-noise ratio of the signal from the access point decrease.
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[ 0055] In sone enbodi nents, the access point may send
a beacon frame to announce its presence and rel ay
WO nfosos&Eds on, such as tinmestanp, SSID and ot hePCT/US2005/006939
paranmeters regardi ng the access point, to stations
Wi hesEpEptiiefThd S0ASo M REQSPlinl ARREOWYENE BRI (g, o
given sigad] Isertgihye givied 61563 1-to-noisoratio cariooy pilrerugable theesheld galue), the

. send f . [ e
ool R IR e TR g DR b8 s
thas it afaly@bnmaaytos o dind ofhendveess pointss the setiome@. gyra muhile device)

tati to deter.m pe which access points are within
pe %fﬁ’g?émﬁ Iyt panune 518°t,lonr ecei ving the probe request
[oo‘sppge ,Tha Rednhig pfﬁztsahiag: be g&}’orfreg ﬁmpuzlsib@/mbdeadfnsaﬁiitet oy, dn
probe response franme.. The probe.response franme_nma
paSSHERERIB, ( SPUBLSHRF & e AelBis RGP FF Br e figRe. Beacon frames
provitiRRQIohshatled &f tidihg énd fHveribig Hifb@iatisn td BOkRHons. Using the
information relating to the access points within

infprmpgion oplainsd fromderrod diamse dhesfilion may|slesto pirpn gepsssppint.
Du?i]:ﬂg 3 Rt iné FBHE SheEBYioR BstHRe6 AR Bannb Ot tRXEHIRLA mium to
station (e.g., a nobile device) noves fromthe
atteroptde &getean eceegsipogiie access point to the coverage area
[O(f%l)anqﬁ Qa{ve RsaE e Q&ﬁo'?lttra(lémﬁs T M@g&g ﬂame-grﬁ‘?th@ %Q%%§ medium
process generally 1nvolves e cﬂanglng a sequence o
andpesagmshdeteisaproivaespbases Gnmahglacgess pomtsirdihe agtiye ¢ean mode
oi.nt.s .t ha within range of the station. The
gelgeéﬂg'olfl?lu ersté}éezfégo‘?“gé gkle Yded into two | ogi cal steps:
di scovery. akthgrtiemoriaichioat acoess pfdeeding, Chinder Seisse ddtiple Access

process involves.the, handoff.Jinjtiation phas nd 1 he
scanning p Wé{hé%%ﬁéo%‘ﬂ%?eo@ Wﬁa\%@mﬁ’r" Btﬁ‘?qtoﬁ glrefess
access poi medfupat it is currently associated with, the
signal strength, and the signal -to-noise ratio of t

si gnal forlFRitaPLohe Soqystt MamgatiurontaiRa dr frppdsest sdffoss as
properti es gedtinhdm. Si gnal fromthe access point fall

bel ow a gi ven threshold (e.g., a given signal

strengt h3- Stagiampbestifial - t o- noi se ratio, or any ot her

sui t abl e4t hegshgl Sola sest he station initiates a
handof f, thereby ]%gusie%%ht he station to attenpt to

find ot her Ifmespongediapbeenirepgivefl by manChaspel Eiste, sqgn ngg channel.
find othgr ' - Al - j :
e ce) Setf S PuoRQBiofses biGact Rl i Crine1fd i  opting
The scanni pgpbp hespensawat nipaChamedinre and progeasthe vaseiveditespamses.
active d I n passive.nmode, the t] ljstens to
the wirelfe OV%%B‘Q(}E&P@? elk?g%]éegﬁathk}eaa??é?e Jééé%é E)éri franes

Afps aNl iofithe @haneld hnatheanscadnet) the stgticndayadbyeeminesyinch access point to

sstoB RO TR UL PR e PR REAR TeSHO RO BB

redpBhdds.an access point. During this scanning node, the
station |istens to each ¢channel of .the ph&/si cal. pedi ym
[096d] at t%@aq}@np@ggq Broggss glye]é(g%a%laﬁnﬂfqtlon and reassociation to the new

access point as well as transfer of the station’s credentials and other information from the old

access point to the new access point. Authentication is a process by which the access point
either accepts or rejects the identity of the station. The station begins the process by sending
the authentication frame, authentication request, and information the access point of its

identity. In response, the access point transmits an authentication response that indicates
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[0060] In active node, the station transmts probe
request frames in the wireless nedi um and processes
w0 b@sngses ved probe responses fromthe access POI/OSHN5/006939
The active scan node generally includes the foll ow ng
I
oo 2R or b O e AR S R o B RR R AR fonds
reaSCBNANMORY et B tganerw monstsrpoint whichjin eetsegrssemnﬁswncasfzocmﬂon

t th
oA e et oG ap ey o <P 1 OF
[oge2[rer Asébhﬁtzh atbm Band o @bchd beé Slplﬂashmnd] g ETt}rvlefsca’nmng, the

as een ecel.ve m n anne I e divi
oG LRGN b cof (1S SO HAn e GBS A s i e itjded

inth Yhréd #36X2pdBé HesRges SduBiRnBEE6R inkfPgdR] AldaedsERRAI0E eﬁssages
maxChannel Ti mne and pr.ocess the, recei vg)g responses,

Move thEobeanessages; iincp thesitipn ecides {00k K Piher pogpss PRIngS, Jthe
pré¥idggirodtkd stfs. the sehaniftsSehByEol pRibe $65aBACLhd thdiprocesses

station may deternm ne which access point to associated
reqgiveh PiobR tespensecbased gnathe active sGaanipg algorithe, whicindassrid further

belo®® eﬂh\é @hel h IR JANE Y RB6ing ﬁl%[?é%@ 8881ted Wela Lhe

reaut henti cation process I[nvolves au henti ¢ati on and

r eas s dithanitioationmessages: Onceibe stadorpdsicides Wwgoian acegss Pomt
A o 8 PR 5o L s o
Tha tioessngoied by thiwpﬂoecss lscaﬂeutauthestuattlpm ddass by which the

f‘ﬁ g eg . %9 oc1tauo; mets %gg:? F%iﬁe? ccesshﬁh&tﬁérﬁm&%% {hg %{&hbﬁ éo’?nﬁ’i a
redsfugiatioh imnést an‘ti etxq)ectsf i moclmﬂnhapbnseajacloﬁomehpﬁ&sdzss peind These

|nformat|onéJ ess its identity. In
MASFRSHHIE ESPYRRH §eaﬁ@8ﬁiml ﬁleg‘ﬁ'sm ts an authentication
FIGES $HoORS Ehalt Fﬁibe uady SRbEBARE SYIERNUR, Of the Bjneldthi 1aenegfwlehe
station. After. successful authentication, the station
compprad toputhentication and #ssocialigrest to the new access poi nt

[00¥3] Ch, IniaBoot @DBORAR the PRAEIT ifvehtfds firlldtltod fbﬂuée&ﬁ@@tﬂﬁ@delay, the
back to the station containing.an acceptance

presepidryention Weluflesat lepgoaolpeting semping alearitbmgnda apingdeorithm.
GEEREY, oﬁcb&’é{?y is gtHfsfaHﬁ’al@QlEé%&e& 6 rBeing fHAQcanning procedure

transm nmessa bet ween the station and the oOne
using ﬂmﬁpbcfa@cﬁe@m mlélmalp additign.spere gmbpdigenty p‘é@e PesEY :

mx%lﬁgl?m ﬁl@g the c@éﬁ%e édr@ﬁ'ﬁ Eolﬂm'ffﬁﬁé AGre o%gg %elc%cﬁige scanning

reassoc |on nmessa e nessages :
algmatmon deC| des to | ook for other access points, the

[0@%48 rﬁg@{] eg}% %rsﬁ Iﬁl%’ li“?ied Howchsa}rtsa }ﬂustratl%tg e s?ep% %Qr%xﬂlgd gut

reassociating with a new access pomt in accordance w1th some embodiments of the present

invention. These are generalized flowcharts. It will be understood that the steps shown in
FIGS. 5 and 6 may be performed in any suitable order, some may be deleted, and others
added.

[0065] At step 510, the station may determine whether a channel mask is associated with
the station. When a channel mask is not detected, the station may perform a full scan of all of
the channels at step 520. For example, the station may send out a probe request on each
channel and listen for responses from access points. It should be noted that, in some

embodiments, the full scan may be automatically performed when a station is powered on.
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recei ved probe responses based on the active scanning

al gorithm which is described further below The tine
WO pwsloseso3 i n this probing process is called prp@BEUS2005/006939

del ay. Authentication nmessages: Once the station
[0(%%@' &8 sdLor AL Pes s@scﬁcﬁﬁ’ fhelR0deRd pon"ﬁkJ e %éé?ﬁh%ﬁ@ormaﬁon relating

sages are exc ged between the station
to grehasets pdingcthe s@npogmmeratew @hqmdén@b fgemEd) bGenamlly, the station
. !

acREREESe b e St Bl ARLAG el reBAR S BE e raro
avsitahtei bandvsldﬂnder anyloies sweblapaemetes gnseme ambodinests;tthe channel

S PR OPRE TG o] S TR B g
hesidibgyin adde§s podnts hMaﬁ\?bW, ﬂmrsmben hay ayn an thalhilk $n the thaahel mask

| east 90% of . th ndof f | tenc when co
ToL s HEHOAE PO GHE e85 EPALI(GR: T 00 5T Pod Biths songest
sighbt et tﬂ&ﬁ&%losbﬁﬁ&@;@islpaﬁ}tsfolﬂmmﬁh &@).r educe the
robe del ay, the present invention includes at Ieast

[0067] ¢ c tASAosEtos Rrevpusly srang he 14Ressible shannels that way ?H‘ﬁlm

ac%@&wlyitu TERE 8001 1BD6n1§ §r@Vofiioss bRahaOEd ﬁétlowexqi@m 838 Rfhnels 1,
nprovi ng the scanni ng procedure using

6, 3@1 ]éét Amr@@dﬁrﬁiﬁ blt%ﬁog@rawﬂﬁi 6 #ndald e aléﬁset §bfhé°hannel mask as
t he
LR PN siat B Sl NG ARt E O v
[06868hn ni Usingthe olrannélmask.0lx6s3tion|s@gehes faadied aams pomt with which to
f
reassonpaté (; dgllnea e?%%@%g E)ﬁmjc lt}lelﬁ%ers?]g eng[gwlg{;tlﬁ% t§& g{rg%% from
am/ung Imesoame@ames#lpnmlﬂ, theatceshppimvathaghd stramgest slgmi-to-ﬁbuefsmtlon
are gq al d flsowzlhaer:ttg It will be understood that
™ geﬁ% Sﬂ% S PSS and 6 may be perforned in
[066%Y S UF hahdcessoiify are dete@edminghike chatned edsk, sledstavioh @fag invert the

oSS Q2SR e B LSS0 5 S Bt

2, W& R, #hdahahb @lverfBbthainte] Btk deisebhedls 3 7,9 aid mn matysp 640,
erforma full scan of all. of the channels at

th%@@eﬂeﬂahar@ﬁlarﬁﬁkés used &0 dategt i dhereary 20esrges BNk tb@rtéla?estaﬂon may

cohRQUBS If R hcBRE Bmﬁ{aamec@a QAsihg gfeeﬁlveh@a cHaB88) m& $hd dt41Hn
access points. It should be noted that, in

pefprtyesch it seas to generate nevs ehannghaasih@- Sy HpRP |ae%§$%)
[OQﬁlf OriER e W& sabo?ﬁt 4Pt SnPRWESHE FDeinBU6lecB8 B theQbhtion,

r esponses From the access points (e.d., receiVing
thé stétimmeetyi wpdate eachpimg] maska ﬁoa@@ewb, peistatipn may eesetithg bibn
te 0
coBFREFANE BB AT S B b R A Y gkl s
prf)lﬁlbllﬁy(ﬁﬁﬂ]idmg amiagjaednt ot medghhdting ®iceps pbint on the sarve chatmned pf the

AN T N RN TR0 1

withAthe fol@wiry fatrhulexf the bits for all channel's in which a

r r
pr obe nequc gl?rtlel %gk = scanned channels (e.g., step 520 and 530) + channe] 1 +

channel 6 + channel 11 — the current channel.
[0071]  Upon updating the channel mask, the station sends the appropriate messages to
reassociate with the new access point.
[0072] In some embodiments, the station may also include a caching algorithm along

with the selective scanning algorithm. For example, the caching algorithm may include a
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heard by an access point. Alternatively, the station

may turn on the bits in the channel nmask for a given
woeovsesesod preferred access points (e.g., the PEDUS2005/006939

access points with the strongest signal strength, the

I
5 B R PRSP PRI Bt B8 M oy prpenc
addrbsesfer ezormbmionnmm thestationds assocdabwittathe beyni t h | EEE

[0(?78? 1 le(g.n ﬁﬁ é%égpl eggl ]ﬁa&p ﬁlﬁ%ra%ha@gre Ssr}ge]?fanq%%m ugmg QRache to

redubé heﬁﬁaﬂ NSy in acbordaivd with same embedimsst of the piesent hevaitivin. This

mask as t channel s h rob bili
is %%finﬁfgh%@ég’“b affc ey bﬁb‘P %&F?’égh ‘[W%Giwﬁ}gbe
peifbigned hpayRhitdBS brdert BfincStaa bml&@aaﬂtﬁﬁeri &dded new
access point with whi ch to reassociate (e.g t he best

[OWAE oo AP L), Wi HhEcsies apavinies Tith B $95E55 @0 faeasgess pomnt i

ent? edRath a Shdn8 Mthidd bf ATSRRTHA 2liRG. BE&ARABH ARE BESC RIrEs IP
e access point wth the strongest si nal -t 0- noi se

adizass lopation dascaintiemy of #re offsa Avisbledediensar of Biersurrentlycasyociated access
po n]g gn fore Dred ih HRL2BRGE sfke? OHfHeP b [pgf?ﬁsqg Lede LA Qcctelé‘sepomt by

mask, the station may invert the channel
Slg@dtsﬁpn@@@l)nghmngexmmntsn closedt ecces}sznomtﬂ)e@mmepom’@bk load or
| Sel o
copgst ob7 wRL AR aROAREE Ra e Arpily ooy Bhas oigf Wgpoiaing
mﬂ:ﬁnat}éh reliteg t161H8 ottteheccessyeintediticthakere| Whes ks hasdofiSie dedded

dete ar 0|ntstht t he, station
beffioe i el B oo HE Y AEEIE b ek sl iy St dpmar-
to-hbige tafiy & befothttaniigtle ﬂmkold k/iil&e)sﬂmatsﬂaﬁ)dih Wrﬁm’femhathémhé cache
scan to gener at

e new ch nne 520
hagepiries{p . 246H R} ) EORCSREW %Z%t%i 730} Bl pRyige: for
exhifipl6 28 B RoRfadBRERE foz Y REL bebichdts hdifts Sdndlok Bidre dddfesses for

station may update the channel mas For exa e, the

I
neighbaringCFrayPERisSto- (s SFAmPle dhercashsarayi hage # 812 plier admwidth of

twh 3@ thii & Iﬁe{y&ﬁdré’ fén'k%yé%ﬁl'dqgo hQe&PINREH thcabhEligAeW access
point as the probability of finding an adjacent or

[0Wéﬂ g h Hﬁthewglrm@@@espéﬁomateé avithithe keynibe statioiheariopps th gelective

C .
BNSHGELS 355858 P04, Dl o TAE )t A0
algoothm@e@ati‘oo mwlaxocnmﬂl@ngﬂh of thewelkctive sesaning dlgotihmmwitl the

Cu%ﬁlg%ﬁ% l’:lt ) efp/'Zg t ﬁor €X gm?l%ht%xe S l%ﬁgg %L%l’ﬂr %a}&fﬁ%ﬁﬁgﬁelyu%t n%nne that

BESTR\Rihwad SECONDEESTARS a5¢, &bded on signal stréripth, dippmomextdies access
reassom at e e\W. ess
pofhi B Ty B BB At Rt dn Teshate s BRRRRDa Ry Bl sation
as$odfated MS@Alcpaaﬁd S%C@Ngxmﬁstrtz\m alithnke uhunteht Kegeelstedl acthé vierent
scanni ng_al gorithm For a t he cachin ori
Ry DO Hiats et 2051 her b [ BEEY AF kes Bt B0g b eiprpuined ind

reloiel iSME cAGIEaReRPoltk. as the key, where a |ist of MAC
addresses for connection with the station

IS
[00764 o c i Bpaadingingsnieniay (e, another access point) associated with the current key

in the cache, the station may send one or more messages to associate with a first access point

(e.g., AP1) corresponding to the entry (step 730). However, if the station is not successful in
associating with the first access point, the station may check the cache for another entry and

send one or more messages to associate with a second access point (step 740). It should be
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[0073] FIG 7 is a sinplified flowhart illustrating
the steps perfornmed in using a cache to reduce handoff

WO 210810080503 n accor dance with some enbodi ments OPCT/H82005/006939
present invention. This is a generalized flow chart.

notell th‘ﬁ%%vhllé)ﬁgjo AAgy Jvcsttﬂag(iihet Qe Jt&i‘@s Bt 803 ﬁ@@%adc@sﬂébﬁs bhsed on

in any sultable order, some
s1gdad|suergm agynshitablh amsbea@d e@ess[mﬂ%ﬂe gAtMéCepmbg@) m@m@wstored

O0E 238 705 58 RS EA 0l ot

anpbthr soitatdsmantee yf ackess pemtsbmheeatattoh analyls@lceld@ragew, chamel mask by

ddr.es |ocati on.description, or r. su bl e
bR IBAT s PEMRD Gliel) ERY s HaBleRRTIA T
[O(HBPT edt dhoultl be n6tad that dthoagtkiy cacht et tha fudlessngmbotignents of the

next bet ac 0j nt b I tre
prq%@}t gm%ﬁlansgn%r ye%eé“&&s*ﬁ?@ﬂ hets petog tPOE"ﬂ% Y b%?%ﬁ‘e sglective
scaABME A froRin) i dadedt®3Hinthe 6RRYLEY bOPopulitdd witH@bridGtion relatmg
associated wth the currently associ ated_access pain

to anpesspates ehilerite staoBitaRemEIe FoT HRMRY, Phen e sigtionhas detected tha
it 1%&1%%@ tPPEdHah WeatiBn gé’? defdh a éw&lrhaﬁwaﬂnﬁﬁg fs{atléﬁmﬁlﬁﬁéjﬁﬁwed to
ecause the signal falls be ow a given threshol
receiye eacon fignpehion opmer mere peqest peints Hhakeaconifyme atnaounces the
t
prétgﬁde S{l([a %ﬁaggnfgﬁﬁatﬁm& % ﬁ?\ﬁ gﬁ#ﬂ ngﬁ?] @nd Qﬁ}ﬁ&ﬁ sgltéb?é ﬁé?z)meters

etermn e cache as entries
rel{tinggo theacees poiptdpivt detectadracessppoint. Ayanather keitaklsyenibodispent, the
Ent.ri ' r
ool SO B3R LB o B g R i
traaghait ﬂﬁ(ﬁ'ﬁlﬂtufrmelatlﬂg @hﬂmlgilgomlgcaews paintai{sg., ether.acéess pomts in the

ex t he cac a,size often and a w.d
o ARt A roTRP erore) B uaie” Tnpus Hofiune suen
infB@hdtiof fiofh thieurfacdteess ipsint, the(diatoh nlaly pbraite: tl&roech’e()mth the
entrjes_associ at ed

e, ki e st a f or
infpREA0R) AR n L BAN P EPHigR Y e dpaini g hnPieceg 3 GPS ora
WD fo@onirdRBdripfh) tRdt All6Wgs thb Bache ke popalated aﬂdlteﬁ@shed in real-time

al gorithm the station may associate the results of

bagedaipaihe positjen fthesatieyg- al gorithmwith the current key
[0@9] St &4 sfidwn 1rﬁ‘l;lé 16%SWIR! T FI1G e t&%bl@&we\é@aﬁﬁ% ofithm may not be
]gorl thm may determ ne that BESTAPI and S DBESTAP2
usegh i& onergnate ensessipgind assqciaiadgyieh the perranfieccass poinatgistored in the
caﬁl%%?ﬁa% sﬁﬁ{) cﬁ%hgthﬁ? rUHT%Ebtﬁ B sEEve @Lanﬁﬁlg% B3Rl MHd-thd Sache

ponse det er nation, the st I On assocl at es
al@ﬁsﬂwﬂhe mmn SECONPRHEST kP2than thtth essodizte st aloey acedsupant.

Hot\Yojav% he 1onae&% fQé t6 gésgélate '6&%15{ ﬁe’w a%g%fs ?8]'&? bhe fgmwa CF

& the
e n U ccess
getihlit @dtstf@r 4 substantiat aMunaof:luﬁstoptetemlme [ﬂ@t@ﬂﬁ]stahlpm}ms failed to

flnln nent anot int) .. .
sssge P BEnGl PP TE Rl ol e RORG L Jahelecipgsoanning
alg&hﬂiﬁlh @ﬂifl érale é‘aelliﬁlblglﬁrﬁhrﬁ Inaffibe @onfimhEdde set b dines ﬂﬂtdw?ires after, for

a first access [ ). corre n
S e R S S
coRfiERERS oWl B FRAGhARL Witkn\Whd finél¥Rpikds| B sBEGAFEoRHE Shew

the station may check the cache for another entry and
selective scan using a new channel mask.

[0080] It should be noted that a cache miss does not significantly affect the handoff
latency. As described previously, when a cache miss occurs, the time-to-failure is generally

only 6 ms. For example, if the first cache entry misses and the second one hits, the additional
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send one or nore nessages to associate with a second

access point (step 740). It should benoted that while
wWO-R@5/09658hows t hat the cache stores the next tmOI/DERDS/006939

access poi nts based on signal strength, any suitable

ha% oft e % 8@%%%’? nn)to?h <§a€hegen’tr1éyl%gs§1 maﬁlsﬂan rdt%?% is 12 ms

e station is not success S
phashoimeto axgeude thh setlmvs soomidg algeribm. Psverthelass, atlfof this ditly

her. i tabl e.
res?}‘;{gp% E%% (ls':ﬁétl%?zgg gn?‘rgpe%eﬁlp n%%?e%stg tl{%oon%%n% ]%anhonf HSt ation
[0682] ectHIGeS slpasnhatgtabhadoff tihmu§ime e?qe selegtlve sEdrmg a'jigoalﬂnln and/or

( 750 0078].,1t _sho be noted that altho
caing D I pHEE SRR JATHBBRT AR LS PEPOT S s apfhown
in FITY, 8tintl @0 T g2 & belbw ythél 8%t hadio fitvi sﬁmdihﬁal@Sreb@eﬂl @ith the use of the
popul at ed b uS|ngW%he sel ective scan algorlth
selpeiive cormmgel futhe a%wvm%@gﬁfé BppHseg A fverage

redulfi®y SRfobOR h&ﬁd@f #ifgisloBtade@ R Shdtdd B Sotdd thhtGvHel ehe cachmg
station is roan1n% For, exanpl e, when the station
§ S

algeaithme saiged lepg with slesilive, &ap@n&a]g@rrlm moredhan 3057, of the handoff

tineBw ik rem@N @ gi ven hallway), the station may be
all owed to recei ve beacon franes fromone or nore

access p0|nts The beacon frame announces the presence

i h‘rvw“ HEP-N- N AP~ £l 4 alall
lrmlel]i A" Al Ilr. 1 \QI \ L3. L9 | SL L 5 3y IT ya\rg
7 8@4_(—3’?"‘& 'g erlaeh REHEH 2?%“"&?5 B
e Qlantm § 190 | 01 PeCp PO T Tab T 18Pt o g
¢ hETETt tIfe Sty PRy 35 YT 1 | 3
currTent access pol Mt requestTny thrat—tte acTESS poiTt

Tableaghtwt hindba1deRY (iams) 6f thé BOWI Ihdn &e! linkeiyghatoish@vn in FIG. 8).
access points (e.g., other access points in the area,
ot her access points with strong signals, etc.) to the

[0682ft | OAnothdd neRHRIRHE whPpdiREREMV o Hgtefilial tHePaSlcibd @iting the
fromthe current access point, the station

hapdoh{praecss-t Freddaarne thy paskethessi iseiglatagransprotacal @fév&o Preksts were
uahémﬁ!@a 1o SRFP A8Hn'b LifhuiPRild tha@fd Mlin!rORAnbdrm K Shdid be

or a WFi positioning algorithn "that allows
nots:écthﬁé tltmﬁnt;@mg dpjapackety duries ehml@ffemoqesﬁ addyto-the h?@d%ﬁééely In

paﬁﬁfﬂ% m&)ﬁ&(%'tstthzﬁ Q]lz_e%EanEr[;ﬁte&h 1&% r&ﬁ)r?lﬁ%qa% fHen

auﬂiegmahoqumyadddo thodandodeieldy. diwemr, cmlthai@e@saom that ¢his
be sz&gl serve%m w%%h tthQ taﬁ&l op%e?fg%négg %%%%P?Ocﬁ' %gm%ﬁ%?t %ft%rﬂaﬁ\;ély,
wialtiecitition pexfc&mnmme himgoffii¢ tharenitet, hesuwwh dhlay &l igiosdutdinFIGS. 9

ang 38 6B E e ke e Cpemtsdcst BN e v MU ey g ime

mdYilRlsbrBr, 2shestivtly, ih @ccdsdkacd witiesotd dmbodEneneVef #eqR&Snt invention.
point, the firmvare generally waits for a substantia
anount of tinme to detern1ne that the station has

faH1ﬁing§Esmcrff§ WQLHSLH% TS TG ESY P& 11t ™ Pavg
up ‘Q)?Eg sl N doR S IRYSE- | 22 ETOESE} (3 zﬁcaﬁlﬁw 36 | 63
al o PTSETRdTFE AP [taeg 2aac 097 | TIRT| TRY| 38e| eo[1id puTd
tOo $&ham LI NET LNag |ospl1epia] e[, 15 Praag 15| TAPOIH |
6 mtTTT3Seconds. Accordingly, to reduce thrs
Talb'leﬁaehb@'s figirhdasered pdoketlossduringsthe barfdoffpraeesstvhen e statide was the
e firmvare. When the tinmer expires, the station

forns a new
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sel ective scan using a new channel mask. [0080] It

shoul d be noted that a cache m ss does not
wa@e@sigdseant | y af fect the handoff | atency. As PEBUS100806939

previously, when a cache mss occurs, the

1 fa) | RV nnl w_Q |

_E%PEBI] Fr ot d a8 AT I G [ T avg

|, Drigin and - ; “227 D1 I8 JGR | 210
oy noin ! 3087 182 133 ] 151 ['1847] 161

T
‘I":&‘Zm +—ﬁ..u0,. ey Ty T2

ITDJ |J| tS LhC Lo I LU eXect C1TIC DCI Cbll v S€ai 1Y)
TaBle3Qhb e nNauREd k& 36ks a@lidg tAS hdnldbfF pRckdslwHeR dl sEdtlBﬁl was the

In a significant i nprovenentconpared to the original
redgiyigdlof f time. [0081] FIG 8 shows the total handoff

time using the selective scanning al gorithm and/or

caching algorithmin accordance with sone enbodi nents
[Otm‘s] t hdt :phoekldnmoted\tm theselectivs seanoing algoriftinGs ngt dependent on the
w1§e"f1 S?nV1rto|n%1F1\PI¥ Alg1 maﬁxgetl%opﬁ%%%ﬁ%osfgg%@r?ﬁme sulfstanFal \y deteriorates
w1ﬂmnmomgenal .g- shdnlmrheloWnﬁl’Tabhé whick @itcludes daafiomng environment

. orithmis us vera duc: n of. 40% i ..
wiflgfBete Spise PP e e s A uh DA pist e g gpeina
hahdvgf geafohthai@e sfily dstéridiated Withihe envdtonmgntM t h t he sel ective

scanning algorithm nore than 90% of the handoff tine

was renoved. Table 1 shows handoff delay (in ns) of

Ta%féollﬁhgwbtheMﬁ&ﬁfﬁrﬂ@ba&&ﬁlﬂ%ﬁdﬂaﬂ@t délb)’rlu t%@%ﬁedﬁ% kdafning
the handof f process adds to the handoff del ay

algogithm angl/opthe epghing plgenthman ap grvirgpment o ‘Pﬁ?—f‘oacﬁ"éﬁ mi@ﬁ
the | ast probe response and the authentication request
add to the handoff delay. However, it should al so be

[0084i ed It wilt alstbesundetsippd that the despiesdeegaiptipie herein anaytbg presented in
tet\ﬁ}ﬁ o Bfo Iropu%upa@@ P{ed o ak&ﬁ%&mﬂ %Etwofi {)tecroﬁﬁ)hfei’se IDhese

P'ati on pertorm ng the handof
pwcedlaal\,@sqnpmonmnemgdeatymrs aterthe wdusaged 1 B skillgghth thoart to

mssg%c&b% IBRY hed Qs%a%'égwamom %}h@ﬁ%{hl‘gd Lagehyer and

?epac?% eaytllnms |nam)%|esener,

[00853 pe cA proebdure isthecamradacralty, mﬁchivsdat@earsblf@bmm segience of
shovvs the,.ne

th resent inyent
s Rl FEASeoHEH G- (PSS SR Grer B SRR TRENC Higt pulations of
ph§§1&1¢l( tlﬁzﬁlltl‘ﬁ@éi tgdﬁellﬁ ﬂnﬂ%ﬁ n&f&bgﬁﬁafﬁl}s ﬂﬁmqliahﬁtldmﬁ&ulﬁeﬂdrm of
acket loss, durinpg t ndo roce
cléefice) ymagaetia g griblrct opEeEIy. P BRI spmgared and
othdiHse WARipSRIAC It péves 6GHVBhIAG aBlingley, pHiRvIpdlly fGtaseRPREMRIon
on the wireless environment. Alternativel y, original

uspgenwgefer jodhess sigasie as @wb%aﬂ%tqleamqr%ﬁ Shrkols, glaziciss, “Flﬁ numbers,

or %Vﬁlé'eo RERBI b0 AWReRE! tBWall Bf thald id dimilP teehls 4B pides
data froman envir onrrent

associated with the appropriate physical quantities and are merely convenient labels applied

to these quantities.

[0086] Further, the manipulations performed are often referred to in terms, such as adding

or comparing, which are commonly associated with mental operations performed by a human
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wi t hout rogue access points, the selective scanning
algorithmis consistent, while the original handoff
wpegobosdsance still deteriorates with the envi rpCmEs1005/006939
Tabl e 4 shows the handoff tine, packet |oss, and
e [
oA RS 5 AP PRER0Y. DA s
any ogtlue ommlmns dpsmnmdshere{lﬁ) 08ith form it df thel pyesehenvamtion;sheo o d
t he d .des RLes
onp s g e s B P RS 8 g P B e
préentristentskinclnde gematan pmmoseﬂi@@bcanputamhrrsahﬂaielsﬁcespt i ons
represent ati he  means u
OB | cHieirePhediigiion BirelatS o FRRBHY SFperrryag tiepeoperstons.
TTﬁstiﬁahﬁﬂl@ €haQ foe kpeRially Woriskruétod ok H‘BTISqlﬁﬂéd bimpdsel ot ittty cdkrdprise a
[ 0085] A procedure s, here, H lgene,r{ﬂ‘1 , concei ved
EepeFalRUIROSE eQMRRUEES 38 sl pciveL y§%ta’ﬁ@ QeIegem @Sﬁ’yl aeCQHHPH@r prgsgm
steI6SinltRSe oottt Thel 88RuRE ?%en@dd%efelﬁpﬁs nbEfktrédtH Felated to a
physi cal mani pul ations o phyS|caI quantities.
patticylar PP On gheTRPPaTaREs o Yareusiggners] pEmeseaghines may be yred with
Q&mg QiR L 8l L&k %h tli%rted’éﬁiﬂ@seﬁér&n S @Qﬁiy%r&@e%@ﬂe Qof¥fenient to
el ng stored, transferred, Abi ned, conpared and
copstivet Mprs épmnzfzﬁmmmﬁls te perm\t@sre@md anptiodisteps. Themeguired
to
s BT Ay BB i SO o W oy o B
[0Q384r acT}erssstemecmdmglmtbementmn nfafiéndhidee. gehetra]smmmlsdcd;@uter,
org sgectldllylg?o asnsln&gill gategl%l Q?Mr?chsg %Iltépug%g ;Fgcg ?S.ei 2y nﬁ raét%w he system
vnqelg.m pérbenal @ntpus er ot EDW, €. gmheﬂntemht drﬂh&met armp IEnﬁek dfdhese

ese antitie 0086 rther e Jmani ation
R T L S T
slﬁldaiﬂm CheWomBQiiRATIbiRdink Wy ©B adedicHENRAK) b Yhod&ih @0éral FEOIL'S line, the
Wi th nt al per ns perforrre by a hunanoper at or.
InjQgnet ré“é)b% %! IP?tg) 4(;? £ comRgAt PWBPOIF‘E“"H’@@B@/%‘PSFS

M6eoft@Sthé fBL&sing 6N be 63%8Hed tyh RAWaRiprédtem GRSHALI AHE
described herern which form part of the present

COMPpYISHENSIAS Of PIOCRISS AT ICOHd e‘éﬁmée paeilner wdlydmplsmented in

natlgekyl machines for performing the operation of the

present invention include general purpose digital
[0@8ﬂ}p ut Alikough a single|campeferhaseby, uspd IS AystPhacenrding tot one or more

n#tﬁ%ﬁﬁb%s%? 118 Qnfi6h @t ?Eoﬁgg%gl?a tﬁiggeh@g&ﬁglﬂpg{nﬁlﬁ{tﬁew

ese operati ons. spec
combnmtlorucxﬁmobe‘ssn)rs ctrts@rz@@avic@d Fpuexpmple, thle computatymay be replaced

r,se.a. ose conput er sel
by, 0% n‘?\’)?t‘%eg i csélﬁ?tﬁ RPEd™ by % LRSS mparcg?yrfl%\nr%e éx%{tgrﬂéed
conteptsof embaﬁmbﬁs of {hb @ree¢mm dmrdmtroasmpluémg B@;ﬂﬁktbﬁe@td&u@tﬁs, hand

i nher ent.| rela dto articul ar ut er
el stoPlipisapele HUn DT oS SuEHBR B BoR e LA s gystem
neBforkd %&ﬂbm&ﬁdﬁs Bf g rsaaﬁ@ Fifithér, Bottibry cAGRQK Elam GfayWe tfovided in any
t eachi nl%s her ei n, it may prove nore. convenient, to

T fé’r@ﬁe@ﬂéﬁi’i‘lﬁéﬂr ‘%ﬁ?x’ﬁ‘a]rea?f%l dpdoyse A PeRiEgion i as
elEROHic rs@ﬂalmm&dsﬁlm andm@)m cwwl@éa oilthbHGél fsR nfeRory} etc.
vari et t hese nmachi nes wi | Aoear romthe
(002 cr i %qy prasegily aypilable or future develope computer software language and/or
hardware components can be employed in such embodiments of the present invention. For
example, at least some of the functionality mentioned above could be implemented using

Visual Basic, C, C++ or any assembly language appropriate in view of the processor being
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[0088] The system according to the invention may

i ncl ude a general purpose conputer, or a specially
w@e@gnsasned speci al purpose conputer. The userPEEYS2005/006939

interact with the systemvia e.g., a personal conputer

e 1 nt . et etc,
ol U5 e SRS A gy e
Jacoandutaespostyd toannltiple destinttivans tavasionghsersconput er .

|mlarly,  th | cat.i | ink way he.a dedicat
0P isfi pbHrsHAPR YRR PR TRedf sty S e
deguily oDéonetiuckiei fieicto e AFaIMnEGAIS itHREohpbrRe se LR i e $ollowing

and/.or users, .Mbreover., t r oc.essin ou| d be )
desgiptipn Py Upstigipd dn thedraygpes. Eﬁ%ﬁ?’%ﬁf’% K Céiﬁ"éﬁ’?eoﬁ’H i gmbodiments and
of GEIAR Paeticed B Edfeddbut i RERES WA, Adfo, & Hothe RYEMRstBEY that the
partially or wholly inplenented in hardware.

0089
DHSelp R ATEHTOUNE SHRSEE Brrcitesy 196 e Duboss g deseyptigpdad should

noR6SREA I astfnigRE Or nore enbodi nents of the invention
is optional It%/ﬁsui tably equi 1ped with a nmultitude or

(0881 st gy thsc pkibiedbisdln & il 2pprseiaisehal v copesplipb upon which
thi§ ?&?sEBLLEe istﬂa&dcﬁgf{éta&’iﬁy BERNi1DE JsSRJaGE B Y dest ing QFGihped

wi th, any suiltable processing system operativeé I|n
stracioss.deetiewts wid $ystehis fomageipg suidhe svtretpurposesofghe pragent
: [ . n ng . e . .
B 3E L LAUSRIE Bh PS A RFRLL RS fhing vttt
congiunfiorainsofands theyde natalaut feers theapirihvedd scape @fithepssintigvention.

OF5T: 7 oNEP o S ) o B Bl iy R e foregoing

exapplapfmbdiinedtseit isdestobd thavthe ittt didé10gire hd3beexandy dly by
Wzgl_rogvi de ovgr a communication |ine as.electronic
|

FEFERe 3R PRSP SERAgtInd e fsils ob freriFaeRfatm of the invention
m&Be hale wilihskt RPaBLY froMtthe spirfRQ8@cope¥f thE BSEMionywhich is limited
avai |l abl e or, future devel oped conputer software
onlybythe glainsrieh foHa¥dwar e conponents can be enpl oyed in

[06943h enRaEndRAL fef@bnded e PABRRted YBRE herdiRfin their entireties:
exanpl e, at |east sone of the functionality nentioned

above @u\gra chaactamstios s intergatipapliglonfjone egnnpefipng andgnteational

cifhit2 Pty 38S W yod anguage appropriate in view of the
processor berngused. It could also be witten in an

obj ectMo$.i/eriMishtaandiMo Arbawghrisr Bmpiviealenslysiooftbea IERLSR. 11
MAE PN RSO ATME SO b e A I B R i

33(2)\W8HN1020Apti2008t [imted in its application to the

comportirt<A S 51T IV ARofRE: Gt aefipe BRTE P at e Aephe or i

hahdldffssh b atildsd ietd . Thcaical @sport [URIvVEISH LR Maxland, Febpabl 2004,

of ot her_enbodi nents and of bein racti ced and

carrie '%ﬂrﬂ%i %ﬁ?ﬁ’%ﬂ%’oﬁ%ﬂ%t?coif“g’%,’zg?t is to be

under sfro9& that JeRtiRhdmasRdbaayin@fdl fisChandbFiP@eless LAN using
n are pur pose of description and

eﬁrﬁgl oyed her ei for the S I
neighben #anholarpe Tulx 904 dateatatippal Technal Copderpnce gy (iguiis/Systems,

CoRDE afKChhBlnicRtidnBe art will appreciate that the
conception, upon which

C
J. Geier. Understanding 802.11 frame types. Technical report, Jupitermedia

Corporation, August 2002.
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this disclosure is based, may readily be utilized as a
basis for the designing of other structures, nethods

war@seyesvens for carrying out the several purpPCEESIN5/006939
the present invention. It is inportant, therefore,

that thep Ghak &R, B | C9PEAEE 1N M@&wldA&ess%&ﬁol (MAC) aud

equi val ent constructions |nsofar as ey do not art
Physicah(RER® speriifiGationsn Highdpeed UfysmhleLapfpreEy@msmnw thet2i40ptiz Band,
19 093] Although the present invention has been

éscribed and illustrated in the foregoi ng exenplary

enbodiArdaih s Handoffi dslayfoief02t1dbovitelest LAN® Pechsiealtreport, University
fg]scIOSﬁgg has been nade only by way of exanple, and
0 kY ous changes in the details of inplenmentation

of t hev.irerehaw (Eﬁsmmwnbe:sm\eoﬂdshiﬁfaut departing from

t he splrlt an of t he i nvent which is

i mi t Mk &}’ Giyes fordniggt E’HS"F%{??Q [0094] The

fol | oW pgkiagd €1 @lﬁﬁeFasilﬁrﬁerLdibQﬁﬁMfﬁ@%r&ﬁctfvefa&ﬂﬁmﬁﬁhon Scheme
herein in their entireties: General characterijstics

in 3 publie feteieshbAN; NetaoHs A2 RindEN 2902 anh I WHHN 209¢), éﬁgﬁlst 2002.
circu 'St Park |aK&JY T€hoil i’fe—aujd%%ﬁcaté\f fa§ harﬁioff'\ﬂlﬁ LBliARER1E LAN
Ar baug An Enpirical analysis of the | EEE 802,11 MAC

baged pa ﬂEEﬁ 8Pt mpgep Smgapore\ Qorobp IAORNIFED hp® Personal Wireless
%&Hﬁﬁﬁk Gation Review, 33(2):93{102, April 2003. M S,

ra and W Arbaugh. Context caching using
nei ghbor graphs for fast handoffs in a wireless
networ k. Technical report, University of Maryl and,
February 2004. G Conbs. Ethereal network protoco
analyzer. H -S. K et. al. Selective channel scanning
for fast handoff in wreless LAN using nei ghbor graph.
Japan, July 2004. International Technical Conference
on Crcuits/ Systens, Conputer and Communi cations. J.
Gei er. Understanding 802.11 franme types. Technica
report, Jupitermnmedi a Corporation, August 2002.1EEE
| EEE Std. 802.11, Wreless LAN Medi um Access Contro
(MAC) and Physical (PHY) specifications: H gh Speed
Physi cal Layer Extension in the 2.4 GHz Band, 1999. A
Jain. Handoff delay for 802.1lb wirel ess LANs.
Techni cal report, University of Kentucky, 2003. M
Kershaw. Kisnmet wireless network sniffer. J. Mlinen
Host AP driver for intersil prisn/2.5/3. S. Park and
Y. Choi. Fast inter-ap handoff using
predi ctive-authentication schene
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in a public wireless LAN. Networks2002 (Joint |CN 2002
and | CALHN 2002), August 2002. S. Park and Y. Choi.
wee@sastshent i cat ed fast handoff in a public w PE/ES®05006939
LAN based on | EEE 802.1x node. Singapore, Cctober
Wﬁe?ns Jatiol B TC6 Personal Wrel ess Comuni cations . Wat
is: 1. A nethod for reduci ng handof f
| atency for a nobile station in a wreless network,

the neth d conpr sso i with a first access
poi nt, er ei i @’dr}ﬁlfrg 3?fﬁgfenf36£°ﬁflmb3§ Stpipgr h
witdléss hetR@ES Hife mhdd coprisih@r ed into a cache | ocated at
the nmobile station; de erJri ni n whet her a handof f
necessary; qu‘égﬁ%lar‘i‘é‘gt“ﬂ Etﬁéceg%p(ﬂ’étt‘éf ?fP’Hé‘eWTg IH@FOH that
dSHHGLOBE (AR GERSs ORIt stdrSd MESOEHCRS BEat¥d dthhd 6bile@ation;
information in response to determning that the
handoff is ne@%@?ﬁflwwbeéh?éﬁ‘ﬁﬂq?éfléng@ﬁ%ﬁh ve scan of
channel s at thQe,Jibink Bacht & dRIMHRA hedRE %o@ﬂe?h&gsstﬂ%ﬁﬁ is
anot her access IS not associated wth t
asjogfatadrveith e kemgm@atwntlh Eespalse it demmsmmth@fdh@hané@@ ls necessary;
aceessing a ChaRRfing MSkoth A 3lan! i ASHOE LALE fobhd fatfoRGpon
nobi l e stati gCtl Nng one of NnDre access poin
detesiningngt the aohtacma@tesmkt is ndt@swriatetd heﬂnm@kdysnbtraauoonwherem the
Sefegt&:v%ls\éaenscog" e. QU nore responses fromthe one or nore
access po S} and determ ning a second access point
for associ ati on byactdssingrthaneel siaak thanishsseeidted withelxshobile
N part on the responses fromthe one or nore access
Staﬁ nts; storing information relating to the second
access point into deketigppsiber imoeadceks pbintshiSing @ dhennel mask,
station v\fh ein the information ideptifjes the second
whezgi e iyl R STaiffFepalves SUB 61 PR RPRS P18 thggpe or more access
poirdd; @hdat i on; transnmitting one or nore nessages to the
second access poi nt for association with the second
access point; and KEEBEMEE seprdiarerst printdarassreiatior by the mobile
sttioh Bhsell Bt 682 ﬁ%%nttﬁ’e feﬁfbﬁée\é inRch @0 ohd ik @b hQRss ot t he
second access poi nt .. The nethod of claim1, wherein
the step of d@@l@t&ﬁf@m@mmd@mto@hv@emd@mess pagnt into the cache
10&%%% erobfllg E ]y&ltg{%g{ { éﬁ&orgﬁ{l&{ i'(ﬂ:lﬁiﬂ?:g thter%@éonh Q@cess point and

Sl gna stren I rst access
is associated with the key information;

transmitting one or more messages to the second access point for
association with the second access point; and
associating with the second access point in response to receiving an

indication from the second access point.

2. The method of claim 1, wherein the step of determining whether the
handoff is necessary further comprises determining that the signal strength of the first access

point has decreased below a given threshold value.

3. The method of claim 1, wherein the step of determining whether the
handoff is necessary further comprises determining that the signal-to-noise ratio of the first

access point has decreased below a given threshold value.

21



poi nt has decreased bel ow a given threshold val ue. 3.

The nmethod of claim 1, wherein the step of determ ning
wob@shgisos he handoff is necessary further conpP@BHES2005/006939

determining that the signal-to-noise ratio of the

first access point has decreased bel ow a given

threshol d val ue.4. The nmethod of claim 1, wherein the

sel ecti v& scarhefmigthdisof ciadmyiy whesin therselectiversgart fagther comprises:

channel mask if the nobi]e sta det ect one

Of nMDre access poi ?1‘fe§“n§§t“hﬂmﬁ? m@ﬂ%‘ﬁﬂ?l m#ﬁ%l?tau% es not detect
oné 6f M6ileiaBEks® nt@lhs1 the chamelshasRCindt S usi ng the inverted

channel mas . .The nethod of claim], V\hereleaﬁé

sel ecti ve sca‘??tq"t}?% ?F?ror&ﬂ‘ﬁ)‘?‘ﬁcgségomﬁ?éisl?ﬁﬁ]i‘Wﬁ@" nglmask.

the channel mask is associated with the nobile

station; and ﬁhrform ng a scan of all channels at the

0

 nobi | e s¥at i ohhemehodsdchuimil nwhjein fastselepivecskamfvtherpamperises:
i's not associ (?ettéi"gurmfl \phéﬂna@ tl{m:ﬁéﬂn%l ﬁ&&tlb Qégoma@ced \-;l;nﬁ"the mobile
method of claiml urther conprising transmtting one
statipn;aple requests to the first access point for
i nformati on rgg@ ' 0
The net hod of* C éﬁiﬁg%s %Ogrgg%ﬁgﬁse%ﬁ?e lélgesétﬁ}é) WBZI?( is
determiB 2. that thewhamied sgsknie hewasdogiated avithishduodbilastdtivar
conprising addi ng channel 1, channel 6, and channel 11
to the channel nmask. 8. The nethod of claim1, further
conpri si 6g r eNiwvhéttod dfelaihanfaethertdomiprising Gramseettibg yne or more
bei n sed to conn to the secand access 0|nt f.rom
ceql Dy St SESIPOIG OB RUON B AR R e ARFT B R
the step of deternmining the second access point based
at least_in part on the respopnses fromthe one or

access pbi nt sThermethofqt clagmdy Vastein dher wirsless Ay opiiis an 8 2.5

w1§e@é§9ﬁ&w@ﬁ§cﬁ§§n@lﬁidrﬁmm%@1ﬂp@s‘ihgadaﬁl g'&ﬁar&fefl $h4#8ll 6, and channel 11
strength, signalto- noise ratio, i stance fromthe

to fherchennghmasks point, and avail abl e bandwi dth. 10. The

met hod of claim11, wherein the key information

conpri ses at Ieast one of: SSID, MAC address, IP

addr ess, 8.GPS Peeshetheshofickin nrthereompriring remayingethe ghanvel that
is ?\ﬂldetnkgﬁgkégﬁp Itcgléo?]%lgcg%dn QSeLcI:?)II]fd ac-ggkﬁ ggﬁl{ %819 tlQJ %h% nl?e'é ﬁ}

set a timer for accessing the second access poi nt.12.

hod,f d daf . |
Stati on Pn a BT EE ERRd e Ph RS G- RaE

il
g St’li*?ens&gond
acesSpeihiciabddtat Wakthin part on it r@paREsSrgan thetone Whmbei adcdsepoints, further

i nf.ormation
comprises de IEatermmmgl’]l?e second access point based on any one of: signal strength, signal-

et

to-noise ratio, distance from the first access point, and available bandwidth.
10.  The method of claim 1, wherein the key information comprises at least
one of: SSID, MAC address, IP address, GPS position information, WiFi information, and

location information.

11.  The method of claim 1 further comprising configuring the mobile

station to set a timer for accessing the second access point.
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identifies the first access point is stored in a cache

| ocated at the nobile station; determ ning whether a
whawndosdsod s necessary; performng a sel ecti ve BCHOSNS/006939

channel s at the nobile station in response to _

deter mmANY Dafertod For AR hahdb FEEASSRE Y maliPLifhdA ih B

sel ective 'scan conprises: dccessing channel ™ mas
witehat networks the medlioddomptibing:he nobi |l e station; detecting

one or nore access. poi.nt ' h nnel sk, ..

wherei n the trEn e akhh o8, GRA0GRey, B aon tat
idengisipoths fisst Adcesipbing isaiedin arvacke laatd ssthp mdbils statdr

determ ning a  second ess,poj nt. for associ ation by
t he nobile Stdgﬁﬂgﬁll%‘gﬁ eéf‘hglédé’glsp‘??eﬁﬁ?yt on the

responses fr girfolifing 8 8elodtiveBiad o ClR@asls Pthd1inSbile station in

associating wth the se¢cqgnd access paint in response
Tespansede e?tmn%\ﬂﬂamaie%@p tShAter o Herel disrfglegivecan comprises:

poi nt; and updat i Rgedsfifs £ BAARA mabRkt i @ssoSARY ¥ith & mobile
channel that is used to connect to the second access

Stqﬁ@n;nt. 13. A systemfor reducing handoff latency for a
nobil e station in c%te\’:\ﬂiﬁgeéng%fmﬁfeta‘e@é'sgP%ihg%?iiﬁg?ﬁﬁe%nnel mask,

conprising: neans for associating w st access
wheedimthe nyoibde sthiorikiegeiveasone ornete mesponses frefp the dne @s morecaccess
poH‘%sr-%d access point is stored into a cache |ocated at
€ nobile station; neans for determ ni ng whether a
handof f i s necessaletermmbgrasefand acpgey paimidort dseocidion by the mobile

et ermin et her ot her acces olnt is_assoct ated
s o el g e SRR R BB RN
t hat the handwsédciating nethelsssecond aneasysoifitdn rgsperfse tofecegviag an

in%el ective, scan of channfl at the nobile station upon

gatiop fom thysse acﬁ?fﬁpﬂ’é"%&cess point is not

associ at ed W dgdafidpethk ehanhél n@EORiE@Bve thb Eliaahél thad s used to
sel ectjve scan conprises: neans for accessing a

coppeghiodhe 3761 acerst PR associated with the nobile
station; neans for detecting one or nore access points
usi ng the channel nmask, wherein the nobile station

recei vesldne dsysism orredisins bandofflapmayfer aymabilpstation in a

wireless network, the system comprising:

means for associating with a first access point, wherein key
information that identifies the first access point is stored into a cache located at the mobile
station;

means for determining whether a handoff is necessary;

means for querying the cache to determine whether another access
point is associated with the key information in response to determining that the handoff is
necessary,

means for performing a selective scan of channels at the mobile station
upon determining that another access point is not associated with the key information,
wherein the selective scan comprises:

means for accessing a channel mask that is associated with the

mobile station;
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nore access points; and neans for determ ning a second
access point for association by the nobile station

wha®edsaEns | east in part on the responses from BEEUSVES/006939
or nore access points; neans for storing information

relating to the s i ] .
| ocated at the mg%%géjfso? g‘%?%ﬁlfgg%g%ne@ﬁ%?ﬁgﬁ%ﬁ %ﬁ%}% t|hgn
chairdehinbdki, hertingheseclileditaion essivesoingtor anock espoasss fiomathe dne or
with theliée i nformati on; nmeans for transmtting one
PP AEFP %é%es to the second access point for
associ ation w th to@ansfe detemédaing s Seqond adcessgiotht farasdciation by

for_ associati wth the second acgess. point in )
the wehilation Based AFR Higpasipm hRACRRRIS TFORT BRPIRS raeie affges points;

access poi Nt .mdehs foht sfoyink AfodRdbion RIS BOthB 86vead Access point into

latency for a nohile station in.,a wreless. network,

the frehelpeatednt desrmebilsistgon.digrrdn the infommagien Mentiips e seqpd access
poldt bR is@&06RRd Reth Me keYhfibRhdiiokey | nformation that
identifies the first access point is stored in a cache
| ocated at t Heears Bir|tengpitfingone onpersnesseeetie sepondrmgoess
poM?&rQ@{ocﬁtimgl?{h% stcond GGESIRIY; and®ANS for per_f ormng a
selective scan of channel s at the nobile station in
response to detass firpswgiatikgwith the sérend efckssipoint acwsspoase/to
el n_t.he. ctive i ses: means for
re(\:gcl}gﬁa%%nl lﬁaglg%oglﬁ%é)ﬁlnéf X??ﬁﬁ‘ﬁﬁtgﬁ%?) g?ls associated with the
nobil e station; neans for detecting one or nore access

poi nts usjng fhe channel mask erein the bile .
Drati on Fhcoi bt Bastug iR Buo ISk dot Bt G o,
wirBhEse n&tGe£kS the Bpitdth Somprisihgeans for determ ning a second
access point for ?ssoci at.i on, b%/ t he nobi | e stat.i pn
based at | easPednpigrassocigfing yith ¢ BusphagresPomborhersikshe
infFm AN haR (deRfFes IR fxsSaccdbB Bt ik Slored$s © 64chb degteivhi the MdBile
second access point in response to receiving an
st4QBi cation fromthe second access point; and means for
updating the GHA0R%!de@BR#ingWHARPY RarkdBf iChaER4Y: t hat
is used to connect to the Second access point.15. A .
system for r auer f Peepraung a sedactresean af dappaledt lipggmobile station

in Pe%{)éﬁﬁé %0 dette!?ﬁining that the handoff is necessary, wherein the selective scan

comprises:

means for accessing a channel mask that is associated with the
' mobile station;
means for detecting one or more access points using the
channel mask, wherein the mobile station receives one or more responses from the one or
more access points; and
means for determining a second access point for association by
the mobile station based at least in part on the responses from the one or more access points;
means for associating with the second access point in response to
receiving an indication from the second access point; and
means for updating the channel mask to remove the channel that is

used to connect to the second access point.
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system conprising: a nobile station that is associ ated
wth a first access point, the nobile station
W@ 9p08EINg: nmenory; a processor at | east partP@l/U§2005/006939
executing a handoff application program configured to:
store key:inf ' ' i1f,] . £
poi nt i nysa ca‘g Eyeg?ﬁt[%g)g{égg@%% h%?g%ﬂr%%ﬁ%?elﬁ gt% é{eile%ﬁeug&ﬁ’etﬁg
sysleh eompmengivhet her a handoff is necessary; query the

cache to deterni ”ﬁges\ﬁgg{l/ ﬁf&% s 3t DRE RGSRS aggéss”éoﬂ{ltgthe mobile

associ at ed witHO¢ ST mation in respons
statieh esipridingg t hat t he handoff is necessary; performa
sel ective scan of channels at the nobile station upon
det ernmining that &f81%ér access point is not
associ ated W t h t hgrdeyot aiflesnRirtidly ex¥uehi©s RarldbFepsiEAtion
is further configured to: access a channel mask that
Proggam SQUtEUERddef with the nobile station; detect one or

nore access poi nts _USi E\ﬁréﬁ%?irﬁb&%@hﬂﬁﬁﬁknﬁﬁ@@ﬁfe&irﬁ abdt8s
nobil e station receives one or nore responses fromthe

POl i atachploeatedat degmebile saoniand det er i ne a second

access point for assochgtinahe Methd?d HARRIE i€ nédedtyon

based at least in part on the responses fromthe one

or nore access poi nts; qearpthe caelfede determire whether angfhargccess

' j nt. C cat t .

SRR LR g S s e
nes®sawyld access point and is associated with the key
information; transmt Qne or re ness s t e .
second access poi nt foPergoégjoacﬁ%geﬁ“@rfcw%%%?Wgﬁ§£§‘8|%?blle
staéioe g qeGirfiningahal aastaGadsepoihitihnéthesosredndthaheiesSnformation,
}goi.nt in resglo se t reactej ving an indication fromthe
WICEUHHGCRET s “B%?i"ﬂ B '¥he system of claim 15,

wherein the processor is fuidé&eh cEBainkl @askakht istissociated with the

mobile station;

detect one or more access points using the
channel mask, wherein the mobile station receives one or more responses from the one or
more access points; and
determine a second access point for association
by the mobile station based at least in part on the responses from the one or more access
points;
store information relating to the second access point
into the cache located at the mobile station, wherein the information identifies the second
access point and is associated with the key information;
transmit one or more messages to the second access
point for association with the second access point; and
associate with the second access point in response to

receiving an indication from the second access point.
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determine that the signal strength of the first access

poi nt has decreased bel ow a given threshold value. 17.
wab®ssyesvem of cl aim 15, wherein the processorPCEUS2005/006939

further configured to determ ne that the

si gnal -t g- noi.se ' . ' |

decr ease 86 bel 1zhv?/ Sg&%ﬂh \Q} g gltd]tni] ?52 é”frl? g{egf t\}/l g?‘ﬁ"gﬁ‘iﬁg h%gMEﬁgured to
desysine thavthe cigaalstratgth offthe Bishadcése ppmbhassisarased bélow algeren
ﬂﬂp?@&i ]£§d to: invert the channel mask if the nobile

§ does not detect one or nore access points

usi ng the channel nask; and detect one or nore access

poi nts usjng the inverted annel sk. 19., The sysftem

bF o1 ai ks THicwah o Hemy £ S8y BF Brcppieris finbel cbRhgifed t
defeBhink eHAt 8 sigRal-t82bRE o ®f Wh girfi atcebdWithanfRteasBaASlowsa given

associated with the nobile station; and performa scan

thrgghold Yalyehannel s at the nobile station upon determ ning
that the channel mask is not associated with the
nmobi |l e station. 20. The system of claim 15, wherein
t he pr oc&®sor Thesysteiniofelping bhwhgigitethie processeiris farthersneafigyred to:

more requests to 'ﬁ‘\%rtftfllé' Gt ffasiSif BRI Adbite Qfation does not detect
i nformati on regardi ng nei ghboring access points. 21.

ong hemgxesicenss pdints bsingtheShanwblenaskrendhe processor is
further confi P &e&g ord B Ess %Pﬁ{sqg?%rﬁ% in%}%g chatmel mask.
9 0 conn 0

currently being use e e second access
poi nt fromthe channel mask. 22. The system of claim

15, wherein the processor is further configured to .
conf i gur Bt helfigBr P SLERE b "ot Pt et Rnfigured o
accessi ng t hedesemiovizterths chdneitmask & asdochyesitveith thomobile
reducing handoff latency in a wireless network, the
StalloRalfh conpri sing: a nobile station that is associated

with a first ReRass sefidihll chdfeliBiihé MobiledidtR upon determining

conpri sing: menory; a, processor at |least partially
thaéﬁ@ﬁﬁmﬁbmasméﬁﬁ#waﬁ%di%&%ﬁoweowwﬁa configured to:

store key information that identifies the first access

point in a cache |ocated at the nobile station,
20.  The system of claim 15, wherein the processor is further configured to

transmit one or more requests to the first access point for information regarding neighboring

access points.

21.  The system of claim 15, wherein the processor is further configured to
remove the channel that is currently being used to connect to the second access point from the

channel mask.

22.  The system of claim 15, wherein the processor is further configured to

configure the mobile station to set a timer for accessing the second access point.

23. A system for reducing handoff latency in a wireless network, the
system comprising:
a mobile station that is associated with a first access point, the mobile

station comprising:
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determ ne whether a handoff is necessary; performa
sel ective scan of channels at the nobile station in
WO e®posse3 t o determ ning that the handoff is nECEESENY006939
wherein the processor is further configured to: access
a channel mask th%erﬁ&y-aSSOCi ated with the nobile
station; detect one or nore access points using the
channel mask, wheragirocessoeatiedst pactiallyzieauting e bandoffsipplivation
rorang(rnﬁ.l r]?sdﬁo_nses fromthe one or nore access points;
POy G &' MN& a second access poi nt for association by
the nobil e station baseredteylifasiation thaaidentifies theefirst access

tesponses fromthe an [. NMDre access points;
poﬂggg%?aﬁﬁeelo t?‘ﬂ; ﬂi’?é“@%@&??&"%ccess point in response to

recei ving an indi cati odettintifie thethagadandbfois aesssapgi nt ;
and update the channel sk to. renove t E h?nnel t hat

is used to connect to PRETESSIFATESERY s at the mobile

station in response to determining that the handoff is necessary, wherein the processor is

further configured to:
access a channel mask that is associated with the
mobile station;
detect one or more access points using the
channel mask, wherein the mobile station receives one or more responses from the one or
more access points; and
determine a second access point for association
by the mobile station based at least in part on the responses from the one or more access
points;
associate with the second access point in response to
receiving an indication from the second access point; and
update the channel mask to remove the channel that is

used to connect to the second access point.
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